SECURITY CHECK SYSTEM AND METHOD

TECHNICAL FIELD
[0001] The present disclosure relates to a field of security check of objects, and more
particularly to a security check system and method for identifying an object of interest among

multiple objects.

BACKGROUND

[0002] Generally, arrival objects in airports (e.g., luggage, goods, etc.) will be subjected to
security check after being unloaded. Different tags are attached to the objects according to the
security check, so that the objects requiring manual check will be identified in an exit
detection area through the tags on the objects. However, the tag may intentionally or
unintentionally drop out or be removed from the objects during transferring of the objects.
For example, a passenger, after fetching his luggage at a baggage reclaim area and before
arriving at the exit detection area, may tear off the tag in order to avoid the unsafe objects he
carries from being held. Then, without the labels, it may be failed to identify dangerous
objects at the exit detection area, which may cause trouble to public safety.

[0003] The use of physical tags may increase the cost of security check. For example, at a
large airport with 30,000 arrivals per day, the cost of tags reaches up to tens of thousands to
hundreds of thousands RMB. Moreover, in order to ensure that tags can be effectively
attached to the objects, the printed tags are manually attached to the corresponding objects by
operators. Manual attaching of tag needs a large work force and material resources, and this
may take a long time for the passengers to pick up their objects after arrival.

[0004] Therefore, there is needed a security check system and method that can improve

efficiency, reduce costs and screen out objects to be re-inspected reliably.

SUMMARY
[0005] An object of the present disclosure is to provide a security check system and method
that can use no physical tag. Another object of the present disclosure is to provide a security

check system and method that can improve security check efficiency. Another object of the
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present disclosure is to provide a security check system and method that can prevent miss
identification and avoid passengers from knowing they are under suspicion in advance.
Another object of the present disclosure is to provide a security check system and method
that can reduce labor cost and retrofit cost of infrastructure.

[0006] According to an aspect of the disclosure, there is provided a security check system
comprising: an object-of-interest determining device for determining whether an object is an
object of interest; an image mark applying device for acquiring images related to selected
objects among the multiple objects and recording image marks of the selected objects; and a
mark detecting device for detecting the image marks, wherein the security check system is
configured to identify whether the object is the object of interest based on the detection of the
mark detecting device and to provide a warning accordingly.

[0007] According to embodiments of the disclosure, the selected objects comprise all
objects or objects which are determined to be the object of interest, and the security check
system is configured to identify whether the object is the object of interest based on the
detected image mark and to provide a warning if the object is identified as the object of
interest based on the image mark.

[0008] According to embodiments of the disclosure, the image mark is an image feature of
the object and/or an image feature of a person carrying the object.

[0009] According to embodiments of the disclosure, the image mark applying device is
configured to acquire the image related to the object before the object is fetched by a person
and/or when the object is being fetched by a person.

[0010] According to embodiments of the disclosure, the image mark applying device is
configured to acquire an image of the object and/or an image of the person fetching the
object.

[0011] According to embodiments of the disclosure, the selected objects among the multiple
objects comprise objects which determined not to be the objects of interest, and the mark
detecting device is configured to identify the object as the object of interest and provide a
warning if no recorded image mark is detected.

[0012] According to another aspect of the disclosure, there is provided a security check

method for identifying objects of interest among multiple objects, comprising: determining
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whether an object is an object of interest; acquiring images related to selected objects among
the multiple objects and recording image marks of the selected objects; and detecting the
image marks, identifying whether the object is the object of interest based on the detection,
and providing a warning accordingly.

[0013] According to embodiments of the disclosure, the selected objects comprise all
objects or objects which are determined to be the object of interest, and it is identified
whether the object is the object of interest based on the detected image mark, wherein a
warning is provided if the object is identified as the object of interest based on the image
mark.

[0014] According to embodiments of the disclosure, the image mark is an image feature of
the object and/or an image feature of a person carrying the object.

[0015] According to embodiments of the disclosure, the image related to the object is
acquired before the object is fetched by a person and/or when the object is being fetched by a
person.

[0016] According to embodiments of the disclosure, the step of acquiring the image related
to the object comprises acquiring an image of the object and/or an image of the person
fetching the object.

[0017] According to embodiments of the disclosure, the selected objects among the multiple
objects comprise objects which are determined not to be the objects of interest, and the object
is identified as the object of interest and a warning is provided if no recorded image mark is

detected.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 is a schematic diagram of a security check system according to some
embodiments of the present disclosure.

[0019] FIG. 2 is a flow chart of a security check method according to some embodiments of
the present disclosure.

[0020] FIG. 3 is a flow chart of a security check method according to some embodiments of
the present disclosure.

[0021] FIG. 4 is a flow chart of a security check method according to some embodiments of
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the present disclosure.

DETAILED DESCRIPTION

[0022] Below, embodiments of the present disclosure will be described with reference to the
drawings. The detailed description and drawings are used to illustrate the principles of the
present disclosure. The present disclosure is not limited to the described preferred
embodiments, and the scope of the present disclosure is defined by the claims.

[0023] FIG. 1 is a schematic diagram of a security check system according to an
embodiment of the present disclosure. As shown in FIG. 1, the security check system 10
comprises an object-of-interest determining device 110, an image mark applying device 120
and a mark detecting device 130.

[0024] The object-of-interest determining device 110 can determine whether an object is an
object of interest. According to embodiments of the present disclosure, the object of interest
may comprise a suspected object, such as a piece of suspected luggage. In an exemplary
embodiment, the object-of-interest determining device 110 can check arrival luggage at an
airport for security to determine whether the luggage is a piece of suspected luggage. In some
embodiments, the object-of-interest determining device 110 may scan objects to acquire
scanned images of the objects, identify and analyze the scanned images of the objects, and
determine whether the luggage is a piece of suspected luggage based on the analysis. In some
embodiments, the object-of-interest determining device 110 may scan luggage while the
luggage is being transported on a conveyor. In some embodiments, the object-of-interest
determining device 110 may comprise an X-ray scanning unit for scanning each piece of
luggage to acquire scanned images. In some embodiments, the object-of-interest determining
device 110 may analyze the scanned images locally or remotely in an automatic or manual
manner to determine whether the luggage is suspected luggage. In some embodiments, the
object-of-interest determining device 110 may identify information related to the luggage or
read it from outside, such as information of a passenger who owns the luggage.

[0025] The image mark applying device 120 can acquire images related to selected objects
among multiple objects and record image marks of the selected objects. The image mark

applying device 120 can communicate with the object-of-interest determining device 110 via
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wire or wirelessly. In some embodiments, the image mark applying device 120 may receive
information related to the objects from the object-of-interest determining device 110, such as
information of a passenger who owns the luggage, information of security check image,
information about whether the luggage is suspected luggage and the like.

[0026] In an exemplary embodiment, the image mark applying device 120 can comprise an
image acquiring unit 121, an image feature extracting unit 122, and an image mark recording
unit 123.

[0027] The image acquiring unit 121 can acquire images related to selected luggage among
multiple pieces of luggage. In some embodiments, the image acquiring unit 121 can be
controlled to acquire images of all pieces of luggage. In some embodiments, the image
acquiring unit 121 can be controlled to acquire an image of suspected luggage. In some
embodiments, the image acquiring unit 121 can be controlled to acquire images of
unsuspected luggage.

[0028] According to an embodiment of the present disclosure, the image acquiring unit 121
can acquire an image of luggage and/or an image of a person carrying the luggage. In some
embodiments, the image acquiring unit 121 can be configured to acquire the image related to
the luggage before the luggage is fetched. For example, the image acquiring unit 121 can be
configured to acquire the image of the luggage before the object-of-interest determining
device 110 determines whether the luggage is suspected luggage. For example, the image
acquiring unit 121 can be configured to acquire images of all luggage, suspected luggage, or
unsuspected luggage after the object-of-interest determining device 110 determines whether
the luggage is suspected luggage.

[0029] In some embodiments, the image acquiring unit 121 can be configured to acquire the
image related to the luggage when the luggage is being fetched. In some embodiments, the
image acquiring unit 121 can be configured to acquire, with respect to all luggage, suspected
luggage or unsuspected luggage, images of luggage and/or passengers fetching them after the
object-of-interest determining device 110 determines whether the luggage is suspected
luggage and when the luggage is being fetched.

[0030] According to an embodiment of the present disclosure, the image acquiring unit 121

can acquire a visible image, an infrared image, a depth image and the like related to the
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luggage. In some embodiments, the image acquiring unit 121 can comprise a visible light
camera, an infrared camera, a depth image sensor and the like.

[0031] The image feature extracting unit 122 can extract an image feature of the luggage
and/or an image feature of the person carrying the luggage from the image acquired by the
image acquiring unit 121. In some embodiments, the image feature extracting unit 122 can be
controlled to extract image features of all luggage. In some embodiments, the image feature
extracting unit 122 can be controlled to extract image features of suspected luggage. In some
embodiments, the image feature extracting unit 122 can be controlled to extract image
features of unsuspected luggage.

[0032] According to an embodiment of the present disclosure, the image feature extracting
unit 122 can extract the image feature of the luggage and/or the image feature of the person
by various image recognition technologies. In some embodiments, the image feature of the
luggage comprises but is not limited to: shape, size, color, texture, material and the like of the
luggage. In some embodiments, the image feature of the person comprises but is not limited
to: facial feature, body type, dressing, hair style, height and the like of the person.

[0033] The image mark recording unit 123 can record an image mark of the luggage based
on the image feature extracted by the image feature extracting unit 122. In an exemplary
embodiment, the image mark recording unit 123 may select one or more image features from
the image features extracted by the image feature extracting unit 122 as the image mark of the
luggage.

[0034] The mark detecting device 130 can detect the image mark. The mark detecting
device 130 can communicate with the object-of-interest determining device 110 and/or the
image mark applying device 120 via wire or wirelessly. In some embodiments, the mark
detecting device 130 can receive information related to the object from the object-of-interest
determining device 110, such as information of the passenger who owns the luggage,
information of the security check image, information about whether the luggage is suspected
luggage and the like. In some embodiments, the mark detecting device 130 can receive
information related to the luggage image from the image mark applying device 120, such as
the image feature of the luggage, the image feature of the person carrying the luggage, the

image mark of the luggage and the like.



[0035] In an exemplary embodiment, the mark detecting device 130 can comprise an image
acquiring unit 131, an image mark recognition unit 132 and an image mark comparison unit
133.

[0036] The image acquiring unit 131 can acquire the image related to the luggage.
According to an embodiment of the present disclosure, the image acquiring unit 131 can
acquire the image of the luggage and/or the person carrying the luggage. In some
embodiments, the image acquiring unit 131 may acquire the image according to the image
(the image of the luggage, the image of the person carrying the luggage or both) acquired by
the image mark applying device 120 (for example, the image acquiring unit 121).

[0037] According to an embodiment of the present disclosure, the image acquiring unit 131
may acquire the image of the luggage and/or the image of the person carrying the luggage
one or more times, for example, at one or more positions. In some embodiments, the image
acquiring unit 131 may be configured to acquire the image of the luggage and/or the image of
the person carrying the luggage before the luggage is about to leave from an exit of a security
check area, for example, a passenger exit of an airport. In some embodiments, the image
acquiring unit 131 may be configured to acquire the image of the luggage and/or the person
carrying the luggage after the image mark applying device 120 acquires the image related to
the luggage or records the image mark of the luggage.

[0038] According to an embodiment of the present disclosure, the image acquiring unit 131
may acquire a visible image, an infrared image, a depth image and the like related to the
luggage. In some embodiments, the image acquiring unit 131 may comprise a visible light
camera, an infrared camera, a depth image sensor and the like.

[0039] The image mark recognition unit 132 can recognize the image mark of the luggage
from the image acquired by the image acquiring unit 131.

[0040] In an exemplary embodiment, the image mark recognition unit 132 may extract the
image feature of the luggage and/or the image feature of the person carrying the luggage from
the acquired image, and then recognize the image mark of the luggage based on the extracted
image feature. In some embodiments, the image mark recognition unit 132 may extract the
corresponding image feature from the image acquired by the image acquiring unit 131

according to the image feature extracted by the image feature extracting unit 122. According
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to an embodiment of the present disclosure, the image acquiring unit 131 may extract the
image feature of the luggage and/or the image feature of the person by various image
recognition technologies.

[0041] The image mark comparison unit 133 can compare the recognized image mark of the
luggage with the image mark of the luggage recorded by the image mark applying device 120
(for example, the image mark recording unit 123) to determine whether the luggage is
suspected luggage.

[0042] According to an embodiment of the present disclosure, the security check system 10
may further comprise an information output device 140. The information output device 140
can communicate with the object-of-interest determining device 110, the image mark
applying device 120 and/or the mark detecting device 130 via wire or wirelessly. In some
embodiments, the information output device 140 may receive information related to the
object from the object-of-interest determining device 110, such as information of the
passenger who owns the luggage, information of the security check image, information about
whether the luggage is suspected luggage and the like. In some embodiments, the information
output device 140 may receive information related to the luggage image from the image mark
applying device 120, such as the image of the luggage, the image feature of the luggage, the
image of the person carrying the luggage, the image feature of the person carrying the
luggage, the image mark of the luggage and the like. In some embodiments, the information
output device 140 may receive information related to the object from the mark detecting
device 130, such as the image of the luggage, the image of the person carrying the luggage,
the image mark of the luggage and information about whether the luggage is suspected
luggage.

[0043] In an exemplary embodiment, if the mark detecting device 130 identifies that the
luggage is suspected luggage, the information output device 140 can provide a warning, such
as visual warning, acoustic warning and tactile warning. An operator may manually inspect
the suspected luggage with the approval of the passenger according to the warning. In some
embodiments, the information output device 140 can display the security check image, the
image of the luggage, the image of the person carrying the luggage and the like.

[0044] The security check system according to the present disclosure can identify the
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suspected luggage among numerous pieces of luggage such that it is possible to avoid unsafe
objects from being allowed through and thus ensure national and public safety. Moreover, the
security check system according to the present disclosure can identify the suspected luggage
without physical tag, thus preventing miss identification of the suspected luggage and
avoiding the passenger from knowing he is under suspicion in advance.

[0045] Below, a security check method according to an embodiment of the present
disclosure will be described with reference to the drawings. FIG. 2 is a flow chart of a
security check method according to an embodiment of the present disclosure.

[0046] As shown in FIG. 2, at step S210, it is determined whether an object is an object of
interest. According to an embodiment of the present disclosure, the object of interest may
comprise a suspected object, such as suspected luggage. In an exemplary embodiment, at step
S210, it is determined whether a piece of luggage is suspected luggage. In some embodiments,
the object may be scanned to acquire a scanned image of the object, the scanned image of the
object is identified and analyzed, and it is determined whether the luggage is suspected target
luggage based on the analysis. In some embodiments, the luggage may be scanned while it is
being transported on a conveyor. In some embodiments, each piece of luggage may be
scanned with X-rays to acquire scanned images. In some embodiments, the scanned image
may be analyzed locally or remotely in an automatic or manual manner to determine whether
the luggage is suspected luggage. In some embodiments, information related to the luggage
may be identified or read from outside, such as information of the passenger who owns the
luggage.

[0047] If it is determined the object is not the object of interest at step S210, the method
proceeds to step S240. If it is determined the object is the object of interest at step S210, the
method proceeds to step S220.

[0048] At step S220, an image related to the object of interest (for example, suspected
luggage) is acquired. According to an embodiment of the present disclosure, an image of the
luggage and/or an image of a person carrying the luggage may be acquired. In some
embodiments, an image related to the luggage may be acquired before the luggage is fetched.
For example, the image of the luggage may be acquired when the luggage is determined to be

suspected luggage. In some embodiments, the image related to the luggage may be acquired
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when the luggage is being fetched by a person. For example, the image of the luggage and/or
the image of the person fetching the luggage may be acquired after the luggage is determined
to be suspected luggage and when the luggage is being fetched by the person. According to
an embodiment of the present disclosure, a visible image, an infrared image, a depth image
and the like related to the luggage may be acquired.

[0049] At step S230, an image mark of the object (for example, luggage) is recorded. In an
exemplary embodiment, an image feature of the luggage and/or an image feature of the
person carrying the luggage may be extracted from the acquired image. According to an
embodiment of the present disclosure, the image feature of the luggage and/or the image
feature of the person may be extracted by various image recognition technologies. In some
embodiments, the image mark of the luggage may be recorded based on the extracted image
feature. In an exemplary embodiment, one or more image features may be selected from the
extracted image features as the image mark of the luggage.

[0050] At step S240, the image mark of the object (for example, luggage) is detected. In
some embodiments, the image related to the luggage may be acquired again, such as the
image of the luggage and/or the image of the person carrying the luggage. In some
embodiments, the image of the luggage and/or the image of the person carrying the luggage
may be acquired one or more times, such as at one or more positions. In some embodiments,
the image of the luggage and/or the image of the person carrying the luggage may be
acquired when the luggage is about to leave an exit of a security checking area, such as a
passenger exit of an airport.

[0051] In an exemplary embodiment, the image mark of the luggage may be recognized
from the re-acquired image. In some embodiments, the image feature of the luggage and/or
the image feature of the person carrying the luggage may be extracted from the re-acquired
image, and the image mark of the luggage may be recognized based on the extracted image
feature. According to an embodiment of the present disclosure, the image feature of the
luggage and/or the image feature of the person may be extracted by various image
recognition technologies.

[0052] At step S250, it is determined whether the object is the object of interest (for

example, it is determined whether the luggage is suspected luggage) based on the recognized
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image mark. In an exemplary embodiment, the recognized image mark of the luggage may be
compared with the recorded image mark of the luggage such that it is determined whether the
luggage is suspected luggage.

[0053] If it is determined the object is not the object of interest at step S250, the method
ends. In this case, for example, the luggage may be allowed through. If it is determined the
object is the object of interest at step S250, the method proceeds to step S260.

[0054] At step S260, a special inspection is performed on the object of interest (for example,
suspected luggage). In an exemplary embodiment, an operator may manually inspect the
suspected luggage with the approval of the passenger.

[0055] In the embodiment shown in FIG. 2, only the image mark of the object of interest is
recorded. For example, only the image mark of the suspected luggage is recorded. In this case,
the suspected luggage may be identified based on the detected image mark and thus the
special inspection is performed on the suspected luggage, such as manual inspection of
luggage.

[0056] The security check method as described above identifies the object of interest based
on the image mark and performs the special inspection on the object of interest. However, the
present disclosure is not limited this. The security check method according to the present
disclosure may also identify an object of non-interest based on the image mark and perform
the special inspection on the object of non-interest. In this case, the object of non-interest
may refer to suspected luggage. For example, if the object is determined to be the object of
interest at step S250, the object (for example, luggage) may be allowed through. If the object
is determined to be the object of non-interest at step S250, the special inspection will be
performed on the object of non-interest at step S260.

[0057] Below, a security check method according to an embodiment of the present
disclosure will be described with reference to the drawings. FIG. 3 shows a flow chart of the
security check method according to an embodiment of the present disclosure.

[0058] As shown in FIG. 3, at step S310, it is determined whether an object is an object of
interest. For example, it is determined whether a piece of luggage is suspected luggage. The
particular determination process refers to the above description and will not be explained

here.
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[0059] If it is determined the object is the object of interest at step S310, the method
proceeds to step S320. If it is determined the object is not the object of interest at step S310,
the method also proceeds to step S320.

[0060] The operations executed in steps S320-S360 of the security check method of FIG. 3
are similar as the operations executed in steps S220-S260 described above with reference to
FIG. 2 and will not be explained here.

[0061] Below, a security check method according to an embodiment of the present
disclosure will be described with reference to the drawings. FIG. 4 shows a flow chart of the
security check method according to an embodiment of the present disclosure.

[0062] As shown in FIG. 4, at step S410, images related to all objects (for example, all
luggage) are acquired. According to an embodiment of the present disclosure, an image of the
luggage and/or an image of a person carrying the luggage may be acquired. According to an
embodiment of the present disclosure, a visible image, an infrared image, a depth image and
the like related to the luggage may be acquired.

[0063] At step S420, it is determined whether the object is an object of interest. For
example, it is determined whether the luggage is suspected luggage. The particular
determination process refers to the above description and will not be explained here.

[0064] If it is determined the object is the object of interest at step S420, the method
proceeds to step S430. If it is determined the object is not the object of interest at step S420,
the method proceeds to step S440.

[0065] The operations executed in steps S430-S460 of the security check method of FIG. 4
are similar as the operations executed in steps S230-S260 described above with reference to
FIG. 2 and will not be explained here.

[0066] In the embodiment shown in FIG. 4, the images of all objects may be acquired, but
only the image mark of the object of interest is recorded. For example, only the image mark
of the suspected luggage is recorded. In this case, the image marks of all objects may be
detected, and if the recorded image mark is detected from a certain object, it indicates that the
object is the object of interest.

[0067] It is described above that the image marks of suspected luggage or all luggage are

recorded. However, the present disclosure is not limited this. The security check system and
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method according to the present disclosure may also record the image marks of unsuspected
luggage. In this case, if the recorded image mark is not detected from a certain luggage such
as at the exit, it is determined that the luggage is suspected luggage.

[0068] The above embodiments of the present disclosure are described with reference to
arrival luggage at airport. However, the present disclosure is not limited this. The security
check system and method according to the present disclosure may also be applied in security
check of other objects (for example, goods) at other places (such as at a port, at a station, in
logistics industry and the like).

[0069] Although the present disclosure is described with reference to the exemplary
embodiments, it should be appreciated that the present disclosure is not limited to the
constructions and methods described above. On the contrary, the present disclosure is
intended to cover various modified embodiments and equivalent configurations. In addition,
although various elements and various method steps of the present disclosure are shown in
various exemplary combinations and constructions, other combinations including more or

less elements or method steps should also fall into the scope of the present disclosure.
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WHAT IS CLAIMED IS:

1. A security check system for identifying objects of interest from multiple objects,
comprising:

an object-of-interest determining device for determining whether an object is an object
of interest;

an image mark applying device for acquiring images related to selected objects among
the multiple objects and recording image marks of the selected objects; and

a mark detecting device for detecting the image marks,

wherein the security check system is configured to identify whether the object is the
object of interest based on the detection of the mark detecting device and to provide a

warning accordingly.

2. The security check system according to claim 1, wherein

the selected objects comprise all objects or objects which are determined to be the
objects of interest, and

the security check system is configured to identify whether the object is the object of
interest based on the detected image mark and to provide a warning if the object is identified

as the object of interest based on the image mark.

3. The security check system according to claim 1 or 2, wherein
the image mark is an image feature of the object and/or an image feature of a person

carrying the object.

4. The security check system according to claim 1 or 2, wherein
the image mark applying device is configured to acquire the image related to the object

before the object is fetched by a person and/or when the object is being fetched by a person.

5. The security check system according to claim 4, wherein
the image mark applying device is configured to acquire an image of the object and/or

an image of the person fetching the object.
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6. The security check system according to claim 1 or 2, wherein

the selected objects among the multiple objects comprise objects which are determined
not to be the objects of interest, and

the mark detecting device is configured to identify the object as the object of interest and

provide a warning if no recorded image mark is detected.

7. A security check method for identifying objects of interest among multiple objects,
comprising:

determining whether an object is an object of interest;

acquiring images related to selected objects among the multiple objects and recording
image marks of the selected objects; and

detecting the image marks, identifying whether the object is the object of interest based

on the detection, and providing a warning accordingly.

8. The security check method according to claim 7, wherein

the selected objects comprise all objects or objects which are determined to be the
objects of interest, and

it is identified whether the object is the object of interest based on the detected image
mark, and wherein a warning is provided if the object is identified as the object of interest

based on the image mark.

9. The security check method according to claim 7 or 8, wherein
the image mark is an image feature of the object and/or an image feature of a person

carrying the object.

10. The security check method according to claim 7 or 8, wherein
the image related to the object is acquired before the object is fetched by a person and/or

when the object is being fetched by a person.
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11. The security check method according to claim 10, wherein
the step of acquiring the image related to the object comprises acquiring an image of the

object and/or an image of the person fetching the object.

12. The security check method according to claim 7 or 8, wherein

the selected objects among the multiple objects comprise objects which are determined
not to be the objects of interest, and

the object is identified as the object of interest and a warning is provided if no recorded

image mark is detected.

16





