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(57) Abstract: A data owner can provide shares of a cryptographic key to N key servers. The N key servers can store the shares of a
cryptographic key from the data owner such that T shares of the cryptographic key can be used to reconstruct the cryptographic key.
A client computer can send a blinded query to T key servers of the N key severs, wherein the T key servers can encrypt a blinded
query of a client computer using the share of the cryptographic key to determine a partial encryption. The client computer can receive
T partial encryptions, assemble T partial encryptions to form an encrypted blinded query, and deblind the encrypted blinded query. The
client computer can then use the encrypted query to perform a search on encrypted data of a remote database server using a searchable

symmetric encryption scheme.

[Continued on next page]



WO 2023/183760 A1 | [} 1IN IDE 00000 A0 T

TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM, KE, LR, LS, MW, MZ,NA,RW, SC, SD, SL, ST,
SZ, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,
SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:
— as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



