WO 2005/ 081544 PCT/ | B2005/ 050594 1 Method and circuit
for encrypting a data stream The invention relates to
wa@200stsisd4 of encrypting a data stream conpri si PQI/E2005/050594

| east one stream of audi ovi sual data. The invention
further relates to a circuit for encrypting a data
stream conprising at | east onel stream of audiovi sua
data. 5 The invention also relates to a nethod of
decrypting audi ovi sual data. The invention further

ting audi ovi sual data.
Fur?hgiﬁggcgtfﬁmlHﬁ&ghf%ggﬁr gtesgto a conput er
programe product, conprising conmputer readable
i nstruction for progranm ng a processing unit The
invention also relates to a data carrier carrying such
conputer programme 10 product. The invention further
relates to a programmed conputer. The invention
furthernore relates to a data carrier carrying data.
encr ypt ed %PW@tlct“HQatﬁsetP Astrad e%ﬂeﬁywalgta&ate igeam comprising at
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? € IPVGIIH% lgeé ée éél%tml'colrt] for ?1 arr‘(iﬁ[‘] %}? 8(%3/prlsmg 5} least one
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control |n?opna lon as
copy cont rdie ll'l\ﬁffﬂmnrfathemqlam to anirovipfonddewping &ﬂélowmal ity

(recor di Ngp @b, Ak HRWRE reldl @cya &%ﬁtel( ﬁ@ﬁaﬂnﬁg ﬁ%ﬁjdcp g
al | owed; copying recordi ng not allowed)" copy free

( FRRRBISEE SRPRRUEY FeReaRledastrgion £ REogfmmiIg Wsﬂﬁgt‘lﬁﬂ n the

personal emélikRABAMso edflatdshiea GANGHIE Eakrying A cOMBRer'WRABRmme
the copy free information is broadcasted with the

10 BiogYFE-si on programmes, it nmay be required to encrypt
any st or edTipdnientivin fortter xtelateemi airapfenpicdgoapire. Thi s
b ST T
andigshe methadgaecedingtovtiedewntionecor ders |i ke DVD
recorders. The problemis, however, that the installed
base of e.g. DVD players does not support encryption.
15 This can be sol ved by buyi ng new equi prent, but this

I's expenstyfnt 136N rdgRiS3 e pBGAIBIIRTEheryptRE ¥ storing
audi ovi sual materi al can still be reproduced.

FlisfeviioR propammsdieceiyel by progdcasimslevisiap B‘ioaréﬂmﬁﬁr in fagtioplar digitally
I BrecaBIdSelvvididh pRsednytids] cambd provadddavialcbpyycolifd] 2 main kb fhéta

ng, IO%&(%%? Q}?eoc%gy con’c2 ol information are among others: do not copy (recording not

20  allowed), copy once (one recording allowed; copying recording not allowed) and copy free
(free distribution of the content allowed within the personal environment of the consumer).
And even when the copy free information is broadcasted with the television programmes, it
may be required to encrypt any stored part of the television programme. This requirement is
set in a further broadcast flag.

25 This requires implementation of encryption hardware and/or software in video
recorders like DVD recorders. The problem is, however, that the installed base of e.g. DVD
players does not support encryption. This can be solved by buying new equipment, but this is
expensive. And on legacy equipment, legacy audiovisual material can still be reproduced.

Furthermore, not all programmes recorded by video recorders with encryption functionality
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that, the new video recorders with encryption
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content. Therefore, it is not always directly
necessary to discard the | egacy DVD pl ayers. However,
as content on a DVD may be m xed, i.e. encrypted
content is stored 5 next to non-encrypted content, a
user nay try to pI ayback encrypted content on a non-
conpl i ant DVD- r
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b B) ld@rrﬁfgmiyp@i datp &ethe Prate nf audippibuatdata; @ni thb'hncryptlng the data

erﬁ?ﬁéa&ﬂé{ﬁg ) ‘?%;n‘%ﬁ&%u%ﬁ%te proposes a 25

I gation structure to s 'd encrypted content from

| e gacy deviVeesduring gchyhtingradipyiual dafPipirissn e SiYhhikpeample
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Bisia ita an | east
samc@mbfers\u@nemr ﬁu@theldmaarqmé tf@m@\rlgq@p@dnelolﬁlmmwe this

aUth& b@ée éél@ttaﬁeédst? eV i Shrle Blay ¢ blml%%ybé@k of £@st

| o and deo data. Besides that, al So data
r eq’fmﬂélﬂgt“@lqvﬁt@rdatét i ve applications may be provi ded.
An In a further embodiment of the method according to the invention, the data

stream comprises multiple streams of different types of audiovisual data and data segments of
at least one stream of audiovisual data are encrypted.
Usually, audiovisual data is provided in various ways, at least with audio and

video data. Besides that, also data related to interactive applications may be provided. An
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WO 2005/ 081544 PCT/ 1 B2005/ 050594 3 exanple of this is
Digital Video Broadcasting with Militnmedi a Hone
functionality. The di PEBIE2005/050594
types of data are provided in separated streans,

mul ti plexed or to be nultiplexed in on single data
stream In yet a further enbodi nent of the nethod
according to the invention, data 5 segnents of at

| east one stream of audiovisual data is provided with
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(or ot types of data) and only prevention_ of

r epr odu ct i B peterfugiseemiodingad theppedhofaccoriipgte the &vppiop,data
1QoAlaktRorst eRBMelsteMEs aﬁ«ﬁ@wsu@lrﬂabé id fr6vided V\dtﬂtlﬁ ségﬁneﬂ@'b&npnsmg

packets for_tha has be C

wly dathping diffregt %‘?m T g*lt Hr‘?: terping ‘ioé‘grﬁ’?‘%ﬂi‘q ty*?’i’dif ﬁﬁ%m the

I efea0doaetbvioyal aatd. egacy devi ce, whereas the data of

8; hte{]es:nra t aeccica‘glrs§ eany ({mg)%?ﬁ%erﬁjult \H/ere]s;c1 2{&‘9 3 u{hﬁvells’{%f) altarfgr other

s ygeseoi ﬂaa)andaoqlbr wovedaah qfnretpmdﬁcmon hame bﬁhwatsmeama c@ﬂmmsbsl:by the
ggirgé}g% JStdlgs?re{i1 %B{yrh‘?erID' c?tag) Eﬁa %f( oPh& strélzé) lgs{oerfe%zﬂlggi In

e streamo
atlneﬁ WAYi @Miatadﬁthat m@uwem MIH@F bq Erradiced Byed lpggey devige,

fWﬁér%ﬁhe%&ﬁ@f&tﬁe?gt%ﬁ%lhlﬂe Fe Rdhcy dat a bei ng di ffer ent
fromID data bei ng pre- ermned to identify

type of dalfanqther ?Iﬁ@dg’ﬂfi“é%f}ﬂled?et%ﬁﬁ‘dﬁc@wl%aFhed%}’te%ilona&ﬁe data
agtg@eﬂtage pI@ffldédhillﬂl fermeoth Hﬁaﬂfh theIDlsbiens tha MgaedD @tarteiag yre-

isting cirg ed t rovij des.th at
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ggatg%e us?e(i i \Q&QMQﬁﬂa @%nﬂ:hts l\x@cﬁﬁ{e p%teﬁﬁlfl&ﬁm cf?ifa for 1dent1fy1ng

i ovi sual data, conprisin a segnent i n? unit for
s Bgirinetal Age- Of eousser tBis i 46 fhe SPRIPTASE adgigipnpl pippuly &qrapodifying
s%gggmeﬁmlaedqmdgtaf or providing the data 25 segment

ID data.in an | D segnent, the|DleL g

di fferent FIOMWEREngpvidey) aﬁ@“‘)b"r BPeCHBEET OHEI&F“EPB gadata
[ ﬁﬁ&hlcf)Iyprtshlg at lyzﬁeorﬁfstrdlﬁiﬁ aidiovidnal datay cﬁﬁhmlshfg asgineninguai for

ta: .an uni t . for ncr
¢ R bR el R oo du' Phr R it SR8 AP
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f 0 .
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a storage ﬂﬁ%v@ﬂomHb@ldbﬁ‘ﬁ%%ll‘d%ﬁbe&rag\éﬁﬂﬁﬁls e} sRrihPdhlid

as aspect a net hod of decrypti n%
comprising: a receiver for receiving data; t e circuit according to claim 10; and a storage

device for storing the encrypted data on a storage medium.

The invention provides in a fourth as aspect a method of decrypting
audiovisual data encrypted using to the method as claimed in claim 1, comprising the steps
of: decrypting the partly encrypted data segments; recognising that the data carried by the ID
segment is different from ID data being pre-determined to identify the type of data in the



audi ovi sual data encrypted using to the nmethod as
claimed in claim1, conprising the steps of.
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recogni sing that the data carried by the ID segnent
is different fromID data being pre-determned to
identify the type of data in the WO 2005/ 081544

PCT/ 1 B2005/ 050594 4 stream of audi ovi sual data and
recogni si ng the actual type of data conpri sed by the

dat a tream é‘aH.‘fﬂ | I
darg” Pf% Owﬁ%a %a?a%eeco IS“%%%C af’ﬁ“a{ voef(r% e en rgl?égvbﬁlgﬁe dafa,,
asefinérttd) amkfomubg asteim oiauthof'@ral drecirgmp thie defa segaievi sual
data encr ygf %glel*f%n bRGidGd ih G Ykth a@%ct%lcﬂédﬁg de&yﬁin@ 'aﬁ'ﬁlc;lv%ual
conpri si n(g decryption unit decry (gtl ng
péata ngrystaE bythe e&uﬂa%cém@e@ﬁémnsw afvmnrta@atq Fr&%ttorlce}ﬁlt@m t

f wcwﬁﬁ%%aﬁlyr&c&ﬁ&i da¥a@@gméﬁﬁt A i8akifitBon it ft)lh@cohﬁ?smg that the

nment  is different fromID data being pre-determ %th
5]

L6 Bt Y JredREFE Yl BreRs 0 1P daip RENG P defremied o cent
at«)ﬁé 6N\ ittthe Slakia ofdidioVie@O@M &idReofiengiBd dsadal thpene dak

ed by the, dat str.e
Y Pl R S LAY P GO DU TR * St P
t duea fikah the dagpepmbss. 10 The i nvention provides in a
sixth aspegt .a I
fetrievi ngfhae dn Frg\%ﬁg Jl%gs dlﬁ fa s&{h a(s)pentda% F&gau%%jr r%nderm& and
detriezieg fugliovised! data\epmpyisihgt astcﬁragsfrﬂe‘acgﬁomeageng deterifiranns storhge
Cﬁlgcgl!&h tth@&x%ﬁ{ Q:'c&gmﬁ 1% c'i;a!uffil 'lgna}rc'isa cittfl £ rc(flﬁérﬁlg hife dt:é?{/ ted stream of
renderin decrypted stream of audiovisual dp
Tﬂlélol\’ﬁ%gft’f? on provides in a seventh aspect a corrput er
programme He@sldftion pxge51d§sQHE kdveith Gspe@ BRbthRiter hRAEMBe Yroduct
instruction for pr anmn ocessing unit for
e%é@ﬁf‘?%@ompﬂlﬁereﬁ‘g‘f’ rugieR Eﬂ”ﬁg‘ g apropesging ypipfor executing
| Y elthbOtcptpy tadt&smiln an ei ght aspect a data carri er

carrying the.conputer raoduct .as_cl.ai

Craim 10 TiEAURhPruHeip SorabateH AR By B Gl
pmgamm@demM1edmm kd to 20 execute the met hod
according ’Fh% 1ﬁi)eﬁlo%ljowdgﬁﬁ a'nﬁlMl Bécpdqpr %ﬁ}fﬁlgﬁﬁm Uteribnabled to
tenth aspect a conputer progranJ product cofprising -
conpii e metedizirding estamét i on for programming a

processi NOrHdRventloR proSHECH kddth aspeds d¥BHIRhrée mAhSbrbct O
claim 13. The invention provides in an el eventh aspect

ACOURRIIEINg SIS reedglalﬁyxsﬁ@ﬂ?rh@r PIOgABHBGPERCeG YpibRpE-eouting
Pihe thd@ibd @ao@ingtdmnlm claim 13. The I nvention provides
inatwelf h.as‘ﬁect er enabl ed 19

priogr anred oMl
execut e t he°EEHIR PRYEER ‘h%e‘iea éfpﬁfr% §ig carjigf arrying
| coneptet prngrpmmv'pxda&t asmlaanetdhn clhieelst h aspect a data

carrier c afhe){nvel%lon prov1des in a twelfth aspect a programmed computer enabled to

execute the method according to claim 13.
The invention provides in a thirteenth aspect a data carrier carrying data

encrypted using the method according to claim 1.

The invention will be further elucidated by means of Figs., wherein:
Fig. 1 shows a video recorder 100 as an embodiment of the apparatus for

storing data according to the invention;



encrypted using the nmethod according to claim1. 30
The invention will be further elucidated by neans of
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according to the invention; W 2005/081544

PCT/ 1 B2005/ 050594 5 Fig. 2 shows a fl owchart

depi cting an enbodi nent of the nmethod for encrypting
a data stream according to the invention; Fig. 3 shows

a data pac duce { thod. d b

fl owchart 1!&% %r%wsoayg%wm (gs m%%cim §mI'3°aeIgen @E%%&h%%D
péreapptingesdagastrenmhadoripg to thef invehiorappar at us f or

retrievin AIEThAGRLA BERGE he flowchart
I nventi ongF%aﬁqov(} pla&q)rfl owc art %kdg%g%lﬁ%%ﬂ}gne owe
eshowd byBigt 2;6fd t he nethod for retrieving and rendering

dat a accorﬂ% n&h&ps 415¢D bRYS B Aiboditheftl of the dppaRANSor Retrieving
vi deo recor as an enbodi nent of the appar at us

attloPring i aP‘t‘i’édlf}gﬁ?/@ﬁWB’ﬁm The vi deo recorder 100
conpri ses HEgreaéhsvElonthhlt depicttgranFnbddiféne ¥Bhe h&llod far retrieving

rocessor S rendering unit, a coding
i“}% aégcoécﬁngt%ﬁ‘ﬁgﬁ?’ﬁlgﬂ’t of the circuit according

to the invention, the coding circuit 110 conprising a
15 multiplexer 104, an encryption unit 105 and a
packet identifier unit 106. The vi deo recorder
further colfiprii shews aviRvBcpderdi0d ey anchmibpdimeil) pf the apparatus

cg&ﬁﬁg t é/ in%:ﬁtlorzr Q@e%rrégofdgpl d@fcoﬁl e§/ é g@e‘}\/ef ﬁﬁoa{ &Jee r

descri bed by neans of
f memelhmr l 022 @Gld&sprél‘é’ﬁfpt]toé @s ¢ ¥ndarige urzt a sWem Cﬁ@‘lltal 10 as an
I &RV AT KRG B S SaceRdiA o %[Ebﬁ%féhtlf@lnﬁqe eédlngtchaumrloe&ﬁpmng a
accordlnq to the i nvention. ;@ cesses
t PSvin

£ IRiRIRSE {04 B CIgp i | P 5pd g 2 s pit o qf EheWé"éﬂo &ecgrder
RRITH&’r&BIﬁﬁlSE@bBVD@écoﬂEIQEl@S 079k @ ptorapeit@ical : 202 Start

recordi ng procedure Recei
St eam 230 PERUT kR st RR e Les TR B e e 1
2813 aAthelicinegt 20Dagkdepated ;m Be gnshpwimg a recording process as an embodiment of

the process according to the invention. The processes of the flowchart 200 are labelled as

indicated in Table 1.

Reference Label of process step

numeral:

202 Start recording procedure, user input
204 Receiving data stream

230 Multiplexing packs

206 Segmenting streams

208 Adding ID data to segments

210 Putting segments in packs

212 Sequencing packs

214 Encrypting packs

216 Alter ID data of basic audio stream segments
218 Store stream

220 End procedure

Table 1



210 Putting segnments in packs 212 Sequenci ng packs
214 Encrypting packs 216 Alter ID data of basic audio

w@reosasnsgegnent s 218 Store stream 220 End pr or€HiB2005/050594
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Tabl e 1 WD 2005/ 081544 PCT/ | B2005/ 050594 6 The
recordi ng process starts by neans of a user input in a
process step 200. In a further enbodi nent, the
recordi ng process starts by nmeans of an autonmatically
generated input of a programmng unit conceived to

. {
programme L&cor ol Fﬁ% acP lIa.\Es O AR EER é‘l%ﬁtr in %gl%tlesg\ﬁ% 26)9 In

a data stream co 1S n ato recor IS recelve
t héirthe cmbedinert.Glle regording ra:oqmsscs@ésbv weanp oD 2utompticalijngenerated

g‘%%m ﬁl‘a&aﬂﬁur{g%ﬁ 'CNIEQVGQMO 51%§I§Ihl\ﬁb RoRingd GNEL vﬁe%Qecorder 100.

risin y a wWrel ess connecti on,
br oadcast xf, @dlafeéﬁm@ccpmerﬁmgu dpta treArdis regpived l(y\fheﬂte%% 101

PR aProceds ng@ozn ThE QNG Ednt QR bh tek@vda by adbiamg a blgﬁatrufoaiompmsmg
various enpaodi nents of the receiving prqQcess \p ﬁ
L R § BEgs Brmagon i St rkih s BBk b Bl goin
S’gogﬁﬂllk cohf3tiod 1@ betatimnS inteBRTWarkus ﬁxﬁoﬂmbhe @f fhe edaritingprocess
Si a e de- mul t.i
e%%}n%g fnécgtg%gfeév S ? ? 1235%{’01?8& 1ng {eﬁew rﬁ);s%alll%% the cli']a?a stream is
t em&ghﬁ*dm Bk slgaairalutpmmdeg itantge @a:ndumplawd 162 alaoextﬂaited data stream
s me f’ﬁﬂ% ;)gc{nﬁglt aE glllsgélrl 31'6:89 c 6{)991 v\g{{f&% anli Qﬁi‘é@@ﬂtg slﬁreénl&%r a

course oO t 1 ONn
a@@@manlygmnleﬂméhepfawh@wﬁppﬂ thig éqspremlon provdl als)}l}@é@lr@f
d QJC@HI]%&!’II’Ig B8 pﬁﬁﬁtedbﬁlﬁgtlcﬁloboﬁﬁy&%' i v o ak reféiiﬁﬁ & as @¥EdVisual

here i s onl élau i o or video data.
deéatgrayeniwhpitiere ity adis F Wiwdaghe vari ous aud|OV|sua

data streamm d@-ﬁuﬁﬁﬂﬂ%ﬂ 192 ekphiited thevaeigtlmefbﬁ@hapaw@me
streamto usua an el enent ar re

o P PR et e AT B S Ao P IR G op g and an
eblmﬁvlyeosﬁefammrdfareﬂ Foem iBirGacRe elénoanimgyt stredihieis the MPEG-2
pg?g Wro%{am%ae T a ma aSIso cgm;gl%e F%t?ea?n% rcﬁ% %t&bl%tggt a

Ve I'si-on i'0ns - and
Wietelisida braplif atipnseanth anfcqamgwthrdeta écbr@nlemlm the elgi¢ndasy ausizngiream

351{31//09 he tefg erﬁ!ﬁrﬁ YRIBSsBE¥n. Yri ﬁ? @Sﬁlg @eaﬁhltll)fémﬁé groce%s stéph?comprlsed

t|p exi hg process step Is conprised
rét@FV$%§n$WB%@§§m§?%p 202. The el enentary audlostream

and the el BRRRLRANy\LASESIN SAMAN EheRbRiddBH el are pRRided to
vi deo processor Ig for rendering, the audiovisu dat a

c BApidPRBreyr Chdoarusdn fgpdiowpabdifacomppized PRt clementary
dasams. Pbi thiB deseiRBL,rerdgringameass thad dle MIES-VRIEF2 cadadfahe(pradent

B 5P RO e BB USSR Pl v
T¥ (not shown).

Besides rendering, the video recorder 100 is also capable of recording the
received data. To this, the data received by the receiver 101 and de-multiplexed by the de-
multiplexer 102 (both in the process step 204) is segmented in data segments in a process
step 206. The data segments are also known as (data) packets.

Subsequently, ID data is added to the segments in a process step 208 to
identify the type of data comprised by the segments. The ID data identifies the type of data
comprised by the segment and is pre-defined to facilitate playback of the stored data by a
playback apparatus like a DVD (Digital Versatile Disc) player. For the DVD standard, the
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receiver 101 and de-mnultipl exed by the de- mnultiplexer
102 (both in the process step 204) is segnented in
data segnents in a process strep 206. The data
segnents are al so known as (data) packets. 30
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In a subsequent process step 212, the data I;acks with the audiovisual data are
put in sequence in one data stream. As prescribed by the DVD standard. These writing units
are expensive commodities, so limiting the number used to one is important.

Process steps numbered 206 through 212 form a sub process 230 which is
carried out by the multiplexer 104. As a person skilled in the art will appreciate, these process
steps may also be carried out by separate components.

After the packs have been put in one stream, they are encrypted by the
encryption unit 105 in a process step 214. This encryption is done partly, so a playback
apparatus is still able to read at least some data segment and data pack identification
information of each pack. Preferably, the first 128 bytes of a data pack are not encrypted.

After the process step 214, data packs are obtained as depicted in Fig. 3. Fig. 3
shows a data pack 300, comprising a pack header 301, a data segment header 302 and a
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LPCM etc.)

Table 4

Having modified the ID data of the audio stream of the data to store, the
encrypted data packs are stored by the DVD recorder drive 107 in a process step 218.

After all data has been stored, the process ends in a terminator 220 of the
flowchart 200.

It will be apparent to a person skilled in the art that altered ID data can also be
added directly by the multiplexer 104, instead of by a separate unit. Also, the order of the
encryption and altering the ID data can be swapped in a further embodiment.

Fig. 4 shows a DVD player 400 as an embodiment of the apparatus for
rendering and retrieving audiovisual data according to the invention. The DVD player 400
comprises a DVD drive 401 as a storage device, a decryption unit 402, a de-multiplexer 403
and a video processor 404. The decryption unit 402 and the de-multiplexer 403 form a circuit

410 an embodiment of the circuit for decrypting data according to the invention. The video
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509 I nitiate pl ayback 504 Re=§?l?°ge@§at8§1a§é}dtb8° bl ay back
506 Decrypt packs 508 IdenﬂhtﬁlySproper streans 510

Build ele 4@ t
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dsitpeb 02,5118 1Seﬂrlemde°®nﬁm ]aV@ |bm§he @V@h@kve 401 in a subsequent process step
504. Next, the packs are decrypted by the decryption unit 402 in a process step 506. The de-

multiplexer 403 is adapted to recognise modified ID data. This means that it is able to
recognise data for the MPEG audio stream, even though the stream_id is different from what
has been defined by the DVD standard. Identification of the proper streams is done n a
process step 508.

In a subsequent process step 510, the de-multiplexer forms.elementary streams
from the packets, delivering it to a video processor 404 for rendering to provide a signal that
can be reproduced on a speaker 420 or a TV-set (not shown). The process step 508 and the
process step 510 form a sub process 520 that in this embodiment is carried out by the de-
multiplexer 403.

Next, the elementary streams are rendered for proper reproduction by a
speaker and/or screen in a process step 512 by the video processor 404. Subsequently, the
rendered data is reproduced by a speaker 420 and a screen (not shown) in a process step 514.
The retrieval and rendering process depicted by the flowchart 500 ends in a terminator 516
when all data to be played back has been played back.

In a further embodiment of the invention, the stream_id of the original audio

stream is modified and an empty audio stream is provided with the prescribed audio
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the invention may al so be enbodied as a 15 conputer
progranmme product conprising conputer readable
instruction for programm ng a2 processing unit for
executing the nethods according to the invention, a
data carrier carrying such conputer programre product
2@& ﬁgfrogranned conput er enabl ed to execute one or
818t the et hods according to the invention. In
summary, the invention relates to the follow ng: 20
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I D segqggt unencryﬁted. 2. Method according to claim
audiR Pl 12 SR ERRIRod furt her conprises the step 10

of creating (210) data packs (300), each data pack

compr I Si ng}/lgtﬂod a%fb%l e%f&%laﬁffflg %ﬁ%&%@aeﬁ&%s o%%a?t' ode ﬁf"éam of

the step ng t ta segnents,
| @ dinsigneb data @mroalded @@SID wametaﬁt @mpEsRg Py fiatajbging dlfferent from ID

URRDGS Rt EfbterminedVE § 3RSk %Qﬁfe Qe H‘Qa h GheGlr@nd10f %udl%ﬁlﬁl%aﬁ
the data stream conpriSes nultiple 15 streans of

different types of audi ovisual data and data segnents
o, at | easVetd¥Bic&ddifaidcRm 3, wherein the multiple streams of audiovisual data
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further data stream.

6. Method according to claim 1, wherein the data segments are provided (208)
with further ID data in the ID segment, the further ID data being pre-determined to identify
the type of data in the stream of audiovisual data and the further ID data being in a further
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conprising ID data being different fromID 20 data
being pre-determned to identify the type of data in
the stream of audi ovisual dates 5. Method according to
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abeigividab ddabR-Rferhill SAB it RAanAS Pt Bedasl r eam of

audi ovi sual data for which non pre-determned ID data
has been provi ded, the enpty stream of audi ovi sual

dm a bei ngvletmdqyd)aj ofkstomng b dhtbstebaih @oppisirget RistbReteatnosf

i dentj f t hat e, of _dat a. 00
R R S e e S S PR
odlaimaluahtl ﬂmls’$p| af statiat; ¢he sepprepted sridregeriypted datagp asforage medivin.ng
the data stream the nmethod as clained in claim1 and
the step of storing the segnented and encrypted data .
ohl-a st or agesuiteldPLin enpgpting 2 daip sigaampconprigy)e & (spst one stream of

eNGlVREd s, Rof@istheSt r €am conpri si ng at I east one
stream of audi ovi sual data, conprising

seg R regRpntng it (Hgxfor fegpensiag the srsamet PWéOVé*P?l é%tmncfkta
audi ovigsieal; data in data segnents;

(b) a unit (106) for providing the data segment with ID data in an ID segment, the ID data
being different from ID data being pre-determined to identify the type of data in the
stream of audiovisual data; and

(c) an encryption unit (105) for partly encrypting the data segments, leaving the ID

segment unencrypted.

12. Circuit according to claim 11, further comprising a packing unit (104) for
creating data packs (300), each data pack comprising at least one data segment; and wherein
in the step of partly encrypting the data segments, the ID segment of at least on data segment

is unencrypted.



(b) a unit (106) for providing the data segnment with
ID data in an I D segnent, the ID data 25 being

walpdosessmt from | D data being pre-detern ned tBCT/IB2005/050594

10

15

20

25

30

identify the type of data in the stream of

audi ovi sual data; and (c) an encryption unit (105) for

partly encrypting the data segaents, leaving the ID

segnent unencrypted. 30 12. G rcuit according to claim

11, further conprising a packing unit (104) for

cpeating d . . data pack conprising
§Ieast o%®§g§$35§g%ﬁ%%%%Cgﬂﬁggﬁérein in the step of

parK@yﬂéﬁ%@yﬁﬂbﬁgﬁﬂh@ﬁﬁdﬁ& segments, the I D segnent of

| ©aRd ciRit gc%&ﬁm%mﬂtl 1,2 unencrypted. WO
200 '081544 PCT/ | B2005/ 050594 14 13. Apparatus for
st ol Prigptarsaedlevieed D fos siRge the Apryated deepravorggeaaeflivmgd07).

recei vi ng dat a; (b) the circuit according to cI aim11;

and (c) a stor vice (107) for storin
her ypt ed ?“ﬁ‘?%ﬁo)é’?gi"&pg a“ﬂ%&‘?‘ﬂ?ﬁﬁia(wi???‘}ypt dBS"féfo the method as
Melkined ir( G4if)1, m‘mpdaﬁgyxphtep?.@faudl ovi sual data encrypted

usi 0 t.he od conpri si ng
t he OukbdE RSPt Fsapeds @0t
enc I(lybptcwamsiag @0Qeigtrthn tisa (ame{d by 3@GAD;segnieht is éxfbgm feinnigp data
(508) { t
differ enga)F Jé?errqigécg ﬁﬁﬁt%%b é}k& oI’ Jpa?a 111 glet%g%%(ﬁtg Cfi ?Vlsual data and
i dent irfgpgrifiag ﬂlyﬁf@labblpﬁﬁtdatamnnrh @’tthfe@ifﬁ sefmentpelindvi sual
dat g) mn’l%@ £0 AN aldiis8A aba Frof R aR se LR,
conprised by the data segnents; and (c) formng (510)
a stream of audiovisual data fromthe data segnents.
1%5. Meth odM(e&Q@()smfof fe@ileling ¥ R3ekdefiNe dBIHREd RBigdRIthod as
store? u(ﬁ the net hod as 15 clainmed in claima10,

8 PP PHPESt ep of retrieving (504) data
st on® dhemueptolﬁ etz&tvmg &) dapdionston ti{exjordgaemedieinhod as
cl ai i c).the step of rendering the
decn@qgeeraa agg?ﬁmgém&l é%flaéual data. 20 16. GCrcuit
(4109 thentepdh eangquing thg deanditad wireaed! addievasuelrietay pt ed by t he
circuit as clained in claim1l, conprising: (a) A
decryption _unit g402) for decrypting the partly
elerypt ed eiEvd (GaYRefrcyptingspdinyisyakratrenery et lvydhe GgHit as

(é@iglkdfmalﬁlqm;gﬁblsgn{gg that the data carried by the ID
seg rom. | D dat

pre @t %EFH‘PW%PO‘I“{" Z‘{Olz?i%h?‘imfy?t"tgﬁlée Raii@é:n?i?’ptgdaqa? SPEmPHe

St r @9 Mn identification unit (403) for recognising that the data carried by the ID segment is

different from ID data being pre-determined to identify the type of data in the stream
of audiovisual data and recognising the actual type of data comprised by the data
segments; and

(c) A streaming unit (403) for forming a stream of audiovisual data from the data

segments.

17. Apparatus for rendering and retrieving audiovisual data, comprising:
(a) a storage device (401) for retrieving data from a storage medium;
(b) the circuit according to claim 16; and

(c) a circuit (404) for rendering the decrypted stream of audiovisual data.



25 of audi ovi sual data and recognising the actual type
of data conprised by the data segnents; and (c) A

waeosasismyg unit (403) for formng a stream of PCT/IB2005/050594
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audi ovi sual data fromthe data segnments. 30 17.
Apparatus for rendering and retrieving audi ovi sual
data, conprising: (a) a storage device (401) for
retrieving data froma storage nedium (b) the circuit
according to claim16; and (c) a circuit (404) for

repderi ng , t . | OV :
2505/ 08 154&“@%%? ?’ré%%%@%é’géﬁlg‘g35?“‘%;5‘“%%g‘l“’g%ér?%%?%}eq%&tl&wm
p PYPgTamiES aurendssine unio fop eieqiting theampthet escordigdatitian 1.
instruction for programrng a processing unit for
executing the nmethod according to claim1l. 19. Data
cafrier caPftyFHEer cHY EShRPmEFEH g RBRMROBICtA Glafmeddn claim 1.

claimed in claim1. 5 20. Programmed conputer enabl ed

tQ execute_the nethod according to claim1. 21. .
Hfputer pPOBRARIHbLooBRHL D EL S-St s Regieg ffeaine t claim 1
readabl e instruction for progranmm ng a processing
10122, "Dt Gogk PRedfe PSSR s iat Rafesfipiion o
p Podunimizs: wocaisime dnii for eleaqitimg hé metld8 acchrdog tactrimd 4. :
conputer enabled to execute the nethod according to
claim14. 15 24. Data carrier (107, 401) carrying

déd?a encr ybeteeprigs cagyingtike qomphotbregaoneliragpct a3 claghediimelaim 14.
25. Data carrier according to claim 24, wherein the
data carrier is a DVD recordable disc. 20 26. Data .
catrier actoFanRRel woaPeELnablodito exjeule dieetheg agsquding to claim 14.
carrier is a DVD rewitable disc.

24, Data carrier (107, 401) carrying data encrypted using the method according to
claim 1.
25. Data carrier according to claim 24, wherein the data carrier is a DVD

recordable disc.

26. Data carrier according to claim 24, wherein the data carrier is a DVD

rewritable disc.



