
S101

Determine, based on a predetermined risk control rule and/or risk control model that 
include/includes one or more risk factors, a risk factor that corresponds to a risk 

control decision result of a service from the risk factors, where the risk control decision 
result is determined based on the risk control rule and/or risk control model and service 

data that relates to the corresponding risk factor 

S102
Determine a risk information set that corresponds to the corresponding risk factor, 

where the corresponding risk information set includes multiple levels of risk 
information with different refinement degrees, and the risk information is used 

to explain a cause of the risk control decision result 

S103
Determine one or more levels of risk information with refinement degrees that match 

a risk information requirement level of a service owner from the multiple levels of 
risk information based on the risk information requirement level of the owner 

of the service 

S104Output the determined risk information, so that the service owner obtains the 
determined risk information 

FIG. 1
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Dormant account 

Information completeness 

Batch registration (a batch of behaviors when the account is logged in) 

High-risk new-buyer 

High-risk account 

Mismatch 
(information mismatch) 

High-risk environment 

Risk net 

Risk event property 

Risk behavior path 

Velocity 

Transaction-info mismatch (transaction information mismatch) 

Card verification mismatch (credit card verification information mismatch) 

Abnormal IP 

Abnormal device 

Grey list 

Risk group (user risk group) 

User-defined black list 

Black list 

Abnormal shipping (abnormal shipping information) 

Abnormal email-info (high-risk card information) 

Abnormal card-info (high-risk card information) 

Abnormal purchasing (abnormal purchasing behavior) 

Abnormal modify-info (abnormal information modification behavior) 

Abnormal browsing (abnormal browsing behavior) 

Conflict behavior history 

Abnormal login (abnormal login behavior) 

Account relation 

Address relation 

Card relation 

Device relation 

IP relation 

Email relation 

Bill address relation 

Game-role relation FIG. 3
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S401Split a predetermined risk control rule and/or risk control model, to obtain one or 
more risk factors included in the risk control rule and/or risk control model 

S402

Construct a corresponding risk information set for each obtained risk factor, where the 
corresponding risk information set includes multiple levels of risk information with 

different refinement degrees, the risk information is used to explain a cause of a risk 
control decision result of a service, and the risk control decision result is determined 

based on the risk control rule and/or risk control model and service data that 
relates to the corresponding risk factor 

FIG. 4
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Credit card 
stolen risk 
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an IP country and a 
card issuing country 

Registration 
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Credit card 
stolen risk 

infocode C 

Multiple card 
changes Mismatch New account Risk factor 

Risk control rule 

Frequent card 
changes of the 

account 

Card bin 
mismatch 

New account 
registration 

Credit card 
stolen risk 

infocode Binfocode A

New account mismatch 
multiple card changes 

infocode 

First level 

Second level 

Third level 

FIG. 6

6 / 8



70
1

70
2

70
3

70
4

Ri
sk

 in
fo

rm
at

io
n 

ou
tp

ut
 m

od
ul

e 

Se
co

nd
 ri

sk
 

in
fo

rm
at

io
n 

de
te

rm
in

in
g 

m
od

ul
e 

Fi
rs

t r
is

k 
in

fo
rm

at
io

n 
de

te
rm

in
in

g 
m

od
ul

e 

Ri
sk

 fa
ct

or
 

de
te

rm
in

in
g 

m
od

ul
e 

70
5

Ri
sk

 in
fo

rm
at

io
n 

re
qu

ire
m

en
t l

ev
el

 
de

te
rm

in
in

g 
m

od
ul

e 

F
IG

. 7

7 / 8



80
1

80
2

Ri
sk

 in
fo

rm
at

io
n 

co
ns

tru
ct

io
n 

m
od

ul
e 

Ri
sk

 fa
ct

or
 

ac
qu

is
iti

on
 m

od
ul

e F
IG

. 8

8 / 8


	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8

