P100343 A shared network system and a method for operating the shared network system Background
of the InventLL% Osgzwe present invention relates to a shared network system and a method for operating
the shared network system. Data are normally stored in a computer network comprising computer nodes
by storing the data in memory units of the computer nodes or memory units connected to the 10
computer noglegalkdasanokaivsteaiandl NN ie Fleicoietaei s THRUERARAWAK (X {9oRiRg the data
through the computer nodes of the network. Data stored in the computer network by looping therein is
known as persistent data. Using the technique of data persistence in the computer network, wide-area
storage 15 dgyicesdik giant-sizedisks or Inter-Processor Communication systems can be

implemented effectively. Inter-processor communication in a distributed computer environment using
persistent data can be improved as data are now immediately available to any processors that are 20
free to performccomputations: Anrinplementationi ofandntey KL .STOX GRMBIIRIciRMAHAAEistributed
computer environment using persistent data can be seen in the Wavelength Disk Drive (WDD) by
CANARIE asH&d 85549 1S He WDD of CANARIE comprises a physical fiber ring and a plurality of
WDD nodes or 25 ring servers along the fiber ring. Application computers or ring clients are connected to
the WDD nodes. When a process running in one of the ring clients has been completed, the end-result of

the process R4St G e bt Hhg VRS SVESHEHE ARRTIS S B i e TiBE Y SAnother

process on anethen ringsigifrihahneedsiihe @nehuesubink furtheenmeeessiRgccandhen etigye the
end-result from the fiber ring. 30 1 P100343 Data circulated or stored in the WDD are associjated with the

physical addr@¥®SFthBNIEXt WOB iBdE NG e B i in GFaePiéfthe Bt 3o Be Yoiwaried to the

next WDD nedsinAtitbelnexhMP nedentpedatadrrerehassasiated with the physical address of another
WDD node along the fiber ring in order for the data to be forwarded to said 5 WDD node. Thus, the
circulation of data in the WDD is achieved by forwarding the data

Data stored in the computer network by looping therein is known as persistent data.

Using the technique of data persistence in the computer network, wide-area storage
15 devices like giant-sized disks or Inter-Processor Communication systems can be

implemented effectively.

Inter-processor communication in a distributed computer environment using persistent
data can be improved as data are now immediately available to any processors that are
20  free to perform computations. An implementation of an inter-processor communication
in a distributed computer environment using persistent data can be seen in the

Wavelength Disk Drive (WDD) by CANARIE as disclosed in [1].

The WDD of CANARIE comprises a physical fiber ring and a plurality of WDD nodes or

25  ring servers along the fiber ring. Application computers or ring clients are connected to
the WDD nodes. When a process running in one of the ring clients has been completed,
the end-result of the process is injected into the fiber ring via the WDD node and is
circulated in the fiber ring. Another process on another ring client that needs the end-
result for further processing can then retrieve the end-result from the fiber ring.
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to each subsequent WDD node of the fiber ring by associating and re-associating the physical address of
each subseoPl{ DD node to the data. Therefore, in order for data to be circulated or stored in the
WDD, the physical address of the next WDD node which the data is to be forwarded to must be known.
And in the event when any one of the 10 WDD nodes along the path the data is circulated is disconnected

or faulty, thepyMRBirwiould failsGregharmeng e WRRhasaowate visigns SRk thadiag eientsio.control the
amount of data circulating in the WDD nor the lifetime of the data in the WDD. There is also no provision

in the WDD Re9Ag eifwiedhts fiRer stharforistidhdbe et Avandsieth hise Wby Rithout

actually retrigying the datactd RumMmasyeotibeaiinyentiop JRecdnuentiom prRVidssicashatgesnefvork system
and a method for operating the shared network system according to the features of the independent

claims. PreféfdgendVdiih darnet e arhielthve iien Arardehi o hy e dépddirtasistioriddhared

networkssystampaerrdinphia the inventiepingluges apluvality of camputerynodesrand eanagetions
between the computer nodes. In the shared netwark system, a plurality of first computer nodes are

adapted to d&fifed HIGEaAtFBY WopG Psd, WRH DS HRA BY tASISEINAG Pathe travreitateast two of

the first compryeichogieseRalacan bepstarad wihe sbaced netwark sysienvhy tirctlating imene of the
looping paths. Each looping path is associated with a logical address which is uniﬁue within the shared

network syst@RaHE Hadepeitist oy NS bhyfcr uidreaddsrss s BrnetoMptiarsoihddes in the

shared netwgik ystemo2P 106343clihe sharednetv@rk sysiem fiidharinchises atjeast engmsecond
computer node which is able to inject data into one of the looping paths and is also able to retrieve data

from ohe of the tb8Biiy Paths. WneHLAtS 1B beSHiREHsH ifte e oFthe’| S5 iy Paths BY e second
computer nogeuthedogicaladeiess, ahéhe/lopping paththe datatis tobeihyectiadSintois-detesrmined, and

is associated with the data to be injected into the looping path. en data is to retrieved from one of
e 1500t AR RS B WO P i 4 e e s R A dinta st e
retrieved fromsis gleietmisied.ikQHa e Bhasied d elvgork systeniagearndingtmiiednintion: data can be
stored in the

available in the WDD without actually retrieving the data.
15

Summary of the Invention

The invention provides a shared network system and a method for operating the shared
network system according to the features of the independent claims. Preferred

20  embodiments of the invention are defined in the dependent claims.

The shared network system according to the invention includes a plurality of computer
nodes and connections between the computer nodes. In the shared network system, a
plurality of first computer nodes are adapted to define a plurality of looping paths, with
25  each of the looping paths traversing at least two of the first computer nodes. Data can be

stored in the shared network system by circulating in one of the looping paths.

Each looping path is associated with a logical address which is unique within the shared
network system and is independent from the physical address of any of the computer

30  nodes in the shared network system.



network system by circulating the data in one of the looping paths. In other words, data are said to persist
in the netwogﬁﬁé{%%m. The second computer node is able store data in the network system, or to retrieve
or read data which are stored in the network system. 15 The second computer node is capable of
managing the attributes of the looping paths in the network system, and is also capable of managing the

data circulating:-ignthied oRpingk R3thsAesEdiI NG fRdheatnvention the-RetwRRk SSIERdRAY@Pmprise more
than one second computer node, which allows a more efficient and effective manner of managing the

looping path&iis {RdHethvitie dystémr 4 dhhdoartRschehtig thergib Bo ot thE YRAY network

system may @lspfunsiion aaastransimisgien Retveskipicdransmitingdata frespirpe secandeemputer
node to another second computer node which may be far apart via the plurality of first computer nodes.

25 As mentiof QBT Setititflfe IBEIlR SHHSSTS AbSyciaraRFili Bakly IGUpify Path i tREIshared

networkssystam, @i eeareinglyd data canhel injested xthe-second campuianRepieepaing node) into
the looping path in the network system by associating the  logical address of the looping path with the

data to be injSeteddHarsi ThErdinred BERANaa6/85Lray iR 8RN P61 BhyLIRRI AN or address

of the receivgisi(hie same 30 compuissinggeafominiectingtdatarinin the lnapingipatimai-ather second
computer nodes in the shared network system) can be supported according to the invention. In other

words, 3 P100343 the data to be injected does not need to have a destination address to a specific
physical destination such as a second computer node as a receiving node, (but only the logical address
of a looping path is needed), and can still be forwarded to the Ioo_pingéJath in the shared network system

to be circulat8d Hier8iic® BNkl S L HBefiTY B8 (sBtoMy EBMBute Aot Barsi¥ttevd #E data
circulating imdheoleopingpath hasedianr the lpgical addsesscoltialeoning. pathiwhichissalsethe
destination address assocjated with theﬁ%%sired da@. It shoald be noted that the receiving{ea node can
retrieve the A5t ePTSPING PSRN after THESBAGHY BT RAS 10 et 8 tHE dAta into the

looping pathilertwdater e, whenrthessendinghoge ishidiseanneatediitsmthe sharpdenetwork system.

15  The second computer node is capable of managing the attributes of the looping paths in
the network system, and is also capable of managing the data circulating in the looping
paths. According to the invention, the network system may comprise more than one
second computer node, which allows a more efficient and effective manner of managing
the looping paths in the network system and the data circulating therein.

20
In addition, the shared network system may also function as a transmission network for
transmitting data from one second computer node to another second computer node

which may be far apart via the plurality of first computer nodes.

25  As mentioned above, a unique logical address is associated with each looping path in the
shared network system, and accordingly, data can be injected by the second computer
node (sending node) into the looping path in the network system by associating the
logical address of the looping path with the data to be injected therein. Therefore, logical
addressing independent of the physical location or address of the receivers (the same

30  computer node for injecting data into the looping path or other second computer nodes in

the shared network system) can be supported according to the invention. In other words,



The shared network system according to the invention has the following advantages: 15 1 . Asynchronous
communicati?olrbg)%\éveen a sending node (the second computer node which injects data into the looping
path) and a receiving node (the second computer node which retrieves data from the looping path). Both
the sending node and the receiving node can inject and retrieve data into and from 20 the looping path at

different timege ImEthebwaidsdhesecaivingnpderdoes netmesdiobeconnesteddaithsrshargd network
system at a specific time in order to receive data from the sending node. Instead, the receiving node can

connect to tHENERHEHK Lyrdtéth Ang- e SReH tHe Kuldin 1668 HAS RHEEtdd Br W8t ife 88t Into the
looping pathaneksdilloel aPie fo retrieve dheislatadsent hyitbe sprdidgnedadnamping papingtath. 25

Such an asynchraonous system according to the invention can be used in many different types of
applications RRTER HSUBRIE &yriamie Serisptateniiepducersiconsumers, agents or service providers

where the senders do not have to be synchronized with the receivers or even have any knowledge about
the receivers, 30 4 P100343 2. Connectivity to the shared network system. Both the receiving node and

the sendingHBUEHY AJERTEH o E CETTEBIEAABRHIESRErEY HREWIFIE Sy tsnt &t tHECHAR A Rer the

sending nodgbasssent thadatadatethedoaping pathydhe sendingoposte pagy (disconnegtstram:the shared
network system, The receiving node may, at a later time, 5 connect to the shared network system and

retrieve the 5t WHRhASRESTore RS WEO IS par by AL JEMRY Rode e \igdiey séHbcusers.

End-user (sendingor receivinghade) Gamh g eneanlacatiap of ther sharedmatwesksysiem to
another location, and will still be able to access 10 the data in the looping path of the shared network

systent By cOMREEENG ot ARtvGIk 'Systam B SEctnd CUMpURAT nokE. Hesifisifedgrup

communicatigRssiNetwark eamplexitand:averhga@dsof doing m-to-m communications is reduced to
simple groups of end-users on the same looping 15 paths, thereby extending the features of the looping
paths to the end-hosts and host-based software object frameworks.

The shared network system according to the invention has the following advantages:

15 1. Asynchronous communication between a sending node (the second computer
node which injects data into the looping path) and a receiving node (the second computer

node which retrieves data from the looping path).

Both the sending node and the receiving node can inject and retrieve data into and from
20  the looping path at different times. In other words, the receiving node does not need to be
connected to the shared network system at a specific time in order to receive data from
the sending node. Instead, the receiving node can connect to the network system any
time after the sending node has injected or sent the data into the looping path and still be

able to retrieve the data sent by the sending node from the looping path.

25
Such an asynchronous system according to the invention can be used in many different
types of applications which involve dynamic sets of clients, producers/consumers, agents
or service providers where the senders do not have to be synchronized with the receivers
or even have any knowledge about the receivers.
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It should be noted that the second computer nodes of the shared network system are not limited to only
injecting andPE%t(ggql\gng data into and from the looping paths. The second 20 computer nodes may also be
capable of other data operations such as the creating or removing looping paths in the shared network
system. The plurality of first computer nodes of the shared network system are preferably computer

nodes of a core newarke@nG:ihe ahleash Raezesond samputeppadens L8 GRMAstRr nedenef an access
network. The computer nodes of the access network are connected to the core network via at least one

of the first cORMYIRS MBSO 11 Bsid dndcotthBefitet dBrMButdRTRIdRE WHE R CoRmetts tHe HBEess network

to the core ngtwornallewsnthaqtlaast RRe srcand campuieppde hiheascessnetwark taaccess at
least one of the looping paths in_ the core network. 30 5 P100343 As can be seen, since the first

computer not&LARESh e esvd e e foopiligipathy Getedhytre Mt -cBinipliter Adkfes are also

formed withipathe@ote ReIwaHted he systenyacerraiag tartbe-invendtion MABXEQMPLssNare than one
access network being 5 connected to the core network. This allows second computer nodes from

different accES® MY pER0I848'6re data in a common system, i.e. in the core network, and also
to access the commonly stored data through the seeen at least one of the first computer nodes which
interconnects the access networks and the core network. The access network may be, for example, a

local area network MANNOTREFEGHE e ERGTEE L0 TSRS JYSEEH AU AL SR (A biality of LANS

which are cappaciadfaie gommashigh-speed andiigbroandwidthnaeimorkifopstinganddansmitting
data between the LANs. According to an embodiment of the invenéi@otn, the at least one second computer

node of15 tHE S¥EeLs HBAROMKS BHE Stet o’ Rk PHR to B G doted s Whe 61 e NF8MIHY paths in

the core netwaitkiising @udticasippretesakmechanism. The multicast protocol mechanism is a simple
delivery mechanism that allows the delivery of data from a computer node to a logical address without
knowing the physical location/address of any receiving computer nodes. It is also possible that the data is
delivered byspecif@ngp Z@ispeaific slestinatianaddmessvwhichnipithis case would . ttedphysical
address of the at . . . .
m-to-m communications is reduced to simple groups of end-users on the same looping
15  paths, thereby extending the features of the looping paths to the end-hosts and host-based

software object frameworks.

It should be noted that the second computer nodes of the shared network system are not
limited to only injecting and retrieving data into and from the looping paths. The second
20 computer nodes may also be capable of other data operations such as the creating or

removing looping paths in the shared network system.

The plurality of first computer nodes of the shared network system are preferably
computer nodes of a core network, and the at least one second computer node is a

25  computer node of an access network. = The computer nodes of the access network are
connected to the core network via at least one of the first computer nodes. The said one
of the first computer nodes which connects the access network to the core network allows
the at least one second computer node of the access network to access at least one of the
looping paths in the core network.
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least one of the first computer nodes which connects the access network to the core network). The said
one of the firps éoo#'gguter nodes would then perform network address translation to deliver the data to the
looping path. nternet Protocol (IP) multicast mechanism is preferably used as the multicast protocol
mechanism for delivering data to be injected into one of the looping paths to the core network from the

second compytesnpeedithenacerssinetwatkubhaaivantagainf ssinadRyinulticaridpiatopahis that
multicast support can be provided efficiently at the network Iaﬁer since IP networks has been the widely

deployed netlWdRkS Y Mgy EomPater e HetwsTRISYStamed MEWEVEE, GPIS AR Pidssible to use other
multicast protocol mechanisms such as ATM multicast or application-level multicast (e.g P2P multicast).
6 P100343 Similarly, the at least one second computer node of the access network is adapted to deliver

data retrievet oM 66 HETSIPIHY PRIFEGEIRY Y TRIBCASTHISIHR IeRHESRT BrEfSIEBR), 1P

multicast meghapiska i® usedoas tbgvnulticast preiesaksomeehapiser fridelinaringradatarettieved from one
of the looping paths to the second computer node in the access network. The advantafc‘qes of using the

multicast prato®yI i ERREARM AREPIREES RGO ATEERAHTIShea i HieiP T HE e €1 &1&0E Ure already

described abovess1O bene@s Retweek ahthersbasad metvarkdsysemaseoding.taithedsnyention may be a
wired network such as using Ethernet cables, an optical network or a wireless network such as wireless

LAN using rddi8 freiShclBS AXesidind fo A emBsEiREnt 87 th&mvdhtiot ¥ tomplitetHi6tes of the

core networkelbcskppakt the Genexalizad MulticarotesolleabelSwiteRing (GMRLR); lthshewle-however be
noted that the core network can be implemented by any comﬁ\;/;luter nodes which support connection

oriented serVicd 8 H HEA AR SHEUR P alidfér RYAEYATM) EYAmERRBIAYS FRIHSSFoldI Label

Switching (MBES)o €16 0 ipatdoppingipathsncandie defined bjothecerippaier nosesiefiheisare network.
20 According to an embodiment of the invention, the core network is an optical network. An optical
network has tHeSeR/Hit f a high bandwidth capacity compared to a wired or wireless network.

According to an embodiment of the invention, the at least one second computer node of
15  the access network is adapted to deliver data to be injected into one of the looping paths
in the core network using a multicast protocol mechanism. The multicast protocol
mechanism is a simple delivery mechanism that allows the delivery of data from a
computer node to a logical address without knowing the physical location/address of any
receiving computer nodes. It is also possible that the data is delivered by specifying a
20  specific destination address (which in this case would be the physical address of the at
least one of the first computer nodes which connects the access network to the core
network). The said one of the first computer nodes would then perform network address

translation to deliver the data to the looping path.

25  Internet Protocol (IP) multicast mechanism is preferably used as the multicast protocol
mechanism for delivering data to be injected into one of the looping paths to the core
network from the second computer node in the access network. The advantage of using IP
multicast protocol is that multicast support can be provided efficiently at the network
layer since IP networks has been the widely deployed networks in many computer

30 network systems. However, it is also possible to use other multicast protocol

mechanisms such as ATM multicast or application-level multicast (e.g P2P multicast).



25 With Dense Wavelength Division Multiplexing (DWDM) technique in optical technologies [2], network
bandwidth OL ?Qo%)gical network can be in the range of Terabits per second [3],[4]. This large bandwidth
increases the storage capacity of the network and also enables data to be injected into and retrieved
from the looping paths of the optical network almost instantaneously. 30 7 P100343 Another advantage
of using an optical network is that data in optical fibers travels at about the speed of light. Therefore, data
stored in the I_oopiré%i paths defined in the optical network can be delivered to computer nodes of the

access netwolRE #EuESiRG i ORini6S s EAMARES UG e e AN HEA e EVaES Redldhies dft thousands

of kilometersigpast. gl heatbe-apticahnetwods isHenplepenteshas theigore neiwerksin phershared network
system according to the invention, the stora@e (or loop) capacity and data access speed of the core

network is higACAABRE cifdalatitiyaelty B et ta s s Boping phths i foRHier AL cBFaiRg o an

embodimentgftheinyverntionsineraccassmnetwerkofihe shared netwakinsy piem inanopticainetwork or a
wired network. The advantages of an optical network is already described above. A wired network, such

as an Etherf MO A0 Us thEa AEsss iEtNerk allbils 4 16RHE5S Hnprats htatiot tiith € 15°SRhred

network systegriaceordingitenthernyention: andmsesallaws existingacerss Nehusrksdabe.gonnected to
the core network. It should be noted that the access network may also be implemented as a wireless

network. 20 YHE" 8808 nodes of the core network are preferably routers or switches. As the basic
function of the computer nodes of the core network is to forward data to a next node along the looping
path, routers/switches is a low-cost and low-complexity implementation of the computer nodes in the core

network’ 25 tSh62iE ASWAYErbe Hotd BaP thE ESnTBUEER M5aeS iy Ridls BRVEBHBUERS Kidms,
network hubs @esereisklkisRlso passibieémbavevleopingopaths vplementedvalenganetwork

such as wireless LAN using radio frequencies.

According to an embodiment of the invention, the computer nodes of the core network
15  support the Generalized Multi-protocol Label Switching (GMPLS). It should however be
noted that the core network can be implemented by any computer nodes which support
connection oriented services such as Asynchronous Transfer Mode (ATM), Frame-Relay,
Multi-protocol Label Switching (MPLS), etc, so that looping paths can be defined by the
computer nodes of the core network.
20
According to an embodiment of the invention, the core network is an optical network.
An optical network has the advantage of a high bandwidth capacity compared to a wired

or wireless network.

25  With Dense Wavelength Division Multiplexing (DWDM) technique in optical
technologies [2], network bandwidth of an optical network can be in the range of Terabits
per second [3],[4]. This large bandwidth increases the storage capacity of the network
and also enables data to be injected into and retrieved from the looping paths of the
optical network almost instantaneously.
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path having computer systems acting as an overlay of computer nodes over the underlying network of
routers/switcgwl%%g)?zl 8 P100343 The computer nodes of the access network and the computer node which
connects the access network to the core network each include an input/output (1/0) module. The 1/0
modules of the computer nodes of the access network inject data into and retrieve data from the core

network by intesagtingvith:the JfQmadule Qfithe sempaternoge which SeRanesis:the.aeaess network o

the core network. According to an embodiment of the invention, the 1/0 modules of the computer nodes of

the access rEWORGHRGSECHAEN e TRocistHat P ire CaNPElePRBaP tihicir EBRh de the e tisgtess

network to the e Newerk hasesanandid pratocrl-acsordingdea trrRnspart AQlayverPrategol in the
Open Systems Interconnection (OSI) reference model. This 1/0 protocol is adapted to allow the 1/0

modules of tHEEShBIBFRGaREof AR HRERLRE Astisricty ighAT TS AESHbELRSIH e Bdinputer node

which cgnnects the access network to the core network in order to instruct the computer node which
connects the 15 access network to core network what operations the computer nodes of the access

network wantto Beftorfr Ut diEAmisTe, e rearisg eSO pind at s dteg o r e e WAEYISES or from a

looping paths giienT e interactiaRdetwaeptheclidmadwesispingaeit/thpratacel &3n Pecopsidered to
be the control plane of the 1/0 modules. 20 It should be noted that the 1/0 protocol may also be

implemented GeBFR G IR FAEK Brofoaie iR Bse Misudt i e L NSRBI 498 (Layer 3)

protocol, similar to the Internet Control Message Protocol (ICMP). In a further embodiment of the
invention, the input/output protocq] of the 1/0 modules is_ 25 implemented baf%ed on the User Datagram

Protocbf (UDE i8S RIhERRtERSE e A90hrotden Bsskdon BEMIBP hitwd thet 18" BiStocol to be

implemented asean lightweight peoiasel sunningdoveanihie unreliable data transport layer in the Open
Systems Interconnection (OSI) reference model. This allows existing networks to be connected to the
core network as access networks according to the invention, without modifying the 30 network stack

structure of thescempliiteenoties @fiba axisting netmorks disshioeddabevd. A wired network, such
as an Ethernet network, as the access network allows a low-cost implementation of the
15  shared network system according to the invention, and also allows existing access

networks to be connected to the core network.

It should be noted that the access network may also be implemented as a wireless
network.

20
The computer nodes of the core network are preferably routers or switches. As the basic
function of the computer nodes of the core network is to forward data to a next node
along the looping path, routers/switches is a low-cost and low-complexity
implementation of the computer nodes in the core network.

25
It should however be noted that the computer nodes may also be computer systems,
network hubs or servers. It is also possible to have looping paths implemented along a
path having computer systems acting as an overlay of computer nodes over the
underlying network of routers/switches.
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P100343 noted that the 1/0 protocol of the /0 modules can also be implemented based on the

Transmissioglggp gol Protocol (TCP) in an alternative embodiment. When a data operation is requested

by a computer node of the access network, the data 5 operation request is issued by the I/O module of
the computer node of the access network to the 1/0 module of the computer node which connects the

access netwopk i HhguearaoneiwerkAccerdingdtoan amhadinentetthe irventioncthed/Q medule of the
computer node of the access network is adapted to re-issue the data §£eration re‘ﬁuest after a

predefined t#tAESSE AL tHE 1ONSr688e IV adapish tBbMfiBIdnREHREPRESEI NG Re FaALH3M layer

protocol whighbisuureliabiecdhgres-isssiag of the sdata operatanirgeiiasihy e medieghthe
computer node of the access network can increase the probabilil%%he I/O module of the computer node

which conneCRHEAENESBSERIOI ENRECHrE HatvErk 18 raedilingltHE yiREraLede 8468 data

operation regyestdRaynhe test.nMhendata isciegukestie be retrieved from the core network by the
computer node of the access network, the I/O module of the computer node which connects the access
network to the core network is responsible for filtering and retrieving the desired data from one of 20 the

looping pathg dadhemeore Hetwerkdithadfiemnegetihp feskadataimay e mestanpadr using artechnique
similar to IP (Internet Protocol) address, Iooku& as described in [5] on the packet prefix (for example, the

content or pASkATTaEIHEY Sr e ALl S5 ONBagriiy (3P AIRBSERERTSH the FIEREAC the 1/O

module of thg-egmputebRods (1S whicheeabresisthenacseIsnetwodotatberenie netweikssoadapted to
retrieve data from one of the logping paths of the core network by performing a prefix matching of the

data babed G%A RARHREH FHE aSRCamISHER HE RGO Ipe ST be based on [6] which

provides good hardware 30 implementation. The prefix matching of the data for filtering or retrieving
10 1100545 SEAEH BERAELE DS dE BRI Gek AL R (18 SULEh Bt LHAETE R ah array
having the prefix@k desiiedadlatathEhp@earchiprocess compliises comparimngdhenpeafihofaccess
network to the core network in order to instruct the computer node which connects the
15 access network to core network what operations the computer nodes of the access
network want to perform, for example, creating a looping path, injecting or retrieving
data into or from a looping path, etc. The interaction between the I/O modules using the

I/O protocol can be considered to be the control plane of the I/O modules.

20 It should be noted that the I/O protocol may also be implemented according to other layer
protocols in the OSI model, such as the network layer (Layer 3) protocol, similar to the

Internet Control Message Protocol (ICMP).

In a further embodiment of the invention, the input/output protocol of the I/O modules is
25  implemented based on the User Datagram Protocol (UDP). The implementation of the
I/O protocol based on the UDP allows the I/O protocol to be implemented as a
lightweight protocol running over the unreliable data transport layer in the Open Systems
Interconnection (OSI) reference model. This allows existing networks to be connected to
the core network as access networks according to the invention, without modifying the

30 network stack structure of the computer nodes of the existing networks. It should be



the data with the prefix entries in the array to retrieve the desired data. 5 Another technique for retrieving
desired dataPi . %JBSing a hashing approach. As an example of a hashing approach, the prefix of the
data to be retrieved is hashed to serve as the index to a hash table. By matching the data in the looping
path with the entries in the hash table, the desired data can be retrieved. 10 According to an embodiment

of the inventjgjie dh@ shared o etywaskssystam futhardnelides, aleppdatp managerrdhe loopndata
manager is adapted to remove data from the looping paths of the core network, wherein the data to be

removed by HaTBls YL AFRIJEPeidI hde dhaaxpirsiircinlef i been selected to be removed
from one of the looping paths, for example, by a computer node of the access network. The loop data
manager 15@erforms data removal from the looping path as a background process, and hence, frees the

computer notle$btHEA CPSELIRB SR o Lihdce 8RN Brovlis Shi o verreaBe WA dBfigthe loop

data managepalseoansyies: efficient tatenremmwualand MminimakiparacerRss; gipeecdaiasameyal from the
looping paths is how performed centrally. 20 It should however be noted that data removal can also be

performed b{PtHRE 16 MOGHEL oHth e LB B o g Gr tRBISEELY RERFOTREWINSUCULMG e loop data

manager. AGeiding o anemibadimenhebiidaventionithepliality pHfiisi cospules padesin the shared
network system are adapted to define the plurality of looping paths based on an 25 extended Generalized

Multiprotocol P4 ST pRSTSESKEMIBERTIAY éxalible BF dathitkf AP btdBphg paths
based on anpexiendedaMPLS is described in [8]. The advantages of using GMPLS are: (1) Since
GMPLS has been designed as a single standard control plane supporting 30 multiple types of switching,
by Iev&r%ging on this generalized framework defined by GMPLS, data persistency can be implemented on

many different types/0f bidrd@0343aepnarks withifitsi-eampdters hodes having vanipws Matiplexing and
switching capabilities. (Zho_nly one first computer node jn the core network would s fficgeﬁf\%ﬁnction asa
5 connectind OB tWith tRe' GIMBL 8 Bk teRSioR BAPRSilited) Fol HBrsctiig tHE HESESY (s) to the

core networknddigeotinenditsinepinpuiednodesindhs Corswmewarkitasaparticipaiedpiling wparation of the
looping paths V\th standard GMPLS. )
module of the computer node which connects the access network to the core network

15  receiving the request as the earlier data operation request may be lost.

When data is required to be retrieved from the core network by the computer node of the
access network, the I/O module of the computer node which connects the access network
to the core network is responsible for filtering and retrieving the desired data from one of
20  the looping paths in the core network. The filtering of the desired data may be performed
using a technique similar to IP (Internet Protocol) address lookup as described in [5] on

the packet prefix (for example, the content or packet identifier) of the desired data.

According to an embodiment of the invention, the I/O module of the computer node
25  which connects the access network to the core network is adapted to retrieve data from
one of the looping paths of the core network by performing a prefix matching of the data

based on a Multibit Trie data structure.
The multibit trie data structure may be based on [6] which provides good hardware

30 implementation. The prefix matching of the data for filtering or retrieving desired data

from the core network may also be performed using other techniques such as a sequential

10



(3) Data forwarding in GMPLS is very efficient since it is done close to the physical 10 layer of the
network. (4) qédgg%m Service (QoS) mechanisms (e.g bandwidth reservation, traffic prioritization)
already available in GMPLS can be leveraged to provide QoS for the looping paths. 15 It is also possible
for the plurality of first computer nodes to define the plurality of looping paths based on the Asynchronous

Transfer Mogle (A TiVbh difamerRglayQutheiaMelioratocalkabelswitching {MRLR)-Afhaugh the above

embodiments are described referring to the shared network system, 20 these embodiments are also

applicable & &ERGECISE Bperating WHarelNGetentk BiRIe CarBBHAin B BAE RVERTBATTRE method for

operating thenshatednatmerksystanmicomnrises definiegiapluialitsREdaaning paths by a plurality of first
computer nodes, wherein each of the looping paths 25 traverses at least two of the plurality of first
computer nodes, wherein data can be circulated in each of the looping paths, associating each of the

looping pathg withea tlegicghaddresswhigh iseunigquenithinthasnetworssystenpardwhichdsindependent
from the physical address of any of the computer nodes. In the case of injecting data into one of the

looping pathS*8{P R4St B8 B ABREPROMBIer HEte WHich Bdipid R njectiatd $0ts dhe of the
looping pathgcdgtesmining.tie:dogicat pddiess ofithalleoping Pribpthe slatawshouldheiniested into, and
associating the data to be injected into the looping é)ath with 12 P100343 the logical address. In the case
of retrieving dAtARdm GO RS 186HAY PathL'BY 4t least one second computer node which is adapted

to retrieve data from one of the looping paths, determining the logical address of the looping path the
data should be retrieved from, 5 In an egé%odiment of the method of the inventign, loop-information data

which £OmprisES S A ARSTTORNEIPHRL 95 BTG FAHEY B ndd ! R MtV O LY StRes ‘Brliiated in at

least one ofithevlpapingpaibs:. Sueh legpdntormatiosn datdipay clude thesetrafifogicabopddresses
defined for the Jooping paths, which looping paths are currently in use, and 10 their corresponding loop
capacities. ﬁ?é!’i%géuf?ge AT REHY the o nta ﬁﬁo??o%ﬁtafgmoved by the Toop data mansger

either has an expired lifetime or has been selected to be removed from one of the looping
paths, for example, by a computer node of the access network. The loop data manager
15  performs data removal from the looping path as a background process, and hence, frees
the computer nodes of the access network from unnecessary processing overheads. In
addition, the loop data manager also ensures efficient data removal and minimal loop

access, since data removal from the looping paths is now performed centrally.

20 It should however be noted that data removal can also be performed by the I/O modules

of the computer nodes of the access network, without using the loop data manager.

According to an embodiment of the invention, the plurality of first computer nodes in the
shared network system are adapted to define the plurality of looping paths based on an

25  extended Generalized Multiprotocol Label Switching protocol (GMPLS). An example of
defining the plurality of looping paths based on an extended GMPLS is described in [8].
The advantages of using GMPLS are:

(1) Since GMPLS has been designed as a single standard control plane supporting

30 multiple types of switching, by leveraging on this generalized framework defined

by GMPLS, data persistency can be implemented on many different types of

11



circulated therein is called a system loop. The use of the system loop provides information which allows
an efficient ma ment of the looping paths in the core network. 15 In a further embodiment of the
invention, content-information which comprises information on the content stored in the looping paths
defined in the network system is circulated in at least one of the looping paths. The features and

advantages of the,gkesant inventian withpecemeoapparans framithe 2R fefrwing descrptianand the
appended claims, taken in conjunction with the accompanying drawings in which like parts or elements

are denoted by liKéM&8f8Rte numbers. Brief Description of the Figures 25 lllustrative embodiments of
the invention are explained below with reference to the drawings, in which Figure 1 shows an
architecture of a shared network system accordin% an embodiment of 30 the invention. 13 P100343

Figure 2 show a Shpified R <GPaRH BriREcsHa Y FRIGVBTRSY KA EIYHRS 10 FISHEB &hdws an

interface between:gngesiputesnode; of dhe@onass Habnatn ang-ailcampieredewbigh copnects the
access network to the core network according to an 5 embodiment of the invention. Figure 4 shows a

generic data pack&t WHERILadN5e Rircifaetin Lo SPG At P mbeTcBrdas dtBrcatcBr i o an

embodiment of theainygitigstd thFiglspebasBaWS @b B¥aMplpafaRackes RegupabTee. Figure 6(a)
shows a node when the tap-loop function is called, according to an embodiment of the invention. 15

Figure 6(b) shows a node when the open-loop function is called, according to an embodiment of the

invention. Figtire 6(a) sbewsanodeawienshe clasecfioapdunetientsscadied crseatsling ihancambodiment

of the invention. 20
10 layer of the network.

(4) Quality of Service (QoS) mechanisms (e.g bandwidth reservation, traffic
prioritization) already available in GMPLS can be leveraged to provide QoS for the
looping paths.

15 It is also possible for the plurality of first computer nodes to define the plurality of
looping paths based on the Asynchronous Transfer Mode (ATM), Frame-Relay or the

Multi-protocol Label Switching (MPLS).

Although the above embodiments are described referring to the shared network system,
20  these embodiments are also applicable to the method for operating shared network system

according to the invention.

The method for operating the shared network system comprises defining a plurality of
looping paths by a plurality of first computer nodes, wherein each of the looping paths
25  traverses at least two of the plurality of first computer nodes, wherein data can be
circulated in each of the looping paths, associating each of the looping paths with a
logical address which is unique within the network system and which is independent from
the physical address of any of the computer nodes. In the case of injecting data into one
of the looping paths by at least one second computer node which is adapted to inject data
30 into one of the looping paths, determining the logical address of the looping path the data

should be injected into, and associating the data to be injected into the looping path with

12



Figure 7 shows a flow diagram which illustrates the function read-loop-map according to an embodiment
of the inventq%.ogiélggure 8 shows a flow diagram which illustrates the function read loop in fo according to

25 an embodiment of the invention. Figure 9 shows a flow diagram which illustrates the function add-loop
according to an embodiment of the invention. 30 Figure 10 shows a flow diagram which illustrates the

function write,ageerdingitean emhediment Rttheinventiar kb R1N0843biaHEE 2t SBOWSIenflow diagram
which illustrates the function read-content-map according to an embodiment of the invention. 5 Figure 12

shows a flov? Biatficti WHIERHIES tRAtes Wit ioAREdd tortantsitaiaalestding & dhcelitiiaiment of the
invention. Figuig 13-shaws s:flow diagramawhichdiustratesithe functiondaadasearding:taanrd
embodiment of the invention. 10 Figure 14 shows a flow diagram which illustrates the function listen
according tolfembodiment of the invention. Figure 15 shows a flow diagram which illustrates the
functionstake according to an 15 embodiment of the invention. Figure 16 shows a flow diagram which
illustrates the function remove according to an embodiment of the invention. 20 Figure 17 shows a flow

diagram whiChahrEH2eeunAY RIAEESRFERoVe 6B VARESHiNG R la B g LHE STHS RS R ffon. Detailed

Description effthenkohegiments Rfdhiad peentianiasdAcompuiebRetwaEkin eugeneralteens comprises
a plurality of computer nodes which are linked together to allow exchange of information. Computer

nodes may B8 p&sBial CUMMISURAES printshs | S BISRABYY ititeraay ds 5 ay prdgritAmable
devices and alipwsshasing offtesoureas by devicesveannesiprh iophas 3ecomputey newerkand

10  their corresponding loop capacities. The looping path having the loop-information data
circulated therein is called a system loop. The use of the system loop provides
information which allows an efficient management of the looping paths in the core

network.

15 In a further embodiment of the invention, content-information which comprises
information on the content stored in the looping paths defined in the network system is

circulated in at least one of the looping paths.

The features and advantages of the present invention will become apparent from the
20  following description and the appended claims, taken in conjunction with the
accompanying drawings in which like parts or elements are denoted by like reference

numbers.

Brief Description of the Figures

25
[Mlustrative embodiments of the invention are explained below with reference to the

drawings, in which

Figure 1 shows an architecture of a shared network system according an embodiment of

30 the invention.
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15 P100343 A Local Area Network (LAN) is a group of computers and associated devices connected
together in %IPOC@J@d area, for example within an office building, and typically share the resources of a
server. The computers and associated devices of the LAN are the computer nodes. The connections
between the computer nodes in the LAN may be wired 5 or wireless links. Wired LAN comprises
computer nodeswhichoare cantaaied touonednashelusingd pRysiGR saklgsoskichiasiEthernet cables.
Wireless LAN comprises computer nodes which are connected to one another using wireless means
such as radio frequency. An 10 example of a wireless LAN is IEEE 802.11, which is the proposed

standard of Institte; ofh Blecticah@nddsleciionias Epginears (1B&EE)rArcomebier etk may also be
implemented in an optical network. In the optical network, comgluter nodes are interconnected using

optical fiber< A BISticHI bR Hate sk JHUAEEAPEETY S QBRI TN HIRMAYAL A8 dhith speed,
optical netwerksien e anallyitnplemented as a Wide Area Network (WAN). A WAN covers a large
geographical area and often uses physical transmission lines such as telephone lines, optical fibers, etc.
20 Service Providers (SP) may allow one or more LANs to be connected to the WAN, giving rise to an

internet allowiRg#ansportation efdatafigmcrpecaimpuies ifeacl:Alated anathesgampatiebinganother LAN.
Figure 1 shows an architecture of a shared network system according to an embodiment 25 of the

invention. THE'SHSR@ et Qpste Al 1824 Q8 1BV téHprises a core network 101 and two
access networks 102. The core network 101 comprises interconnected computer nodes, which are
preferably routers (or switches) 103%%? Data-In-Network (DIN) nodes 104, 30 with the DIN nodes 104
arranged at fH8"Eage MR 6P HBIAIR T8 DINHEGEL 64 are specialized nodes which are modified
or enhanced routers capable of managing the 16 P100343 attributes of looping paths in the core network
Lo e o G Shs oo MR 2 he: a2 Toop Tuietion ts Chlled, hecorting (o am " "09e®

embodiment of the invention.

15  Figure 6(b) shows a node when the open_loop function is called, according to an

embodiment of the invention.

Figure 6(c) shows a node when the close_loop function is called, according to an
embodiment of the invention.

20
Figure 7 shows a flow diagram which illustrates the function read_loop_map according

to an embodiment of the invention.

Figure 8 shows a flow diagram which illustrates the function read_loop_info according to

25 an embodiment of the invention.

Figure 9 shows a flow diagram which illustrates the function add_loop according to an

embodiment of the invention.

30  Figure 10 shows a flow diagram which illustrates the function write according to an

embodiment of the invention.

14



DIN-capable Network Elements (NE) 5 The access networks 102 also comprise computer nodes called
hosts 105, iglgﬂr preferably computer systems. It should be noted that the core network 101 may
further comprise other computer devices such as computer systems or network hubs in addition to the
routers 103. 10 Similarly, the access network 102 may further comprise other computer devices such as
routers/switches, printers or servers in addition to the computer systems. The access networks 102 are
each connected to the core network 101 via a DIN node 104. 15 A looping path 106 is shown as a bold

line in the carEWEWdrk 0TS and PX(ef58E 88 Md i tREUBTRI o dls 106 ANY (e fetrBI€ i3 should

also be notegl-thatthetoapingneathdft ralsoitraveises some of the DIN nodes 104 which are connected
with the access networks 102. 20 Data, in the form of data packets, can be injected by one of the hosts

105 in the access networks 102 into the looping path 106 of the core network 101 to be circulated

therein.s Therigjgeterb data s saiditasbeisiared i ke cargsnatworkd Odindiienstered datagan.pe retrieved
from the looping path 106 by another (or the same) host 105 in the same or another access network 102.

The injecting SraPE&E /AR SFPLE TS ShHFrIMSHE Boping 25 path 106 in the core network 101 are

performed via the DIN nodes 104 which connect the access networks 102 to the core network 101 and
also form part of the looping path 106 the data is stored in. Although only one looping path 106 is shown
in Fig.1, it sHO& e UiBRPStbd At aaramt bidh HE DIy paiHd 206 ¢4h %‘é’%‘é?%lié‘ﬁé‘& in the core
network 101eEB6etteapiogiHeath Q& should traverse at least one DIN node 104. 17 P100343 Similarly,
the shared network system 100 may comprise only one access network 102 or more than two access
networks 102. Each of the access networks 102 is connected to the core network 101 via a DIN node

104. 5 Figurgigisbows ssiaplifiechilltisirationofithei shared Naetwoik sysien 400 efdrignd «d he core
network 101 as shown ingi .2 includes a plurality of looping paths 106. All the 10 looping paths 106
traverse throtgR HEEIN hEH8 04 B ach access network 102

Figure 15 shows a flow diagram which illustrates the function take according to an

15 embodiment of the invention.

Figure 16 shows a flow diagram which illustrates the function remove according to an

embodiment of the invention.

20  Figure 17 shows a flow diagram which illustrates the function remove_loop according an

embodiment of to the invention.

Detailed Description of the Embodiments of the Invention

25 A computer network in very general terms comprises a plurality of computer nodes which

are linked together to allow exchange of information.
Computer nodes may be personal computers, printers, servers, hubs, routers, switches or

any programmable devices and allows sharing of resources by devices connected to the

30  computer network.

15



comprising hosts 105 is connected to the core network 101 via one DIN node 104. The shared network
system 100 thoﬁ%lﬂgher includes a loop data manager 107. The functions of the loop data manager 107
will be described later. 15 According to the invention, Internet Protocol (IP) multicast communication is
used in the access network 102 where logical addressing independent of the physical location of the

receiving hogly iscatppestedo2iSpesifically, asgl of lRgitakak IR muticast-addrasssis seserved and
allocated for the use_ of the shared network system 100, with each logical address or IP multicast address

being uniqui®SEHER ARG Fathaek tRfmed RiGne batéhethioreibdng idntreaay shatpentifier
loopld with eagchuleep identifigrbeingrassesiaie withha legisabeid Ricmdiicast @ddress inrthenset.
According to the invention, data to be stored in the core network 101 25 are assigned a IP multicast
address as tHEHRLENARGN addfed st Arebshnsey EntRMRIVAPQEes deity M&R@é@? Hi&ERanism to
the coresnetwork QL 40 ke circulated in the looping path 106 identified by the loopld which is associated
with the corresponding logical or IP multicast address. 30 It can be seen that the destination address of
the data need not be addressed to a specific destination or physical address of any computer nodes or

hosts. Whemaih@st(anhestspAi&P 100343awaniseto vatlievedatafiomndhascasganaiwark 1eknthe host may
retrieve the data by specifying the IP_multicast address associated with the looping path. An example can

be used to iIRISEER tHPESnCLBE oty P HEBERSE RisTicaly Haliraés5nG it OB IS DIN S5 B¢6rding to the

invention. InhecBxampianacsandinghbasibias seme datade becinjected inadhe cargupstyorkat time T1.
The sending host doeéanot or need not féaeci%y anispe_cific receiving host(s) to forward.the d?ta to, but
uses a‘Pre-aigearsy 1p? Rbificast-adhtedsHs $he bbstiRidion gﬁd?@éo%dféﬁ%}?dqﬁé 5t 8'100ping path

in the core mabueik] thellbopingnpatiEMavingsaleBpld which is associated with the pre-allocated 10 IP
multicast address. The data are delivered using standard IP multicast delivery mechanisms from the
sending host to the respective DIN node in the access network, and are mapped by the DIN node to the

corresponding {eapingpatnindbeceraisetvwoik odaeaicculatad hgrein.network. In the optical
network, computer nodes are interconnected using optical fibers. As optical fibers have

15  high data capacity and is able to transmit data at a high speed, optical networks are
normally implemented as a Wide Area Network (WAN). A WAN covers a large
geographical area and often uses physical transmission lines such as telephone lines,

optical fibers, etc.

20  Service Providers (SP) may allow one or more LANs to be connected to the WAN,
giving rise to an internet allowing transportation of data from one computer in a LAN to

another computer in another LAN.

Figure 1 shows an architecture of a shared network system according to an embodiment

25 of the invention.

The shared network system 100 as shown in Fig.1 comprises a core network 101 and two
access networks 102. The core network 101 comprises interconnected computer nodes,
which are preferably routers (or switches) 103 and Data-In-Network (DIN) nodes 104,
30  with the DIN nodes 104 arranged at the edge of the core network 101. DIN nodes 104

are specialized nodes which are modified or enhanced routers capable of managing the
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15 At time T2, which is a time after T1 and when the sending host may still be connected to the core
network or h&i B??? disconnected from the core network, a receiving host may retrieve the data
circulating in the looping path by specifying the IP multicast address associated with the looping path the
data is stored in. The DIN node of the access 20 network of the receiving host retrieves the data from the

looping path;@neutbe setieyed sata is drlivereddathie receivingbastusing standareh A dppiticast delivery
mechanisms. It can be seen from the above example that forwarding of data from the sending host in the

access netwdtito thallgpmt patkliftHE 8 Sha o rk ha i M aierfie ortR g padrifess el dre network

to the receivinpnhesgtindhe-aceasseaiwesknarg performed entirely in the network layer. Also, since IP
multicast is used only in the access networks 102, IP multicast trees set up can be limited in scope to a

single or only a few administrative domains. 30 Three types of looping paths can be defined in the shared

networkssysters ho-accRidingksta en empediment afdheinventian: systamigep. 0ontenideape«and control
loop. 19 P100343 The system loop is identified by a predefined IP multicast address and the data

circulated tHEFERPEORESMRHIGHNAIGASN the set of reserved IP multicast addresses or looplds. For
example, the data in the system loop provides information on which looping paths 106 in 5 the core
network 101 are currently in use, and the corresponding capacities of the logping paths 106. The content

loop contain® dRRL AP tHE h s P5S BEtKETK LA SHBWEFKE 1 65 ™Rk cORTbI BB EBhtains data

which provides informationsabeubthe datadmihercontestdopmsLonT hedafere (dhedoepingpatirs 106 shown
in Fig-2 may comprise the system loop, the content loops and the control loops. Figure 3 shows an

interfacé betWBERZhE4t 16551 BREVREEESE MBI T2 AR 4D NPT =" RERE 1o 4° PHe St 165

comprises arbapplicationdyqgdilesQl andashastinputautputddipueoduensd02. The DIN node 104
comprises a DIN input/output (1/0) module 303, a data forwarding module 304 and a data recovery

module 305.
The access networks 102 are each connected to the core network 101 via a DIN node 104.

15  Alooping path 106 is shown as a bold line in the core network 101, and traverses some of
the DIN nodes 104 and the routers 103. It should also be noted that the looping path 106
also traverses some of the DIN nodes 104 which are connected with the access networks

102.

20  Data, in the form of data packets, can be injected by one of the hosts 105 in the access
networks 102 into the looping path 106 of the core network 101 to be circulated therein.
The injected data is said to be stored in the core network 101. The stored data can be
retrieved from the looping path 106 by another (or the same) host 105 in the same or
another access network 102. The injecting and retrieval of data into and from the looping
25  path 106 in the core network 101 are performed via the DIN nodes 104 which connect the
access networks 102 to the core network 101 and also form part of the looping path 106

the data is stored in.
Although only one looping path 106 is shown in Fig.1, it should be understood that more

30  than one looping paths 106 can be established in the core network 101. Each looping
path 106 should traverse at least one DIN node 104.
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20 The application module 301 communicates with the host 1/0 module 302 via a communication link
310. The aqu%?g%g module 301 may send a command to the host 1/0 module 302 via the
communication link 310 to request to inject or retrieve data from the core network 101. The host 1/0
module 302 interacts or communicates the request to 25 inject or retrieve data with the DIN 1/0 module
303 via a communication link 311. The DIN 1/0 module 303 in turn communicates with the data
forwarding module 304 via a communication link 312, and instructs the data forwarding module 304 to

inject or retrieVe!dAYa hito Y $bRT ¥ B rasHoRJiRG TebprIgBEL POk IANhECERe Mtk 181930 When

the host 105has gemmunicated tedheRINnode &4 tedniest data Wi theyeqse ongbmerkid @ds the data to
be injected is sent from the host 1/0 module 302 to the DIN 1/0 20 P100343 module 303 via a data link

313. The daf?i§ MHRRSERt 1AL E BB ding module 304 via a data link 314. The data forwarding
module 304 upon receiving the data from the DIN 1/0 module 303 injects the data into the corresponding
looping path 106 in the core network 101 via a data link 315. 5 Similarly, when the host 105 has
communicated to the DIN node 104 to retrieve from the core network 101, the data (to be retrieved) is

retrieved from ¢he commespandingilaeping spatiyd 06 i theucargenebnork 184 vip thergata link 315 by the
data forwarding module 304. The retrieved data is sent to the DIN 1/0 module 303 via the data link 314.

The 10 retrieved data is in turn sent to the host 1/0 module 302 via the data link 313. The data forwarding

module 304 sheulddhefetahly belmplameanted using ar xigndedy GenepalizedvMultiprotacald-abel
Switching (GMPLYS), as this protocols supports not only the switching of data packets at each computer
node, biit aIéSOQHEﬁ)@ﬁ@Fa%é%W’EEWHHP% T R&ﬁclﬁﬂﬁe%nﬁ)ﬁm CARSISETHURIBIERIRG if%a computer

network whiehigprniectadhe 10omptiehdiedes using epiiaaldikars) Maweveyitheodateotorwarding module
304 may also be implemented using any protocols which support connection oriented services such as
Asynchronous Transfer Mode (ATM), Frame-Relay, Multi-protocol Label Switching (MPLS), etc. 20

The shared network system 100 also further includes a loop data manager 107. The
functions of the loop data manager 107 will be described later.

15
According to the invention, Internet Protocol (IP) multicast communication is used in the
access network 102 where logical addressing independent of the physical location of the

receiving hosts is supported.

20  Specifically, a set of logical or IP multicast address is reserved and allocated for the use
of the shared network system 100, with each logical address or IP multicast address being
unique. Each looping path 106 defined in the core network 101 is identified by a loop
identifier loopld with each loop identifier being associated with a logical or IP multicast
address in the set. According to the invention, data to be stored in the core network 101

25 are assigned a IP multicast address as the destination address, and are subsequently
forwarded using IP multicast mechanism to the core network 101 to be circulated in the
looping path 106 identified by the loopld which is associated with the corresponding

logical or IP multicast address.

30 It can be seen that the destination address of the data need not be addressed to a specific

destination or physical address of any computer nodes or hosts. When a host (or hosts)
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The communication between the application module 301 and the host 1/0 module 302, and between the
DIN I/O modg{ 0 and the data forwarding module 304 will be described later. 25 The host 1/0 module
302 communicates with the DIN 1/0 module 303 via the communication link 311 using an 1/0 protocol.
The 1/0 protocol will also be described in detail later. The data recovery module 305 may be used to

protect the datacireuiating in dhe loepinth30pathsd8f: Whenithebashk5:has conmunigagsd to the DIN
node 104 to inject data into the core network 101, the data to be injected Is sent from the host 1/0 module

302 to the 2iP8900343"BIN DB HsatidUrssreadaan 318 HrérarRLi83H urn sent to the data recovery
module 305 via a data link 316. The data recovery module 305 encodes the data for protection
purposes, for example using redundancy algorithms. The encoded data is then sent from the data

recovery moQti&*S0ELE tHB Aa S fanPatinig HrolGisossaniala Bdra it s red Bl 8djettdd ifto the core

networks101hEhsrsasasfomvardingpesule 3R4MRAN 1ecalingitiee datadfion thedatasiesovery module
305 injects the data into the corresponding looping path 106 in the core network via a data link 315. In

the event th&? Q5tAErFEatg TRCR oBRiRG Bath 7B bt theSoie BB G isNEsPhPeE8 ¥ torrupted,

the data receyenrymaguip30fhcmayfaeensistcl terdesheaiae faiexampledising pedundaney abgorithms,
and send the reconstructed data to the DIN 1/0 module 303 via the data link 316. The reconstructed data

is in turn serlPHOHHE HEKTE5D BTSSR IR g gstd NidR 31y 1 1fdRdaId bR @ e tHB v arious

modules 301030333k 304,1305shewn Hafiig3 idobothmiehrstsios and the RiNpredadctadenly serve to
illustrate the functions/operations performed by the host 105 and DIN node 104. The exact

implem&ntatlorBF Hasha8e 6% and DIN node 104 may differ from Fig.3. 20 In addition, the various
communication links 310, 311, 312 and the data links 313, 314, 315, 316, 317 only serve to illustrate the

communicati,fn and data flow between the va, iﬁ?us modules of the host 105 arr]fd the DIN node 104.
Specifically, tH§ E8MATNEAISRT BetiredA S S AR Gy the eamRtHicaR dhaiivs8#o, 311, 312
represents thescentielpiapeiot theNL i modules 302ss33wand the datafgipeardinghbeiveandbe various

to the corresponding looping path in the core network to be circulated therein.
15
At time T,, which is a time after T; and when the sending host may still be connected to
the core network or has been disconnected from the core network, a receiving host may
retrieve the data circulating in the looping path by specifying the IP multicast address
associated with the looping path the data is stored in. The DIN node of the access
20  network of the receiving host retrieves the data from the looping path, and the retrieved

data is delivered to the receiving host using standard IP multicast delivery mechanisms.

It can be seen from the above example that forwarding of data from the sending host in
the access network to the looping path in the core network, and from the looping path in
25  the core network to the receiving host in the access network are performed entirely in the
network layer. Also, since IP multicast is used only in the access networks 102, IP
multicast trees set up can be limited in scope to a single or only a few administrative

domains.

30  Three types of looping paths can be defined in the shared network system 100 according

to an embodiment of the invention: system loop, content loop and control loop.
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25 modules via the data links 313, 314, 315, 316, 317 represents the data forwarding plane of the 1/0
modules. It SPQ%']ﬂ%?e noted that the exact physical implementation of the communication and data links
may differ from Fig.3. Figure 4 shows a generic data packet which is to be circulated in the looping path
106 of 30 the core network 101. 22 P100343 The data packet 400 comprises various fields including IP
Header field 401, Content Identifier field 402, Packet Identifier field 403, Timestamp field 404, Lifetime

field 405 and Payload field 406. 5 The Content Identifier field 402 is used to identify the content of the
data packet 400 SYETeionRpid driecdty pRexi e 1§ pam e EoateAtdlona 18 tHe D of that file

may be indicatee inctrazontephidentigriield do2Ihe ddackelidentifierfield-403 is/psed tospecify the

data packet sequence number of the 10 data packet 400. When the size of the content of the file is

greater thanSFEMxifRfui iSRRI MTUYSY tHes dBIPEERERAIAGE WEHILIRORHE AL Backetized
and thesdatenpackehseanencs number-isicontairedhin this Hackehidentfiprdiald 40hefithpgidata packet
400 and also the ensuing data packets. 15 The Timestamp field 404 indicates the time when the data
packet 400 iBhsdf¥y. Data packets 400 having the same content should have the same value in the
Timestamp field 404. The Lifetime field 405 indicates the length of time that the data packet 400 should
20 circulate in the looping path 106 of the core network 101. Data packets 400 having the same content

should have e SYHEVARR SARAEE HakTa 3ritd 25D eReetin throiiaidrr SB A Htko dBing Péths setup in

the core netwaikdQdopnad canteatef wiata pitculRlngritihei papine: Pathisd0p deecshaiaddyy circulating
data containing such 25 information in special data packets in predefined loops in the core network 101.

A sum}r‘f)ary of the types of loops and data packets used in the core network 101 is shown in Table 1.
Number of LopgddestifiesGontant Isientifi®essnption Racketsy comprise the system loop, the

content loops and the control loops.

Figure 3 shows an interface between a host 105 of the access network 102 and a DIN

15 node 104.

The host 105 comprises an application module 301 and a host input/output (I/O) module
302. The DIN node 104 comprises a DIN input/output (I/O) module 303, a data
forwarding module 304 and a data recovery module 305.
20
The application module 301 communicates with the host /O module 302 via a
communication link 310. The application module 301 may send a command to the host
I/0 module 302 via the communication link 310 to request to inject or retrieve data from
the core network 101. The host I/O module 302 interacts or communicates the request to
25  inject or retrieve data with the DIN I/O module 303 via a communication link 311. The
DIN I/O module 303 in turn communicates with the data forwarding module 304 via a
communication link 312, and instructs the data forwarding module 304 to inject or

retrieve data into or from a corresponding looping path 106 in the core network 101.

30  When the host 105 has communicated to the DIN node 104 to inject data into the core
network 101, the data to be injected is sent from the host I/O module 302 to the DIN I/O

20



Contains the size of the loop map in SYSTEM INFO LOOPMAP SIZE1terms of number of LOOP MAP 23

P100343 pa&lfﬁgsj 4§Iso used as a write lock for the loop map. Contains the set of IP multicast addresses

for the use of the shared SYSTEM LOOP INFO MAPMultiplenetwork system, which address is LOOP _
used or unused and the capacity of _ the loop allocated to that address if used. Contains the allocated

capacity anch¥STEN INFOuLOQR<IapidnLdessriptionoh thedosrdentiiiesHby:Feopitaule

<loopid><contentid>1 orContains the content identified by Multiple<contentid>. Contains information

about the looP kg8 gid4 [ OP idErifial bY 2o iR eimdsreaPKeI ™AL e 41558 capacity
and remaining:copaaity efdheiloom GeatainstagsizePiHbesegdnan o erms.af thg nunmeer of

core network 101 via a data link 315.

Similarly, when the host 105 has communicated to the DIN node 104 to retrieve from the

core network 101, the data (to be retrieved) is retrieved from the corresponding looping

path 106 in the core network 101 via the data link 315 by the data forwarding module

304. The retrieved data is sent to the DIN I/O module 303 via the data link 314. The
10  retrieved data is in turn sent to the host I/O module 302 via the data link 313.

The data forwarding module 304 should preferably be implemented using an extended
Generalized Multiprotocol Label Switching (GMPLYS), as this protocols supports not only
the switching of data packets at each computer node, but also supports lambda switching,
15  fiber switching and time-division multiplexing in a computer network which connects the
computer nodes using optical fibers. However, the data forwarding module 304 may also
be implemented using any protocols which support connection oriented services such as
Asynchronous Transfer Mode (ATM), Frame-Relay, Multi-protocol Label Switching
(MPLS), etc.
20
The communication between the application module 301 and the host I/O module 302,
and between the DIN I/O module 303 and the data forwarding module 304 will be

described later.

25 The host I/O module 302 communicates with the DIN I/O module 303 via the
communication link 311 using an I/O protocol. The I/O protocol will also be described in

detail later.
The data recovery module 305 may be used to protect the data circulating in the looping

30  paths 106. When the host 105 has communicated to the DIN node 104 to inject data into

the core network 101, the data to be injected is sent from the host I/O module 302 to the
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<loopid>+1MAP_SIZE1CONTENT_MAP packets, also used as a write lock for the content map. Contains
information %q%gy}e <loopid>+1CONTENT Multiplecontent on <loopid> in terms of the MAP _content
identifier, size and validity of the content. Contains the size and description of <loopid>+1<contentid>1the
content identified by <contentid>. Table 1 The SYSTEM_INFO_LOOP is a predefined loop identifier

which is usupliy ayepteshwith isystam inflormatiompaskets idutingsititializatianotdheshareshingrtwork
system 100. 5 The MAP-SIZE, LOOP-MAP, LOOP-CAPACITY and CONTENT-MAP are predefined

Content Identifet&4b8%6r §edidt d At fHtk 68 the "BALPLT HbniorRAS Sl dd o Rr aiReH Sbopld>+1 is

the control lopppiescthedoomidprtifigdby slaepids ahrifeliowingseadtions dighlightdhesmrins features of
the shared network system 100 according to the invention. 15 I/O protocol 24 P100343 The 1/0 protocol

between the'RoSE /6 RISANIE S And HE BN'ARIMBAHIE S8 HADISS eGSR 105 t Sish to the DIN

node 104 thenpReratigRstke peréorpiwSHChoaperations, neludei hubeulviteddss cieatingna tpeping path,
removing a looping path, injecting 5 data and retrievjng% data. The 1/0 protocol is preferably a lightweight

protocol runfitig 898 Hisrdilb e PatocsISIakcdPdiny ot HE L dHadBIe Idyef ProtBeB iRg e B8¢ reference

model. Exampigs 0f steh Qirtacoloinclide ddsernikatagram Protocol (UDP) and Transport Control
Protocol (TCP).
In the event that data circulating in the looping path 106 of the core network 101 is lost or
10 1is corrupted, the data recovery module 305 may reconstruct the lost data, for example
using redundancy algorithms, and send the reconstructed data to the DIN I/O module 303
via the data link 316. The reconstructed data is in turn sent to the host I/O module 302
via the data link 313.

15 It should be noted that the various modules 301, 302, 303, 304, 305 shown in Fig.3 in
both the host 105 and the DIN node 104 only serve to illustrate the functions/operations
performed by the host 105 and DIN node 104. The exact implementation of the host 105
and DIN node 104 may differ from Fig.3.

20  In addition, the various communication links 310, 311, 312 and the data links 313, 314,
315, 316, 317 only serve to illustrate the communication and data flow between the
various modules of the host 105 and the DIN node 104. Specifically, the communication
between the various modules via the communication links 310, 311, 312 represents the
control plane of the I/O modules 302, 303, and the data forwarding between the various

25  modules via the data links 313, 314, 315, 316, 317 represents the data forwarding plane
of the I/O modules. It should be noted that the exact physical implementation of the

communication and data links may differ from Fig.3.

Figure 4 shows a generic data packet which is to be circulated in the looping path 106 of

30 the core network 101.
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10 The 1/0 protocol maps each operation of the host/DIN node to a request/response pair. Since either
the request 9%}6‘3 Jesponse can be lost over the unreliable protocols in the transport layer, the host 105
initiating the request should preferably re-issue the request after a predefined time. 15 A summary of the
request/response of the 1/0 protocol which may be used in the shared network system 100 is shown in

Table 2. RequgstRespanae Descuphipn &nd-host sigpals tocRitiNaderbatdt wanisahe loepemap. DIN
Node READ READ LOOP LOOP acknowledges re(iuest. DIN Node MAP MAP REQACK _ filters

and sends MAPUERZEicld 1B Pl plsatikets rihi & STERARE O IdaeP EiRe i< AHRs to DIN
Node that it wants @ stoRergeiging the loop_map.

5  The Content Identifier field 402 is used to identify the content of the data packet 400.
For example, if the data packet 400 is part of the contents of a file, the file ID of that file
may be indicated in the Content Identifier field 402.

The Packet Identifier field 403 is used to specify the data packet sequence number of the
10  data packet 400. When the size of the content of the file is greater than the Maximum
Transfer Unit (MTU) of the corresponding network, the content is packetized and the
data packet sequence number is contained in this Packet Identifier field 403 of the data

packet 400 and also the ensuing data packets.

15  The Timestamp field 404 indicates the time when the data packet 400 is created. Data

packets 400 having the same content should have the same value in the Timestamp field

404.

The Lifetime field 405 indicates the length of time that the data packet 400 should
20  circulate in the looping path 106 of the core network 101. Data packets 400 having the

same content should have the same value in the Lifetime field 405.

Certain information about the looping paths setup in the core network 101 and content of
data circulating in the looping paths 106 are shared by circulating data containing such

25  information in special data packets in predefined loops in the core network 101.

A summary of the types of loops and data packets used in the core network 101 is shown

in Table 1.

Loop Identifier Content Identifier Number - of Description
Packets

SYSTEM_INFO_LOOP | MAP_SIZE 1

Contains the size of the loop map in
terms of number of LOOP_MAP
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STOP STOP LOOP LOOP DIN Node acknowledges request. DIN MAP MAP REQACK _ _ __ Node
stops filterin awqés;nding ___MAP_SIZE, LOOP_MAP packets from SYSTEM INFO LOOP. End-host
signals to DIN Node that it wants the loop-info for a particular READ READ LOOP LOOP loop identified
by <loopid>. DIN INFO INFO REQACK _

packets, also used as a write lock for
the loop map.

Contains the set of IP multicast
addresses for the use of the shared
network system, which address is
used or unused and the capacity of
the loop allocated to that address if
used.

Contains the allocated capacity and
SYSTEM_INFO_LOOP | <loopld> 1 description of the loop identified by
<loopld>.

1 or Contains the content identified by
Multiple <contentld>.

Contains information about the loop
identified by <loopld> in terms of
the allocated capacity and remaining
capacity of the loop.

Contains the size of the content map
in terms of the number of
<loopld>+1 MAP_SIZE 1 CONTENT_MAP  packets, also
used as a write lock for the content
map.

Contains information about the
content on <loopld> in terms of the
content identifier, size and validity
of the content.

Contains the size and description of
<loopld>+1 <contentld> 1 the content identified by
<contentld>.

SYSTEM_INFO_LOOP | LOOP_MAP Multiple

<loopld> <contentld>

<loopld>+1 LOOP_CAPACITY 1

<loopld>+1 CONTENT_MAP Multiple

Table 1

The SYSTEM_INFO_LOORP is a predefined loop identifier which is usually created with

system information packets during initialization of the shared network system 100.

The MAP_SIZE, LOOP_MAP, LOOP_CAPACITY and CONTENT_MAP are
predefined Content Identifiers 402 for special data packets in the shared network system
100.

10  The <loopld>+1 is the control loop for the loop identified by <loopld>.

The following sections highlight the various features of the shared network system 100

according to the invention.

15  1/0 protocol
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_ _ _Node acknowledges request. DIN ___ Node filters and sends <loopid> packet from SYSTEM INFO
LOOP. Endy;P;g&%gnals to DIN Node that it STOP STOP LOOP LOOP wants to stop receiving the
loop_info. | INFO REQACK _ _  DIN Node acknowledges request. DIN __ Node stops filtering
and sending 25 P100343 <loopid> packet from SYSTEM_INFO_LOOP. End-host signals to DIN Node
that it

The /0 protocol between the host I/O module 302 and the DIN I/O module 303 enables
the host 105 to signal to the DIN node 104 the operations to perform. Such operations
include, but not limited to, creating a looping path, removing a looping path, injecting

5  data and retrieving data.

The 1/O protocol is preferably a lightweight protocol running over unreliable protocols
according to the transport layer protocol in the OSI reference model. Examples of such

protocols include User Datagram Protocol (UDP) and Transport Control Protocol (TCP).

10
The 1/0 protocol maps each operation of the host/DIN node to a request/response pair.
Since either the request or the response can be lost over the unreliable protocols in the
transport layer, the host 105 initiating the request should preferably re-issue the request
after a predefined time.

15

A summary of the request/response of the I/O protocol which may be used in the shared

network system 100 is shown in Table 2.

Request Response Description
End-host signals to DIN Node that it
wants the loop_map. DIN Node
acknowledges request. DIN Node
filters and sends MAP_SIZE,
LOOP_MAP packets from
SYSTEM_INFO_LOOQOP.
End-host signals to DIN Node that it
wants to stop receiving the loop_map.
DIN Node acknowledges request. DIN
Node stops filtering and sending
MAP_SIZE, LOOP_MAP packets from
SYSTEM_INFO_LOOQOP.
End-host signals to DIN Node that it
wants the loop_info for a particular
loop identified by <loopld>. DIN
Node acknowledges request. DIN
Node filters and sends </loopld> packet
from SYSTEM_INFO_LOOP.
End-host signals to DIN Node that it
wants to stop receiving the loop_info.
STOP_LOOP_INFO_REQ STOP_LOOP_INFO_ACK DIN Node acknowledges request. DIN
Node stops filtering and sending

READ_LOOP_MAP_REQ READ_LOOP_MAP_ACK

STOP_LOOP_MAP_REQ STOP_LOOP_MAP_ACK

READ_LOOP_INFO_REQ READ_LOOP_INFO_ACK
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ADD LOOP wants to add a DIN loop. DIN Node SUCCESS _ ADD_LOOP_REQ __ returns success or
failure depe@)qi on or ADD LOOP FAIL whether the loop was successfully added to the system.
End-host signals to DIN Node that it wants to write to a DIN loop. DIN WRITE WRITE_SUCCESS orNode
returns success or failure REQ _ WRITE-FAILdepending on whether data packets from the end-host were

successfull
particular Ig

y written to the Toop. End-ho
op identified by <loopid>. D

st signals to DIN Node that it
N

wanjsthe.gentent-map for a
SYSTEM_INFO_LOOP.

READ_CO
filters and s
that it want
STOP_CO

NTENT_MAP_REQREAD (

e/{BB M’)A(‘FP—EE E, CONTEN

5'to stop recelving the conte

NTENT_MAP_REQSTOP_Q

JONTENT_MAP_ACKNode &
TAVMAR paekets frayn <loopid:
nem&y_DININGYE
ONTENT_MAP_ACKacknow

\Ickdwletdiges relglesedDiNt Node

L yantp é%\é IN:
re%drr;EstQQccegs orgla@jrag %@n@i@o’h‘ 0

whether the loop was successfully

ledges moyast. DIN Node stops

A4

|joN

>

filtering anc

| sending MAP_SIZE,

WRITE_REQ

WRITE_SUCCESS or
WRITE_FAIL

End-host signals to DIN Node that it
wants to write to a DIN loop. DIN
Node returns success or failure
depending on whether data packets
from the end-host were successfully
written to the loop.

READ_CONTENT_MAP_REQ

READ_CONTENT_MAP_ACK

End-host signals to DIN Node that it
wants the content_map for a particular
loop identified by <loopld>. DIN
Node acknowledges request. DIN
Node filters and sends MAP_SIZE,
CONTENT_MAP packets from
<loopld>+1.

STOP_CONTENT_MAP_REQ

STOP_CONTENT_MAP_ACK

End-host signals to DIN Node that it
wants to stop receiving the
content_map. DIN Node
acknowledges request. DIN Node
stops filtering and sending MAP_SIZE,
CONTENT_MAP packets from
<loopld>+1.

READ_CONTENT_INFO_REQ

READ_CONTENT_INFO_ACK

End-host signals to DIN Node that it
wants the content_info for a particular
content identified by <contentld>. DIN
Node acknowledges request. DIN
Node filters and sends <contentld>
packet from <loopld>+1.

STOP_CONTENT_INFO_REQ

STOP_CONTENT_INFO_ACK

End-host signals to DIN Node that it
wants to stop receiving the
content_info. DIN Node acknowledges
request. DIN Node stops filtering and
sending <contentld> packet from
<loopld>+1.

READ_REQ

READ_ACK

End-host signals to DIN Node that it
wants to read content corresponding to
<contentld_filter>. DIN Node
acknowledges request. DIN Node
filters and sends packets corresponding
to <contentld_filter> from <loopld>.

STOP_READ_REQ

STOP_READ_ACK

End-host signals to DIN Node that it
wants to stop receiving content
corresponding to <contentld_filter>.
DIN Node acknowledges request. DIN
Node stops filtering and sending
packets corresponding to
<contentld_filter> from <loopld>.

LISTEN_REQ

LISTEN_ACK

End-host signals to DIN Node that it
wants to listen for the arrival of new

content on <loopld>. DIN Node
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CONTENT _MAP packets from <loopid>+1. End-host signals to DIN Node that it wants the content-info
for a particulgfo%lsiﬁD READ CONTENT CONTENT content identified by <contentid>. DIN INFO INFO
REQACK _  Node acknowledges request. DIN __ Node filters and sends <contentid> packet from
<loopid>+1. End-host signals to DIN Node that it wants to stop receiving the STOP STOP CONTENT
CONTENT |content-info. DIN Node ackifowledges INFO acknowledges request. DIN Node
filters and sends <contentld> packet
from <loopld>+1 when new content
corresponding to <contentld> is written
to <loopld>.

End-host signals to DIN Node that it
wants to stop listening for the arrival of
new content on <loopld>. DIN Node
acknowledges request. DIN Node
stops filtering and sending <contentld>
packet from <loopld>+1 when new
content corresponding to

<contentld> is written to <loopld>.
End-host signals to DIN Node that it
wants to take content corresponding to
<contentld_filter>. DIN Node
acknowledges request. DIN Node
marks the content as invalid in the
TAKE_REQ TAKE_ACK content_map and removes the
<contentld> packet(s) corresponding to
<contentld_filter> from <loopld>+1.
DIN Node filters and sends packets
corresponding to <contentld_filter>
from <loopld>.

End-host signals to DIN Node that it
wants to stop receiving content
corresponding to <contentld_filter>.
STOP_TAKE_REQ STOP_TAKE_ACK DIN Node acknowledges request. DIN
Node stops filtering and sending
packets corresponding to
<contentld_filter> from <loopld>.
End-host signals to DIN Node that it
wants to remove content corresponding
to <contentld_filter>. DIN Node
acknowledges request. DIN Node
marks the content as invalid in the
content_map and removes the
<contentld> packet(s) corresponding to
<contentld_filter> from <loopld>+1.
End-host signals to DIN Node that it
REMOVE_LOOP_REQ REMOVE_LOOP_ACK wants to remove a DIN loop. DIN
Node acknowledges request.

STOP_LISTEN_REQ STOP_LISTEN_ACK

REMOVE_REQ REMOVE_ACK

Table 2

Packet Request Tree

5 The DIN I/O module 303 accesses data in the looping paths 106 through the data
forwarding module 304. When a request is made by the host 105 to retrieve data from a

particular looping path 106, the data forwarding module 304 retrieves the data packets
circulating in that looping path 106 to the DIN I/O module 303. The DIN I/O module
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INFO REQACK _ _ _ _request. DIN Node stops filtering and __ sending <contentid> packet from
<loopid>+1. E%%%Qﬁt signals to DIN Node that it wants to read content corresponding to READ READ
<contentidjilter>. DIN Node REQACK __acknowledges request. DIN Node filters and sends packets
corresponding to <contentidjilter> from <loopid>. End-host signals to DIN Node that it wants to stop

receiving contentsGerrsRANding 1acaantentidiliest XM REARRERSTLPLREADMKLIN Node

acknowledges request. DIN Node stops filtering and sending packets corresponding to <contentidjilter>
from <loopid® BRdHBLPSEARATBAINNSYe that it LISTEN_REQLISTEN_ACKwants to listen for the
arrival of new content on <loopid>. DIN Node 26

The filtering of the data packets may be done on part of the Content Identifier 402 and the
5  Packet Identifier 403 of the data packets. Accordingly, prefix matching algorithms
similar to those used for IP address lookup [5] may be used here. One such algorithm
that provides fast lookup and is suitable for hardware implementation [6] is based on a

tree structure, known as a multibit trie structure.

10  The Content Identifier 402 and the Packet Identifier 403 of the data packets may be
represented as nodes of a multibit trie, thus forming a Packet Request Tree (PRT). The
PRT is made specific to each looping path, and has nodes representing the Content
Identifiers 402 and/or the Packet Identifiers 403 of the data packets requested by the host
105 to be retrieved.

15
In an example, the Content Identifier field 402 and the Packet Identifier field 403 are
each 16 bits long. Assuming there are three requests for data packets in a looping path

106 as follows:

20 Request 1: Content Identifier = xFF*
Request 2: Content Identifier = xFO11
Request 3: Content Identifier = x1000,

Packet Identifier = x8A26

25  Figure 5 shows the PRT 500 representing the above three requests.

The PRT 500 of Fig.5 comprises a plurality of nodes 501, including three end nodes 502,
503, 504. The first end node 502 represents the Request 1, the second end node 503
represents the Request 2, and the third end node 504 represents the Request 3.

30
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P100343 acknowledges request. DIN Node filters and sends <contentid> packet from <loopid>+1 when
new content %r(ggz?gonding to <contentid> is written to <loopid>. End-host signals to DIN Node that it
wants to stop listening for the arrival of new content on <loopid>. DIN Node STOP STOP LISTEN
LISTEN acknowledges request. DIN Node REQACK _ _ stops filtering and sending <contentid>

packet from logpidzil WReBNeW Content CosRSRRNINGIR ISCORteNtiER is wiittend9oripapidz. End-host

signals to DIN Node that it wants to take content corresponding to <contentidjilter>. DIN Node

acknowledg8¥redueSt- DI INBUE ARG BRekEbhtEHIHS thbAIidGnda forwarding module 304 is
TAKE_REQTAKE AGKcoRtEnke-Mapadiempyes hriceonientiid>nacketisd GResRodnG 1o

<contentidjilter> from <loopid>+1. DIN Node filters and sends packets
Identifiers 402 and/or Packet Identifiers 403 match the end nodes of the PRT 500 are

5  subsequently retrieved by the DIN I/O module 303 as the requested data packets.
Reliable Transportation of Data Packets

When a request for reading data packets is issued by the host 105, the read request is
10  added to the PRT 500 as an end node. The request for reading data packets will persist
until a request to stop reading the data packets is issued by the host 105. In other words,
the end node in the PRT 500 corresponding to the read request will not be removed until

a request to stop reading the data packets is issued.

15  This means that the requested data packets are continually sent to the host 105 requesting
the data packets, as the requested data packets continue to circulate in the corresponding

looping path and is retrieved by the corresponding DIN node.

Such duplicate or multiple requested data packets decrease the probability that the
20  requesting host 105 is not able to receive the requested data packets (e.g. to re-create the
content) due to packet loss since packet loss is highly probable in the unreliable multicast

protocol used for data delivery.

In the control loop loopld+1, data packets containing information about the size of the
25  content in the content loop loopld can be retrieved by the host 105. From the loopld
content loop, the host 105 then retrieves the content in the form of data packet(s) having
the Content Identifier corresponding to the requested content. With a knowledge of the
size of the content and from sequencing the Packet Identifier of the received data packets,
the entire content from the content loop can be re-created by the host 105. Once the
30 entire content has been created, the host 105 issues a request to stop reading the data

packets from the looping path (content loop).
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corresponding to <contentidJilter> from <loopid>. End-host signals to DIN Node that it wants to stop
receiving cog%%ggrresponding to <contentidjilter>. STOP_TAKE_REQSTOP_TAKE_ACKDIN Node
acknowledges request. DIN Node stops filtering and sending packets corresponding to <contentidjilter>
from <loopid>. End-host signals to DIN Node that it wants to remove content corresponding to
<contentidJilter>. DIN Node REMOVE REMOVE acknowledges request. DIN Node REQACK __marks
the content as invalid in the content map and removes the <contentid> packet(s) corresponding to

<contentidjilteFSTHE Lo piaRast | Bpdopy Lt LG ARfs (9 S IRISWE fisadipe the data packets before

REMOVE_L@QORREQREMQ\E4LO0 R AMakwants toniamnyeiasiiNaoep: RHY Nodeagknawledges
request. Table 2 Packet Request Tree 5 The DIN 1/0 module 303 accesses data in the looping paths 106

through the S4A o dGAHS Y 304 ivHEN B HEGUESS RfsdE By IR ALt IEE D i

particular logpifgnpatindd6: thendataiferwardinensnosilec304sietlieyessthe datapacketsceiigdlating in that
looping path 106 to the DIN I/O module 303. The DIN 1/0 module 27 P100343 303 is responsible for

filtering the rEquBStEd 84t PadketaHrBRMRETata badkEtg Yetridsgages. but only acknowledge

10

15

20

25

30

(NAK) the missing messages. This improves the scalability of such reliable multicast

protocols by preventing message implosion at the host 105.

Request Suppression

Request suppression relates to reducing the number of requests sent by the host 105 to the
DIN node 104 for the same content. Request suppression can prevent request implosion
at the DIN node 104 when a very popular content is being distributed over the core

network 101.

Before sending a request by the host 105, the host 105 “senses” for the content in the core
network 101 by listening on the IP multicast address corresponding to the looping path
106 containing the content desired to be requested. If the desired content is already being
sent from the core network 101, the host can then receive the content directly from the

core network 101 without sending a request for the content to the DIN node 104.

If the desired content is not available to be retrieved from the core network 101, the host
105 waits for a time duration, which can be randomly chosen from a predefined time
duratien interval, before determining if the desired content is available, and subsequently
sends a request for the desired content when it is not available. If during the time
duration of waiting, another host sends a request for the same desired content, the host

105 then “suppresses” its own request for the desired content.

Hosts 105 determine whether other hosts 105 are sending request for the desired content

in the content loop loopld by requiring the other hosts to broadcast their requests in the

30
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by the data forwarding module 304. The filtering of the data packets may be done on part of the Content
Identifier 40%% the 5 Packet Identifier 403 of the data packets. Accordingly, prefix matching algorithms
similar to those used for IP address lookup [5] may be used here. One such algorithm that provides fast
lookup and is suitable for hardware implementation [6] is based on a tree structure, known as a multibit

trie structure;ckirding pMeplddentifiar Q2 ard-hierbagkehldgrtifier o3 ofithaidata paskets may be

represented as nodes of a multibit trie, thus forming a Packet Request Tree (PRT). The PRT is made
specific to eé‘@?ﬁd&ping path, and has nodes representing the Content Identifiers 402 and/or the Packet
Identifiers 403 of the data packets requested by the host 105 to be retrieved. 15 In an example, the
Content Identifier field 402 and the Packet Identifier field 403 are each 16 bits long. Assuming there are

three requesteFBr oIS bENSES PR TBEPIAY PR StHE S HINGWS: SPBIREfuE% M EonteRtIMifier = xFF*

Request 2: GententidantiierypbOdliaReqresicdsieantetddentifier = x1000, Packet Identifier = x8A26
25 Figure 5 shows the PRT 500 representing the above three requests. The PRT 500 of Fig.5 comprises

a plurality of nodes 501, including three end nodes 502, 503, 504. The first end node 502 represents the
Request 1, thaseonnd enthiagde S03 represents the Request 2, and the third end node 504 represents
the Request 3. 30 28 P100343 To filter the requested data packets from the data packets retrieved by the
data forwarding module 304, each of the data packets retrieved by the data forwarding module 304 is

made to traversedbe BRnboAgdatarpacketshaving theikepuesprndingHsasientrddeniifietm @02 and/or
Packet Identifiers 403 match }he end nodes of the PRT 500 are %subsegﬁuentl%%etrieved by the DIN 1/0
modulé 303 BEtE réqibsted dd patibts | Keaufe 1raiispomtation of Datd Palkargackets dre

removed by the loop data manager 107 because they either have expired lifetime or has
been marked as invalid in their corresponding content map because they have been

explicitly taken or removed by hosts 105.

15  The loop data manager 107 determines the data packets to be removed by reading the
content map of each content loop and creates a PRT for data packets which have been
marked as invalid in the content map for the loop. For each content loop, the loop data

manager 107 removes the data packets if they corresponds to the end nodes of the PRT.

20  The loop data manager 107 also checks the Lifetime field 404 and the Timestamp field
405 (refer to Fig.4) of the data packets. If the difference between the current time and the
value of the Timestamp field 405 is greater than the value of the Lifetime field 404, the

data packets are removed.
25  When all the content loops have been processed by the loop data manager 107, the loop
data manager 107 then updates the loop capacity and the content map of the content

loops.

Listening
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When a request for reading data packets is issued by the host 105, the read request is 10 added to the
PRT 500 as node. The request for reading data packets will persist until a request to stop reading
the data packets is issued by the host 105. In other words, the end node in the PRT 500 corresponding
to the read request will not be removed until a request to stop reading the data packets is issued. 15 This

means that thentgguesteshdatanackets agpaentinuallycent ethadastdlOhdeauesting phedata packets,
as the requested data packets continue to circulate in the corresponding looping path and is retrieved by

the correspaHBiHgCEId HbaEhSeeR BapRtatddr multiple requested data packets decrease the probability
that the 20 requesting host 105 is not able to receive the requested data packets (e.g. to re-create the
content) due to packet loss since packet loss is highly probable in the unreliable multicast protocol used

for data deliVERFIY e ASHtroPTOTH ISoplrfEr dathpLn i@ GditaintRg ittt A Rankah SORIHNE 8 e of the 25

contentidn thp centensdaeR leanid.cancheatrievestydhediashi Qanfrrmdpedopplgigomiant kaop, the host
105 then retrieves the content in the form of data packet(s) having the Content Identifier corresponding to

the requested¥Yfteht. WilkFis kgL Bete Sdibr A EshioPaltanfei sdyteneing! tAdPacket

Identifier of the keceiveddatenpackette thecentire camentiromn the gomiensdeopogai hergycigated by the
host 105. Once the 30 entire content has been created, the host 105 issues a request to stop reading the

data packetd¥rSME®Goping path (content loop). 29 P100343 Alternatively, the host 105 may issue the
request to stop reading the data packets before the entire content is created. In this case, the host 105
issues a new read request for the missing data packets only. This is similar to the negative
acknowtedgeMERPAYRR P8 YR8 mes used in some reliable multicast protocols such as PGM [7]. In these
schemes, the DIN node do not acknowledge (ACK) request messages, but only acknowledge (NAK) the
missing mess% es. This improves the scalability of such reliable multicast é)rotocols by preventing

message imPIoGoH S RS 13501 6 REGUBS L ERIOFE s STOH RSt S prRLa i oriFe el 3BV reducing the
number of reguests. saMeby the hestako9ieithry RibhvivedeukOd forfthe sasneoeantentiReguest suppression
can preventﬁeque tquPIosion . . ) : : :
or scalability across a wide-area, multiple servers with replicated information are often
15 used. This gives rise to the problem of maintaining consistency with replicated

information.

Information services can be provided in the shared network system 100 according to the
invention by using the looping paths 106 in the core network 101 to share information

20  among the hosts 105 distributed over the access networks 102.

Since only one copy of the information circulates in the looping path 106, consistency
control of the information is not necessary. However, when more than one hosts 105
want to update the information circulating in the looping path 106, concurrency control
25 can be implemented using write-lock packets. Accordingly, only host 105 which

managed to retrieve the specific write-lock packet is able to update the information.
The write-lock packets may be special data packets injected in the looping paths 106.

Alternatively, data packets already circulating in the looping paths 106 may be used as
30  the write-lock packets. Examples of such data packets include the data packets in the
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at the DIN node 104 when a very popular content is being distributed over the core 15 network 101.
Before send'gl% rﬁguest by the host 105, the host 105 "senses" for the content in the core network 101
by listening on the IP multicast address corresponding to the looping path 106 containing the content
desired to be requested. If the desired content is already being 20 sent from the core network 101, the

host can the@ﬁ%?ﬁ‘l’@‘oﬁ"%ﬁ@éﬂ%ﬁ qidf(ﬁﬁtluefm{g the reorermetwaerk 19 wishowt senwding rRiseguest for the
content to the DIN node 104. If the desired content is not available to be retrieved from the core network

101, the hosti4®5 waits for a time duration, which can be randomly chosen from a predefined time 25
ration interval, before determining if the desired content is available, and subsequently sends a request
for the desired content when it is not available. If during the time duration of waiting, another host sends

a request folHteranbdassadhonrmicatiemadulssapl fheshpi L a0 éwn request for the desired

contents30 Hosts 105 determine whether other hosts 105 are sending request for the desired content in
the content loop IooP_Id by requiring the other hosts to broadcast their r%%uests in the 30 P100343 control
|

loop loopld-+H RrHIRRISAHHE BREBIE P Hh itk 42t lathgr &L iiad Hashidht 155D Hsopid). [&d Rt tiest

suppressionIneehapisidessribedabpyaimaimilar to the NAK suppression 5 used in the PGM type of
reliable multicast protocols [7]. Loop Data Manager The loop data manager 107 as shown in Fig.2 is

responsible for physically removing data 10 packets from the looping paths 106 in the core network 101.

Such data paskesseaiadevravediby thadoepndatapranagen Hhiabrcause theyneithedhaus.expired lifetime
or has been marked as invalid in their corresponding content map because they have been explicitly

taken of removed by hosts 105. 15 The loop data manager 107 determines the data packets to be

removed by reading the.gonientmap oficackscamentdoop ansucreatesa RRIbdes data packets which
have been marked as in\/ﬁ{lﬁ in the{j:snterzt map for th%Ioop. For each content lo g thz loop data
S

manager 107 FAIROVRLRE HAApECKRtE} tREY-CitPeshON AL b-tHE &l ABS 5t The loop
data manageiiclO7lRisoichecksdhailifetimefielthd Mdangd thadimestanp fieltl 1oop with loopld

has been added to the core network, the loop_map will also indicate the storage capacity

15  of the loop.

read_loop_info(loopld, loop_info) retrieves information specific to the loop with loopld.
This information pertains to the storage capacity and a description (if available) of the
loop.
20
add_loop(loopld, loop_size, route, description) creates a DIN loop identified by loopld
and with storage capacity of loop_size. The route parameter, if it is not NULL, specifies
the list of DIN Nodes/routers that the DIN loop should pass through. The description
parameter, if it is not NULL, is added to the information about the loop which can be
25  retrieved with read_loop_info. Since the capacity of the DIN network is finite, it may be
not be possible to create the loop in the DIN network. In this case, add_loop should

return with a fail status.
write(loopld, buffer, buffer_size, contentld, lifetime, description) injects data in buffer of

30  size buffer_size into loop with loopld. 1f buffer_size is greater than the MTU of the

network, the data will be packetized. contentld specifies the value of the Content
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405 (refer to Fig.4) of the data packets. If the difference between the current time and the value of the
Timestamp fgilgjoé% is greater than the value of the Lifetime field 404, the data packets are removed. 25
When all the content loops have been processed by the loop data manager 107, the loop data manager
107 then updates the loop capacity and the content map of the content loops. Listening 30 31 P100343 A

host 105 canglisten’ eria loRingaath 06 apstbe infesmeg yhennewdatapackeln. afrdniested into the

looping path 106. Whenever a new content is placed in the loop loopld, a control data packet containing

5 informatiof"abGtEenfy ARy it Walhle e dfsaTirdH Lon®arisdp forisoplectiRitds ftE6hid+. If

there is a hospAisteningonthis sontieliaapdeopld-il thisrcontrol datacpasket witbbe sent antacthe access
network 102 by the DIN node 104 to notify the listening host. 10 Information Sharing Information

services, alsGkRBWMAY BirB GNP s erthitasd avtirr edsentisr pAk{ b misery NS /aBinly Phie88Rices are
typicallysprovided wsingifasmnatigpsondirecign: Ser elsuikardsaalakilihe asspssa widesarea faultiple
servers with replicated information are often 15 used. This gives rise to the problem of maintaining
consistency WitH Feisitted Britdthadsh: information services can be provided in the shared network
system 100 according to the invention by using the looping paths 106 in the core network 101 to share
information 20 among the hosts 105 distributed over the access networks 102. Since only one copy of

the informatiGi GitElN&TEs TH RN 165hinG Peth 168) ESHSISTR HYY "RaHAB PEP & IS SRYicH 18 HiSt necessary.
However, whespraeiie thanonehesisk0bayamhtocupgate the tfermationcoculating i thelleeping path
106, concurrency control 25 can be implemented using write-lock packets. Accordingly, only host 105
which ‘Hanaded 8 e HBURBRHERNTE:lock packet is able to update the information. The write-lock
packets may be special data packets injected in the looping paths 106.

read_content_info(loopld, contentld, content_info) retrieves information specific to the
content with contentld found on loop identified by loopld. The information pertains to
the size and a description (if available) of the content.

15
listen(loopld, contentld, content_info) waits for the arrival of new content on the loop
with loopld. When new content arrives on the loop, listen returns with information about

the content in contentld and content_info.

20 read(loopld, buffer, buffer_size, contentld_filter) retrieves data from loop with loopld
into buffer of size buffer_size. If contentld_filter is NULL, then all the packets on the
loop will be retrieved. Otherwise, only the packets with content identifier field matching

the contentld_filter will be retrieved.

25  take(loopld, buffer, buffer_size, contentld_filter) is the same as read except that the

retrieved data is also removed from the loop.
remove(loopld, contentld_filter) is the same as take except that data is not returned to the

end-host.
30
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Alternatively, data packets already circulating in the looping paths 106 may be used as 30 the write-lock
packets. Ex qf;u(%gﬁgof such data packets include the data packets in the 32 P100343 system loop or
control loops having MAP_SIZE as the value of the Content Identifier field. Interface between the
application module and the host I/O module 5 The application module 301 can call the following functions

onto the hostLi0\maduie3P2A0-pedeEmnspesinlizesh opssationsy the operation af theifungtions from the
application module 301 is summarized below. 10 read_loop_map(loop_map) retrieves information about

the set of lodfs it Walh erearaxtdd ikl thE! BN S Oirto TOuE- S PRE198}:map contains a set of
looplds and their allocation status. If the loopld has been allocated, that is, a DIN loop with loopld has
been added to the core network, the loop-map will also indicate the storage capacity 15 of the loop.

read_loop_infotIoBRTHOBoeitfd) s fREs i giciiie RPINE PRt O dPRYi&iAformation

pertainssto theogiaragel capacitylandadeseriptian tibavailableyahihe deppnloadst iaep(apld, loop-size,
route, description) creates a DIN loop identified by loopld and with storage capacity of loop-size. The

route paramatar St 08t NULPe Shebifids” thdfst 3Y BikENBes/routers that the DIN loop should pass

through. The description parameter, if it is not NULL, is added to the information about the loop which
can be 25 retrieved with read loop_info. Since the capacity of the DIN network is finite, it may be not be

possible to e S foHNGH TRl BN AR ORI i L BRLRNSHE- 158 5 SO ettt WitR S i status.

write(loopld, tbuffetinbufiehsizeucanientld; lifetimesdessriptian)dinjects dataforbufipe ol SQ sizg buffer_size
into loop with loopld. If buffer_size is greater than the MTU of the network, the data will be packetized.

contentid speEiiERH& it of the Content 33

Interface between the DIN I/O module and the data forwarding module

Similarly, the DIN I/O module 303 can call the following functions onto the data

15  forwarding module 304 to perform specialized operations.
The operation of the functions from the DIN I/O module 304 is summarized below.

add_loop(loopld, loop_size, route) creates a DIN loop identified by loopld and with
20  storage capacity of loop_size. The route parameter, if it is not NULL, specifies the list of
DIN Nodes/routers that the DIN loop should pass through. Since the capacity of the DIN
network is finite, it may not be possible to create the loop in the DIN network. In this

case, add_loop should return with a fail status.

25  tap_loop(loopld) taps the DIN loop identified by loopld. When a loop with loopld is
tapped, a copy of the packets with loopld is made and passed to the calling function.

Figure 6(a) illustrates a tap_loop.
open_loop(loopld) opens the DIN loop identified by loopld. When a loop with loopld is

30  opened, packets with loopld are passed to the calling function and packets from the

calling function are forwarded onto the loop. Figure 6(b) illustrates an open_loop.
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P100343 Identifier field to be inserted in the packet(s) corresponding to the data. lifetime specifies the
value of the tHf&gngg field to be inserted in the packet(s). See Section 3, Packet Format. The description
parameter, if it Is not NULL, is added to the information about the content which can be retrieved with
read-content-info. Since the capacity of the loop 5 is finite, it may not be possible to inject the required
data into the loop. In this case, write should return with a fail status. read_content_map(loopld,
content_map) retrieves information about all the content in the Io% with loopld into content-map. The

content-mapf €Ot GosEl oF Contemiad I dopre [en S ekt e oY eEBontirly W htap d 1s
read_contentdeda(loapldicantentidygontientrinfoh setrieyasdnfermation speaificdaithe ©aotem with
contentld found on loop identified by loopld. The information pertains to the size and a description (if
available) of tHa ot U H&teh 0BpId Fdntentld, content-info) waits for the arrival of new content on
the loop; with loopld. When new content arrives on the loop, listen returns with information about the
content in contentld and content-info. 20 read(loopld, buffer, buffer_size, contentldJilter) retrieves data

from loop witK/ T8I TRI BaEr SESYED e D2&09p ddrtditrjitdr iea{s L Wheh &n'ai® phitRets on the
loop will be rBjgved. @theiseconhthePacketsawitbeoptentidemifier fisieh makebipendae.contentldjilter
will be retrieved, 25 take(loopld, buffer, buffer_size, c,ontentlc(i)'ilter) is the same as read except that the
retrieved datid ¥R ERO VY ORI A A0 P s HISVEHbEIIY ‘Bt Sitdf s the same as take except
that data is not returned to the end-host. 30 34 P100343 remove_loop(loopld) removes the loop with
loopld from the DIN network. All data in the loop will be removed and will no longer be accessible by the

end-hddts. THEE RS dbsimmsti gl 9P e b S ipR 584815 8% inctions the application 5
module 301 may call onto the host 1/0 module. A detailed explanation of each of the
- read_loop_map
Figure 7 shows a flow diagram between the host I/O module 302, the DIN I/O module
15 303 and the data forwarding module 304 when the function read_loop_map is called by

the application module 301.

In block 700, the application module 301 calls read_loop_map to the host I/O module
302 via communication link 310. The host I/O module 302 sends
20 READ_LOOP_MAP_REQ (block 701) to DIN I/O module 303 via communication link
311. The DIN I/O module 303 sends READ_LLOOP_MAP_ACK to the host I/O module

302 via communication link 311.

The DIN I/O module 303 determines if SYSTEM_INFO_LOOP PRT exists (block 702).
25 If SYSTEM_INFO_LOOP PRT exists, the DIN I/O module 303 adds MAP_SIZE and
LOOP_MAP nodes to the PRT (block 703). Else, the DIN I/O module 303 creates the
SYSTEM_INFO_LOOP PRT (block 704) with MAP_SIZE and LOOP_MAP nodes.
The DIN I/O module 303 calls tap_loop(SYSTEM_INFO_LOOP) to the data forwarding
module 304 via communication link 312.
30
The data forwarding module 304 copies and sends packets (block 705) on
SYSTEM_INFO_LOOP to the DIN I/O module 303 via data link 314. The DIN 1/O

36



above functions will be given later using flow diagrams. It should be noted that the above described
functions ar%p&}ge&haustive, and it is possible to define further functions for the host 1/0 module 302 to
perform operations not 10 described above. Interface between the DIN I/O module and the data
forwarding module Similarly, the DIN 1/0 module 303 can call the following functions onto the data 15

forwarding mashule: 3% te Ipetfarn specialized.aperationsy Sirewperation edhre functigns feganthe DIN 1/0
module 304 is summarized below. add_loop(loopld, Iooggsize, route) creates a DIN loop identified by

loopld and w23 &(5rad 4pabin) iTobissite (RREKdUfE farambBest, it RUGINUEL Y dpdtifies the list
of DIN Nodeg#ieuters that the DIN loop should pass through. Since the capacity of the DIN network is
finite, it may not be possible to create the loop in the DIN network. In this case, add-loop should return
with a fail status. 25 tap_loop(loopld) taps the DIN loop identified by loopld. When a loop with loopld is

tapped, 22 copycof sherpnekeisiwihleopleissnpdeand passedioihe calingdunstiantafigure 6(a)
illustrates a taﬁa-loo‘f)g open_loop(loopld) opens the DIN loop identified by loopld. When a logp with loopld

is 30 openel? PHCKAEVHRA RS/ APE-FAER &Y T tARPEA R FIINGEh AHd PR CREIE YR 98 183iling function

are forwardegi ontateerneapy Bigusa B} ithustsatesnan sperrlaapoB5SNEAPOR43 ) Closeclaop(laapld) closes
the DIN loop identified by loopld. When a loop_with loopld is closed, packets with loopld are no longer
copied nor pRSSELF 1 thdI L MRGHIRCHEN [Blydied 6(c) illustrates a close-loop. 5 remove_loop(loopld)
removes the DIN loop identified by loopld. When a loop with loopld is removed, the path, for example
Label Switched Path E$/LSP), cirreﬁgondin%qgto the loap will be torn down and all packets with. loopld will be

discard€d. 16NAJSHRREGhBPHE rih oS BhttdabY te-Xhplication Mdtule3d10 PedusotiizHap Figure 7

shows a flow cliagrameiwesto 3he, hast:140 medule R02ptir7l Nnl/0.00HUIe APY303: anshthredata
forwarding QAU SP4WSY BT P SEIT 1 e cans
close_loop(SYSTEM_INFO_LOOP) onto the data forwarding module via

communication link 312.

15
The data forwarding module stops copying and sending packets on
SYSTEM_INFO_LOOQP to the data link 314 (block 709).
- read_loop_info

20

Figure 8 shows a flow diagram between the host I/O module 302, the DIN I/O module
303 and the data forwarding module 304 when the function read_loop_info is called by

the application module 301.

25 In block 710, the application module 301 calls read_loop_info to the host I/O module 302
via communication link 310. The host I/O module 302 sends READ_LOOP_INFO_REQ
(block 711) to DIN I/O module 303 via communication link 311. The DIN I/O module
303 sends READ LOOP_INFO_ACK to the host I/O module 302 via communication
link 311.

30
The DIN I/0 module 303 determines if SYSTEM_INFO_LOOP PRT exists (block 712).
If SYSTEM_INFO_LOOP PRT exists, the DIN I/O module 303 adds <loopld> node to
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the application module 301. In block 700, the application module 301 calls read_loop_map to the host 1/0
module SOZP%igqgg?munication link 310. The host 1/0 module 302 sends 20 READ_LOOP_MAP_REQ
(block 701) to DIN 1/0 module 303 via communication link 311. The DIN 1/0 module 303 sends
READ_LOOP_MAP_ACK to the host 1/0 module 302 via communication link 311. The DIN 1/0 module

303 determinespRSYBIHEMZINF@1dORQPRR T/existsi (pogks 192)c 2 éf SYSTHIM INVEOLOPP PRT
exists, the DIN 1/0 module 303 adds MAP-SIZE and LOOP_MAP nodes to the PRT (block 703). Else, the

DIN 1/0 modufie' 308'erdates the S¥STERAFO "CéoP PRF (bidbk 70%) withWiAP S8izEedtd
LOOP_MAP:nodesy e BIN 1/Qrapduter8d3 calls dap_lagp(SYSWeMinNF@ QO P)twthe data

forwarding module 304 via communication link 312. 30 The data forwarding module 304 copies and
sends packet€BIRIET0%) BRk SYSTEM-INFO-LOOP to the DIN 1/0 module 303 via data link 314. The
DIN 1/0536 P100343 module 303 filters the packets by traversing SYSTEM_INFO_LOOP PRT, and sends
MAP_SIZE and LOOP_MAP packets (block 706) to the host 1/0 module 302 via data link 313. 5 The host

1/0 module 308 cf&ites POOAIHRD BRI pikketSRESeivad fromddatiilki 31 L 56K #07)%8nd sends

loop-map to ghesapplicativn maesiule B0hyviapommunicationinkyid 1 d hehosul/Ommodule 302 also sends
STOP_LOOP_MAP RE% to the DIN 1/0 module 303 via communication link 311. 10 The DIN 1/0

module 303 S!S TOP TEEP I ABREK b eV AEE S0 ndddie- 805 Vi ommbdicatdr itk 311, and
also removes MRS gk iandilQOP M ARMades Hom daelSNS TRMalNRQR_1QOP PRT (block 708). It

then calls close_loop(SYSTEM_INFO_LOOP) onto the data forwarding module via communication link
312. 1520 The data forwarding module stops copying and sending packets on
The host I/O module 302 creates loop_info from the packets received from data link 313
(block 717), and sends loop_info to the application module 301 via communication link
310. The host I/O module 302 also sends STOP_LOOP_INFO_REQ(<loopld>) to the
DIN I/O module 303 via communication link 311.
15
The DIN I/0O module 303 send STOP_LOOP_INFO_ACK to the host I/O module 302 via
communication link 311, and also removes <loopld> node from the
SYSTEM_INFO_LOOP PRT (block 718). It then calls
close_loop(SYSTEM_INFO_LOOP) onto the data forwarding module via

20 communication link 312.

The data forwarding module stops copying and sending packets on

SYSTEM_INFO_LOORP to the data link 314 (block 719).

25  -add_loop

Figure 9 shows a flow diagram between the host I/O module 302, the DIN I/O module
303 and the data forwarding module 304 when the function add_loop is called by the
application module 301.

30
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SYSTEM_INFO_LOORP to the data link 314 (block 709). - read-loop-info Figure 8 shows a flow diagram
between the q%%g;r 0 module 302, the DIN 1/0 module 303 and the data forwarding module 304 when the
function reaﬁ_loop_info is called by the application module 301. 25 In block 710, the application module
301 calls read_loop_info to the host 1/0 module 302 via communication link 310. The host 1/0 module

302 sends REARCLOQR i EGhIREQN (Rlogk o 38) RN sppdyie383sviaganymueigationdink 311.
The DIN 1/0 module, 303 sends READ LOOP INFO ACK to the host 1/0 module 302 via communication

link 311. 30 THEBINC L/ PMOBkIE 803 detRrMIHES S YS TERMS INEO LOOP BREEMSE (BI6¢R 712). If

SYSTEM_INEQ,) QR PRTwexists2 the DNLIOmediire 303 adds miaapldaiopda ks 87 P100343 the PRT
(block 713). Else, the DIN 1/0 module 303 creates the SYSTEM-INFO-LOOP PRT (block 714) with

<loopld> node. The DIN 1/0 module 303 calls tap_loop(SYSTEM_INFO_LOOP) to the data forwarding

module 304 vig: pORIMONicatinn bk dde:hidhe detesiorvardirmmadole BR4 eepies@neksends packets
(block 715) on SYSTEM-INFO-LOOQOP to the DIN 1/0 module 303 via data link 314. The DIN 1/0 module

303 filters thé packete by alelsiigiSVSTE/INERS-LHO B P RP Il Serik! s Adople! Hackétiblock 716)

to the host 1/9 maedulerd02 viacdata fink 313. 1QeT hethosDUO maeslule,3@2crezaes laepieinfaritom the
packets received from data link 313 /éblock 717), and sends loop_info to the application module 301 via

communicatioh ik 320 Fhd-REE T8 Bk 369 2146 Mhds TEP LHOPINED /REBopId>) to the
DIN 1/0 modide 30BsVigyeo@myppiyeAiaEMinNG L. 116The D I L@ madule3@3:serd8d QR4 LQOP INFO

ACK to the host 1/0 module 302 via communication link 311, and also removes <loopld> node from the
communication link 312.

The data forwarding module 304 sends packets on SYSTEM_INFO_LOOP to the DIN
I/O module 303 via data link 314, and/or sends packets received from the DIN I/O
module 303 via data link 314 into SYSTEM_INFO_LOOP (block 725). The DIN I/O
15 module 303 filters the packets received from the data forwarding module 304 by
traversing SYSTEM_INFO_LOOP PRT (block 726), and keeps the MAP_SIZE packet
while sending all the other packets unchanged to the data forwarding module 304 via data
link 314. The DIN I/O module 303 calls add_loop(<loopld>, <loop_size>,...) onto the

data forwarding module 304 via communication link 312.

20
The data forwarding module 304 creates a (DIN) loop in the core network with Forward
Equivalence Class (FEC) equivalent to <loopld> and storage capacity of <loop_size>
(block 727). The data forwarding module 304 returns a success or failure status on the
loop creation to the DIN I/O module 303 via communication link 312.

25

The DIN I/O module 303 tests the success/failure status (block 728). If the DIN I/O
module 303 receives a failure status via the communication link 312, it sends
ADD_LOOP_FAIL to the host I/O module (not shown) via communication link 311 and
sends MAP_SIZE packet to the data forwarding module 304 via data link 314. It then
30 calls close_loop(SYSTEM_INFO_LOOP) to the data forwarding module 304 via

communication link 312. If a success status is received via the communication link 312,
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SYSTEM_INFO_LOOP PRT (block 718). It then calls close_loop(SYSTEM_INFO_LOOP) onto the data
forwarding n&?%ﬁ yia 20 communication link 312. The data forwarding module stops copying and
sending packets on SYSTEM_INFO_LOORP to the data link 314 (block 719). 25 - add-loop Figure 9
shows a flow diagram between the host I/O module 302, the DIN 1/0O module 303 and the data forwarding

module 304 whenithe yneaniaddrioeniis called by theoppplicatiommeduier30L130, 38)R400343 In block

720, the application module 301 calls add-loop to the host 1/0 module 302 via communication link 310.
The host 1/(FPAib&RIESEPESRAKDB! BEPTRETAIE8PIES > Yoop_size>.... ) (block 721) to DIN 1/0
module 303 via communication link 311. 5 The DIN 1/0 module 303 determines if SYSTEM_INFO_LOOP
PRT exists (block 722). If SYSTEM_INFO_LOOP PRT exists, the DIN 1/0 module 303 adds MAP_SIZE

node to the PRT (B5EK723J0 sk e DINEDYD- GG 6% tréaiedthd ISYETENANFS L SBP PRT
(block 724) wisinMAR-2862E RRdELITheDINI/Qmodue $0315allsanesploRp(BYSTEMeINFRz LOOP) to

the data forwarding module 304 via 10 communication link 312. The data forwarding module 304 sends

packets on SY¥SPEMPINED 2PbEP M Bre NI Hi0Hio RNE 308 & e D R3O0 Bndidrikts packets
received frompihie RINiHE: module303 Migpdata inkl 3G pntorRY STEM,_ INFRLO@P (biocki#25). The DIN

1/0 15 module 303 filters the packets received from the data forwarding module 304 by traversing

SYSTEM_INE®UOOP PRIFLISER B2 LAY kB pd thdapadrrpdiemotile L8hd6'Ei the other
packets unchangediie tbe:drta ferwarsing sugdule 804 Wqudatrnlink Gddo e PIN)liadnedule 303 calls

add_loo§(<loopld,>, <lpop size>,...) onto the data forwarding module 304 via communication link 312. 20

The data fortaRfinY thociid 364 % (BRGAGOIY HHE HoRR AR WiEH FEOMTrY SEEValence
Class (FEC)w®quiNatent tes doapltmant stoage vapatityoof slomisiagmk 312.

The DIN I/O module 303 again tests the success/failure status of the loop creation (block
731). If a failure status is received via the communication link 312, the DIN I/O module

15 303 sends ADD_LOOP_FAIL to the host I/O module 302 via communication link 311. It
also calls remove_loop(<loopld>) via communication link 312, sends MAP_SIZE packet
via data link 314 and calls close_loop(SYSTEM_LOOP_INFO) via communication link
312 to the data forwarding module 304.

20  If a success status is received via the communication link 312, the DIN I/O module 303

performs the following operations:

- adds LOOP_MAP node to SYSTEM_INFO_LOOP PRT,
- filters packets by traversing SYSTEM_INFO_LOOP PRT,
25 - marks LOOP_MAP packet corresponding to <loopld> as used and sends
LOOP_MAP packet to data forwarding module 304 via data link 314,
- sends all other packets unchanged via data link 314,
- creates <loopld> info packet and sends it to data forwarding module 304 via
data link 314,
30 - sends MAP_SIZE packet via data link 314,
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(block 727). The data forwarding module 304 returns a success or failure status on the loop creation to
the DIN 1/0 gﬁ]o%% le.303 via communication link 312. 25 The DIN 1/0 module 303 tests the success/failure
status (block L% f'f the DIN 1/0 module 303 receives a failure status via the communication link 312, it
sends ADD_LOOP_FAIL to the host 1/0 module (not shown) via communication link 311 and sends

MAP-SIZE packet to thedataferwasgisy snaculer 3fgpviandata bako3dstaltthendd callsdule via
close_loop(SYSTEM_INFO_LOOP) to the data forwarding module 304 via communication link 312. If a

success status is rece VGV HFEIRBARTLHiéation link 312, 39 P100343 the DIN 1/0 module 303 calls

add_loop(<loopld>+1, LQORL TIRbSIEEs1d)tP1then data forwarding module 304 via communication link
312. Upon receiving close |loop(SYSTEM_INFO_LOOP) from the DIN 1/0 module 303 via 5

communication link 319" data MrWarthifi modee stA'&tofe senditty and1eE8Iving pabkéts (block 729)

from the;data link 314 piiReR 109} EMdNFO PRI similaihinpondeseiing add Joop(sieepld>+1,
LOOP_CTRL_SIZE,...) from the DIN 1/0 module 303 via the communication link 312, the data forwarding

module 304 creates a BOPHHE CotEhEWEHd BIgER 3Dy Witk £t ditfivdient to (<loopld>+1>) and

storage 10 capacity of ¢QOR & TRk, (SIéEs ihe- data.feswardinghmedule 304, then returns a success or
failure status to the DIN 1/0 module 303 via communication link 312. The DIN. 1/0 module 303 again tests

the success/failire stafG86r tHeltodPEtBatblt tiock (o308 I raneralstallis 1eerseaag na e
communication link 318nth@]DIN 1/0 module 15 303 sends ADD-LOOP-FAIL to the host 1/0 module 302
via communication link 311. It also calls remove_loop(<loopld>) via communication link 312, sends
MAP-SIZE packet via data link 314 and calls close_loop(SYSTEM_LOOP_INFO) via communication link
312 to the datecfowamdingrnadule 04e26hl a sucaasssstatusdsirecgiyedaiathacmanianication link 312,

D s R A T PSS B e
LOOP_MAPA1acket@oresponding teisiaophd>hast Usethanth 8R0S returns a failure status to the
application module 301 via communication link 310 (block 732).
15
If the data forwarding module 304 receives a remove_loop<loopld> from the DIN I/O
module 303 via communication link 312, the data forwarding module 304 tears down the
path of <loopld>. If the data forwarding module 304 receives
close_loop(SYSTEM_LOOP_INFO), it stops sending and receiving packets from data
20 link 314 into SYSTEM_INFO_LOOP. If the data forwarding module 304 receives
open_loop(<loopld>+1), it sends packets received from data link 314 into
(<loopld>+1). If the data forwarding module 304 receives close_loop(<loopld>+1), it
stops sending and receiving packets from data link 314 into (</oopld>+1) (block 733).

25  -write
Figure 10 shows a flow diagram between the host I/O module 302, the DIN I/O module
303 and the data forwarding module 304 when the function write is called by the

application module 301.

30
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LOOP_MAP packet to data forwarding module 304 via data link 314, - sends all other packets unchanged
via data IinkP3]OAO,3- reates <loopld> info packet and sends it to data forwarding module 304 via data link
314, 30 - sends MAP_SIZE packet via data link 314, 40 P100343 calls
close_loop(SYSTEM_LOOP_INFO) onto data forwarding module via communication link 312, calls

open_loop(<ieapigkr+1dmniR9asrasias MBIl Ecnackel(size- @) ardHeQQRGARME ! BY25via
packet(loop_capacity=<loop_size>, remaining I%%P capacitggdoop size>) and sends it to data
lose

forwarding meaUEBEAMR dala itk 31N CARTIKSE MOBIIo8pIdsAE) WREBREREafsH Itk 312, and
sends ADD-L@ORrSUCCESS ta-hest1/0 madule 362 Viasammunicatinn lind 31ddul® It trast 1/0

module 302 returns a success status to the application module 301 via communication link 310 if
ADD-LOOP-SUEB eI skl When ADD_LOOP_FAIL is received, the host 1/0 module 302
returns g failure status to the application module 301 via communication link 310 (block 732). 15 If the
data forwarding module 304 receives a remove_logp<loopld> from the DIN 1/0 module 303 via

communicatiofr i3 1208 SPwalEhiig G ile (S0 drs dawmthes Palth HUbopTd. Ifthe data

forwarding megsp/394 1¢ceives:iclose e IDoR(BY ST d&M e BOORIINK) pit Stops SENdingdand fieceiving
packets from data 20 link 314 into SYSTEM_INFO_LOORP. If the data forwardin% maodule 304 receives

open_loop(<IGopldaet /it Senbs pdfretd YelENBAR b BAE TR 34 (1t ¥ ihopldS41]. P data

forwarding nyadyle $Q4 receivgs clase (oop(<laepéd>+1)Tite Stapesending addurceiving pagkets from
data link 314 into (<loopld>+1) (block 733). 25 - write Figure 10 shows a flow diagram pbetween the host
/O module 38" %Oﬁ(lﬁll(ic]@] O'Bm do the data forwarding'module 304 via communication link 312.

The data forwarding module 304 sends packets on (<loopld>+1) to the DIN I/O module
303 via data link 314, and/or sends packets received from the DIN I/O module 303 via
data link 314 into (<loopld>+1) (block 745). The DIN I/O module 303 filters the
15  packets received from the data forwarding module 304 by traversing (<loopld>+1) PRT
(block 746), and keeps the LOOP_CAPACITY packet while sending all the other packets

unchanged to the data forwarding module 304 via data link 314.

If
20

<loop_remaining_capacity> >= <buffer_size>,
the DIN I/O module 303 updates LOOP_CAPACITY packet as
25  <loop_remaining_capacity> = <loop_remaining_capacity>-<buffer_size>.

The DIN I/O module 303 then sends the updated LOOP_CAPACITY packet to the data
forwarding module 304 via data link 314, and sends WRITE_SUCCESS to host I/O
module 302 via communication link 311. Else, the DIN I/O module 303 sends
30 WRITE_FAIL to the host I/O module 302 via communication link 311 and sends
LOOP_CAPACITY packet to the data forwarding module 304 via data link 314. The
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303 and the data forwarding module 304 when the function write is called by the application module 301.
3041 PlOO?ﬁ%%g lock 740, the application module 301 calls write to the host 1/0 module 302 via
communication link 310. The host 1/0 module 302 sends WRITE_REQ(<loopld>, <buffer size>,
<contentld>, <description>) (block 741) to DIN 1/0 module 303 via communication link 311. 5 The DIN

1/0 module 393idetermings i(slaepldantd ) BRT xjsteitbloek 1420l intipepldrw iRz Texists, the DIN
1/0 module 303 adds LOOP_CAPACITY node to the PRT (block 743). Else, the DIN 1/O module 303

creates the (@66’[5‘1‘0@431‘)“5@‘68%&1‘7342) with LOOP_CAPACITY node. The DIN 1/0 module 303 calls
10 open_loop(<loopld>+1) to the data forwarding module 304 via communication link 312. The data

forwarding module 304 sends packets on (<loopld>+1) to the DIN 1/0O module 303 via data link 314,
and/or sendd Packéts PaRarERERBR e BINUDO MEERIENS08 S i sty k-1 (At (K dBPIEOR1) (block

745). The DIhbAL0sBMReHE303 SitersntheLhdackets neceivad frem the datadonyarding megie 304 by
traversing (<loopld>+1) PRT (block 746), and keeps the LOOP_CAPACITY packet while sending all the

other pa(:ketg4 changed to the data forwarding module 304 via data link 314. If 20
<loop_remaining_capacity> >= <buffer_size>, the DIN 1/0 module 303 updates LOOP_CAPACITY packet
as 25 <loop_remaining_capacity> = <loop_remaining capacityr>-<buffer size>. The DIN 1/0 module 303

then sends theupasidt SB[ CAPAETPIPACket 16T5E S5k Horvdididg mdtidre Suadvil'qska link 314,

and sends WEST EWHJE Gz $Sstorlmshd@ 1 dvsuduiecdN2 via waranmusicationdmk-3dkl tHz IsaNhedDIN 1/0
module 303 sends 30 WRITE FAIL to the host I/O module 302 via communication link 311 and sends
LOOPL EAPREHY plekét Rf‘?ﬁé%ﬁfa%m}éraﬁ‘iﬁsﬁi%d‘i’e Gl dXtE iR A>T Yestination

address field, <contentld> in CONTENT_IDENTIFIER field, </ifetime> in LIFETIME
field, current timestamp in TIMESTAMP field and packet sequence number in
PACKET_IDENTIFIER field of packet, and sends the data packets to the DIN I/O
module 303 via data link 313. When the host I/O module 302 receives WRITE_FAIL

15  form the DIN I/O module 304, it returns a failure status to the application module 301 via
communication link 310 (block 749).

The DIN I/O module 303 receives the data packets from the host I/O module 302 via data
link 313 and forwards them to the data recovery module 305 via data link 316 where they

20  are encoded, and subsequently sent to the data forwarding module 304 via data link 317
(block 750). The data forwarding module 304 receives the data packets via data link 317
and forward them into the core network via data link 315 (block 751).

The DIN I/O module 303 checks if all the packets in <buffer> are received (block 752).

25  If not all the packets in <buffer> are received, it sends a WRITE_FAIL(lost_packets) to
the host I/0O module 302 via communication link 311. The host /O module 302 upon
receiving the WRITE_FAIL(lost_packets) re-sends lost_packets to the DIN I/O module
303 via data link 313 (block 753).

30  When all the packets in <buffer> are received, the DIN I/O module 303 checks whether
(<loopld>+1) PRT exists (block 754). If (<loopld>+1) PRT exists, the DIN I/O module

43



P100343 DIN 1/0 module 303 then calls close_loop(<loopld>+1) to the data forwarding module 304 via
communicati?ol%i%;lz. The data forwarding module 304 upon receiving the close loop(<loopld>+1)
function 5 stops sending and receiving packets from the data link 314 into (<loopld>+1) (block 747). The
host 1/0 module 302 determines whether WRITE_SUCCESS is received (block 748). When the host 1/0

module 302 segeives NPRSTEE Sble GESIipm-the DINTL (0148 moshule:R04HE paskptizes data if
necessary in <buffer> with <loopld> in destination_address field, <contentld> in CONTENT_IDENTIFIER

field, <Iifetim¥¥’iﬁiﬁ@ﬁﬁﬂﬂ@*@dléﬁ%Wﬁ%%%ﬁ%ErWéwRW?@d and packet sequence number

in PACKET _IDENTIFIER field of packet, and sends the data packets to the DIN 1/0 module 303 via data
link 313. When the host 1/0 module 302 receives WRITE FAIL 15 form the DIN 1/0 module 304, it returns
a failure stath83&{he 4P predtion iddtiRes0e (REME SR rIIEAR®N link 310 (block 749). The DIN 1/0

module 303 receives thgidaty packets fropp pheshost 1{0 magule 32 viadatantinkid13end fgrwvards them

to the data recovery module 305 via data link 316 where they 20 are encoded, and subsequently sent to
the data forwarding m&aIIE 80438 HRES filk-317 (block 750). The data forwarding module 304 receives

the data packets via datadink @késandieramresthemdptothe coranetwverkviadatadime $hakhlock 751).
The DIN 1/0 module 303 checks if all the packets in <buffer> are received\j‘tblock 752). 25 1f not all the

packets in <buffer> are"fateivBANE S0ri8E RAFFHEVERINGSS L BAdRB YYD Hhe host 1/0 module 302 via

communication link 313;chhe host K@RpENE 302 RIpon regaiving the R drAlkdlostpaekets) re-sends
lost-packets to the DIN 1/0 module 303 via data link 313 (b%?k 253). 30 When all the packets in <buffer>
4

are received, the DIN /& modIE 365 ChithS WRETHE O (LIBSBIAL 91) BRF XL (brtk 78 A5
(<loopld>+1) PRT existmkhe4)IN 1/0 module 43 P100343 303 adds MAP_SIZE node to (<loopld>+1)
PRT (block 755). Else, the DIN 1/0 module 303 creates (<|08E|'d>+1?1PRT with MﬁP_SIZ r]ode (block
756). The DIN 1/0 modtif8'$b3 firi&r Ber é’%ﬁ%efo%%?ﬁa. it to the data forwarditg module

304 via data link 314,
- if (listen_state(<loopld>) == TRUE), sends <contentld> info packet to the
15 host I/O module 302 via data link 313,
- updates MAP_SIZE packet(size=size+1) and sends it to the data forwarding
module 304 via data link 314,
- calls close_loop(<loopld>+1) to the data forwarding module 304 via
communication link 312, and
20 - sends a WRITE_SUCCESS to the host I/O module 302 via communication
link 311.

The host I/0O module 302 returns a success status to the application module 301 via
communication link 310 if WRITE_SUCCESS is received (block 757).
25

If the data forwarding module 304 receives the open_loop(<loopld>+1) function from
the DIN I/O module 303 via communication link 312, it sends packets on (<loopld>+1)
to data link 314 and packets received from data link 314 into (<loopld>+1). If the data

30  forwarding module 304 receives close_loop(<loopld>+1) function from the DIN I/O
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5 - calls open_loop(<loopld>+1) to data forwarding module 304 via communication link 312, filters
packets by traver j@g (<loopld>+1) PRT and keeps MAP_SIZE packet while sending all other packets
unchanged into data link 314, creates CONTENT_MAP packet(content_identifier= <contentld>, 10
size=<buffer_size>) and sends it to the data forwarding module 304 via data link 314, - creates

<contentld> jpfianacket and septsitdadhe data Jonasding madule i394 Mamdata link Bbth difa
(Iisten_stateésloopld_>) _=TRUE), sends <contentld> info packet to the 15 host 1/0 module 302 via data

link 313, - upddted MAP Stzerfhekedd §iPecksizet1) and sends it to the data forwarding module 304 via
data link 314, - calls close_loop(<loopld>+1) to the data forwarding module 304 via communication link
312, and 20 - sends a WRITE SUCCESS to the host 1/0 module 302 via communication link 311. The
host 1/0 modJl&'802 F4itHE Y success status to the application module 301 via communication link 310 if
WRITEESUCCESS is received (block 757). 25 If the data forwarding module 304 receives the
open_loop(<I6aPfat H KA ot e DN Hisalis 403 e tBmilanieaddhVifk 3199 sends

packets on (sigopldatd 4o datadiak.3 L4 andpaekeBdeaaivied from data link k4t lagpld>+1). If the
data 30 forwarding module 304 receives close_loop(<loopld>+1) function from the DIN I/O 44 P100343 5

module 303 Wa'SomRIFHEAESIPRHIESE2; it stops sending and receiving packets from data link 314 into
(<loopld>+1) (block 758). - read-content-map Figure 11 shows a flow diagram between the host 1/0

module 302, the DIN_1/0 module, 303 and the data forwarding module 304 when the function
read dohtent maﬁklg@?:ﬂl@& application module 301 calls read_gontent_map to the host I/O module

302 via communication link 310. The host I/O module 302 sends
READ_CONTENT_MAP_REQ (block 761) to DIN I/O module 303 via communication
link 311. The DIN I/O module 303 sends READ CONTENT MAP_ACK to the host
I/O module 302 via communication link 311.
15
The DIN I/O module 303 determines if (<loopld>+1) PRT exists (block 762). If
(<loopld>+1) PRT exists, the DIN I/O module 303 adds MAP_SIZE and
CONTENT_MAP nodes to the PRT (block 763). Else, the DIN I/O module 303 creates
the (<loopld>+1) PRT (block 764) with MAP_SIZE and CONTENT_MAP nodes. The
20  DIN I/O module 303 calls tap_loop(<loopld>+1) to the data forwarding module 304 via

communication link 312.

The data forwarding module 304 copies and sends packets (block 765) on (<loopld>+1)
to the DIN I/O module 303 via data link 314. The DIN I/O module 303 filters the packets

25 by traversing (<loopld>+1) PRT, and sends MAP_SIZE and CONTENT_MAP packets
(block 766) to the host I/O module 302 via data link 313.

The host I/O module 302 creates content_map from the packets received from data link
313 (block 767), and sends content_map to the application module 301 via

30 communication link  310. The host /O module 302 also sends
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by the application module 301. 10 In block 760, the application module 301 calls read_content_map to the
host 1/0 modul 3 3%2 via communication link 310. The host 1/0 module 302 sends

READ_CO NT_MAP_REQ (block 761) to DIN 1/0 module 303 via communication link 311. The DIN
1/0 module 303 sends READ CONTENT MAP ACK to the host 1/0 module 302 via communication link

311. 15 The HINFE/Omeruler3a3 detemmaines i fopplds + ihERDeXisty(plogk d6R) 1Bo<logpld>+1) PRT
exists, the DIN 1/0 module 303 adds MAP-SIZE and CONTENT_MAP nodes to the PRT (block 763).
Else, the DINCIAHIBERIIEB0A I Ates the (<loopld>+1) PRT (block 764) with MAP_SIZE and
CONTENT-MAP nodes. The 20 DIN 1/0 module 303 calls tap_loop(<loopld>+1) to the data forwarding
module 304 via communication link 312. The data forwardiré%ﬁmodule 304 copies and sends packets

(block 765) di¢<rIOpI+2P 4 thdd Bintho hdtute 2080 aita fink SEatorihe Bt /0 woduls 303 filters

the packets 282byitraversingiésieapigr1) PRId and sendsdMAPsSI ZE7ana ¢ QM RNEN R MARApackets
(block 766) to the host 1/0 module 302 via data link 313. The host 1/0 module 302 creates content-map

from the pack¥tSS & E oMU IR B13 (Bisck 76%), dhdhsarddtstend B8 thE Zpdiication

module 301 yiro3@communicadion Wk kol heheshi@ivedule 302 also sends 45 P100343
STOP_CONTENT_MAP_REQ(<loopld>) to the DIN 1/0 module 303 via communication link 311. The

DIN 1/0 module 303 send STOP_CONTENT_MAP_ACK to the host 1/0 module 5 302 via

communicatipie linka3fkwand lsademoves MAR B mand @GN pENIsMARN0des from thar<loopld>+1)
PRT (block 768). It then calls clop}e_loop(<loopld>+1) onto the data forwarding module via

commuflicatfBiita1s Pekid }orwarding module stops copying and sending packets on (<loopld>+1)
to the 10 data link 314 (block 769). - read _content in _ fo

- read_content_info

Figure 12 shows a flow diagram between the host I/O module 302, the DIN I/O module
15 303 and the data forwarding module 304 when the function read_content_info is called

by the application module 301.

In block 770, the application module 301 calls read_content_info to the host I/O module
302 via communication link 310. The host I/O module 302 sends

20  READ_CONTENT_INFO_REQ(<loopld>, <contentld>) (block 771) to DIN I/O
module 303 via communication link 311. The DIN IO module 303 sends
READ _CONTENT INFO_ACK to the host I/O module 302 via communication link
311.

25 The DIN I/O module 303 determines if (<loopld>+1) PRT exists (block 772). If
(<loopld>+1) PRT exists, the DIN I/O module 303 adds <contentld> node to the PRT
(block 773). Else, the DIN I/O module 303 creates the (<loopld>+1) PRT (block 774)
with <contentld> node. The DIN I/O module 303 calls tap_loop(<loopld>+1) to the
data forwarding module 304 via communication link 312.

30
The data forwarding module 304 copies and sends packets (block 775) on (<loopld>+1)
to the DIN I/O module 303 via data link 314. The DIN I/O module 303 filters the packets
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Figure 12 shows a flow diagram between the host 1/0 module 302, the DIN 1/0 module 15 303 and the
data forwardliqu'g?gule 304 when the function read_content_info is called by the application module 301.
In block 770, the application module 301 calls read-content-info to the host I/O module 302 via
communication link 310. The host 1/0 module 302 sends 20 READ_CONTENT _INFO_REQ(<loopld>,

<contentld>}{blegk&Td te B0 maedute 30Bviricemmunigatiopulink 3dbcte OIN #O Roedule 303
sends READ CONTENT INFO ACK to the host 1/0 module 302 via communication link 311. 25 The DIN

1/0 module 363 BetmATEs iR LGoPIESD) PRT exists (block 772). If (<loopld>+1) PRT exists, the DIN
1/0 module 303 adds <contentld> node to the PRT (block 773). Else, the DIN 1/0 module 303 creates the
(<loopld>+1)RRHodolock méd)avith<aententlodawdefol heD iNeljadnodute 303icatia data link

tap_loop(<|g$%d>g%}o tJ?;7 dataéf]orvv%rddin mtodl[.jle 04 via communication Iinkd3 2. 30 The data
forwarding mo ulé copies and séh sspa&’ge?g ('67’ 2k 775)6n ?Epolc(fﬁfb@ﬂljn(fo%ee 1/§'module 303
via dataslink @idmthe kv 1/Ainmdodubd B03 filtethi¢he paakety@6 Pidd3%3 bydtavensing (stoopld>+1)

110 ol U3 ekt BN ar N ket R Ao 2 o S5 e 77, e sends

content-info torithevapplicatibnkrdtule 301 via 5 communication link 310. The host 1/0 module 302 also
sends STOP_CONTENT_INFO_REQ(<loopld>, <contentld>) to the DIN 1/0 module 303 via
communication link 311. The DIN 1/0 module 303 send STOP_CONTENT_INFO_ACK to the host 1/0
module 10 302 wadromunicétiGndinkBilITard 3N TéNdves KooAtERtId>thede frdr thed«leopld>+1)

PRT (block ). It then calls close loop( pld>+1) onto the data forwardjng mqdule via
oAt 310 T SIS Tor R e Sl e R S BB B e o ctoopld>+1)
to the 15 datallink/324- (DIGEKI77GNck 778). It then calls close_loop(<loopld>+1) onto the data

forwarding module via communication link 312.

The data forwarding module stops copying and sending packets on (<loopld>+1) to the
15  datalink 314 (block 779).

- read

Figure 13 shows a flow diagram between the host I/O module 302, the DIN I/O module
20 303 and the data forwarding module 304 when the function read is called by the

application module 301.

In block 780, the application module 301 calls read to the host I/O module 302 via
communication link 310. The host I/O module 302 sends READ_REQ(<loopld>,
25 <contentld_filter>) (block 781) to DIN I/O module 303 via communication link 311.
The DIN I/O module 303 sends READ _ACK to the host I/O module 302 via

communication link 311.
The DIN I/O module 303 determines if (<loopld>+1) PRT exists (block 782). If

30 (<loopld>+1) PRT exists, the DIN I/O module 303 adds <contentld_filter> node(s) to
the PRT (block 783). Else, the DIN I/O module 303 creates the (<loopld>+1) PRT
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- read Figure 13 shows a flow diagram between the host 1/0 module 302, the DIN 1/0 module 20 303 and
the data forv%%q)ig%module 304 when the function read is called by the application module 301. In block
780, the application module 301 calls read to the host 1/0 module 302 via communication link 310. The
host 1/0 module 302 sends READ_REQ(<loopld>, 25 <contentld- ilter>) (block 781) to DIN 1/0 module

303 via comrpusieatign)linkidl 1< cbhe/RIN A/R modie-393 sends RIPADIACK-Qithe hpst 1/&imodule 302
via communication link 311. The DIN 1/0 module 303 determines if (<loopld>+1) PRT exists (block 782).

If 30 (<loopldB+LYBRTCERIrS;Hthe DI 7 HEdHE e ds <BntEhtriitericAbae (&)o' the PRT (block
783). Else, the DIN 1/0 module 303 creates the (<loopld>+1) PRT 47 P100343 (block 784) with
<contentldjilter> node Sﬁ)%' The DIN 1/0 module 303 calls ta Io%p(<loo ld>+1) to the data forwarding

module 304 Ui¥ d3 iCARBMRinkO3 1S s BTNIAGD Thod(Tardaz alR la&tdsminkesk (Zibupldt) PRT

exists (ljock Z82)pif=5 CHtaopiekr) RIRTIEXISEE) the RN 410 raadule303,addsiseenteatiddilterrenode(s) to
the PRT (block 786). Else, the DIN 1/Q module 303 creates the (<loopld>) PRT&%@&&%&I@With

<contentldijilteid 11BLs) 5 Theiy TR MO (it Bo4 aild tapettogteofsiady o) 4tding

module 304 yigrcouymunitatinn link3d&s 10 Tikeniata forwatmingumeille 304 popiesandsends packets
(block 788) on (<loopld>+1) and <loopld> to the DIN 1/0 maodule 303 via data link 314. The DIN 1/0
module 303 ftdAL: @%M@%W?\%Qéiﬁﬁ‘ CABEESREP PR alld <loopld> PRT, and sends
<contentldjilter> packets (block 789) to the host 1/0 module 302 via data link 313. The host 1/0 module
302 creates content from the packets received. from data |link 313 15 (block 790), and sends content in

<buffer? to th8aPBACAHBATHBAME ST Vi COMR IRTARRT IRK'StH BFRENEYEY 00 moiE 302 Also sends

STOP_REARRERQ{sIaspldrh<cantartdjiliacty totheiDiN:dhmadule BASIYIA pomaydieation link 311.
20 The DIN 1/0 module 303 send STOP.READ ACK to the host 1/0 module 302 via communication link
211, 2 b Ot S RS R 1) PR and Sfsopias BRI Sr"ends

<contentld_filter> packets (block 789) to the host I/O module 302 via data link 313.

The host I/O module 302 creates content from the packets received from data link 313
15 (block 790), and sends content in <buffer> to the application module 301 via
communication link  310. The host 1/O module 302 also sends
STOP_READ_REQ(<loopld>, <contentld_filter>) to the DIN I/O module 303 via

communication link 311.

20  The DIN I/O module 303 send STOP_READ_ACK to the host I/O module 302 via
communication link 311, and also removes <contentld_filter> nodes from the
(<loopld>+1) PRT and <loopld> PRT (block 791). It then calls
close_loop(<loopld>+1) and close_loop(<loopld>) onto the data forwarding module via

communication link 312.

25
The data forwarding module stops copying and sending packets on (<loopld>+1) and
<loopld> to the data link 314 (block 792).
- listen

30
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(<loopld>+1) PRT and <loopld> PRT (block 791). It then calls close_loop(<loopld>+1) and
close_loop(?gé)@%%) onto the data forwarding module via communication link 312. 25 The data
forwarding module stops copying and sending packets on (<loopld>+1) and <loopld> to the data link 314
(block 792). - listen 30 48 P100343 Figure 14 shows a flow diagram between the host 1/0 module 302,

the DIN 1/0 mogkie 4303 ad thevdatademwarhing madues80bwhen tbe fanetioplistenisecalied by the
application module 301. 5 In block 800, the %DH%ication module 301 calls listen to the host 1/0 module 302

via communi€atisRifie 3482 e g 0duGIe’ 302 A eI SHENCREEY [bisck864) B8 BN 1/0
module 303 yig camsunisationdink 311. The DIN 1/0 module 303 sends LISTEN ACK to the host 1/0

module 302 via communication link 311. 10 The DIN 1/0 module 303 sets listen_state(<loopld>) to be
TRUE (block 802). If the host 1/0 module 302 receives <contentld> info packet from the DIN 1/0 module

303 via §ataIHn&§&38@GhﬂﬁbS@1ﬂ&ﬁ%ﬂeﬂbme iRpgceentid>; seantentsinfay tedinge application module
301 via communication link 310, and sends 15 STOP LISTEN RE <Ioc§ild>) to the DIN 1/0 module 303

via communﬁ?&ﬂgwlﬁﬁﬁtlgﬁii?ﬂflééQ'SEﬁ i BN THsodide S hhonlr Rg(heek 801) to

STOP_LISTBEMW REQ(macrldx)3sendsoskomcAdoT BN ACK torthe bast 1(© module 302 wads
communication link 311, and sets 20 listen_state(<loopld>) to be FALSE %ﬁlock 804). - take Figure 15

shows a flowr-Hiagrint BetwB et hES TRTHIB dlRe 40 SO THE IR 495 Mudld - 25 303 and the data

forwarding module 304 when the function take is called by the application module 301. In block 810, the
application m%dule 301 calls take to the host 1/0 module 302 via communication link 310. The host 1/0

modulé%oz "g ﬁg)slbll- X@n%@b(@é&gfa;{sten_state(<l()0pld>) to be TRUE (block 802).

If the host I/O module 302 receives <contentld> info packet from the DIN I/O module
303 via data link 313, it then sends content_info in <contentld>, <content_info> to the
application  module 301 via  communication link 310, and sends

15 STOP_LISTEN_REQ(<loopld>) to the DIN I/O module 303 via communication link
311 (block 803).

The DIN I/O module 303 upon receiving the STOP_LISTEN_REQ(<loopld>) sends
STOP_LISTEN_ACK to the host I/O module 302 via communication link 311, and sets
20  listen_state(<loopld>) to be FALSE (block 804).

- take

Figure 15 shows a flow diagram between the host I/O module 302, the DIN I/O module
25 303 and the data forwarding module 304 when the function take is called by the

application module 301.

In block 810, the application module 301 calls take to the host I/O module 302 via
communication link 310. The host I/O module 302 sends TAKE_REQ(<loopld>,
30 <contentld_filter>) (block 811) to DIN I/O module 303 via communication link 311.
The DIN I/O module 303 sends TAKE ACK to the host I/O module 302 via

communication link 311.
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30 <contentldjilter>) (block 811) to DIN 1/0 module 303 via communication link 311. The DIN 1/0 module
303 sends T§%§ﬁ§K to the host 1/0 module 302 via communication link 311. 49 P100343 The DIN 1/0
module 303 determines if (<loopld>+1) PRT exists (block 812). If (<loopld>+1) PRT exists, the DIN 1/0
module 303 adds MAP_SIZE node to the PRT (block 813). Else, the DIN 1/0 module 303 creates the
(<loopld>+1) PRT (block 814) 5 with MAP_SIZE node. The DIN 1/0 module 303 calls
open_loop(<loopld>+1) to the data forwarding module 304 via communication link 312. The data

forwarding niotiule!304/ Se¥IpisckEts B TIBBpIdL +1y/f A& DIN 118 hédtile @batid aka itk 314 and

sends packetsieeeivedifrom thexdatadiekrdid o dQi(rdonpldrrid hleck BAS hodaae Pl R module 303
filters the packets by traversing (<loopld>+1) PRT, and keeps MAP-SIZE packet while sending all other

packets undhitdetivia thEadhs IRSYY Btk B18) 0 iniedha orraidng MoRie Qg PébiN 1/0

module furthgripevianms e fellewingic 1o NANdS KSAINT BDT MAR and isspntentidiitery)nedes to
(<loopld>+1) PRT, - Filters the packets by traversin 'the'(<|%ﬁ%|d>+l) PRT, - Marks CONTENT MAP

packet(s) cofféd pBmHHH 8 Leghtenligjitarse e iietiPantselds them to the data forwarding module 304
via data link 314, 20 - Sends <contentld> packet(s) to the host I/O module 302 via data link 313, - Sends
MAP-SIZE packet to the data forwarding module 304 via data link 314, and - Calls

ose. loomt B G LG OO TR LB 5 B NES 2 LeR Akl [k 13, 143 e ca

forwarding module 30hupomkeceivingdhesslosepdoap(<leopidst L} funatien dstepssensiingiand receiving
packets from the data link 314 intogg<logl£kléj>+§1\? j{block 817). 30 The DIN I/O module 303 then
deterntifles if F46651d5) P RISX S (blobkeg8) B> PR EXILEE TESINCYOMEERE 303 adds

<contentldJitersopaae(S)I®HE and keeps MAP_SIZE packet while sending all other packets
unchanged via the data link 314 (block 816) to the data forwarding module 304.

The DIN I/O module further performs the following:
15
- Adds CONTENT_MAP and <contentld_filter> nodes to (<loopld>+1) PRT,
- Filters the packets by traversing the (<loopld>+1) PRT,
- Marks CONTENT_MAP packet(s) corresponding to <contentld_filter> as
invalid and sends them to the data forwarding module 304 via data link 314,
20 - Sends <contentld> packet(s) to the host I/O module 302 via data link 313,
- Sends MAP_SIZE packet to the data forwarding module 304 via data link
314, and
- Calls close_loop(<loopld>+1) to the data forwarding module via
communication link 312.
25
The data forwarding module 304 upon receiving the close_loop(<loopld>+1) function
stops sending and receiving packets from the data link 314 into (<loopld>+1) (block
817).

30  The DIN I/O module 303 then determines if (<loopld>) PRT exists (block 818). If
(<loopld>) PRT exists, the DIN I/O module 303 adds <contentld_filter> node(s) to the
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50 P100343 PRT (block 819). Else, the DIN 1/0 module 303 creates the (<loopld>) PRT (block 820) with
<contentld- iLt%agq des. The DIN 1/0 module 303 calls tap_loop(<loopld>) to the data forwarding module
304 via communication link 312. 5 The data forwarding module 304 sends packets on (<loopld>) to the
DIN 1/0 module 303 via data link 314 and sends packets received from the data link 314 into (<loopld>)

(block 821). fTke BIN:E/Q1module: 303 filters the.packetn by baversing(siopidPniPRbioand ggnds
<contentldjilter> packet (block 822) to the host 1/0 module 302 via data link 313. 10 The host 1/0 module

302 creates YRt Mhd Hatkete teteit8a Poh Uatamnikis 1150tk ‘8P 3i0 A Ksrd&doitent in

<buffer> to the applicationdmedhiRl30 Byiay ismmunication link340. The host 1/0 module 302 also sends
STOP_TAKE_REQ(<loopld>, <contentldjilter>) to the DIN 1/0 module 303 via communication link 311.

15 20 25 The DIN 1/0 module 303 sends STOP TAKE ACK to the host 1/0 module 302 via
communicatipi li 3 Idsmangi alse same e seantentisidte on nadets) fromdthee (sioopid>hBd&ile(block 824).

It then calls close_loop(<loopld>) onto the data forwarding module via communication link 312. The data

forwarding mOduiB 188 pYAin g Ah S8R AR PaLKERY oth (I8P dy ol thie Jdar k392 (Botk 825). -

remove Figunigd& shoys aHiiow diagyanshetveesniting Hest Lk sosylea30ithe DN LB-meriule 303 and
the data forwarding module 304 when the function remove is called by the application module 301. 30 In

block 830, tHE Gpplitatich HiBHE 567 cif eV to'the hakt 196 H 3855 U G Eation fink

310. The hosgt;2/0 module 302 sends REMOVE_REQ(<loopld>, 51 P100343

10  The host I/O module 302 creates content from the packets received from data link 313
(block 823), and sends content in <buffer> to the application module 301 via
communication link  310. The host 1/O module 302 also sends
STOP_TAKE_REQ(<loopld>, <contentld_filter>) to the DIN I/O module 303 via

communication link 311.

15
The DIN I/O module 303 sends STOP_TAKE_ACK to the host I/O module 302 via
communication link 311, and also removes <contentld_filter> node(s) from the
(<loopld>) PRT (block 824). It then calls close_loop(<loopld>) onto the data
forwarding module via communication link 312.

20
The data forwarding module stops copying and sending packets on (<loopld>) to the
data link 314 (block 825).
- remove

25

Figure 16 shows a flow diagram between the host I/O module 302, the DIN I/O module
303 and the data forwarding module 304 when the function remove is called by the

application module 301.

30  In block 830, the application module 301 calls remove to the host I/O module 302 via
communication link 310. The host I/O module 302 sends REMOVE_REQ(<loopld>,
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<contentld- ilter>) (block 831) to DIN 1/0 module 303 via communication link 311. The DIN 1/0 module
303 sends REIXI&?){!E ACK to the host 1/0 module 302 via communication link 311. 5 The DIN 1/0 module
303 determines If (<loopld>+1) PRT exists (block 832). If (<loopld>+1) PRT exists, the DIN 1/0 module
303 adds MAP_SIZE node to the PRT (block 833). Else, the DIN 1/0 module 303 creates the

(<loopld>+1)RRF.(blackB34) wib-MAPLSKBNede) ThedIN O meddled@sicallsh Tink 311.

open_loop(<loopld>+1) to the data forwarding module 304 via communication link 312. 10 The data

forwarding mdduie304/Skradskckdts sAdiobpMOMY 1o tHe tintroldalilé BesWia d%ta Yitk 314 and
sends packetsresaived f omthe data link 314 into (<loopld>+1) (block 835). The DIN I/O module 303

filters the packets by traversing (<loopld>+1) PRT, and keeps MAP-SIZE packet while sending all other
packets 15 unchanged to the data forwarding module 304 via data link 314 (block 836). The DIN 1/0

module furtherpesformgthadelipwing: dAedsikONT ENF MAR-androrigntditeck sxde(s)1io
(<loopld>+1) 20 PRT, - Filters the packets by traversing the (<loopld>+1) PRT, - Marks CONTENT MAP

packet(s) coffdeppitind 13 BlomtétitidifiteFH ds thvand ind S AdS e o thE At il diRd module 304

via data link 314s1- emores <centantigiitersdacket( ks SendsdMAR-SIZEPRacketix theigata
forwarding module 304 via data link 314, and - Calls close_loop(<loopld>+1) to the data forwarding

module via S8IAMifeatiH iS22 H 0d5h 319t Gt forliardit EHaE 404 bk e léving the

close_loop(<eapiskhidifunetion stopsyseoeing anehieeeiviRg packets from the data link 314 into
(<loopld>+1) (block 837). 5 - remove-loop Figure 17 shows a flow diagram between the host 1/0 module

302, the’DIN 1/0 module
The data forwarding module 304 sends packets on (<loopld>+1) to the DIN I/O module

303 via data link 314 and sends packets received from the data link 314 into

(<loopld>+1) (block 835). The DIN I/O module 303 filters the packets by traversing

(<loopld>+1) PRT, and keeps MAP_SIZE packet while sending all other packets
15  unchanged to the data forwarding module 304 via data link 314 (block 836).

The DIN I/O module further performs the following:

- Adds CONTENT_MAP and <contentld_filter> node(s) to (<loopld>+1)
20 PRT,
- Filters the packets by traversing the (<loopld>+1) PRT,
- Marks CONTENT_MAP packet(s) corresponding to <contentld_filter> as
invalid and sends them to the data forwarding module 304 via data link 314,
- Removes <contentld_filter> packet(s),
25 - Sends MAP_SIZE packet to the data forwarding module 304 via data link
314, and
- Calls close_loop(<loopld>+1) to the data forwarding module via

communication link 312.
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303 and the data forwarding module 304 when the function remove-loop is called by the application
module 301.PJI(3?IQ glock 840, the application module 301 calls remove to the host 1/0 module 302 via
communication link 310. The host 1/0 module 302 sends REMOVE_LOOP_REQ(<loopld>) (block 841) to
DIN 1/0 module 303 via communication link 311. The DIN 1/0 module 303 sends REMOVE LOOP ACK

to the 15 hoshd /@:madkie30 viakammunicatiandink3dd The/RN 40 rmadiye303 detgrmines if
SYSTEM_INFO_LOOP PRT exists (block 842). If SYSTEM_INFO_LOOP PRT exists, the DIN 1/0

module 303 Has MABSPE Fode) s tREPHRT (IBBciba4sjBisk, Hhe BIR (Féoriydais Bodedates the 20
SYSTEM_INZ®) LOOP PRT (block 844) with MAP_SIZE node. The DIN 1/0 module 303 calls
open_loop(SYSTEM_INFO_LOOP) to the data forwarding module 304 via communication link 312. The
data forwarding module 304 sends packets on SYSTEM_INFO_LOOP to the DIN 25 1/0 module 303 via
data link 314 (bjesk-8#5) The DIN 1/0 module 303 filters the packets by traversing
SYSTEM_INFO_LOOP PRT, and keeps MAP_SIZE packet Whiek while sending all other packets

unchanged tp; fhe:-datafenvardiog madrie 3RdndandataninkiZ1mklerkBA6ihs®Thea/DIMJdQimnodule
further performs the followin(f;;: Adds LOOP_MAP and <lgopld> nodes to SYSTEM_INFO LOOP PRT, 53
B

P100343 Filtéhs e Pckdts By travasmghe SYSTRM INFECLOOE e WatkSLEOD MAP packet

correspondinggncstagpideiak yoused, Removes <loopld> packet, Calls remove_loop(<loopld>+1) to the
data forwarding module via 5 communication link 312, and Calls remove_loop(<loopld>) to the data
forwara%g module via communication link 312. The data forwarding module 304 upon receiving the

remove_loopg<inepldzttl iandpAocteimovieodaepoipeplt>)dupstionsieaisdponsdaapidoplvand <loopld>
loops (or more o )
communication link 310. The host 1/0 module 302 sends
REMOVE_LOOP_REQ(<loopld>) (block 841) to DIN I/O module 303 via
communication link 311. The DIN I/O module 303 sends REMOVE_LOOP_ACK to the

15 host I/O module 302 via communication link 311.

The DIN I/O module 303 determines if SYSTEM_INFO_LOOP PRT exists (block 842).
If SYSTEM_INFO_LOOP PRT exists, the DIN I/O module 303 adds MAP_SIZE node
to the PRT (block 843). Else, the DIN I/O module 303 creates the
20  SYSTEM_INFO_LOOP PRT (block 844) with MAP_SIZE node. The DIN I/O module
303 calls open_loop(SYSTEM_INFO_LOOP) to the data forwarding module 304 via

communication link 312.

The data forwarding module 304 sends packets on SYSTEM_INFO_LOOP to the DIN
25  1/0 module 303 via data link 314 (block 845). The DIN I/O module 303 filters the
packets by traversing SYSTEM_INFO_LOOP PRT, and keeps MAP_SIZE packet which
while sending all other packets unchanged to the data forwarding module 304 via data

link 314 (block 846).
30  The DIN I/O module further performs the following:
- Adds LOOP_MAP and <loopld> nodes to SYSTEM_INFO_LOOP PRT,
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specifically Label Switched Paths (LSP)) (block 847). The DIN 1/0 module 303 further sends MAP_SIZE
packet via %%E%g§ 3314, and calls close_loop(SYSTEM_INFO_LOOP) via communication link 312 to the
data forwarding module 304 (block 848). The data forwarding module 304 upon receiving the
close_loop(SYSTEM_INFO_LOOP) function stops sending and receiving packets from the data link 314

into (<loopld>+1) (blogk|849)hLPeftcriliOPB4%Tine fRlowingreiersness asepiteein this document: [1]
CANARIE Inc., Wavelength Disk Drives, httEs://www.ccc.on.ca/wdd/ 5 [2] Light Reading, "Wavelength

Division Multiplexing(WHNS* L3888 MR sk aeitsnnesihiTederiéd/o108¥8 bla.html [4] Alcatel
Press Release, 7 Septruher«2000pitR:/haviwy.cid.alcatel.com 10 [5] Miguel A. Ruiz-Sanchez, Ernst W.
Biersack and Walid Dabbous, "Survey and Taxonomy of IP Address Lookup Algorithms", IEEE Network,
Vol. 15 No. 2, pp. 8-28 NMarcKiApii- ilsf[eiahg\ﬁg EOT4Yfor #'%l. forgaklille BOLBGKuBfor
Programmable RoutersinlifEi chifestimk 2002 4 Jim Gemmell et. al. , "The PGM Reliable Multicast
Protocol”, IEEE Network Special Issue on "Multicasting: An Enabling Technglogy", Vol. 17, No. 1, pp. 16-

20 22, Jan/Feb 2003 [§]Us PABAYAMSIRaHBAP{O781812 70 85 PHED34S VIHHRES clARMEE: 1R shared
network system comprisinghafiucalityiak camputer nodes and connections between the computer nodes,

wherein 5 - a plurality of first computer nodes in the shared network system are adapted to
The data forwarding module 304 upon receiving the remove_loop(<loopld>+1) and

10  remove_loop(<loopld>) functions tears down <loopld>+1 and <loopld> loops (or more
specifically Label Switched Paths (LSP)) (block 847).

The DIN I/O module 303 further sends MAP_SIZE packet via data link 314, and calls
close_loop(SYSTEM_INFO_LOOP) via communication link 312 to the data forwarding
15  module 304 (block 848).

The data forwarding module 304 upon receiving the close_loop(SYSTEM_INFO_LOOP)
function stops sending and receiving packets from the data link 314 into (<loopld>+1)
(block 849).

20
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define a plurality of looping paths such that data can be circulated therein, wherein each of the looping
paths traver%%&téllgast two of the plurality of first computer nodes, wherein each of the looping paths is
associated with a logical address which is unique within the network system and which is independent
10 from the physical address of any of the computer nodes; 15 20 - at least one second computer node
being adapteghtadnieect tatarintaandrdettieve dataitrammene of the looping paths, such that o in the case
of injecting data into one of the looping paths, the logical address of the looping path the data should be
injected into is determined and is associated with the data to be injected into the looping path; and o in
the case of rgtrievingadataRmomone/gfdha daoping paths, the logical. addiess/elithre looping path the data
should be retrieved from is determined. 2. The shared network system according to claim 1, wherein the
plurality of first computer nodes are computer nodes of a core network, and wherein the at least one
second gomputer npgig iR a.eBPHEERAde 0f BR Acse Ssuneivaiksanthmiyerein the computer node of the
access network is connected to the core network via at least one of 25 the first computer nodes so as to
access at least one of the looping paths through the said one of the first computer nodes. 3. The shared
network system aceeisingwevalaisaiZonisreisdbelat leass enersegond computer node of the access
network is adapted to deliver data to be injected into one of 30 the looping paths using a multicast
protocol mechanism. 56 P100343 4. The shared netwark stystem according to claim 3, wherein the at
least one settnd colftterasdi 5 he accist RetwPk i i to be injected into one
of theilgoping paths using the Internet Protocol (IP) multicast mechanism. 5 5. The shared network
system accorging to claiglrétor 3, wherein the at least one second coiﬂné)uter node of the access network
is adapted t(; de"\/&/{&& n%{}bzd 29 %ZneErnst W. Biersack and Walid Dabbous, “Survey an

Taxonomy of IP Address Lookup Algorithms”, IEEE Network, Vol. 15 No. 2, pp.
8-23, March/April 2001

15 [6] David E. Taylor et. al. , “Scalable IP Lookup for Programmable Routers”, IEEE
Infocom 2002

[7] Jim Gemmell et. al. , “The PGM Reliable Multicast Protocol”, IEEE Network
Special Issue on "Multicasting: An Enabling Technology", Vol. 17, No. 1, pp. 16-
20 22, Jan/Feb 2003

[8] US Patent Application 10/618,170
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of the looping paths using a multicast protocol mechanism. 6. The shared network system according to
claim 5, Whe%‘fyb E% at least one second 10 computer node of the access network is adapted to deliver
data retrieved from one of the looping paths using the Internet Protocol (IP) multicast mechanism. 7. The
shared network system according to any one of claims 2 to 6, wherein the core network is an optical
network. 15 §/pbhes shargeinetwork system according to any one of claims 2 to 7, wherein the access
network is an optical network or a wired network. 9. The shared network system according to any one of
claims 2 to 8, wherein the 20 computer nodes of the core network are routers or switches. 10. The

shared network systergraccording seanyoae of slaimsm ta 9pwharsin shecsapipitennadesef the access
network and the computer node which connects the access network to the core network each comprises

an input/outpGERTEHRNS, REreid th S IBPHSTLDB Nt HuY Ritdtiles of said computer nodes interact with each

other tognject and retrigye data imtasnebiipmdhedeapinghpathiaithercore neiweark:dtdipeghared network
system according to claim 10, wherein the input/output modules of the computer nodes of the access

network are adapted t&' T atPTA e 3d SABUoRtHt FHOBUR b e cBhisutdHER WRER Ronnects the

access network to the Goked R34k NetyRIK hased 0k IPHAUPYLPIatosRI-ACSoFding o a
transport layer protocol in the Open Systems Interconnection (OSI) reference model. 12. The shared

network system accordifgRB iR WA RAHEGhPL/O0RTE BN HISLORAS WEhplRéIAbdes of the

access network and thgjaempuitecnedeniiehveonneesthe accessenetwarwiethe celeppebaark are
adapted to implement the input/output protocol based on the User Datagram Protocol (UDP). 13. The

shared Hetwork system'SELBIME T Ay SiaSsH ARIneS U6 t8TPUHBPEM: 10 when a data operation

request is issued by the: input/autputrmaduleapore abthecomputaprades oftbe aceessneanwork to the
input/output module of the computer node w E‘ﬁh connects the access network to the core network, the

input/output module of TIESYoHUEEPASEE BF e SRREssPALtSHK I Mtapted to re-issue the data

operation request o in the case of injecting data into one of the looping paths, the logical

address of the looping path the data should be injected into is
15 determined and is associated with the data to be injected into the
looping path; and
o in the case of retrieving data from one of the looping paths, the logical
address of the looping path the data should be retrieved from is
determined.

20
2. The shared network system according to claim 1, wherein the plurality of first

computer nodes are computer nodes of a core network, and wherein the at least one

second computer node is a computer node of an access network, and wherein the

computer node of the access network is connected to the core network via at least one of
25  the first computer nodes so as to access at least one of the looping paths through the said

one of the first computer nodes.
3. The shared network system according to claim 2, wherein the at least one second

computer node of the access network is adapted to deliver data to be injected into one of

30  the looping paths using a multicast protocol mechanism.
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after a predetermined time. 15 14. The shared network system according to any one of claims 10 to 13,

wherein the i%) Qutput module of the computer node which connects the access network to the core
. F : : : .

network is adapteé to retrieve desired data from one of the looping paths in the core network by

performing a prefix matching of the data in the looping path using a Multibit 20 Trie data structure. 15.

The shared network gy stRmR RceQISNG o @M QRRRh £RIMSI 19 Ihewherginthesbaredaglvork system
further comprises a loop data manager being adapted to remove data from the looping path when the

lifetime of theHREHACARSIFERFSICEME ATNECHaLS HRE 18 19l Yeli data B HRIFSEREVEE B Pfhe looping

path by a compuiepinegrat thenaceesatdetverkolbl (Thesharednebuerk system according to any one of
claims 1 to 15, wherein the plurality of first computer nodes in the shared network system are adapted to

define the 30 plurality of looping paths based on the extended Generalized Multiprotocol Label Switching

protocok 58 £100348clshafemeitaskifaroparating & sharethnetwerk systesmaamgrisingaplurality of
computer nodes and connections between the computer nodes, the method comprising 5 - defining a

plurality of [0S FATHSHAMP iR dhtrear bRebiretlidict TR B SIS SF e ESHPRfter nodes in

the shared ngtwerk systeptwheiein cachi @fthederpingdathstraverses at least two of the plurality of
first computer nodes; - associating each of the looping paths with a logical address which is unique 10

within the network system and which is independent from the physical address of any of the computer

nodes; - in thie caserpt Kjecting-dataivioioneefdhedoopingi pashs hytah lersioss seeaacbea@mputer node
which is adapted to inject data into one of the loopjng paths, determining the lqgical address of the

looping hath tHBRILEA SHE5URY BE 495 TS mgtﬁéés SHHY HHbid5tE S50 R e the looping

path with  looping paths using the Internet Protocol (IP) multicast mechanism.

7. The shared network system according to any one of claims 2 to 6, wherein the
core network is an optical network.

15
8. The shared network system according to any one of claims 2 to 7, wherein the

access network is an optical network or a wired network.

0. The shared network system according to any one of claims 2 to 8, wherein the

20  computer nodes of the core network are routers or switches.

10. The shared network system according to any one of claims 2 to 9, wherein the
computer nodes of the access network and the computer node which connects the access
network to the core network each comprises an input/output module, wherein the
25  input/output modules of said computer nodes interact with each other to inject and

retrieve data into and from the looping path in the core network.
1. The shared network system according to claim 10, wherein the input/output

modules of the computer nodes of the access network are adapted to interact with the

30  input/output module of the computer node which connects the access network to the core
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the logical address; - in the case of retrieving data from one of the looping paths by at least one second
computer noEgIle g\@ligh Is adapted to retrieve data from one of the looping paths, determining the logical
address of the ?ooplng path the data 20 should be retrieved from. 18. The method for operating a shared
network system according to claim 17, further comprising circulating loop-information data in at least one

of the loopingepathir, pahierein athe jperniniarpasisrdatasamprisestdafRppatianppihedeppingdaths
defined in the 25 shared network system. 19. The method for operating a shared network system
according to QRS YT HEF CBMESRG EURIGFY Comtettlinformation data in at least one of the
looping paths, wherein the content-information data comprises information on the content stored in the

30 looping paths of the shared network system. 59 . . .
12. The shared network system according to claim 11, wherein the input/output

5 modules of the computer nodes of the access network and the computer node which
connects the access network to the core network are adapted to implement the

input/output protocol based on the User Datagram Protocol (UDP).

13. The shared network system according to any one of claims 10 to 12, wherein
10  when a data operation request is issued by the input/output module of one of the
computer nodes of the access network to the input/output module of the computer node
which connects the access network to the core network, the input/output module of the
computer node of the access network is adapted to re-issue the data operation request
after a predetermined time.
15
14. The shared network system according to any one of claims 10 to 13, wherein the
input/output module of the computer node which connects the access network to the core
network is adapted to retrieve desired data from one of the looping paths in the core
network by performing a prefix matching of the data in the looping path using a Multibit

20 Trie data structure.

15. The shared network system according to any one of claims 2 to 14, wherein the
shared network system further comprises a loop data manager being adapted to remove
data from the looping path when the lifetime of the data has expired or when the data has
25  been selected to be removed from the looping path by a computer node of the access

network.

16. The shared network system according to any one of claims 1 to 15, wherein the
plurality of first computer nodes in the shared network system are adapted to define the
30  plurality of looping paths based on the extended Generalized Multiprotocol Label

Switching protocol.
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17. A method for operating a shared network system comprising a plurality of

computer nodes and connections between the computer nodes,

the method comprising

defining a plurality of looping paths such that data can be circulated therein by
a plurality of first computer nodes in the shared network system, wherein each
of the looping paths traverses at least two of the plurality of first computer
nodes;

associating each of the looping paths with a logical address which is unique
within the network system and which is independent from the physical address
of any of the computer nodes;

in the case of injecting data into one of the looping paths by at least one
second computer node which is adapted to inject data into one of the looping
paths, determining the logical address of the looping path the data should be
injected into, and associating the data to be injected into the looping path with
the logical address;

in the case of retrieving data from one of the looping paths by at least one
second computer node which is adapted to retrieve data from one of the
looping paths, determining the logical address of the looping path the data

should be retrieved from.

18. The method for operating a shared network system according to claim 17, further

comprising circulating loop-information data in at least one of the looping paths, wherein

the loop-information data comprises information on the looping paths defined in the

shared network system.

19. The method for operating a shared network system according to claim 17, further

comprising circulating content-information data in at least one of the looping paths,

wherein the content-information data comprises information on the content stored in the

looping paths of the shared network system.
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