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A METHOD TO PREVENT INTRUSIONS
INTO ELECTRONIC CIRCUITRY
BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION

The present invention relates to an integrated circuit package
which prevents the interrogation of an integrated circuit.

2. DESCRIPTION OF RELATED ART

Integrated circuits are typically housed within a plastic or ceramic
package that is soldered to a printed circuit board. The integrated circuit
may contain information such as microcode that is proprietary to the
producer of the chip. The downloading of such information can be
valuable to a competitor that may want to duplicate the circuit.
Additionally, the integrated circuit may contain information proprietary to
the end user, such as credit and banking information.

The information on a integrated circuit can be accessed by
exposing the circuit die to a probe(s). The die can be exposed to the
probe by simply removing the package lid or etching away the package
material. it would be desirable to provide an integrated circuit package
that would prevent the interrogation of an integrated circuit by an
external probe.

SUMMARY OF THE INVENTION

The present invention is an integrated circuit package which has
a flexible circuit that covers an integrated circuit. The flexible circuit
contains a conductive line, which prevents a probe from accessing the
integrated circuit. The conductive line of the flexible circuit can be
attached to the power lines, synchronization line, memory erase line, or
any other line that will disable, erase or otherwise prevent access to the
integrated circuit if the flexible circuit conductive line is broken.
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The: present invention is an integrated circuit package which has
a flexible circuit that coveBiilE YESCRIPHON | RAWINGSI e circuit
contains a conductive line, which prevents a probe from accessing the

at't achod to the poner |1 il SHRHERTSL FbERIagesoh1aS Prekedt (veriien wi Fecore
any ot her |ine that mpre regidilyapparest tosthose osdingrilyiskiledrin than artaftee seviewinghe
integrated circuit ithelfbfovih§ tebdiRdddseription ahd ekbirPahying drawktigeken-
wherein:
Figure 1 is a perspective view of an integrated circuit assembly of
the present invention;
Figure 2 is an exploded view of the integrated circuit package;
Figure 3 is an enlarged view of a flexible circuit that is wrapped
around an integrated circuit;
Figure 4 is a perspective view of an integrated circuit and flexible
circuit attached to a printed circuit board;
Figure 5 is a cross-sectional view showing the integrated circuit,
flexible circuit and printed circuit board within a package;
Figure 6 is a schematic of a flexible circuit ine that functions as a
fuse for an integrated circuit;
Figures 7a-c are schematics showing the flexible circuit line
connected to a sync line, a memory erase line and a sensing line of an
integrated circuit.

DETAILED DESCRIPTION OF THE INVENTION

Referring to the drawings more particularly by reference numbers,
Figures 1 génd 2 show an integrated circuit assembly 10 of the present
invention. The assembly 10 includes a fiexible circuit 12 that is wrapped
around an integrated circuit die 14 that is mounted to a substrate 15.
The substrate 15 may have a plurality of contacts (not shown) that allow
the substrate 15 and integrated circuit 14 to be connected to an external
device. The integrated circuit 14 typically has a plurality of terminals
and bonding pads located throughout the circuit. The signais and
corresponding information within the integrated circuit 14 can be sensed
and downloaded by an external probe 16 that is placed into contact with
the pads. The flexible circuit 12 prevents the probe 16 from coming into
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contact with the terminals, thereby precluding access to the information
within the integrated circuit 14. The integrated circuit 14 may be
covered with an encapsulant (not shown) located between the outer
surface of the circuit 14 and the undersurface of the flexible circuit 12.
The encapsulant may further protect the surface of the circuit 14. -

The flexible circuit 12 can be constructed to have a conductive
line 18 routed throughout the circuit 12. The conductive line 18 can be
an etched trace that is attached to an outer layer of dielectric polyimide

" material. The conductive line 18 can be routed in a serpentine manner
to form a continuous single trace across the flexible circuit 12. The
conductive trace 18 may be spaced so that any attempt to place a probe
onto the integrated circuit 14 will result in the probe making electrical
contact with the conductive trace, thereby shielding access to the
terminals and pads of the circuit 14.

As shown in Figure 3, to increase the spacing of the conductive
traces 18 and decrease the cost of producing the flexible circuit 12, the
flexible circuit 12 may have two layers wherein the conductive traces 18’
of the first layer are located within the spaces between the conductive
traces 18" of the second layer. The flexible circuit 12 may be bonded to
the integrated circuit 14 with an adhesive that stronger than the material
of the flexible circuit 12, or the integrated circuit 14, so that any attempt
to unwrap the flexible circuit 12 from the die 14 will result in the
destruction of the integrated circuit 14, or the separation of the polyimide

" and the conductive trace 18 so that the conductive trace 18 remains
attached to the die 14. ‘

As shown in Figure 4, one or more integrated circuits 12 can be
mounted to a printed circuit board 20. The printed circuit board 20 may
contain wire routing to interconnect the integrated circuits 14. The
flexible circuit 12 can be wrapped around the integrated circuits 14 to
protect the same. Additionally, the flexible circuit 12 can aiso be
wrapped around the printed circuit board 20 to prevent access to the
routing of the board 20. As an alternate embodiment, a portion of the
flexible circuit 12 may be reinforced with a rigid substrate and mounted
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the art. The flexible crrcurt 12 prevents access to the integrated circuits
even if the circuits are removed from, or exposed within, the package.

Figure 6 shows the conductive line 18 of the fiexible circuit 12
connected to a pair of power pins of the integrated circuit 14. The
conductive line 18 can function as a fuse, so that if the line is opened,
power cannot be provided to the integrated circuit 14. Therefore if an
intruder attempts to access the die 14 by cutting through the flexible
circuit 12, the severing of the conductive line 18 will create an open
circuit that will prevent operation of the integrated circuit 14.

As shown in Figure 7, the conductive line 18 may also be
connected to other pins of the integrated circuit 14 that will render the
integrated circuit inoperable or in accessible if the conductive line 18 is
broken. For example, the conductive line 10 of the flexible circuit 12
may provide the synchronization (sync) clock signal to the integrated
circuit. The clock synchronization signal may be an unknown value, so
that when the conductive line is broken, an intruder may not provide a
valid sync signal to the integrated circuit to operate the same. If the
integrated circuit is a memory device, the conductive line 18 can be
connected to the erase pin, so that an open line 18 will erase the
contents of the memory device. As another alternative, the conductive
line 18 may be connected to a sensing circuit which senses when the
line 18 is broken or is being probed and disables the integrated circuit
14, accordingly. The flexible circuit 12 therefore prevents access to the
integrated circuit die and/or the information contained within the
integrated circuit.

While certain exemplary embodiments have been described and
shown in the accompanying drawings, it is to be understood that such
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contact with the termnals, thereby precluding access to the information
within the integrated circuit 14. The integrated circuit 14 may be
covered w twodgsmecapsul ant (rot shown) | ocated between thecrnss0199s
surface of the circuit 14 and the undersurface of the flexible circuit 12.
The encapsul ant may further protect the surface of the circuit 14.

The flexible circuit 12 can be constructed to have a conductive

line 18 routed throughout the circuit 12. The conductive line 18 can be
an etched trace that is attached to an outer ga,yer of dielectric polyimde

materi al . The conductive line 18 can be routed in a serpentine manner

to forma continuou ' r O f ' Lof: Cakl] &

conductive trace 18%M82%a%§§“%§‘yt 'ﬂi#%ﬁ? Aggﬁgﬁr{p‘)ﬁ ré%thﬁuaec%r@" epgg%g
invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various
other modifications may occur to those ordinarily skilled in the art.




onto the integrated circuit 14 will result in the probe naking electrical
contact Wwi“th the conductive trace, thereby shielding access to the_
termnals and pads of the circuit 14. ' As shown in Figure
3, to increase the spacing of. the conductive traces 18 and
decrease t hewowesSi10f producing t ' i llZ, t he PCT/US96/01995

flexible circuit 12 may have two I‘BlyISrSHEﬂTéMﬁ BE¥Mq| conductive traces 18
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result in the ; tion of the integrated circuit 14, or the
separation of the pomhlartnjsdgﬁﬁﬁédj&' and the conductive trace 18 so that
t he conductive trace 18 renuains attached to the die 14.

As shmém in Figure g onetl.oAnrinegrated eircait agsembly which ﬂaébvﬁnf)s Midntggogation
nounted to a printe | ' raf&?ﬁéi ; .Hla? | kit~ oar may
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wr apped around the pgl.at | if.:pboard 20 to prevent access to the
routing of the boar déég.'ﬁtggaééﬁgir{me'gnate enbodi nent, a portion of the

flexible circuit 12 nmay be reinforced with a rigid substrate and nounted
2. The assembly as recited in claim 1, wherein said conductive

line of said flexible circuit is electrically connected to said integrated
circuit and provides power to said integrated circuit.

3. The assembly as recited in claim 1, wherein said conductive
line of said flexible circuit is connected to a clock synchronization pin of
said integrated circuit.

4. The assembly as recited-in claim 1, wherein said conductive
line of said flexible circuit is connected to an memory erase pin of said
integrated circuit.

5. The assembly as recited in claim 1, wherein said conductive
line of said flexible circuit is connected to a sensing circuit of said
integrated circuit which disables said integrated circuit when said
conductive line is opened.

6. The assembly as recited in claim 1, further comprising a
printed circuit board that is attached to said integrated circuit.

7. The assembly as recited in claim 1, further comprising a
package that encioses said integrated circuit and said flexible circuit.

8. The assembly as recited in claim 1, wherein said conductive
line is routed in a serpentine configuration.
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to the |ntegrated circuits 14. The erX| ble circuit 12 may have additi onal

conductive traces to provide routing between the int egrat ed circuits 14.

As shown i rwBisgarie15, the integrat ed,‘"“"'“ FES=3A]
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package 22 may be formed by a pl astll d| ng
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shown) by vias, a lead franme, or other package |nterconn

the art. The flexi ble circuit 12 prevents acggss to the |ntegrated circlits
even if the circuits are renoved from or exposed within, the package.
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space within a first layer of said flexible circuit, and a conductive line
portion located within a second layer of said flexible circuit in-line with
said non-conductive space of said first layer.

10. An integrated circuit package, comprising:

a printed circult board;

a integrated circuit that is mounted to said printed circuit board;

a flexible circuit that covers and prevents a probe from accessing
said integrated circuit; and, -

a package that encloses said printed circuit board, said
integrated circuit and said flexible circuit.

11. The package as recited in claim 10, further comprising a lead
frame connected to said integrated circuit.

12. The package as recited in claim 10, whersin said conductive
line of said flexible circuit is electrically connected to said integrated
circuit and provides power to said integrated circuit.

13. The package as recited in claim 10, wherein said conductive
line of said flexible circuit is connected to a ciock synchronization pin of
said integrated circuit.

14. The package as recited in claim 10, wherein said conductive
line of said flexible circuit is connected to an memory erase pin of said
integrated circuit.

15. The package as recited in claim 10, wherein said conductive
line of said flexible circuit is connected to a sensing circuit of said
integrated circuit which disables said integrated circuit when said
conductive line is opened.

—_—
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power cannot be provided to the.integrated circuit 14. Therefore if an
intruder attenpts to access the die_14 by cutting through the flexible

circuit 12, the severing of the conductive line 18 wll create an open
circuit that wll prevent operatlon of the integrated circuit 14.
As shown in woge&srei/, the conducilye-ti-pe—38=—Fay—a|So be rcrmsmnsps

connected to other pins of the i 4 t hat—wH+——render—the

integrated circuit inoperable or ilhe cond ' S
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circuit. The clock synchronization signal mayge an unknown val ue,
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18. A method for preventing the interrogation of an integrated
circuit, comprising the steps of:

a) covering an integrated circuit with a flexible circuit so that
said flexible circuit prevents a probe from coming into contact with said
integrated circuit.

19. The method as recited in claim 18, further comprising the
step of disabling the integrated circuit if a conductive line of the flexible
circuit is broken.

20. The method as recited in claim 18, wherein the integrated
circuit is a memory device and the memory device is erased if a
conductive trace of the flexible circuit is broken.
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- 6- CLAI M5 1. An integrated circuit assenbly which prevents an
interrogation of a integrated circuit within. a package, conprising:

an integrated circuit that has an operable pin; and,. a flexible
circuit that covers and prevents a probe from accessing said integrated
circuit, whevgdepifi d flexible circuit has a conductive |incrmeeenysd to
sai d operable pin of said integrated circuit so that said integrated
circuit is inoperative when said conductive line is broken. 2.
The assenbly as recited in claim1l, whergiypsaid conductive line of said
flexible circuit is connected to a clock synchronization pin of said
integrated circuit. 3. The assenbly as recited in claim1,
wherein said conductive line of said flexible circuit is connected to a
menory erase pin of said integratedI2

EXT. POWER/GND PIN IC POWER/GND PIN

IS/FLEX CIRCUIT CONDUCTIVE LINE

FI1G.6

EXT. SYNC PIN IC SYNC PIN

l8/ FLEX CIRCUIT CONDUCTIVE LINE

FI1G.7a

EXT. MEMORY ERASE PIN IC MEMORY ERASE PIN
FLEX CIRCUIT CONDUCTIVE LINE\IB

FIG.7b

EXT. S§NS|NG PIN /l8 %lEgcstlfl\!?

FLEX CIRCUIT CONDUCTIVE LINE

FIG.7c
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circuit. 4. The assenbly as recited in claiml,_ wherein said

conductive |line of said flexible circuit is connected t Aap‘ [
ef™said integrated circuit which di sabl es said integratfe ‘r‘%ﬁsﬂg,

gongﬂﬁ L‘éﬁlmﬂﬂ"mmﬂﬂmﬂ‘. nt ed ci rcuit bggfdaf?\gtnb!)s/ f ;g;iétjggpi";%_cld !

integrated circhit® s : The assgnbly as recijed in claim 1,
further conprising of packagl ng that encloses said intpgrated crrcurt
said flexible circuit. 7. The assenbly as reeted_in claiml,
wherein said conductive line is routed in a serpentine configuration.
CLAIMS
1. An integrated circuit assembly which prevents an interrogation of

a integrated circuit within a package, comprising:

an integrated circuit that has an operable pin; and,

a flexible circuit that covers and prevents a probe from accessing said
integrated circuit, wherein said flexible circuit has a conductive line connected
to said operable pin of said integrated circuit so that said integrated circuit is

inoperative when said conductive line is broken.

2. The assembly as recited in claim 1, wherein said conductive line
of said flexible circuit is connected to a clock synchronization pin of said
integrated circuit.

3. The assembly as recited in claim 1, wherein said conductive line
" of said flexible circuit is connected to a memory erase pin of said integrated

circuit.

4. The assembly as recited in claim 1, wherein said conductive line
of said flexible circuit is connected to a sensing circuit of said integrated circuit

which disables said integrated circuit when said conductive line is opened.

5. The assembly as recited in claim 1, further comprising a printed
circuit board that is attached to said integrated circuit.

6. The assembly as recited in claim 1, further comprising of

packaging that encloses said integrated circuit and said flexible circuit.

7. The assembly as recited in claim 1, wherein said conductive line

is routed in a serpentine configuration.
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8.  The assenbly as recited in claim1, wherein said flexible circuit has
copductive |line portions separated by a non- conductive space within a first

|l ayer L’ﬂﬂm u ircuit, and a conductive - i amtled

wi t hifi’ I III lﬁm saldeeX|bIe circuit in A I

non- condtict f ve- sfacé of said first | ayer. 9 An integrdtédd
circuit package, conprising: a printed circhi} DFIEP 1998 n
integrated circuit that is nounted to said printef gircuit board,} daid
integrated circuit has an operable pin; .7- a flexible circurt tphat
covers and prevents a probe from accessing said i bhtegrated circuit ! said

flexible circuit has a conductive |ine connected to said operable pin of
said integrated circuit so that said integrated circuit is inoperative when
said conductive line is broken; and

8. The assembly as recited in claim 1, wherein said flexible circuit
has conductive line portions separated by a non-conductive space within a first
layer of said flexible circuit, and a conductive line portion located within a
second layer of said flexible circuit in-line with said non-conductive space of
said first layer.

9. An integrated circuit package, comprising:

a printed circuit board;

an integrated circuit that is mounted to said printed circuit board, said
integrated circuit has an operable pin;

a flexible circuit that covers and prevents a probe from accessing said
integrated circuit, said flexible circuit has a conductive line connected to said
operable pin of said integrated circuit so that said integrated circuit is
inoperative when said conductive line is broken; and

packaging that éncloses said printed circuit board, said integrated circuit

and said flexible circuit.

10. The package as recited in claim 9, further comprising a lead
frame connected to said integrated circuit.

11.  The package as recited in claim 9, wherein said conductive line of
said flexible circuit is connected to a clock synchronization pin of said

integrated circuit.

1'2. The package as recited in claim 9, wherein said conductive line of
said flexible circuit is connected to a memory erase pin of said integrated
circuit.

LM’*
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packagl ng that encloses Said printed circuit board, said integrated circuit

?lr}?t ﬁglr ﬁmnglnuﬂulnmd frame connégt edTPg ggfl(;alg ?\}’ AGEME@ﬁPrS I-bE 'me

The* patkageMassreeited in claim9, wherein sai conductive |ing pf
sal d flexible circuit i-s connected to a clock synchfohi zat3 $FP 11998 sai d
integrated circuit. 12. The package as refkiged in claim9, '
wherein said conductive line of said flekible circuft is connected—tq a
menory erase pin of said integrated circuit.

13.  The package as recited in claim 9, wherein said conductive line of
said flexible circuit is connected to a sensing circuit of said integrated circuit
which disables said integrated circuit when said conductive line is opened.

14. The package as recited in claim 9, wherein said conductive line is

routed in a serpentine configuration.

15. The package as recited in claim 9, wherein said flexible circuit
has conductive line portions separated by a non-conductive space within a first
layer of said flexible circuit, and a conductive line portion located within a
second layer of said flexible circuit in-line with said non-conductive space of
said first layer.
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-8- 13. The package as recited in claim9, wherein said conductive
line:of sad flexible circuit is connected to a sensing circuit of said
integrated circuit which disables said integrated circuit vvherksw\ﬁ\s
conductive line is opened. 14. The package as reciteggag claim9,
wherein said conductive line is routed in a serpentine confi g
15. The packag recited iwbrdhnatuiuaLshorerey DRENIZETION eXi bl e gEd?
conductive |ine poftions separated by B ®8nductive space within a first
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(57) Abstract

An integrated circuit package which has a flexible circuit (12) that covers
an integrated circuit (14). The fexible circuit (12) contains a conductive line
(18) which prevents a probe {16) from accessing the integrated circuit (14). The
conductive line (18) of the flexible circuit can be artached to the power lines,
synchronization line, memory erase line, or any other line that will disable, crase
or otherwise prevent access to the integrated circuit (14) if the flexible circuit
conductive line is broken. The integrated circuit (14) can be mounted to a printed
circuit board (15). The printed circuit board, integrated circuit and flexible circuit
can all be enclosed within a package. '




