;e3eR RALBP 6 T ~ 5 10 15 20 25 30 TECHNI CAL FI ELD OF THE I
Th| s invention relates to an information security analysis %#'\tﬁt mz
mtigation of Internet security issues and conputer source and executable
code visualization problens. In addition, the invention relates to an
information security analysis systemfor offensive and defensiv

anal ysis and protection of commercial and national infrastruct u%ﬁ\@“\@&m \“\\“\
BACKGROUND OF THE | NVENTI ON Wor | dwi de | nternet usage continues

phenomenal rate. Users include governments, institutions, businesse$ 'and

concuet sy 2ot SHECEARSORCBISEAES it tml ORI

i npl enentation of security nmeasures designed to nake Internet connec
secure neans of communication have not kept pace with the technol ogi o
advances ifgd Rap$EON prment and interconnectivity. As
a result Internet users and, networ ris aving, their information
conproni sed by FaERernveRt hari c‘?et‘)]u%t%%erté’ WAB CIoHRQATAF H P £ SREWRHY t o
expl oi t anghsupe ls e R K6r andr dghaiobs od aaﬁeeaéltabebmmftlyr awahle s
technol ogi es_can help to secure the,"front d ) of COr por a i ntranets,
but these 3% ‘Ehrﬁﬂ"&h‘tg%r SRIETOUA R k SEHT THF Wds tﬁ' é‘ﬁ‘gllz@&t“loéhs
servi ces gntbiskhemsity that adkeisioemanche Al 1rkmg:tndsmn3rqmramhmt s chawa been
developedlht fac1I|tatentwor ogy di_scove few of _these are able
to act pa55|vefmatf(ﬁ{‘r ane sec rit é)g}% %Dnsg'tsgzr |%n Eé:’ée éqéaer & cont |arrllt(z}i|r ng to
i ncrease |d}eb©mhlgevémrmtetan@in@h/$aseamddusltcrtyecﬁl“mrs of Zomgercial

subst anti af cé ﬁé@?ﬁa?ak ¥rhle %q%r@ébl ications and Internet news groups.
More concrete proof of this resides in the increased requirenents for
security rel ated skills , outlined in government requests for proposals.

Bot{p 5 goves derd ruat e N oy are spending significant , anmounts
of tinme and none ress I ntranet nappi ng noni toring, intrusion
det ecti on and c‘&%ﬁﬁ?@ﬁ%ecﬁf‘ﬁfne’#m USREE | AN EBUSSprio? i 19 ndtint of

or gani zat iplenoméfiel | Agteq Wamngleihal tdsegocarpueat sSedusictiy usdonsses,
anal ysi s 1k(3)JstJPr(1)e|sSsesa,nd acfs:f)r%lvuguaof Od%cltl ofSUW§YhaveTlélcE>nln’\el\é%’ggll g};l
the Internet for the purpose of conducting daily
15 activities. Unfortunately, the development and
implementation of security measures designed to make
Internet connection a secure means of communication have
not kept pace with the technological advances in the
expansion of network development and interconnectivity. As
20 a result Internet users and networks risk having their
information compromised by hackers and malicious users who
continue to find ways to exploit and subvert networks and
data.

Used appropriately, firewall technologies can help to
25 secure the "front door" of corporate intranets, but these
technologies have trouble keeping pace with the
applications, services and security that users demand.
Although many products have been developed that facilitate
network topology discovery, few of these are able to act

30 passively.
Intranet security and monitoring needs are continuing

to increase in both government and private industry. This



The system of the present invention acts passively and provi desaa Qj%c 2002
nmet hodol ogy for performng a detailed analysis 15 of data obserwed rrng a

nonitoring session. Wthout introducing additional traffic on a network,
the system of the present invention produces a virtual picture of network
usage and network vulnerabilities. By ofganizing the inputs of multiple
collection. tools into 20 visual schematics, Security Adm nistr&tors becone

proactive iif oSweskingliabedord MRsikrddsky aRd tradelepublyicadioms namd

| ocations fiak drielte A4 Ner SESSIT | Myr SEaSHE LS Wb oleN e f T et d 91 eveal ed
by the syst_emﬁgeat,he resent I nvention S?CUI’It Adm ni strators can

Yy AG
i dentify pofe 11N 43889 | LEFH YRR L OF oBENTERY &8 latsft St lls
backdoor s, cuedus@dancn djdversagent devehopsps of fbes @hrdsrisls ande@impoi nt
il gi t activity. Thte softvare g st.em oft thea)g%r esent .i.nvention. i ncl udes
four i nt er gSXﬁ’é%’f‘@' ot eBF 1¥A5ET VENSERST I8 LT sEBTEAY N30 T @ at a
recor di ng, ametwdrsk dét & ipsr sang, monkynetoorkdddatss anat yanett omspimet wor k
data vi sual,j Lon_capahi it i NN (s \M'n[ﬁ;h' :9?1.51311' iye rk
di scovery glﬁégﬁg?\?\g§k ggft:%uéé%na_ ycgél S Ccrrtg u gs.%dﬁe got%trtv\%fee C;%ﬁs %:mrfe}%a%?es
conput er cbaé anafyspsaaptothil @-amourds ofi srglnigEitdendnd SEND I @f
networ k trgthiggand jichlaGledr € comiuit@ral shlug-icRs fdatigle £Xpafith BRgh £nhance
t he 3 software capabilities, thus allow ng the software systemto remain
cur+8nt rebaPdPes&nGt AfEQRGAL S ATAGYGTS -The system of the present
i nvention enables a systemadm nistrator to map the network, determ ne
nor mal and r a patterns, locate virus attacks, manage network
al | ocat i on;SBgﬁngx%i :5?: %?&rr%%vﬁc Lohs I‘Q More technically, the analysis system
is a collectionTheosfsgamabt ovhampiréseregriatveort iofn safttswarses qirnogansnd hat
resi de on BUbLLBES LDURGANNOCIRT AOMRULEEPhARLOLTRL TN D Spliyere, | ess
conput er operating systemns, are a co nation of sensor, "anal ysi's, data
con¥ker si onofaddtai obslarvad v rpmeymafeniTter ing dessigh at f or ns consi st of

several differeqt thyRAS Qe i &F GANNAE £ SUIPUL BLS £ shanl NP Ad&.SRf tware
prograns, data files, and 15 visualization prograns via a Local Area

Networ k (LARE. FYSEe™t 9 EBFI &AGERant Y e eyPat IRFPBICRDf Bnaf & iRt t he

m gration p@ciusiengie sotpoiier uphael emd thedwds s uk s nkRadn 1dapeeacts 0

LAN WAN noni tori.nq_l in e%lt her _a passive ?rgd/?r active node. Forl exan%)l e,
router and°fF PPAREIPS of Fhar8PESS 2 bEURBAPLSr 60 1 1T Hea?™ r ESPLE 19

det @fm ne wvistihé sobemhascheetedumnidty dwhlint sthratgets hegamt asoaftsezurity
precaution N da aj i e ot:acal &, fir:o0ip it ink to
Presentati %R If.‘é%%rg\é@flﬁ %1%16:% %c ‘r?%ggflbgrsgga\?g?l %&g grtl??aﬁlﬁi_@wﬁ?%
associ at ed 1@Capligps i forwol BrtEDSNE i@ e SECYEHS YONBEasHaES - THethr cHi® ecture
al so enabl gg rédrgialtalordat fevdpLdd f r o exter nalysensor §£f o anal ysd Sendi spl ay

d lation with data and djsplays derived fromfour. ngj fi
gr oups.  ThaBdSBFAORYT RS Eonipur ST COHE TRURET | GA ARSFTS i Chtput er

Sourée andtiEeddlitabbet ChdeecBynaniccaveni tbei rgicftdiaten GonThatlodbons,

Net wor ks; %é@u\éesuﬂéhé%'i'd% ad@agfé‘,' MRELEAQT SBLA;ydhe gy eﬁ%.@&s‘%”aééfé'.s
system tenpl ates and di splays viTus conputer ‘code in a graphical functional
mode. Cur r @ANPYSNtechniiflids AWy bit streamor real -time nonitoring to
detect a conmput @heVisfTwatel BYshen oEOPE! presEift ARVORAHLRfidbBuGER! VSIS

syst em of the pr esent 1 nventli gn eXc?I"FIL nes . ,
four interconnected modules: passive network discovery,

30 network data recording, network data parsing, and network
data analysis tools. Network data visualization
capabilities are contained within the passive network
discovery and network data analysis modules. The software
system enables computer code analysis and the 3-D

35 visualization and animation of network traffic and

structure. Optional plug-ins further expand and enhance the



4 the functionality of suspect code to determne if a conmputgry \A i
present prior to its execution in the host conputer. The apJJanEQZUBZ

viewed as deriving a genetic structure and then determining if the genetic
5 structure is resident, for exanple, i¥n a conputer program file, or
e-mai |l attachnments. Further, the analysis system of the present-1nvention
gr aphi cal ISPidiwaseaFaPabd L3ELESr nEREENPAL PYORS BB WEBRALIAKE BYSEE™Hto

conput er sesH£En agh LXOE U Edh £ATOsle b ABtwokki edblesiconal space to
determine if t code Eas u dgé one single ar ltiple fgncti onal
alterations. The'andY§5Fl 9?5 BEESEES PR AT SRRHAEE ) dc5ystem
sequenci ngadmimhi sonpaor sawe ohapwrisr neteoskn |detesomine amuinmal exexiut abl e
co ter t ern degr 5 qf, ncti | alteration. This
can Hooundip oL EHET Bttt TCTRRCL BT RaRed | Hata

f unct i onalnatwdirk aklioggeiconmanérdsemtay bheeretwpabl-e program The system
of the present ydenidapiichualsochapahheyeisseybion sguaCesandopieeutabl e
code by | anguage and di spl ayi ng the r_esu?,ts 201 n a graphical “functional
format. FSiorRkEmpratien r auferintegraeion apife $Pfevwann RFIHMEDr Ehat
periodi caldg/side dshenil Pepit tReekibankat ke brigitcd + %ﬁét Yoehangeate

regardl ess of current standard security precautions. e anal ysis system of
t het%r eseMOFHAHR i on 158Ssi vEPUPYECHi sCRRTREIRZ pHMET S and &45 t udl
char act er icdrisin£f i ¢ gidfal séaisarGonanailgatiison datwor kenawdd sdion)l t angousl| y

di splays djifferent_digital c ni i on tworks i.n.an i nferactive _nmanner.
Virtual dieees V?%l‘g’éf?ﬁ%%gg‘ggt hgﬁ%bl Fftﬁ;%atrc? B SRrEREtatsi ¢ al
dat a net werdvemalbei djf Bremsed bypess pdrt iigigearenrmckedo cempunresting to
whom at a j i i me. . Jhi oc detesmines tk onfi gur.ati on
changes i %a%rg%taﬁ%éat a Sc%%n%at ?%f\o%%g%imr ka%%/gr sgpggt%ébl egﬁdrre

i ntlér val s VIFia pigattar pregeame viat Relesaly direa \Neteipwk (h&Npredént
invention,ig 8Rilsh LHE1HASShYEaRde: nfyAatHDh VY syskewhirs Wilet eglabl e
when usi ng conventional techniques, requires no user privileges, consunes
no net wor FMSEHRRHOH 17O nFidGeE MOMPUtey imbakfue Widh EBAHGAPCAR 8Rs on
LAN WAN sysderdacHhecanaly®RAN spatesrean duw eklthdmp Sphdeiseanddyvirl d

conpl et e netwar k mnal__a i ncre Each. active_t ern_nal

S t tivit ases.
ot Ml P, o A i T ARR B SR AELEL AL Tl
| nf2r mat i dve MAG tairsyl dyedeanf veadt Fone showde ot physE caheanddei hagal
rel ati onsiigs, aseyell; as 1) wordpdigpuesentagianpesdhe apal yskesysyem can

al so be co _ net work p es to formrenote noni orlnﬁ;,

col | abor atR¥ S aHE RS c oW (WAN EARR sFoReAd nefn ihitdie (PEREREPES, T&Ofer ni nal
acts as atffﬁétlﬁt;émiin)é\/i tbf PRpYEnthedbhhe afemR & prabesost nrgbaéidme of
operation a passi.ve e of operatiqn may or_rmy not cease.dependi_ng on
whet her coa}‘fag‘gl@%a}ﬁ cﬁﬁr’o"] sari‘-’ﬂ-ybquﬁd wdntg? R DA %ﬁpiﬁgsaﬁﬁl ¥Ps a§\%st em of
t her esenthrerneiinamns idnal/ nepacal | y di spl ays, rotates, and ani nates any
data it receiv r - e | or twar e SaLp. tE or re

di mensions. Si errﬁ?% a%éeolﬁg%v%tg{vﬁ%nﬁoogﬁﬁlr%%t% %ggPo?ég?EF%Qﬁtdgt% n
either a physIwEl arsorsyvifpruahbatealfs dssalay | amd ecorpelataosomdatce with
the presendad gy Idarbpltal(}% RIS i rtom ashid URetbPNabEtWaker geacipst.ype of
digital data is displayed. The data from each of the three )}QI’ sof t war e
groups can Bet%i HSyedrEH r OPRPRESHN %ﬁf?aaﬂeé‘eﬁ?lt%’ o?“’r‘?ﬁ E®p&fat e but
corgiect ed complede|sonrce Higl Fxqunordsises atsde di BphaygSccMbnecbiniinky dfet ween
di fferent S data fr. t he [ maj or, sof t war rouRs; i nclude
data i nputIS#)om g)?tm rur?élcas’,:gln@snor SNEEHg%\?FéuaI% ?gt i \cﬁsglcﬁ%tlwar el(%:’gn gﬁlgénd
user defi rEblwmasiobobf Pataeasi er understandi ng by an operator or anal yst.

The software 30y nt Wi e\ " keky and ically
retrieves, _clecf)lrdllé"gsI g\%%?%pl%@%fﬁlﬁggr r?é)tsﬁzg?ln re g??%gytsokat%% g%%ﬂt%ﬁ?astc i's
repr esent ¥l Bys tdrmputiae aesicoins of gRaPBigROUBYNCE HoORAE BRER: ChErefife 3-D

nodpd di agr a8Rn PGGOLE reh Yt IRf ashie theranal yot reantiaGls seMetakingdes into
single 35 interconnecting comon nodes. This ca[gabl lity ﬁ“ ovi des "an

uncl ut t er €Y & FRBRILGT O TNRe 18r FRENBPSHI SYFRWF RS- t ABe approach

of the analysis system of the present invention examines



6 anal yst while maintaining functionality of the individual cogtyr ed
nodes. BRI EF DESCRI PTI ON OF THE DRAW NG 5 A nore conpl ete undeﬁs’t m&g@gﬂ
the present invention may be had by reference to the follow ng detaile ’
description when taken in conjunction with the acconpanyi ng draw ngs '
wherein: FIGURE 1 is a block diagram of 4an information security 10 anal ysis
system for passive network data discovery, visualization and analysis in
accor dancet\%?t hEuRE tEraReikt Y nvdnt i BISPHICURIRAE | $oan dessrdas oAt | 8w

di agr am of cbh@uicRROryRELeN iSC G s¥nBNJUBIrS Y St el @xelch@dRR Zin 1BhEl GURE
3 is a blogck diagramillustrating the architecture for, a discovery tool for
use with t RESENFCITRILT SR sdbEr i IFPERAFYsICETs\R] eMiBYeR| GSRESE L HRURE 4
schemat i cabkyetapr esenuetairieyputd théar mdteormbhingt urfe the tbyendtseovery
tool _illustrated in 20 ElGJ . is_a block dia f the 3-D

vi sudl i zat F’gﬁu dtfe 5t five |erll%dr rréa(%J?%x%é%tfﬁi t%/na%afgns‘?’g{g?s lé?frg%%mFl GURE
1; FI GURE 6ile,acy eclnadihgrtamaofimehesi.nformati on 25 security anal ysis
system of the p i nyentionutdid z e usi-98-4et eqt ek + 1 ELGURE 7
is a block di ag?g%%gl%ft'h\e&%n g{rhrrgél on f}gscﬂéptyf aﬁ% yéilng E ste‘m{,%{ltl]fﬁ}e1
present ingeaphégaddyafigrilays \and RETERFMS SoTRyriePna Rotweant Aékeor

i nformat i Oey%%shijaﬁki Ngompide Fl CdFuted s ankypi Rbcdisplay idddestrahing an
obj ectorienfed network visualization in accordance Wlf}qh g‘lee Er sent
i nveAt i on. MULtipEEMarE PREoR FRFER OF° TIHS GG ON fReft&Fr | A0 RRBURE 1,

there is ihhdeirgaied aingbéorathehe SpTar funcaianey sasyatamdils | nthedi ng a
di scovery tooll 12 for acté vely or 1Egssi Vel%a ni t?ri ng-a 5 | ocal acgess
network ( LARPIES 1feanSYSitel dat e dhanfel J42PREREEi onalfyYStRe di §29Fery
tool 12 cospausesirgensand mepagpenErson pasSstve pet werde o stolar ysénecwor k

bl erti ng aRley SnoSREBRkbLDEENELLRR PERLans 104 SOGE-RESE YhE PHreBlC
traflfic an@fusa‘gé’l@aifan%lhd ahpsraRd ofet wid corfrRiet | 9PEyTeat a §5RPBet ed by

the di scovghymheal &¢mBRsedes p@&b_lgfreaahaoﬁégg%iQésﬁufl@t§éﬁé§ﬂttniﬁemﬂ y.
Data is organi.zed by maj or ca%/e ories as follows: Address, st, LM Host,

Domai n, LMPDSHBPAS SERRMEEY B R RTLIZCMAOPRATF 8L s, TREt A¥FERBSst |
Net war eNet war kheNgirwaeast dinveht Aeris Nesoacesebver ofypert Angl keakten, CS,

WAV Br owser , WV Server.,, HITP- Server. NNIP-Server r ot 0COo User
Pobsber R Beeratapms. BhHE BV o lh0L 568 SLep LRl 86 0bng BEbu1Es
FTP2Rasswonc, sRataphieall VYendtriorz2( Dxrmdth tFer keowhelge daseutéri's nade

avai | abl e Fﬂﬁzeqat%e%q:éi ng;fgol 18 that coyardsedhecaptyyed: pot wepk data
fromthe discovery tool 12 to a _form useabl e by dovvns%ream prograns of the

system Dat@t&ddsidsed by theepafisifig PB8I 28ePs fHBRTaPRALAKI eChanged
anal yti cal rergiB ek 25r foirasatygtagdbka datardant wreday ibdhe .di scovery

tool 12 and sup%%rt%[r{/%re mer%i gs%eof O%e\é%real d%ta fiil gsngrildnt hg gevg oprent
and conpari son of'*h Ve R age Fat ter s s PRE SRl yIi ERF*BRgPRES 20 mly be
i npl2érent ediipcooitsvarehd r ghy2idak. aamtl mhnketedd whdgrctlke istddemapk
"AnalyStlsd¥§f¥§¥ﬂC&ata communication mnetworks and simultaneously
displays different digital communication networks in an
interactive manner. Virtual discovery is defined as the
ability to determine how the digital data network is being
30 used by its participants and who is connecting to whom at
any point in time. This process also determines the
configuration changes 1in a digital data communication
network over selectable time intervals. The physical
presence of the analysis system of the present invention,
35 in the passive mode, on a LAN/WAN system is undetectable
when using conventional techniques, requires no user

privileges, consumes no network bandwidth, and does not



30 A second analytical engine 20 fromthe Department of Def e I
PROPELLER is al so available. The present invention is also gaaﬁtjﬁnz

utilizing additional analytical engines as such engi nes becone avail abl e.
The anal ytical engines 20 are a dynam & set of graphic tools 35 for
capturing and displaying a variety of relational data sets in a’“format
referred itotertere | h’l%tg‘haFPmmuB}cBEéOBF e LANVYANCIYHRFSie 20P%uch as
"Anal yst' anbloteheokystem &aiftcuiceitl et mmméms exid b X tcﬂorqhbetta@t erize
and docurren etvvork ch racteri tlcs and/or | ocate ossu? el?net
i ntruders™ Told%ect e?t‘a“]afh%l ordant Yt S RS andf3h cdl< t?ne 20
can be useé:tnnmketasgeml ainonhes hetwerh asnundospedf amdf fdarsmlaxbda

chagts to r [ | at fere tio t ween
andgarray gghga%ggo %@gg%rdeq?h%tr"g%/%ll blnlteﬂﬁtaod%/ I‘I%é(ﬂ esl s &F

corr el at eshewst ioishi peyakead andt ivilré ugat aedetts cavsdh ips /i d?esntwem tas get
data withhBeddd Ugiildenthe i os et W‘éka%%tlﬁrs'l‘ase%érstt%np%aqpaily ¢hd n order

to relate kno ata to session data data, and alert data.
These rel §PF’§H—§'@I swagéu geqwﬁétgrﬁbﬁﬁng:%’éowasrw@ﬁetatcmlr@twgmom as

wel | as tbelq%rﬁcﬁratﬂntt@naraais@ot@f Sp@ﬁl flEn profocahs. (HEP, diild, NNTP,
POP3, SMIP, 15 TELNET, and | In t rocess of anal net wor k dat a,
r“%‘sts‘g Iéébet

a Bt er ni AEENBRPs AadETIS S5 efh B M nto
nor e thantheerdmbaesptrobébar aat ehiai mgdéhef neterHtddm o ias iy el res
taking a r|0d| shot  of _capt ur dat ve rio he 20

aver age og% %[t)e éaré‘gé}és&g%' ;%t %s%r éu@% Jtrtljgcrgeat"ge11 at STk chart
repr esent Cnglabmmmmtmandmdawé@s Set - ofl'hbsnéane process
characterizes gi teher ggll 0N Of - da et wer k @[1; g eatihte net K.oY
operation of the ana yt| engines 20, commn BSrelsed resources may be
det®r mi nedyPpmisaldfy adsaRpRYSg ¥R &fue. 2Adt |arm“t§ér€i~°oda@3' Batardst is

identifiedebhatyad |drdevERL eamnmagages@@@w@%agx%u%ptlw qthyHy idg that
period. For exanple, .to deter volune of E-pmil traffic between

11: 00 a. nF‘OEﬁddimGBSbOHF §3 nhFﬁBe%ﬁlﬂl%"OU&&Fr TR foP&seWRY al
weeks untdligithill datti @ ieltheaf fd plgatirca andi Aestvinatdgns et lensapipar ent )
After co Iet&ohﬂpf the sanpling, the analytical engines 20 can create a
chart that rAvéntories all of the IP and/or MAC addresses that have been
ideatified in tlhe sappbrdgnc8s Sdvdy al tlopt i pnesane avaiviealslienf,or wWispl ayi ng
the anal yggd dat x}lrtcy'tughag AufeD dhsplay 2g:ankd, Sefbdl pl qylgi%alEach of
the tools 12 an e anal ytical engine 20 pl ays 22 and
24 are fuARétRonid |<§flmtéveénn§éteediatfoa a%rcabe%%ro§oftmartémem % for
recei vi ng sbfigt/aset g@&&pfsr @@haaeoaeépt@ye@faxtcmemtrtat&gdr&trt Qhys &Gt d tomn
anaIyS|s gﬁﬁ{entlo S T stent ce %Eteﬁnal se r dat a
(i.e.,

GURE 1
rPE iRPBY maﬁ‘?% A4 | urlfg SV Br-Ag™ an tion)
i n2di gi taprbcesa:t als%@lsﬂiamtmmc@atla:y sbem)zv&nm@llf/ﬁetﬂ"emetmd@
di scovery gnd; anal ¥si.5 ol s hbece rrllaﬁoqf Oé’c?] h}?é{;pg' (Etjurﬁuplfu&gte total
10 communi cation security process. [hus e syste the present
i nvent i onG@&mbi NePwhysEERM seXEeP lneddnsminsh ol e ro‘fﬁ%—‘%b*ﬁﬂ}frﬂ%fatl on

systens ardFdr ¥ C@riepppbi@nt §skht Aier GHPI £t @ yaibo1el | Fgpcepardkage.
I n accordance WI t h per aﬁg r instructions, the system 15 glecord and pl ays

back sele ¥ h&st BPEH2HAF atf¥se Y&ter Thfie-FACtWE Al ysi s
andovi sualllnztaixran'ts rwitz\h ar nbheeeridi rensicorse clhick Sat&ﬂ&bﬁxﬁd)hﬁca‘.bly

ext er nal nsQr and/ t ru o) st em of
FI GURE 1, §rmat 1§8ESde %quﬁ’gggft %& g\iﬁﬁyﬁé e
sessi ons mdﬁealthaeal itsi meaﬁdsgntaﬁt ebyt Hehd acthreEhemapdul aﬂioiétrmtt ecture

of the pr%é nvepti.on g}FJ, MAQ‘ iﬂhégg?j%eﬁohglb%laﬂﬂ%st Opd Lbhder

enhance a and protoc deco es to 1 ude session reconstructlon Thi s

feature 25=lp\«§rtmrte§tn:él%trﬁmaylssr%t SYRRERIADS t 2L WRADhenedes | inrteiRI R t he

context Ofldﬂ'gf)c'.:é%é@@lh?a\é%tnh@% MR | Wl@%apélﬁ‘iﬁdﬁfﬁémid@é\ &8 then
put into nodal diagrams for Network Seg rity ersong %gto det e what
t

i nf or mat i GRHEFLHRG IRRT TR ERTTOR. OF t L4F OT LIHD YD ‘Pt’évx}'e €t he



30 questions like: are illegal businesses being conducted wthi
Intranet; what if any harassnent is taking place froman enpl qu§€(;2DOZ
anot her individual; where are enpl oyees spending their tinme on the VWorl d
Wde web. In one inplenentation of the information security 35 analysis
system 10, a Pentium based PC was utiliezed with a m ni num of 166 MHz CPU
running the WndowsNT 4.0 operating system Further, the anal ysis system 10
included G#nalyd0 whgaky e iofaiedngRAMNCE ibngilgatyytef haine dnidvie idudla

17 _-inch operation of the information security analysis
system 10?555%0 ?te%/(gld)ﬁgéggtl lization of a Pentium /300 or better with 128
nmegabyte of real RAM a 4 5 gigabyte hard drive and a 21 inch nonitor.d 3

Ref erri ng ﬁEIﬁﬂﬂEﬂﬂ%3@lﬁﬁibﬁ_?ﬁ_jﬂl___ﬁﬁﬁﬂiﬁﬂy di agram of one application of
the informati on security analysis 2)/stem 10 of FIGURE 1. A gas& ve data

di sovery engi e TS RAERIR G ANIPIFEREAIRE| PF cbihe PHRFRBF dBVENEdGHr di ng a
net wor k an@hylﬂbace?ddscwer%ﬂelmnlwaﬂcs meﬁeerEM1mm§hedl§na}m11eage base
16. Specifically, the dis t.ool 12 ers snma conput er
source an ee%&,\%’lﬁtal@rb “g'bedb%ﬁ%&él 18 58?%1%9? lcf%“aﬂb%%?e%%?%ﬁﬁ’&ﬁ&l space
Col | ecti ordwdwimys wlaeaeénabl e scaling and displaying | arge conputer code
15 nodal diagr reby_ penm t nakysis. i Vi ew
and observe the |A?G§C€H%e0|é£%§¥ ﬁgﬁggag ?grgg %ﬁQSHQ%E Q E%%¥Iégﬁbuter
equibnent amatysipposrstemgi for daessdyenumiedatddn rﬂaitwt)r k81iscavkeawi ng
conput er S«%&@l@@&%ﬁcahabgﬁa@?g@sbxnt Be e Wiltaol the BreQe2l

enabl es the systemof the present invention to syntheti.cally simulate snal
conputers%ﬂﬁ?ﬁﬁ%ﬁ% execut abl e code program while view ng rel ated noda

di ggr am Ihn 3- Dzﬁp@mEhTizu sienai esaptphgcdetlahm flabwondebgwher e oF rr%ﬂem ou?]
code mg side within a program ident menpr ocations ere the
dat a reS|dHES%ﬁT%ﬁl%pp?8§P5£¥Ha§n$}H?%ﬁeﬁyﬁgﬁguggoﬁ?égﬁh gée graphi c
vect®rs as tenpBEEREt 03f i nds speci biockypdiagiracode rindsd st {hdat the,
viruses, e Igo h ). CONELY 1

col l ects ﬁéﬂg%g?ﬁ r%ane ({T% d'lLQ B‘fgﬁl 'RB’&? Pég s’:‘{%l t%gg%us%gespl ay
i n two-di mersPomt idre physréaY aﬂle$¥§u%YSﬁ@meﬁkFaGQQEaﬁs Thi s enabl es

the system anal ygisrEO '@Sta@éﬁ&%&&'%é{lﬂysp'@é{oi’»‘@é‘éh{?é' egui plﬁf%&caqt
connection of a data conmmuni cations network. By exa

| e
i npl ement.Hgfmﬁoghoﬁrcﬁtf%lrrénéew&h?.%SC%V%WS%%@%&F §t3tie§ aBle to
detzg m ne mhewyrmew; term nal s and/or configurations are added or rennved
fromthe networ Lhcl ude _possi I |dent|f| t.io |ntra " 11
doors". Col | ectﬁk%%‘g%}f: ghil§ 3a?’ % e et & ?lta{b ggsoén r%ugﬁ farté‘r%lt
di agrans theteby pernithe ngnfeamatioe @rRdysity ofaredwtire metstetk iof bei ng
used, who § ?@gnynlcatlng W th mhon1 determ nation of potential choke 5
poi nts and vul nerabilities, limted "trace route" reconstruction and types
of worl dwi de weBIGEREi c8 rifuest &kock | A1agdrfi oRE t RBEdi $BEPEFP e ne

gathers stsaciti®, iJHHIyals osslysgmerhhef ngiswskeséfe MRvEAdioh opeanateen of
the 10 network and network .u A typical discovery engine coordinates

i nf or mati o° f FOntHbFBEpPE 98% E?rfo provide an in-depth picture of network
data. In addi tIEDGUREe di steovex y kdngikne ddekbireat sodfat ahen anfopewatiicng

session ofg t S r eat 15
al ong with t %Mgmﬁrgﬂgﬁﬁgieéggtéﬁla F§1 ﬁ%e gﬁ |5ﬂk¥%¥g§?h§§}ng and
anal yzi ng @ff@%$&¥eLF@P%r%ﬁ#|Q?%q%@gdﬁ@éo?eﬁ?d@n@Fﬁ%Cha9raP§é°E@aédﬁﬁigured

to gether pnflaanahyzeagdata on other types of network traffic including ATM

WAN protocols, and ceIIuI ar communi ca n
P FIGURE 8 is a typlcaf éls fay illustrating an object-

oriented network wvisualization in accordance with the

present invention.



20 The di scovery engine (discovery tool 12) generates a knogi dﬂ ré)ase of
data | earned about a network and this data is stored in an pﬁr Emy

naned file in a stored data directory ,/of t he di scovery tool 12. The fornat
of the flat text file fromthe discovery engine is now processed 25 for
further ubibhzabboppbyptBerhif BETBLEOR \SRGHTIY anal ysis system 10. This
et ge e 110 iTe TS procesSed by the data parsing tool 18
utilizing a kehabedrdasr choof FERFRRnow: ed§Bebase i | é ldasfaratig@d e &mta in
various cahegemnheson30 s haldaids | SsPsEaRi 2e6 | Anaridiyy caf egori es
as follows; unique user identification, host, LMhost, domain, LM domain,
SubNet , |bigaaavesy, bRAN MAC ARARESLVERET BT PIBEIVENet TRPd LREHRG 18
Net§\r e sSigthDnaaeds¥ahcduwdrat NGANGY &Y aldnLab£0Qr H88a Shamheaddi4.ion to
or gani zi ng t he . knowl.edge basg.lG into vtz_flri?u?}1 cat eﬂori.es, t hedsrpearsi ng tool
may al so CrBEEEORAdHED JRPuPIESNELY t991Fdid ofPRGTFEFS ng SRR

know edgembmnsageténthe paadite calemymrine dAGamanonds| riek wdwek datieweor,

preparati and co Lng int e - ed Lagr. o.ypically the
anal yti ca’lg %%g%let%gfcé%&t’eggggcg\éc%g]g:i?f%g%be{d\%ég%gggg %&%%Zr‘.’loe}mﬁf er ent
charts toauét elwmearnd andhrdpeatéhgrts Eor elddtdcar, diheerddmdatary

Rel g@ti onshi,pg bel Ween 131 c@r F ¥ 0k i datdah $OWLRR | 8akkl | h2gd ra&?gererfey
hypot hesis, to correlate relationships_anong nultiple data sets, and to
i denti fy RRFYREkdeensftitiitya | Aage G3tdeseed BYsEACORIBFARTY &HPfYysi s,
the i nfor{at beecwReUddnt Rl ¥Skfioryelgs eaakl as tdeosedelopimimonsS.
resources_for managenent of a network., The . anal ytic h engi ne anal yzes

net wor k dBRE2 t bS re¥eRRLA6Tb e 56 BaSBCEIPE1EE 2BsEPSACHE A, &S data, 15
and al ertudat p A8-HbeSe Dehaln pnshi psmate, usibNzed o -dekargaae wehd, has

be t al kj whom a |_I the ntent..of the traffic for specific
prﬁ]ocol gﬂﬁgﬁi‘aﬂﬁeﬁf’mﬁg\s&%&r egﬁﬁtyzibrﬁeg WAL RV RET & & E&RA& aytl%%é

di scover yAleot, 1Netihardeameeniype) appdieatiicati obS 20 WksiBrawehe made
as to ma&wﬁgﬁ%'g@éf‘?tﬁﬂb—%ﬁer‘, NW@QSEQ@Er(?T‘?rg@E@o%e,t usdar gyl zi ng

n

the data 1nt way utilizes taking a periodic snapshot of captured data

over a tiWeeherFBE:U2eer EEF afendpen FUIB-BeECRANETr e PREFoFAFTI®™ki st to

create a pirpkpghatbraepresesti, ngndSvenabli.c between data sets. Referring to

FIGJIRE 3 there_is showm the archifecture of a typical _discoyery tool 12 of

FIEDRE 1 as || PACEr Aol en FRELESEE CAIDS | b BRaGr BHPOLAERE # One or

nor e sensqQasaampammatg otdell by meats obnaespsecitald zegpsensdr rtaxwdixipr ovi de

setup, col tign, and tr ] nt ) r elo Eth S or an

Et her net a‘lralgger&é?r{‘srlg]ﬁov(gpg%gﬁﬁs'{Ogiyler E?o t|t‘oér;|0\5i| dgg%gw %%E%?g of” net wor k

data. Paciewnstiredat mnarapfevet bheasyehsor ndidgeraggearedt e Provi ded

to all thgataehg b hiQolisSUikEh 3Mvaabhd e£HabknRGkekadd dHPGRSSINY

engl ne 36 _decodés data packets and convertcsnthe raglv, data to infarmation

el éfent s fRAEL 3L S ST F e3262aEFPFHESFodiYs Ghf 291 BEPVETY &994 14

addi tion, afdscdupboetigi BRe mekdyiddy f oEt evesrepatll | dubar | f4 1 enasit i tige

informatign_and enters_kng intQet b Thi t abase

s al so adsgbrarenh, fad18PRESREsPE' 8e' HRLUBEY BEIBe B ceknd ! St
analytical engine 20 may be implemented by software from i2

Inc. and marketed under the trademark "Analyst's Notebook".
30 A second analytical engine 20 from the Department of
Defense called PROPELLER is also available. The present
invention is also —capable of utilizing additional
analytical engines as such engines become available. The
analytical engines 20 are a dynamic set of graphic tools
35 for capturing and displaying a variety of relational data
sets in a format referred to as a "link chart". By use of
the analytical engine 20, such as "Analyst's Notebook",



In addition to a specialized sensor, the discovery 5 tool 12.3Iiggg?zna es
control of renpote sensor 42. The renote nmanager 40 queries t3

sensor, for exanple, a web based nonitor and query tool, to be provided to
all the tools in the tool suite 34. As illustrated in FIGURE 3 the

di scovery tool 12 is 10 organi zed as a8tightly coupl ed sensor/processor

that is based on a suite of inter operable tools. These tools provide
vi sual i zatpr6R, cepgiarfedhnFahalBRi SFLPHeRRF nP datlaBRat BF 88ssdad

know edgedoch@ntenset wdBRaAGaiat 20t e BOsPLOYI dafd conf N gukRle OpossdbTent rol
of the sensorsgw tthin 15 the dj gcove\rﬂ\éllhool 12 th%t all ows data.to be

col | ect edPBEYREK FPERUARTS sendbFET EGELRG A PEEFR 1T 1 B3t Re

di scover ytheolanalatiatsl aapeins b the densmedenagerkd onss8Oiantbnse

provyi di ng,a,vi ew of sensors rt op_leve rdi_ng ost,
col Pect i oRS6Fe5TL 2eftPHat §92§%%{%‘% ggttégoérrfﬁg%agloesd%?%%@%gsi on of
data fronceensbasion theddiffesestyatdain. adiinthiorsiiqes dieteeegornd

enabl es ngguﬁﬂog%te O JILM AR © SE0Snd ) Liga i A6PNCT Po! Ol pPds 2

new (reno t "and assocl ated sensors to the sensor nmapagenent tool
control . hgpohbeaeswoER ¢PEWER atEolr PR HrARAES ARNFiBebyEpie data

aut o- | ayodb gaRG WP MBdd e VEpUahi-gati aacal wiehwer ks nepese adgc i 8ke. Nodes
are sources of conputer traffic, apd include er,vers,r%(}sts and fllents.

Li ARs ar eNPEHPEKent@tPorfieefs erftP t §SenBDEr¥FFAC, 1An®TFRF t FensFeF3ED 30
hi gher | exabwhefyer kask efi@ta st ssiedis bon r@at ey Packdte detawprkndi evert t ool 82

reads packet _infqroation and.proyi.des a ical picture .of Qne of_nore

| ogi cal ngf“\%ﬁr'ks%%%el 58?3%1%&%’[1&% ad?sgg%{%y%nngggsetrg‘rjfglmgnk@l? n#‘%‘? mat i on-
and provi beenatphksngatopwbomr easfwehk a3 thr ec38 drogichl thet woakEicThe

| ogi cal pigtur L.SRl:ays i i nf tio gre df ltiple
packet s. F%gsngggcggl%gt gg(ra)ggf:?g%fi c(% r?ddegﬁ‘g‘%d I?ﬂ?g) eglléisjtgé atgﬁfﬁgﬁy 14
_. 15 inst IREVETef and THAPhet woFk KbgelPYRRASS | Phk 2naélyginef peeveyk

visual i zaghen OCLURSrRY@XAWIRINTi 4 NeaSUILS et Wit atpmamg Ao fraent

| ayers. I n _aone enbodi nent of the network viewer tool 82 CICE{?C| es on a graph
wi ndow r eBREXEREESS rdBRs SREMIhest? epfOLEnt HRUNPREL | 793 k8L As the
di scover y cha@lack? it it tleal hycdbskover s hiier evajgdasguie cotakifigraeach

net wor k appears.on the graph.w_ ndow along W th networ k_J . he node
repr esent §Efbﬁailg FP@Bnggd?ftﬁaep%%ﬁn? ?%t%né\é%xgraegéa]\t,}ge §e§§§5h092§£ bel ow

t he0l0 r ebweeage noilewhbhf dfhean@nMpkataddr g ey amxisosa ayedersedntohe

know edge 16_w e di a i i Ndow r3f; & hg@hlget ¥Lewer tool
84. _ Thec(%%'%ggt Vi eé'/vsérrlpt o%}aglgédf %i‘saeq)illne{beégr{r\?i%% Wt h tlhe_ ngtwork vi ewer t ool

82, the t8pGITEHRF dFsFl-ay THAF GPTANBTPSSESqUeRFT_EFRTEILECFoSIIRET The
obj ect Vi geet iteolo 84 atdias s dhecésphayref neakerration regarding all
transitive relations %{uat ar qujg addrizs%—iba;e%)sn tirﬁ%ts can be maggl
regardi ng an o%jyec?l?e 18Rafpl 19 2RATY P Sdar 'S Sassoci aPedWith the
users, andreusser rssassoesatrey We hd2beamhost duidress, cfthen shwpéingl | all
be a part Qf j ecty \isewer displkay e 3 ddnt Dei St Laddress
is furt hert(%acggt}ﬁlg%'ed \%l *ﬁ%o@%ﬁf&ﬁ P{ngégesegfé%ﬁ;&s ty an%%tlg%/egagggci ation
i s not di &ildyetetrahusensent HeagenRwst GRtiehaks AP ettt ARRLPHL EPBEet i ng
rel ations pafWitdy nodes el imbe Obr 8ctde rivthiddikehbedd unRl adf ORSmak e
obj ect vieéewer_tool 84 creates g |l ist of 8bgg@ts di spl a%?ed #n a sorg by
class. AndbAiid orPatyaeBadle?® dhd® dafBdpddREt Bt uctIFEPT 5 Fr 87M4Ed by
actiovat i omafurt he apickédy vifewer sévetaB6. weBkiss pnovildesiMilasities uia of or
informatiQn wthin n k 30, p t. S el t&l cern
understan%rﬁgvél%nussoua%{p%ncﬁ%odr %fr:el(%trlﬁle a%ﬂpr%%cplgip glné't he égg%igt
vi ener todlomgglesiant dfatbe, sampddiat, fille eang HotiehbvRRgisepnili gy set
to allow alblal ednaaekelnd o hrokapt eeda1 el anserp! antipber gpked in
certain packet types, then the 35 packet viewer tool 86 allows the user to
sel ect ceraddTrsRmscthabf h@&%kb?@“v}éeatﬁééEét imy ther SR -al og.
Al though the pagkebryievwspriORs 8Prds arpfdbior MU0t dd@playing the
analyzed data including a 2-D display 22 and a 3-D display

24. Each of the tools 12 and 18, the analytical engine 20



15 debuggi ng and devel opnent, the functionality of this tool @ [ I
to. browse for new packet types. Turning next to the know edga E%&MI
88, this tool is a visual interface for the know edge base 16 and 5

provi des a tree-based approach to browsing objects in classes within the
know edge base, and in addition provides |inkage information for- tracing

i tems and 3N sMPadieP I Y21 §ndi 3¢ 0FEPJUBATERBARA VWS SBF OPRECiedcover y

tool. The t@owa&dge&y@wt%rto%ﬁ&ﬁ@bl q&xmac% ti Gdr 10 rele@aniizgt i on,
and the cate orlzatlon gf net wor k i nf or mat asks that re both

Lt ot | o TS R £l G o AR | h e hebPTRaE0s ﬁieF%ﬁ%tY
Loosel vy, aarﬁi]@s;ist)rmeéknbyothe know edge browser tool 88 is an itemin the

sUbel asses. ob/Bt cVsFeBott Aol of orid R b AR T MARBOR, and
SMTP- sendéelri .An. .objkacimetanslcomsmﬂ@rredtmnt heotbhimxt dftahe S;Weseﬁ’tBX

VSNt N p s TEIBSFOL 38! 955.:E 40 ARLAdEn | DnLherkaoue g‘ﬁg@ase 16

havi ng neip SpeCI IC I N rmati on scovery too es the
script englate 3s compiings adlth septvark dhFeaurryorngr soadyrag tAPEMati on

el ements wHdye regei Vﬁﬁo{?i@b@w'aﬁ t@lﬁaEherpicEE@fé' geltce @hout rebhects
wthin a network, Standard object tzyé)es 25 include users, hosts, donmins,

appid cat i GRETRRY GRIcH @R s §§ CUR RV PLOCHRF ont OPHGy i IYLERT off afPSws new

?]?J ects t@alzi&e«;]mmednvg&ltﬁgaroneomynes tpty seya bi Bengs t§0 r[@éf@s/ witar mation
or exanple ost. and user associ at ons ar i nformation

S oment o LRSS ISR O 47 ST eR P b PaR: 2b6 L8 TRdE I pePro EhER: S

accor dancenmic a tdten};ilﬂmelauruélﬂﬂlenpeesankagnvent| on, a network becones a

| i nked graph Cgf}ﬁgggragn@a' Wit f@@&?ucggg{{gkr%@“ g@gh' ps are

stored as link ween vectors wt 'S space con eéring the
t opdl ogy diespsizds t esid 9plavhi adol ssiwitéds roThpast ofamhmatsmabﬁy

gener at ed QureW e tf@regsasm e f%d%eté’ﬁ%fl‘ﬁzéijser%ﬁcﬁ' ¢ds0y1 1D dbacoyery
t ool 16 12. Fi Eure shows a typical w ndow d 1E_)on activation of
%*Eri/ﬁa

the topol &8P REpFhFefoSimRNSERREd of i dﬁm&ci%m: PEJSHRFERRA Lt he
know edge s rlGnd er t DRt agyodi apkayttionl d3@ashows routers, SubNets, and
user 5 nodes. Furthernpre ubset of cI in_the.know e base 16
can be overl ai c#bna&g’pt?)?ht hi*& v = For® ei%w ﬂbs‘f1 2R afES® 9%,

vula®er abi HTIEesandn THEENSITOWNPOFBe SMEH, orNN"EEor ded tIOHP géeeaﬂacbmes ipacket

[ cassebl aealCPd POSI D TMBASHE M e 80 0N age 10 dhaconShialh ©

tool is ane ani sm f or observi'n tlpesessmnt pes whi ch_cannot
easi | y be 3¥aHHi t’raire heopackbe IEV@PenFor igxanpien Hﬁi'lﬂJOWPODBlUSIVIFP SNVP,

TELNET NWERu 120 VIR aBydé&aﬁéeﬂ@ftﬁgrp@ﬁkghéeaaﬁdl eszblaﬂg pebrkeyiaspect s
i nfor i on, acr oss th%}}lq{eassenbl ed %ackets the 1 ,f)SI on _recorder tool

92 provi dE€FIRET apBbiF rSobEePli Gcgﬁl&tlré‘&rtﬁoﬁ’g 0t S aSERTLLE] on
| ev2dd ent igamsiton the asbWysks |gysoper até one awhemmesscamlyedaltéemmeol

reassenbl G, 00eCLLENCS" OISt JU NP, o ALy SPSL o83 TNEAELLALET 130 (e.9..

TCP) and above séssions consist of nult e reasse ed and

parsed to i®fsuoseatapni é&t i tohen epul (it nﬂ@ﬂ@ﬂa PacuamaantoreNetwork

reconstr U‘Eiéél&i eghiguesniepvitde Hhec¥meheM s st aitrefdﬂtamlr@d | aRelEor

exanpl e, rogr éss and, sessi_on nitoring as we pllcatlon 25
| ayer i nf d‘f *?%ﬁ st es&ipre, % nﬁ”EFoad"tﬁrbsgés)usﬁl |tPZI “REsitdf search

t ecdmi qu;wué&usn% he i9essi axd em&dgalt Omhsﬂﬁesﬁéﬁblhrmg/\/l t:bnalheltted
processin apabi en_a _certai.n I, e- mai
can be flg" '%\ %%tﬁc‘i%lf%'l % é’ a6FPBR™ %Olgf Ey % ?fr‘-ilcl’ﬁ'ecor der
tool 92t H’mczm iag1 mmpmqiaia \ncevam:g:ha‘r tlhleilfvoldua\m ngheess ages emﬁ][ﬂ?eeBO%
TELNET, FTéD Hl}“ | MAP.. kd rat i of the session recorder
tool 92 data can e gede?g‘et% kr}fg\;lvl g?fqe %faigge f%rba's the tool detects,
processes and sl:fanprsﬁesyﬂmi@"f%ta@%u§ 35t he ecasf afma wik QR m@Eicyrity
35 analysis system 10, a Pentium-based PC was utilized with a
minimum of 166 MHz CPU running the WindowsNT 4.0 operating
system. Further, the analysis system 10 included 64



The query consult tool 94 provides a text-based interface ta‘gh@El{bcﬁﬂ(&’dge
base 16. By utilization of the 17 query consult tool 94, ¥a user is able
to deternmine if the know edge base 16 contains an object (for exanple,

i ndi vidual 1P address) or determ ne th(i set of objects belonging to a class
of the know edge base 16 (for exanple, 8 | P-ADDR) . In one inplenentation of

the query consult topl_9 knaw se_1 s. queried f.af .top |evel
cl ass nanegl?gggfré%tcs’gblé?%lngl g’ t%ola %%%H}E%I g‘?ﬁaﬁg%geéf‘ﬁ % (}ﬁasls‘? j ects.
I n addi ti omondtole tobhpsoved 8perehécdi sfovdry inbHdridtidni welcudesya

knowl edge B3¢y DL SLPGLARCLo SEL Aon AR BUNukB1ELAUE Bn3oeFal loHENGn-

di scovery of the dat romthe network under analysis, the data is then
appropri at 8Ly 3P8r ne¥ t RPFRT usetdy LRE drrgaRYERl ofhgraal20RAMhe &ndw edge

basegpar si §gghBteSahrab dhiVe i35 at 1t alkent henk2 sz0ldigct ed data and put it
into the appr oprlﬁfte format for use by the ,ana%lytl cal ingl e 20. Individual
BGFeHy vaPPa

tools in the kn e18a58 PAFRAZ (DM §6°4Pea 1894 &se data
fromt rr]rte)l LG @ﬁgBicba?l&lﬁorlﬁoﬁRﬂugéiz‘lf(f&Qﬁnwaitgbﬁr gat:hemtirra‘ﬁhsg\éeld_ lsg@cfgeiéd es and
reasse ed_sess|] iles. The 20. kn edge base_parsing toal. set

conpri ses gpgﬂf ffg@féé kB pﬁélr%??%l,veE%r?&ial gé)%%‘?g%f oﬁ?géggsﬁgﬁsf&"ﬁirﬁ’g, web
extracti ontogtaphij css extt t htzedno KRtdwemidaga fegerdangpal aeteprkamedcol um
splitting. t | $C r ol: ge t n d e 16 of
ot 1 5scanples HRREH e EHE Macall LPRREELER) TRell URT RRCGT BRRT, 0 nd
saved for besselby tPeedifécadly. tbbp dPseeyeryspbay bR ganbewsr katthe

format of {he h@¥ , sHRYEY@omputd10tsdieefdll 4@ k@lL@WHTR PEQEESSIRAG1 The KB
parsing toql, ‘parses the data to be &J‘%EFUL for_ 30 displ agél n a_ col umar

file, to bELIPAPBMt 8 thyon AN AHRERS MR LT catC_A§FRES™EL I n
gddi tion, thesKEaparésnhigd C@iaiﬁuglltérid ag.@paayﬁn§EYa!\Qédc&ﬁpgtbrt @olgi@ner ate
ata_in variqus categories. expl ai ne t.he session rec er to 92 is a
35 Fchan CRARS: GHARATE minEsPY sdl it hiie AR GUILIRTES [ Pes

cont ai ni ngfteassehbt gdcs essewmnmmthtahsetive hbebéntefcbnhestdpeat edtduim ng a
si ngl e dat ctl y 0 @'))g?{’@]_[e 1 0 -mai |
extracti ongt_ g%%‘lﬂ%f tbg n(?vﬁ é%%%?bg%’é "IE:% In t%%g%(%‘g%ﬁitse?hgg SP%??&ESS for

or gani zi ngdPE@PSaAn ¢SV PCPTINEB 1EAE BOBURRBNPTHES Cr i GRERMEINThECTRMARYY
descriptioggua¥e then drpontsdld teaa 83t abasaicdvarthherabnl Ybi galseengi ne
20. The E-mali glextractl on tool consg? ey word sear.ch nechani sm as well

ns Kk
as ®Pher t§PBELEF datBepar¥YRE™ mﬁﬁ?onéﬁfe?%‘: di SEOFESF Fbol H2
gener at es ayknhet ecgel pastmoiatfd admdlll eotatiaeeokbactedaabioekeaunefier k. 10

The web extractiqn tool of .a_k e o] facilitates { he
par si ng an%oggr r‘?grtqtqr(rjlagm o‘flgﬁgfaq&gﬁn%h{%{ta%&f #Pégat%gtaggf%ét%gn%i'réported
to a dat abapacer tBhihcenablesiths datgirmdaagdonThé webrexer sétilsn ausol

contains achag (Highkar de@iakey, Werid) seapeBgraahaniginag riel hedrld ot her
types of data procéssing algorithps. The grap ICE extraction tool of the
kno#Pedge BRSELLEHS sWPeYE pEBGi (AL oF SFdLESenBFFRY iFad¥F ITTHY f36m a
recorded f @ifbhedhexdtsepiay, odnd hessegsiphicr eeerdes heokefdlprew des for

the recordi.ng ;of HITP.sessions. These 20 s ion f,i cont ai n _a header
descri bi ngftl%éi s%%%?bﬁlﬁna:%ees dgga cébs?s%oq'?cgf?%ide%vi t(ﬁlht%%e %‘%Ssivgr:f.u en a JPG
or G F inmgecryptoen| atdedithhe) datin isgldigdovenbkedibnovheyséosilon.2,

However, tQis data i 910 doapl aypblgeks thepzgcorded foafpianThe gyaphi
extraction tool converts the ,
30 simultaneous display in two-dimensions the physical and
virtual network diagrams. This enables the system analysis
to instantaneously display physical equipment net
connection of a data communications network. By way of
example, by implementing a sum and difference routine, a
35 system analyst is able to determine when new terminals
and/or configurations are added or removed from the network

to include possible identification of intranet ‘“back-



25 reassenbl ed HTTP session file containing JPG and G F dat Tﬁét?ﬁﬁi a
new |l og file containing the nanes and i nages. Data stored i%

file by operation of the discovery togll 12 is utilized by the KB summati on
tool of the know edge base tool set 967to create a statistical 30 matrix of

t he data c¢ontained i acket and_sessjon s. For. exanpl t he ance of
a protoco O?TE§ be uscch}HzfsclEtlhoél Y'Dgcc@zlsgarﬁiéfl e“8outte® nﬁ’egadr%gasﬂ)?réa%/ be
used as thwertuatcesstraeer dGislamnon tderehy ppeksitoingessesn |ogmbas been

rade, they P sumatpen h8a! BRECCRlAgKAPREOPHLALG 304 11l ands

di spl ays avaii akt access criteria to create a graph. In the analysis of a
typi cal reewmvRicatiaggeitinivdionf detesninatioe génppacadiahechoke
mang pul atpOihes 1940 Ri1ddeakiom edge basaniad Seit Of-Hr ovisligse @n

interface to reduce the volrt;ge of generated files . .that nust be sorted
t hr ough. T$CERABFBStiPRes 3R bet¥BESt ecPlor MOFEAWEEEed BRPL heSFTYECR ze,
type, or cephestedfor purposes of 5 enhancing subsequent processi ng.

Cenerated files ar rocessed%ac ordi ng to a chosen cf | terig for_all files
in a group. _ c&%ﬁﬁtfl'fé%’si% S éf‘sfﬁé’ d¥s SRERF 1 8BTS Sare- 0t et dnal | y
t r uncat edirafwh-maatsion eon asha nneuwee!;si bhe métlﬁbd_seft pp!aa_atteicbrs&sfsitohne are

pr £ erab'%%éﬁé‘%ﬁgo"%%@g{x%gg%&% VigW ng. The gassian éfé@&@gr%ooéni%?r% he

know edge” base _ connects all truncated sessrons into | et ed
t ransact i ererdimates nbh etk tiion feamowleédipdebssesoosl tia oo ide aans split

data col umm. 400ty Tﬁ-iétﬁ?iglcﬁl% Z&%@@wépkr?a@efs, unwepf edi ol dgls ofpdata from

log files, Referring to F , there is shown a structuring of the
i nf or mat i ShSFAVERY REGHE] GO St S FlathePYeR I nPPEBAL AR SSSURHA CHf t he

kngwl edges i §%taiﬁenv\jmg QdaRSIEe R i gitid & Oof rmé@aeghbaf ahill ié_ﬁ’eé@?:cli SURE 4
under st and t he kn rior. to.processing_network infqrmatjon..

i sTAn or o I&%}‘%“Q@C}% ?Dg?&ﬁ &8 of‘oqu"lﬁf %&ﬁﬁtgi on g&eﬁfﬁ)’e ?H the
know edgetdasgabyierhaqdi andveryalgaling?. Etherneew eédde asef fiisc anthe

object-orje rel ati jt at, 25 tor as_a e ile and
i's infor rr% ?%%986 I e%?ggg%r g‘%%a%%%tgs %gn ﬁ@fz‘ Qlé:%c agﬁelé%'g?‘eke?éerrléi ng to
FI GURE 5,anadyeei datd usn ratkdrathbesk afi awpewewt thaffib dimpluging

i ncl udi nga-fy Vi GHR! b£BELEB1R! aphOcRIIN 210 JriRkBl1\Hag S8y, ASCI I data from
the 30 analytical engine 20 so input to the visualization pre-processor

1080t hr ough” a SBPt AaFEoNedy FOWine oA SGRYE DM FORl sedp FaNSF s 2

linking iphewratgen yddee dP4dand addmlel keyoht! @ Mwdok| edidgeipi ©cessi ng
of the daéa fromthe agal ytical enig(iD ne. 20), the vi éugl. 'gzat.i on pre 35
P& 1 F

processor?d0d tFarf b 33 FRISEF R 2 Y 072" D FaRde 1ty SR RE 110,
The rendeddaryg éhgeaeoitOof aleomisyaivdryoftioclhd 2sheThes dfitnmeate packiage,

formats tbfat t%gt file from the discovery engine is now processed
25 for further wutilization by the information security
analysis system 10.

This text knowledge base flat file is processed by the
data parsing tool 18 utilizing a keyword search of the
knowledge base file to generate data in various categories.

30 For example, data is organized in various categories as
follows: unique user identification, host, LM-host, domain,
LM-domain, SubNet, IP-address, WWW, MAC-address, NetWare
host, NetWare network, NetWare station and various other
available categories.

35 In addition to organizing the knowledge base 16 into
various categories, the parsing tool may also create hashed

output files.



information in accordance with user instructions from an input ice 114
and arranges the information for input to a display 112. ThﬁbﬂgﬂﬁfﬁeZ@@@ of
head mount ed di splay technology and 5 a six degree of freedomtracking
systemreceiving data fromthe preprocessor 108, a user will experience

full viewing imersion within the netwbZk identified with the data in the
know edge base 16. This technol ogy provides the user wth the farther
ability to int&cdctowirp negp¥sane wEh the 1bnpeileadgk dhesedi 3f1 ayheas
opposed t @na itytadidi Qéhgéixﬁéabodﬁ@b@yﬁ&@&wﬁélgd%@' FolOpEbEHREr 1ont he 3-D
di splay 24 adds a third dinension to ang of the data coIIected,bZ t he
di scovery FoRyergipPepntanVRaEer "BAGCINAPYIL CoRpTaRS15 h¥BAF2Hi¥gr ans
in 3-D spate dhibytScadquingichdepaustrddees awsdakaatiibasobet wastt ahns two
di nrensions. |f thg ga%g frog1t8e gnakgticgl enginef outguétgd three or nore
di mensi on&YPRE 35 DA SBFEYCWEHFE R0t CheSFEHT TRd F o5Wgd 32FAi FA2AFfensi on.
The addit icomreflaaet birr div€etrentpetait sSRE@Dat henships t amewesnvarwangapf | ar ge
conpl ex diggr on.j onpgct ed: S | rgan i er

Tnstract i e Proa (rolrEsey e, f BLA0ET L4 REATTRzplishasdt o ¢ an
anal yst t 6orgeded e heelhtigpaghspsampond stehieieby dred ReGsel aa%dnkhi ps
that ot herwese iBgcaer CHRE aV iveWash r£5a 0N drer diseskepral WANES- on
Referring tQq FIGURE 6 There is shown a representative utilization of the
andl%ysi s $Pdtend Dl BFifhe P sdRECFAGEAO TONSESUFEFYstPRleF ish BYEERE 1. The
anal ysi s syeaAmslGhes Qpeeabpthett dff erdstatcds @Fdrpaidnafenrermetawrk 30
including _termnals 48, 50 and 52. The network includinrg the term nals 46,
48, 50 an&egfof ‘interconnected through a firewall 54. The firewall 54
interfaces w t Tha nehedyk isélt hatginel utles aaadigtzesr knatedyzerddid dbhe

anal yzer I i n raffj.c to t rmnals a jtors 35
for "met a§%%{%§% gﬁ%ﬁ%%@%ﬁ %a%ﬁ gnétlcant?%dgrgs%g glun tt%d &ﬂ%&%\% \/\gg{:}]’1

TypgiScal | yandheahfnkyz@3t &8 asst AbeSehesetpbiPNEbipst aaxkt atddsasidated with

an i nboungdel BEHUYSIONWhAS has 2hekhl UsiTRigd it FIGHRE £ 881 NGk 56 is
coupled to a gateway 60 and a termnal 62 representing a renote intruder

to, for eXSRPEBL COfe ther RuRlf s LR¥ SPEF§EiC PHROEREOPFesent exanple it
W || be assunmednt haie teodSeseMmoEeanalliudelg aletwith NdtH0rdéSedré@&npying to

send an EE%hil to the taégeﬁ tq{nigal 48 behind .t h fir&mgll 54. The
anal ysi s $ySt IR B Y h&CBresent | ThVERIFOR FOTNTY 6h TReSTLHARhAP" 46,
noRI0t or s musgugtl gchebeli sadeems ttopl w2t t kemBEumd caeti dnevesti §thbomndoee Mai | .
The anal y$hS SV 1 ecor I - A r LC ; t he
knomdedge%Ea§Ec%%§gﬁ%géa%egdst g??fggQ%?gfgé%? %%%s?%EEBl Pé%%&%n8£¥he
si npl e naME RS dralpiRd ok oPeF SRR, SIRRENAL | Oh, CABL BRI §3F3 QY&Fem | 0
exam nes et a dad a Eé%@@aat ed wAtBrkgBeunchde Matheandrladiet hest exgrhnes
SNWP/PCPSrpgp ets %HH%gbound to the target tﬁﬁﬂ%nal 48. ldentified
SMTP/ POPS *Sacket %S nd*FEF tHe FAPgE tr ni-Ral Czﬁ?ra_ e pBESEA"t 0 ¥ he
an&oyt i caltrerfdiime b2d Wearn atett g sssts As previ ously expl ai ned, the anal yti cal
engi ne 20 i npok qg?$g t I Y :
anal ysi s and dﬁ%%ﬁggangg%gé errlngsfo ébﬁE§7g¥ﬁgge€$é éﬁgahééc%§¥?ization
of the an&fys F¥Bitan dbsepvery preded? iHvEMGHRE i h ap ehinebrabaE of a
muf ti -nonnnettW@rﬁp Pschthgat Fabed diRg-detyorkicoes ugles opdesrbdor6 and
68. Interconnecte %o t he n%§%“£§€if a terntnal 70 running the anal ysis
syst em 10 S$5SRES| PFGs CPRTER FEURREARS AP50% | APBFEBNhEEPe8SPAPH FRe node
68 36 a nemwridearnsdtyzer F3lleBachoaf, tEmel mdasshid; S&mtnol 68 Fatrethennect
to a fi rev_xf%léalm t__Th]«? fi revg%lsl r74a§1nEtt rerh{ S bglhigg an i%%di ti o\pal fxi rewal |
76 that intercon e% sn?% EWEE aféa n:al!iwor (nof’ ﬁoﬁn). ﬁ?netﬁ 5
annFIefth@ﬂéhébyststgygrewﬁﬂ@ aQerankﬁgsonfthftwgrhi?ata70 ﬁankEOEﬁ t he
evel of igqgr t a n c a a e e
torm nal s of Tha Ga SeasanEy SrecRoPiiRhle? aonna, PSR BERyRuS
termnal 6&,3thethaabgsils dyisteross iithesda t ARgeRteENasyPaEKkBACket

strigt ur e pkeay ipRARNIAd s anedydé s alla€a9pRBKEEsOhnlihecR8SEBt thavention

could be nodifjed to shut do a target under attack. ,
raw data to %nformAWQOn e?e%ents that are accessible to all

the tools in a tool suite 34. In addition, a script engine



22 It should be understood that FIGJRES 6 and 7 are only two @x €S ?
utilization of the analysis system 10. Additional uses of thesi ;ﬁgrEnnt%ﬁg]n
security analysis system 10 include of fensive and defensive infornmation
viewi ng, 5 context nodal visualizationigf sinultaneous E-mails, FTP and
TELNET sessions, graphical playback of filtered nodal traffic, -&nal yzi ng of
conput er SBUrGA tard @eamitabler tpdent passt vy iafidrdwtdmirc nd etitsowvery of
| ocal areg _network o i.d re | C an Lt egtjvity,
10 det ect i GIPY MILsi EOHE\%O'[%P?%I n&?ﬁ%&ééd% .er%%r tgr%i%oggka%(rggg (r?lLeslt wor k
or wide ardmanetawrss Sobh by ddicrhibedomlish imefttdreetcw} osYH BRIRE: 6,
automatical |y ajertanditake SOLr egbd ¥ Ea RELLAN JMRRIL,A NERVOIH dHudider
attack, FIGURE 7, ang gét ecﬁ onaof%:onp%ter Vi rsuses. 15 Wil e_the invention
has Seen d@li badal§ocditekdden O IR oref eFpRatentfts N sRNt 421t ot

i ntended tarhdtd tmdH8g8E0R8 Qudried MMentianote s8Aspalt ife aixdnple,set
forth, but, on the c ntrar,)é, It is intended go cover alternatjves,

modi fi cat Db BAFSdl BRALtRE mﬂsb%uwma% 'ZBO\AFFhPrYQtVHreaaesdpitﬁ 1ldnd
scope of tdiee itveEld i0n taise debobeduinet Ba .appended cl ai ims. 23 WHAT IS
CLAIMED IS: 1. A hod_for dynam I toring of l,catj ons
net wor K, corrpri]ﬁ ngfiaﬁgﬁggfaﬁlg ]Trhp%'o?(r;r‘g??o% gr?e?ré;lspcg%g%gl E%@\?‘Pr '?ugal
chartact er istgarsi éd aagata togmdiyc atdepedeseosior /germressdly shkhovlsedge
pase Of N qaiheped, | oh oL aRON; npaLsidi L d NEGLTRLI onrhBsEhe dgner at ed

e
know edge base t0 generate data in selected categories.dn rea  format ;
anal yzi ng RARV ke avi-guehé zesieat e RRP 0B | 88% ANFEET £S a9SodinRIEAYI t o

char act er i Zf 4 & dh@ CUERHI e, P88g 881 Woirke 38HsWirS HRlnagjd tddw amal yzed
data to determ ne parti_¢i pant util |rﬁ€t|on of _t he data conmuni cat.ions
net wor k. ProE$Rt ABRIAGHIATALR AHONFPBFFRY GF &'t FSRGFSni Bhs

netyrk ascis®et discovery tool 12 that allows data to be collected
(local or remote sensors) without being transmitted to the
discovery tool. Various aspects of the sensor manager tool
80 include providing a view of sensors sorted at a top
level according to the host, collection of all sensor data

20 within a category, enables transmission of data from
sensors to the discovery tool, again by selected category,
enables communication from a remote sensor to the discovery
tool, adds a new (remote) host and associated sensors to
the sensor management tool control.

25 The network viewer tool 82 provides auto-discovery,
auto-layout, and automatic visualization of network nodes
and 1links. Nodes are sources of computer traffic, and
include servers, hosts and clients. Links are
representations of end to end traffic, and may transfer to

30 higher level network elements (such as routers). The
network viewer tool 82 reads packet information and
provides a physical picture of one or more logical
networks. The logical picture displays nodes and links
information and provides a physical picture of one or more

35 logical networks. The logical picture displays node and
link information aggregated for multiple packets. Inasmuch
as network traffic (nodes and 1links) exists at many



forth in Claim2l wherein generating a knowl edge base conpris on
of a nodal network diagram 3. The nethod for dynam c m)nitoasl Bgem

comuni cations network as set forth in Claim1l wherein generating a
know edge base conprises determning internal and external intrusion
attenpts. 4. The nethod for dynamic nori%oring of a data communications
network as set forth in daim1l wherein generati n know edge Uase

conpri ses YBEGABESNGgCANd-RF g&iilzi RETHIF i“}?dflnegﬂéﬁﬁ f LRk offic-)
configuratépfectivéd 5v1éul§&t1f2(éd:1fd3f G&él&lf@ C o st il lich Pf tﬁed@c&lrce

conmuni cati ons net wor % fort Cl aim_1 wherei eneratl

know edge 335‘505}6@'F|'§%§Yg§h #%{Y‘?rﬁ% ‘s 3Fd °88bFIOR Pgta’ﬁ her ed
i nf or mat i onetﬁorlfhelenéhoﬂom gy nahtrcl e nirt ar igrgphf wa ndata r@m&mmﬁ i ons
net\/\é)rk asng for ltnln C?gltg%é]rg/gghgl Q:oqrﬁ\tubn a@io'nnf i)%ﬁggl on £9 Li ses

gat hering Thfor ma ne partici pant ‘use of cormiiRi CAtS ons
net wor K atdasgovenypmoml 12 taweomFt iqnkl yed hedovers dpaasi oodlesi t ditieng of a

data commughgati a5 r@éc‘f‘ﬂrlﬁe?i‘%o%ﬁt fﬁeta%' BrC @hdn SrABRT G RagRt Rt

i nformation_ further COHEI‘ISES gathering information on configuratio
changes i n"iHa 2onREHPEAL L8R8 net R6r kDEvBPI8eFePESBRBLRL AL ﬁtsert\F@Ies 8.

The met hodpdoeddyad CcoBAtt 9k nﬁgx Ohgré@d e CORMANIICAIdANS BELVWAr lt@ set
fort(? in Cla m 1 V\here%{l analé1 %e dat.a con rls?s converting t
at ed EI% P8t basé @t g, evant to a"mno

from the knowledge base 16 w1ll be displayed in the window

of the object viewer tool 84. B
The object viewer tool 84 is integrated with the
network viewer tool 82, the topology display tool 90, and
15 a query consult tool 94. The object viewer tool 84
actuates the display of information regarding all
transitive relations (that are not address-based) that can
be made regarding an object. For example, if an IP-address
is associated with the user, and a user is associated with
20 a host address, then these will all be a part of the object
viewer tool display. However, if the host address is
further associated with another IP-address, this transitive
association is not displayed because of the confusion that
may vresult in interpreting relations. With nodes being
25 objects and links being relations, the object viewer tool
84 creates a list of objects displayed in a sort by class.
Analysis of data packets and data packet structure is
provided by activation of the packet viewer tool 86. This
provides the structure of or information within network
30 packets and also helps to discern and understand new,
unusual and/or proprietary protocols. When the packet
viewer tool 86 is activated, a packet filter {(not shown) is
initially set to allow all updated packets to be captured.
When a user is interested in certain packet types, then the
35 packet viewer tool 86 allows the user to select certain
subsets of packets via a packet filter setup dialog.
Although the packet viewer tool 86 is useful for protocol



9. The nmethod fox dynam c nonitoring of a data communicatio
set forth in Caim1l wherein analyzing the data conprises r
know edge- based data to session data and packet data of the

B ﬁ}%@r B062

conmuni cati ons

network. 10. A nethod for dynamic noni$8ring of a data communi cations

net wor ks,

C rising: passivel at hering information on the physical and
virtual chg rér’pétge‘rr}%?zi‘%g aﬁvﬁgﬂgg‘géﬁd Itiqﬂgsélﬂ?c':tlrfén%]alt%}’ c%‘%nﬁﬂf%Z‘fPBﬂs
net wor k; gémer dts ngesf khowb eldgewbasEonf nele papketnatyipes .passi vel y gat her ed;
parsing the inforymtion ig,.t r se t er data in
sel ected cat eggg‘}r@ Ijlli Pgagag’l%eq’%?ee %Sglgggyz?’%gﬁts%g gtcfoql 80| EhEs

or ma ana

ata in thé séel ected

cat egor i esord creat evisde lanhtarfecssberathenknchdresige dirgaact@rkadng the
dat g Com}-]s%%tqe%sanew@gekba%@ atvgﬁg%géhngtéh%miyggedﬁ%%%tfso determ ne

participant utilization of th comuni cat i ons net wor k.

25 11. The

met hod foflagras wikbamn shengnerledes baffunaedtiBn3dAeEhORKRTA¥14eE forth
in Caim 1Qnihee! nnficumt Zbmg fdie analeasrf dalemsCOBREI SERfohRELBE

vi sual i zation Setup data file to su%l%%%nfornatlon and d

processi n§aSSiYel g 33 SFANRRSE 19K

ata Tor
woxk | Ry Ehgt QyS¢gVeRy tool.

conmmuni catrhens JebMbeélgeacRSsIdty ontdotel 88t i whdlslsds eachudbithenst or ed

fih%s; transfer.ri the accessed. file data to .a visuali zaﬁlon géoce sor;
an

proceg’éﬁgﬁlél Ptessed il e85t a a‘ﬁ}'—%ﬂ?g%ﬁ@%d o

a

t 3= d8PEF mi ne

parti ci pannfigtunatziatn pn aff thekdathatonmequdatel opst hetanockmation for
simplicity and customization for user accessibility.

Loosely, a class browsed by the knowledge browser tool
88 1s an item in the knowledge base 16 containing

15 categorized information, and can contain subclasses,

objects, or both. Examples of classes are IP-ADDR, MAC-
ADDR, and SMTP-sender An object, as considered in the

context of the present invention, is a member of
and is an item in the knowledge base 16 having

20 specific information.

a class,

network-

The discovery tool 12 includes the script engine 38

(running as a separate thread) for processing information

elements within received protocols to gather intelligence

about objects within a network. Standard object types

25 include users, hosts, domains, applications and addresses,

however, and ontology specification allows new objects to

be added. Using one way or two way bindings

to relay

information (for example, host and user), associations are

made using information elements across

30 protocol/object types. Essentially, in accordance

multiple
with the

function of the present invention, a network becomes a

linked graph contained in multi-dimensional space, where

relationships are stored as links between vectors within

this space.

35 Next, considering the topology display tool

90, this

tool provides a compact, automatically generated view of

the elements of a network identified by the discovery tool



12. A nmethod for dynam c nonitoring of data communi cations ne set
forth in aim10 wherein the analyzed data conprises connecti Vi t@E&SdZUUZ
functionality data related to the comuni cati ons networ ks and wherein:
visual i zing the anal yzed data conprises transferring the connectivity and
functionality data to the vi sual | zat i or]rsprocessor processing the accessed
file data, _fhe connchwh ta and tlse f.ung onal.ity data.to @enerate

in

network daté-si gnitgUFsr &isp 89’;3 afid pYBE&&Li nYindoy 39pSPdRder iRP engi ne
t he gener ahedirnatiark dft alsi gnapslogyoutimplanet sook cunnectBaseéeg a:nd

functional i Ly diapl 2y, SLONA fed 3w EREATRIIO e/ 01 QY 0RMG JIPNY OT

dat a commufii ca s networ ks as set forth érein visua |S|ng
t he anal yzedpdépayf gritspdraye drl SR shewer aeuer sisePubNeus . dand fusexcont r ol

of the 3-D,rgpderi ngpgpeheﬁmo%ans&eréag&é hefusen aiskly  datd 4P tehe 3-D

rendering engi né; processi ng%én the 3-D rendering engine the user input
data and théo‘géﬁ@g%t%@s%e%w% é’vseirdﬁéﬂsoﬂot%t‘ﬁﬁtthé?vﬁ#l@"’conﬁ&ﬁ ivity

and functigRambl¥, dhsBkayatiegnans wm@&%daacmew thnt e Weswd nput dat a.

L4 The method bl dynamcotoniioninof godale oL satl one ety ko as
determ ni ngeagbembay and gpytier naéessﬁtcrrummaegémrpi,s dnd Theowdtehioe: f or
10 Eer el rOUSEREr TRy 1 BYER et DT or e ey P8 BafRulfty, Wi=detE o' O
confi gur at seasthrnggEse $ nwhhehcoanmtcaas@hs het h@ndﬂse@vet Sbeepeaided ti ne
interval's. jevel, for example: HTTP, POP3, SMTP, SNMP, TELNET, NNTP, '
and IMAP. By reassembling packets and looking for key
aspects of information across the reassembled packets, the
15 session recorder tool 92 provides the capability for
observing and learning about application level entities on
the network.
In operation, the session recorder tool 92 reassembles
connection-oriented flows, or sessions. These layer-4
20 (e.g., TCP) and above sessions consist of multiple packets,
to be reassembled and parsed to expose application-level
information. Packet and cell reconstruction techniques
provide the user with state information (for example, call
progress and session monitoring), as well as application
25 layer information (for example, e-mail addresses).
Utilizing session search techniques within the session
recorder tool 92, combined with alert processing,
capabilities (such as seeing when a certain user gets
e-mail) can be flexibly constructed. 1In one implementation
30 of a session recorder tool 92 there is provided viewing of
the following sessions: HTTP, POP3, TELNET, FTP, SMTP,
NNTP, and IMAP. During operation of the session recorder
tool 92 data can be added to the knowledge base 16 as the
tool detects, processes and scans sessions for various
35 pieces of information.
The query consult tool 94 provides a text-based
interface to the knowledge base 16. By utilization of the



26 16. The method for dynam c nonitoring of data conmuni catj as
set forth in Claim10 wherein visualizing the analyzed data3§gﬁBE$22§KbF

appendi ng user definable synbols to the anal yzed data. 17. A nethod for
dynamic nonitoring a plurality of a dafd communi cati ons networks,
conprising: gathering jinformation on the physical and virtual ==

char act er i SHREY Sornsdth dioehedhl 1? areey bf dala benfaieeadingnd hdiheor ks;
gener ati ngkaoWnewhedgeakase 16f tdunt 24 Medn OnogPb ber edopar xdgngiie
information_i.n_the enféat knomdedge base t.o generate datE in selected
cat egor i eslpﬁlyégd‘zf& e‘fo €55{al §%i AGCEABIRg: L35 S/E sefe cts

cat egor i esbédbongenadetassoclads wis dHeeknbywledgeabhsei 26nd feac kexafmglie dat a

commyuni cat i.gn wor ks; _and. vi | Z1 the_apal yzed data to.determne the
e Foat s ohoRoBRl T HER] oREr s EERe R AP Rah g A e AR e B et ke by
partici panf4, athenknpeileidden basee. 16l 8vasThpuemi e df dor tdpndeive Inmiliasesr i ng a

plurality ta L CaLl . Kk : i ' = .wherein

anal yzi ng g gg%étég? C ﬂ%egkggﬁ%?ggagﬁétgri d%gioF?%%%}é%?%%égﬁ%%nggovery

of networkcs388efbies8s-The nethod for dynamic nonitoring a plurality of

data communi cat tanad@qttwnk&@safeettcmr ts%'hiit(rjb Ci:ala,i Mid wheeshRry Stléf'a‘Jfli zihng
conhiint cat £ond RONARS R WPHIEIGR SRR RAF COH I GHP At PEh. 9003 5TECHE hod
for dynam g¢nnwiidgurd ng.a aeklbdwing ofiidabaecepmami €héi daxta from the
network under analysis, the data is then‘%ppropriately
formatted for use by the analytical engine 20, The
knowledge base parsing tool set 96 functions to take the
15 collected data and put it into the appropriate format for
use by the analytical engine 20. Individual tools in the
knowledge base parsing tool set 96 are available to parse
data from the knowledge base 16 and extract information
from saved log files and reassembled session files. The
20 knowledge base parsing tool set 96 comprises eight tools:
KB parsing, E-mail extraction, session Jjoining, web
extraction, graphics extraction, KB summing, file
manipulation, and column splitting.
The network discovery tool generates the knowledge
25 base 16 of data assembled about a network. This data is
stored in a flat text file and saved for reuse by the
discovery tool 12 for display of a network. The format of
the text, however, is not useful for follow on processing.
The KB parsing tool, parses the data to be output for
30 display in a columnar file, to be imported to a database,
or to the analytical engines 20. In addition, the KB
parsing tool is utilized as a key word search to generate
data in various categories.
As explained, the session recorder tool 92 is a
35 mechanism for observing multiple session types and
generates files containing reassembled session data. The

number of files created during a single data collection



networks as set forth in C aim 17 wherein anal yzing the dat qoﬁECSEEOZ
mappi ng subnets to reconfigure networks as termnal activityin a network
i ncreases. 21. The method for dynamic nonitoring a plurality of data
conmmruni cations networks as set forth in Caim17 wherein visualizing the
anal yzed data conprises displaying eachfactive terminal in a network al ong

wi th nodes and |inks and_appended infaqrmation. 27 22.. (New) "Appar at us
for dynam“@ynnn%?’érfeﬁ@m&lea o%?f%e%%mjrﬁni%@gt'i onshRetRudad L cSﬁﬁV\/&F@gr‘@?‘ a
di scovery ticadl dHraghhbeledgei bheemaocdn ion the fhybi et sadprortidak
characteristics of a.data cogyy I cat.ions wor k: . a knaowl edge _hase_f or
storing tH"ZbI% nf S?ﬁggil%ﬁ% at hereg or?rfcﬁe SP}@ ica%i G vitFgal summary
char act er idstsicgsi pifiarise ddflze conmuaryadeses ipdtivork ;are daten pamppmrgetool

responsi ve 4 o, i O5REL 08y ot Eﬁ]gk%%‘édl%g.%aqase&é&egef@r atgpdaganlbi,y
sel ected categories 1 n readable format; an anal ytical engine receiving the
data in tRXFAEEQR] BAPLgEPNES NG R ekey Hawdi aersAb e AAREET eREze t he

data commyilQatdsORst et Woides K datth sﬁpégyiﬁg_sponsi ve'to outputs of the
anal ytical engine to visualjze the anal yzed data thereby determ ning
participant ut S zﬁ‘ﬁ%oﬁleci'he té‘ft a%&c? Fitdat F60d néfwoPRNEISEeENed) The
appar at us khowld@ganbasgooft Dlangf ble added acsDleaned adbOmS AchvewkrRS in
GE?JnZZ %wérwgb08£P££8L98n %A&¥”0§ugt$55¥Y£dge base tool set 96
facilitates the parsing and formatting of data from HTML
flat files that are then imported to a database or to the
analytical engines 20. The web extraction tool contains a
tag (similar to a key word) search mechanism as well as
15 other types of data processing algorithms.
The graphics extraction tool of the knowledge base
tool set 96 provides for reassembling image files from a
recorded format. The display of the session recorder tool
92 provides for the recording of HTTP sessions. These
20 session files contain a header describing the session and
the data associated with the session. When a JPG or GIF
image is downloaded, the data is reassembled in the
session, However, this data is not displayable in the
recorded format. The graphic extraction tool converts the
25 reassembled HTTP session file containing JPG and GIF data
and creates a new log file containing the names and images.
Data stored in a flat text file by operation of the
discovery tool 12 is utilized by the KB summation tool of
the knowledge base tool set 96 to create a statistical
30 matrix of the data contained in packet and session logs.
For example, the instance of a protocol may be used as the
Y access and the source IP address may be used as the X
access. After selection of the packet or session log has
been made, the KB summation tool screens the appropriate
35 log file and displays available access criteria to create
a graph. In the analysis of a typical network, a large
number of files will be generated. The file manipulation



a sensor manager for queuing j packets of data to be provid t S

In the tool suite. 28 24. (New) The apparatus for dynaniggang)ﬁgfggggof

a data communi cations network as in Claim23 further conprising: an

I nt ernal packet-processi ng engi ne for H2codi ng data packets and converting
I nto informatio

raw data co ni_ cations netwar k. dat el enent.s, ‘accessi bl e
to tools Fﬂgﬁe oolt%fui t]"‘él.o%dgﬁ\le%asﬁﬁe t850ar &66s gér 8§ﬁ’¥ﬁ1%(‘?srroﬁi"tori ng
of a dat ainvemfiacteatoomednebwohk mslumeCbéi geRdriéted hhfilesnphasi mgsa script
engine foy fLlteri,n riicul ' t] or _enfegl owl.e bnto the
know edgeggaégggﬁdaggg?g% I'e ? %o%ﬂ%ﬁﬁggek?g%% é%i?ée.éég.gt%ﬁb% éﬂ%ge&
appar at usbageddymarfiles nbhleosing. ot yeedatw comheritcatienspneposes @ in
A agm 22 @’gﬁ%%'al 'QL@S%(E@Y Y AU Ses: @nkele e 8105 are

a rovi de visual

I nt er oper e tool's to p | zat1on, mappi ng, and_anal ysis of

i nconi ng BAPESEFEDrARRERENENERI BdFEOSER. INGHT i pkRat 351 f S 18§ ndRi ¢

noni toring gkoapdata comunications network as in Cai'm 26 wherein said

tool suite conprises; a sensor mana(ggr tool for configuri n& and control of
I

sensors wit hi nREEOTHEL 0\RFSS1PBD) ehBl edLYSFQVELYbetOBRI edfed®res.
(flew) Appatabisnzandygatnecated t ahdngrebtardat aagommuniesat sessiart wor k as

inlglain1%gengE§Lch %dt%%s§¥g&§aJfgtg¥gfé¥ggg§sggéssembled before
viewing. The session joining tool of the knowledge base
tool set 96 connects all truncated sessions into completed
transactions.

Also included in the knowledge base tool kit 96 is a

15 split data column tool. This tool is used to remove
unwanted columns of data from log files.

Referring to FIGURE 4, there is shown a structuring of
the information in the knowledge base 16. The definition
and structure of the knowledge is taken into consideration

20 to improve the ability to understand the knowledge prior to
processing network information. FIGURE 4 is an
organizational chart of categories of information assembled
in the knowledge base by the discovery tool 12. The
knowledge base is an object-oriented relational entity that

25 is stored as a flat text file and is information collected
from packets on the data channel 14.

Referring to FIGURE 5, there is illustrated a block
diagram of the 3-D display 24 including a visualization
pre-processor 100 receiving raw ASCII data from the

30 analytical engine 20. Also input to the wvisualization
pre-processor 100 through a software 1link 108 1is a
visualization setup file 102, a linking information file
104 and a field key file 106. Following processing of the
data from the analytical engine 20, the visualization pre-

35 processor 100 transfers the processed data to a 3-D
rendering engine 110. The rendering engine 110, a

commercial off the shelf software package, formats the



a network viewer tool for providing discovery, |ayout, and vigyaln egﬁg?of
networ k nodes and |inks. 29. (New) Apparatus for dynam c noni Dn% ' .
data communi cations network as in Claim28 wherein the network viewer tool
further conprises reading packet information to provide a physical picture
of one or nore |ogical networks. 30. (RBw) Apparatus for dynam c nonitoring
of a data communi cations network as in Cl aim28 wherein the todl suite

further cohPfPEBACigR 3 RICH RISt YoFNi HEEYr ATEE THCEH AFe TR vi ewer

tool for aghpat idegvide Tispind afrandesi hermtbemat 3n fdevWinpopatcat us for
dynam ¢ ITDI‘]I%OI’I I‘ data communi cati ons networ k 29 as in Caim30
wherein t h r tool actuates the display to present information
regar di ng t rans’rhrmegln etlze iwses @hdeadkatenaeti di splaphi echso sogy edndy

| : ti
LS 5% o (ARG I S R GEAR LR gL g o
packet vieWee pseprpgesseal yids oF lmla wialck e2 Xperrie e aftplal;k‘e;exgmgct ure.

33. (New) ﬂﬁ’rﬁéféwﬁ Uirth%nacrﬂec HBEWL LK mseﬁéleléat R1EAMRHY Chid Hnspnet wor k
as in Caim26 wherein the tool suite further conprises;_ a know edge

browser toblrefBROBLERIENHASE| ddt-s bHET dLBNRHIFH rPrEQYel%v&}é%lg‘éS%Ese 34.
(New) Appagat st Hor£ ot Guinitho g nebracdadnd Ceaat £84 | wish nehsor k as

ngam ggems;ﬁ' LAde K0guhggae DLowser 9ol Provides;lhiinkage fpfermation
display.
Referring again to FIGURE 1, the 3-D diéplay 24 adds
a third dimension to any of the data collected by the
discovery tool 12 to view, animate, and analyze complex
15 nodal diagrams in 3-D space. This is required because the
raw data file only contains two dimensions. If the data
from the analytical engines outputted three or more
dimensions, the 3-D display would not be required to add a
third dimension. The addition of a third vector permits
20 the simultaneous viewing of large complex diagrams on
interconnected planes in accordance with user instructions
from the input device 94. The display of FIGURE 5 permits
an analyst to xyotate the diagram on any axis thereby
viewing relationships that otherwise become obscure viewed
25 on two-dimensional planes.

Referring to FIGURE 6 there is shown a representative
utilization of the analysis system 10 of the present
invention as illustrated in FIGURE 1. The analysis system
10 is operated on a terminal 46 as part of a network

30 including terminals 48, 50 and 52. The network including
the terminals 46, 48, 50 and 52 is interconnected through
a firewall 54, The firewall 54 interfaces with a network
56 that includes a network analyzer 58. The analyzer 58
analyzes inbound traffic to the terminals and also monitors
35 for "meta data" associated with an intruder inbound to the
network. Typically, the analyzer 58 establishes specific
meta data associated with an inbound intrusion. As



items and i nformati on passively di scovered on the communi cg}i,o e? K.
35. (New) Apparatus for dynam c nonitoring of a data commu ﬁ%gs m
nertwork as in Caim34 wherein the know edge browser tool further enables
acqui sition, organization. and categordlzati on of communi cati ons network

I nformation. 36. (New) Apparatus for dynam c nonitoring of a data

communi catildnstmatedr kirasFIGUREai6em 2ehevhneevarkhe6t oif saupdefurihed

conpr | Sesg?é‘?ﬁ&?ols&gxné'épté‘ymm&i é?rrqﬂ;&?wt&& he ol @yideryhspal i ze

el enent s comuni cat I ons net wo New)” Apparatus for dynamc
noni t or i n§ooef fardsrampdierutibeattiaringt vidt IR itR1IeE m 26 wherein the tool

suite further %BWFHHéeﬁreéeﬁewmgn@ox@Iemmolbef odsPaskat tasrenbhy,
TCP/ | P sessi on managenent, and know edge di scovery for observing, and
i deBti fyi AEMBHI I CHITEALT eQBI CEHI %91 Pﬁea&&%iﬂﬁld%ﬁl bRs srfr’éﬁ\o?‘i%. 38.

(New) Appgrabus faf @Iuaa&h@gaumttezrmmlofz;a kst Bnd ohenifaatd vkl ng4 wor k- as

in daim?2 V\/nerlnthet th I
provi i ng 5 BRELKAL8qSYRERPY Se oo “he RSrERle syer B dEr e B e
presence oheanephjiral 46, thenrmmlmmugih$h@etd\mclovery 303D, 12 Nehp
Appar at usEEg %‘yq:amlgvgﬁ)m tlfg(#&gd of - ﬂagg_tta c.g#qgu SN RSAMRIK, 10

a matl n on

conpri si ng: I 'SCOVEry to erin t he physical and
vi t0ual cheracderisibogndf e-mail trafflc as part of the knowlédge

base 16 such as post office protocol version 3 (POP3)and
the simple mail transfer protocol (SMTP). In addition, the
analysis system 10 examines meta data associated with
inbound E-Mail and further examines SMTP/POP3 packets

15 inbound to the target terminal 48. Identified SMTP/POPS
packets inbound for the target terminal 48 are passed to
the analytical engine 20 for analysis. As previously
explained, the analytical engine 20 imports the meta data
passed by the discovery tool 12 for analysis and display.

20 Referring to FIGURE 7 there is shown a utilization of
the analysis system 10 of the present invention in an
environment of a multi-node network. As illustrated, the
network includes nodes 64, 66 and 68. Interconnected to
the node 68 is a terminal 70 running the analysis system 10

25 as illustrated in FIGURE 1. Also interconnected into the
node 68 is a network analyzer 72. Each of the nodes 64, 66
and 68 interconnect to a firewall 74. The firewall 74 in
turn is behind an additional firewall 76 that interconnects
to a wide area network (not shown).

30 In this example the analysis system 10 as running on
the terminal 70 monitors the level of intranet traffic and
records packets of data from each of the terminals of the
various nodes. For a terminal under attack, such as
terminal 64a, the analysis system establishes a target

35 source packet structure and by means of the analytical
engine 20 of the present invention could be modified to

shut down a target under attack.



a data conmmuni cations network; a know edge base for storing tPeQEZf &r tion
gathered fromthe data communi cati ons network; a parsing t03I r ¥ iD t he
information fromthe know edge base to generate data in sel ected categories
in readable format, the parsing tool receiving information fromthe

know edge base and generating data in 8elected categories in readable
format, the parsing tool conprises a KB parsing tool, an enuil -extraction
tool, a sessionly sk thwlundengtboest thati BAGUBSBK, 6aagdafghire extlyacti on
tool, a K%@?‘%ﬁﬁl@ o fudi€ BN P A0 £ 00l aRd 13 COY 4 SRl t i ng
tool; an analyticall engine responsive to the data n’sel ected categories
fromthe pRditipnadoluses efedte d5feemations serurattepnaili§ieneygsen

comuni catj @ngneelidel Ko f f8fls §rePladdd NBaRENnERK eV Shipbind o heiawahyzed data
to determ ne tE%EtICI ant utilization of ? dat a .communi cati ons. net wor k. 40.

(New) AppaiRbXF oPOdPhani SR dr My 8f &Ml Fbihhi Caffohe nétfork as
in daim3nhaereNpTt besKBopar, sigrgphdaa pgssagbd dle odbnfubteatdonsdadt wor k

data to be o ut for.display dn r file,_t.o0 i ed to a
dat abase, to?au%f%c"t’heanﬁlé’fzy]tr?%a?f e%%?é%é]g?go‘(‘ﬁﬁﬁv) aﬁgpggg ng g (ﬁ)‘rE g}?ﬁlaem c
moni t or i ngpads welby aasdndynanatceddy ddsamierys ¢h Bbadn d0eahacsiwprkhe KB

parsing ! ool RigYl desed KEKWUSK %f&ioamw EuLPTEURKEREL 998 et wor K

data in various categories, V) Apparatus_for dynam c noni to?,l'ng of a
dat®0 commAreatt bR ABREWBFRORSs bokhoinbamIw Wwatdi axtgenakabP exteséti on

tool pr Oviacfi@éa gheeabﬁt i Widd | desail AbewormRCIHESE T HBEEPDbed3witNeWw)

Appar alus Tof dynall o ronkigrkgo of o, daLa,eommynlcalions nelioikge 1N | o

of data freseddativid laes ifodr wheport hegwbekaidatabiageaotati,t Re&caRal yt,i cal

engi ne. and detection of computer viruses.

15 While the invention has been described in connection
with a preferred embodiment, it is not intended to limit
the scope of the invention to the particular form set
forth, but, on the contrary, it is intended to cover
alternatives, modifications, equivalents as may be included

20 within the spirit and scope of the invention as defined in

the appended claims.



31 44. (New) Apparatus for dynamc nonitoring of a data conmgijcﬁ'r}pnz -
network as in Caim39 wherein the KBsummi ng tool creates atati'sti Al
matri x of data contained in packets and session |ogs. 45. (New) A nethod of
vi sual i zati on and ani mation of a digital conmunications network,

conprising: retrieving network related data for visualization and ani mation

of a digital comrunication network; transferring the retrieved network data
to a vﬁaﬂéiﬂﬁdELéﬂﬂﬂﬂalﬁssor; transferring a visualization setup file to
the visualization processor; transferring a linking information file to the
vi sual i zati on processor; processing the network data, visualization setup,

and linking information_.in the, visualizatiopn processor, to generate network
data signal 5 forAdnethpd for dypamismeRifgie i@ @ ompuycaanideV Y&t a si gnal s
toar Siir{‘gg engi ne; and processing in the rendering engi ne the generated

net wor ata signals to output network display signals. 46. (New) A nethod
of vi sual i zgitheringanfbrmatiombn dre pifysiaaldindiviraial chametenistis ioba damt wor k as set
forth in Claim45 wherein retrieving network rel ated data conpri ses

retri SPHAURSHIPBEMEDYATY: and functionality data and wherein processing the

generated n . i nnectivity and
functi onal |§e§/]@%§1§%93{;’/ﬁ¥?é§%§f@§§e Wﬁggﬁtﬁc}@ﬂx’}@éﬁa@ﬁé nmet hod of visualization
and ani mat i gasifg the idfodinkafibn GOMEEBha atkd RNGWRALYBASK te.gerkedte Uatatii sélacted ai m 45

wherein retrieving network related data conprises retrieving physical and
vi rt ualateghriesigtreadable format a of the communi cations network, and processing
the generated, network data signal.s outputs network.nhysical and.vi.rtual
characteri sWnglﬁ? §§ta§? aﬁege.cg’ﬂs??%@ %to'&r%get%B%Fx%&f\;it%glmr?cggﬁe&he and
ani matd,efcdmanidhttids et cations network as set forth in Caim45
wherein retrieving network related data conprises retrieving source code
and execut ab$ualicogshmanalpreld ddtatta deteminspeseeminhytititatiogefidreadatdl net wor k dat a
signal s outputs network source code and executabl e code display signals.
49. ( NEWMMUEICALORS SO sual i zati on and ani mation of a digital

communi cations network as set forth in C aima45 wherein retrieving network
rel ated data conprises retrieved information froma host conputer on the

bit streamf t hEheoaathot dor dymdmiqmboitoring ehaaiatt ¢ccommbyichtimshesvorkaepett er and

rocessi ng the generated network da signal s outputs conputer code displa
gi gn alferth 911 Claimgl wherein generating a knowse%ge bgse compnsespconstructxr(r)rr)x of a nodal ptay

network diagram.

3. The method for dynamic monitoring of a data communications network as set
forth in Claim 1 wherein generating a knowledge base comprises determining internal and

external intrusion attempts.

4. The method for dynamic monitoring of a data communications network as set
forth in Claim 1 wherein generating a knowledge base comprises documenting and organizing

data in a network functional configuration.



50. (New) A method for 3-D visualization and animation of a ajl 9@% 2002
conmmuni cations network, conprising: storing a visualization -0p data
file to supply informati on and data for processing; accessing on a
sel ective basis the stored visualizat$bn set-up data file; transferring the
accessed file data to a visualization processor; retrieving network rel ated
data for visualization and animation of a digital comuni cati ons networKk;
transferring the retrieved network related data to the visualization
processor; fir oceAasnétod R dyagaRkachiforing ofatdataddchhincaiRinamekvarklastetd dat a
to generate network data signals for display; transferrjng the generated
net worfRriban &laimghwhereimgenesting daawiedeg basegiompriseheensrab@eParksys # t he 3-D
render | ngi th enerat ed. network data signals to output network

rel at esﬁgg?c‘i(ﬁga‘%??%q %aﬁlé%gc?mtgrr%%logl_ (New) A nethod of visualization and
animation of a digital conmunications network as set forth in C aimb50

further conprising generating user input data for control of the 3-D
rendering engi nefhemdthod of dgednig nionitoniag 81 Ddatesdmmiunicabings netweodapy et es

[ ' d dth net war k i |
bt putoHB I o Brrat ERasshie n B GRS o qTAP et e B T IREN ° BEEPoPRpu.
dat a. icikieVho A BB DR cabMREAUL AT AN ifBon Of a digi tal

comuni cations network as set forth in Cai m50 further conprising: storing
a field key file for subsequent processing; and accessing on a selective
basi s conprj ses gccessing the visualjzati et-up data.file and the field
key file. 573. (r\'ﬂwmﬁﬁlﬂé?deﬂaﬂweﬂ%qq%&%?ﬂdﬁwa%‘%%?%w}ﬁﬁ“‘-&YOYg 237gi t al
conmu : : : : -

gener apyE EREmIELRALIn Bl hOERNATLEDE (rfis ARG AIREELAG

pr ocesshfiguration tieangedinrtee deminngicatigisnetwokmvessdequtde imsiimgrvalee user i nput
data and the generated network data signals to output network rel ated

di splay signals in accordance with the user input data. 54. (New-) A nethod
of visualizatio nj, pat f.diqital i I set
forth in Cﬁgin1gg%ﬂﬂg$8§%BFgﬁgwgvpgggkégﬁgﬁﬁgggﬂgﬁgghg%?gﬂg%ﬁ%%#égga

retri guitigh CRAmMackhateinyanalidinfioUne tat@ Bainpitivesdohveringihahenehitdragoessi ng the
generated network data signals outputs network connectivity and

f unct iveetar-paseddiodpl diggreingnal s. 55. (New) A nethod of visualization and

ani mation of digital conmunications network as set forth in C aim53

wherein retrieving network related data conprises retrieving physical and
virtual chay act efieshétfod &ralyRhmidBosiQIANSYf GatatadbMeivRIdhs n8RebrRROSASSI NY
the generated network data signals outputs network physical and virtual

char adeh irs€lasmdi wheraip asalyamizshe d@a compges scladagioeb vaedge-tasad datattd on and
animation of digjtal communications.network as set forth in Caimb53
V\hereisﬁss}oéltclaitae?f&!rﬁck@t%{)ar Rptbafﬁqlgﬂln&fﬁﬁgnbc%ﬁ%?ﬁises retrieving source code
and execut abl e code network data, and processing the generated network data
signal s outputs network source code and executabl e code display signals. ,
34 network 18s set nfethadhior dym@nzr maBogihg pbi dats sominawiqatjonenstyokksy el at ed data
conprises .retrieved information froma host conputer on the bit stream of
the cORPEPE Ecode prior to execution by the host conmputer and processing
the gener atygekingy parhkrig@infortl0idalod tRépIREIcE] SRMAHLAChHAERHMIE&IfAbdS gnal s.

and links of the data communications network;

s

generating a knowledge base of the information passively gathered;

parsing the information in the generated knowledge base to generate data in selected
categories in readable format;

analyzing the data in the selected categories to create node and link associations
thereby characterizing the data communications network; and

visualizing the analyzed data to determine participant utilization of the data

communications network.



-
5 8. (New A nethod of 3-D visualization and ani mation of a 8ILrQ1EiQ )mgfd
digital communications networks, conpjdsing: storing a visualization set-up
data file to supply information and data for processing; storing a network
linking data file related to each of the plurality of digital

communi cations networks; storing a field key file for subsequent

processi ng; accessing on a selective basis each of the stored files;
transferri ngl -t heThemethoddor dynamigmenitering of dateommURIGALi QIS ABRYES as set

retrieyj . . I ity .Qf digital communications
net vvor%légtﬂg? ?’ggr@f L(f\lrvﬁénrgﬂ}\hgua‘j}g |tg%/gdﬂgzaepgu{agéob‘h)\eﬁsv5{'sual i zati on processor;
processi ng dthendg oRGaEMAtibh b&up dhta filé Resupplyrigfomutiéy atpdAta forgrodessing;
functionality data to generate network data signals for display; generating
user input SIRMinS 3 Betweshlinking datafilgranted infie commumifiaiens R{WABS er ri ng t he
gener ated network data,si.gnal 04t 3- ndering engi ne; and processing
in the 3-Darcg¥\§g&gi°ﬁlga %ﬁ%f#lggg?ﬁ%gﬁgé)?%ensﬁ%eagé a and the generated network
data si gnaltgansfer@hd MetactRbapfile daaNbaGsualitatioatfodddsit anal i ty di spl ay
signals in accordance with the user input data. 59. (New) A nmethod of

vi sual i zat insacessidg &rei aracdsed fitef data andyihe ahalyzadrdatd toatetesmsnaparigipintas set
forth i. L ai 8 erein retrieving network related data conpri ses

retri é@ﬁﬁ@%ﬂ‘:{gﬁfig\giCPW“&H‘dcaFﬁH%P?tBﬂQT-i ty data and wherein processing the
generated network data signals outputs network connectivity and
functionality display signals. 35 60. (New) The nethod of visualization
and ani matildn ofA mathai foaldycomemmim@ting 0 date tommunastioss ndteptks asnetCl ai m 58

wherein retrjevi networ k rel ated data conprises.retrievin hysi cal and

Vi rt udPi e gm0 ehereindhs analyzef Hata COmRERFL sﬁyltaféps\éwpehogﬂﬁy&ﬁ@cessi ng
the g - ' ts network physical and virtual

char aggg{elatst‘t?&c%%ﬁ§§g§%ngﬁgb§ﬂﬁ%%ﬁ?k§%h A net hod of visualization and

ani mat i on ofisvaliging ithednatyRtdBiaCatrippidss traisring e ceafiectioity Bnd funcliciality 8
wherein retrieving network related data conprises retrieving source code
and exa@ye il wsedigationpiRsessodat a, and processing the generated network data
signal s ou . e; co X I ISP tgnal s.

o2 (new RevksEriBERele R RL AR B Qe At AU FOR RGP e
COMURkAdhieREvHR MR Hertids BeUishRit dhd N C ai m 58 wherein retrieving network
related data conprises retrieved information froma host conputer on the
bit streampsfcesfeg Htonpld emdenepensnoihe gonexied netverk Bsia sizmalide pupghput er and
processj ng, t he ner at net wor k .dat a_signal s outputs conputer code display
Bl onar et i@ REL AP DR oBP s Bl

. Ay. A3Y. AONF, . As. AHe. A& E. A9a. ALhFE. A5e. A" h. AsF?. AQUl . A5y. A9AF. A. ALh. AR A A
LUAF. A AL AA AU AN . Aa3. A2. A L. ATMCXY\ Aefo p r o

s$9( | wr mhcY] cajldg]methed frelapan] weajituing (od detd]coairevragation} oetlotlss as*sal ca] ca] ¢

~a] cal.cal cra] cal,cal,cal.cal cal.cal gRa] cca * :

ol (( (50 BBl BB LR RO RRRR A R Ties 6P Esssic a cal ca cal c6al cal

ca] ca] ca] cakhrahe@] et gl aah Fed alrepdhaBatenateagd dgd&(a] ca] cal ca] c(a] ca]

cta] ca]c(alu] v]y]cczef eenmmmuuu XX _ _

%/Wy} yl %/{ { }/}‘W‘ yringHhe psesnnpht Apjada flead-&X whéaingenging] o ca c( ZL fa] C?]ng]Mga] ca
ca] ca] calcal cal.c. al]ca caJcalc(alcalcalc(alcalcalcalcalc !

i o mhoa o] FESEUSS BUPE T S ek ob phape Mot ohp P G R Rtk oy cal

c” a] cyahGaliaal 6 Salge healet abarbealrdal KAty ARk hEbkhsal cal cal ca

]ca] c(a] ca]l ca] ca] ca] ca] ca] ca] ca] cd] ca] ca] ca]cda]ca] ca]cal]ca]ca]calca]ca]calc

a] ca] esafhcth osdrim@@gdtazn! " 9% 4JT} xsni d_Z]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]c

a)J ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cal TsV;

K"nRRSV(z. e}xsnid_Z]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calca]lc(a]lca]ca]c

! i Z
Lol sl venisp peplsnspipaplenan i en) Bhelse e, o
| ca] c$axici Clajm dDoeteeeih @EndyBiird a knowledge base comprises determining internal and
| $] | wmhc”Y] ] c(a] ca] ca] ca] ca] ca] ca] ca] caV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] caFsigmadniaision aEmpds ca] ca] c$a] ca] ca! DPY% Vd; ;

PD*} xsni d calca cal.cal cal cdal cal.c alca cal cal ca
cal cal oa] caPua) diFehTRaY RUTORFRi AR IR AR Ry it At ekl ol ool
| 3} xS hdrth #] ClaGR 10 WHebdh GaiheAhE Bf6Rl AioalfemM&e 3b HGﬁ]é%ﬂleﬁ%kfiﬁﬂoﬁﬁl@&@drﬁa] caj ca
] ca] ca]ﬂ(!:ig a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! $R. G RX ‘

| $} x s nonfigiritjaradhapgdsdatbad anhonicstddns neiwerke afar atlectpbla]tivnd tdgreald.c&a] cal ca] ca
]ca]ca]c(a] cal] cal] ca] calcalcal]calcalcalcai K-L9!109%&' ()-9, 10%& ()- 10%&' () -
S109%&' () - F#B810%& ()-' 109%&' () - f#YF10%& ()-7eF-L9! 109%& 9!10%& ()-!" F

& 109 ()- F & 109%&' ()- sL6




109& ()-, /109 ()-L3( 109% ()-M oPL9! 109 " $ 109 ()- 10 10 OEC NQ:
101 Y-1109& ()-:!VY-1109& ()-:1" 91109 ()- C\WVAP! Fz)109%& () - @l ol
Fz)109%6s& ()-Cl ! s@10983& ()-! s@109% ()-! s@10% ()-! s@10% & ()-
7AWU3P!

“Fz) 10% ()-Cl! " Fz) 10%hh& ()-C! Fz) 10%v& ()-C ! Fz)10%m& ()-C'!  Fz) 10%v
& ()-Cl1 Fz)10%41}& ()-C Al ~ =! “15 &@%0%"}"& ()-F4! 0&@

%40% " & () - FaSs 10% &iethodditk msmﬂc MonitbEing 6f dfla BorhBRica)iohs Mt orks!as &@

2409 " % & - 240% " &' F4! &@ %40% " & E4!°
72008 + BTN EIRINEES SOGTL Bena e AR Y46 d Q@@%S@%megﬂmg% ehinghlec 1
L SR ol 60 Y00 < () Fel 4

%409 " & F4f B= P=1"2)10% 3[ 3& ()-5!" z) 10%3BR3& ()-5!-"2z) 10%KCKE&' () -

5!7z) 104C=C=¢& () - 5I z) 10V W & ()-5!2z) 10%+H=& ()-5Q mn o pr
}oPlfSIO%-i& ) - 10944& () 10,10 10! # z)109& ()-5!' z)10% }& . ()-5! z)10%
g & ()-5r d%"l #é\mgqsl yna@;mrwmrmgqplurahtyo adata communications

$10%4Hg, I D1 $100%HHE () -1, $10%HHE () -1, $10%HE ()- & 6(7(8
(9(: ((H??é'%}’ﬂ& °3’§Lé§’§ﬁ¥f'& § ?BF@ 10%& () - é) 109%& () - 10§$?-l$H 10$H$H 10§$?-1$H! $§ (

$10°/$H$H& (gmﬁénnﬁﬂlﬂﬂﬂaﬁoﬁ bn tHepHyzitaah ¢l charactenstlcs of each of the
'S, ) 10%AAL é% S,) 10%-F& ( }(' # S, )10%WT& ()-)! "S,)10WT& ()-)! " S,)
10%:F891(11)3-11}){0 taq ascet)lor)smvwor S - - ~pQ2 $10% 0& ()-"10% o0& ()- 10.. 10..

10. S, ) 10% 10% & .. /012yWEpR !
0/<10% o* o&') %e"ﬁi’l aﬂ%%’é%g)f 31‘549&'1%/&6%)1%&“8 ﬁ“ % (()J/az)%o&' ()y|:4llOQ2

01/%(8%;]0* o& (;)arﬁﬁg tRAAPSHHELIOn 1T thd ehhraed RhoWRdEe bk O EepAty dathANBSEted -
oho
categories in readable format;

analyzing the data in the selected categories to create associations thereby
characterizing each of the data communications networks; and
visualizing the analyzed data to determine the utilization of and the interaction of the

data communications networks by participants at any point in time.

18.  The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein analyzing the data includes remote monitoring,

collaboration and discovery of network systems.

19. The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein visualizing the analyzed data comprises
simultaneously displaying one or more of the communications networks in an interactive

configuration.

20.  The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein analyzing the data comprises mapping subnets to

reconfigure networks as terminal activity in a network increases.

21.  The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein visualizing the analyzed data comprises displaying

each active terminal in a network along with nodes and links and appended information.
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a data communications network

a knowledge base for storing the information gathered on the physical and virtual
characteristics of the data communications network;

a data parsing tool responsive to information in the knowledge base to generate data in
selected categories in readable format;

an analytical engine receiving the data in the selected categories to create associations
to characterize the data communications network; and

a display responsive to outputs of the analytical engine to visualize the analyzed data

thereby determining participant utilization of the data communications network.

23. (New) The apparatus for dynamic monitoring of a data communications
network as in Claim 22 further comprising:

a tool suite; and

a sensor manager for queuing packets of data to be provided to the tools in the tool

suite.
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for entering knowledge into the knowledge base an accessible tool in the tool suite.

26.  (New) The apparatus for dynamic monitoring of a data communications
network as in Claim 22 wherein said discovery tool comprises:
a tool suite of interoperable tools to provide visualization, mapping, and analysis of

incoming data and processed knowledge.

27.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein said tool suite comprnses:
a sensor manager tool for configuring and control of sensors within the discovery tool

to enable data to be collected.

28, (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:
a network viewer tool for providing discovery, layout, and visualization of network

nodes and links.

29.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 28 wherein the network viewer tool further comprises reading packet information

to provide a physical picture of one or more logical networks.

30.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 28 wherein the tool suite further comprises:
an object viewer tool integrated with the network viewer tool for actuating the display

of node information.

31.  (New) Apparatus for dynamic monitoring of a data communications network
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32.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a data packet viewer tool for analysis of data packets and data packet structure.

33. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a knowledge browser tool for browsing objects by classes within the knowledge base.

34.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 33 wherein the knowledge browser tool provides linkage information for tracing

items and information passively discovered on the communications network.

35S. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 34 wherein the knowledge browser tool further enables acquisition, organization,

and categorization of communications network information.

36. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:
a topology display tool for actuating the display to visualize elements of the

communications network.

37.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a session recorder tool for packet assembly, TCP/IP session management, and
knowledge discovery for observing and identifying application level entities on the
communications network.

38.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a query console tool providing a text-based interface to a knowledge base for

determining the presence of an object in the communications network.
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a parsing tool receiving the information from the knowledge base to generate data in

selected categories in readable format, the parsing tool receiving information from the
knowledge base and generating data in selected categories in readable format, the parsing tool
comprises a KB parsing tool, an email extraction tool, a session joining tool, a web extraction
tool, a graphics extraction tool, a KB summing tool, a file manipulation tool, and a column
splitting tool;

an analytical engine responsive to the data in selected categories from the parsing tool
to create associations characterizing the data communications network; and

display means for visualizing the analyzed data to determine participant utilization of

a data communications network.

40. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the KB parsing tool parses the communications network data to be

output for display in a columnar file, to be imported to a database, or to the analytical engine.

41.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 40 wherein the KB parsing tool provides a key word search to generate

communications network data in various categories.

42.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the email extraction tool provides organization of files into summary
description.

43.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the web extraction tool facilitates parsing and formatting of data from

flat files for importing to a database or to the analytical engine.
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communication network;

transferring the retrieved network data to a visualization processor;

transferring a visualization setup file to the visualization processor;

transferring a linking information file to the visualization processor;

processing the network data, visualization setup, and linking information in the
visualization processor, to generate network data signals for display;

transferring the generated network data signals to a rendering engine; and

processing in the rendering engine the generated network data signals to output

network display signals.

46.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.
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charactcnstlc display signals.

48.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.

49.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.

50. (New) A method for 3-D visualization and animation of a digital
communications network, comprising:

storing a visualization set-up data file to supply information and data for processing;

accessing on a selective basis the stored visualization set-up data file;

transferring the accessed file data to a visualization processor;

retrieving network related data for visualization and animation of a digital
communications network;

transferring the retrieved network related data to the visualization processor;

processing the accessed file data and the network related data to generate network data
signals for display;

transferring the generated network data signals to a 3-D rendering engine; and

processing in the 3-D rendering engine the generated network data signals to output

network related display signals.
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the user input data and the generated network data signals to output network related display

signals in accordance with the user input data.

52. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 50 further comprising:

storing a field key file for subsequent processing; and

accessing on a selective basis comprises accessing the visualization set-up data file

and the field key file.

53. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 52 further comprising generating user input data for control of
the 3-D rendering engine; and processing in the 3-D rendering engine comprises processing
the user input data and the generated network data signals to output network related display

signals in accordance with the user input data.

54. (New) A method of visualization and animation of digital communications
network as set forth in Claim 52 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.

55. (New) A method of visualization and animation of digital communications
network as set forth in Claim 53 wherein retrieving network related data comprises retrieving
physical and virtual characteristic data of the communications network, and processing the
generated network data signals outputs network physical and virtual characteristic display

signals.

56. (New) A method of visualization and animation of digital communications
network as set forth in Claim 53 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.
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network as set forth in Claim 53 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.

58. (New) A method of 3-D visualization and animation of a plurality of digital
communications networks, comprising:

storing a visualization set-up data file to supply information and data for processing;

storing a network linking data file related to each of the plurality of digital
communications networks;

storing a field key file for subsequent processing;

accessing on a selective basis each of the stored files;

transferring the accessed file data to a visualization processor;

retrieving data related to each of the plurality of digital communications networks;

transferring the retrieved data to the visualization processor;

processing the accessed file data, the connectivity data and the functionality data to
generate network data signals for display;

generating user input data for control of a 3-D rendering engine;

transferring the generated network data signals to the 3-D rendering engine; and

processing in the 3-D rendering engine the user input data and the generated network
data signals to output network connectivity and functionality display signals in accordance

with the user input data.

59.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.
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communications network as set forth in Claim 58 wherein retrieving network related data
comprises retrieving physical and virtual characteristic data of the communications network,
and processing the generated network data signals outputs network physical and virtual

characteristic display signals.

61. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.

62. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.



