27 May 2005 'DATA TRANSFER SYSTEM DATA TRANSFER APPARATUS, DATA RECORDI NG
APPARATUS, DATA TRANSFER METHOD, AND RECORDI NG MEDI UM B OF THE
" I NVENTI ON The present invention relates to a data transfer system data
transfer apparatus, a data recording apparatus, a data transfer nethod,
and a recordi ng medium which are suitable for transfer and recordi ng of
content data such as music to be copyright protected. For exanple, content
data such as nusic are stored in a hard disk drive (hereafter referred to.

as a HDD), the, GP;EQ? ﬁ'gé%'f@:uOfnﬁmefmgivEﬁOﬂwmmué e stored
cont ent data are'frans erred to another recording medi um (?he secondary

recording mediyl, ARRLABRNCOM EMARRLA pREE ERRIGSECHEEROP) LN s secondary

recordi ng medi 'S 'case stores content data such as rmusic

reproduced from a package Qﬁq (Compact Disk Digital
Audi o) and DVD (Digital ?ggb gg%ﬂ%? %% or content data downl oaded from an
external nusic server for exanpl e via a communi cation network to which

t he personal conputer is connected. The user of the personal conputer

connects a recording apparatus for the secondary recordi ng nedi
per sonal %bﬁﬁ%ﬁ@?ND1°§7£ﬂﬁy156§§TION d ? rumto the

The present invention relates to a data transfer
system, data ;ransfer apparétus, a déta%;ecofding'
Vapparatus,.a data transfer'metﬁod, and a recording medium
_which are suitable for transfer and recording of content
:data such as muéic to be copyright protected.

For example, content data such as music are stored

in a hard disk drive (hereafter referred to as a HDD),
the recording medium, of a personal computer, the stored
content data are'transferred'to another recording medium

{the secondary recording medium), and the cont&nt data

are reproduced from this secondary recording.medium.

In this case, thé HDD.stbres content data éuch as
music reproduced from a package medium'suchxas CD-DA
(Compact Diék Digital Audio) and DVD (Digital Versatile
Disk} or conteﬁt dﬁta downloaded from an external music
server for example via a communication network.to which
the personal computer is connected. The user of the
personal computer'cbnhects a recording apparatus for the

secondary recording medium to the personal computer,



copi es or noves the content data fromthe HDD to the secondary recording
medi um and reproduces the content data such as nusic thy0H4gho8os
reproduci ng apparatus conpatible with the secondary recordi ng nmedi um The
secondary recordi ng medium nay be a nenory card based on a sem conductor
menory such-as a flash nmenory, a Mni D sc (trademark), a CD-R (CD
Recordable), a CD-RW (CD Rewitable), a DVD-RAM a DVD-R, or a DVD-RW
which is a magneto-optical disk. Recorders/players capable of recording
and/or. BLBYLDOALNGSGCECERELRE LARY Bakhe ciBuvice HBD 38 the o
recordlng? eproau0|ng apparatuses conpatible with the secondary recording
medi um These .recorders/.players.are ri L pe: iapary type,
portablesFﬁngaﬁﬁdrggorgﬁPsuggééﬁ@éna%?c%%%?ﬁ?&f%ﬁc%hgiﬁ?gﬁ? data in

accordance w th their preference.and_the t of i.f.apparat uses. G ven
t he abov@gﬁénFPSHeBScﬂﬁﬁéﬁt%bﬁngﬁsggge 5P§§?q%?h§p%%§?ff%ht protection of

these content data nuyst be taken jinto caonsideratiaon. For exanple, if users
can stor EOTRBSEEAE YALE {thEo SERE™EBBYoF SFREN B FSSHA™ conput er s by

-downl oadi ng the content data through content data . distribution_services or
‘from purchased Phekageondery ERECTERBYE BERIURNB2Y: BFed 88ﬂ?5ﬁtca5§a wi t hout

restriction to secondary recording nedia, a problem of co%yrbght 2 27 May
2005 based on a semiconductor memory such as a flash mewory, a

' Mihi Disc (trademark), a CD-R (CD Recordable), a CD-RW

(CD Rewritable), a DVD-RAM, a DVD-R, or a DVD-RW, which

is a magneto-optical disk.
Recorders/players capable of recording and/or
- playing these recording media are in wide use as

recording/reproducing apparatuses compatible with the

secondary recording medium. These recorders/players are '
various in type; stationary type, portable type, and so

on. Users can record/playback content data in accordance

with their preference and the types of their apparatuses.
'GivénAthe above-mentioned content data usage forms,
the copyright protection of these content data must.be
téken iﬁto conéideration. For example, if users caﬁ store
contént data ingo the HDD of their personal computers by_
downloading the content data through content data
distribution services or from purchased package media and
then copy the stored content data without restriction to.

secondary recording media, a problem of copyright




vi ol ation occurs. To overcone this problemto maintain the copyright

protection in the handling of content data as digital dajppmayapheus

technol ogi cal and data handling standards have been proposeg. One of them
is SDM (Secure Digital Misic Initiative). FIG 1 illustrates a data path
formulated by SDM. It should be noted that, in a personal conputer having
a HDD as the primary recording nedium this data path stores and transfers
musi ¢ content to external devices (on the secondary. recording nmedi um side)

In other words,, this data th is inplenen E%I i s&ﬂé@gigoftware
pr ogr am Wit Tk Skt eICGREF or Qf‘?'acﬁ"s reCrO?efm%?%é %ﬁp%:h . #‘Ee pr ocedur es and
processing on the data path shown |in FJ|G _- 1 Zr.e degot %d bétrgf grences DP21
t hrough D@ EORYT yat PTeEPFEHRT {RelBer BRBALAREs O4r £OHLEH  t 67
correspondi ng descriptions. The software. .installed in the g%r_sonal :
conput er ahalingtahed®bD. depEiafeseGRBPREPIFR Bt EAT2JEPRY 1 dRSt ri but ed
by an external server via a network (hereafter referred to as network
content) standaseés baveSbrenf prorepgdi ghPngrof ebhe®nis DPOYT . (SRRURSt wor k
content to be distributed includes the content data which are transmtted
by the sepiveitsl deuasc Sbikiethpkdant content (hereafter referred to as
~SDM 3 27 May 2005 . ' _ ,
' FIG. 1 illustrates a data path formulated by SDMI.
It should be noted that, in a pé;sbnal computer having a
HDD as the primary recording medium, this data path
stores and transfers music content to_external devices
{on the secondary recording.meﬁium‘éide). In other words,
this data path is impiemented by an installéd software
program which stores aﬁd/o:-tranSférs'music content. The
procedures and processing on the data path shown in FIG.
1 are denoted by refererices DP21 thrbudh DP 28. 1In what’
follows, these references are used for corresponding
descriptions.

The software_instalied in the personal computer
‘having the HDD determines whether the content data
distributed by an external server via a network
(hereafter referred to as network content) aré based on
SDMI for copyright protection (DP21) .

The network content to be distributed includes the

content data which are transmitted by the server side as

. SDMI-compliant content (hereafter referred to as SDMI-




conpliant content) and content data which are not associated with SDM
(hereafter referred to as non-SDM content). Wth the S% h& ant
content, the content data are encrypted by content key [\)Agge on DES
(Data Encryption Standard) for exanple. The content data thenselves are
originally encoded by a conpression algorithmsuch as ATRAC3 or MP3
(Moving Picture Experts Goup 1/2 layer 3), which are then encrypted for
di stribution. It should be noted that, for the conveni ence of description,

data y encrypted by key x are represented as E (X, . ‘For the encrypted
dat a E(xcopplimmd e W%fowrk‘éydit%r%h?'é}br%gé eH as D{x, E(X,

y)}. Therefore, if the conpressed data based on ATRAC3. is represented as
A3D, themstsios i80Md oo | HMT cOmzsaiter pefertegpted2py?RRySERIf or
distribution is represented as "E(CK, A3D). If the distributed network
content icon$leMt) conpliant, it is stored in the primary recordi ng nmedi um
such as the. HDD as SDM content (DP21 and DP22). In this case, the content
‘data are wittewit® tthe SHRD-icomphld asttatemofersncrtipt etbi @ik 80}
Alternatively, 4 27 May 2005 : '
- are encrypted by content key CK based on DES (Data

Encryptioanténdard) for example. The content data
themselves are originally encoded by a compréssion
algorithm such as ATRAC3 or MP3 (Moving Picture Experts
‘Group 1/2 layer 3), which are then encrypted for
distribution.

It should be noted that, for'the convénienqe of
descriptioﬁ,'data y encrypted by key x are‘répresented_as
E(x, y).

For the encrypted data BE(x, yv}. the déta decrypted
by key x are represented as D{x, E(x, v)}.

Therefore, if the compressed data based on ATRACS3
is represented as A3D, then the SDMI-compliant content to
be encrypted by key CK for distribution is represented as.
"E(CK, A3D).

If the distributed network content is SDMI-
compliant, it is stored in the primary recording medium
such as the HDD as SDMI content (bP21 and DP22) .

Tn this case, the content data are written to the

HDD in the state of encrypted E(CK, A3D). Alternatively,




the content data are decrypted and then encrypted by another key CK,
namel y encryption keys are changed, and then the newy eﬁzmgfﬁggg cont ent
data are witten to the HDDin the state of E(CK, A3D). On e ot her
hand, if the network content is non- SDM content, then watermark check,
nanely screening by electronic watermark i s executed (DP21 to DP23).
Further, direct watermark check is executed (DP23) on the content data .
~read from package nedia such as CD-DA and DVD for exanple (hereafter
referred tows disk content) which-are reproduced on a disk drive device
such as tiife RO @6t dustdRT P RS (3R PSRBTt Y or  on a di sk
drive device connected to the personal conputer for exanple. .Nanely,
wat er mar lenchaoke ileeweX@cut sthral Y rROGBR T Hara #6t BRIRIEOn . If the
wat er mar k- checked content -data are found no good, the content data are
copy- di saifead tore trer1SDMn clatmt edatdn (OR23d2 ba DPps) wrSpeer f £ HARdI i ng of
copy di sabl enent depends on the software design. For exanple, the content
data may Hi si®regk iscdthe &iDE bok ' pey3mot be transferred for copying or
noving to other recording nedia or_ the content data nay not be stored in
the HDD in the gy GRS Yith@ r0thaBaV -icormpld ardtwari endnteént2 4 Vyer2005
| 'SDMI content, then watermark check, namely screening by
electronic watermark islgxecuted (DP21 to DP23).
Further, direct.watermark éheck is executed (DP23)
I_ on the content data read from package media such as CD-DA
and DVD for ekample (héreafter referred to as disk
content) wﬁich'are ;eproduced'én.a disk drive device such
as the CD-ROM drive installed on the personal computer or
‘on a disk drive device connected.to the personal computer
for example.
-Namely; watermark check is executed on the content
data not based on SDMI.
If the watermark-checked content data are found no
good, the content data afe copy-disabled on the SDMI. data
path (DP23 to DP25). Specific handling of copy
disablement depends on the software design.' For example,
the content data may be stored in'the HDD but may not be
transferred for copying or moving to other recording

media or the content data may not be stored in the HDD in

the processing of SDMI-compliant content.




'I'f the content data have passed watermark check, nanmely if a watermark is
found in the content data and a control bit indicates t%ﬂﬁggb@@ on of
copy, then the content data are found rightfully copyable. xt, whet her
or not the content data are to be handl ed on the basis of SDM is

determ ned (DP24). Wiether or not to handle these content data as
conpliant wwth. SDM may be determ ned by the software design or. user
setting. If the content data are not handled as conpliant with SDM, then

the content data are regarded as no %[g(l\/l — cont ent and#eig(cl udcqg fromthe
e

content data patif ddepiceaientwidatas CEH SR e, i hese cont ent

data may be transferred to recording apparatuses which_are not conpatible
Wi th SDMnamely h:'efo@h@tmki%St%‘éu%n’c%nlthaa?anﬁ?attSal()% R4ndl ed as
conpliant with SDM, then these content data are encrypted and stored in
the HDD asoSDM L doht etnd{OPRes tlee DPRPNiFHEoRx@RpFEPYt hEBERcEREent data are
stored in the formof E(CK, A3D) or E(CK', A3D). The above-nentioned data
path storesnténttletapatenfyundcoidhhfubbyi oapsabheas N0 - t'Hee EBRT ent
handl ed as conpliant with SDM obtained via a network (hereafter referred
to as SDMhrnNebwotke CoBhesi} antat Aeecoot bat hahdhdblednatheohpkignefwi th SDM

retrieved froma disk such 6 27 May 2005 :
SDMI is determined (DP24). Whether or pot to handle thesg
content data as cémpliant with SDMI may be determined by
the.software design or user sétting.

If the content data are not handlied as compliant
with SDMI, then the content data are regarded as non-SDMI
conteht and éxcluded f:om the contént data path éomplian;
with SDMI (DPZG);_ Fof ekampie, these @ontent data may be
tranéferred fo recording apparatusés which are not 
compatible with SDMI.

| On the other hand, if the dontent data are to be
handled as compliant with SPMI, then these content data
are encrypted and stored in_the HDDias SbMi content (DP24
to DP22). For example, these contént data are stored iﬁ
the form of'E(CK; ABD) or E{(CK', A3D}.
| The abovevmentioned data path-stbres, in the
primary recording medium such as HDD, the content handled
as compliant with SDMI obtained via a network {hereafter

raferred to as SDMI network content) and the content

" handled as compliant with SDMI retrieved from a disk such




as CD-DA (hereafter referred to as SDM di sk content). The SDM content
(SDM network content or SDM disk content) stored in thg7 Zhﬁ ’
transferred to a recording/reproduci ng apparatus conpliant Wt l%DM to be
copyable to the secondary recordi ng nedium conpliant with SDM . The
‘recordi ng/ reproduci ng apparatus conpliant with SDM is a portable
recorder/ player based on nenory card for exanple, which is conpatible with
the encryption based on SDM. In the case of SDM disk content, a transfer
handling rule (or a usage rule) corresponding-to SDM disk content is

defi ned, an GrPMder SIL AT AFEered rEnsA 2SI Topy TP 9DM - conpl i ant
recordi ng/reproducing is authorized (DP28). 1t should be noted that the .
transfer for coffef SOMT chatshitmdiSPMledstAiNd FediteRt DS Hekecondary
recordi ng nmedi'um (nenory card for exanple) whichis recorded and

r epr oduceshbrierdr) SDMraxbnigl i e KRR ok ¢li hygrepeoedi vQ apparatus is referred
to as "checkout." The transfer for nove fromthe secondary recording

medi um t a-ddwer qurm gvarep r@bor did ga peatratm s scomel sanedwi oh a8DMTheckben. " |t
shoul'd be noted that the nove fromthe secondary recording nediumto the
pri-mary dJdasesh o dregh aing sleded £6y t hecdradsd ane@tur ondepl i sat aw¥tR7 May
2005 : - ‘ :

SDMI. The recording/reproducing apparatus compliant with

SDMI is a portablé.recordér/playef'based on memory card

for example, which is compatiblejﬁith the encryption

based on SDMI.
In the case of SDMI disk content, a transfer
handling rule (or a usage rule) corresponding to SDMI

disk content is defined, on the basis. of which the

transfer for copy to an SDMi;cbmbliant
recording/reproducing is authorizéé {DP28) .

It should be noted that the traﬁsfer for copy from
the primary recording medium (HDD) to the secondary
recording medium (memory card fér ekampie) which is

~recorded ahd reproduced by én SDMi-Compliant
recording/reproducing apparatus ié referfed to as‘
"checkout." The transfer for move from the secondary
recording mediumrto the.primary recﬁrding medium is
referred to as "check-in." It shbuld be noted that the
move from the secondary recording medium to the brimary

recording medium deletes the transferred content data



fromthe secondary recording nmedium The rules of transferring SDM di sk
content may define a checkout upper |imt count that eac£17 Bfa?%ﬁﬂ@f

content data can be checked out a nmaxi numof three tinmes ~for-exanple.
Therefore, SDM disk content can be copied up to three SDM -conpli ant
secondary recording nmedia for . exanple. If a checkout takes place, the
checkout count of the content data managed in the personal conputer having
the HDD is decrenmented. Consequently, even after the copying to three

SDM -COfT%| i ant _secondary recordi ng. nedi a%"i if content data are checked in
from one t&P™ FdEe S?é:c?’d‘r%&‘r‘i/ T Wt A" to the primary recordi ng nedi um

(HDD), the checkout count of content data managed._in the personal conputer
i s increnented Byeonsleasod &Rt ethEd Shftlet §*s GRdECofyabl e once
again fromthe primary . recording nmedium (HDD) to an SDM -conpli ant
secondar yiefrlé’@oradi%qiiémfurﬁpmg'} i e G WhE b e PIetRPEo  exi st
always on up to three SDM -conpliant secondary recording nedia. In the
case of SPMtemdt Werte cxam dig  cheakerhstet 2 Hearlmwg ofi| Bhyegdnes e)
corresponding to SDM network content is also defined, on the basis of
whi ch t he&oxt rearesdpdre f offheamf dre , as PSDMdisdnpiondren t rasgoidi mpriesk oduci ng
apparatus is authorized (DP27). 8 27 May 2005

up to three SDMI-compliant secondary recording media for

example. If a checkout takes place, the checkout count of

the content.data'managed in the personal computer having

the HDD is decremented. Conseqguently, even after the

copying to three SDMI-compliant secondary recording media,

if content data are'éhecked in from one of these

Secdndary recording media to the primary recording medium 

(HDD), the checkout count of content data managed in the

‘personal computer ie incremented by one. As a result, the

content is made copyable once again from the primary

recording medium (HDD) to an SDMI-compliant secondary

recording medium. Namely, content data are allowed to

exist always on up to three SDMI-compliant secondary

recoxrding media.

In the case of SDMI network content, a transfer
handling rule {usage rule) corresponding to SDMI network
content is also defined, on the basis of which the

transfer for copy to an SDMI-compliant

recording/reproducing apparatus is authorized (DP27).

8




This transfer handling rule specifies the upper limt of checkout count for
exanple as with the rule for SDM disk content. The uppes- Magizbogount may
be the sane as or different fromthe rule for SDM di sk content.  For
exanpl e, the upper limt checkout count may be one. in this case, one

pi ece of content data can be copied to only another one SDM -conpli ant
secondary recording nedium however, if content data are checked in from

" that secondary recording nmedium the content data can be transferred for

‘copy again. Wien SDM content i s transferred for, co to an_ SDM - conpl i ant
secondary recor dPA§ ﬁﬁ&inﬁr‘fwelrnhﬁ'ﬁ‘@&ﬁ&é’n&“%ﬁ%ﬂés%h%ﬁpﬁgerr ul es, the

content data are transmtted as encrypted on a transm ssion path. Nanely,
the cont dritidatef i thuHs Y F9F 1992 BRLY o2 et FBnkle Bfheefof E(CK
A3D) or E(CK, A3D). Further, on the SDM -conpliant recording/reproducing
appar at uSTMi ch Hasardesni ved Thise unpser gt Spmredirede thfe S38®i ved SDM
content is copied to the secondary recording. nmediumas encrypted. If the
SDM : - cord icantd irfefbmrati ngi repr dueicrnle SppafBMisdiehr odutestt hedf8DM
content fromthe secondary = recording nedium the content data read from
the secaendaipl g ecoraiugperdl im archeldooypt edunNameyybetbee 9 2ih May 2005
thies case, one piece of content data can be copied to
only another one SDMI -compliant secondary recording
medium; however, if content data are checked in from that
secondary recording medium, the content data can be
transferred for copy again. -
When SDMI.content is transferréd for copy to an
SDMI-compliant secondary récording medium in accordance
with these handling rules, the content data are
transmitted as encrypted on a transmission path. Namelf;
the content data are transmitted in the above-mentioned
state of E{CK, A3D) or E(CK', A3D).
Further, on the SDMI-compliaﬂt
recording/reproducing apparatus wﬁich has receiveéd the
encrypted SDMI content, the receiVed SDMI content is
copied to the secondary recording medium as encrypted.
If the SDMI-compliant recording/reproducing
apparatus reproduces the SDMI content from the secondary

recording medium, the content data read from the

secondary recording medium are decrypted. Namely, the




content data copied to the secondary recording nediumin the state of
E(CK, A3D) or E(CK., A3D) are decrypted by key CK or key ﬁﬁa gﬁ%\g '
specifically, the original content data are restored as % )&? dat a
(A3D) decrypted as D{CK, E(CK, A3D)} = A3D or D{CK, E(CK, A3D)} = A3D.
The decrypted content data are then deconpressed from ATRAC3 conpression
‘to be denodul ated as audi o data for exanple, which are reproduced as

musi c. According to the SDM -conpliant data path, the ,encrypted content
data are transmtted froma server on the network to a secondarx recordi ng
nedlun1aﬂ@qqﬂﬁt(ﬁﬂﬁﬁrﬁPQﬁe@h%%et%%nﬁ%ﬁ?n@%fﬁ F%CEBHFPglwéﬂlbW 1

predeterm ned rules, so that the copyright of the content data can be
proper | y fiveotstter. ofonkeVier , ARk ¢l ¥ 6GKhg ¥PBWAERsARAYYBELHr D¥rom the
copying of content data to SDI\/I conpliant secondary recording nedia.
Assume hévey tdatom BewiCIi sc (a kind of magneto- optical disk) currently-in
w de use be used as the secondary-recording nmedium For exanple, if an
SDM - conpl i ant Matie R i frigearidi Ngeppariagisal scouseekt tditsa Mmé Di sc

recordi ng apparatus records checked out SDM content to a Mni Disc 10 27

'Nhy 2005 restored as the ATRAC3 data (A3D) decrypted as D{CK{ E(CK,
A3D)} = A3D or D{CK', E(CK', A3D)} = A3D. The decrypted
content data are then decompressed from ATRAC3 |
-cqmpression to be demodulated as audio data fdr example,

. which are reprdduced as music.

According to the SDMI-compliant data path, the

Aéncrypted cohtent data are trahsmitted froﬁ a sexver.oﬁl
the network to a secondary recording medium and the
copying of these content data is controlled by
predetermined rules, so that the copyrlght of the content
data can be_propefiy protected.

However, the following drawbacks may occur from the
copying of contept data to SDMI-compliaht secondary
recording media.

Assume here that a Mini'Disc {a kind of magneto-
optical disk) currently in wide use be used as the
secondary «recording medium.

For example, if an SDMI-compliant ﬁini Disc
recording apparatus ig used, this Mini Disc reéording

apparatus records checked out SDMI content to a Mini Disc

i0




in the encrypted state of E(CK, A3D) or E(CK', A3D). In reproduction,
ATRAC3 data (A3D) decrypted as D{CK, E(CK, A3D)} = A3D 057% '005E( cK',

- A3D)} = A3D nust be obtained to be decoded in a predeterm ned rmanner, the
result, nusic for exanple, being outputted for reproduction. Currently
popul ar M ni Disc systenms cannot record encrypted data to Mni Discs.
Qoviously, no Mni Disc reproducing device has a decoder for decrypting
encrypted data. If, in the future, an SDM -conpliant Mni Disc recording

apparatus i s.devel opec d.encr pnt t n ecorded to a

M ni Dis¢? ?Fﬁ? M}S&@? Sctgﬁtee)ré’&t E‘g(tggfer e%c.)gr)de%at%(%clﬁe’ %3”]%) Di sc cannot be
repr oduced by many non-SDM - conpliant._M.ni_ Di | ayers. nely, such a
system wi | | not Ipr 5¢Pg8 FHE?BBWQ‘F%&C& £33 n(%%ggr%fcﬁyip&r?ﬁa Yis may
eventual |y restrict the proper use of the SEI\/Ilconten pur chased by
general B4E%s, B eBsD)di gnidAle &t IR 0werk Kot heP3R) be™ otP SBEFSf acti on
to general users of SDM content_ providing_services. in consideration of

t he abov&enmaitiadmetl problefecdad siiem REE PRIPFBHIRE PR A Shi chRSDM

content is transferred, in a decrypted state, to a non-SDM Mni 11 27 May
2005 result, music for example, being outputted for

reproduction.

Curréntly pdpﬁlar Mini ﬁisc systems cannot record‘
encrypted data to Mini Discs. Obﬁiously, no Mini Disc’
reproducing'device has a decoder fqr decrypting encrypted
data.

If, in tﬁé future, an SDﬁI-cdmpliant Mini Disc
recording apparatus-is develobed and encrypted cqnteﬁt
data can be recofded to a Mini Disc, thé encrypted
~content data recorded té the Mini Disc cannot be
. reproduced by many non-SDMI-compliant Mini Disc players.
Namely, such a system will not proﬁide the compatibility
in reproduction.

This may-eﬁéntually restrict ﬁhe proper use of the.
'SDMI content purchased by general users, thereby
significantly lowering the value and satisfaction to
general.usefs of SDMI content proﬁiding'services.

In consideratioﬁ of the above-menticned problem, a
system may be proposed'in which SDMI content is

transferred, in a decrypted state, to a non-SDMI Mini

11




Di sc recordi ng apparatus for exanple to be copied to a secondary recording
medi um such as a Mni Disc. However, if this nmanner of copying is

permtted, content data can be copied easily, including unauthorized copy.
This nmay prevent the inplenentation of copyright protection viridby 2603 he

i nherent intent of SDM. SUMVARY OF THE | NVENTI ON An exanpl e enbodi nent of
the present invention can maintain copyright protection capability w thout
restri cthing thweoproper apserdyus uSer sexdmdententbelater syt ht@samgsicondary
requiring copyright protection. The exanple enbodi nent provides a data

t r ansf erraappadiag ussdiamdatiah decoMdhnbgDappar at us, and a data transfer system
conposed of these apparatuses, a data transfer nethod which is executed in

the data transfeeerapparahis mithed 8T iofiyiifg MEdi bermsittaeldng canteper@tizon
program whi ch inplenents the data transfer apparatus. According to a first

aspect ofad he pEES&NtedNVENt i L udiRG @nhSthdidvddedpq. datrd ot ragspesvent
apparatus conprising: transfer nmeans for transferring content data

encrypt adhd NifReAeLE{ A ned %Ppﬂgﬁg OPY-&redt@car diI@nmeanstMhi gAnesdhist or e
encrypted content data to an external apparatus, discrimnation neans for
maki ng di scri-npaiipn between a first external apparatus which can record
only encrypted content data to a second recordi ng neans accommodated in
the external apparatus connected to the data transfer apparatus and a

. second external apparatus which can record only decrypted content data to

12 27 MayygfQRy or THE INVENTION

An example embodiment of the present invention can maintain
'copyright protection capability without restricting the proper use by
users of content data such as music requiring copyright protection.
_The example embodiment provides a data transfer apparatus, a data
recording apparatus, and a data transfer system composed of these
~apparatuses, a data transfer method which is executed in the data
transfer apparatus and a recording medium storing an operation
program which implements the data transfer apparatus.

According to a first aspect of the present invention, there is
provided a data transfer apparatus comprising: transfer means for
transferring content data encrypted in a predetermined manner from a
recording means which can store encrypted content data to an external
apparatué, discrimination means for making discrimination between a
first external apparatus which can record only encrypted content
data to a second recording means accommodated in the external
apparatus connected to the data transfer apparatus and a second

external apparatus which can record only decrypted content data to

12




t he second recording neans, and if the first external apparatus is

di scrimnated by the discrimnation neans, control nmeans for decrenenting
a transfer count of the encrypted content data when transferring the
encrypted content data fromthe first recording means to the &x¥ay 2605
apparatus, increnenting the transfer count when the encrypted content data
are returned fromthe first external apparatus, and disabling the transfer
of the com egfcondt aeteomnch@eanpy sendetdr hagfmeinsetternpe arparsals is
apparatus if the transfer count has exceeded a predetermined Iimt val ue
and, if dimrdacpatedxther ndhe agpacatmisiaitdodet meaided dyptirhé dinsard mifeat i on
nmeans, the control neans disabling the return of the encrypted content

dat a frofediegensiopnd extesfial appar abfis thédceordipiged ocentzedomntbtas pésin of
the present invention, there is provided a data transfer system having a
dat a tr ansfreifeappey aths andrypited eastteone dftaa fionsttlext finst apparditgs and
a second external apparatus which can be sel ectively connected to the data
t ransf ermeaapparat tise theedaila ig@nshes, agpatahest GONPEhs| Bgand fansé@mneans
for transferring content data encrypted in a predeterm ned nanner froma

first repardichg aRansH LM eBneait sioke seacrypieddcenbenthdlatiast tRté&hal
external apparatus, discrimnation neans for making discrimnation between

a first gyd-e60al, apRaraidis VAl chneanr£:06Qid oronh @BeEYRt edatonteit Wata to
a second recordi ng neans accommodated in the external apparatus connected

to the data.t LaRSEEmARREEAUYS thaNdxfe SRA0AF £EINak ARpPalahdsc E&ihtcan

record only decrypte content data to the second recording neans, and if

the fi r%J;as %%ceeded a predetermined limit wvalue and, 1if the second external
apparatus 1is determined by the discrimination means, the control
means disabling the return of the encrypted content data from the
second external apparatus.

According to a second aspect of the present invention, there is
provided a data transfer system having a data transfer apparatus and
at least one of a first external apparatus and a second external
apparatus which can be selectively connected to the data transfer
apparatus, the data transfer apparatus comprising: transfer means
for transferring content data encrypted in a predetermined manner
from a first recording means which can store encrypted content data,
to an external apparatus, discrimination means for making
discrimination between a first external apparatus which can record
only encrypted content data to a second recording means accommodated
in the external apparatus connected to the data transfer apparatus

and a second external apparatus which can record only decrypted

content data to the second recording means, and 1f the first

13




27 May 2005 external apparatus is discrimnated by the discrimnation
means, control neans for decrenenting a transfer count of the encrypted
content data when transferring the encrypted content data fromthe first
recording neans to the external apparatus, increnenting the t37dvigy 2605count
when the encrypted content data are returned fromthe first external
apparatus, and disabling the transfer of the content data fromthe first
recor di ngimaad tarpEretest denadisgypaiazied | byt tbe tdHaesfeingioian hesns,
exceeded a predetermned |imt value and, if the second external apparatus
i s di scrégnimratiedndayist Heordi domienmenbtiona freansfen heowont ¢Hl thearscdysa i ng
the return of the encrypted content data fromthe second external

appar at usontteme siacenghext eraad ferappar ahesecornpriesi ngnteetedyiangtmeanshef or
receiving the content data encrypted in a predeterm ned manner fromthe

t r ansf er feansyecadedny pieans meanshktorxdectiypt amen ahes¢ onhentmsetat imge ndrey pt ed
in a predeterm ned manner received by the receiving neans and recordi ng

means f otrdregerdcognt hee@onhenéndiia cdeebyipirad dayat bee desairingtli 6fom NBRNS
into the second recording nmeans. According to a third aspect of the present

i nventi offirdthet@erfal PigPErdedsp &ad aatd=anshgr chet hathdrer Liransé eesnitht
encrypted content data froma data transfer apparatus having a first

Nenory WHGh 63R t8d Of i@ RNEEYPELhL aRbLANt toatiR eQtarSeC UPbaFBIREYif the
accompdated in an external apparatus connected to the data transfer

appar at Usyaddher @8L8c IHANS:RLABE hO 0L LML AH CindGr hahnat Lo, SR HOor

discrimnating between a first external apparatus which can record only

encrypt ed ot el LR (A SBGONd SR i AESAEP Y €dnkn 4@ rimination
means, the control means disabling the return of the encrypted
content data from the second external apparatus, the second external
apparatus comprising: receiving means for receiving the content data
encrypted in a predetermined manner from the transfer means,
decryption means for decrypting the content data encrypted in a
predetermined manner received by the receiving means and recording
means for recording the content data decrypted by the description

 Imeans into the second recording means.

According to a third aspect of the present invention, there is
provided a data transfer method for transferring encrypted content
data from a data transfer apparatus having a first memory which can
store encrypted content data to a second memory accommodated in an
external apparatus connected to the data transfer apparatus, the
data transfer method comprising: discrimination step for

discriminating between a first external apparatus which can record

only encrypted content data to a second memory accommodated in the
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14 27 May 2005 external apparatus connected to the data transfer apparatus
and a second external apparatus which can record only decrypted content
data to the second nenory; if the first external apparatus is

di scrimnated by the discrimnation neans, first control step 27May 2005
decrenenting a transfer count of the encrypted content data when
transferring the encrypted content data fromthe nenory to the external
appar at usxtérrerle mpmairagus heonnanif@rta ot ddien trkesfencrypiertdataandaree
returned fromthe first external apparatus, and disabling the transfer of
t he contemtordhtextfaromlt kephirasts mehirly cd téemomktaerinal deappatat usonfertthe
transfer count has exceeded a predetermned limt value; and, if the
second exdter nab apparsatcwadi swerdirger T neted fipst hexdiesoril mapgtiranust e,
second control step for disabling the return of the encrypted content data

from t hed seeond naextierial tlpppaiatusmiAc€0bdi Rgatn®,a fOust hcagpeel afteghe
~present invention, there is provided a data recordi ng apparatus for

recei vi ngoengéympiedteant £nirandaba &6@n ardahd ddanphen appamat Hstdawidig a
first recording medium storing the encrypted content data and records the

recei vedy rrarRtied qoR! e daitddt & tSREONE the CidH NehdTedbmdty COBPrHhE Ng:
comuni cation neans for perform ng bidirectional comunication wwth the

data t r’%@é&n@pp%@w&u@ut heRt 1 SALAOIPr QERSSEAhIRANS 5@k  RBEAOMHANY
authentication with the dafa transfer apparatus through the communication

pfgnmsi hgﬁa%@%%eggﬁgfﬂpéra% ggﬁg%eﬁ%ﬁpff%ﬂ Lhe £ERGT YRR GONLERLJald supp! i ed
disabling the transfer of the content data from the first memory
to the external apparatus if the transfer count has exceeded a
predetermined limit wvalue; and, if the second external apparatus is
discriminated in the discrimination step, second control step for
disabling the return of the encrypted content data from the second
external apparatus.
According to a fourth aspect of the present inventicon, there is
" provided a data recording apparatus for receiving encrypted content
data from a data transfer apparatus having a first recording medium
storing the encrypted content data and records the received
encrypted content data to a second recording medium, comprising:
communication means for performing bidirectional communication with
.the data transfer apparatus, authentication processing means for
performing authentication with the data transfer apparatus through
the communication means, decryption means for decrypting the

encrypted content data supplied from the data transfer apparatus

through the communication means, recording means for recording the
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t hrough the communi cati on neans, recording neans for recording the 15 27
May 2005 content data decrypted by the description neans to the second
recordi ng medi um and control neans for disabling the return of the content
data fromthe second recording mediumto the data transfer afyaviag 2R05

t hrough the communi cation nmeans. According to a fifth aspect of the present
invention, there is provided a recording nmediumstoring a

conput ercardgtsbl datapr dgeayptfast by arfdfcer désriatdioppt eeRrontentthgat ae¢ersin a
data transfer apparatus having a first menory storing the encrypted

cont ent watadihg medsgorchdrermrtyodceoamdditeddisekdringxtteenaktappariat s
connected to the data transfer apparatus, the conputer-readabl e program
conpri sicgitedicsdrtai Aadh ovthst egcdror icsedimg nad¢dingn bet vighen dathi tsénsfer
external apparatus which can record only encrypted content data to a
second nesrarygtas cthradatl edei corinfidiext esmaleaappar at us connected to the data
transfer apparatus and a second external apparatus which can record only
decrypted com&irdalya tho 4 e secergeaendry thef pthgenti fatveexi®i Nadhere
apparatus is discrimnated in the discrimnation step, first control step
~ for decrgireroRgdadt ransteto£@iiy Qfediign ereryphedaconbapht ot deahien e
transferring the encrypted content data fromthe first nenory to the

ext er nalyRpRanakys, t i ALl Nehd MR tekil 8Psf &l CRUAT FMBRM the eReaYPiad
data are returned fromthe first éxternal apparatus, and disabling the

tranSferadﬂérggﬁscﬁﬁ% egaffksglﬂ@%bEQesEBffﬁg mﬁﬂpréhéf%pEQS %éﬁ@éﬂ@“data

apparatus it the transfer count has exceeded a predetermned limt val ue;
and, 'f:&h%as§ééyHé %@%%EQa%ccommodated in an external apparatus connecited

to the data transfer apparatus, the computer-readable program

comprising: discrimination step for discriminating between a first

external apparatus which can reccrd only encrypted content data to a

second memory accommcodated in the external apparatus connected to
the data transfer apparatus and a second external apparatus which
can record only decrypted content data to the second memory; if the
first external apparatus is discriminated in the discrimination
step; first control step for decrementing a transfer count of the
encrypted content aata when transferring the encrypted content data
from the first memory to the external apparatus, incrementing the
transfer count when the encrypted data are returned from the first
external apparatus, and disabling the transfer of the content data
from the first memory to the external apparatus if the transfer count
has exceeded a predetermined limit wvalue; and, if the second external

apparatus is discriminated in the discriminatlon step, seccend control
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apparatus is discrimnated in the discrimnation step, second control 16
27 May. 2005 step for disabling the return of the encrypted content data

. fromthe second external apparatus. BRI EF DESCRI PTI ON OF THE DRAW NGS
These and other objects of the invention will be seen by refel®Mag2006the
descriptiaon, taken in connection wth the acconpanying draw ng, in which:
FIG 1 is a schematic diagramillustrating the content flow and usage rule
f or mul at sterbyfo8DNE salflli@g ZhesratipirociE dhagearyydtads cratémy dataofeeal the
system applicable to the invention; FIG 3 is a block diagramillustrating
a pri marseqoecioerdteghalmegdpanaisisdde apparatus applicable to the invention;

FIG 4 is a block diagramillustrating a secondary recording nedium side
apparatus applicable to the invention; FIG 5 is a transaction diagram
illustrating a procedure of authentication processing between the primary
recordi r@RIEd WPSIRePTApPPRIGH USHBNORRKNEI M@sOoNdary recordi ng nmedi um si de
apparatus; FIG 6 illustrates the content flow and usage rule practiced as

a first enbodinmat &idtbenépventkens bEG the | bhustt@ieswine penteeh fipw

and usage rule practiced as a second enbodi nent of the invention; 16a 27

May 2005-eference to the description, taken in connection with the
éccompanying drawing, in which:

FIG. 1 is a schematic diagram illustrating the content flow and
usage rule formulated by SDMI;

FIG. 2 1is a block diagram illustrating an overall system
applicable to the invention;

FIG. 3 1is a block diagram illustrating a primary recording
medium side apparatus applicable to the Invention;

FIG. 4 is a block diagram illustrating a secondary recording
medium side apparatus applicable to the invention;

FIG. 5 is a transaction diagram illustrating a procedure of
authentication processing between the primary recording medium side
apparatus and the secondary recording medium side apparatus;

FIG. 6 illustrates the content flow and usage rule practiced as
a first embodiment of the invention:

FIG. 7 illustrates the content flow and usage rule practiced as

a second embodiment of the invention;
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FIG 8 illustrates the content flow and usage rule practiced as a third
enbodi nent of the invention; and FIG 9 illustrates the ?‘Pﬁ}lte%&l ow and
usage rule practiced as a fourth enbodi nent of the inven i ORY TAI LED
DESCRI PTI ON OF PREFERRED EMBODI MENTS This invention will be described in
further detail by way of exanple with reference to the acconpanying
drawings in the followi ng order: 1. Systemconfiguration 2. Exenplary = -
configuration of data transfer apparatus (primary recording nedi um side
apparatus = PC) 3. Exenpl.ary configuration of data recordi ng apparatus
(secondary recofdfng Bné&ilﬁ‘rﬁtﬁa&@sagléﬁr sogdent rfgfdjd‘? ﬁ%/“ﬁ@ﬁ?eod{)}@i%g
apparatus) 4. Authentication processing 5. Exanple of SDM content transfer
processi My adatieydasm ot glrenhohimeteref nfhe o EYEREODt RRE i s shown an
exenplary system configuration. A primary recordi ng nedium side apparatus
1 corresponds t&I&.d&t & llusmitsfadre sapbar gond erds Sdcvataadl wisag e Hallst esent

i nvention. A secondary - recordi ng nedi um si de apparatus 20A corresponds to
a data recordiced appar af esr s soch ed ek t dif t tiee pievemtiomyenti on. 17 27
May 2005 Therefore, the configuraticon nmade up of the prinmary

DETAILED DESCRIPTION OF PREF.ERR.ED -EMBODIMENTS

This inveneidﬁ will be deecfibed in further detail
by way of examﬁle_Witﬁ reference to tﬁe accompanying
drawings in the following ofder:
1. System configuration

2. Exemplary configuration of data transfer apparatus

(primary recording medium side apparatus = PC)

3. Exemplary configuration of data recording apparatus

(secondary reeording medium side apperatus =
recording/reproducing apparatus)
4.7Authentication processing
5. Exampie of_SDMI content transfer processing
1. System coﬁfigﬁration

Referring to FIG. 2, there is shown'an exemplary
system configuratioe. 2 primary recording medium side
apparatus 1 corresponds to a data transfer apparatus
associated with the preeent invention. A secondary
recording medium side apparatus 20A corresponds to a data

recording apparatus associated with the present invention.
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recordi ng nmedi um si de apparatus 1 and secondary recording nedium side-
appar atus 20A shown in FIG 2 corresponds to a data tran?ﬁlgy%@é em
associated with the present invention. The prinmary recording’ imedl um side
apparatus 1 is constituted by a personal conputer for exanple. |In what
follows, the primary recordi ng nedi um side apparatus | is also referred to
~as a personal conputer (PC) 1 for the convenience of description. However,
the primary recording medi um side apparatus 1 may not al ways be
constituted by a personal conputer; it rr(ié/ u?q]e any device installed with

 sof t war e TRRF HRA g HheP S Bteqfe Yo it hr HHar8F ¥80F di ng nedi um
~side apparatus 1 functions as the data transfer apparatus as referred to
herei n byesedinndrediomns FidmrapPafa s |5 2R9 | SREVH I FeRFrSIdl
conputer for exanple, for storing and/or transferring SDM content data.
An HDD 5 rievtiompor edecpra faruexd & rehown ot athed 2 (T ERePPtsoial conput er
"1 sérves as a primary recording nedium (and a primary recording nmedi um
drive neansjatd ttrahoiid des reot etbsdatated wheh deserppesemt of the
enbodi nents, the HHD 5 is the primary recordi ng nmedium however, it wll
be appar a@iivdrdwion he primary recording 18 27 May 2005 nedium may al so be
a di sk medi um such as optical disk or . :
The primary recording medium side apparatus 1 is
'cqnstituteﬂ by a peréonal computer for example. In what
follows, the primary recording medium side apparatus 1‘is
also referred to as a personal computer (PC) 1 for the
convenience of description. However, thg primary
recording mediﬁm side apparatué 1 may not always be
constituted by a persohal computer; it ﬁay be aﬁy device
installed with software and having a mass stpr&ge devige.
The primafy recording medium side apparatus 1
functions as the data transfer apparatus as referred to
herein by executing the software, which is activated on a
personal computer for example, for storing and/or
transferring SDMI content data.
An HDD 5 incorporatéd in (or externally attached
to) the personal computer 1 serves as a primary :ecording
medium {and a primary recording médiumadrive means). It
should be noted that, in the description of the

embodiments, the HDD 5 is the primary recording medium;

however, it will be apparent that the primary recording
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magnet o-optical disk or a sem conductor nenory which is incorporated or

portable (such as nenory card) for exanple. The primary rdj medi um
side apparatus 1 is conmunicable with a content server d%ﬁ®?%gg&9

- communi cation network 110, downl oadi ng content data such as music from
the content server 91. Qoviously, there are a plurality of content servers
91, fromwhich the user of the personal conputer | can use various

downl oadi ng services as desired. The content data to be downl oaded from
the content server 91 to the. personal conputer 1 includes SDM - conpli ant
content glatauanealy0rlsSbMbeC@diisdntmestinine rfucliatsa.oph fdanshiisssican pat h
constituting the communication network 110 may be a wired or wreless

public swhbeked - Jtieanetdsukk o 2 Sadi @t ddmnanaidangart getieen the
personal conputer -1 and the content server 91. The comunication network

110 may b omHaicRl 19N RAteiH1d esddias Imdby) ndagrategh Servi ces- Di gi t al
Net wor k), analog telephone line, or Bluetooth, for exanple. The HDD 5 of -
t he persgggb GQmputer 1 can also store content data such as music
repr oduce anfpackage media 19 27 May 2005. 90 (hereafter also referred
to as a disk Qo%hsuch.as CD- o

8 primary recording medium side apparatus 1 is
communicaﬁie with a content sefver él via a communication
_ﬁetwork 110,7downloéding éoﬁtent déta such as music from
the content server 91. Obviously, there are a plurality-
of content servers 91, from which the user of the
personal computer 1 can ﬁse.various downloading services
as desiréd.

The content data to be ‘downloaded from the content
server 91 to the pérsonal coﬁ?uter 1 includes SDMI-
compliant content déta and non-SDMI-compliant éontent
data.

A transmission péth constituting the communication
network 110 may be a wired or wireless public switched
iine network or a dedicated iine arrangéd between the
perspnal cbmputer 1 and the content.server 91. The
communication netwo:k 110 may be communication satellite
line, ISDN (Integrated ServicesuDigital Network), analog

. telephone line, or.Bluetobth, for example.

The HDD 5 of the personal computer 1 can also store:

content data such as music reproduced from package media
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DA and DVD by an incorporated or externally attached disk drive. The
personal conputer 1 is connected to the secondary recordﬁpﬂmyggb§n1side

- apparatus 20A or 20B, to which the content data can be transférfred from
the HDD 5. The secondary recordi ng nmedi um si de apparatus 20A or 20B is a
. recordi ng apparatus or a recording and reproducing apparatus for the
secondary recording nmedia. The secondary recordi ng nedi um side apparatus
20A or 20B can copy the content data transferred fromthe personal
conputer 1 to the secondary recordi ng media. The secondary recordi ng nmedi um
side app&latisesafirr aidRoBarwredriouwasia épeki Pt $vemagh€Psecondary
recordi ng nmedi um si de apparatus 20B herein is an SDM - conpliant recording
appar at u®A NarkelbyD tthe SDMroconpiraied oecexdengil bpratduechgdagpakat us
shown in FIG 1 corresponds to the secondary recording nedi um side
apparatusiz2G®. In this case, the secondary recording nediumis an

SDM - conpliant nmenory card based on a sem conductor nenory such as-flash

menory, for exampkeperEdanal @ompulte secdandaimhdecad didiceedi um si de
apparatus 20B is a recording/reproduci ng apparatus conpatible with

SDM - conpdia e A5y Fida AR P &e élgpsbaéugaﬁm 89 2dsMayo2005 SDM
‘content is recorded to.the secondary recording :
| which the content data can be transferred from the HDD 5.

The secondary reéording medium side apparatus 20A of_ZOB
is a recording apparatus or a recording and reproducing
apparétus for.the secondary recording media. The
secondary recoraing medium side ap§a£atus 20A or 20B can
copy the content-data transferred from thé personal
computer 1 to'tﬁe sécondary reéofding media. |
The.secondary rééordiﬁg medium side apparatuses 20A
and 20B are various in specific form. The secondary
recording medium side apparatus 20B herein is an SDMI-
compliant recording apparatus. Namely, the SDMI-complianf
recording/reproducing apparatus shown in FIG. 1
corresponds to the secondary recording.mediUm side
apparatus 20B. In this case, the secondarf recording
medium is an SDMI-compLiant memory card based on.a
semiconductor memory.suchmas:flasﬁ mémory, for example.
Therefore, the secondary recording medium side apparatus
20B is a recording/reproducing apparatus compatible with

SDMI-compliant meéemory cards for example. In this case,
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medi um as encrypted. On the other hand, the secondary recordi ng nmedi um

si de apparatus 20A corresponds to the. data recording apﬁgﬁgaﬁog eferred
to herein. The secondary recording mnedium side apparatus 2 Stores the
copyright-protected SDM content in the secondary recording nmedi um as
decrypted, of which details will be descried later. One exanple herein of
t he secondary recording nediumis the Mni Disc. Therefore, the secondary
recordi ng nedium side apparatus 20A is a Mni Disc recording/reproducing
apparatus. In what follows, the secondary recording nedium side apparatus
20A may ahbsa eenteher ried terasiddeao rdoorsiangideen okedrdirgppar at us 20A. In
addition to the Mni Disc, the nedia which is recorded or reproduced by

t he secom@driyum e@Oredidigypmdi . um side apparatus 20A include nenory cards
based on sem conductor nmenory such as flash nenory, the Mni Disc as

nmagnet o- opti cal odi ke GPhRr( ERnBeCehdablehn d6RyRWe(CRdiRgWilc@dhe) ,
bvD-RAM DVD-R, and DVD-RW for exanple. Therefore, the secondary -

recor di ng ;RAI NP5 A& SPRA S e AWM dBY P RYaLhey | £6cdRddng S conpati bl e
with these recording nedia. The personal conputer 1 is connected to the
21 27 May, 2005 ¢ SECUKAL Y & 8GOl B Yedo R aldid rdAgor 208 on
:medium,side apparatus 20A stores the copyright-protecte§ .
SDMI COntent in the secondary-recoxding medium as
decrypted, of which details will be descried later. Oﬁe
.examplg herein of the secondary recording medium is thé  '
Mini_Disc. Therefore, the seéondary recofding medium:sider
épparatus 20A is a Mini Disc récording/repro&uciﬁg
apparétus. In whét follows, the secéndéfy recprding
_mediuﬁ side apparatus 20A may also be referred to as the
rééording/reproducing apparatus 26A._
| In addition to the Mini Disc, the media which is
recbrded or reprodﬁced by the sécdﬁdary recording'mediumr
side apparatus 20A include mem&ry gards baéed_qn
-semicoﬁdﬁctor memory such as fiasﬁ_memory,.thé Mini Diéé
as magneto¥optica1 disk, CD-R_(CD Récordab}e), CD—Rﬁ (Cﬁ
Rewritable), DVD-RAM, DVD-R, and DVD-RW, for example.
Therefore, the secondary recordiné medium side apparatus
20A may be any device that is compatible with these

recording media,

The personal computer 1 is connected to the
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the basis of a transm ssion protocol such as USB (Universal Serial Bus) or
| EEE 1394. It will be apparent that control signals and fpﬂgeabogata may
also be transferred in-between over a wired or wreless <tV ahshi ssi on pat h
based on other transm ssion protocol such as Bluetooth or DS-SS (conpli ant
wi th | EEE 802.11b). 2. Exenplary configuration of data transfer apparatus
(primary recordi ng nedi um si de apparatus = PC) Referring to FIG 3, there
is showmn a configuration of the primary recordi ng nedium si de apparatus 1
whi ch provides the data transfer apparatus. It should be noted that, in
thi s exagpkenduke Rleicdridy nyeaeddung siEd wibpsirdeusapoayr alru20B iom constituted
by a personal conputer; it wll be apparent that the primary recording

nmedi um sicde bHARRA’ AfUS ErAREmlsSa die pEItTddutet s s udd a-transfer- only
appar atus based on dedi cated hardware having the sane capabilities. In

this exanphgvewhen &c3aGhWang)PLORRRHE ar3gexegut LAg1t Be gapabkhities as
the data transfer apparatus is installed in the personal conputer 1, the

primry (heGoLding JPURLSIA8 PRAAS L G tde wata (rans er

apparatus 1s inplenmente e note that "personal conputer" or

" comput er _referred: Lo, hergln 22,27 My, 2005 o,05ngrdcald ¥ denotes a
so-cal | ed"general-purpose computer. ‘

transmission path based on other tranémission protocol
such as Bluetooth.or‘DS-SS (compiiant with IEEE 802.11Db).
2. Exemplary configurationfof‘data transfer épparatﬁé-'
(primary recording medipm side aﬁparatus = PC)

Referriné to FiG, 3; there ié‘sﬁown a configuration
éf the primary reéording medium sidé.apparatué 1 vhich
provides the dataitransferuépparatué.r It sﬁoﬁld be noted
that, in tﬁis e#ample, the primary récordingrmeaiﬁm'side
apparatus 1 is éénstituﬁed by a peréonal éomﬁuter; it‘
Will be apparent that the primary recording.medium side
apparatus 1 may also be constitutéd as a data-trahsfer}
only apparatus base@ on dedicatéd hardware having thé
‘same capabilities.

In this example, when a software program for
executing the capabilities as.the data transfer apparatus
is installed in the personal.computer 1, the primary
recording medium side apparatus to provide the data
transfer apparatus is implemented. It should be noted

that “"personal computer" or “computer" referred to herein

22




This software program can be stored beforehand in the hard disk (HDD) 5 or
the ROM 3 incorporated in the conputer as a recording '@n1 5

- Alternatively, this software programcan be stored (or r'ec ?Hggﬁ
tenporarily or permanently in a renovable recording nedium 90 such as

fl oppy di sk, CD-ROM (Conpact Disk Read Only Menory), MO (Magneto Optical)
disk, DvD (D gital Versatile D sk), magnetic disk, or sem conductor

menory. The renovabl e recordi ng nmedi um 90 can be provided as so-called
package software. It should be noted that, in addition to the installation

from t hegegrRiabiey ceabdicRg amedi-¢@I@d Richerdle fRaHYde conipt 43 .09r am can
be downl oaded froma download site to the conputer in a wreless manner

via a digital brpgdgastwaabeptby@af’ chl BeWskedeARBREhr¥hankhen network
such as a LAN (Local Area Network) or the Internet. The conputer receives

- the downlgaded RF Q4IaM @lhp)! 155 GOTHANIRER 130N JRGL] Gt%?fla_’l‘iil g es it into

the incorporated HDD 5. The conputer 1 shown on“Fl I ncorporates a CPU

(Central P i ni_t .The is connected to an. input/output
co%%&%%&l%% g rf%d%ﬂag% ﬁg%fﬁ%.

interface via a bus a comand is. inputted by the user by
operating an in % sec%%on 7‘2§hgg May 2005 %8n§t%tutgdbgys%dggﬁboard, a
mouse, and a nlgg phof YSPY 7 | program ta o
' (or recorded) temporarily or permanently in a removable
recording medium 90 such as floppy disk, CD-ROM (éomﬁact
7 Disk Read Only Memory}, MO (Maéneto Optical) disk, DVﬁ'
-(Digital Versatilé Disk), magnetic disk, or semiconductor
memory. The removable recordiﬁg médium 90.éan.be§royided
as so-called package sbftwére;
| _Itlshould be noted that, in addition to the
installiation from the rémovable reéording mediuﬁ 90 into
the computer, the program can be downioaded from a
download site to the co@puter in a ﬁireless manner via a
digital'broadcast satellite or in a wired manner via the
network such as a LAN (Local Area Network) or the
Internet. The éomputer.receives the downloaded prograﬁ at
its communication section 8 and stores it into fhe
incorporated HDD 5.
The computer 1 shown.oﬁ FIG. 3 incorporates a CPU
(Céntral Processing Unit) 2. The CPU 2 is connected to an.
iﬁput/output interface 10 via a bus 12. When a command is

inputted by the user by operating an input section 7
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exanple, the CPU 2 accordingly executes the programstored in the ROM (Read
Only Menory) 3. In addition, the CPU 2 executes the prog?fwkgbﬁbgd in the
HDD 5, the programtransferred froma comunication sate a
networ k, received at the comunication section 8 and stored in the HDD 5,
or the programread fromthe renovable recording nmedium 90 such as an
optical disk loaded in the drive 9 and installed in the HDD 5, by ‘| oading
the programinto a RAM (Random Access Menory) 4. Thus, the CPU 2 executes
the processing as the data transfer apparatus on SDM content to be

‘descri bedzdmd tet tu @by t hek Efhb2rdut pursus e ahd aa netcpopicassi Higr resul ts
froman output section 6 constituted by a LCD (Liquid Crystal D splay) and

a speakerefOrp BXAMPhE ¥P@ 2t HEchAPLd DYt @léclbber fReepddgramansnmi ts them
fromthe conmmunication section 8, or. records themto the HDD 5. In the

present %@&Q@é&,1ﬁh@h60ﬂwnm@éa%§§0ﬁéﬁ&g) gan GPRHNGHE WHd various
servers via the network 110 shown in FIG Nanel y, the conputer 1 can

downl oad cxﬂ@tﬁﬂoéiéeEf;e&snEhé%PogfamétsréaO%thSXﬁﬁﬁn@' gpatent  server
91. The network content to be downloaded is processed as SDM -conpliant-

CO”te”ttfér%%%%ga}ﬁggggké&tfr%”ée %Tﬁfn%cgf:%ﬁdh'é@e p; bg gps ” beo'

~later, processed content In the case o

processiqgetwork' received at the communication section 8, aud.
stored in the HDD 5, or the program read froh'the
removable recording medium 90 such as‘an optical disk '
loaded in the drive 9 and installed in the HDD 5, by
loading the program into a RAM (Randoﬁ Accéss-Memory)r4.
- Thus, the CPU 2 exeoutes the prooessing as the data 
trausfer apparatus on SDMi content to be déscribed iatoro
Then, the CPU 2 outputs the obtalned proce551ng
results from an output section 6 constituted by a LCD
{Liguid Crystal Dlsplay) and a speaker for euample v1o
the iuput/output interface 10, transmits them from the
communication seotion 8;'or records them to the HDD 5..
In the present examplo, the communication sectioura
can communicate with:various sorvers via the network 110
shown in FIG. 2. Namely, the computer 1 cau download
network content such as music froﬁ an extermnal conteut
sexrver 91, The network content to be downloaded is
processed as SDMI-compliant content or non-SPMI-compliant

content by a procedure to be described later, the
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being stored in the HDD 5. The SDM content stored in the HDD 5 becones
the content to be transferred to the secondary recordingzﬁﬁgbﬂ gide
apparatus 20B conpliant with SDM or the secondary recordi ng’ medi um si de
apparatus (the recordi ng/ reproduci ng apparatus) 20A of authorized type,
which is the data recordi ng apparatus associated with the present
invention. A connection section 11 provides connection between the primry
recordi ng medi um si de apparatus 1 and the secondary recordi ng nmedi um side
apparatuses 20A or 20B. The connection section 11 is USB interface or |EEE
1394 i nipardaasddrsmxaintent W [dhdaapparerapMhatroaatdaringst andar d
interfaces, wred or wireless based on infrared or radio may be used. The

aut hent i gatiind YRS SIMNErNGipiats, t raRskenT pobatest Bgoredbenexaeut ed by
the data transfer apparatus of the present exanple will be described

later. |tHD'ﬁ‘CBJ|}:_QaccQ@e§‘CE}@l ddiftedthass HU GCRSS NO-QRer@) ivans need not be
executed in a tinme-dependent manner along a procedure to be described

later; t . i I i t le, in
Q%%g%%%gﬁﬁ&%%ﬁﬁ%%ﬁﬂ;1{Eé¥Hﬁiéfaezggp %?Hiifﬂé’égﬁﬂlfaﬁﬁn) .

par al | el J ect  processi N a ove-nentloned prograns.
may be prw%ftﬁus}%lbyoza e1f Reda A PecSLdGlS SR &34 by two or more

conputers
' apparatﬁs (the recording/reproducing apparatus)'ZOA ofr
agthorized type, which is the data recoraing appaiatus
associated with the present invention. |
A connection section 11 provides conneétidn betweeﬁ
the primary recording médium gide apparatus_lland‘thg
secondary recording medium Sidg apparatuses,éOA'br 20B.
'Thg cqﬁhection éection 11 is USB ingerfaéeiqr'IEEE 1394:.
interface for exqmple.'_It will be appareﬁt thafﬁothérl
sténdard interfacés, wired or wireless basea.on infraréd
or radio may be used.
| The authentication processing and daté traﬁsfgrf
processing to be‘exeCUted by the datg transfer aﬁparétus
of the present example will be described later. It'sﬁould'
be noted that these processing operations need ﬁot be
executed in a time-dependent manner along a procedure to
be described later; they may be e#ecuted in parallei or
discretely (for example, in parallel processing or object

processing) .

The above-mentioned programs may be processed by a
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di stributed manner. Further, these prograns may be transmtted to renote
~conputers for execution. 3. Exenplary configuration of daﬂfwée586§ing
apparatus (secondary recordi ng nedi um si de apparatus = y
recordi ng/ reproduci ng apparatus) Referring to FIG 4, there is shown an
exenplary configuration of the secondary recordi ng nmedium side apparatus
(the recording/ reproduci ng apparatus) 20A corresponding to the data
‘recordi ng apparatus associated with the present invention. In this
exanpl e,” the secondary recordi ng nmedi um side apparatus 20A is configured

as a mnisiHide resutir dObhEXEMI: nbiesr fdmiterssagondary recording
medi um 100 is the exanple of a Mni Disc (one kind of nagneto- optical

di sk) andyiherahr& im0, rehethed,t @naseaphobiramtl aay18@. It should be
noted that FIG 4 shows only a processing systemfor recording/reproducing

data on tie,, MV dd S% a%ddie SREQRAAY rEaordidg, qiedi um 100 and a

processi ng systemfor authentication and data transfer wth the

above-nen | qed oY LIPr Yo £6ALA NGl U o] doe ARPAAUS e QE LI NG the
detailed 711Ustration of a Mni- sc- 100 drive system ‘servo system and
repr oduct l on OannglaIZG r2@7(3()!\]/2151 in2001115ediouqng psultdesyésgpeargabteucsau;e t hese systens are
general | 'y*1H¢ Y g =
| recordiné/reproducing apparatus)
Referring to FIG. 4,'thefe is shown én exempiéry

configuration of thé secondary reéording medium side

apparatus (the recording/reproducing apparatus) 20A-

correspoﬁding to the data récording apparatus associa;ed

with the present inventiqn.

In tﬁis example, the-secondéfy recqrding mediﬁm

side aﬁparatus 2QAris configu;ed as a Mini.Disc re@orﬁer

for example. Therefore, a'secondary,recording medium 100'

is‘the example of a Mini Disc (one kind of magneto-

opticai disk) and therefore is also referred to as a Mini

Disc 100.

| It should bé noted that FIG. 4 shows only é

processing system for fecording/reproducing.data-on the

Mini Disc as the secondary recording medium‘loo and a

processing system for authentication and data transfef

with the above-mentioned primary recording mediuhAside

apparatus 1, omitting the detailed illustration of a Mini

Disc 100 drive system, servo system, and reproduction and
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sane as those of an ordinary Mni Disc recording/reproducing apparatus A
CPU 21 is a systemcontroller for controlling the entlr €7 5
recordi ng/ reproduci ng apparatus 20A. To be nore specific, Mﬁ% @gb 21
execut es operations for controlling rotary drive, spindle servo, focus
servo, tracking servo, sled servo, operations for controlling optical head
| aser beam and magnetic head nagneti sm application, and operations for
control ling the encodi ng and decoding of recorded and reproduced data,
‘thereby recording and reproducing the data on the Mni Disc 100. In

addi t i on,cutithe: GRS t2Mn dortawies tthes e errldsataon dorerdlely atheent i cati on
with the personal conputer 1 and the indication for data generation, the
transf er samevard s s e anfived o ddisisagy fMiom thhissger sonal conputer 1, and the
processing of received content data. Al though not shown, an operator panel

and a di spdrdisetlesrae Bid alged-asd he user interface. The CPU 21 al so
executes the processing such as the nonitoring of wuser operations nade at

the operator pamelpandit hg aceRlsieh ebnithe1diesplray *@6itirdN1iAg the
recordi ng/ reproduci ng section 25 has an optical head, a nmagnetic head, a

ek one! S0 YR R oo o R 000, 4 80 s =0 o,
specific, the CPU 21 executes operations for éontrolling
rotary drive, spindlé.sérvo, focus servo, tracking sérvé,‘
éled servo, operatidns for contrblling optical heéd laéei
beam and magnetic head magnetism appliéation, and'
‘operations for controlling the encodiﬁg and decoding of
recordéd and reprodﬁced data, thereby recording and
reproducing the data on the Mini Disc 100. In”aadition.
the CPU 21 controls ﬁhé communication £or the
authentication with the persoﬁal comﬁﬁter-l aﬁd the
indication for data generation, the transfer of various
commands issued from'the personal computer i, and the
procéésing of received content data.

Although ﬁot éhowﬁ, an operator'péhel and a dispia?
section a?e arranged as the user interface. TheVCPU 21
also executes the processing such as the moﬁitoring of
user operations made at the operafor panel and the
control of the display section.

A recording/reproducing section 25 has an optical

head, a magnetic head, a disk rotary drive system, a
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reproduci ng data on the Mni Disc 100. An encoder/decoder 24 encodes the
data to be recorded to the Mni Disc 100 and decodes the %?ﬁ?a 0@gproduced
therefrom As is known, in the case of a Mni D sc syste é'%Rta to be
recorded are put through ACH RC (Advanced Cross Interl eave Reed Sol onon
Codi ng) and  EFM (Ei ght- to- Fourteen Mdul ation) Thus, the

encoder/ decoder 24 perforns ACIRC and EFM processing on the recording data
~and supplies the resultant data to the recording/reproducing section 25.

At reproduction, the encoder/decoder 24 perfornms decoding such as '

bi nari zat senvo EE¥s tand AGHREco6nt hehdaeby adpphikd feeorébhey and
recordi ng/ reproduci ng section 25. A codec 23 perforns data conpression and

deconpr esgépro@icihg Bashsoaf thbemMRAGIAJRAGS . al gorithm  As descri bed
above, the data to be recorded to the Mni Disc 100 are conpressed by ATRAC

(Acoustic TRansfghy ra,Aadt j ¥scdndt o) aldbddenenceded. (Jherefore, if data

not conpressed, for exanple PCM audio data are-inputted in the.

' ecor di NgEL ehkQ0HCLBOL ARPAEAL US; SECPBHALN AT &gegﬂeggthgegag@ si de_appar at us

20A as recording d the 1nputted data are conpressed by the codec 23 on

5385ba2'n§0§% ?A%eco ?ﬂ§£§?90ﬁ9”pi§ ssed dala e suprlied §o the 28 27 My
Disc system, the data to be recorded are put through
ACIRC (Advanced Crdég Interleave ﬁeed Solomon Coding) and
EFM (Eight-to-Fourteen Médulation). Thus, the
encoder/decoder 24 pérforms ACIRC'and-EFM prbcessing oh
the recording data and supplies the resultant data t§ thé
recording/reproducing séction 25;

Atrreproduction, the éﬁcéaer/deéoder 24.pgrf6rmsr
decoding such as binari?atién} EFM, aﬁd ACiRC on the déta
supplied from the récording/reproducing section 25.-

A codec 23 performs data compression_and
decoﬁpfession on the basis of the ATRAC/ATRACB algqrithm.

As described above, the data to be recorded to the
Mini Disc 100 are compressed by ATRAC (Acoustic TRanéforﬁ_
Adaptive Coding) and then encoded. Therefofeﬁ'if data not
c&mpressed. for example PCM audioc data arerinputted in
the recdrding/reproducing apparatﬁs secondary recdrding
medium side apparatus 20A as recording data, the inputted
data are compressed by the codec 23 on the basis of ATRAC

and the compressed data are supplied to the
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It should be noted that there are two audio data conpression schenes;
ATRAC and ATRAC3, the latter being higher in conpression.; Ei%hﬁggy t han
the former. As conpared with bit rate of 292 Kbps of AT

provides two bit rates 132 Kbps and 66 Kbps, one of which can be sel ected;
The Menory Stick (MS) recogni zed as an SDM-conpliant secondary recording
medi um encrypts the audio data conpressed by ATRAC3 and stores the
encrypted data. Recently, some conmercially available Mni D sc

appar atuses, which are non-SDM -conpliant secondary recording nedia, have
ATRAC encarilesd shecdelesd@nd2 ATRAC3  encoder/ decoder to store unencrypted
ATRAC and ATRAC3 data. At reproduction, the data read by the

recor di ng/ r epr oQucighhSRC O Moz danthadeaodad bird hero en@adedadecoder 24 are
the data conpressed on the basis of ATRAC. Hence, the conpressed data are

deconpr essgfb P¥ssidE SOMSHe L3 afNS eQUEtyace] gital 1 pudi o wiatgg of 44. 1

- KHz and 16-bit quantlzed for exanple are denodul at ed. The denndulated

di gi tal glag% Reflala ﬁﬁgéfwvgfff&emlaganStwafoﬂa@peS%esd ‘and

anplifie output Tine circuits shown becone a speaker out put

o PSSR SRRy B B AL BIBRE AT Mua2PO0

Alternatlv e digi iod
prov1des two bit rates 132 Kbps and 66 Kbps, one of which

can be selected.‘ The Memory Stick (MS) recogndzed es an
SﬁMI compllant secondary recordlng medlum encrypts the
audio data compressed by ATRAC3 and stores the encrypted
'data. Recently, some commercially available Mini Disc
appararuses, which are non-SDMI—compiiant seoondary |
recording media, have ATRAC encoder/decoder and ATRACB
encoder/decoder to store unencrypted ATRAC- and ATRAC3'
data. " | |

At reproduction, the data read by the
reoording/reproducing section 25 and decoded by the
‘enooder/decoder 24 are the data compressed on_the,besis
-of ATRAC. Hence,‘the compressed datarare decompressedﬂby
the codec 23. Consequently, digital audio date.of 44 .1
KHz and 16-bit quantized for-example are demodulated. The
demodulated digital audio data are D/A converted, enalog
signal processed, and amplified by output line circuits,
not shown, to become a speaker output signal, being

reproduced as music for example.
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out putted wi thout change to anot her apparatus. The above-nenti oned
configuration also applies to the recording/reproducing &p ? § .
ordinary Mni Disc systens. The recordi ng/reproducing apgp at d econdary
recordi ng nmedi um si de apparatus 20A of the present enbodi nent has an
interface 26 and a decryption section 29 as sections corresponding to the
personal conputer as the primary recordi ng nmedium side apparatus 1. The
interface 26 connects to the connection section 11 of the personal
conputer 1 shown in FIG 3, executing data comunication with the persona
conput er 1. Hendé termhé¢ iiviellarf &be Zd gidala amdfifedaZa fogm bef f eri ng

send/ recei ve data and a send/recei ve processor- 28 for perforning signal
processi nguigm t hed i vt eidwicechdiye X ehet leppartardace 26 performs signa
processing on the basis of USB or I|'EEE 1394 communi cation protocol. The
comuni cation withe tab@vieeheondlone@Risndi gh ralticeu el shappitiessf age 26
incl.udes the reception of various commands fromthe personal conputer 1,

the transgd ssédraity /LSRRI 0 4H8a Aot @s NSCeSSH YafPrmi Ut HESE | cati on
processing to be described |ater, and the reception of SDM content. The

decrypti o $e&hE ON B JRUIMRLiHTNp CRR By WsbardbAT MY has a key

storage section 30 and a decryption processor
recording medium side apparatus 20A of the present

embodiment has an interface 26 and a decryption section
29 as sections corresponding to the personal computer as

the primary recording medium side apparatus 1.

The interface'ZE cbnnects to the connection;sectiqn
11 of.the personai COmputer_l éhown in Ein_B,'executing
data commﬁnicati@n ﬁith_the personal computer 1; Henqe,'
‘the interface 26 has a_buffér'27-for_buffering

send/receive data and a send/receive processor 28 for

performing signal processing on the interface. For
example, the intérface 26 performs signal processiqg on
thé basis of USB or IEEE 1394 communiéationrprotocol.

lThe communicatioﬁ with the personal Computér 1.
through the interface 26 includes the reception of
various commands from the personal computer 1,rthe
transmission and reception of the‘data necessary for
authentication processing to be described later, and the
reception of SDMI content.

The decryption section 29 decrypts SDMI content and
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-linear Pcykdat which are en

31. The key storage section stores keys (key CK and key CK for exanple)
for decrypting encrypted SDM content. These keys may be f ﬁ@ geforehand
or transmtted from the personal conputer 1 to the recor 4 h@y B odu0|ng
apparatus 20A at a predetermned tinme. Wen the personal conputer
transmts these keys, they may be encrypted by another key CCK, the

" received keys are decrypted on the recording/reproducing apparatus 20A by

use of the key CCK, and the decrypted keys are stored in the key storage
section 30. Storing the keys, such as the key CK and the |like, for
decrypti nga SOMkepné edtadd | ovstibe secaydt hodecpypeessoprddessodecrypt the
SDM content received as encrypted by key CK for exanple, nanely the ‘
content iqq _ the state of E(CK, A3D) for exanple. Nanely, the data
conpressed by ATRAC3 decrypted as D{CK, E(CK, A3D)} = A3D can be obtained.

The ATRACS dat a s dle GogtREk Al eI afatk &y dies © ed dgg@desy 24 to be
D sc 0 Ing/re

recorded to the Mni t hrough the recor pr oduci ng sectlon
52 CERATEOE BB LoD Bl b GRICEECIID S,
ese eys may ¥8&egeforehand or transmltted from '
the personal computer 1 to the recordlng/reprodu01ng
apparatue 204 at a prédeterminea time. Whee the personal
computer 1 transmits these keys, the& ﬁay be eﬁcrypted'by
another key CéK; the received keys are decryptea on the
recording/reprodueing apparatus 20A by use,df the key‘CCK;
and the decrypteﬁ'kéys are stored in ehe.key storege
_section 30. |
Storing the keys, sucﬁ_as the key CK and_the 1ike,
for decrypting SDMI content allowe the decryption
processor 31 to decrypt the SDMI content received as
encrypted by key CK for exaﬁple, namely the_content in
the state of E(CK, $3D) for example. Namely, the date
compressed by ATRAC3 decrypted asID{CK, E(CK, A3D)} = ABDV
can be obtained. 'The ATRAC3I data thus dec:ypted are
encoded by the encoder/decoder 24 to be recorded to the
Mini Disc 100 through the recordiﬁg/repredﬁcing sectien
25.

It should be noted that SDMI content is not always

ATRAC3-compressed data which are encrypted. For example,
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by key CK. - Nanely, content in the state of E(CK, PCM for exanple may be -
~inputted. In- this case, obviously, the |inear PCM data d 95@@ as D{cK
"E(CK, PCM) = PCM can be obtained in the decryption processo In this
case, the PCMdata is ATRAC3-conpressed by the codec 23, encoded by the
encoder/ decoder 24, and recorded to the Mni Disc 100 through the
recordi ng/ reproduci ng section 25. The key storage section 30 may al so
store keys for authentication processing. An exenplary authentication
processing to be described | ater uses public key P and secret key S stored
i n the rddofidionytept gerici g 1apar RS dove winiehiareagesrywidd publ i c key
P and secret Key S are stored in the key storage section 30. 4.

Aut hent i dst ilosy pEKOCed&imed Yyl heoneeartdiimg/uhepraocucd mf ap(ER, atrad)} 2FAras
-referred to herein denotes a recording/reproducing apparatus having a
confi gur adstemip s mkes e bgphttdd G 14 and s sueesssitilonsaut, hemitel cat ed by the
personal conputer 1. The recording/reproduci ng apparatus 20A records the

SDM  contgidar esei Vede 4 r @set e fersonat ceonputel dep) thepdd ndan D sc 100
as decrypted, which will be described later in detail. Authentication

checks tfteer&&t%ﬂaéwllﬁepﬁgd&@éﬂgp%@ MoYe 2005 3ﬁppairrattqﬁst<ea%%€ if itis
valid as a device permtted f : _

the PCM data is ATRAC3- ccmpressed by the codec 23

encoded by the,encoder/decoder 24, and recorded to the-

Mini Disc 100 th;ough the recording/reproducing seatioﬁ

25.

The_key storage section 30 may_alsorstqre keys for
authentication prOcessing. Aﬁ exempléry authéntiéaﬁién
processing to be'described later uses public key P ana
secret key é stored in #he récording/feproduding

apparatus 20A. In this_case,'bOth pUblic key P and-sgcfét
key S8 are stored in the key storage section 30.
4._Auth¢ntication p;ocessing

The recordiné/reproducing apparatus 20A as referred'

- to herein denotes a recording/reproducingrapparatus-
having a confiéﬁration as described in FIG. 4 and
successfully authenticated by the personal computer 1.
The recording/reproducing apparatﬁs 20A records the SDMI
content received from the personal computer 1 to the Mini
Disc 100 as decrypted, which will be described later in

detail. Authentication checks the recording/reproducing
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perform ng recording operations. This authentication processing is executed
when a recording/reproduci ng apparatus other than the EI%?-aCQBBéiant .
recordi ng/ reproduci ng apparatus 20B is connected. It shol M Béndt ed that ,
if the SDM -conpliant recording/reproducing apparatus 20B i s connect ed,
processing for checking if this apparatus is the SDM - conpliant as
referred to herein. Nanely; if the connected apparatus is found other than
the SDM -conmpati bl e recording/reproduci ng apparatus 20B, the follow ng

aut henti cation processing will be perfornmed to check to see whether or not
t he connexstrappariat usee siff hist Frecoldidgs eprdaucd e pappartadsEROA. The
aut hentication processing in the present exanple uses an authentication

schene basedf oimiwsyreeirded esamdtogsmphy (or public key cryptography).
In asynmmetrical cryptography, the encryption key is different fromthe

decryption key. tifils GRithdRi¥at i odNertRids@l nie il ex@itarngal ivbienkey be Cke,
and decryption key be CKd, then encryption data C are encrypted by C =

E(CKe, Dbje@hesfad ArObr 8icc 085 T ¥Rt £6h hys A Gkey Qar e SHEFYPLion key CKe

-and decryption key d are called a key pair, one of them being nade

publ i © 2540611 83 27 d¥a P09 pUR i vaithi el boa 3 hgg bei ng held in a
connected. It should be noted that{rif_the SDMI-cbmpliant
recordiﬁg/reproducing apparatus 20B is connected,
progessing for checking if this apparétuslis the SDMI;'
compliant as referred to herein. Namely, if the qonnécted
apﬁaratﬁs is found othér than the SDMI;COmQétible:
,recordihg/reproducing apparatus 20B, tﬁe foliowing -
'authentication procéSSing will be ﬁerﬁbrmed tﬁ check tb
see wﬁether'or not the.connected apba%atus'is the
recording/reproducing aﬁparatus ZOA.

The authentication processing in the pfesent

example uses an auﬁhentication écheme based bp
asymmetrical cryptogra@hy (or public key cryptogf&pﬁy).
In asymmetrical cryptography, the encrfption key is
different from the decryption key. Lét data before
encryption be Db, encryption key be CKé, and decryption
key be CKd, then encryption data C are encrypted by C =
E(CKe, Db} and data bBb are decrypted byrD(CKd, C) = Db.

Encryption key CKe and decryption key CKd are

called a key pair, one.of them being made public as the
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portion-as the secret key. In the follow ng authenticati on processi ng, of
the key pair CKe and CKd, public key is represented by P, 'faR’[% E)Bg secr et
key is represented by S. As described above, in this cas® é

recordi ng/ reproduci ng apparatus 20A stores public key P and secret key S
providing encryption key CKe and decryption key CKd in the key storage
section 30. Wen authentication processing is performed, the CPU 2 of the
pri-mary recordi ng medi um si de apparatus (personal conputer) 1 for exanple
sends a command for authentication request to the CPU 21 of the secondary
recor di ngPweki ankey deh bbpatle usti2OA beiregohel dgin eproveds bermppedat us) and
then the follow ng processing takes place between the CPU 2 (primary
recor di ngogwediem &% dehappeestuskdy = personal conputer 1) and the CPU 21
(secondary recordi ng nmedium si de apparatus 20A = recording/reproducing -
apparatus 20A) an shewfdinowhing anthdhen et entdeadd iy, ocelssihyg starts,
the CPU 21 of the secondary recordi ng nedi um si de apparatus 20A transmts
public keyeP pa0m the key SROr a9ebBEEtkON 39 teprébenpsd ney ypresardi ng

medi um si de apparatus 1 through the 34 27 May 2005 interface 26 in step

Si. It ShQMéds@@r@@tﬁgytbﬁiréb$%é§nted by S. As described above,

in this case, the record1ng/reproduc1ng apparatus 20A
stores public key P and secret key S providing encryption
key CKe and decryption key CKd in the key storage section

30.

When authentication processing isréerformed, the
CPU 2 of ahe primary recbrding medium side apparatus-
(personal computef) 1 for exampia'sénda a command for
authentication request to tha-CPU 21 of the secondary
recording medium side apparatus 20A |
{(recording/reproducing apparatus) and then the following
pigcessing_takes piace between the CPU 2 (primary
recording medium side apparatas 1 = personal computer 1)
and the CPU_2i {(secondary réCOrdiag medium side apparatus
20a = recording/reproducing apparatus 20A) as shown in
FIG. 5.

When authentication procesaing starts, the CPU 21
of the secondary recording medium side apparatus 20A -
transmits public key P from the key storage section 30 to

the primary recording medium side apparatus 1 through the
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key P is also known by the primary recordi ng nedi um si de apparatus 1.

Recei ving public key P, the CPU 2 of the primary recordigg %hﬂglside~
apparatus 1 generates a random nunber r in step S2. In s B&Q he CPU 2
transmits. the generated random nunber r to the secondary recording

medi um si de apparatus 20A. Next, the CPU 21 of the secondary recording

medi um- si de apparatus 20A encrypts.the received random nunber r by use of
secret key S stored in the key storage section 30 in step S4. In step 55.,
the CPU 21 transmits the encrypted data E(S, r) to the primary recording.
medi um dinde rfigyar &businl stReciivi ng tt kbowAdr Ppt adtedt &hBESpub}ict he CPU 2
of  the primary recordi ng nedi um si de apparatus 1 decrypts the received
encr ypt ecegatra i 31=0) Knpwis dyofthpulgnimamy rdedristiepmestiuNanisley, the CPU
2 executes processing of D[P, E(S, r)}. In step S7, the CPU 2 conpares the
random n@peiratusganerated in step S2 with the decrypti on result D{P, E(S,
ry} obtained in step S6. |If public key P and secret key S are of an
appropriate kGYRE%lefiv1hBeBubQ§'é| ket P,DitRe EFS. 2r b 32 %hMa&yZOOS shoul d

be obt ai ned.
recording medium side apparatus 1 generates a random
number r in step S2. 1In step S3, the CPU 2 transmits the
geherated random number ¥ to tﬁe‘secondary recording
 medium side apparatos 20A.

Next, the CPU 21 of the secondary recording medium

side apparatus 20A'encrypts.the received random number r

by use of secret key S stored 1n the key storage section

30 in step S54. In step 85, the CPU 21 transmlts the
encrypted date E(S, r) to the primary recording medium
Side apparatus 1. T

Receiving the encrypted data E(S, r), the CPU 2 of
the primary recording medium side apparatus 1 decryots
the received encrypted data E(S. r) by use of public key
P in step 86. Namely, the CPU 2 executes processing of
D{pP, E(S, 1)}.

In step 87, the CPU 2 compares the raodom number r
generated in step S2 with the decryption result D{P, E({S,
r)} obtained in step S6.

If public key P and secret key S are of an

appropriate key pair, then result r = D{P, E(S, 1)}
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If a match is found, then it indicates that the secondary recording nmedium
si de apparatus 20A holds secret key S for public key P, b h the-
procedure goes fromS8 to S9, in which the secondary recgfglraﬁga di um

si de apparatus 20A is authenticated as an authorized nate of connection..
On the other hand, if no match is found, the procedure goes fromS8 to
510, in which the connected secondary recordi ng nedium side apparatus is
regarded as not the authorized mate of connection (nanmely the device to
whi ch SDM content can be transferred), thereby failing authentication. If
t he connesticad dapparcditesined successfully authenticated as the secondary
recordi ng nmedium side apparatus of the present exanple by the :
above- nment i oned 1 faut haklchCdlsi Foupdocassinnd.t tile iptaitear \thaecahdi ng medi um

si de apparatus 1 recognizes that one of the conditions for permtting the

transfer ofclMrgord@itaiy thadiug osnest gsb appaiat 2sa hesLdeen sati sfi ed.
5. . Exanpl e of SDM content transfer processing The follow ng describes the

(ranster aleSiM e £ORUENE (00T 4 NEoPTi Mok 00 ch N aTBhuR BN Ee appar at us
(personal conputer) 1 to the secondary recording nedium 36 27 May 2005
si de appaﬁ@éysfg&\e‘éé Pé‘esﬁ”bﬂgiﬂ’?{‘éh O{hé h@e@éﬁégﬁg recording
' medium side apparatus 20A is authenticated as an |
authorized mate of connection.
On the other hand, if no match is found, the
procedure goes from S8 to S10, in wﬁich the connected
. secondary recording médium side apparatus-is regarded as
not thé authorized mate of conneétion (nameiy the device
fo thch SDMI contenf can be transferied), thereby
failing authenticafiqﬁf |
If the coﬂnécted apparatus is successfully
authenticated as the secondafy recording medium side
apparatus of the present example by the above-mentioned
.authentication processing, the primary recording medium
side apparatus 1 reéoénizes fhaﬁ cne of thé conditions
for permitting the transfer of SDMI content té that
connected apparatus has been satisfied.
5. Example of SDMI content tranéfer processing
The following describes the transfer of.SDMI
content from the primary recording medium side apparatus

{personal computer) 1 to the secondary recording medium
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invention by use of first through fourth exanples. These exanples will be
described with reference to FIGS. 6 through 9 by use of égﬁﬂ d%}b@ pat hs -as
with FIG 1. The data path shown in each of FIGS. 6 thro Ay PP execut ed
by the processing of the CPU 2 of the personal conputer 1. To be nore
specific, the CPU 2 executes the follow ng data path processing on the
-‘basi's of a transfer processing programinstalled fromthe renovable
recording medium 90 for exanple. It should be noted that the

procedures/ processing on the data paths shown in FIGS. 6 through 9 are
denot ed did&ORIpharotgh DA las | onevhextbddihens, of heke peéserwhces are used
for corresponding portions. First exanple of transfer processing: The

fol | owi ngitesctidesby heséi 66t f ex@pptiereight famster epsmgkssi nFHyseuse of the
data path shown in FIG 6. Network content distributed fromthe content

server 9dxshevesi @il Ge latocieepelsonateconpaterctd vi@asthe network 110
is determ ned whether-or not it should be copyright-protected on the basis

of SDM (DRddugHhe BEINREKCEORhENEat® PErHbSAE| PUtRAriaC! UdeSthe
SDM - conpliant” content which is transmtted fromthe 37 27 May 2005

server asagentgALnCORBkhath whih SPM1@8d BoEniBMm 9 is executed

by the processing of the CPU 2 of the personal compﬁter 1.
To be mo;é specific,.the CPU 2 executes the following

data path processing on the basis of a transfer

processing program installed from tﬁe removable recording
‘medium 90 for example.

it should be noted that the procedureé/prpceséing
~on the data‘paths shown in FIGS. 6 throﬁgh é_are denoﬁed
by DPlrthréugh DPll.. In what follows, these refeiences‘
are used for corresponding portions.
First example of transfer processing:

The following describes the first example of
transfer processing by use of the data path éhown in FIG.
6.

Network content distributed from the content server
91 shown in FIG. 1 to the personal computer 1 via the
network 110 is determined whether-or not it should be
copyright-protected on the basis of SDMI (DP1l).

The network content to be distributed includes

SDMI-compliant content which is transmitted from the
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conpliant content. In the case of SDM -conpliant content, its data are
encrypted by content key CK on the basis of key crypt ogra_Ph such as DES.
If the content data thensel ves are data encoded by a co Mégi2895schema
such as ATRAC3, then the SDM -conpliant content is distributed in the
state of E(CK, A31)). If the distributed content is SDM -conpli ant ,
content, it is stored in the HDD 5, which is the primary recordi ng nedi um
"as SDM content (DP1 to DP2). In this case, the content data are witten to

- the HDD 5 in the distributed state of E(CK, A3D). Alternatively, the

cont ent Gatrrear @sdeonytenad cong ltiken: wintr woMEd and avet-lseMIkey CK' (nanely
“encryption keys are changed) and then witten to the HDD 5.in the state of
E(CK , AZmpi@antheoeither: hand, if the network content is non- SDM
content, then it -is watermark-checked, nanely, screened by waternmark (DPI

to DP3). Furthekn the €Q9keBE dpka-Cdhskisant eBhteheaditEognta naskage
medi um such as CD-DA or DVD for exanple which 1is reproduced by the drive 9

such as :@%4 i lorC ¥RUELN: 1k Yr & A sk drive connected
~thereto lgs;,} tgir?d \I\f/)gry(% 0%%%5%@% 0wat er mar ks-l,checkedéy( DP3) . :

cryptography such as DES. If the content data themselves
aie data encoded by a compression schgme such as ATRAC3,
then the SDMI~compliant conﬁent_iS‘distributed in_ther
state of E{CK, A3D).

_ If the distributed coniept‘is SDMI—coﬁpliant
content, it is stored in the HDD 5, which is the'primary
rec¢rding medium, as_SDMI_conteﬁt ({DP1 to,DP?)u

in fhis case, the content data afe w?itten to'£he
HDD 5 in the distiibuted_state of E(CK, A3D) .
Altefnatively, the content dété are déérypted and then
encrypted by another key CK' {(namely enﬁryption keys-are
changed) and then written to the HDD 5 in the state of
E(CK', A3D). -

On the other hand, if the network contenﬁ is non-
SDMI content, tﬁen it is watermark-éhecked, namely,
screened by watermark (DPl to DP3).

Further, the qontent data (aiék content) read from
a package medium such as CD-DA or DVD for example which
is reproduced by the drive 9 such as CD-ROM drive of the

personal computer 1 or a disk drive connected thereto is
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Narmel y, the content data not conpliant with SDM are watermark-checked. |f
the content data are found not passing the watermark chegk the content
data are handl ed as non- copyable on the SDM data path (DP¥a¥g0pp

‘Al t hough the specific handling depends on the software design used the
failing content data are stored.-in the HDD 5 but not transferred to

anot her recordi ng nedium for copy or nove or not stored in the HDD 5 in
the content processing conpliant with SDM. If the content data have

passed tRe WRke ”%g%egﬂgg&hch@@gghy(b§3a watermark is found in the content
data and a confrol bit indicates the perm ssion of copy, then the content

data are found ul C t t ontent data

are to be handle%[ggiﬁth{eI¥ a§€% & %%ﬁ% ?Swggégﬁﬁtﬁgé ?%%ﬁ)§§$€ether or not

to handl e thesg cog% c%e ?t% as conpliant with SDM. may be deternined by

the sof t #&Fe &SIl &7 sétting. If the content data are not handl ed as
ntent data.are regarded g8 non- SDM

| t th th
ggg?en?nandmgxcthN%efFBHF?ﬂEeg%ﬁ?eﬁfed PUEBaPRECBREPE Rt “"%i th SDM  ( DP6)

For exanpl e, these content data ma transferred to recordlng
appar at u¥és eFiRdk She ot © nﬁﬁ§ 2§@§a'€6ﬁb§ﬁqﬂ 1€ 4ch "8Bm .

copyable on the SDMI data path (DP3 to DP5). Although the

specific handling depends on the software design used,

the failing,oontent data are stored in the HDD 5 but not
transferred to another recording medium'for copy or move
or not stored in the HDD 5 in the content processing
compliant with SDMI. |
If the content deta have passed the watermark check,

namely if a watermark is found in the content data and a

control bit indicetes the permission of copy, then the
content data are found rightfully copyable. Next, whether
“or not the content data are to be handled on the basis of
SDﬁI is determined (DP4) . Whether or not to handle these
.cootent data as compliant with SDM;}mey be determined by
the software design or user settiog.

If the oontent data are not handled as compliant
with SDMI, then the content data are regarded as non-SDMI
content and excluded from the content data path compliant
with SPMI (DP6). For example, these content data may be

transferred to recording apparatuses which are not
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On the other hand, if the content data are to be handled as conpliant with
SDM, then these content data are encrypted and stored in_the HDD 5 as-
SDM content (DP4 to DP2) For exanple, these content dat &’ Y@ 28P8red in
the HOD 5 in the formof E(CK, A3D) or E(CK , A3D). The above-nentioned .
data path stores, in the HDD 5, the content handl ed as conpliant with SDM
obtained via a network (SDM network content) and the content handl ed as
conpliant with SDM retrieved froma disk such as CO-DA (SDM di sk
content). The SDM content (SDM network content or SDM disk content)
stored i rdnpa D & wisth reif.erred to the recordi ng/ reproduci ng apparat us
- 20B conpliant with SDM to be copyable to the 'secondary recordi ng nedi um
conpliant with SBMVithel bthlee peaegent fexaelcentieh tadditla @ire tta tHee

SDM - conpatibl e recordi ng/ reproduci ng apparatus 20B, the SDM content can
be transfeim@acd ad homsIUuGaRSs SfHiH Yomutt hefid:€ atiegk & ecoM €big/ deps oduci ng
apparatus 20A under a predeterm ned condition. First, the follow ng

oper at i on Akt R}AGRT 1dnd oMt orpl imsY 4 ecordihng/ & SpEoduci ng
apparatus 20B is connected to the connection section 11. In the case of

SDM di S&ﬁgwtm)hﬁ Foanekehp14? 2hof RitincAtd Udd Wedaldpave rule)

correspon to SDM di
in the HDD 5 in the form of E(CK, A3D}) or E(CK', A3D).

Theraboﬁe-mentioned data path stores, in the HDD 5,
tﬁe content handled as.cqmpliant with SDMI obtained via a
netwérk {SDMI network content) and thg content handled as
compliént witﬁ SDM; retrieved f;om adiék such as CD-DA
(SDMI disk content);

The SDMI content kSDMI network Contéﬁt or SDMI disk

content) stored in the HDD 5 is transferred to the

recording/reproducing apparatus 20B compliant with SDMI

to be copyable to the secondary recording medium

compliaﬁt with SDMI. 1In the present'example, in addition
to the SDMI’combatible recording/réproducinq appa:atus
QOB,'the SDMI content can be transferred to the
succeésfully authentiCated-recbrding/reproduciné
apparatus 20A under a predetermined condifion.

First, the following_opération-takes place~if the
SDMI-compliant recording/reproducing apparatus 20B is
connected to the connection sedtion 11.

In the case of SDMI disk content, the transfer
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content is determ ned. Therefore, under this handling rule, the transfer '
to the SDM -conpliant recordi ng/ reproduci ng apparatus 20B for cogy is -
permtted (DP8). The rules of transferring SDM di sk con?EMaYr?QE} define a
checkout upper limt count that each piece of. content data can be checked
out a maxi numof three tines for exanple. Therefore, SDM disk content can
be copied up to three SDM -conpliant secondary recording nedia for
exanple. If a check-in takes place, the checkout count of the content data
is decrenented. Consequently, even after the copying to three

SDM - conpiaimaiitiree cordar jusapordikey) ot espoidiount emtSRME digke checked in
fromone of these secondary recording nedia, that content can be copied to
t he SDM -qxargadtants ré ernnivosd agaherefarel,y uncent diti sdhkadldng al | owed to
exi st together always on up to three SDM - conpliant secondary recording
medi a. | e, case wfarShiMr ned WK gt eddmp Biddensfer  handling rule
(usage rule) corresponding to SDM network. content is also defined, on the

basi s of MULINE redFansd Blg fpLoPyud 2 ihet SPMosPMY ipdmitted

recordi ng/ reproduci ng apparatus 20B is authorized (DP7). This transfer
handl i ng {I}Bée)_specifi es the upper 41 .27 May 2005 Iimt of checkout count
for exanple as with the rule for :

The rules of transferring SDMI disk content may
define a.checkout upper limit éoupt that egch piecé of
content data'dén be éhecked‘oﬁt a maximum of three times
for example. The;eforef_SDMI disk content can be copied'
up to three SbMI-compliant séconﬁa;y recording med;a for
example.. If a cheék-iﬁ_takes plade, the checkout-couht of
the content data is dec;eﬁented. lConééQuently, eveniafter
the copyving to three SDMI-chpliant sécondary recoréing
media, if content data éie checked in from one of these
secondary recording media,rfhat'content can be copiéd to
the SDMI-compliant media oncé again. Namely, content data
are alloﬁéd to exist together élwayé on up to three SDMI -
Vcompliant.secondary reéording media:. .

In the case of SDMI network content, a transfer
handling rule (usage rule) correspohding to SDMI network
content is also defined, on tﬁe bésis‘of which. the
_transfer for copy to the SDMI-compliant
recording/réproducing abparatus 20BR .is authorized (ﬁP?).

This transfer handling rule specifies the upper
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SDM di sk content. The upper limt count may be the sane as or different
fromthe rule for SDM. di sk content. For exanple, the upper Iimt checkout
count may be one. In this case, one piece of content dat4 Man2B® copied to
only anot her one SDM -conpliant secondary recording mediun however, if
content data are checked in fromthat secondary recording nedi.um the
content data can be transferred for copy again. Wien SDM content is
‘transferred for copy to an SDM -conpliant secondary recording mediumin
accordance wth these handling rules, the content data are transmtted as
encrypt ed-igri tt hef totmvkeudsiamndatiieor NxmEnle ahakdntdm o e
transmtted in the above-nentioned state of E(CK, A3D) or E(CK , A3D).
Further, SOM hiiSDMomdenl.i afhe neperdilighirtegoodircimay depahat 8gem20B whi ch
has received the encrypted SDM content, the received SDM content is

copi ed t md her secHhdamt rfacar dibeg 1edi fomSINErdjdled-odferthe For

SDM - conpl i ant recordi ng/ reproduci ng apparatus 20B reproduces the SDM

C, ON_-t eMestamd 1OM dHe upRGONdalit Iy diaditimay Nee cand entrndat a r ead
from the secondary recording nmedi um are decrypted. Nanely, the content

data copi@fh  a-dhe, SREOMIAU Kk THE U it iRl N ddh Ae opya 205 the state
“of E(CK, A3D) or E(CK', "A3D) are decrypted by .
only another one SDMI-compliant secondary recording
medium; however, if content data ére checked in ffom that
secondary recording medium, the COﬁtent data can be
transferred for_copy'again.
When SDMI content is t;ansferred for copy to an
SDMIécompliénE secondary reéo:ding'medium in accordance
With tﬁesé.handling fuies, th§ c0ﬁtent data are
transmitted as encrypted on tﬁe traﬁsmissidﬁ path. Namely,
the content‘déta are transmitted in the above-mentioned
state of E(CK, A3D) or E(CK', A3D).
Further, on the SDMI-compliant
recording/reproducingrappafatus 20B which has received
the encrypted SDMI content, the received SDMI cohteﬁt is
copied to the_gecopdary re¢q£ding medium as encrthed.
.If the SDMI-compliant recording/reﬁroducing
apparatus 20B reproduces fhedSDMI'conLenLVfrom the
secondary recording medium; the content data read from

the secondary recording medium are decrypted. Namely, the

content data copied to the secondary recording medium in
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key CK or key CK . More specifically, the original content data are
restored as the ATRAC3 data (A3D) decrypted as D{CK, E(CK A3D%6 = A3D-or
D{CK', E(CK, A3D)} = A3D. The decrypted content data ar &’ MggRL05
deconpreséed from ATRAC3 conpression to be denpdul ated as audi o data for
exanple, which are reproduced as nusic. As described, the SDM -conpli ant
content data are kept encrypted on the data path up to a point at which
the content data are checked out and up to the secondary recording medium
and the copy control is executed by the . above-nentioned transfer -handling
rul e chetke shetebpf BrcKeckidly conEdeK'daRadDiopyre glecryPtediqressi ng
described so far is generally the sane as the normal SDM data path

descri bettew t orekerea®e .to FIG 1. The foll owi ng describes the portion

i ndi cated by dashed lines shown in FIG 6, which is a difference from the
configuration shews kpefiEicdif{yhi shdi btegense tenmenronataf athe features
of the present invention). If the recording/reproduci ng apparatus. 20A

successf welsy oelanant igal efrascfessrd b@ﬂa@boa@ckg te@naechHeext 0 Hrg,
connection section 11, the follow ng 43 27 My 805 processing i s

executedaspy} = a3p or D{CK', E(CK', A3D)} = A3D. The decrypted

content data are then decompréssed from ATRAC3

compression to be demodula;ed_as audié data for.example.
ﬁhich are réprﬁau;ed as mﬁsic.

As desCribed, the SDMI-compliant content data are
kept encrypfed on the data path up to a point at whiéh

the content data are Checkéd out and up to the secondary

rebording mediﬁm and the éopy control is executed by the
abdve-mentioned transfer handling rule check, thereby
'protectiﬁg éontenﬁ_data cépyright.

The pr@cessiﬁg deséribed so far is generally the
same as the normal SDMI daté path described with
reference to_Fin 1.

The following describes the portion indicated by
dashea lines shown in FIG. 6, which is a difference from
the configurétiop shown in FIG. 1 (this difference forms
one of the féatureé of the presentlinvention).

If the recdrdiné/reproducing apparatus 20A
successfully authenticated as described above is

connected to the connection section 11, the following
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If the processing of transferring certain SDM network content stored in
the HDD 5 to the recording/reproduci ng apparatus 20A is requested, a
control signal attached to this SDM network content is @@N@@O§o see
whet her or not "MDOK" flag is active (DP9). This MDOK flag provi des contr ol
information indicative whether or not the content server 91 or the
~copyright holder pernmits the copying and recording certain content to a

M ni Disc, which is the secondary recording nmedium in the decrypted
state. Nanely, the MDXX flag is the control information which is preset on
t he si depobcessicgntientexeemi@d.91. It should be noted that "MDOK" is a flag
name which 1is given for the conveni ence of description in "correspondence
with the case i nfwhhehptheedbibngDb§ctiransiiseding tleetréooBOMAQ/ r eproduci ng
apparatus 20A for exanple. |If the secondary recordi ng nmedi um 100 i s ot her
t han t he nMtiior® sontdntdeesred ifeahd haipd thito fdleg processing will not
apply. If the MDXX flag is. active, ..the SDM network content can be

transf er hee or@ ity He@GUEIIGyT QRPRGUGIN] 2 @DP Mdifucitdd Hewever, as a

further condition, the content data 44 27 May 2005 which have been

tranSfer%%QtQQﬁeé@a%ahh%ﬁﬁ@awe%dt%thls SDMI network content is
checked to see whether or not "MDOK" flag is active (DP9).

This MDOK flag p;ovides control information, '
indicati#e whether or not the content server 91 of“the’
c0pyright holder permits the copying and recording
certain content to a Mini Disc, WKich is the secondary
recording medium, in the decrypted state. Nemely,.the
MDOK flag is the control information which is preset on
‘the side of the content servef 91.

It should be noted that "MDOK" is a flag name which
is given for the convenience of description in
correspondence with the case in which the Mini bisc is
used in the‘recording/reproducing apparatus 2OA for
example. If the secondary reoording'medium 100 is other
than the Mini Disc, it doeS'not mean that this flag
processing will not apply.

If the MDOK flag is.ece;ve;;the SDMI network
content can be transferred to the recording/reproducing
apparatus 20A.

However, as a further condition, the content data
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recorded to the Mni Disc 100 cannot be checked in. Wen transferring SDM
network content to the recording/reproducing apparatus Zow gsé t hese-
condi tions, the data transnission is executed on the trafis T path in
the encrypted state. Nanely, the SDM network content is transferred in

t he above- mentioned state of E(CR, A3D) or E(CK', A3D). This encrypt ed
SDM network content is received at the |nterface 26 of the

~recordi ng/ reproduci ng apparatus 20A shown in FIG 4 and decrypted in't_he'
decrypting section 29 into the original ATRAC3 conpressed data (A3D) for
exanpl e. wiiorh hdnee dessypteshcheteed date ané thendedribg &hé

encoder/ decoder 24, and encoded content data are supplied to the.

recor di ngf¢eprdsdictmotisecqtinh Bbstéo1be canpbedbandheekedded.to the M ni

Di sc 100. Therefore, to reproduce the SDM content recorded by the

recordi ng/ repr Odu@m&z%me&tﬁ%@%ﬁp ddwerddini colieat: 169, ciidie data read
fromthe Mni D|sc 100 may only be decoded in a Mni Disc systemin a

nor mal  Mennes »d ﬂé‘}’@éﬂro@anf‘Q%i?aréegsA{Rﬁcufi@@QmQﬁ§§§| on may only be

execut ed on the data read fromt M ni Disc 100. This indicates that the

Mni D sc, &.g@ gg&k]gd %%5& gogpﬁqsmI;lemisngxgeaeeaaanrea&oduce them

al so when on an.ordinary Mni D sc player. Nanely,
by use Oftransm1531on path in the encrypted state. Namely, the

‘sDMI nétwork content is transférred in-thé above-
méétioned state of E(CK,-ABD) or E{CK', A3D).

This encrypted SDMI network céntent is received at
the interface 26 of the recording/rgprodqcing apparatus
20A shown in FIG, 4'and decrypted in the decrypting
section 29 into the'original ATRACB compressed data-(AﬁD)
for example. Then,'the decrjpted content daté are enéoded
by tﬁe encoder/decoder 24, and encoded content data are
supplied to fhe.recording/reproducing section 25 to ber
copied and recorded to the Mini Disc 100.

The:efore, tb repfoduce ;he SDMI éontent recorded
by the recordihg/reproducing apparatus 202 to the Minir
Disc 100, the data read from the Mini Disb 100 may only
be decodéd in a Mini -Disc system in a normal manner;
namely, EFm; ACIRC,.andmATRAC»decémpression may only be
executed on the data read from the Mini Disc 100.

This indicates that the Mini Disc 100 copied and

recorded with content data can reproduce them also when
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an ordinary, non-SDM -conpliant Mni D sc player, the wuser can play back
the SDM network content copied and recorded to the Mni 68 to enjoy
music for exanple. It should be noted that, if the MDOK f?FB%¥9

network content to be transferred is .off, the transfer is not pernltted
nanely, this SDM network content is handl ed as non-copyable (DP10).. The
processing of transfer-to other recording/reproducing apparatuses than the
SDM - conpl i ant recording/ reproduci ng apparatus 20B i s sunnarlzed as
follows. SDM network content can be transferred to the

recor di nglospedderciaxy epdibmat yisM A, D isered Yayepi edlaard y,r dgoruded df. the
Mni Disc 100 in the unencrypted state when the conditions (1) the -

recor di Ngdrt e dThiNg nePPSHRL UsomP 4185 1heD siceesriviéty eniéhenticat ed,
(2) the MDXX flag of the content data to be transferred is active (the

transfer iSeAWAHorpzeg Hyck hensopmit dhd tudok desdteRPdcéBleghsk-in is

di sabl ed, are all ‘sat’isfied. Consequently,-the user can effectively use the

SDM etk £081 €1 £ ERIAE] O LI Mol o) o 48050 L REE femppbancing the

serviceability for users. At the same tine e the-transfer 1Is

permtted under fihey %gx‘i‘éeﬁlée’htd %’h‘;%‘é@ 27 My, LYok 1EYGE songid i ons, the

SDM net wor k content data cannot

SDMI network content to be transferred is off, the
transfer is nét permitted;:namelf, this SDMI network
Content is handled as non—cbpyable-(DPlO).

The processing of transfer'tg other
recording/reproducing apparatuses than the SDMI-compliant
recdrding/reproducing apparatus 20B is summarized as
follows. |

SDMI netwofk éontent'éan be tfansfefred to the
recording/reproducingrapparaﬁus 204, namely copied and
recorded‘to.thé Mini Disc 100 in the unencrypted state
when the conditions (1) the recording/reproducing
apparatqs 20ﬁ has.been Successfully aufhenﬁicated, (2)

.the MDOK flég of the coﬁtent.datéltérbe transferred ié
active (the transfer is authorlzed by the copyright
holder), and (3) check-in is dlsabled, are all satisfied.

ConseQuently,ﬁthEMUSer can éffeétively use the SDMI
network content recorded to the Mini Disc 100, théreby
enhancing the serviceability for users. At the same time,

while the transfer is permitted under the above-mentioned
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transferred to other apparatuses than the SDM -conpli ant

recordi ng/ reproduci ng apparatus 20B in an uncondi ti onal n? ner gtgd, X
-because the SDM network content is transferred in the e r@ﬁi’ga tate, the

copyright protection capability is secured. Second exanple of transfer
processing: The follow ng describes the second exanple of transfer
processing with reference to the data path showmm in FIG 7. It should be
noted that DP1 through DP8 are generally the same as shown in FIG 6 and
their descriptions will be skipped; only the case in which the

aut hent i agiedh resed T T8 4 e PE10sl UED MY 18PPAE At USoZOén t Sda EQNFLSheE 8 the
personal conputer 1. The portion which differs fromthe first enbodi nent

is indi catiathdpedsded, dines dgbdFFudes Wiekh t PR AgHRENE b st S5 ¢

recordi ng/ reproduci ng apparatus 20A is.connected to the connection section

11, the j i I i ' fsth r '
transferr]{%géfg%\irrg%%wﬁr}g%v% ‘ coﬁ%%oét%éegnﬁggﬁﬁéﬁ%gé%o t he

recordin J&pL dél&é'nper NAL At us, %i SW“?&&&EE .éransfer handl i ng

rule check i1s'Tirs ormed on net wor ont &nt (DP7) Nanely,
pgardl eSS MNEHDEL o 4 11 R T Mo R00R  L0% E9005OLRE BBPRLELNE 1S the

protection capability is‘secuted.
Second examplerof transfér processing:

The following describes the second example of
transfer processing ﬁith réference'to the data path shown
in FIG. 7. It should be noted that DP1l through DP8 are
generallyrthé séﬁe as shown in FIG. 6 and their
descriptions wili be skipped; qnly the case in which the
authenticated recording/reproducing apparatus 20A is
connéctéd to the personal computer 1. The portion which
differs from the first embodiment is indicatea by dashed
lines in FIG. 7.

Whén thg authenticated recording/reproducing
_épparatus 20A is connected to the connection section 11,
the following processing is executed.

| If the processing of transferring certain SDMI

- network content.stored in the HDD‘S to the
recording/reproducing apparatus 20A is requested, the
transfer handling rule check is first performed on the

SDMI network content (DP7). Namely, regardless whether
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recordi ng/ reproduci ng apparatus 20B or the authenticated
recordi ng/ reproduci ng apparatus 20A, the upper limt of gyﬁ@kgﬁb count .i s
checked. For exanple, if only one checkout is permtted a K&OP? ansf er
handling rule for SDM network content and the SDM network content in

- question is found checked out in the past to the SDM -conpli ant .
recordi ng/ reproduci ng -apparatus 20B (unless this content has been checked
in), then the transfer of this content to the authenticated
recordi ng/ reproduci ng apparatus 20A is disabled. If the transfer handling

rule for dhe MedteiaidpaetiiLnts hase hanir ctemserhnt hen the control

signal attached to the SDM network content is checked to see whether or

not the NI fd:ag / ' : M, ' nd of f,
t he transfer%ﬁf%Q4é?ﬁggﬂﬁéiﬁéﬁ%?éﬁﬁéﬁﬁgxf%%I%%?F_If t%&éﬁ%&i?%?gg is found

the transter of . O flag is ol
The | SecOmiy Paa e i Sber o Lo Db AL e Thie { (OES “The

- content data.,ar trangjerreqlo the transmi ssion path in the encrypted
Ccou 15 clieckKe

state. I ﬁﬁ¥°$ecor I hg/Tr eproduci ng apparatus 20A, this network content

is copied.and recorded tqQ the Mnii Disc 100 in the 48 27'¥%%@?%8?

decrypted StateFor example, 1f only one checkout 1is permi

the transfer handlingrrule for SDMI network content and
the SDMI né£work content iﬁ question is found checked out
in the-past to the SDMI-compliant recording/reproducing
apparatus 20B (unless this content has been checked in),
.then the transfer of this content to the authenticated
_ récording/réproducing ap@aratﬁs 202 is disabled.

If the transfer'handling rulé for the‘SDMIlnetwork
content has been cleaféd, théﬁ the control signal
attached to the SDMI,netwbrk content is checked to-éee
whether or not the MDOK flég is active (DP7 to DP9).

If the MDOK flag is found off, the transfer of this
content-is disabled (DP10O) .

If the MDOR flag is.found active, it indicates that-
this SDMI network content can be transferred to thé
secondary recording medium sidg apparatus 20A. In this
cése, the .content data éré transfefred on the |
transmission path in the encrypted state. In the
recording/reproducing apparatus 20A, this network content:

_ is copied and recorded to the Mini Disc 100 in the
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In this case, too, any content data that have been transferred once and
then copied and recorded to the mini Disc 100 cannot be check % iLn. In.
this transfer processing exanple, the transfer of SDM n%f&@ﬁ% @3ntent to
the recording/reproducing apparatus 20A is permtted when the follow ng
conditions are satisfied; (1) the recording/reproduci ng apparatus 20A has
“been successfully authenticated, (2) the MDOK flag of the content data to
be transferred is active (the transfer is authorized by the copyright

hol der), (3) <check-in is disabled, and (4) the transfer handling rule for
not identjifyin e_destination apparatus of SDM network content has been
cl eared. %?é%{ﬁkéé ?g%ﬁéfer to the recording/reproduci ng apparatus 10A is

permtted and the SDM network content can be copi nd recqrded to the
Mni Disc 100 i A% Hé&*FefAfstedStatdy (?o?@éecfh%n‘f&f@a et[drhagt géa F etfeEtt as with
t he above- nentioned first exanple of transfer groc ssing can be ,obtained.
At the sdmePR$herreRheClppetndi MhER ofCPefti R8T 885§8§oﬁﬁttﬁ§ HoBlexceeded
by means of the common transfer handling rule which does not identify
connect edPigpph? &t ¢@eROt she t fagcke@d £Bpyri ght protection capability

beconmes stronger than the first exanple of transfer 49 27 May 2005
processi ng. In this transfer processing example, the transfer

of SDMI network content to the recording/reproducing
apparatus 20A is permitted when the following conditions
are satisfied; (1) thé recording/reproducing apparatus‘

202 has beern successfully authenticated, (2) the MDOK

flag of the content data to be transferred is active (the
transfer is authorized by the copyright holder), (3)

checkein is diSébled,,and (i) the transfer handling rule

for not identifying the desfinatibn apparatus of SbMI
network content has been cleared.. Then, the transfer to
the recording/réproducing apparatus 10A is permitted and
the SDMI netWork content can be copied and recorded to
the Mini Disé 100 in the decrypted_state.

Conseqﬁently, the same effect as with the above-
mentioned firéf example of transfer-processing'can’be
obtained. At the same time, the upper limit of permitted
copy”count~is’ﬁot ekceeded‘by means of the common
transfer handling rule which does not identiff connected
apparatuses, so that the copyright protection capability

becomes stronger than the first example of‘transfer
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In the above-nentioned first enbodinent, the permtted copy count (the

~ nunber of times checkout can be performed) of SDM netwo oghﬁgt from -
“the primary recording nmedium (HDD) to the secondary rec dMﬁlj ium
(Mni Disc) is not restricted. In the above-nentioned second enbodi nent,
the MDOK flag is determ ned by checking the handling rule of SDM network
content, so that the permtted copy count of SDM network content from
the primary recording nediumto the secondary recording nediumcan be
~restricted. Consequently, stricter copyright protection control can be

- perfor rreg) (_neas} f| rst enbodinent. Third exanple of transfer processing:
The folldw n escribes the third exanple of transfer pro'cessi ng wwth

reference to the da;la Q th sﬁgmloh%dFlf%s% eﬂntboéflélélng %ot ed that DPI

t hrough DP8 are genera ane as sho the| r
descrlptlons be ski case, i aut hent i cat ed
recor di nd’/erré'ﬁr ﬁ?&’yapfg%’rrgti thb% co%e%’t“eeastg‘?ﬂ%o‘b%rcs%ha € conput er
1. When the authenticated recordi /re rodug& (PJ ar atus 20A is connected

to the cafd@i®itls&th (GHa Pety g% %xecut ed. 50 27

May 2005 |If the transfer of certai n SDIVI netvvork cont ent )
: recording medium (HDD) to the secondary recording medium

(Mini Disc) is not restricted. In the above-mentioﬁed
second embodiment} the MﬁOK flag is determined by’
checking the-handling rﬁle of SDMI network content, so
that the permiteed copy count of SDMI network content
from the priﬁaryrrecording‘medium‘to_the secondary
recording medium can be resfriqted. Consequently,
strieter cobyright proteetion control can be performed
than the first embodiment.

Third example of tranéfer processing:

The following describes the third example of
transfer processing with reference to the data path shown
in FIG. 8. It should be noted that 1591 through DP8 are
éenerally-the same as shown in FIG; 6 and their
descriptions willrbe skipped; enly the case in which the
authenticated recording/rEproducing apparatus 20A is

- connected to the persohal computer 1. R

When the authenticated recofding/reproducing

apparatus 20A is . connected to the connection section 11,

the following processing is executed.
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stored in the HOD 5 to the recordi ng/reproduci ng apparatus 20A is
requested, the control signal attached to this SDM net C 6 nt is-
checked to see whether or not the MDOK flag is active (%@éﬁayﬁﬁ fhe MDOK
flag is found off, the transfer of this content is not permtted (DP9 to
DP10). If the MDOK flag is found active, then the transfer handling rule
for the SDM network content is checked (DP11). This check is perfornmed

i ndependently of the transfer handling check of DP7 which is executed when
the destination of connection is the SDM -conpliant recording/reproducing

-apparatus 20B. Namehe, vregaifdresst @iy tdien GROKaidcwexk onddve conpl i ant
recordi ng/ reproduci ng apparatus 20B, the upper limt of permtted copy-

count i s gygded eri nied sl § heo regiest esrain@nségrolscehgcked if it is
within the determned upper Ilimt. If the requested transfer is found

Wi thin the, Uppery s 3¢ tis CRMMestdd S {RANSELE-BRNGEERGL T HEBaLhEgK 1S

cl eared; otherw-se, the check is no good, thereby disabling the requested

transfer (DAL Qi Qe ey dhienodfeah e ! O bR0G! LBILY! Enghrck Lpr the
g/ reproduci ng appar at us A has been cleared tor y 2005
the_SDN'Iﬂfgvgﬁé‘ﬁﬁﬁﬁePiagtfésac M Ngiyey k content can
o if tﬁe-MDOK flag is found off, the transfer of this
cbntent is ﬁét‘peimitted (DP9-to DP10) .
If the MDOK flag is found active, then.the transfer
handling rule for the SDMI network content is checked
(bPli). This check is performed independently of the
transfer handiing.éheck éf DP7 which is executed when the
destination of connection iS'th§MSDMI-compliant
récording/iepfoduéiné apparatus 20B. Namely, regardlesS

of the'checkout to the SDMI-compliant

recording/reproducing apparatus 20B, the upper limit of
permitted copy count is predetermined and the reguested
transfer is checked if.itfis witﬁin the determined upper
limit.

if the requestedrtransfer is found within the upper
limit.count, this transfer handling rulé check is

- cleared; otherwise, the check is ﬁo good, thereby e

disabling the requested transfer (DP11 to DP10).

When the transfer handling rule check for the

recording/reproducing apparatus 20A has been-cleared for
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be transferred to the recording nedi um si de apparatus 20A. 1In this case,
the content data are transmtted on the transm ssion pat%' n %B encrypted
state, In the recording/reproduci ng apparatus 20A, the c né"@ﬁ @%ta are
copied and recorded to the Mni Disc 100 in the decrypted state. In this
case, too, any content data that have been transferred once and then
copired and recorded to the Mni Disc 100 cannot be checked in. In this
transfer processing exanple, the transfer of SDM network content to the
recording/ reproduci ng apparatus 20A is permtted when the foll ow ng

condi ti OR$1e DTS }dtiidr&dcohBentthe tHBGOTSHMIO/H SIWAI G St @ftpadat us  20A has
been successfully authenticated, (2) the MDOK flag of the content data to

be transﬁg%ggtelddcﬁf%qéﬁéta@e %éé‘&?&?ﬁgi Se@YLROLI AR 9 alrhe uGORYIA ght

hol der), ck-in is disabled, and™(4) the transfer handling rule for

the case I\Nh%rhelst hCeaneeSttih%atCiO%r%e%fjioﬁg\q]aa% Mﬁqm%ﬁ _Iﬁﬂfghﬁ'.lé s the

recor di ng/nreprodum ng apparatus S been cl ear ed. , the transfer

to the recordi.ng/re roq: c!.ngt pparatus 10A is ermtnt%qjﬁand the SDM
net wor k &5&6’&%1%&?@@%%% g‘r‘?g%ccrc}’rpate t%t%%"e‘ M-S sc 100 in the
decr ypt ed:cesctoaxycflei'ngS rezp7rol\éEl ci%%OSapp%Ornasteu uezn&Al ,y’tﬁehecgr?{reentefc{aegg ggew th the
-case
cqpied and recorded to the Mini Disc 100 in the decrypted
state. |
In this cése. too, any content data that have been
transferred once and then copied and recorded to the Mini
Disc 100 cannot be checked in.
In ﬁhis_transfer processing éxample, the t:ansfer
of SDMI ngtwprk conﬁent to the recordiﬁg/reproducing
apparatus 20A is permitted when the following.conditions
are satisfied; (1) the recording/reproducing apparatus
| 20A has beeﬁ successfully authenticated,‘(Z) the MDOK
flag of the cqntent data to be transferred is active (the
~ transfer is authérized by the copyright hblder), (3)
éheck-in is disabiéd. and (4) the tfansfer handlingirule
for the case where the destination of SDMI network
content data is the recording/reproducing apparatus 20A
has been cleared. Then, the transfer to the : SR
recording/reproducing apparatus 10A is pérmitted and the
. SDMI network content can be copied and recorded to the

Mini Disc 100 in the decrypted state.
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~ where the connected apparatus is the recording/reproducing apparatus 20A.
At the sanme tine, the transfer handling rule for the cas m@&r%'éhe -
connected apparatus is the recordi ng/reproduci ng apparat%@ AP checked
as one of the transfer perm ssion conditions, so that the copyright
protection -capability is stronger than the first exanple of transfer
processing but less strict than the second exanple of transfer processing.
"Less strict" as used herein denotes that the authorized usage range of
users is widened to sone extent and does not denote that unauthorized copy
activities are {Rgigleltdn®d  ateHeLatme e BGd WildleThal di@de nore
difficult by the copyright protection capability of the level of the first
exanple<ﬁhé£éﬂgﬁéncﬁéggg §§i£§9a¥§¥Wétbse¥ﬁQp|e of transfer processing:

The follow ng describes the fourth exanple of transfer processing with
(61 NS L0 LI FAL 8 BN ARO b  PELE o8 | o G nlkgg, TPt P
ranst or (i SESTER AT RTLO cE henct e StPReRER B
20 0 LGS 9CUE) I, SPERLELHS B0 L83 2T DL, 2085 gt o0 o the
o apparatus 20A is checked as oné of fhe transfer
lpermiséion cohditioﬁs. so that the copyright protection
capabiiity is stronger than the first example of transfer.
processing but_less strict than the second example oﬁ

transfer processing. "Less strict" as used herein denotes

that the authorized usage rangé of users is widened to

somé extent and does not denote that unauthorized copy

activities are facilitated'(at least, these activities

are made more diffiéult by the cdpyright proteétion
capability of the level qf the first example éf transfer
processing) .

. Fourth example 6f transfer processing:

The foliowiné‘deséribes tﬁe foﬁrth exémple of
transfer processing with reference td the data path shown
in FIG. 9. _It should be noted that DP1 through DP8 are
generally the same as shown in FId. 6 and their
descriptions will be skipped. The précessing (DP9 and
DP10) for transferring SDMI network content when the

authenticated recording/reproducing apparatus'ZOA is
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in FIG 5. In what follows, the handling of SDM disk content wll be
descri.bed. \Wen the above-nenti oned authenticated recording/reproducing
apparatus 20A is connected to the connection section 11 Zin ayﬁg %roce55|ng
of transferring certain SDM disk content stored in the HDD 5 to the
recordi ng/ reproduci ng apparatus . 20A is requested, the transfer of this
~SDM" di sk content to the recording/reproducing apparatus 20A is permtted.
On. the transmi ssion path, the content. data are transmtted in 'the
encrypted state. In the recording/reproduci ng apparatus 20A, the content
dat a ar e eRRiRd NG ol @GN ¢4 sdra 1 hon¥utie DI 5Ci sl0fhd sdnte dewhpired st at e.
In this case, too, any content data that have been transferred once and
then copijed said rsecorded to the Mni  Disc 100 cannot be checked in. In
this exanple of transfer processing, the transfer of SDM disk content to

the recording/ &gpwgecgagmg@ar%lésh%%vﬁgp%rfmsbmdaa@i RGen@ntent data

-can be copled and recor when the foll ow ng
_cond|t|0n§ |sgasgﬁk(1) the recording/reproduci ng apparatus 20A has
been success y 2005 authenticated and (2) check-in is

di sabl ed. When the above-mentioned authenticated
reCording/reproducing appafatus 20A is connected to the
connection section il and the processing-of'transferring'
certain SbMI disk content stored in the HDD 5 to the
_recording/reproducing-appsfatus 20A is requested, the
transfer of this_SﬁMI disk content to the
récordingfreproduciﬁg'aﬁparatus 20A is permitted. On the
traﬁsmission path;.the'contént data are transmitted in
the encrfpted State. Iﬁ the recording/reprodtcing
apparatus 20A, the contsnt data are copied and recorded
to the Mini Disc 100 in_the decrypted state.

In this case, too, any content data that have been
transferred oﬁcq'andzthen copied:and recorded to the Mini
Disc 1db éannot.be Checkedmin;

In this example of transfer processing, the
transfer of SDMI disk content to the
recording/reproducing épparatus 2dA is permitted and the
content data can be.copied and recorded to the Mini Disc
100 when the following conditions are satisfied; (1) the

recording/reproducing apparatus 20A has been successfully
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Consequently, the usage range of the SDM disk content can al so be w dened
as copied to the Mni Disc 100. At the sane tine, the cgﬁygi gb frotection
capability can be secured by that the transfer destinati 68 ®us is
identified, check-in is disabled, and the transmssion is made in the
encrypted state. In this exanple, the MDXX flag check is not perforned
unli ke the foregoing exanples. This is because- the control information
such as MDOK flag is not recorded to wi dely used CD DA and ot hers. Hence,
the intent of the copyright holder is not reflected. However, this does

not 'neagugﬁghtgggtggpghhghbepegg@ﬁtggnigagggaﬂﬁéﬁ_of the fourth exanple of
transfer processing is insufficient, because, as for digital copy, the

copy count is ‘ ni. | o ( ial; Cppy Managenent
System. In add?ﬁ%%&_%ﬁglgﬁp%l?lggﬁtgg%go%%lgﬁiéog§(C::g§gbi§l8?th yhl%r SDM  di sk

content can betf#%khgﬁggng%nggge Y4 ggrkg%g%ﬁ?ftPgﬁﬁggﬂﬁﬁebi@%ndling rul e

. check mﬁ?ﬁnf 5_ an estination not . or by performng the
bei ng. ¢ n0Dr arkF oFhe (RRTF nei Pon. L8 S9PKEsSBb08 O HRAE tne preforred
enbodi nents of _the present ‘
- capability can be secured by that the transfer
destination appératus is identified, check-in is disabled,
and the-traﬁsmission is.made in the encrypted state.

In this exampie, the MDOK flag check is not
perfbrmed unlike the foregoing exahples- This ie because
the control informaeion such as MDOK flag is not recorded
to widely used CD«DA and othere. Hence, the intent of the
Aeopyright holder is not reflected. However, this does not
mean that the'copyright‘protection capability of the.
fourth example of t;ansfer processing is insufficient,
because, as for digitel copy. the copy count is
controlled by the conventional SCMS (Serial Copy
Manaéemene Systeﬁ).

In additiqn, the copyright protection capability
for SDMI disk content can be further enhanced by
performing the transfer handling rule check with the
transfer destination not identified or by-:performing the
transfer handliﬁg rulereheck with the
recording/reproducing apparatus 20A being the transfer

destination.
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i nvention have been described by way of exanple. It will be apparent that
‘the present invention is not limted to these exanples. g e l e, the
data transfer processing operations nentioned above are g&???ggye to not
only SDM content but also various other data which require copyright
“protection. - The primary recording nediumis not only the HDD but al so many
ot her storage devices. It will also be apparent that the secondary
recordi ng medi um and the secondary recordi ng nmedi um si de apparatus 20A are
not only the Mni Disc and the Mni  Disc player, but also various :other

~devices. The segoRdanye @RrdingdTReibéd: R vRbalee herddaR CO-RW
‘DVD-RAM DVD-R, DVD-RW or nenory card. Therefore, the secondary recording

medi um Sii%%épﬁ%ﬁt%g%@ydé@cﬂ{yed NG OF L, NGe d@ﬂéxﬁ?_lé hatyd s, 500mpati bl e
with these recording mnedia. In the foregoing description, the secondary

recordin ' [.de. ' ; : e e o uter,
whi oh | s S @ MRS TR Jhee SR CIRASELSR 1] b0 BT ERNE CERT
Wi rel ess nner and . copyrighted content data are transmtted in this 56

27 May 2008 °STORFT RIS 1on. It will be apparent that the persona

For example, theﬂdata_transferrprocessing
operationé mentiéned above are applicable to not only
SDMI content but also variqus other data which require
cbpyright protection. |

The primafy recording_ﬁedium is ﬁot only the HDD
but also many other storage devices.

| It wiil‘aiso bé apparént that the secondary
reco%ding medium and the secondary recording medium side
apparatus 20A are not only the Mini Disc and the Mini
Disc player, but also various other devices. Thé
secondary recording medium 100 may also be CD-R, CD-RW,
DVD-RAM, DVD-R, DVD-RW, or memory card. Therefore, the
secondary recdrding medium side apparatus 20A may be any
recordiﬁg device that is compatible with these recording
media.

In the foregoing description, the secondary
recording medium side apparatus is‘connécted to the
personal computer, which is the primary recording medium
side apparatus, in a wired or wireless manner and

copyrighted content data are transmitted in this
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conputer, which i's the primary recordi ng nedi um side apparatus, my be
arranged with a slot for |oading the secondary recordin i MD, CD- R,
or others) not conpliant with SDM, thereby copying cop%?@%yggb ont ent
data without using the secondary recording nediumside apparatus. In the
above- nenti oned enbodi nents, the check-in fromthe secondary recording
mediumto the primary recording nediumis disabled fromthe personal
conputer. It will be apparent that this disablenment may be controlled
fromthe secondary recordi ng nmedium recording/reproduci ng apparatus. As

descri bed ¥ AGGAIHNY T tLhe1i BeenigRiteddandt ansd ¢erdforzant ent data

- stored in the primary recording nediumin the data transfer apparatus as

the cont enfmfatdy, thiRG COPWHON = REOEPCEEo3HEN, AR PP spaLENt foOr
exanple to the data recording apparatus is permited if conditions such as

t he S“CC%??JH M'hg’ﬁ%&%i&}ﬂf%ﬂ%igﬁtg gfggrg&'nfng%ﬁg@%gt ecCONnnected to

the data anster us an e prohibrtiron o ck-1n fromthe

data recordi ng, apparatus.. Further t transfer to the a recordi ng
appar at uss?csorg%arﬁﬁeecd)ﬂlI%%emepdrelol%/nfdQ?D’ (gl(g)[oyri((f:'jﬁtc’%‘f(%‘f’rdse{j I](;l)éﬁltser ver) of
SDM content permts the 57 27 May 2005 transfer. Stf'lél further, the
transferqqu%ﬁ§9ﬁnﬁ%th SDMI, thereby copying copyrighted content

data without using_the secondary reco;ding medium side
apparatus.

In the above-mentioned embodiments, the check-in
from the secondary recording medigm to the primary
recording medium-is disabled ﬁrom the personal computef.
It will be_apﬁarent that this disablement may be
controlled from‘the sedoﬁdary reeo;ding ﬁedium
recording/reproducing apparatus.

) As described and_according to the invention, tﬁe
transfer of content data stored in the primary recording
medium in the data transfer apparatus as the conten; data
to be copyriéht—p:otec;ed such as SDMI content for
-examﬁle to the data recérding apparatus is permitted if
conditions such as the successful authenticatioﬁ of the
data recording_apparatus connected to the data transfer
apparatus and the prohibition of ﬁhe‘chéck-in from the

~ data recording aﬁparatus. Further, thé transfer to the
data recording apparatﬁs is permitted if the provider

{copyright holder or server) of SDMI content permits the
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recording apparatus is permtted if the transfer perm ssion condition
specifying the upper limt of permtted copy transfer co @ i tisfied.
The data recording apparatus records the received conten?P §¥§Oﬁg -the
secondary recording nediumin the decrypted state. Consequently, the
secondary recording nedium (for exanple, mni Disc) recorded with content
.data can be played back by conventional players, thereby renoving the
unnecessary restrictions to the usage of content. This eventually enhances
the serviceability to general users. The perm ssion of content transfer and
copy undairaddmae cemrditi Ens tbesyenhs thensfeandid ittiealgadsaut horized copy
of content- fromtaking place. All content data on the transm ssion paths

~are encr yi&d-aiespiiveius CONfp et d Q0Si £oPd | et Or t he protection of
the copyright of content. Wiile the preferred enbodi nents of the present

i nventi on, haye heen daseritsed UslogesRsei (e G558, 1SHED ofescription is

for illustrative purposes only, and it Ts. to be understood that changes
and vari at| !ﬁgy nqgg ¢ £ ho de ting. fromthe,spisit or scope of
t he appg}nécfﬁe?ﬁstc al rréé)ep 58 %%PZ%% %Algf\ggﬁg.fﬁé%ét grhte;)é{na!s%aer appar at us

Conprlslr¥kcording apparatus records the received content data to

-the secondary recording medium in the decryﬁted state.
| Consequently, the secondary recording medium (for
' ekample.'Mini DiSc} recerded with content data can be
prlayved back by conventional pleyers, thereby removing the
”uhpecessary restrictions to.the usage of_content. This

‘eventually enhances the serviceability to general users.

The permission of content transfer and copy under
these conditions prevents the unconditional, unauthorized

copy of content from taking place. 211 content data on

the transmission paths are encrthed. These novel
configurations conﬁribute to the protection of the
_eopyriéht of content;

While the preferred embodiments of the.present
invention have been described using specific terms, such
'deeeription is for illustrative purposes only, and it is
to be ﬁndersteod that changes  -and rariations may be made
without departing from the spirit or scope of the

appended claims.
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transfer neans for transferring content data encrypted in a predeterm ned
manner froma first recording neans which can store encrypted_content data
to an external apparatus; discrimnation nmeans for naki Ma¥ PP nati on
between a first external apparatus which can record only encrypted content
data to a second recordi ng neans accommpdated in sai d-external apparatus
~connected to said data transfer apparatus and a second external apparatus
whi ch can record only decrypted content data to said second recording.
means; and if said first external apparatus is discrimnated by said
di scrimnation nmeans, control negas{fy decrenmenting a transfer count of
‘the encrypted content data when-tramnsferring said encrypted content data
from said first recording nmeans to said external gpparatus, increnenting

sai d transfer cbunt® vk shraneher yppPearatyft EAMPEata "8re returned from
said first external . apparatus, and disabling the transfer. of said content
data from said Ekepsefescoedngg fpgans A Een T I GHART dfdt atus if said
transfer count has exceeded -a predetermned |imt value and, 59 27 My
2005 i f esairgpeecorich extereridtappred usanrzeyef EPHi AcliBb§tsai d
di scrim nation neans, said control means disabling the o _

recording means which can store encrypted content data to

an'extérnal appafatﬁs;

discrimination'heans fér.ﬁéking-disdrimination

between a fifst‘extéfﬁal‘appafatus which can record only ;

encrypted content daté to a secdnd recording means

:accommodated'in said'extérnal apparatus connected to said

data transféf'apﬁaratﬁs-and‘a.sécbnd external apparatus

which can fecdfdﬁOnly‘decifpﬁed éontenﬁ'data to said

second recordinglmeans;laﬂd

if said first eitefﬁai'apparatus is discfiminated '

.by said discrimination means, control means for

decrementing a transfer count of the encrypted content

data when transférring said encrypted content data from

said first recording means,tq said external apparatus,

incrementing said transfer count when said encrypted

content data are returned from said first external

apparatus, and disabling the .transfer of'said content

data from said first recording means to said external

apparatus if said transfer count has exceeded a

predetermihed limit value and,
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return of the encrypted content data from said second external apparatus.
2. The data transfer apparatus according to claim1, mheéep@ %ﬁi second
recordi ng means accommodated in said first external appa'% B 2P 5 £ ash
menory. 3. The data transfer apparatus according to claim1 or 2, wherein
sai d second recordi ng means accommodated in said second external apparatus
Is a magneto-optical _disk. 4. The data transfer apparatus according to
claimil, 2 orif3 sahbrepeenchi YT rARIGEEHS rPandeiinggdr P¥di sk. 5.
The data transfer apparatus according to any one of the precedi ng clains,
wher ei n &g §éé6ﬁ%ﬁ%§ﬂﬁéPﬁaWea%%péF&%u§°ﬁ5§°Hé¥FVﬁt@6ﬁaﬁgﬁﬁé decrypting
the encrypted content data transferred from said data .transfer_ apparatus,

r ecor di ng AtHE™C ot efied RRCABERG pt EPSPEs aff W e EFPPt iBHE nBSFR%S nto said
second recordi ng neans. 6. The data transfer apparatus according to any one
of the prét&dral TRATESfurther conprising: first receiving neans for
receiving the encrypted content data and a control signal froma content
server; 60 27 May 2005 second receiving neans for receiving unencrypted

‘content data fronlaIPackage medium and if said %ifond exiern | appar at us
is discrimnated by APH oV SESERT nBPF TR EaAECOHERE FOn&tFYh reans for

wherein said sgecond recording means accommodated in said

first external apparatus is a flash wmemory.

3. The data transfer apparatus according to claim 1
or 2, wherein said second recording means accommodated in

gaid second external apparatus is a magneto-optical disk.

4. The data transfer apparatus according to claim 1,

2 or 3, wherein said first recording means is a hard disk.

5. The data transfer apparatus acgording to any one
of the preceding claims, wherein said second external
apparatus has decryption means for decrypting the encrypted
content data transferred from said data transfer apparatus,

'recording the content - data decrypted by said decryption

means into said second recording means.

6. The data transfer épparatus éccording to any one
of the preceding claims, further comprising:

first receiving means for receiving the encrypted
content data and a control signal from a content server;
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determ ning whether or not to transfer said content data from said content
server on the basis of said control signal attached to said c h nt data
supplied fromsaid content server. 7. The data transfer %&é?’%ﬁ

according to any one of clains 1 to 5, further conprising: first receiving
means for receiving encrypted content data and a control signal supplied
froma content server; second receiving neans for receiving unencrypted
content dat a sgpphdedréeagmingpaskage nkef uryecaidisacr ypenreyynvedns f or
“encrypting said unencrypted content data supplied fromsaid package nedi um
~and r eceicpaienpydaigi drowophckegei vedigireansd; i f said second external
apparatus is discrimnated by said discrimnation neans, the content data
encrypted by ifaisgiéneeyend oterans PEPIRWpEl fdseviniiarededynd ext er nal
apparatus. 8. The data transfer apparatus according to claim6 or 7,

wher éi n $&ild coMtTBETFRANCY esiERBEs t HeteraRRiteion colnendf $&Fd content
data supplied fromsaid content server, said content data being

t r ansf er Fe§erromnshi Wheathest ore 7 Ry tpEEferr et di HPHFP&NSA 8 sai d second
external apparatus. 9. A data transfer system having a data transfer

appar at u$T8Rd Hid caRREGe T | PRt Ot PFEHIS apparsdifs control

gignal attached to said content data supplied from said

content server.

7. The data transfer apparatus according to any one
of claims 1 to 5, further comprising:

first receiving means for receiving encrypted content
data and a control signal supplied from a content server;

second receiving means for receiving unencrypted
content data supplied from a package medium; and

encryption means for encrypting said unencrypted
content data supplied from said package medium and received
by =aid second receiving means;

if said second ex;ernal apparatus is discriminated by
said discrimination means, the content data encrypted by
said encryption means being supplied to said second

external apparatus.

8. The data transfer apparatus according to claim 6
or 7, wherein said control means restricts the transfer
count of sgaid content data supplied from said content
server, said content data being_transferred.fIOm said first
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and a second external apparatus which can be selectively connected to said
.data transfer apparatus, said data transfer apparatus cg#gal{’lish@% transfer
means for transferring content data encrypted in a predet’el#f manner
froma first recording neans which can store encrypted content data to an
external apparatus; discrimnation nmeans for making discrimnation between
a first external apparatus which can record only encrypted content data to
a second Yeseyiing guamansoastiohvedanddeiierngdi epraatadiygal appar at us connect ed
to said data transfer apparatus and a second external apparatus which can
record only decrypted content data to said second recording neans; and if
said external apparatus is discrimnated by said discrimnation neans,
control rfeans & ordatecr éwenefery asyttshsferiedunt oflethe EFSfSTed content
data when transferring said encrypted content data fromsaid first

r ecor di nFPPEAREUS 0284 at edeaehaPrappar &t fdrsknexerEnt! ngPPIEAT®St r ansf er
count when said encrypted content data are returned fromsaid first
ext er nal 3spat ateROnBrRKtErsabl iapgarehes t Yahdt efanf Peacglednt @l data from
said first recording neans to said external apparatus if _said transfer
count hasongeched e 20059 el detrasprEde?RRARAEE - | | Aftd vdaké and,

transfer apparatus comprising:

transfer means for transferring content data encrypted

in a predetermined wmanner from a first recording means

which can store encrypted content data to an external
apparatus;

discrimination means for making discrimination between

a first external apparatus which can record only encrypted

content data to a second recording means accommodated in

said external apparatus connected to said data transfer

apparatus and a second exterﬁal apparatus which can record
only decrypted content data to said second recording means;
and |

if said external apparatus is discriminated by said
discrimination meéns, control means for decrementing a
transfer count of the encrypted content data when
transferring said encrypted content data from said first
recording means to said external apparatus, incrementing
said transfer count when said encrypted content data are
returned from said first external apparatus, and disabling
the transfer of said content data from said first recording
means to said external apparatus if said transfer count has
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if said second external apparatus is discrimnated by said discrimnation
nmeans, said control neans disabling the return of the en &%tﬁg ont ent
data from said second external apparatus; said second exter 4 g%paratus
conprising: receiving neans for receiving the content data encrypted in a
predeterm ned manner fromsaid transfer neans; decryption neans for '
decrypting said content data encrypted in a _predeterm ned manner received
by said ‘%%@8?9?#@5ﬁ§§ﬁ§?rﬂﬁﬁﬂ?é&BFEfﬁﬁhﬁhéﬁg'for recordi ng said content
data decrypted by said description neans into saj.d second recording
means. 10. The''ddta% PEASEEre '%s‘t“é‘f‘n ZERJT i 4y o LS APePatsthéPei n sai d

second recqrdi.ng neans accomvodated .in said _first e te££$%ia paratus is a

flash medfry. MHICT SR PPaveT 218y SPBRT It dBrdisn g FD or 10,

wherein said second %ecordin ngans acco date? in said second external -
appar at ug St&*% n‘ﬁ%n& b- o?ﬂ‘?ré’glte i Jenteht Hat 5P r &iefler 5% m accor di ng
to claim9,10 or 11, erein said first recording neans is a hard disk. 63

27 May 260557230 3WRET-ERéfer system according to any one of claims 9 to

12, wherein said.second. extern %ﬂpargtus has . .
-~ salid second external apparatus comprising:

receiving means for receiving the content data
encrypted in a predetermined -manner from said transfer
means ;

decryption means for decrypting said content data
encrypted in a predetermined manner received- by said
receiving meang; and

‘recording means for recording said content data
decrypted by said description means . intoc said second

recording means.

10. The data transfer system according to claim 9,
wherein said second recording means accommodated in said

first external apparatus is a flash memory.

11. The data transfer system according to claim 9 or
10, wherein said second recording means accommodated in .

said second external apparatus is a magneto-optical disk.

12, The data transfer system according to claim 9,10

or 11, wherein said first recording means is a hard disk.
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B dat a transfag?f ppa

decryption nmeans for decrypting the encrypted content data transferred
fromsaid data transfer apparatus, recording the content g%a gsgrypt ed by
sai d decryption neans into said second recordi ng neans. 7 at a
transfer system according to any one of <clains 9 to 13 further conprising:
first receiving for receiving the encrypted content data and a control
signal froma _content server; second receiVvi means for receiving

unencrypted dant eﬁrtheda'fléarfsrf(?ﬁr EPHagRC ERd 3% sqY Sécond

t I t b d di t :
et or m nSURGRE ndane 131 C“e?pﬂ%a? g RFREh SRt SPRLTT S B b d
content data rom sai d (‘fo nt server CH,] t he basrg of sai deq%;ntrol si gnal
att ached F6 €8 ’cPréorH?aéjrﬁ At £ESTHRT I orﬁrécgygte ofit Rt s 15. The

dat a transfer SY. rr%accordr ne 9 to 13,, wherein said

we" Por hg?g%o:% ggr raPPé’fa‘f‘é%e. 6?%%%%5 for
recei vi ng:hencrc%@t eg %ogt er&%crwageaa akr;d gac&)nt %%'@gq naI suppl.i %d froma

content server, second recel %%?ﬁcrypted cont ent

dat a sup|%ltl Secgnrg %e%% x%) r%dr um and 64 27 May 2005 encrypti on neans
for encrypfing Said unencr

14. The data transfer system according to any one of
elaims-9 to 13 further comprising:

first receiving for receiving the encrypted content
data and a controi'signal from a content server;

second receiving means for receiving unencrypted
content data from a package medium; and

if said second external apparatus is digcriminated by
said discrimination means, ‘determination means for

edetermining whether or not to transfer gaid content data

from said content server on the basis of said control
signal attached to said content data supplied from said

content server.

15. The data transfer system according to any one of
claims 9 to 13, wherein said data transfer apparatus
further comprises:

first receiving means for receiving encrypted content
data and a control signal supplied from a content server;

second receiving means for receiving unencrypted
content data supplied from a package medium; and
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content data supplied from said package nedi um and received by said second
receiving nmeans; if said second external apparatus is di Sﬁéﬁ' thid by
said discrimnation nmeans, the content data encrypted by “'s 4 ryption
means being supplied to said second external apparatus. 16. The data
transfer systemaccording to claim14 or 15, wherein said control neans
restricts the transfer count of said content data supplied fromsaid
content seremeryptsagind weatent fokat serbaivpging ansdet r ethefcompsed d first
recording neans to said second external apparatus. 17. A data transfer

met hodedmrentr gasheprppigiashdirgpt edid ceantkage datdaud rand xedaiwed r ansf er
apparatus having a first nenory which can store encrypted content data to
a secoby samshseyond cormsddangdnéansgn ext ernal apparatus connected to said
data transfer apparatus, said data transfer method conprising:

di scri m nat $bnsaipdoenddestermhaannsgabos weendbsdyimgpateiktlyr nal appar at us
whi ch can record only encrypted content data to a second nenory
accom®fd edisor YHin@téRp efgans . appar scuserbnAeEe e@REBYREM Riat a transfer
apparatus_and a second external apparatus which can record only decrypted
cont enfatfht G YRELEN s SBANRE SNy, iSEPBEIRR f itSt S®ifer A&FORPparatus i s
discrimnated by 65 27 May 2005

external apparatus.

16. The data transfer system according to claim 14 or
15, wherein said control means restricts the transfer count
of said content data supplied from said content server,
said content data being transferred from said first

recording means to said second external apparatus.

17. A data transfer method fér transferring encrypted
content data from a data transfer apparatus having a first
memory which can store encrypted content daté to a second
memory accommodated in an eXternal apparatus connécted to
said data transfer apparatus, said data transfer méthod
- comprisgsing:

discrimination step for discriﬁinating between a first
external apparatus which can record only encrypted content
data to a second memory accommodated in said external
apparatus connected to said data transfer apparatus and a
second external apparatus which can record only decrypted
content data to said second memory;

if said first external apparatus is discriminated by
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said discrimnation nmeans, first control step for decrenenting a transfer
count of the encrypted content data when transferring S?TdMeng@ ted
content data fromsaid menory to said external apparatus:’ VAt nting
said transfer count when said encrypted data are returned from said first
external apparatus, and disabling the transfer of said content data from
said first nenory to said external apparatus if said transfer count has
exceededida piedeiremaichen | imdahsyal Udrsand,cdrftrsai d ssepondie@xt er nal
apparatus is discrimnated in said discrimnation step, second control
step fésckingablinnga tihewsferurouwet dhehenenypymecbd onneatt déddta from said
second external apparatus. 18. The data transfer nethod according to claim
17, whizerei hravstbrzdogndatenoencaptednodatedt | masai dExfonr ssaicdext er nal
apparatus is a flash nenory. 19. The data transfer method according to
cl ai mignary 18 whédei pxsaithlsecmpadrabwer y dooemepdated $aidai d second
external apparatus is a magneto-optical disk. 20. The data transfer nethod
accor divgpsfier cloginm ¥ien $£8idr endryniiedr alaiasaird friekvrneenfrgmis a hard
di sk. 21. The data transfer nethod according to any one of <clainms 17 to
20, whezid nfiydt tentegnelypredreiom .emndladigabdingothe 2vrpayt€2005 be stored
in said first nmenory are supplied via a network,

of said content data from said first memory to said

external apparatus if sald transfer count has exceeded a
predetermined limit wvalue; and,

if said second external apparatus is discriminated in
ga3id discrimination step, second control step for disabling
the return of the encrypted content data from said second

external apparatus.

18. The data transfer. method according to claim 17,
wherein said second memory accommodated in said first

external apparatus is a flash memory.

19. The data transfer method according to claim 17 or
18, wherein said second memory accommodated in said second

external apparatus is a magneto-optical disk.

20. The data transfer method accbrding.to claim 17,

18 or 19, wherein said first memory is a hard disk.

21. The data transfer method according to any one of
claims 17 to 20, wherein, if the encrypted content data to
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control information is attached to said encrypted content data and stored
in said first nenory, said data transfer nethod further COﬁEFIS ng

j udgenent step for judging whether there is said control 2 ¢ i on when
transferring said encrypted content data fromsaid first nmenory to said
second external apparatus; and if said second external apparatus has been
discrimnated in. said discrimnation step, determnation step for

det er m ni g sitretdderint @atidansfer mmickycemeentpplied wWgppl inedwbriom a cont ent

- -server depending on the presence of said control information. 22. The data
transf er  pettned dodfordhhgon oiel abbadied Yarsdier eonpmitsingonkestricting
step for restricting a transfer count in which said content data supplied
from sai ddgtont ard sernast irasrise fizaisfreamosd . f medds alagaf itrepshenory of said
data transfer to said second external apparatus. 23. The data transfer

met hod aceeflfichgurshemycomeisingcl ainms 17 to 22, wherein, if encrypted
content data to be stored in said first nenory are supplled froma package

medi um and sai $udasNEAd exEYR ndPrappidangs Weethssentharecrisni Aat@d in the

di scrimnation step, said encrygted content data are supplied to said
. second extertgl 6?”??“%@?09005 transferring said encrypted

content data frqm said first memory to said second external
apparatus; and

if said  second external .apparatus has been
discriminated in said discrimination. step, determination
.step for determining whether to transfer said content data
supplied from a content server depending on the presence of

said control information.

22. The data transfer method according to claim 23,
further comprising:

restricting step for restricting a transfer count in
which s=aid content data supplied from said content server
can be transferred from said first memory of said data

transfer to said second external apparatus.

23. The data transfer method according to any one of
claims 17 to 22, wherein, if encrypted content data to be
stored 1in said first. memory are supplied fxrom a package
medium and said second external apparatus has been
discriminated in the discrimination step,. said encrypted
content data are supplied . to said second external
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apparatus. 24. A data recording apparatus for receiving encrypted content
data froma data transfer apparatus having a first recording nedi um
storing said encrypted content data and records the recéﬁV@ﬂV%ﬁ%@ypted
content data to a second recording nedium conprising: conmunication nmeans
for. performng bidirectional comunication wth said data transfer
apparatus; authentication processing neans for perform ng authentication
W t h sapphraatia. t ransfer apparatus through said conmunication neans; _
decryption nmeans for decrypting said encrypted content data supplied from
said data transfer apparatus through said conmunication neans; recording
nmeans for recording said content data decrypted by said description neans
to said secthd Xkecdrtiing usedkding andrpavmiusi nbens freFedyibl i ng t he
return of said content data fromsaid second recording nediumto said data
t r ansfencrapbadat eenttantoughtsaifdoronmurdadat | Snansbeis. apBaratyecor di ng medi um
storing a conputer-readable 68 27 May 2005 programfor transferring

encr yptadneont erftl r¢at ar¢efiagd aredivpansferingpparid uSPREVPYRf a first nenory

"storing said encrypted content data to a second nmenory
content data and records the received encrypted content

data to a second recording medium, comprising:

communication means for performing bidirectional
communication with said data transfer apparatus;

authentication processing means for performing
‘authentication with said data transfer apparatus through
said communication means;

decryption means for decrypting said encrypted content
data supplied from said data transfer apparatus through
said communication means;

recording means for récording said content data
decrypted by =said description means to said second
recording medium; and

control means for disabling the return of said content
data from said second recording medium to said data

transfer apparatus through said communication means.

25. A recording wmedium storing a computer-readable
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- accommodat ed in an external apparatus connected to said data transfer

. apparatus, said conputer-readable program conprising: discrin ion step
for discriminating between a first external apparatus aggﬁﬁieCOrd '
only encrypted content data to a second nenory accomodated in said
external apparatus connected to said data transfer apparatus and a second
external apparatus which can record only decrypted content data to said
second nmenory; if said first external apparatus is discrimnated in said
discrimnation step, first control step for decrenenting a transfer count
of .the encrypted content data when transferring said encrypted content
data forwgramifthy i tsnsferoring e exd ef PaFeBppar b usrom| gcrementi ng said
transfer count when said encrypted data = are returned fromsaid first

ext er ral t eappedrad sy Eppeh raliwabla iRy he finntfeempEYsaterE®st ent data from
'said first nmenory to said external apparatus if said transfer count has
exceeded @ g EOes ©dr dadtk dritm daval te; a apdeconfl saindrgecond ext erna

apparatus is discrimnated in-.said discrimnation step, second control .
step fa¥ciSndaty 200 dhsahtdNoapheraetsroonhethedencrypiéd content data

fromsaid second external apparatus. 70

‘data transfer'apparatus,_said_computer-readanle program=

comprisingz | H
7discrimination:step'torﬁdiscriminating‘between a

'first'external:apparatus'wnich candrecord only encrypted
content data'tofa Second memoryraccommodated in said

i external apparatus connected to sald data transfer
apparatus and a second external apparatus Wthh can
record only decrypted content data to sald second memory,

if sard f;rst external apparatus 1s_dlscr;m1nated
in said‘discrimination step, first control step for
decrementingda transfer_count of:the encrypted content
data when transferring said encrypted content data from
said first memorf to said external apparatus,
incrementing said‘transter count when”said encrypted data
are returned from said:first external apparatus, and
disabling the transfer of sald content data from said
first memory to sald external apparatus lf sa1d transfer
- count has exceeded a predetermlned limit value, and
if said second external apparatus is discriminated

in said discrimination step, second control step-for;
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Data Transfer System Data Transfer Apparatus, Data Recordi ng Apparat us,
Data Transfer Method, And Recording Medium ABSTRACT OF _THE DI SCLOSURE A
SDM - conpl i ant portable nmedi umand a non- SDM - conpl i ant %kM?ﬁBP%snedlum
can be selectively connected to a licensed conpliant nodule. Wen
transferring copyright- protected encrypted content data fromthe |icensed
conpliant nodul e, whether the destination of transfer is the

SDM - conpl i ant portabl e nmedi umor the non-SDM - conpliant nmediumis

det er m ned. V%en the destination i's found to be the SDM -conpli ant

porta@fs tﬁef@eeu&gp%f 0&@&{%@&?&@@5&9@39 §9pheptodata can be

transferre |s restri When the destination is found to be the

_non-S t the return  (or check-in) of the
i con en (¥ﬁ égi £4y€&5

encrypte e non- - SDM - conpl i ant portable mediumto the
|'icensed conpliant nodule |s di sabled. Fig. 2 :
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