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Of late, companies are increasingly embodying RFID data acquisition

technology in a fob or tag for use in completing financial transactions. A typical fob

20 includes a transponder and is ordinarily a self-contained device which may be

contained on any portable form factor. In some instances, a battery may be

included with the fob to power the transponder. In which case the internal circuitry

of the fob (including the transponder) may draw its operating power from the battery

power source. Alternatively, the fob may exist independent of an internal power

25 source. In this instance the internal circuitry of the fob (including the transponder)

may gain its operating power directly from an RF interrogation signal. U.S. Patent

No. 5,053,774 issued to Schuermann describes a typical transponder RF

interrogation system which may be found in the prior art. The Schuermann patent

describes in general the powering technology surrounding conventional transponder

30 structures. U.S. Patent No. 4,739,328 discusses a method by which a conventional

transponder may respond to a RF interrogation signal. Other typical modulation
techniques which may be used include, for example, ISO/IEC 14443 and the like.
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In addition, conventional fobs are limited in that they must be used in
proximity to the Point of Sale device. That is, for fob activation, conventional fobs
must be positioned within the area of transmission cast by the RF interrogation

25 signal. More particularly, conventional fobs are not affective for use in situations
where the user wishes to conduct a transaction at a point of interaction such as a
computer interface.

Therefore, a need exists for a fob embodying RFID acquisition technology,
which is capable of use at a point of sale device and which is additionally capable of

30 facilitating transactions via a computer interface connected to a network (e.g., the
Internet).
Existing transponder-reader payment systems are also limited in that the

conventional fob used in the systems is only responsive to one interrogation signal.
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serial or parallel interface for interfacing with a point of interaction device, and an
USB or serial interface for use in personalizing the RFID reader and/or the
20 transponder. The transponder-reader payment system may further include a fob
including one or more transponders (e.g., modules) responsive to the interrogation
signal and for providing an authentication signal for verifying that the transponder
and/or the RFID reader are authorized to operate within the transponder-reader
payment system. In this way, the transponder may be responsive to muitiple
25 interrogation signals provided at different frequencies. Further, the transponder may
include a USB or serial interface for use with a computer network or with the RFID
reader.
The RFID system and method according to the present invention may include
a RFID-ready terminal and a transponder which may be embodied in a fob, tag, card
30 or any other form factor (e.g., wristwatch, keychain, cell phone, etc.), which may be
capable of being presented for interrogation. In that regard, although the

transponder is described herein as embodied in a fob, the invention is not so limited.
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payment system security.

20 In another exemplary embodiment, the fob according to the present
invention, includes means for completing transactions via a computer interface. The
fob may be connected to the computer using a USB or serial interface fob account
information may be transferred to the computer for use in completing a transaction
via a network (e.g., the Internet).

25 These features and other advantages of the system and method, as well as
the structure and operation of various exemplary embodiments of the system and

method, are described below.

Brief Description of the Drawings

30 The accompanying drawings, wherein like numerals depict like elements,
illustrate exemplary embodiments of the present invention, and together with the

description, serve to explain the principles of the invention. In the drawings:
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FIGS. 7A-B are an exemplary flow diagram of a RFID reader personalization

process in accordance with the present invention;
FIG. 8 is a flow diagram of an exemplary payment/transaction process in
accordance with the present invention; and
20 FIG. 9 is another schematic illustration of an exemplary fob in accordance

with the present invention.

Detailed Description

The present invention may be described herein in terms of functional block

25 components, screen shots, optional selections and various processing steps. Such
functional blocks may be realized by any number of hardware and/or software
components configured to perform to specified functions. For example, the present
invention may employ various integrated circuit components, e.g., memory
elements, processing elements, logic elements, look-up tables, and the like, which

30 may carry out a variety of functions under the control of one or more
mircroprocessors or other control devices. Similarly, the software elements of the
present invention may be implemented with any programming or scripting language

such as C, C++, Java, COBOL, assembler, PERL, extensible markup language
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i nvention could also be inplemented using SNA, | PX, Appletalk, IPte, 25
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20 running any operating system such as any version of Windows, Windows NT,
Windows 2000, Windows 98, Windows 95, MacOS, 0S/2, BeOS, Linux, UNIX,
Solaris or the like. Moreover, although the invention may frequently be described as
being implemented with TCP/IP communications protocol, it should be understood
that the invention could also be implemented using SNA, IPX, Appletalk, IPte,

25 NetBIOS, OSI or any number of communications protocols. Moreover, the system
contemplates, the use, sale, or distribution of any goods, services or information
over any network having similar functionality described herein.

FIG. 1A llustrates an exemplary RFID transaction system 100A in
accordance with the present invention, wherein exemplary components for use in

30 completing a fob transaction are depicted. In general, the operation of system 100A
may begin when fob 102 is presented for payment, and is interrogated by RFID
reader 104 or, alternatively, interface 134. Fob 102 and RFID reader 104 may then
engage in mutual authentication after which the transponder 102 may provide the
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20 (via data link 122). As described more fully below, the transaction completion
system may include the user interface 134 connected to a network 136 and to the
transponder via a USB connector 132.

Although the point of interaction device is described herein with respect to a
merchant point of sale (POS) device, the invention is not to be so limited. Indeed, a

25 merchant POS device is used herein by way of example, and the point of interaction
device may be any device capable of receiving fob account data. In this regard, the
POS may be any point of interaction device enabling the user to complete a
transaction using a fob 102. POS device 110 may be in further communication with
a customer interface 118 (via data link 128) for entering at least a customer identity

30 verification information. In addition, POS device 110 may be in communication with
a merchant host network 112 (via data link 124) for processing any transaction
request. In this arrangement, information provided by RFID reader 104 is provided
to the POS device 110 of merchant system 130 via data link 122. The POS device



a customer interface 118 (via data link 128) for entering at |east a
custoner identity 30 verification information. In addition, POS device 110
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20 center) and which may be used to complete a financial transaction. A typical
account number (e.g., account data) may be correlated to a credit or debit account,
loyalty account, or rewards account maintained and serviced by such entities as
American Express, Visa and/or MasterCard or the like. For ease in understanding,
the present invention may be described with respect to a credit account. However, it

25 should be noted that the invention is not so limited and other accounts permitting an
exchange of goods and services for an account data value is contemplated to be
within the scope of the present invention.

In addition, the account number (e.g., account data) may be associated with
any device, code, or other identifier/indicia suitably configured to allow the consumer

30 to interact or communicate with the system, such as, for example,
authorization/access code, personal identification number (PIN), Internet code,
digital certificate, biometric data, and/or other identification indicia. The account
number may be optionally located on a rewards card, charge card, credit card, debit



within the scope of the present invention. In addition, the account nunber
(e.g., account data) may be associated with any device, code, or other
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20 the same or different account providing institutions. Where the account data
corresponds to a loyalty or rewards account, the database 214 may be configured to
store the attendant loyalty or rewards points data.

FIG. 2 illustrates a block diagram of the many functional blocks of an
exemplary fob 102 in accordance with the present invention. Fob 102 may be a

25 RFID fob 102 which may be presented by the user to facilitate an exchange of funds
or points, etc., for receipt of goods or services. As described herein, by way of
example, the fob 102 may be a RFID fob which may be presented for facilitating
payment for goods and/or services.

Fob 102 may include an antenna 202 for receiving an interrogation signal

30 from RFID reader 104 via antenna 106 (or alternatively, via external antenna 108).
Fob antenna 202 may be in communication with a transponder 114. In one
exemplary embodiment, transponder 114 may be a 13.56 MHz transponder
compliant with the ISO/IEC 14443 standard, and antenna 202 may be of the 13 MHz
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20 RFID reader 104. Authentication circuitry may be further in communication with a
non-volatile secure memory database 212. Secure memory database 212 may be
any suitable elementary file system such as that defined by ISO/IEC 7816-4 or any
other elementary file system allowing a lookup of data to be interpreted by the
application on the chip. Database 212 may be any type of database, such as

25 relational, hierarchical, object-oriented, and/or the like. Common database products
that may be used to implement the databases include DB2 by IBM (White Plains,
NY), any of the database products available from Oracle Corporation (Redwood
Shores, CA), Microsoft Access or MSSQL by Microsoft Corporation (Redmond,
Washington), or any other database product. Database may be organized in any

30 suitable manner, including as data tables or lookup tables. Association of certain
data may be accomplished through any data association technique known and
practiced in the art. For example, the association may be accomplished either
manually or automatically. Automatic association techniques may include, for

10
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20 the account number from database 214 as desired. Database 214 may be of the
same configuration as database 212 described above. The fob account data and/or
unique fob identification code stored on database 214 may be encrypted prior to
storage. Thus, where protocol/sequence controller 208 retrieves the account data,
and or unique fob identification code from database 214, the account number may
25 Dbe encrypted when being provided to RFID reader 104. Further, the data stored on
database 214 may include, for example, an unencrypted unique fob 102
identification code, a user identification, Track 1 and 2 data, as well as specific

application applets.

Fob 102 may be configured to respond to multiple interrogation frequency
30 transmissions provided by RFID reader 104. That is, as described more fully below,
RFID reader 104 may provide more than one RF interrogation signal. In this case,
fob 102 may be configured to respond to the multiple frequencies by including in fob
102 one or more additional RF signal receiving/transmitting units 226. RF signal

11
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20 206 and USB connector 132. Alternatively, USB converter 222 may be in
communication with protocol/sequence controller 208 to facilitate the transfer of
information between protocol/sequence controller 208 and USB connector 132.

Where fob 102 includes a USB connector 132, fob 102 may be in
communication with, for example, a USB port on user interface 134. The

25 information retrieved from fob 102 may be compatible with credit card and/or smart
card technology enabling usage of interactive applications on the Internet. No RFID
reader may be required in this embodiment since the connection to POS device 110
may be made using a USB port on user interface 134 and a network 136.

Fob 102 may include means for enabling activation of the fob by the user. In

30 one exemplary embodiment, a switch 230 which may be operated by the user of the
fob 102. The switch 230 on fob 102 may be used to selectively or inclusively
activate the fob 102 for particular uses. In this context, the term “selectively” may
mean that the switch 230 enables the user to place the fob 102 in a particular
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(e.g., comm OISonfer %n}aﬂp:)'léj yr&%SSH n'?e%) th@h%‘i(? r%@}’ bes‘g' E?’leé?’%eg%mcal
20 device in communication with circuitry which may electrically prevent the fob from
being powered by a RFID reader. That is, when switch 230 is in its normal position,
switch 230 may provide a short to the fob 102 internal circuitry, preventing fob 102
from being responsive to interrogation by RF or via the USB connector 230. In this
arrangement, the switch 230 may be, for example, a “normally closed” (NC)
25 configured switch, which may be electrically connected to the antenna 202 at the
interface of the antenna 202 and the transponder 114. The switch 230 may be

depressed, which may open the switch 230 fully activating the antenna 202.

In yet another exemplary embodiment, the fob 102 may include a biometric
sensor and biometric membrane configured to operate as switch 230 and activate
30 the fob 102 when provided biometric signal from the fob 102 user. Such biometric
signal may be the digital reading of a fingerprint, thumbprint, or the like. Typically,
where biometric circuitry is used, the biometric circuitry may be powered by an
internal voltage source (e.g., battery). In this case, the switch may not be a simple
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facilitate control of the active and inactive states of the fob 102. Such
control increases the systemsecurity by preventing inadvertent or illegal
use of thwofieko7s@®2. | n one exenplary enbodi ment, sw tch 280Trmy2/b@on si npl e
mechani cal 20 device in comunication with circuitry which may

el ectri caddhanirat veelice, hbuf abshitomwitiehng pomerezld Hp gpetRBhOtheeasbeemplanat i s,

when switch 230 is in its nornal 803|t|on switch 230 ma rovi de a_short
Lo the EBbOPEnh Hie 230 ToaY e, batieruRmkers MoHIROR bIoTBRPECRFRITTY is

r esponsipsy mc,ﬁfdboﬁﬂé'on by RF or via the USB connect or 230. In this
arranger?egsérﬂt"lﬂle SW t 230 may be, for exanple, a "normally closed" (NC

25 conf i gur edn Wtaﬂmthe/menbodwerﬁeﬂm switch c230 yna}()ba@tlegictswitdire Wheehna

202 th f f t te h t The

cui toh #40ch bl 3 §aP vl ARRERT 290 spafiol AR TRVER realf frpm e
act i vat iseguehe 2BhRONS ?@to b@ldﬂel?%ﬁh@f trRX g8MlAh SmiedydiRiks, fobheod ob
102 may include a biometric sensor”and bionetric nenbrane configured to

oper at e cappPoORENth 230 and activate 30 the fob 102 when provided biometric

P ng of Ty I8, D kA S Py b |diagia] e SoKERS Ha8ef) i
readi ng of a h t lﬁ lfh

bi omet r Ia@c@ndametwm Bh e)@mblatyhémbbémﬁéﬁtlcﬁ tnemas@mtynvarytldm merreédby an
i nternal voltage source ) battery In this case, the swtch nay not

be 40si ﬂﬁﬂenclygemom:ﬁsza@@mQuE@zﬂ 6 soaplegeionaric Anodide 02, whieh i
Switch yhleh é&ﬁ@m gdc[qgltr%l u?é[;gblfenn%amna@ﬁo%aegr 188 tma nfma&{tif?’
no f ob

may be battery powere ronetric circulitr rese

102. In aymntenm Hes wﬁIMIeulEremotelbércswth@RFﬂBOea@qr ‘@4 and (a:guplesivtotRIHID Wher e
5 switch 2 a | ogi witch t tch 230 control sof tware may be read
from t h&®a q{%\ﬂﬁ & Fables I 4958 VU CIeSR CPBNEERR:- act i vati on of

the various @b JQ1eC n t
di agram of a RFID ré%dseq?%ﬂg Iéﬁtenﬁ%&)(;ﬁgéﬂr\]éc))eﬁa %ﬂ‘éﬁy ?)?gﬁgﬁar y&;eﬁ%(gicljtlg%nt of
t he1pr esentmumication aith fabl T02.c ddeere 00 101 is farmadited, tof rcaceeoeaarmhgnala’a a

t 106 d t RF gpdul e 302 furth | ed
cont rof PAUS T4, Treduchat « Rbn Mo 304 uay 168 REYIGTERAR PEIds dhna
108 pOS'lﬁtbﬁBQQtldSr?@ér@éIYaf RS %aﬁ]eRﬁelauéﬁe:,der F&Pdexaitipleoun! 6ﬁle t xdrfplBry

reader 104 via a suitable cable 120, or other wire or wirel ess connectlon

RF nodulestgoimenti faht B anaybeneanfigured ite 48880nsbi Bguinierregatioacsionakot
about 13.56 MHz. In this case, RFID antenna 106 may be 13 MHz and may be

20 configured to transmit an interrogation signal of about 13.56 MHz. That is, fob 102
may be configured to include a first and second RF module (e.g., transponder)
where the first module may operate using a 134 kHz frequency and the second RF
module may operate using a 13.56 MHz frequency. The RFID reader 104 may
include two receivers which may operate using the 134 kHz frequency, the 13.56

25 MHz frequency or both. When the reader 104 is operating at 134 kHz frequency,
only operation with the 134 kHz module on the fob 102 may be possible. When the
reader 104 is operating at the 13.56 MHz frequency, only operation with the 13.56
MHz module on the fob 102 may be possible. Where the reader 104 supports both a
134 kHz frequency and a 13.56 MHz RF module, the fob 102 may receive both

30 signals from the reader 104. In this case, the fob 102 may be configured to prioritize
selection of the one or the other frequency and reject the remaining frequency.
Alternatively, the reader 104 may receive signals at both frequencies from the fob
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15 conmuni cation with fob 102. Were fob 102 is formatted to receive a

signal at a particular RF frequency, RF nodule 302 nay be configured to

provi de amoO 03nae7ey ogati on signal at that same frequency. POT/USREDPOE, in

one exenplary enbodi nent, fob 102 may be configured to respond to an

interr ogpbndntexioggaﬁbnof In H#oeutase3 thd rékter 104 trhay h&agenfigmen tonpaontizel 06
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supportm@&%ﬁ é?ﬁ éfé% |§'%|n Hﬁ%%tﬁ@?qhé ob %8?'Wn'6|: fBBqé”a%thér{P%af 102

may recelve Si gnal e rea I'S case b 102
nmay be tansagioreid beingrprocessert (ese) falt aocowdt nurebemes beingheadt beRFID
fre enc and re ect the renalnlng frequency, AIternatlveI t he reader

10410my reades) @@dgr@n%ﬁrsanéﬁcwmﬁa &ré@nfqdo(ﬁghér%@m 0B Y$097623
PCT/ USO%(%%?P&ed P8Nch @neéﬁgcﬁgag 'f@@dbé Sorcﬁ‘%  ndt a"c? BhahRé BRYarPe

configure o pr or|t|ze tron or the ot uency and
rej ect ahdlbteenwlcratorg(drrmq;amegentFtbethlepmdit:atmlsir@;qpmnoefocmmg td tab 314

i ncl dback _f n f L fying th i th
ot at v OPOeheR, ¢l Bansa Rt aelsn. Theopudefredback it & s Bhaback

may be qififle tbResn mhs@al #@Rzatéﬂérﬁ%re@cnc@n@u.@éto@tcbﬂﬁgwe%u@ sighfpwhenshi ch
is configured to |ight ﬁ"edy a static, scrolling, flashing and/or

ot hth nﬁm&@&%@/bﬁmgmaﬁogat@d; ransastion statasordbedikehat t he transaction

Fob i aut noRFOATNanS 106 B8 Bt I B ATRLE, WiEC el Pohasteridte TadoLn

nunber kanbeftheg lapaimtdryoddition éugnéle@mrréc@ndgqt lehst @m@m@mt agthengcatiopept ed
or denied (e.g., transaction approved or di sazgI _dl_ove Such_an opti onal
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20 be configured to send and/or recelve RF signalsin a format compatible with antenna
202 in similar manner as was described with respect to fob transponder 114. For
example, where transponder 306 is 13.56 MHz RF rated antenna 202 may be 13.56
MHz compatible. Similarly, where transponder 306 is ISO/IEC 14443 rated,
antenna 106 may be ISO/IEC 14443 compatible.

25 RF module 302 may include, for example, transponder 306 in communication
with authentication circuitry 308 which may be in communication with a secure
database 310. Authentication circuitry 308 and database 310 may be of similar
description and operation as described with respect to authentication circuitry 210
and secure memory database 212 of FIG. 2. For example, database 310 may store

30 data corresponding to the fob 102 which are authorized to transact business over
system 100. Database 310 may additionally store RFID reader 104 identifying
information for providing to fob 102 for use in authenticating whether RFID reader

15



mul tiple tones, nusical indicator, and/or voice indicator configured to
signify when 15 the fob 102 is being interrogated, the transaction status,
or the |iWwe.038F6 ant enna 106 may be in comunication w t RCI/USPATISMONdEr
306 for transmtting an interrogation signal and receiving at |east one of
an aut hé0diis afutiearizedetpubstpreviged! tharfdbaaccannbocoer stated Om dab fdata sz
Transponder 306 may be of simlar description as transponder 114 of FIG
2. In pgﬂﬂicular transponder 306 may 20 be configured to send and/ or
receive RF si il I

manner as et L TR b B on e o B Y i e
wher e t aathentinaiéon Gioauiiry 219. Sﬂwm aﬂheainc;ajmam@wﬁa' 308 may beeonfigard Mz

I
ant eanata guE) e e iR mayHEaIBnRa 107 B sizliakadrr BebedneRlE RN uae.
for exat’fwb@trgtm@%awé%orﬁ%ré@ t6 AUEHteald ve suﬁhélrpr@utdéqrﬁy RFEID8ader
circuitry 30 may be 1n conmunication with _a secure database 310.

Aut hent i1B4t i A8 igidesaiibeq rave iy beiowbiabe 182 andiRANR rerder Hfagngage in

descrip an d. u n

ci rout { PRG0S RRRERTC By 5 ShleHEn bt - SEReRhea s " Mt et

dat abasepgiflionayf fHeokgsteth daoamqrm@tsmedplagetmm leb f 102 Huthemticatesathe

aut hori zed to transact busi ness aqver Dat abase 310 nay

add1@i ofgney frerdrelIRreaser ddeAnd G3F lDor@ﬁaerr g,%auth%ﬁleawéttheﬁlgrw frgrrbfﬂbd. ng
to fob %% for use in authenticating whether RFID reader 15 WD 03/007623
PCT/ USO 1903 104 is authorized to be provided the fob account nunber
stored on foPiglat &basfowchit ofahhemmplaty anthenticatidr pra@8snayadoerddncs i | ar
description and o atlon as __authentication circujtry 210, That i,

ut hent W enIESEaLMYETa0s i AEariialgh PEacess st SpiFikehes Gessidhd

si gnal awsd #dwa% %%B.dteﬂth% BidcaEs BRIMERFID 3badet feNhLGRNIAM] tHeli try
210 nay e configured to authenticate the signal provided by RFIDTeader
10415 Asfats 1025 calinoedhnsimilar usteps beapvipe ffolbowed inntheRMItaneadeat gy KiZgage
in mut ua thentl%'_clﬁ I on, 1@ this context, "nmutual authentication"” may
nmean t hat e&g@?@? EJ §17stem 100 may not take place until fob 102
aut henti cat eﬁstMeéOdétbaagé 2f12%§%§td?ers%@dﬁf R4, fo&@fﬁcﬁlﬁtlﬁgrcﬁ*ad&fryﬁt%

aut henti cates the si romfo 102. Fig. 4'is a flowhart of an

exenpl asignalg r@qﬂweﬁa?rpmw%ﬂladegger A04c cor arexemplary authentication process,

where RFID reader 104 is authenticating fob 102, RFID reader 104 may provide an

20 interrogation signal to fob 102 (step 402). The interrogation signal may include a
random code generated by the RFID reader authentication circuit 210, which is
provided to the fob 102 and which is encrypted using an unique encryption key
corresponding to the fob 102 unique identification code. For example, the
protocol/sequence controller 314 may provide a command to activate the

25 authentication circuitry 308. Authentication circuitry 308 may provide from database
310 a fob interrogation signal including a random number as a part of the
authentication code generated for each authentication signal. The authentication
code may be an alphanumeric code which is recognizable (e.g., readable) by the
RFID reader 104 and the fob 102. The authentication code may be provided to the

30 fob 102 via the RFID RF interface 306 and antenna 106 (or alternatively antenna
108).

Fob 102 receives the interrogation signal (step 404). The interrogation signal
including the authorization code may be received at the RF interface 114 via
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with the present invention. The authentication process is depicted as
one-sided. That is, the flowhart depicts the process of the RFID reader
104 aut hewmoios/atiezsy t he 15 fob 102, although sim | ar stepsprouywshe2ed | owed
in the instance that fob 102 authenticates RFID reader 104. As not ed,
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signal may i'nclud random code gener ated t he” RFI D reader
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Aut hentication circuitry 308 nmay provide from database 310 a
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aut henti catj on code may be provided to the 30 fob 10 e REID
i nt 1} f aBBY3OENRIPVide téwnﬁn%ete@o@ut PREFHIRN, M%t%m%ﬁﬁfi 68 gr 19658%92

receivegg s?g THHt‘%Er‘PrQé‘ténB Cogﬁhhérﬁk%ﬂoﬂ%de ggaey b@t;ﬁrrorvR%F Pt IRy

I ncl udi ng e aut orlzatl be recelv RF interface 114

via 16resded3/1047623 ﬁ@'ﬁblﬂ&ﬁﬂd@h@dslatmntamua 208, Rhcdntehi@ceold 1404eigs,

activated, the | terroaatlon sgﬁg i ncluding the authorization code may
dul

be provﬁagﬁp‘?’lpe{ d Aea8 2y ator circuit 206 where the signal may

be denpdul at gt |Pricadef G 0RT P4y AhBE fekgival &%aénérgg@doéem@nhém%@e and
controller 208. Protocol/sequence controller 2 recogni ze the

i nt & r ogeciyptios itstered 1QYs Tahatwdbetent:mpt%mau@@nn@attorbmdﬂ mayedd wgeei@d  and
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encrypt 38, Pth&Sic3EBA dmcumolsaﬂéy cb@tpr@ﬂ.d@ur@geturagc%uth@mdahoﬁm\eyr(ecgel ve
t he aut hentication code and encry code prior _to providing

encr ypt Banspendaitsystam siecasiiont 169)1) rﬁﬂ%é’@l‘é‘%@ﬂx%ﬁ@e T&tﬁq@wmen&@atmmr (Ftbb 102
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104 (step
20 code. The authentication key may be provided to the authentication circuit based on

the fob 102 unique identification code. For example, the encrypted authentication

code may be provided along with the unique fob 102 identification code. The

authentication circuit may receive the fob 102 unique identification code and retrieve

from the database 310 a transponder system decryption key correlative to the

25 unique fob 102 identification code for use in decrypting the encrypted authentication
code.

Once the authentication code is decrypted, the decrypted authentication code

is compared to the authentication code provided by the RFID reader 104 at step 402

(step 412) to verify its authenticity. If the decrypted authorization code is not

30 readable (e.g., recognizable) by the authentication circuit 308, the fob 102 is

deemed to be unauthorized (e.g., unverified) (step 416) and the operation of system

100 is terminated (step 418). Contrarily, if the decrypted authorization code is

recognizable (e.g., verified) by the fob 102, the decrypted authorization code is
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408). That is, the encrypted authentication code may be provided to the
RFI D reader 104 via nodul at or/denodul ator circuit 206, RF interface 114
(e.qg., twanspamweer 114) and antenna 202. RFID reader 104POmAUSHIIEIOY ecei ve
the encrypted authentication code and 15 decryption it (step 410). That
is, the deemaqotoedeeammmdawi (step iy, ang the tramsactienlis alowed dorprod@sd and

RF terf d ded to t hent it 308.
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i den |f|aHQ'{qu'ﬁaH%Q1 EW@% I 4the encrypted authentication code my be

provided al ongsHeuld bl ted kSN faﬂtéx%la@w%rlffcbﬁ@ﬁ ipPoceRdehe AiMPorization
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aut hentlcat|on code provided the RFI.D reader 104 at step 402 a&ﬁtep 412)
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&82 70! Sytferficano RO SAPhTl W) Mo BUEABRI Edtd oGyl BHY brotdPoel, Sfes) ©
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decrypt ed auth 63‘@ on code is recognizable (e.g., verified) by the fob
102, " t h@UHEY atf@ @t hori zation code is 17 WD 03/ 007623 PCT/ US02/ 21903

deened to be%é}ﬁf&%tléﬁt@ﬂ:uﬁ&ﬁ %@s%?éy ad8tiohBRy (e aommlnicatidh | Witk t 0

proceed (step 414). In one particular enbodi nent, the proceeding
t r ahSacprotocotisequeane tdoatrotiee Bdh xd2 amyalauop@'ﬁtlonat@d hdesgriptione aafer

aut hont PRIBEOYsAdueBS e Bfler R0 o FiGh o 1050t & FrdiER0ReabPiG ovisen o

reader E@Atrolldr STwwhal be d&fh‘ﬂgdréd"ﬁi deteraihe HesTBlderyofvepérbtioatdfGRe FRPIEESS,
the authorization circuit 308 det er m ne whet her the unl ocked

aut hor i #é@dern1@bgempongaisat i kel exajnpltehé? |Gubhiustraties @ndc exemMplesy idgstiom st ep
402. 11 pwcees%()d%ﬁdgfe \nﬁ’tch' dSPCBth&/S u%ﬂcé hecontroller 314 may operate.

20 Protocol/sequence controller 314 may command the different components of RFID

reader 104 based on whether a fob 102 is present (step 502). For example, if a fob

102 is not present, then protocol/sequence controller 314 may command the RFID

reader 104 to provide an uninterrupted interrogation signal (step 504). That is, the

protocol/sequence controller may command the authentication circuit 308 to provide

25 an uninterrupted interrogation signal until the presence of a fob 102 is realized. If a

fob 102 is present, the protocol/sequence controller 314 may command the RFID
reader 104 to authenticate the fob 102 (step 506).

As noted above, authentication may mean that the protocol/sequence

controller 314 may command the authentication circuit 308 to provide fob 102 with

30 an authorization code. If a response is received from fob 102, protocol/sequence

controller may determine if the response is a response to the RFID reader 104

provided authentication code, or if the response is a signal requiring authentication

(step 508). If the signal requires authentication, then the protocol/sequence
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fob 102 is not authorized to access system 100. Al though, the verification
process 10 is described with respect to identicality, identicality is not
requi r ed.wbaes/oexapl e, authentication circuit 308 may verciysvhizioaecr ypt ed
code through any protocol, steps, or process for determ ning whether the
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20 controller 314 may determine if the fob 102 is requesting access to the merchant

point of sale terminal 110 (e.g., POS device) or if the fob 102 is attempting to

interrogate the RFID reader 104 for return (e.g., mutual) authorization (step 518).

Where the fob 102 is requesting access to a merchant point of sale terminal 110,

the protocol/sequence controller 314 may command the RFID reader to open

25 communications with the point of sale terminal 110 (step 524). In particular, the

protocol/sequence controller may command the point of sale terminal

communications interface 312 to become active, permitting transfer of data between

the RFID reader 104 and the merchant point of sale terminal 110.

On the other hand, if the protocol/sequence controller determines that the fob

30 102 signal is a mutual interrogation signal, then the protocol/sequence controller

may command the RFID reader 104 to encrypt the signal (step 520). The

protocol/sequence controller 314 may command the encryption authentication circuit

318 to retrieve from database 320 the appropriate encryption key in response to the
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transponder system decryption key), unlock the signal, and conpare the
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prot ocol / sequence controller 314 may then command the RFID reader 104 to
pr ovi de femdeanpingthel enatvpied foh aceddtIWRbEN gHREN arPreRdateoteauest frope
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20  318) may retrieve the appropriate security key, decrypt the fob account number and
forward the decrypted account number to protocol sequence controller 314 in any
format readable by any later connected POS device 110. In one exemplary
embodiment, the account number may be forwarded in a conventional magnetic
stripe format compatible with the ISO/IEC 7813 standard. Upon receiving the
25 account number in magnetic stripe format, protocol/sequence controller 314 may
forward the account number to POS device 110 via a communications interface 312
and data link 122, as best shown in Figure 1. POS device 110 may receive the
decrypted account number and forward the magnetic stripe formatted account
number to a merchant network 112 for processing under the merchant’s business as
30 usual standard. In this way, the present invention eliminates the need of a third-
party server. Further, where the POS device 110 receives a response from network
112 (e.g., transaction authorized or denied), protocol/sequence controller 314 may
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5 fob 102 to nutually authenticate. Fob 102 may then receive the encrypted
mutual interrogation signal and retrieve fromauthentication circuitry 212
a RFI D r esdes/oodexrypti on key. Al though an exenpl ary deci comspr/oioess of
prot ocol / sequence controller 314 is described, it should be understood
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pr ot ocolinis QIR RFIDaBREE 184 t3¢stem a0y applicatin paatadtess. bThanig, pebeto
connect ed PGS device 110. In one exeggl areéé enbodi nent, the account nunber

rrﬁy1lag fopevatiane ®fi aysteav it REHAI T ellPé mayr i0Se IR oFARMWBEAIAN VIl wi t h
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, as best shown in Figure 1. evice 1 receive th d t ed
account sﬁG%er%(ﬁdonﬁc\Wéﬁdh? ﬁéb r’rﬁgs!?é:tcpt:‘”%@‘l"iné@rsfng%ﬁ@tgt’Elﬁvaa“é:&!iﬁhf‘ugﬁrﬁ%ere to
a mrc“%tlggb?g@:?ﬁé%rﬁﬁ{ M YGESHAVIREISIPEaddIe1 OB EARRE SofiiSicdeRinas 30

usual stan thi's way, the present invention ellmnates the need of a
thi 18- paique sdentifier (gt betial mhmber)t weichOB\ayebe cesed byr tabeautienticati@ponse

br ot bcolTeeeRLE e et T 33D HPdEd Hho 5 81 5078eS BaEEs.7 1980192
provi de etnlg?yrgzﬁa wekduritenpssse to the RF nodul e 302 for optically and/or
audi bly co nicating the response to the fob 102 user. RFID reader 104
may addi ti on&lGy 1Britusitaies ansxermplanf pereoralgatipn system 100B, in accordance
with the present invention. In general, typical personalization system 100B may be

20  any system for initializing the RFID reader 104 and fob 102 for use in system 100A.
With reference to FIG. 1B, the similar personalization process for fob 102 may be
illustrated. For example, personalization system 116 may be in communication with
fob 102 via RF I1SO 14443 interface 114 for populating fob database 212 with the
security keys for facilitating authentication of the unique RFID reader 104 identifier.

25 In addition, personalization system 116 may populate on database 212 a unique fob
102 identifier for use by RFID reader 104 in determining whether fob 102 is
authorized to access system 100. Personalization system 116 may populate (e.g.,
inject) the encrypted fob 102 account number into fob database 214 for later
providing to an authenticated RFID reader 104.

30 In one exemplary embodiment, personalization system 116 may include any
standard computing system as described above. For example, personalization
system 116 may include a standard personal computer containing a hardware
security module operable using any conventional graphic user interface. Prior to
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comuni cation with the protocol/sequence controller 314. |In one enbodi nent,
the 5 USB interface may be a RS22 serial data interface. Alternatively,
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(e.qg., nject) the encrypted fob 102 account nunber into fob database 214
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20 (step 606). If the personalization system is operated manually, the personalization
file may be entered into the personalization system 116 using any suitable system
interface such as, for example, a keyboard (step 606). Where the personalization
system 116 operator elects to delay the preparation of the personalization files, the
system 116 may abort the personalization process (step 610). In this context, the

25 personalization file may include the unique fob 102 or RFID reader 104 identifier,
security key for loading into database 212 and 310, and/or security keys for
decrypting a fob account number which may be loaded in database 320.

Fob 102 may be personalized by direct connection to the personalization
system 116 via RF ISO/IEC 14443 interface 114, or the fob 102 may be

30 personalized using RFID reader 104. Personalization system 116 and RFID reader
104 may engage in mutual authentication and RFID reader 104 may be configured
to transmit the fob personalization file to fob 102 via RF. Once the fob 102 is
presented to RFID reader 104 (steps 608, 614) for personalization, fob 102 and
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information into the fob 102 or RFID reader 104, the hardware security
nodul e may authenticate the fob 102 and RFID reader 104 to verify that the
conponentwoaBsmo76adit hori zed to receive the secure infornatipomUSB2/HIGS. 6A- B
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occur (step GPd)endristeBdol a02ldctaunPhumber ARy e popelatedoitd esb (02 epthel2) .
Where a match occurs (step 604), the personalization system nay Erepare a
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. ere e person zation , syste operatar e St t he
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per sonalyiZalskef aBhPsess (step 610). In this context, the 25 personalization

file may 1 ncFude the uni que fob 102 or RFID reader 104 identifier,
seclbity key Qrme thmagerspnializatiatafikb s popdlatechint@ 1tbe fabd1 02, Hecpopulatadeys
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Once thge{%qpa%%thrgsy%?gs{eﬁg%t—?rt(gfa t eader 104 (steps 608, 614) for

per ggnal i zat ijoghoui®be HRedititht ikthe event the personalization system 116 process is
compromised or interrupted (step 628), the personalization system may send a
security alert to the user (step 630) and the personalization process may be aborted
(step 612). On the other hand, where no such compromising or interruption exists,
the personalization system may be prepared to begin initialization on a second
25 device to be personalized (step 632).

FIGS. 7A-B illustrate another exemplary embodiment of a personalization
process which may be used to personalize RFID reader 104. RFID reader 104 may
be in communication with a personalization system 116 via RFID reader USB
connection 316 (step 702). Once connected, personalization system 116 may

30 establish communications with the RFID reader 104 and RFID reader 104 may
provide personalization system 116 any RFID reader 104 identification data
presently stored on the RFID reader 104 (step 704). In accordance with step 708,
where the RFID reader 104 is being personalized for the first time (step 706) the
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WD 03/ 007623 PCT/ US02/ 21903 RFID reader 104 may engage in nutual

aut hentication (step 614). Were the fob 102 is not presented to the RFID
reader 10&o0foemoeex sonal i zation, the personalization process/usey2ies aborted
(step 610). If the fob 102 is detected, the personalization system 116 nay
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personal i zation system 116 an D reader 104 identification data

pr esent Ijutyaly adthenticate, e m@a@bzatmsxsé@rapﬂ TRomay yplade doe (ﬁgﬂ@er eRfeh step
708, 104 security keys (step 716). Updating the security keys may take place at any time

20 as determined by a system 100 manager. The updating may take place as part of a
routine maintenance or merely to install current security key data. The updating
may be performed by downloading firmware into RFID reader 104 (step 718). In the
event that the personalization system determines in step 706 that the RFID reader
104 is undergoing an initial personalization, the firmware may be loaded into the

25 RFID reader 104 for the first time. In this context, “firmware” may include any file
which enables the RFID reader 102 to operate under system 100 guidelines. For
example, such guidelines may be directed toward the operation of RFID reader
protocol/sequence controller 314.

Personalization system 116 may then determine if the personalization keys

30 (e.g., security keys, decryption keys, RFID identifier) need to be updated or if the
RFID reader 104 needs to have an initial installation of the personalization keys
(step 720). If so, then personalization system 116 may download the
personalization keys as appropriate (step 722).
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where the RFID reader 104 is being personalized for the first tinme (step
706) the 23 WD 03/007623 PCT/ US02/ 21903 RFID reader 104 and the
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t he
20 the elements of system 100A which may be used in an exemplary transaction. The

process is initiated when a customer desires to present a fob 102 for payment (step

802). Upon presentation of the fob 102, the merchant initiates the RF payment

procedure via an RFID reader 104 (step 804). In particular, the RFID reader sends

out an interrogation signal to scan for the presence of fob 102 (step 806). The RF

25 signal may be provided via the RFID reader antenna 106 or optionally via an

external antenna 108. The customer then may present the fob 102 for payment
(step 808) and the fob 102 is activated by the RF interrogation signal provided.

The fob 102 and the RFID reader 104 may then engage in mutual

authentication (step 810). Where the mutual authentication is unsuccessful, an

30 error message may be provided to the customer via the RFID optical and/or audible

indicator (step 814) and the transaction may be aborted (step 816). Where the

mutual authentication is successful (step 814), the RFID reader 104 may provide the

customer with an appropriate optical and/or audible message (e.g., “transaction
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RFI D reader 104 needs to have an initial installation of the

personal i zati on keys (step 720). If so, then personalization system 116
may downlwead3néme23 per sonal i zati on keys as appropriate (stepTad®219ex WO
03/007623 PCT/ US02/ 21903 Personalization system 116 may then check the
RFI D re@ctm’es?s@@"tm ‘&ﬁalﬁ) istep 818)t h&hé dbb mtdadnda’aeqwemes cantioltarr 268 paaydi ng

security ke h d | oad t 724). | f
pdat i ninerciaEews e Oaipt8E A Eoatiens e fat) ar R aheT anLptovide tHE
personabhéa@&éwa@é&ﬁﬁ%%eﬁ%% REFD- reédéomszs&éﬁszo ).f the personalization

system 11 efermnes that the fob 102 identifiers ‘and correspondi ng keys
need to be uftietREIDreadestid}4 mdy thér deerypbdthe Beeourdmusyisercand sgagverbitie oad

fob SecaPrountaiiabernty mBeneRf sige AsoTER® 261a! wudll GReiED AT pebed ot e
and t he i lypeneagiftéd 1dttoliBy intde id1ehé therdiant aysteint G0 REldp 1828gler In

dat abase 10 310 "as appropriate (step 728). The personalization system nmay
then creattisuar, thpdaceountsnumbsr Imay cke Aroyided iQ)rthBaPQS ubt0 dRyieedeysi s

by the pgégﬁ'%émé e éyc%%ﬂfnnjemo}ks?b(f&t %P%%eigenrgmlfﬁg?egﬂ?@betg@%g%

status persona I Zatl on roce

shoul d khansattish steidards) sThe FP(DSt dovies 110 mayy ttieemesessls any optical 1&nd/or
repersonal | ze the RFID reader in simlar nmanner as des r| b d abgﬁ I n that
i nst@ncauditle frnsastiani siationmeesagrl 9edhe i BED| Waﬂees %ﬁra hd9" be

r epeat eg%@lﬁ ﬁ%drl ﬂo“tﬁ[erc%tsﬁﬁné‘r“(s?eé? d)a_lry fl ow di agram for t he operation of
: be unde |

system e operation may rstood with reference to FIG 1A
whi ch depi ct é shfuld ﬂnfe ebtedethat thef trapsacionlacobuntiashooatecdbwitbstbe foh Hi

oDt LTS BBl B 500 o B L 165

102, the ﬁ%g‘cﬁnﬁsé £ Bé@bﬁﬁeélh%sg': CAHIAPRErch AR ASROGH @ o the e, Rindreihaatier

104 (step 804 I'n'particular, the RFID reader sends out an interrogation
si ghal ®addiioaal yenfication ps eeayicas wheﬂmlmg)me(@tbewts@@)of thecremtrickionsi greal nay

D oV 8ot 5 5 B R, ADLEPLE P T8 B0, ¥ B8 hecBEhE! 1
808) andrdviger. oPor Gansplactih vahe deldmplaey REmbadipidrngaheoacsb@itaimay we ded.
The fob 102 and the RFID reader 104 t hen engage in nutual
established such that purchases above $% (re., the spendung limit) must be verified
by the customer. Such verification may be provided using a suitable personal
20 identification number (PIN) which may be recognized by the RFID reader 104 or a
payment authorization center (not shown) as being unique to the fob 102 holder
(e.g., customer) and the correlative fob 102 transaction account number. Where the
requested purchase is above the established per purchase spending limit, the
customer may be required to provide, for example, a PIN, biometric sample and/or
25 similar secondary verification to complete the transaction.
Where a verification PIN is used as secondary verification the verification PIN
may be checked for accuracy against a corroborating PIN which correlates to the
fob 102 transaction account number. The corroborating PIN may be stored locally
(e.g., on the fob 102, or on the RFID reader 104) or may be stored on a database
30 (not shown) at the payment authorization center. The payment authorization center
database may be any database maintained and operated by the fob 102 transaction

account provider.
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aut hentication (step 810). Were the nutual authentication is unsuccessful,
an 30 error nessage may be provided to the custoner via the RFID optical
and/ or awslOhBeo7emyli cat or (step 814) and the transacti on negThS0EDONY ed
(step 816). Wiere the nutual authentication is successful (step 814), the
RFI D reader Tbé najs'rfcpaﬁomi &Nt may baspravidednito hthen P@ﬁr@witat‘em)msﬁrmgala

and/ or audi bI e ction WO 03/ 007623 P [ US 1903
pr ocessRBvery |°” 33 '%‘iﬁip 8@§?ﬁéﬂ@yﬂ%ﬁ5’ Eaf@ffb{-:%m KR! gair 208
may th%@v.rcetﬁoea@shbwm.ﬁlam@aS%r?alRFﬂﬂ ?Eéa%%@ﬁrﬁ@naﬁﬁwmﬁthnﬁmmmnd
provi de the encroﬁt ed account nunber to fhe RFID reader 104 (step_ 820)

The RFI Dradeidtd4.1 Nnhqynaﬁiemayebey@tcommualcatmwﬂuth@PQﬁmie&tﬂwéw (ehe 5

pr ov? de AERE R £ B a0kt 9Tk sREBby Phvemorel A iR retlifd Sotetcp
828) . | Wpopdetbivifgpihe Venificats® PN, theFEID feadeba 0nmyy desk toomaleh tHESPINLO
devi ce for transm ssion to the nerchant network 112 for processi ng _under

known bieithe sorrobpeatiegcP M steredremthies RFRereadsr 44 akdatahasgy3tthen 328nd an

(51 op- s 400 tievehR AT UM IRERLER ETbiD CRPARRents Mprtldh faRRET ™

not ed t k@detdmmirie wﬂe&térlt?e FHNQnarmeaibeﬁlutsﬂdredhodnthmpa?rgbnﬂ@lf‘:thorraatldmcI ude
a restriction, such as, for exanple urchase spending linmit, a tinme
of 3y Gseter databhassy wﬂ@é\kcqrs%at%eﬁqtaﬁnfOEe QéhaREOU iﬁde@FCh Ifemedgethe

wher e N pBftnaetidy e IHger Bd redftiedn ahd hEdISRiBASRaY Vel ohEd tBlbe

out si de o € regtrlctl restrictions nay be pe sonal [y assi gned by
t he fobcoGpletedr, or the account provider. For exanple, in one exenplary

nmbodi t, th t t.ab h b $X
(e "the’ sBbndf nglPTIAT ) SREGEIBEG ek itaoTn T AU RS Erceion. (e
verifi C@Eia%ﬂslﬁ@d’ sﬁéncmh@\nh#ﬁﬁmayw&v@ bﬁjﬁwétﬂ% %lreemqnahda@ in 1021 FGi on
nunber (PI'N) be recogni zed by t RFI D reader 104 or a ayrrent

aut hor i 2ds |aos~chﬁemtm blonbtdlwﬁanm)f aan;elg@m@ry: folyde2mhearaie fiobb! Obinc

were' « PR, aed i iR 65 Bidvetl, SRRkl ST !Z*f%%%é‘baer

spendi ngidrétrit, sender 9owsbp§§rﬁsu )t’h@ﬂn](gélfwllnt of tHefaly 002 deer.f Theeiamelic a
PIN, biometric sanmple and simlar secondary verification to conplete

the trafeasen W rrwé}eemapammum@a@n aithe rensor gledfags/dsives ST ReseiMinG at i on
the ver ltﬁé %gﬁégpﬁﬁéé\}prmt and activating the operation of fob 102. In communication

20 with the biometric sensor 904 and sensor interface 906 may be a battery 903 for
providing the necessary power for operation of the biometric security system
components.

In one exemplary application of the fob 102 including the biometric security
system 902, the customer may place his finger on the biometric sensor to initiate the

25 mutual authentication process between the fob 102 and the RFID reader 104, or to
provide secondary verification of the user’s identity. The sensor fingerprint may be
digitized and compared against a digitized fingerprint stored in a database (e.g.,
security database 212) included on fob 102. Such comparison step may be
controlled by protocol/sequence controller 208 and may be validated by

30 authentication circuit 210. Where such verification is made, the mutual
authentication between fob 102 and RFID reader 104 may begin, and the
transaction may proceed accordingly. Alternatively, the comparison may be made
with a digitized fingerprint stored on a database maintained by the fob 102
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may be checked for accuracy against a corroborating PIN which correlates to
the fob 102 transaction account nunber. The corroborating PIN may be
stored | owaloByo7ete. g., on the fob 102, or on the RFID reaser/usdz)19a3 nay be
stored on a database 30 (not shown) at the paynent authorization center.
The pay treinkastidriactaaiti providentsystent fnatbstsmvmayT heedigitizedafirrdsrpentmiagt pé ned
and operated by the fob 102 transaction account_ provider. 26 WD 03/007623
PCT/ USo2etified 3 mpgh the seme-way 88 IPARSFRREARD MYtk epRast tothept.devi ce 110
usi ng a conv i-an (e g P 'y RNIRHp@t i on
W ththe oo oo %%e'ﬁ@%’:%?ﬂéw%mﬂi o @lggbbli,d\éoﬁg“‘ﬁz@%ﬂ’%g’%@ﬁﬁu poeelity
comuni cgsteom 9G8R} the kgstBRi BO2rreaylde U tdPbNtHarizeaal puayhdse excesahmytheat i on
with_the eyice 110 (or 5 alternatively, RFID reader 104) using any
convEnt FSIRRISASY T RKTCIESe: SBERIRBOTEI IS SasPy HEETEnde GLRITEerS o
PIN, thﬁmt?ﬁb&i rpﬁﬁ‘@ﬁés&%c@@ds SREKspehdiRy Giit, NBePLibtohfert RRyCHE ' SAQIAtS NI
PIN stored on the RFID reader 104 'at dat abase 310 or 320. “Alternatively,

t he ver pfodde iasaurRinderthgt the purchase s avtharipagnéacoadinglyr theacugiomesmoay to
determ ne whet her the PILN natches the PIN stored pn e _paynmen

it hor | PRoYts shehctsntisnt i B AeERauie inat P i, BRg e SRHRBE 894 Wi

I'f a mabidmésicnBsiesort 984 gy ahas eligiive Bel MR prike ah@sprovide the aligltizée

transaction nay be allowed to be lpédon'gl eted. In an alternate enbodi nent,
8

ver 19i cdngerpriot fgruvartiiggtien agsissaii eve.eOngp|vesified, ®peHiR mayl pravidermy

bl ok atanSarid SoLEatsidng 5 sndhgel 202ty elipSianvdR, utdnsbePGRETT . °
secur i t p2eygoreforl@rdingi tonRFID cesdsrut04.y RFIE: esaddd2 0vyndyntHemdpravidditteeret ri ¢
sensor 904 for sensing the fingerprint of the fob 102 user. The bionetric

> f |
sensor Yepsagiorhautherigsfiana 40ithe RiPendevier dd8rin Sittiar manneriasels for
receivi 0 [ ' n L VA | rat.d 102.
I n comn%hcgplﬁ\(l)%ﬂ% \/E/i”?h Ehenlo EY%r&mﬂ?r ?gagé%sg?sggihgﬁd?ggns& ct??’(r%?éesfgf gﬁ:be 906
may1be #rabsattoryuddsr thermenghant'siboginebe asesaalkstapdarawer for operati on of

the bionmetric security system .conponents. .In one exenplary application of
the fob 102 (T8l RIFFRATAGBIURE: ARSCHRRN oy SXSTelat STbOARENBuST otk may
place himdntiBemaiest hsfbebéﬁé@ttbl Ghé CHEMmbanyiRg t Haévg@@e wHieh Mehele! the

aut hentication process between the fob 102 and t he D reader 104, or to
exemplary embodiment by way of illustration. While these exemplary embodiments

are described in sufficient detail to enable those skilled in the art to practice the
20 invention, it should be understood that other embodiments may be realized and that
logical and mechanical changes may be made without departing from the spirit and
scope of the invention. Thus, the preceding detailed description is presented for
purposes of illustration only and not of limitation, and the scope of the invention is
defined solely by the appended claims and their legal equivalents when properly
25 read in light of the preceding description. For example, the steps recited in any of
the method or process claims may be executed in any order and are not limited to

the order presented.
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provi de secondary verification of the user's identity. The sensor
fingerprint may be digitized and conpared against a digitized fingerprint
stored i weodatmbnse (e.g., security database 212) incl uaet/usn2/tiom 102.
Such conparison step may be controlled by protocol/sequence controller 208
and may be validated by 30 authenti d@laims circuit 210. Wiere such
verification is made, the nutual authentication between fob 102 and RFID
reader 104 nmay begin, and the transaction may proceed accordingly.

Al t er natjy¥@|aim: t he conparison may be nmade with a digitized fingerprint
stored on a database maintained by the fob 102 27 WO 03/007623

PCT/ US02/ 21903 transacti on account provider system (not shown). The

digitized fingerprint, may be verified in mich the sanme way as is described

abovtli,l vﬁth r&ﬁ%@ﬁipqnée(ﬂéa%rr&ayme%r?é(%%%WQF';‘/'” bpl i cat i o% of the fob 102

i ncluding the bi oneRAHB Fl@éﬂéh&%l Adérﬁﬁék@ﬂb@@ﬂFlDﬁ@a@bﬁb@@@@@ to@roligeused to
e

authorize a purchase exceeding 1| 5 established per purchase spendi ng
limt. radiphfrequenrey, (Rirdr @termegalies: signal sfor pewMerdtd A rteansRONELE cadteNhe

o chas£eteinl; Ao PRoSHHATCErstB, K i (o, RoMhilfoatiu # demsplRbet °
verifi caystem bycolritcdatg related itogsid eneaspoiderbsystetr RE signaloto 8G¥erchbat

bi onetric sensor 904 may then digitize the fingerprint and provide the
di gl @i z8ysten rsaiyBF PP ireRderdpClyinG i cat i on as descri bed above. Once

verified, fob 102;may prewi: J [ '

t ransponder 202 ((')'r al t%efﬁﬁgﬁ%}’g?%étér(aﬁt??gé]\)sl@)gﬂﬁapgggﬁ%{?ﬁpgbﬁa@]ﬁg to
RFI D reader 104. RFID mediED ldsthemtjcatioan cproivi ohe admemunicatisaciton said
authori zed signal to the POS device 110 in simlar manner as is done wth
convent iMEMBERI%r i ven systens and the POS device 110 may process the 15

transaction under jif he per Refnt’ $atBYssdIesin aSompiidicationndaitd- sEie megedi ng
detail ed description of exenplary enbodi nents of the invention nakes

r ef &b enaathantichioracicouitianyi ng dr awi ngs, whi ch show the exenplary

enbodi ment by way.of illustratjon. il Xe€. ry enmbodi nents are
described in suffi'\(:i en.1a %Y%ﬁsﬁl ?%'%%BI(QSPHE@Eﬁgﬁ?'%@ inthe art to
practice the 20 i pvent izoRF|DtprottRel/Sedeentedesitialied in kmmuhieatiemati aent s
may be realized and that |[|ogical and nmechani cal changes may

W t hogt leRg a@Ne lrﬂj $?;dnﬁn5hént§@ﬁqgatorara@id R a@.;hqm@aﬁﬁm[q%%%”ﬁé’ﬁ.q he
i ot aij . . . i .
Dty andeiniEssy | A sl (5B) Tnterele o sl AR, orBltcBiSedude’ |Carioligf ' on

20 configured to facilitate control of the order of operation of said interrogator, said
RFID authentication circuit, said RFID database, and said USB interface.

2. A system according to claim 1 further comprising:
a. a transponder system operable to receive said first RF interrogation
25 signal, authenticate said first RF interrogation signal, and transmit said transponder
system account data, said transponder system comprising a
i a first transponder responsive to said RF interrogation signal;
ii. a second transponder responsive to a second RF interrogation
signal, said first RF interrogation signal different from said second RF interrogation
30 signal;
iii. a transponder system authentication circuit in communication
with at least one of said first transponder and said second transponder; and
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defined solely by the appended clains and their |egal equival ents when
properly 25 read in light of the preceding description. For exanple, the
st eps recwoedoora2any of the nmethod or process clai ns mayPb&/UsEZI90Ed i N
any order and are not limted to the order presented. 28 WD 03/007623
PCT/ US02/ 21903 d &.ms aWrankpomderSsystém datetzsedar coaarenicatigmevith sait em
conprising: a. a Radio Frequen g I dentification (RFID) reader operable to
provi de IRNSPARAEY SYSERMAWRE tlﬁﬁﬁ M §treYik-ogat i on signal for powering a
transponder system receiving a transponder system RF signal, and
comuni cating a transponder system account data related to said
transpordder ¢$ysystenRRcsDiag tooclaimez,cwhatein 1€aid ytsarmpondar GyRRIND fughder

i nclgdi nrgl c|j a first interrogator for providing a first RF interrogation
si gndl ; TGU9ES REI D aut hentication circuit in communication with said

interrogatorg iii g taddpodrddrtptafflySBNnepEcenagd@tion with said RFID 15
authentication circuit; iv. a universal serial bus (USB) interface; and V.

a RFI D prot obel / sé@qiiensronssntgystara proteceldseauancat casiraliet fin gommunicatiohe of

dat abas il s Be8 pre BT uANP s A o st R lnaBhBshl Bl o1 20
confi guﬂﬁﬂlsb@nd@@%yétémt g Seointertdcedfsald ransseriderf syepem adutientidatisai drcuit,
i nterrogator, sai RFI D authentication circuit, said RFID database, and

sai #0 UsBNdriaid frapepondersysiarm SmaRasss 8RIAGransPONdPheYSIETT RIEPCASARHERIMY: a.
a tr anspenfisfier ottt QP &S eBhfal el A8 ¥Pop@lafioh|dr Yaidthrd: HetishBABLY, Uja 22
au Ca | | [ an& t {

si gnal , enti e Sald r st nterrogation si g'gnaI ) ransmt said
t r ansposdeond s YrEnspoaden urdaidlatranspandert r sysserandeutheytdationc oapouitsi rsgidh i . a

first transponder responsive to said RF interrogatio ignal: ii. a second
transpoﬁr@é‘lsg?rég‘?fo?ﬁ%}g dgga%a%@aﬂéalﬂ:tf?mﬁmgéggsm U§Ejﬂ’£‘?rfac§ai d first RF
interrogation signal different fromsaid second RF interrogation 30

si gnal ;
15 4. A system according to claim 1, wherein said RFID reader further includes:

a. a second interrogator, said second interrogator operable to send a
second RF interrogation signal; and

b. a RFID communications interface configured to communicate with a
merchant system, said communications interface operable to provide said

20 transponder system account data.

5. A system according to claim 4, wherein said RFID reader further includes a
first antenna in communication with said first interrogator and a second antenna in
communication with said second interrogator, wherein said first antenna is operable
25 to provide said first RF interrogation signal to said first transponder and said second
interrogator is operable to provide said second RF interrogation signal to said

second transponder.

6. A system according to claim 1, wherein said RFID reader further comprises
30 atleast one of a universal serial bus (USB) and a serial interface.

7. A system according to claim 1, wherein said RFID database is operable to
store at least one of a RFID reader identifying data, a transponder system
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Iii. a transponder system authentication circuit in conmunication wth at
| east one of said first transponder and said second transponder; and 29 WO
03/ 007623vBG@3HhISER/ 21903 iv. a transponder system dat aba®eTiuso2/21903
comuni cation with said transponder system authentication circuit. 3. A
syst em atsooymtiong sécurity aiey, 22 RFIEr eeadesaéncryptiors secdety kggt am framspomder 5

I ncludes: a. a transponder, K system USB interface;. and.b..a trans r
system rﬁ‘ﬁ'ﬂ%&ﬂaﬂ@@éfﬁgﬁfé %Hﬁ&%‘?q %Vﬁte%ﬁﬁiﬁﬂﬂéhkdﬁaﬁﬂc%mm%ab?'g@lﬂ one of
said first transponder, said second transponder, said transponder system
USB interface, said transponder system authentication circuit, 10 and said
transporier ysystemiacedrdiyg tosalaints, avhreindsaid Syl regsgestfodber seapeaes

control |l er,_canfiguted control the orde eratiogn_of said fi

Cr anporfadpastoandiof Scrbi Rl siaihe. 4 8 e BT ElBiadr=dball) said RFID
aut hent ijgRkhdrkérnfd bhd safl RFIDSASRANSstenhd YoRyd SrovicRnat [@aktone
transponder system USB interface. 15 4. A system according to claim1l,

wher ei n G gt RSERD intestpgatipasigngl and skigieecond Rb integegationsignabgat or, sai d
second interrogator operable to send a second RIF interrogation signal;
and b. a RFID communi cations interface configured to communicate with a

mer chantg, syst/emsysth chgvoraingi eatiaims2, wherdiacsaidpleamdpandes gysterderthard 20
transponder system account data. 5. A system accordi ngﬁto claim4, wherein
sai dORI ROPRTisEgent fleasthepei Atlaudest Hansponderapyama SNFEEMANS SaSPEANM t h

said fir ' ' ' [ ' id
second 1sPERASt SPEH afiind, SERFPRC: HepDRuer sy SeRTHMEPR I 16 U
sai d fi weteikkFsaidt fast dfatintenrogationl sigoalsand faids setorah Sanspendandystnd
second interro or i,s operable to proyde said,second RIF interrogation
si gnal taé‘t%@?%cg%t@%ﬁ@?q F%?é‘f?o?ﬁigrS.ecgr.“?ﬁFg'{/’é?ré‘?ﬂaé'é’E'oﬁ'Qﬁ‘?{g to claiml,
wherein said RIFID reader further conprises 30 at |east one of a universal
serial bus (USB) and a serial interface. 7. A systemaccording to claim1,
wherl&i n 1€kai d ARFEstdat adeseding dperclaime 8o whergir &bid etizansponsesf systePnD

reader ipcrlg otciof/gtiaqn&n%%t %’onfiroﬁérarlls? proens%%Flsi%Sttg Mht ?fgast one of said first RF
interrogation signal and said second RF interrogation signal, said transponder
protocol/sequence controller controlling the sequence of operation at least one of
said transponder system authentication circuit, said transponder system database,
20 and said transponder system USB interface in response to at least one of said first

RF interrogation signal and said second RF interrogation signal.

11. A system according to claim 3, wherein said transponder system
protocol/sequence controller is configured to activate said transponder system
25 authentication circuit in response to said first RF interrogation signal, said
transponder system authenticating circuit configured to provide an encrypted RF
interrogation signal, said transponder system authentication circuit configured to
provide said encrypted RF interrogation signal to said first transponder for providing
to said RFID reader.
30
12. A system according to claim 11, wherein said RFID reader is configured to

receive said encrypted RF interrogation signal, said transponder system
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WO 03/ 007623 PCT/ US02/ 21903 decryption security key, a RIFID reader
encryption security key, an transponder authentication key and a

t ranspond®o o3geteesn per sonal identification nunber (PIN). P8T/UAIBYI®0EM
according to claim5, wherein said RIFID reader further conprises 5 at

| east omeotwicolsd&iudnei cbatrolidr actiestitg saidl tearRipeNDeexsysteral aathtemticatiorsai d

RIFID internal antenna and sai | EL D external antenna configured to
provi de GHCU|t EHEQSPOREE t%Pa@a‘?’EFrYPtreg FE'%erﬁerrﬂg%tP%ﬂﬁf‘?on si gnal and said

second RIF interrogation signal. 9. A systemaccording to claim2, wherein
sai d transponder systemfurther 10 conprises at |east one of a first
t r ansporider Wsysﬁmmdagémﬂam&oﬂ@reﬂr said Rndedatepesein eonfiguiad teai d

| nt oPr oBPVER S aRSRON ST BeriierCha o, bR el Tyt bl

confi gurréépér%er Etéesme éﬁt@pﬁé%l:q:@ld .Rté?rogat@hr 8igdial, 083 Qﬁéﬁh‘spoﬂ@erl(%.yst%n‘wﬂem
according to claim3, wherein said transponder system protocol/sequence

cont rf)l |dacrymlqgei<9wsnﬁqrvelseolratdaaésazimgorseldoferwaymed| REt iMerogptierRr$iggak i on
|
o ot ocolr QuAleh e i /ERRERAM Siibel 4 sarRbliadt SRBAIASPION | s

one of kegigtovidad o eaideicasips basedoh @eniniqad transmndmndentim:adom tedeponder
syst em dat abase, 20 and said transponder system USB interface in response
to 4P least one of said first R F interrogation signal and said second RIF

i nter 1 ogal i o, S{GA acddrairfy RY SLAM AL GO RED Buberisiioh biredh %

t ransponder sys em pr equence contro IS con |gure to activate
said tr aosfiguder toysbmpareSsaidt Heatypteat iR initercogationn sigregionse saids &vfd
first RLE i nte rogati nal trans nder syst em aut henti cati ng
circuit '%t@Fﬁoﬂa PR Qﬂé%@%ﬁgﬂa%@%@ﬁpﬁt@%ﬁ B¥ISt$nt errogati on si gnal , said
transponder system authentication circuit configured to provide sai d
encrypted RIF interrogation signal to said first transponder for providing
to $ai d 18.FI B reystem. agdrding #o syisineridcebetiimgsaid RFADnprtocalisederncgai d

S gnal , ConraIersreanEiE G adnld SE1eG B Se SABLUREN Nl AT SARRHI
pr ot ocoldohfilfiRaRor® GRtdrRldee Wttt YAt RFIDahdthen@BatReM dgfcury fikehes said

authentication circuit in response to said encrypted RIF interrogation
si gnal . decrypted RF interrogation signal and said RF interrogation signal.

20 16. A system according to claim 15, wherein said transponder system
protocol/sequence controller activates said transponder system authentication
circuit in response to at least one of said first RF interrogation signal and said

second RF interrogation signal.

25 17. A claim according to claim 16, wherein said transponder system
authentication circuit is configured to provide a transponder authentication code to
at least one of said first transponder and said second transponder for providing to
said RFID reader.

30 18. A system according to claim 17, wherein said RFID reader is configured to

receive said transponder authentication code, said RFID protocol/sequence
controller activating said RFID authentication circuit in response to said transponder
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13. A systemaccording to claim112, wherein said RFID database is
configured to 5 provide a transponder system decryption key to said RFID
aut hent i cs0IoBM0BRY cuit in response to said encrypted RF POTAISIDZIA0I ON
signal, said transponder system decryption key for use in decrypting said
encr ypt exlitirbrificativrr cogmt said RFJDabutheptioatiah miycait deanfigore dtoRENTnipérsagat i on
signal, said transponder system decryption Kkey provided to said reader
based oﬁr%pgﬁﬁﬁ%“tgﬁaﬂgﬁfmﬁd@denti fication code. 10 14. A system
according to claim 13, wherein said RIFID authentication circuit is
configured to conpare said decrypted RF interrogation signal and said RF

i nterrod&.i orA systeal acoomdiéng: tarcladmwiistwieerein saidcRFéXireader E5cafigured st em

according tq clajm 14 erein.said R FI.D protocol /sequence. controller is
oo B gvis Sai Shavbtel SitBaliciol LB B Dl e 8 on ¢RI Bl b
communi cation interface where said RFID authentication circuit matches said

decrypted RF interrogation signal and said RF interrogation signal. 20 16.
A syst erdlaccd¥ 8ystgm acedrding tosclainn difeiwhesaindsaid Arasisppnder sysieandatabase

Bt hent e 2PEATE fo BRTP et B s P PR RN Bfla o RFID
i nt er r ogahd@ndedrgpivdn seclirinkdy,  ganasoriddr systeeti sogairtalatsi gnal . 25 17. A
claimaccording to claim 16, wherein said transponder system

aut ABntication circuit is configured to provide a transponder

aut hent igat i : i A i, d
Second 5 ansgosiert afcording PSRN0, Ineio Sy BshbRBSERMEm déttoat |
accor di ng tonfiduredn 7, prolvigieeisaics aRBIORI Fédder eddenyptisn ceeCurgyr kdyt to sadei ve
sai d transponder authenticatiop code, sai.d RFID protocql/sequence

cont r ol [ESRE0ACE: PYRJoEhi BUREANERUAR hEREIICa oFPPONSE: 0] roabe FRBRIES sai d
L' ansponfiffientAth Qe L REBT et/ iorAkED it ISt I ReeRingSaid RFI D
authentication circuit configure to encrypt sai t ransponder

aut HBnt ienarypiad ctraespdriler Aasthenticatmnc codengroddirigaiamdes8rypied rishmsporider RFI D
reader is,configured to 5 provide said encrypted authentication code to
sai d t r APIMEEAOLFOAEM 20. A system according to claim 19, wherein said

transponder system database is operable to store at |east one of a

t ransponder SR/S'[ emidentification data, a RFID _
22. system according to claim 21, wherein said transponder system

authentication circuit is configured to compare said decrypted transponder
20 authentication code and said transponder authentication code to determine if a

match exists.

23. A system according to claim 22, wherein said account data is in magnetic
stripe format.

25
24. A system according to claim 23, wherein said transponder system transaction

account data is pre-encrypted.

25. A system according to claim 24, wherein said transponder system database
30 s configured to provide said pre-encrypted transponder system account data to said
RFID reader where said transponder system authentication circuit matches said
decrypted transponder authentication code and said transponder authentication

code.
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reader decryption security key, a transponder system account data. 10 21. A
system according to claim 20, wherein said transponder system database is
conf i gur eslotos/ogmeed/i de sai d RFI D reader decryption securityCragor/msni d
transponder system authentication circuit in response to said encrypted

aut henti cation code, said RFID reader decryption key for use in decrypting

id 15 ted t nd thenticatj i i di d ted
ol 1S SCTYpLed okt S0SPgnISE ULhERL cacl o conap Bl oA ser el
wher ei n i§aécgwﬁgh?é’t§ RENGRNvIdY %raﬁi”tra?iébgﬁﬂéﬂ %gﬁe?rﬁ‘ PIN GHdt shid W@fén@Wéﬂth 0

conpar e sal ecrypted transponder 0 authentication code and sai
t r ans ponceEspandér systeat | accocotiedate whers rsaid transpondat cutbantinadion2godey

system accordi ng.t o, cl ai 2, Wherein sai ccount d I.S.1 td

Stvi Be ronars i BeenRie ansPasis; ARl R beathd sl i LRgE e

t r ansponRKiRrog¥ b s SignahRadéHdsOshid RICRIEF oghition digndlr €-encrypted. 25. A system
according to claim?24, wherein said transponder system database 30 is

configured to provide said pre-encrypted transponder system account data to

said RE r r i r der St e [ £at i i i

mat ches “sai d%ggéﬁg\;eﬁgggomgééo %@?%ﬂ&hee%l&cgﬁdgﬁéﬁg eﬁcg_%dé @g‘?@ fufthiet

t r ansponrdeipritigshg ngvitoht isaid swildd. oeralile G3/cpRBRE23r RIFdISOSHa?aBaB of Xaid A
system according to claim?25, wherein said R FID communi cations interface

i s d8nf itANseaNEer $¥¥eMde sai d transponder system PIN and sai d pre-encrypted
transponder system account data where said transponder authentication code
5 mat ches said decrypted transponder authentication code, and said

decrypt @8.Rl A siysteen aogerdiran te clairal 2 havicérein saidds\itch g eonigiaeddo glageal .

27. A system according,to.clajm26 erein,said transponder systemfurther
conpri s&8€ fraggperger %%t%ﬂwfl Lﬁ?SgB@?\gEPé %t'aﬁwoé{eo?”‘gﬁeé%?‘%s'§'§éFQPPon of
said 10 transponder system 28. A system according to claim27, wherein

said switch is configured to pl ace
15 29. A system according to claim 27, wherein said switch is mechanical.

30. A system according to claim 27, wherein said switch is configured to respond

to a logic circuit.

20 31. A system according to claim 2, wherein said transponder system further

includes an internal power source.

32. A system according to claim 31, wherein said switch is in communication with
said internal power source, said switch responsive to said internal power source.

25
33. A system according to claim 31, wherein said transponder system further
includes a biometric circuit, said biometric circuit in communication with said internal

power source.
30 34. A system according to claim 27, wherein said switch is a biometric circuit,

said biometric circuit operable to enable or disenable operation of said transponder

system.
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the transponder systemin at |east one of a selectivity node and an
inclusivity node. 15 29. A system according to claim27, wherein said

swi tch i swowmshemsexal . 30. A system according to claim 27, painarset/msni d
switch is configured to respond to a logic circuit. 20 31. A system
accor di rgh.t o Abpstenacoundingi to claimi34, nensrpirnstiid bsyrabtin dinouithe configureddes an
i nternal power source. 32. A systemaccording to ¢claim31, wherein said
swi tch IR SEIg RTSPORAFEAVIIPTIN 0bg of 3 srlerhdly pade And i bl Uskaly anadgt ch
responsive to said internal power source. 25 33. A systemaccording to
claim 31, wherein said transponder system further includes a bionetric

ci rcuit,36Gai dA lsiystem rRiccording do tcldim € owimareaio staid RRD: reasier dntludes @aRFIPower

. 34, di |l aim, 27, wh | i d i i
b obe 1 PN Fevgo, SHRUEFI BSieyRe Confadpd' @ frodtk SSidlraRinandth PY, & 5e:
operati qRFIpf 2agdr tEHIRAEW SO OMPRE said ErRBORELOFANCGH JalP/réd88d 35.

A systemaccording to claim34, wherein said biometric circuit is
conf i gurteahspender RY¥, said RiIPaesgendperabisstoeproviteoaldeast ene ef saidirgreiyednde

and an inclusivity de._.,3 em.acc | n Lai me7, ) i.n_said
RFID r ea{E]aé}s I HgFtdggRa Sﬁf—q Dﬁgn%ﬁ@iyggg (gr;fi% %WCS%BFN[&%?%%%%%&?%W ed
t o receitighspandet PANSEENTidatiofrbi\recedied tratidganden N provitied witste tsaid RFIRI e
said transponder PIN to said received transponder PIN, said R FID reader

opeffbl geadepmatiahes said traasporsias RIN tosaid receivemifanspondepéiler PIN, said
transponder PIN, or a verification of said received transponder PIN,
verification of received transponder PIN provided where said RFID 10
reader r18m. ches sysietn tacgosiogdercldthiN7t evheaeit said RV réadersisoocaidiguredto37. A
system accor diq?agq!,t o claim7, wherein sai ? Rl FI D reader ,is_conf iﬂ%ﬁed to

pr ovi de REgYidersatdrsisaandei RIN doa payment anfidization: Fstiercfar enficgron of ~
56, wher g T ot em i ncl udes a mer ohant System PI K keypad,
sai d5nmerchant system PIN keypad configured to receive said transponder PIN
from sais%.mr&gegtteﬁ%%ggmi% '?Io %?Qf%aga \?Vﬁierdein said merchant system includes a
merchant system PIN keypad, said merchant system PIN keypad configured to
receive said transponder PIN from said merchant system PIN keypad, said
merchant system configured to provide said transponder PIN to said payment

20 authorization center for verification.

39. A system according to claim 33, wherein said biometric circuit is configured to
provide a biometric data verification response, said biometric circuit configured to
provide said biometric data verification response to at least one of said RFID reader
25 and said merchant system, wherein said biometric data verification response is an

identification verification data.
40. A system according to claim 3, further comprising a personalization system

operable to initialize at least one of said transponder system and said RFID reader

30 to transponder-reader payment system parameters.
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mer chant system configured to provide said transponder PIN to said paynent
20 aut horization center for verification. 39. A systemaccording to claim
33, wher eva o3aém2di onetric circuit is configured to proviedetsobzionetric
data verification response, said bionetric circuit configured to provide
sai d bi artet r i/ system apordingdoiotainy 43 peimereirt smdtpelrmlizathm sfsteai i$ iRAMD
reader 25 and saij d nerchant system wherein said bl@g {c dataf

verifi cSOMYRAURIEfeNS avifly Sald TraRFRGNGSE asYIEMy &5ING @t €5R (1819748, USByst em

accordi ng, h@cl%'r%'nP‘Fa: chMnUHEatioERr i sing a personalization system operable

to initi a Ize at ast one of said transponder system and sai d RFI D reader
30 to transponder-reader paynent system paraneters. 35 WO 03/007623

per sBnal i at PorvapEn eV ag EERr AT nhandih SR Ktrss et $0eomia

system lé‘l‘écﬂﬂcél%dnﬂﬂﬁﬁw@ﬂ@r@%tﬁ SHRPRFID Rggddror and RIF communi cations. 5 42.
A system according to claim4l, wherein said personalization systemis in

el ectrical comunications with said RFID reader 43. A system according to

claim4 wh i i .sqnal i at

| east o%g’ of%g}ygteﬁ#ﬁ%f@ﬁg £ Cga%t ?'yl ng gltgg'd pgﬁ%ﬂglgaer& %8%hﬁ§m
decrypti rémeublpiqpu@e at Readd cma:oﬁ/wchFmemarderydémyymgmm rtaammnﬂer Pl N
on said FI D dat abase. 44. A system accordin aim 43, vvherg ﬁ\ziu d

per é@nalﬁyﬁﬁm §8CE/PEOB ECHtyokRY: aﬁ;’f 1D ercrypiien ég@”&b’ (iﬂeé(aﬂ‘d draasppn
transporbqualaﬁ-_tlpred Qgggé fication data, a 15 RFID reader decryption

security nsponder encryption authentication security key, a
transponder systemtransactional account data, and a transponder systen1

s e Rt o SERE L TSR o, RO s
initialli réﬁlsd(otﬁ(?‘ @"Q%ast‘léne Bf SARE ﬁah%&fd'é?'sl%térﬁ iGeifitadon \U2@4 €4 n

said RFID rea comuni cation wth sai'd transponder system
sai d5RI RED ¢adeer cq@erymioe secunlypkbnt @ dranspesderoremcofptioal @uthenticptorier

£ ansporsanily, ke fRnaBbfie Snin Sl iRt Thnd Rl Bl e & kel Bt S com

dat abaseystem authentication security key onto said transponder system database.

45. A system according to claim 2, wherein said RFID reader is operable to

20 initialize said transponder.

46. A system according to claim 2, wherein said RFID reader is in RF
communication with said transponder system, said RFID reader operable to
populate at least one of said transponder system identification data, a RFID reader
25 decryption security key, a transponder system transactional account data onto said

transponder system database.

47. A transponder-reader payment system comprising:
a transponder system operable to receive a first RF interrogation signal, and
30 authenticate said first RF interrogation signal, said transponder system comprising:
a. a first transponder responsive to said first RF interrogation signal; and
b. a second transponder responsive to a second RF interrogation signal,
said first RF interrogation signal different from said second RF interrogation signal.
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47. A transponder-reader paynent system conprising: a transponder system
operable to receive a first RF interrogation signal, and 30 authenticate
sai d firswORB®oiems errogati on signal, said transponder sysPemusonpmodsi ng:
a. a first transponder responsive to said first RIF interrogation signal;
and b. a second transponder responsive to a second RIF interrogation
signal, said first RIF interrogation_signal different fromsajid second R F
i nterrod®iod\ SYSiEM .aCC@»@L"W)t@ @5‘7@58 iNsBRif Hapsponger %sg%rgtfgﬁtﬁer
accor di ng.t i ' i onder system further includes a
skl ix JN&SsFarA U Shtbfaes P y . .
t ranspon elrjﬂ’%s;étgﬁ‘séég I nt e% ace. 5 49. A systemaccording to claim47,
wherein said transponder system further includes a serial interface. 50. A

Lo rBealvs o eyderRakooming 16 TOA S MIRER Sat GIBSRIEL DR ARRL ™ ©

first Rifuidd£s sedatiniategnal , said transponder system conprising a
transponder system USB i nterface. 51. A transponder-reader paynent system

conprising a RIFID reader operable to provide at |least a first

i nterrogator Jfor vi di i i r [ ignal and a 15 second
i nt errogat or AT@‘?\ngéog‘AegTr%%d% ééé@i‘%m Si%fegﬁ ?gg‘ﬁ'g@'ﬁsm gnal. 52. A nethod of
t ransponder - eRgRspdPRIETEYStepP Bpeiabla @ tdueivid aisstORF intermogatiodisighat, and
transponder system_ the transponder systemresponsive to a pluraljty of

i nt 49 r ogathesticateysriddirst R inteeagabenisignal seidhirarsRandgr systegnsemareingra an
20 accog%ksg%%t%ﬁwgﬁmgﬁg& and account expiration date; and b.
r’‘eader,

provi di ng a Sai d reader configured to provide at |east one of
the interrogation signals. 53. A nethod according to claimb52, further

conprising the steps of: 5 a. encr ing the tran der system account
dat b b8k ni ) HPNSROR HEATS ARTORTICY ST REPTIStIS Pt CoePEEh GPE RO D
reader; p‘f'oviHHté{al!eégt aUﬁreﬁmtbﬁagét% JBP?rﬂf&in@@i?ﬁrin{’é}Po%d?i%nt igREPanRd e
system = e. providing the encrypted account "data from the transponder
syst&m tsecoBg irterofioDforaardeiding a sdeand intémegation sigoalypt ed account dat a;
and
52. A method of transponder-reader payment comprising the steps of:
a. providing a transponder system, the transponder system responsive to
a plurality of interrogation signals, the transponder system storing at least one of an
20 account data, an account name, and account expiration date; and
b. providing a RFID reader, said reader configured to provide at least one

of the interrogation signals.

53. A method according to claim 52, further comprising the steps of:

25 a encrypting the transponder system account data;

b. initializing the transponder system;

c initializing the RFID reader;

d mutually authenticating the RFID reader and the transponder system;

e. providing the encrypted account data from the transponder system to
30 the RFID reader;

f. decrypting the encrypted account data; and

g. providing the decrypted account data to a merchant system.
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9. providing the decrypted account data to a nerchant system 37 WO

03/ 007623 PCT/ US02/ 21903 54. A nethod according to claim53, wherein

nmut ual awbesbi2at i ng i ncl udes the RFID reader authenti caCirngol/eos3
transponder system and the transponder system authenticating the RFID
reader. g 55.A fretRddedcocting to i3 ahereddmutdr razithemtidatialg inclubdesttheat i on
i ncludes: a. providing an interrogation signal fromtéhe RFI D reader to the

t r ansporftielD ssadesrguthenticatingpthentiansronder systriat ABR BE Jransranden system
transpo : encrypted aut hentication interrogation

si gnal ; %ﬁ%&y%ﬁlﬁg}t%?r%ﬁ{)ﬁgagﬁrér ypted aut hentication interrogation signal
to the RFID reader; d. decrypting the encrypted authentication

interro ion signhal at the  RFID peader, .decrypti i.ncl.udin sing a
trangporter Y Beliediaergrdinaie ey s yherelry muiudl Authientitiing udss:
interrogationsig i d [ of8t AReSIFM ; O\hai ng
an aut hori zaﬁ on Eggghﬁr%ﬁ h@ﬁ:{rr%]a?ggngiegrﬂaiygtéem tg t he FEEIaBDerr ggder?i g.
encr ypt itransploadavusysteinzat i on code at the RFID reader to forman encrypted

aut hori zation code; 20 .h. providing.the .encrypted authorization o the
t r ansponder g&/sterﬁncrYPt'%&e}/'&t‘?fﬁ t'l%'_ %ﬂ%é:'y%tttbﬁ %%'%Pmd%%ya n&i@i&_ t he
t r ans pongeencrypliedithestdatidhiin@riogatiolsitmalsi ng a RFI D reader decryption
security key;"J. matching the authorization code to the decrypted

aut ABri zat i orc.codrovighgphe enargpted @ulledicatiag interregatiomsianal i theaRFIY ng

t he tranrggﬁerder systemincludes populating at |east one of a transponder
system i i'fication data, a RFID reader decryption security key, a

transponder sj/st eradorgiiRrgtherencrysted, aathdnticatonc intptredation asigmeindeth®! N
onto a transponder system database. 30 57. A nethod accordi nq to cl ajm 56,

wher ei n RAR readeri AGCrYRENRINEUAIBESING e IraRRONASs RYSIRM APCAYPIEL88CBHE of a
RFI D reg%g,r identifying data, a transponder system decryption security
D

key, a encryption security key, and a transponder PIN onto a RFID
dat abase. e. matching the interrogation signal to the decrypted interrogation signal,
f. providing an authorization code from the transponder system to the
RFID reader;
g. encrypting the authorization code at the RFID reader to form an
encrypted authorization code;
20 h. providing the encrypted authorization code to the transponder system,

i decrypting the encrypted authorization code at the transponder
system, decrypting including using a RFID reader decryption security key;
j- matching the authorization code to the decrypted authorization code.

25 56. A method according to 55, where initializing the transponder system includes
populating at least one of a transponder system identification data, a RFID reader
decryption security key, a transponder system transactional data, and an encrypted

transponder PIN onto a transponder system database.

30 57. A method according to claim 56, wherein initializing the RFID reader includes
populating at least one of a RFID reader identifying data, a transponder system
decryption security key, a RFID encryption security key, and a transponder PIN onto
a RFID database.
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38 WD 03/007623 PCT/ US02/ 21903 58. A nethod according to claimb52, wherein
initializing the RIFID reader includes populating at |east one of a RIFID
reader i deotBhyiceryy data, a transponder system decrypti onPseasni/2zpokey, a

Rl FI D encryption key, and a transponder PIN onto a RIFID 5 database using
a USIB interface. 59. A nethod according to claimb56, wherein initializing

t he transponder system includes populating at |east o of a, transponder
syst em iSent i Mededbacerdng tg qaim @8 wheredn infializing ﬁh@rﬁég[ﬁ"qdﬁe}” "k‘gyge%nd a

transpo yst I CLd i : i pt t hod
accordi E%%P lc?q%aa?meéf?%\?\]%eéfelgn%?ﬁ? ? |e%¢¢ ngje? Hféﬂ% ggfa ﬁo%cigr{s?g@? %ﬁ]@ystléggf udes
i ni tial ideicngtioai skcurignisngadRF IB gateptios keg, andRBRrdhspeader PIN®n6d a RFiidet hod
according to claimb57, including using a switch to enable the transponder
system detabass ying @dﬂ@éé’t‘tﬁ g§C®f at | east one of a mechanical switch, a

| ogic switch, and a bionetric swwtch 62. A nethod according to claim61,

i ncluding providing a secondary 20 identification in response to a request
from a & ch@ntedlyed aocording to claim 56, wherein initializing the transponder system

includes populating at least one of a transponder system identification date, a RFID
reader decryption security key, and a transponder system transaction data using a
10 USB interface.

60. A method according to claim 52, wherein initialing the transponder system,
includes initializing said transponder system using a RFID reader.

15 61. A method according to claim 57, including using a switch to enable the
transponder system, the switch consisting of at least one of a mechanical switch, a

logic switch, and a biometric switch.

62. A method according to claim 61, including providing a secondary
20 identification in response to a request from a merchant system.
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