WD 00/ 55774 PCT/ GB99/ 03091 -1- TITLE OF THE | NVENTI ON TRANSACTI.-ON SUPPORT
SYSTEM ‘BACKGROUND OF THE | NVENTION  The invention relates to a conputer
system for supporting commercial 5 transactions, nore especially but not
excl usi vel ywe oogsmpait er system for supporting trade of googernesidihaPi NY,
wherein shipping will be understood to include transit of goods in ocean
goi ng vessels, air-freight, rail-freight and road haul age, for exanple.

For several centuries there have been e§tabllshed procedures for
international trade in goods based around the use of a Bill of Lading. A
Bill of Lading is a 10 docunment used in connection with shipnment of goods
froma sel | er TIKLE OFNEHE ISVENTIONUSi ng a shipment) to a buyer (or other
receiving party) via a carrl er. The Bill of Lading is generated by the
carrier when &y e+ e goods to the carrier *cboor+ shi pnment
froma dispa T port. The Bill of Lading includes an
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i ncludes a contract between the carrl er and the seller that includes an
undertaking by tlﬁge claV[ertl er % to hand over the goods at the destination
port to soneone pr Béﬁi’c Thd® B ISPMBHteI SR . ORFPRROTEN SPBEEGH! by t he
carrier, the tBhdabtis, rhatdldﬁgclaﬂyltﬂt hbtaé)dcbﬁsﬂv@lytah&nﬂﬁﬁ%?s“tén@rfor gfgp&tm he
seller. V\Vule%l| Oﬁ? re.in transit with_the carrier, Il of Lading
passes fromPReokLrePy ¢ Ft“l‘t%e“l?ﬁS‘FE‘rSthﬁ’f’tge‘W”\hea‘m@ﬁﬁﬁo%@ linﬁtl@rtmdttaf i es such
as the sel | efyosdshiaBlean ol VIR IDHY Beight, BAMKeighvahd /50 Rhwage! of Lading
becones exhaust ed V\heng{nggr esent ed telgﬁt he ce{rrl erﬁig{l tuFYtal edfg gll on port in
exchange for the é@fdéﬁeralsemrlcﬁe@atell‘@wobeea esrebhsbcd pnoemﬂsmsttmrantebmtxmm buyer
and seller vi el, e ye ba descr The goods are
handed over tngd% e éogrsr%?%r ﬁ?%% ¥ %ae sgaf% mgThé %@r?ﬁ {é?ﬂbge%ear ates a

Bill of LAadi Rgcuemedt uadtlnfcomcmmwgm@mgmm chgood:sOﬁ‘mnei sellan cbriothed @y OF der .

The seller takesth of Ladlngah gives it to his
causing a s xpment) to a buyer (o er recexvmg party) via a carrier. The Bill of

Lading is generated by the carrier when the seller gives over the goods to the carrier
for shipment from a dispatch port to a destination port.
The Bill of Lading includes an inventory of the goods received by the carrier
15 and a verification by the carrier of the good condition of the goods. The Bill of Lading
also includes a contract between the carrier and the seller that includes an undertaking
by the carrier only to hand over the goods at the destination port to someone who
produces the Bill of Lading.
After generation by the carrier, the Bill of Lading is initially in the possession
20 ofthe seller. While the goods are in transit with the carrier, the Bill of Lading passes
from the seller to the buyer, often via various intermediaries such as the seller’s bank
and the buyer’s bank. Ultimately, the Bill of Lading becomes exhausted when
presented to the carrier at the destination port in exchange for the goods.

Some details of a common transaction between buyer and seller via their
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respective banks is now described. The goods are handed over to the carrier at the
dispatch port. The carrier generates a Bill of Lading and certifies the goods to be
complete and in good order. The seller takes the Bill of Lading and gives it to his
bank. The seller’s bank may then credit the seller’s account with the sales amount

associated with the goods, if a letter of credit and bill of exchange are also present for
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bank. The seller's bank may then credit the seller's account with the sal es
anount associated with the goods, if a letter of credit and bill of
exchange are al so present for WO 00/ 55774 PCT/ GB99/ 03091 the

transacti onyglfssmg! | er' s bank then sends the Bill of Ladppgchsdsoi buyer S
bank. The buyer's bank now in receipt of the Bill of Ladlbng creglts t he
seller's bank by the sales anpbunt and debits the buyer's account by the
sal es anmount. The buyer's bank then sengs the Bill of Lading to the buyer,
who is then in possession of the Bill of“5 Lading and thus able to pick up
the goods fromthe carrier at the destination port. In practice, the
handling of tkg tinkdcri@f HRWeNG sWhnt Hﬁn‘éé’x{d'sQPrI:SBil@lantLa@ﬁw § RIMhSE saéaﬁlgct ed by
t he existence and terns of other documents iInvolved 1 the trans i on, but
these col | at dhabugne berkroy iameceipoof de Bilt pHballifpesredifdie seHer stakile bofthebr evity.
Mor eover, the I not itsel ment in rrent

cor r espondi ngsggsy%neoﬁglf?nhgogplgsgn%%\t% U0 * SFER V%eég%lsham?u& ?Eﬁ UyeRs p

Exchange or DﬂahtsendAglm Bill ¢fHendingtiinies Buydr, mdlo€is entiN @68 essbQGIRBRNBEL ¥ e not
descri bed her The Bi ng be a non-negotiable (i.e

non- t r ansf &r agfl% f"ﬁlstb Stﬁlf‘gen'to pIey W%g‘{"rﬁi ?‘I‘?@‘ 1§ SHH AT s %W@F‘O%a@mo}tﬂ be
changed. In tbtaStxdéﬁ&@haﬂdﬂlﬁg@ﬁﬂaE'Bﬁ[of§adl?:9UtF}dth QRob Qrt&aﬁ%ﬁg eckdd®y900ds at
the destination port to the bug stated in %he Bls?) 1 &"négaef’ét t he
time of its gHi§erdstansmhanl erme ot athet é@cuatemtshevcdh@plattbh trpmacnonThet thewi gnat ed
buyer of a ”0801&%95?%&9{ s Bl o [ sipgnee. The
non- negoti abl e Bi ¢ glilt né’t ?Jsscregg?rfge %&gg a glr ai g?fteg‘ﬁ %1 %@ Ladl ng.
However, it isf hmmg wrmesmfefadavprcacmsma‘northtt brﬁ'rCdenngfpahaditﬁgstMeiﬂe a

tiabl t h the d ted changed
35?.";96‘”3%5!?&4 R e oA b ER g™ ST AU, B a8 oblfgr may i n

fact not be t Hecuteits amatnet dee@ibﬁdi katt. of the goods, but is nmerely an
i nternedi ate endorﬁg%ﬁf Ekh‘f Bill of Ladi ng. The endorsee of a negotiable
Bill of Lading is PE4A4IBE HAY bha nqwsnegofidile Par F3P-rapRETbich msBrmentof
Ladi ng is gengr ahies tﬂeydeglgfaatéaawvaeaamattbeaéhz;@%a@ly1&9@50&45& &fe Wérh?%o%{ﬁe Bill
of Lading is negotiable or not the Bil Ladi ng 1's negoti e when
gener at ed, t henl¥ae pandrovgl the spgisiaydhve delténatiom gorTee Or deyer Paireslym ﬂile Bill ¢the
desi gnat eqls DUy glino 4TRY. [ ading is
generated as a r%%gg 2 |35§F@6]% 4eﬁ'er tfoﬁrﬁg tﬁe can% %%Lﬁga&téhﬁ le dc51gnate|d

buyer of a non-negotiable Bill of Ladmg is reterred to as a consignee. The non-

negotiable Bill of Lading is referred to as a Straight Bill of Lading.
However, it is also widespread practice for the Bill of Lading to be a negotiable
instrument, in which case the designated buyer can be changed during transit of the
20 goods. In such cases, the designated buyer may in fact not be the ultimate recipient of
the goods, but is merely an intermediate endorsee of the Bill of Lading. The endorsee
of a negotiable Bill of Lading is referred to as the To Order Party. When the Bill of
Lading is generated by the carrier, it already specifies whether the Bill of Lading is
negotiable or not. If the Bill of Lading is negotiable when generated, the carrier will
25  know that the To Order Party, i.e. the designated buyer, may change in transit.
Clearly, if the Bill of Lading is generated as a negotiable Bill of Lading and the buyer
is changed in transit, then the carrier will give up the goods at the destination port to
whoever produces the Bill of Lading.
It is physically possible for the To Order Party stated on the negotiable Bill of

30  Lading to be changed by any party in possession of the Bill of Lading. However, it is



is changed in transit, then the carrier will give up the goods at the

desti natiion port to whoever produces the Bill of Lading. It is physically
possible for the To Order Party stated on the negotiable Bill of 30 Lading
to be changwo oys7any party in possession of the Bill of Ladregesyddomever, it
is WD 00/55774 PCT/ GB99/ 03091 usual practice that parties do not endorse
Bills of Lading to banks, for exanple, and thus, banks do not becone To
Order Parties even though they receive, ;hold and pass on the Bill of

Ladi ng. Banks generally rely only on physical possession of the Bill of
Lading to secure their position in relation to other parties involved in
the transact iuswal piclicertbggaitebde nBi dnidosé Blillsdifrigdimeyto dhisa, fae exgydd, iaad ed t he

per son who physicall ssesses i its bearer if it is endorsed in

bl k. Such” gy Bk fo pERRGTHES Oftsr Por=eP B seh e BRIAAR Bitlor Sed.
The To Order oRalid BillnEY.adiiag. eBalke cadedl ral ohBNGh phy it SoREdsRh oF thelBlf op00dS
bei ng picked up fromthe carrier at the destination port. Agaln, generally

banks do not LAFI&A G SOHp BEEPositon iR aelqtionity plermsien inyplveh chsemsatioand so wi | |
10 receive, hold and.npss M i ] f Ladi i t hout
entering themsel ves -as a Tg O%Lgcggé] éftgg%gﬁggﬁgﬁ‘%‘%ﬁé“g Wﬂ?fg’%@@%essi on
of the Bill ®bssessel mgitsalearer)s drit isahdorswml inatienkal Sutibr Rill ediLadihdays dwave

ext ended. Ho r UIEY ial internediaries wish to ter thensel ves
as a To Orde\r/&%-{’egrqag/&toll rllj%"j(%:‘éle e ciﬁtgﬁd&%ﬂ%fm%}b{’ﬁg&d\/ﬁtﬁ?fn% bl ank
endor sed Bi | Istagé pricads thg godds dBing Pididdspdrdph tHe cakielAehenBstinkorhor) Aagipeci fi ed

To Order Par'g%, t{‘ebaﬁ'cs'ig of .I,_Sgdi ng nmay Eas_s_ through a party who makes no
change to th Berally BRSO G iR 2pRFA N BT VERlesHriBIof ceslorismpas asdiso pdbsessi on
of the Bioll r&f:ivb.afféndﬂ&dt;ﬁss%taah&dk%hd&ﬁed_sﬁﬁébff%_aéﬂhéw'itﬁ'éu?'éﬁ&%r?gth efellas the

advantage that confidentiality is retained since a party such as an

i nt er medi ary 2pardi Qen Pargnalibqueh thi nidline Hopsessinn afrthmBilcafi lodiml ahiasoopy of t he
Bill of Ladi Rgya.Shing [yl i.qe Q.on Bi.l | _of. Ladi ng to
trace back previous 8{eg§rtfs?eyo V?%é‘%eﬁl n%?‘w%gﬁicﬂ[él;ngﬁﬁ]agsl%te?’ﬁg?“esmg?’g entered
at sone st agevisistoeirer them@haens by Oxder Prtywb liddidateubeibiatetesder st ood t hat ,

especially in the,.case,of negptiable Bill f .. Ladi ng, the conventional
51T Cof Ladi ng. tr MGaefonnes Beadei e biiCottenios e Mrrse RS Lo oo
physi cal Isossesd gpecifitd tTReO@ed Par®f Hea@iliNGF. LAMBHzE@ME pass itfrohgh £ PAAPRKS OF 25

there to be diyergence between the apparent |egal chain _og’;h endor senent on
the goods i MAFLHsIIAnseds theBill ehbedinggndithes mejigsisolsly qnapysiep! pessessionef r eal

chai n of conskd BEt btVEading to establish or secure his interests. This has the advantage that

confidentiality is retained since a party such as an intermediary bank will remain

unknown in the transactional history of the Bill of Lading, since there is no evidence

20 - on the Bill of Lading to trace back previous holders of the Bill of Lading unless they
were entered at some stage as the To Order Party.

It will thus be understood that, especially in the case of negotiable Bills of

Lading, the conventional Bill of Lading transaction system relies extensively on

undocumented physical possession of the Bill of Lading. Morteover, it is common for

25 there to be divergence between the apparent legal chain of endorsement on the goods

in transit, as evidenced by the Bill of Lading, and the real chain of constructive

possession of the goods through possession of the Bill of Lading. The conventional

Bill of Lading system is thus reliant on the uniqueness of a Bill of Lading. There must

only be one Bill of Lading, since the whole system is based on the passing of rights



possessi on of the goods through possession of the Bill of Lading. The

conventional Bill of Lading systemis thus reliant on the uni queness of a
Bill of Lading. There nust only be one Bill of Lading, since the whole
system is bagasshsefst he passing of rights WO 00/ 55774 PCT/ GRIUEBIR[H - 4-
with the Bill of Lading, i.e. with a unique docunent specific to one

transit of the goods that are specified in the inventory part of the Bill
of Lading. However, various practices have devel oped which underm ne the
effectiveness of the conventional Bill%f Ladi ng system 5 One nal practice
is the issuance of nmultiple Bills of Lading for the sanme goods by the

carrier. The i fhi @il &fmingﬁ.se. WhE 2 Db (Bucﬁmgrgi,sg\%cﬁgcl tgg{x{terérn*éﬁo?&é léoeord's Taki ng

the exanple that two originals are generate can pass one to

his bank to odbttargspeqifieshipthegayeniont paiof thetRillgbbatling. n transit. The seller can
t hen pass the oth t he: r. so that the buyer will be_ able to pick
up the goods fromq{oﬁgg%ra‘lr%ﬁmé;r)&xcgl\?%snhaiv? d?ﬁL"PEJ]T’Blcg%Bde&Elnﬁﬁ eElyepsse
processi ng ofofitleecoBvdntiored Bllbdfiladinpyystéie sel | er and buyer banks. Carrier.

buyer and 5sel | er %I I ng?ve an, interest in colludi ng in this way. However,
once multlple Bi 4% "BYPERES Hdhedswancs of mullipkBdls phadingsfos hesargogapds t he

whol e syst emtystht icahibe TheOcafrieRpebvicRY @R hbiliblR@ri@iaQiHal | VR E R ik SSUI NG
the nultiple Bills of Lading V\/gjs vFlot i tself)f fFa&dl}l-enﬁg.mgfr'he?askgn%ptgéf or

fraudul ent actPPIE et Evoigaralsare gengragd, theselive gont paabbre 10 BisBiahk © afait adi ng,
nmost especi al .y, hlLank: g ed Bills [ Far anple,  Bills of
Ladi ng may beﬂrarg}{):tg%%’ ed asr Se%&??st@ tﬁ(’)‘%&'l gg%gérg? C%Fﬁeﬁgaségﬁ%\ﬁn@ghfoc%ﬁl d thus
be fraudul entbuyerosst thatleechuyertwilldbe bl oo pidssp thk goddsfromuhé t4ptia, $vea ifheré OF

exanpl e, lned . using.a si copsj.gn t of goqds as security.
Anot her rrlxtaolopPag%fi (iggesa‘l“gl &‘8 é%?%“}ifgfttﬁ‘gbal PFE%‘Jf"ggl_ggiﬂﬁgs.eh?rfmgdei’?rlbaB‘fs- Ladi ng
is 20 forged;aridicbuybtundGalier iaR havebdn iRRe: @\eBNudifEingRo oy atolBRr At | nat i on

port to a persan gqg Eéo(éjuces_th_e forged Bill of Lading together with
bogus i dent i tPUIHPEHESH AT REars in esnes Bn thssame seds v sismde lighe To Or der

Party, Scope tb @faud, QvGLIFYheddrigh@ mIe for i RHIAE MR h@APRBilNEF NALH FasUor 2
shi pnment can be obtained by the forger, for exaine by obtarning a
phot ocopy of iisgté fisdulenys The sgong for| fraudwlentcagtiwityols espasially tighnfor tedoiatdhi ps, t he
2 o] LIS LR S < kBt A PRSPl R P2
Bills of Lading may be accepted as security for loans or mortgages which could thus
be fraudulently obtained. It is thus possible for multiple loans, for example, to be
obtained using a single consignment of goods as security.
Another malpractice is forgery of the Bill of Lading. If a Bill of Lading is
20  forged, then the carrier may hand over the goods at the destination port to a person .
who produces the forged Bill of Lading together with bogus identity impersonating a
representative of the consignee or To Order Party. Scope for forgery arises when
information on the nature of a shipment can be obtained by the forger, for example by
obtaining a photocopy of the Bill of Lading. In the case of ocean transit by ships, the
25  minimum transit time may be several weeks, in which case a forger has considerable
time to complete the forgery.
Although the conventional Bill of Lading procedures are imperfect, their
continued existence as the main transaction system underpinning international trade is

a testament to the fact that to date no viable and superior alternative has been

30 established. Electronic transaction systems are well established in other areas of



Al t hough the conventional Bill of Lading procedures are inperfect, their
continued exi stence as the nmain transaction system under pi nni ng
international trade is a testament to the fact that to date no viable and
superi or al wereossiree has been 30 established. El ectronic tpegeddsibioon
systens are well established in other areas of WD 00/ 55774 PCT/ GB99/ 03091
-5 banking and commerce, in sone cases al nost to the exclusion of
conventional paper transaction instrunants. Notable exanples are the
conput er systens operated to underpin €l ectronic paynent transactions. An

e-mai | approach to making a Bill of Lading work electronically has been 5
previously priopbsednd bertmérad. lis shire eddeealinbstdoetfe dxelusibale® csitbiftjoRhiGAperaccount
of the fact that .the conventional Bill of Lading systemrelies oh there

bei ng only on& 1R ALITUBFRE.  Nptable grameples| qre dhe spppEter sysemerapeiasdgener at ed
to represent @hdglipldel&froﬁi@ﬁ&ﬁ%nﬁGﬂls%&ioﬁss transmtted froma transmtting
party to a receiving party,” the Bill of Lading record loses its
functionality as a&mBi-mail @pprbadii tngnaking a4 Bl fyistieny earkrticreiiGtly hgdb&h bet ween
the 10 co of 1. il Ladi.ng record at the regeiving party and the
copy of tﬁ% Iﬁlgrﬂlg%*ﬁﬁrﬁgﬁléﬁgb u?gaél(%g&mﬁ?e‘f %estrfoéﬁag‘ﬁisf‘ eyt I8y of Masrfasver
such an el ectthgnhccopystienl Bsll sf Ldding sPRER rdlie® B tHet Belt dnlPRHR offinfirsiyd based
around nul ti plteLaEi | | S[FOf Ladi ng descri bed above, since the Brll of Lading

is merely a conputer + EOPRIEThEEO ) A &BErater o iepreser e PR of legingandiit isy st ens

and i s thus proseidko o8P beaki®Re BYmARYa RRENMe ivard NRe B i ain. WO
00/ 55774 PCT/ GB99/ 03091 -6 SUMMA Y%: THE | e i e Pg?tgfgﬁdt'%g?{}z%%g
preferred asp@¥f s fmctionalitysyaiill ohLading, fahe yoemicanon distmmuihpersgemte

i ndependeqy angy de LB, res of the dependent .clai.ns .may be
conbi ned Wit hg¥ hoggr%? q{fr{%h?lgggcﬁrenﬁgﬁ% re(‘::?'é{‘lnﬁsp lg\s’ aﬁcg FopFY &f g’e%‘gﬁ afn

conbi nat i ons leadingrredondint thé ogesmiding yarky. cMokepvaetuchh eledrdiie sysledi R%till

According to invention there i rovi ded a centralized database system
accessed by s@és}? mls' r‘ée o O{a%ﬁ‘é‘fﬁgfe‘ﬁ af"l‘l‘Pgﬁ‘BW”_ge ké@s%é’eadﬁgnéﬁsmhjduni t.
The dat abaseabbus, siceathe Bl Sftlfaying @C0érelly ARG omb@efrRbdrl HRAMBRALS tdbudhReveger s, who
are a defined n_%roug’, to performprescribed actions in relation to

el ect roni cal |t‘39 PIELIYSGIYS adhls dhwis pree to replication by any party in the transaction chain.




10 electronically created records represent a strictly defined series of
rights and obligations in relation to underlying property. The users
becone entitled by virtue of their designation to prescribed roles by a
previously qdolskeg user. Designation of a user to a presgridassopd! € in a
record takes place by nmeans of a systemuser sending an electronic
instruction to the database, these electronic instructions being referred
to as 15 registry instructions or title registry instructions. The

dat abase perfornms according to a comorrotont r act ual arrangenent entered in
to by all users. To becone a user, the intending user is required to enter
into a servimg@_tgf_tkuﬂ%MQ&ystem service provider in which the

i ntendi ng user undertakes to agree to and abi de by a defined set of rules.
That is. each User agrees, as 20 a condition of becom ng a User of the
System to be bouR#FUipartané Pistesed aspenisoiche inMention g ¢ ouTingher ast@spanyingli fi ed in
a rul e book, ; FindM [ Vi (0] i th | eqal

f r anmewor k undl;eldr}gi&;r?%ﬁaa\g dn&eeﬁtgctl)ﬁﬁ%gt%ﬁler&fogtﬁ%% er??%]ng\éfg?r%trﬂ%feb&actog%ﬁ% system
as a suppor twithtbese pf the indepeadenadaims asapproppinte pet in gombigatng @Rdtltian tR@E h
transacti Qn re ocrtg sienO &pghecc ntral database goes through a 25 conplete life
cycl e of ¢r edt P'on,” CHA é‘e affd &xhaust i on, entirel y under the control of the
users. The integrikyordihg tdeheCiandntioh b ADASAILRN ORralBidNdAlHAE s Rl | Y
automatically by the styst em approving or rejecting user iInstructions

recei ved wit HCESTRailY dstemy wers ovep gsnayuerksthiosgly agnessise hondling wht. t Bk¢ r
conformty t i.cal i I e rul ebook.

Si nce every Slggpgﬁgéﬂggfggﬁ&}{ (;,efc%ljgggt;ﬁ?regg#bgﬁtffgg%ulrggrg’b{yn? %rg %)elﬁrn fﬂbebook,
user actions greupt teepefiommprgfcrigbdatiooningelnet o witiranslly oreared adcerds.climnge and
WO 00/ 55744 P 0 Z X el ectronjc. recards are contyractually
bi ndi ng olg) afﬁg@%@é’ e%gagéderrgc,%mgr gc\%?egéené L SRt R hstg,"n'fs'néjfl RS 855‘&

t hensel ves cobfigatimy in rélhgonr tluetoiylag phiyeapy Ghe uichebeb@gatntitied gniviueance of

t he transact;}ﬁ)n record contents hanges t her e\ifgi al so_f ol | ows

d
aut onati cal | y"F% %ﬁﬂ%é’“é&?{?&ﬁl%ﬁ@%ﬁx Arevipusly rgRtsdnser. Thesignation ofi 8 gat abase

can 5 thus besérab Blpadsd kdle i MR rH Yaked pIOEERSyEHe AR BNE Ly sk dsBEseR@hYAF €
provider through checking instruction conformty against the agreed rules

and not i fyi nglearenieinsiancyan o the database shess elgesfonisdustiverianh beinp reforeddont r act ual
arrangengnt . rgé;gtwggtmc&&gopﬁ@g%%}% ingti['{ﬁ,ﬁ&{spns and significances of a bill

of lading take effect automatic Y, rough the
The database performs according to a common contractual arrangement entered

in to by all users. To become a user, the intending user is required to enter into a
service contract with the system service provider in which the intending user
undertakes to agree to and abide by a defined set of rules. That is, each User agrees, as

20  a condition of becoming a User of the System, to be bound by the provisions of the
rules. The rules, codified in a rule book, together with thé service contract provide the
legal framework underpinning and enabling the functioning of the database system as a
support system for transactions in property.

As a result, each transaction record in the central database goes through a
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complete life cycle of creation, change and exhaustion, entirely under the control of the
users. The integrity of the central database can be maintained wholly automatically by
the system approving or rejecting user instructions received with e-mail or other
messages solely on the basis of their conformity to the closed set of logical rules
defined in the rulebook. Since every user has agreed to be contractually bound by the

30 rulebook, user actions in the form of electronic instructions to create, change and



changes to the transaction record, solely under user initiation. No

subj ectirve 10 assessnent is requi red of the contents of any individual
record held in the central database, i.e. there exists no human system
supervi sor woedsmai strator roles for the day-to-day proeessgipigond t he
transaction records. Each individual electronic record is created in the
dat abase by a user who belongs to a defined group of users. Arecord is
created by nmeans of a registry 15 |nst§ucti on sent by an instructing user
concerning specific property rights, h property rights being vested in
the instructing user. Each record nmay be created, in accordance with the

i nstructing uskfisSclediehicUslar@Nse cbRrBRGABRALE &f alpeﬂ‘mt&t fer ! LRkLgr abi 1 ity
to other users or limted transferability to other specif ed’ lsers. Each
record has orf@*hiGpidiBe iRghuctioas Hemselyesofonfoimm teyhet ripbogdol H@r@hcrp thesleghef i ned

20 by the pr f r f|eId of
the record. %%gnﬁg%&d%t?thgzg{ng?g%g%{?ge 8’%‘%“5% gﬁd g@%‘a" %‘{ tHer&o %Sr" éﬂ&s

excl usi ve entautorr@nexﬂv ftO(m pasc@nmm contradtuss anﬁnglambxder”r}temeﬁmtda&basuscﬁﬁ

Passi ng the q d?er slt qﬁgl eved by the current  hol der/user sending a
registry i nst |'8?|n ’hét‘? Y (yiomated onearT By dE) $endeF prewdemnyibrough
substituted ichedkhe 1hm1u€tﬁfn cohfotsinyofgainbethé ?Qddul@@ilﬁﬁoﬂ%g a%ﬁct%@gg}t g ectronic
record can be, conv t‘t g into a physical docunentary reécord d ¢opy) by
means of a r&§Pstr §e RS IR B icommeR qonEadwsl depngsmerthe Fertesst iﬂ’@nclmngle@ord

The entit| emgftciois %d@nﬁ?c"an@e@ o?@rbtxlﬁ'of' 1] *151& &Re: Abld zﬂi%&ﬁvo rf'h'sro ) t51
underlying property is reliant on e att |nment elt pri or %

si mul taneouslcilaw:?t Ho dhottiesactian escordle solyphyatueder bl;serammemqnt | b lsslgectwa her
desi gnat i 30 dISC tionary, rol e the
user so ?em g%lsg%eggglsurg&g{égm tﬂge?\g%nhe % O E GV yal hS Odg 9{3 %? §3"7’7‘i1

PCT/ GB99/ 030%latabas8, icf tltel'aeamsex:m’ H\)marSS}ef&h'l idpadlsbrOOICkQﬁrh@@tiﬂt@ roleS @bifthd 0 a
different rolg ?(}/ means 2 %ISU' instruction. Such different roles
provi di ng di {6 ?lu"typrr?cé?ﬂ% HE/BPsas I 1§58 ons. The right to di spose or
direct the di sposEkdhoind@fdubin@edddpRIeddrdGs Bfe@B@Nik Yhel Sataba QNG hi @RAlLON @
singl e user gelng desi gnated to prescribed coincident roles and the 5 user
so desi gnat ecPelOBEitn? dekined greppr @‘SPSﬁSF yAj 1geqrd g ceaiad thy mepss wfer reglsiceh had
created tjke r I t h e dare
conpl ete 1rasnd lﬁsgrg?gyrnt %\égr? b?gzg‘s?{gs%‘;ttﬁ%gﬁgg%g&@&"{ %F%&wg%é&rﬁ% ﬁéé‘%or%

t er mi nat ed. property rights being vested in the instructing user. Each record may be created, in

accordance with the instructing user’s instructions, to be capable of complete
transferability to other users or limited transferability to other specified users.
Each record has one holder who is a user of the system. Holdership is defined
20 by the presence of a user identifier of the holder/user in a field of the record. The
holder has exclusive dominion over the record and exclusive entitlement to pass the
status of holder to another user. Passing the holder status is achieved by the current
holder/user sending a registry instruction instructing that another specified user be
substituted in the holder field of the record concemed.
25 Each electronic record can be converted into a physical documentary record
(hard copy) by means of a registry instruction of the holder of the electronic record.
The entitlement of a holder to certain rights and obligations in the underlying
property is reliant on the attainment either prior to or simultaneously with another role
designated by an entitled user. Other designated roles include contingent or

30 discretionary roles where the user so designated (and simultaneously being the holder



Each el ectronic record has associated therewith, in addition to specific
audit trail kept in the database, an endorsenent chain recording the

l egally significant 10 passage of rights and obligations. The endorsenent
chain is di siddoeigd together with a nmessage fromthe dat apazgoleiedNe NeEw
desi gnee, according to its role as designated user. Each e ect9ron| c record
is capable of being nodified by the user which created the record in
accordance with a registry instruction previously sent by the hol der of the
15 record. The user that created the redord is entitled to nodify, decline
to nodify or create a new electronic record or records based on prescribed
rules. Each elfard eagtipisieb@aclo I &siEARAN.R 0 HRIE SETIHAR Lo YSRENded as
a result of prescribed registry Tnstructions sent by the hol der of the
record. The aBftlurtgn. ts(‘}dhélﬁglleet rplesiproviding dliffeseny pights andfortobligativay al | ows a

nunber of further advan s _t.o attained, in particular in,
conparison with t r?&g?%ﬁg?{’eg‘%‘%gﬁ’é ﬁlgﬁflgq]?er SHPCESi‘tB)HacffJ tg%b’@‘?“‘%ﬁ‘é’éﬁ"@%t‘ém and

ot her previ oushditictahberpiriedee beind deilinates {6 pRAEIbed LdinAdsy $51&MMAf h&OVi ng of
noving originals idn _Ea}ﬁ&ﬁr forminevitably takes tinme as the docunents nove
from Hol det t'B¥HSIGRF AT GIFTBICEHE TGEISTY INSSUKAR Iothe dber Whichfhed eneated

continents. | GOTE. THGEARE AnsaBiol kl: R ot HESE oft SHERIERK ob Sudicpded many
25 times (e.g,,. oil and dry bulk cargoes) it is rare that the origl nal

docunent is ef\‘?éB‘I"’é}B’l‘sé‘I%PénnttWé aprbihe ragprdds wohiantgd. A conpl ex syst em of
letters of i nderm'EBéﬁ’ el%oﬁﬁ x@g&@g?sﬁasgog Ite[%::"or:regfrth.plgxO:lll%ldi%:oTr?!S itc? g%?llﬁg%}c}c‘!‘l“ up to

try and circunvent this problem ntoris frrprovi ng
the speed enatsilekert g faiastobesed dndorserbeit Rhsih oralrdibg altelekallybsignifiBme certain

of bei . 1 S gt SSRGS AN oo Cedice, LovenLony, 50, () Mk of the

informati on containeéd in a Di

PCT/ GB99/ 0309essa3e Ciohd aikelambast a6 u¥EitwSdesibiee. POdoedihd @) itd Rile &Y defgnhttd
conpl eting collateral docunments and the bill of lading is high and a high

proportion of*docunents have to be returned for amendment. Electronic

docurrents reduce ghe dicniefecticis ;éfaéhl@%f%an%?ﬁd&ﬁ%g ke \sQF OREA 8daik$ T €- used

in conpleting the docunents. 5 (3) "The use a central database enabl es
el ectroni ¢ réboreensd inacperdangelwith a regiprerinspricrivh. provicuislerserit by the tioblet dfitke ensur ed

while at {she Sape i‘lim”se?‘hlapx\{ieﬁgd thleerééopé ksi &nkitled to modify, decline to modify or

create a new electronic record or records based on prescribed rules.

Each electronic record is capable of being temporarily suspended as a result of
prescribed registry instructions sent by the holder of the record.

The ability to handle transaction support in this way allows a number of further

20  advantages to be attained, in particular in comparison with the long-established

traditional paper based system and other previously contemplated electronic systems.

(1) A system of moving of moving originals in paper form inevitably takes
time as the documents move from Holder to Holder in different countries and often

different continents. In some instances, particularly where a shipment is traded many

[
w

times (e.g., oil and dry bulk cargoes) it is rare that the original document is available at
the port of discharge. A complex system of letters of indemnity, which bring a new set
of problems, has grown up to try and circumvent this problem. In addition to risk
mitigation, improving the speed enables those involved in international trade to be
more certain of being able to get the goods and to reduce inventory.

30 ) Much of the information contained in a bill of lading is repeated in



for users through access over a public network, for exanple the Internet.
Unlike Irts paper docunent counterpart. any attenpt to nodify the content
of a properly constructed electronic record held in the central database

i medi at el ywsmoasms es the 10 record conpl etely rendering ipeTasBYsédde. Paper
docunents are prone to mnor alterations that can have serious '

i nplications. Mreover, a chain-based electronic nail systemwth the bil
of lading attached as an electronic recqord would suffer fromthe sane
probl ens as paper docunents. but to a miuch greater extent. (4) The use of
digital signature technology and electronic certificates nmeans 15 that the

reci pi ent of llifessagemeas. DR skngal BALréNE ceﬁmag@capaf@alfdwxm pﬂlat' cul ar
party. In this way the possibilities for repudiation are |1 mteds

mor eover, car®f B]“I of ladipg jsagh amry kigh propewsion p’éé@cﬁln@ntaéle‘r&tpélpudualtd ﬁn acti ons

to belncor t i srefu als in the
fol | ow ng. F%n%&gﬂﬁtdﬁ%?gm?t{/&}“g&g‘j{:ﬁl&%\?gd&gs@%cgy 1 '%%talso fc*@@Scunent s

can be 20 enafoyrp@t@dlm Lpt@menmplmmaglhhdmusedtsaccess to comercially secret
information. (6) Al OE ghe ove fFﬁt@’@ Eg accuracy and all ow for
machi ne veri fi cat(l on OF¢ i3 SRRl AatpRgRc §nabiss riscHeniG picards ip da grades saved
in re-keyi ng '‘anger ﬂ?wfﬁmml&rntl&tﬁlathu@@nsux‘édrmﬁl@ abBE Yirge ARCaRRALY Ay St em
pernmts users to be nore sure that the process will work wthout the

necessity forfof Behy BroNgR AFfEsSAYET A ppificenssyarky. fapexanpl: te laigmer Hénl{kmusess

Furt her aspe rapsbuhRal Ybese t t.}, 0 e I f
Tt aohed o oy ipera bt b Giordin, |8 MHEE G4 Mol dEREIRLACE Bt o The
DRAW NG For eobgrucied eleadenis teaordihelyl iofthe hentiahgasattaseoimrasiiihtdly sehmblehithe t he

f f le to
Sare Moy ngﬁnyr?%& %gllple%\p rgﬂdleﬁff%m{ %Hl?sl:lﬁnc%a!%c% 15‘0%gm§m%|aéec3|§r%ﬁ%gﬁf%$ogﬁg€m ° g ©

i nformati on fdliemtibresttive em Wssems mmh‘patmmtislprebml dichaihebabdiie:1d¢&6Ki8 mafl he
gure, | A shows internal

ressge andly i BB S LhNEEE St b S BT AR
structure of samBBESRER;as paper documents. but to a much greater extent.
) The use of digital signature technology and electronic certificates means
15 that the recipient of a message can be sure that the message came from a particular
party. In this way the possibilities for repudiation are limited and, moreover, carefully
defined. This allows specific user-repudiation actions to be incorporated, these being
referred to as business refusals in the following.
(3 Confidentiality is achieved, since the electronic documents can be
20 encrypted to prevent unauthorised access to commercially secret information.

(6) All of the above factors improve accuracy and allow for machine
verification of electronic records. Considerable expense is saved in re-keying and
human verification. A more secure and accurate system permits users to be more sure
that the process will work without the necessity for re-processing which is costly and

25  delays the process.

Further aspects and features of the invention are exemplified by the attached

claims.



Figure 3 illustrates sending a nessage froma sending user to a receivVving
user through the nmessage handling unit of the central system ¥Figure 4
illustrates the receiving user's acknowl edgnment of receipt of the
forwarded na®a@s7originating fromthe sending user; 15 Fpgpic8993091
illustrates the receiving user's non-acknow edgnent of recelpt of the

forwarded nessage originating fromthe sending user; Figure 6 illustrates a
user's indication of its intent to ignore a nmessage through a SBRf-FBRf
sequence; Figure 7 illustrates all typé Seader flows; 20 Figure 7Ais a

tabl e sunmari zi ng nessage fl ow and type headers; Figure 8 illustrates

IRIEF DESCRIDMONDR T1eE DReawWiNdser parts of a user identifier, a
user division identifier, and an extension; Figure 9 is a bl ock diagram
illustrating signed nessage flow using the nmessage handling unit; 25
Figure 10 is a fl R=Talg i ndi e fromuser. to user
with signature vg}rg\fi ﬂeggtu?{i)gﬁﬁgﬁggggwggw %@gﬁagdnt{ggl?o RS B Ris basi ¢
or gani zat i onahmrisd mrdffergefemncecenaw hadedl evag of akampis to thEh@bmBandRgShows a
sanpl e cersti fd'mcvgrtlesicg ii‘:lr)]; Figure 13 is a flow diagram showing the lifecycle
of a subscriber certificate, 30 from begi nning to end; WD 00/55774
PCT/ (B99/03091 -11 Figure 14 is a sinplified illustration of a title
registry record a?ﬂ g{r?ese,nterd?én terms of its fields to a user; Figure 15
is a block di agr afi®¥foni Rg® MESE fjeeram ohevise infarmatione §owt bgpweappeystem ons; 5
Figure 16 il lcysbéRh8SnIBESAGE 1 1 ot : ctlon el enent
for the tide regi stry, Fi g%‘reuéicgs”iﬁxg%%Q%a%&ﬁﬁ%%&gﬁ%#g&%&é&éﬁ > process of
creating an el ect Fighied ApihPws inggtmal stdlicivgg ofFEhegitlegediBryi is merd detail; di agr am showi ng.

the proceggs of deﬂg%a.’itgh&gs Sl or?gln%gsra.ge;

Figure 3 illustrates sending a message from a sending user to a receiving user

through the message handling unit of the central system;
Figure 4 illustrates the receiving user’s acknowledgment of receipt of the
forwarded message originating from the sending user;
15 Figure 5 illustrates the receiving user’s non-acknowledgment of receipt of the
forwarded message originating from the sending user:
Figure 6 illustrates a user’s indication of its intent to ignore a message through

a SBRE-FBRf sequence;

Figure 7 illustrates all type header flows;
20 Figure 7A is a table summarizing message flow and type headers;
Figure 8 illustrates identifier structure showing the identifier parts of a user
identifier, a user division identifier, and an extension; -
Figure 9 is a block diagram illustrating signed message flow using the message
handling unit;
25 Figure 10 is a flow diagram showing sending a message from user to user with
signature verification and acknowledgments:
Figure 11 shows basic organizational structure for certificate services;
Figure 12 shows a sample certificate chain;

Figure 13 is a flow diagram showing the lifecycle of a subscriber certificate,

30  from beginning to end;



10 Figure 19 is a flow diagram show ng the process of designating a
Consignee; Figure 20 is a flow diagram show ng the process of designating
a To Oder Party; Figure 21 is a flow di agram show ng the process of

bl ank- endor 3NOW§/5&81714 el ectronic bill of |ading; 15 Fi gure ZZTiGBIsvoiobow

di agram show ng the process of designating a Pledgee; Figure 23 is a flow
di agram showi ng the process of relinquishing a pledge in an electronic
bill of lading; Figure 24 is a flow di agf.am show ng the process of
enforcing a pledge, where a To Order Party is designated; 20 Figure 25 is
a flow di agram showi ng the process of requesting anendnent of an

el ectronic bill offigusditif;a finglifics @stiasiom of b die deggryanrr st asvpreentddeinpr ocess

of denyi ng amg%rgﬁﬂg q9ks @qusgl ectronic bill of lading; Figure 27 is a flow
di agram show ng the process of granting amendnent of an 25 electronic bill

of l'ading; FigureFRBrd d5aisf & chioaki apEAm Shewhpgnisbaepfiovesns @fe sfdendering
an electronic_bill of lading; Figure 29 is a flow di agram showi ng’the
process of pr&&BE¥hg a switch-to- paper directive; 30 Figure 30 shows an

exanpl e ofs an endgiReTRNushRE RessR &9{@%&‘%8@@%%&@&%&%&5&@”6 31

shows the format of a system nessage i ncl uding ssage an urnent
information, ®#&:a title registry instruction and attached el ectronic bill

of lading (eBL); ¢Fj.qui€. i.s.a table summarizing. the title registry
Punct fons and whi EEBalTs P aerk bl TAREH I oSt beferratih Y o
t abl e sunmar icfiladgpgt he title registry functions and the conditions that

APy L e e e ¥ b o ol PR hbrohs & deligifg & now helder! On the
10 Figure 19 is a tlow diagram showing the process of designating a Consignee;
Figure 20 is a flow diagram showing the process of designating a To Order
Party;
Figure 21 is a flow diagram showing the process of blank-endorsing an
electronic bill of lading;
15 Figure 22 is a flow diagram showing the process of designating a Pledgee;
Figure 23 is a flow diagram showing the process of relinquishing a pledge in an
electronic bill of lading;
Figure 24 is a flow diagram showing the process of enforcing a pledge, where a
To Order Party is designated,;
20 Figure 25 is a flow diagram showing the process of requesting amendment of
an electronic bill of lading;
Figure 26 is a flow diagram showing the process of denying amendment of an
electronic bill of lading;
Figure 27 is a flow diagram showing the process of granting amendment of an
25 electronic bill of lading;
Figure 28 is a flow diagram showing the process of surrendering an electronic
bill of lading;
Figure 29 is a flow diagram showing the process of processing a switch-to-
paper directive;

30 Figure 30 shows an example of an endorsement chain;



delivery of attornnent notice, allowance of business refusal. creation of
endorsenent 10 chain record and delivery of an endorsenent chain record;
Figure 35 is a table showing for Nane Hol der and Nane Pl edgee Hol der

i nstructiongddilstynctional elenments of delivery of attor EE‘?/@B!)%BJ]C&
al | owance of business refusal, creation of endorsenent chain record and

delivery of an endorsenent chain record; 15 Figure 36 is a table show ng
for Nane to Order, Nane Consi gnee and Bl ank Endorse instructions the
functional elements of delivery of attotnment notice, allowance of

busi ness refusal, creation of endorsenent chain record and delivery of an

endor sement  chai 'Figru?e%qrsgéwslztia%ﬂﬁtg?agggfﬁ n%egﬁgfinaﬂﬁﬁpﬂ&sﬂlg?sﬁ%r gl | oved

si mul t aneous instructions the functio enen & very of

att or nment nolorwesnt afdrogizoncand eftitlbregismemstrucabnigdlattachedaédronic bil] of endor sement
chain record lgngo(gg}ﬁj,very of an endorsenent chain record; Figure 38 is a
tabl e showi ng 1ot ar”Enforce Pl edge instruction the functional elenents of

delivery of attor BERRt32604 hele sundhdrR@ eIt Teolts INBRESHs hed WERY parG gt | On Of
endorsenent chain record and delivery of an endorsenent chain rfecord: 25
Fi gure 39 s S¥equgayhic Mg for a Grant Amendment instruction (with a new

eBL version) therfuRGhioN@ble %ﬁ@i@fn? Rt WG Forc@dns dhd tﬂ%gﬂm{%nsnmi ce,

al | owance of business refusal, creation of "endorsenent chaln record and
del i very of dabptepmboiodkemsnt chain record; Figure 40 is a table showing for

a Grant Anendnent gjgstnuct Lt h L .30 . identifier) th

functional el enent sg of3 Eggﬂtt%@g?k&%#r}%%%?#n@%mﬁ% tlh?:e,ng%niﬂcf\?ev&%?etéogf busi ness
WD 00/ 55774 PETY-GBZt@BAE notick hlloefines af husibes adfial ceficandeidssemat chain
record a_nlr(i) de*li.ver n endorsenent chain record; and Figure 41 is a

of
i ﬁeégrgr“?%‘ieé"’%’{yg Hfaforspgenbpiareradas a result of validation

description o
errors or other eFlp@eSsiyh @he SHIGAHE FHNIRITAEL and N ORL B HGIaECT/ GB99/ 03091

-14 instructions the functional elements of delivery of attornment notice, allowance of
business refusal, creation of endorsement chain record and delivery of an endorsement
chain record,;

15 Figure 36 is a table showing for Name to Order, Name Consignee and Blank
Endorse instructions the functional elements of delivery of attomment notice, allowance
of business refusal, creation of endorsement chain record and delivery of an endorsement
chain record;

Figure 37 is a table showing for allowed simultaneous instructions the functional

20 elements of delivery of attornment notice, allowance of business refusal, creation of
endorsement chain record and delivery of an endorsement chain record;

Figure 38 is a table showing for an Enforce Pledge instruction the functional
elements of delivery of attornment notice, allowance of business refusal, creation of
endorsement chain record and delivery of an endorsement chain record;

25 Figure 39 is a table showing for a Grant Amendment instruction (with a new eBL
version) the functional elements of delivery of attornment notice, allowance of business
refusal, creation of endorsement chain record and delivery of an endorsement chain
record;

Figure 40 is a table showing for a Grant Amendment instruction (with a new eBL

30  identifier) the functional elements of delivery of attornment notice, allowance of business



DETAI LED DESCRI PTI ON The best npde enbodi nent of the invention is now
described with reference to the acconpanying drawings. 5 1. System
Overvi ew The present systemis a technol ogical and |egal infrastructure to
facilitate woades774 r ansacti ons through el ectroni ¢ neans. ptT/d86503091
information technology to transfer nessages and store certain information,
and a legal systemof rules and contracts to 10 determ ne the effects of
certain nessages and updates to the stored information, as defined in a
Rul ebook which is reproduced further bélow. The follow ng text describes

t he operating procedures of that technology and its operation. The business
ef fect of t heeffitahctehriumalfietdprsermerit BiiORES AL 6LALESscHRREAGs heavily on
t he appended Ruj ebook. The operational rules of the Rul ebook are al so
recited al ongSP e 15 rel evant operating procedures. The operational
rul es are nmandato D pdd : contr aw in
accordance wth t_Egu%?é%o%%ﬁg%@&é?iﬁfsggeﬁf fng%{%%»el arr%tar%@&]?/fl desi gn
aspects of t halidagemertosy oroihst erprais edlinkoming mpebsgent i ng t he aut omat ed
transactign support system Terns given special neanings in this docunent
are defined in the Rul ebook. 20 1.1. Basic Operational Structure and
Processes The structure of the present system conprises the nessage
handling unit, the title registry, the user database, the user support
resources and the user systens. The nessage handling unit is a systemfor
passi ng speci al el ectronic nessages 25 between system users anong

t hensel ves and the system service provider, and for keeping track of those
nessages once sent. The nessage handling unit, as used in the present
system is a special mail server for transporting nessages coupled with a
dat abase for |ogging and storing the nessages once sent. It works closely
with the user database to check user identifiers. The nessage handli ng
unit also sends information 30 into the title registry and the user support
resources via special interfaces. Messages WO 00/55774 PCT/ GB99/ 03091 -15



may, at the senders option. include "attachnments which are docunents or
other units of digital information included in the nessage. The titl-e
registry is a database of information created from and nai ntai ned by
messages CORE®sosfyg i ghts and obligations in relation toP%EﬁﬁM/ﬁ:ﬁn
transactions. The 5 title registry records information used I n conjunction
with the |l egal rules and contracts of the present systemto show the

changing rights of systemusers in relation to an electronic bill of
| adi ng. The user database is a databaseltf information about system users
and is used to identify proper and authorized users, |limt access to the

pr esent systeﬁgﬁgmlm]ﬁ[%@rne the authenticity of nessages received
from users by e nmessage handling wunit. The user support resources
conprise a collection of online informati on about systemusers, help on
use of the presentThse%gtterg\deb | l.etins. and al.erts our account status, and
sinilar informations Enaoa HETCS IR egpvenfighs EQJ%ﬁﬁFTbeBWtf’éqf?J%é% or
e-mail. 15 Futht hebmpangp@diawigsour ces may be added as desired. The online
user support resources can be used through a Wrl dwWde Wb browser.
Messages cannot be sent into the nmessage handling unit and the title

regi stry canngt ngﬁﬂiq\igp\%@ hrough the user support resources; they
sinply enable users to [ook up needed information and update the

i nformation pert ailiie Beesens systeahisel toabgolo@ical Wse tegalyisfrasmsctae ¢ Aacilise trale conput er
facilities, ipcluding Lcations Link .to a network connected to the
message handl ?%S%g%%t th?b ggk@tpgggb@gr#peu Br [515sreél¢%fggnau88ﬁ%\%ﬁ‘§8@’ foot”t“}?gef

conmmuni cat i onmedsagek andastdresefrdimanferniation,cane af legl sy SN df Agesadnd cofit@eRityi NY

nmessages ing. the ssage handling unit. The first four of the conponents
listed ab @e eémg’gﬁg ﬁgge&v‘fe&%‘é‘ FSEREEDIAR BRAates o thestarpd indoRmeton; ja8 e

provider to addfinttbed & Rulbbooki Whibh GOVRRERRED FHERF bESA EMRe f@iﬁ&vin%)rt&\(i ded by
third-party vendors and service bureaus, and need to conformwth the

speci fi cat i ondSHEFS Re@PHytingraocseyrys elshpreninelegy sngritsioperetidracthegusinesh t he
honet he i o B e B B B T ™ =
Furt her i nt er Relkboskr uBteuprerasional hmles i of | the \RDIDOGKS B 7 sPEEE it EBIONEIRIB Othe
15 relevant operating procedures. The operational rules are mandatory and binding on
system users by contract law in accordance with the Rulebook, and are also reflected in
many design aspects of the computer system used for implementing the automated
transaction support system.
Terms given special meanings in this document are defined in the Rulebook.
20
ic i re and Processes
The structure of the present system comprises the message handling unit, the =
title registry, the user database, the user support resources and the user systems.
The message handling unit is a system for passing special electronic messages
25  between system users among themselves and the system service provider, and for
keeping track of those messages once sent. The message handling unit, as used in the
present system, is a special mail server for transporting messages coupled with a
database for logging and storing the messages once sent. It works closely with the user
database to check user identifiers. The message handling unit also sends information

30 into the title registry and the user support resources via special interfaces. Messages



-16 registry is shown in Figure 1A. Sone of the nore inportant information
flows are nessaging between users, browsing the user support services,
changing information in the user support resources and user database, and
interacti onwgdoBRshe title registry. Regardi ng messagi ng betrupsdodeer s, the
princi pal means of conmmunication 5 between users of the present systemis
el ectroni c nessages via the nessage handling unit. which checks and | ogs
each nessage as it passes through. The ssage handling wunit also provides
for acknow edgnent of each nessage as it“is received in order to assure

t he sender that a message is actually delivered. Regarding browsing the
online user smppatfhe &I Eiftion. iﬁ@uc&eﬁﬁ-\cﬁﬂ@ﬁtbgthﬁﬁ%?e%&urﬁ@xt%%‘ihe?uﬂ?ssSage
usi ng the nessta(ge_ handling unit, a user nust know the recipient's user

i dentifier (off{&etinfqypatiopjacludediimere messegsupport resources enabl e one user
to | ook up anoth laScrl ti fi find Q her avai | abl
i nformati on about eItheg@g,re%?:sﬁggggtdh%bﬁé? (fi{ng%mg 9“@%%%%%%@ aaﬁf]lamﬁ’fﬁ’%ﬁdﬁ’yhel p for
use of the pressages syweming mdhts drhir ehlightions $i radtien Y\éfeciicanmerbmt erdeace.

Aut hor i zedsrenrleerséent\gt i‘vgs. ?f a.user rra% also u ﬁ(i_\i‘ate certain 15

i nformati on aboutsthe coaet PIORRRUIndIsring @“B‘H‘éﬁﬂdﬁ dhtoless! myley andicpeiracisn t he
user support sfheopresas spidin us sHow thelcARRER, righiCof HE@MMREIGR rél&\i,dglxht% AdSer
support resources originates fromthe enrolTnment = process by i ch new
users join th@e“éﬂ?g‘tcé’mgm #4iR& enrol I ment. a user updates its information
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The present system secures its conponents and information flows mainly by
Status, and similar information; and a help desk for live support by telephone or e-mail.

1]

15 Further support resources may be added as desired. The online user support resources
can be used through a WorldWide Web browser. Messages cannot be sent into the
message handling unit and the title registrv cannot be modified through the user
support resources; they simply enable users to look up needed information and update
the information pertaining to themselves.

20 User systems are a user’s computer facilities, including a communications link
to a network connected to the message handling unit, desktop computer hardware
connected to that communications link, and software for creating, sending and
receiving messages using the message handling unit.

The first four of the components listed above are central services provided by

25  the system service provider to all users. The fifth component, user systems, are
provided by third-party vendors and service bureaus, and need to conform with the
specifications defined by the service provider for interfacing with the message
handling unit.

Figure | illustrates the system structure and also shows the information and

30  transaction flows between the components. Further internal structure of the title



user identification. resource access controls, docunent authentication.
nmessage integrity checking and nessage encryption. Regarding user
identification, the identity of all individuals using the system 5 and
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Regarding the changing of information in the user support resources and user
database, the information in the user support resources originates from the enrollment
process by which new users join the system. After enrollment. a user updates its
information using special online forms available through the user support resources.
20 Regarding interaction with the title registry, users introduce records into the
title registry by sending digitally signed messages through the message handling unit.
By the same means, they enter further information to update those records and modify
their status and relations to those records and the rights they signify.
While making use of familiar desktop applications such as Web browsers, these
25  processes have been designed for a far greater level of reliability and security than is

common in Internet applications.

1.2 ecurnt



i npl enented systens are capabl e of accommobdati ng. Sone of these security
processes work automatically, but some require the user to take certain
actions. Areas in which users should consider active security measures 5
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WO 00755774 ET aﬁ?gs?:!ngl?éoagr]ﬁcsséojéga system user identifies itself with the message in a way
15 functionally similar to a wet-ink signature on a paper document. The digital signature
has the legal effects prescribed for it in the Rulebook.

Regarding message integrity checking, verifying a digital signature makes
evident any changes in the digitally signed message made between the time when the
message was signed and the time when verification took place. The present system

20 verifies a message’s digital signature on receipt of the message into the message
handling unit. It then sends on the message only if it is verified as free from
tampering.

Regarding message encryption, if the sender of a message wishes, the sender
may encrypt the message so that, as a practical matter, it will not be readable by users

25  other than the intended recipient. Some legal systems regulate the availability and use
of encryption capabilities. users subject to those legal systems will, of course, need to
comply with applicable encryption regulations. That compliance is required by the
force of the regulations themselves, and by the general requirement in the Rulebook to

comply with applicable regulations. The bresem system imposes no restrictions of its




2.1. Message Conponents A nmessage consists of a series of conponents. as
illustrated in Figure 2. As Figure 2 illustrates, the principal conponents
of a typical nmessage are 5 nessage headers, nessage part headers. type
headers. dowg@pssparts, and nessage end indicators. Mesgagrubeadsars are

| i nes of text appearing at the beginning of a whole nessage t0 route it
(such as "To" or "From'), indicate its "Subject”, indicate to the software
how to process it (such as by noting its "Content-Type"), and serve simlar
10 purposes at the level of the messagel&s a whole. The message headers are
prescri bed by standards and are not specific to the present system The

principal standabd tmePlESE hdN . 0 er net il .using the
Sinmple Mail Tr ansp(t)ret ° Pr St o'c%%nir%ﬁﬁlﬁgé%g%%g&r aﬁ ﬁgee %rﬁ%tg%lnlélf" SE%gY%iﬁ%étrsi ng Task
Force. Regar dimmiemprated syeenpeard capeldelefi scommesindges are divided into parts in

accordance 15 with the specifications far Miltipurpose |Internet Mil
Ext ensi ons (M ME) .‘QWF the%e%%‘%&”eP‘PS??FBW"%&“E‘E‘&%@?Mi‘f)’%‘e*amﬁé?quiﬂhﬁHSGRFCS 1521

and 1522 of thaalenerdinedtionEngicheiaritigh (as khdudd ssidEakhvd@t it mesl@lds M t ed by
a header noting its.content type and the encoding used to pass It through

e-mai | chahnelSlUdeTPeYalfec Sefekshing. Ripmmplercyommplier 19singst privateoketyyand igenchal VE

standar ds andsgfef BQkinsPecific to the present system 20 A type header is
contained in éeach nessage. This is a part of the nessage which indicates
its type and functRegardingptivate kdysafockepmet assygive Mdanplanenlieyssaded @niint 0 t he

present syste I tl.e.r.eqistr and other records..The type header
is specific %ﬁ%iﬁs}%ﬁ%};s&%%{e dslé/lgl éﬁ%’"ﬁ B ezf?"ﬁé a‘é‘é?“ ‘C’tt%éﬂgﬁglﬁs ‘%F}?ﬁ‘rent s in
accordance wi fyltetmhzeateSatdigidbsgidarrk thpough RghAkenatiogd peaessreqiirideype ueeti ni tions
prescri beg0 by the servli ce 25 provider. XML is a nethaod for |abeling data.
It is prestriBLgeisy4 %‘&88}‘?‘?‘@&?‘?‘1&% therpignpiugrcalontalionsy dihg resulpg Rigpptanguage
(XM) 1.0: VBE aRecerawidahd puvadepf ada Bactihay tdﬂﬂrsk:ﬂwléevawtsi&eaéﬁnkl um as

of 10-February-1998. It is available online a o .
http: // vy, waWVidh BAHRVREGSK AN creatgfhe ier ndigialdigatimsntt ispuent isnpassat & keop be

B T L N
-20 other signing device must be kept secure. Use of smart cards, passwords or personal

15 identification numbers (PINs), and similar security procedures help keep private keys
secure.

Regarding prompt action after losing the private key, if the security of a private
key becomes uncertain or compromised, the remedy is to revoke its certificate
immediately. A digital signature can be traced to that private key through verification,

20 but it is the certificate that associates that private key with an identified user. By
revoking the certificate, the user disassociates itself with the related private key, and
consequently, digital signatures by that private key are not attributable to the user after -
revocation. A user can revoke a certificate in the manner provided by the user’s public
key certifier.

25
2. g ing Unit

Much of what a user does with the present system is accomplished through the
message handling unit. To send a message to another user, enter an electronic bill of
lading into the title registry, or to change rights in relation to an electronic bill of

30 lading in the title registry, a user sends a message through the message handling unit.



docunent introduced by a nessage part header. The docunent parts of a
nmessage "are often ternmed "attachnents”, "attached docunents"” or the |ike.
Docunent parts are optional, but are common in nbst nessages sent in the
present syswowosshre form of docunment parts is not specifipeTiEBbARIPr €Sent
systemand is prescribed by the MME 5 standards. A nessage end indicator
is aline consisting of a single dot marks the end of the nessage as a
whol e. The nessage end indicator is the standard way of showi ng the end of
a nessage according to Internet e-nail g?éndards (mainly RFC 822). Message
headers, nessage part headers, and the type header are technical 10

devi ces used nmainly for noving and processi ng nessages behind the scenes

and serving as cant ainers for their contents. The nmessage headers are not
si gned or eneiy—pié%s?’—a%i@ﬁ@%ﬂlﬁt he matter within them (including the type
header) is. The aboyghs SHITBL % ' . 1.relating to the
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descri bed hereidrindi2®rB. A user shall disregard a nmessage whi ch does not
conformto the re iremantg of this Operational Rule, except to the extent
that another rul e Vet hsades, areylines #ff exgarPsEringr at the hesinpinafadr aiwiglenessage.
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however regui 5&&5@534 .tlrlé"lgvel TERR 3G alaee a:i; Q é%s fh?g?eiésrag% f ur ther

requires that accredited user systens hst hg&a‘%‘igniarte;’tr?s&” 8mpose
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Regarding message part headers, messages are divided into parts in accordance
15  with the specifications for Multipurpose Internet Mail Extensions (MIME). MIME
message format is standardized mainly in RFCs 1521 and 1522 of the Internet
Engineering Task Force. Each part is delimited by a header noting its content type and
the encoding used to pass it through e-mail channels. The message part headers are
prescribed by the MIME standards and are not specific to the present system.
20 A type header is contained in each message. This is a part of the message
which indicates its type and function within the present system and conveys data into
the present system's logs, title registry, and other records. The type header is specific
to the present system. It contains data tagged as elements in accordance with the
Extended Markup Language and document type definitions prescribed by the service
25 provider. XML is a method for labeling data. It is prescribed in a specification entitled
“Extensible Markup Language (XML) 1.0: W3C Recommendation adopted by the
WorldWide Web Consortium as of 10-February-1998. It is available online at
http://www.w3.org/TR/REC-xml.
One or more document parts may also be included in a message after the type

30 header. A message may have one or more such additional parts, each consisting of a




nmessage. A user systemw ||l only rarely display received nessages in this
raw form A user system may not display all of the nessage headers, -and
except in troubleshooting, 5 only the to. from dates of sending and

recei pt, ang,ogeRkRgt headers hold interest. In contrast, 5&?@%&?& pdjeader
and docunents W|th| n a nessage are used extensively in doling business via
the present system although usually in a nore user-friendly on- screen

di splay. Although the raw forns of the tg/pe headers are usually presented
in nore readable ways, the type header2fornms play an i nportant and
definitive role in the 10 flow of messages through the message handling
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proceed with any business proposed in the nmessage. Regardi ng business
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of a nmessage may [ [ o ntends to
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the reci pi entméraageneibesystesh:and acknow edged from the original sender.
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Operational Rule 1. Form of Message
A. A message shall be in the form required by IETF RFC 822, I[ETF RFCs 1521 and
522 (MIME standards), and [ETF RFCs 1847 and 1848  Further, it shall hgve

technically proper content as according to the specifications described herein.
20 B. A user shall disregard a message which does not conform to the requirements of
this Operational Rule, except to the extent that another rule requires an

acknowledgment of the nonconforming message.

Composing a message into this technical form is a task for the user systems,

25  rather then the message handling unit or any other components maintained by the
system service provider. The message handling unit does however require that the
message be in this required form. It further requires that accredited user systems
demonstrate an ability to compose messages in that format. They may do so by

providing on-screen forms to fill in. text editing and display capabilities, linkage with



To carry out these three basic functions. the type header of a nessage
takes on different forns, each with different functional inplications and
content. These 5 differing fornms of type headers are noted below in
expl ai ni ng woaw@sbasi c nessage processes for creating, seodicghgeozend
receiving nessages. 2.2.1. Sending a Message Sendi ng a nmessage from one
user to another or to the title registry consists of a 10 two-stage
novenent: First, the sender transnits tpe nessage to the nessage handling
unit, which then relays it to its reciﬁr%nt. The message handling unit
checks and tracks all nessage flows as an internediary between all users,
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apply, or bot O,Wt gep%%égsﬁtrémgﬁhtg?l'or‘\?\fsf‘%eehagngWftes in their respective
Operational Service Contracts are worded and the options chosen by each

user in making, it tract). 0/ 55774 PCT/ GB99/ 03091 -23- Returns an
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This return acknow edgnent is a nessage having a type header in e form of
a sending of messages, the issuing of acknowledgments of receipt and handling of

15  refusals to do business.

Regarding the sending of messages. sending a message from one user to
another user or to a present system resource such as the title registry with instructions
to perform a function there (such as create an electronic bill of lading). As noted, the
message consists of a type header and possibly one or more included documents, along

20 with the headers used in routing and processing the message.

Regarding acknowledging receipt of a message sent through the present
system, when a user receives a message originating from a fellow user, Operation Rule
2 (Acknowledging FMsg Messages) requires the receiving user to send a return
message to notify the present system that the incoming message was received. An

25 acknowledgment is not an assent to any obligations proposed in the acknowledged
message. It is simply and merely a notice that the message arrived in proper, authentic
form, and nothing more. The recipient acknowledges receipt of the message even if
the recipient declines to proceed with any business proposed in the message.

Regarding business refusals pursuant to a received and acknowledged message,

30  the recipient of a message may notify its original sender that the recipient intends to



"System Acknowl edgnment ", abbrevi ated BAck. A BAck does not indicate receipt
by 5 the ultimate recipient of the nessage; rather, it nerely indicates
that the nmessage handling unit has received and processed the SMsg. |If
the nessageyhpki-pg unit receives the nessage but encourﬂﬁfﬁgmoﬁrror
checking it, 1t returns a type header in the formof a Bolero

Non- acknomﬁedgnent (BNak), where Bolero is the trading nanme of the service
provider. If the nmessage handling unit never receives the nessage, nothing
10 is returned to the sender. Accredited2user systens provide a function to
link each SMsg with its BAck or BNak and alert the user after a BNak

arrives or a SR9L i ecifi nount . of houyt either
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rel ayed sMsg) Y BB Of! ?seék?‘re"c tI’i’é‘thi“i"lt’énsr ditgreripadenofavmgssagsrtafien ani | y
differs from éhffércﬁ‘tmf&ﬁl@d@ﬁh WYk OdifrErRAN glfﬁcﬂl&lal if l’ic‘)ﬁg ﬁ%ﬁ%&men?ezgcaé rvi ce

identifiers, tlmnglnforrratlon digit S|gnat
provi der' s ondifering=fomms offybe thaadewr drginntatl tskmdir éwiaomn@th&vslgl);x,c rAd3chgkn itS

el enent s hawggcetsscésgoq ygag"{bi geplg*nﬁ;%ngltr%ew% "\‘,\?g?%‘ésdzo Awai ts an acknow edgnent

fromthe reciplent dica nmessage (FMsg) was
received. Figure 3 |IIustrates the flow of this process of sending a

nessage vi a th gsgage; Eandl ing unit. To sumup, the basic information
flowin sendi nother user or 25 the title registry
consists of (1) disspdichimegatdtoniBRSaeeocaotYidlo he iR SRy Vs oPhOVI der,
(2) recelbdng an acknow edgl: ment fromthe service provider (a BAck)

i ndi cat i ng t h¥{o-age MovemeneFiihdhe sadar viamsmikdhpmeseese thepyessaze hawding ce
provider or aumthﬁ%h kel 'r&@srs'ltrlg it F@:Fso idnf. PRSHEER Ith%Hﬁlh&%Eks%nc?%gised or

forwarded, and (3) having the present system or war e nessage (now an
FMsg) on to %lh!@tﬂsmeé}mwme@mmmm BAGV®0 /28 3iFctd sPEI/nERYQ¢0B8OthrougR4 1. 12,

Recipient's nt of t w edgnents by users proceeds
accordi ng toﬁ%g@g{nﬁ%ﬁt ?umgetﬁ %}% hlé% §81" Rule . Acknow edgi ng Msa

Messages To send a message to another user or to the title registry, the user creates a
15  message with a type header in the form of a sent message or SMsg. A SMsg is the form
of type header for a message sent by a system user into the message handling unit, and
to be sent on from there to its ultimate recipient.
When the message handling unit receives a SMsg, the message handling unit:
Checks the message to determine if it satisfies the message validity
20 requirements of an SMsg.
Logs the SMsg by recording its type header, a hash result of any documents
included in it, the time of processing, and other information.

Stores the message in the message database component of the message

handling unit for a period specified in the applicable records retention schedule. (A

o
wh

Records Retention Schedule forms part of each Operational Service Contract between
the system service provider and a user. Either the Records Retention Schedule from
the sender’s contract or the ultimate recipient’s could apply, or both, depending on
how the schedules in their respective Operational Service Contracts are worded and the

options chosen by each user in making its Contract).



A. If a user receives a FMsg nessage which is technically inproper, then
the recirpient  shall, if possible, return for that nmessage a UNAk nessage
to the nmessage handling unit at its earliest reasonable opportunity. B.
For every owoaw/s#mEg nessage, the recipient of the nessagecsicsbdnozost urn a
UAck 10 nessage to the nessage handling unit at its earliest reasonable
opportunity. \Wen the nmessage arrives at the recipient's user system
Operational Rule 2 requires the recipignt to acknow edge its receipt
pronptly. The recipient nmakes this acknow edgnent by sendi ng a nessage
with a type header in the formof a user 15 acknow edgnment (UAck) to the
message handl i ng Beiumns a@rackepdedemenf of beeeiplAbk ,thd hessagee hafeg handifiing unit

t hen rel ays 'tceR/n t9 t he orlgltnal tﬁemder g g t%% heager in the formof a
del i very notiTFeE: IS TTRE Y fPynd i & Satistpd G Priseesrvalidinareasmspentsequest ed

notification 'Rhfs @aim deNnpwlelbigen 8s 4 hbdsSt KRRS) bk HeRlPSESR f2d Jf ?
UAck- DNot sequence indi cates recei pt of the nessage by its inten

reci pient (t heYtee Askaontedgmeny’ qubéGV@§5dt%§ku§eBA ep gottipdirate edcvipt b\he _
nES.Sage) SN o Qﬁ&a&e\’\l’g&g@m 6It the r}x?\é?aog hr% F EENEE lw”%%f??f} rrived at its

desi gnat ed reci pien ser system™rn e Jrsegs|

requi r ement s hpudiag ninheds bqpetvhbaﬁcyﬁtoemﬁieth\él%g [f @bl BedsageBantiBiM it NY @
tack, a reci pl ent does not adnit that the recipient has read 25 the
message, has TTRECT GRHBEFBEAY E5FOHers 88 8FSF cherkingdl itrpramens s¥padieadsr impghe | v, has

know edge or faat bCELBOIErAW- &Rmé@l@d%‘ﬂﬁg{ BRES), wWhkreAHIGETs Wk [ HaiBh nRGEGPLS any

obligation in the nessage (see ook).” A UAck- DNot "sequence I ndi cates
not hi ng nor e thergrvicetpeovider.niflthe rﬁasatgcﬁlhmiﬂmt st nmsramveanﬂel meshgasnoﬁnng

t echni cal )y actly as it was ded f e present |
system as A Wslu%eg?\/ﬁ%g%lng%?‘ %ﬁ@@éfﬁwov‘g‘?%fmt“ﬁ% ‘Tﬂb? FYe¥ nessage
does not arr ivif iBSadk bieARABA kY the abdr Aok IRV QSR méékﬂge'}é?ﬁmrfolbﬁars an
unverifiable digital signature or is not in the formspeC|f|eé for

FMsg, the reéP%iféﬁtampmt@fh@ea/ltbweltfkpea@eckon‘aHNab formof a user

non- acknow edgmen message handling,unit. The nessage
handling unit in {:?JFFV%HNA@%gtOB R ﬁ’@ ‘%C‘HF%&P%%?F‘P%W%%@F‘Qaa‘?FeE%ﬁfgéenaam ai ni ng
a type headerOncd farR@déd e g akbaink Yo 6@4%&5@&& RRssade Mldviared ATESSAge
handl i ng 1tgnlt will also return a FNot if no UAck is received for

The recipient of the FMsg (the relayed SMsg) may be a user or the title registry. A
FMsg ordinarily differs from its antecedent SMsg mainly in its type header, message
1dentifiers, timing information. digital signature (which is the service provider’s on an
FMsg and the original sender’s on a SMsg), and in its elements having to do with the
title registry.

20 Awaits an acknowledgment from the recipient indicating that the forwarded

message (FMsg) was received.

-

Figure 3 illustrates the flow of this process of sending a message via the

message handling unit.
To sum up, the basic information flow in sending a message to another user or
25  the title registry consists of (1) dispatching the message (a SMsg) to the service
provider, (2) receiving an acknowledgment from the service provider (a BAck)
indicating that the message was received and processed by the service provider or a
BNAk indicating that it was received but not processed or forwarded, and (3) having the

present system forward the message (now an FMsg) on to the intended recipient.



the nessage within a tinmeout period. The originator of the nessage may
specify tineout period or the nmessage handling unit will apply one by
default. The original sender may then address the problemindicated in the
FNot as the wgapgamafor failure, 10 and then resend the odoof 2Ke

ot her action as needed. Figure 5 illustrates the non-acknow e grren?
process. Accredited user systens return UAck or Lek nessages
automatically as each FMsg is received, without requiring the recipient
to take any action. As Operational Rule2? requires, a recipient may only
send a UNAK if the 15 nessage as received appears to have a critical
technical fault. A UNAk should not be wused to indicate that the recipient
wi shes not to have received the nessage, refuses to read or be bound by

t he nmessage, &g eipitat’ josted@@Es of Recef@Ssage. Sinply put, a UNAK
indicates a failurge in ssage delivery for apparent technical causes.

wher eas a sender'%c%%ﬁ%é‘%ﬁ’ s HProgesgipcrording @e Opgrationglfytle o furt her
response will be forthcom ng 20 due to human volition or inability to
proceed, i.e., the recipient does not wish to progress or deal further
with the cont@pgradgnal Ry CAEedeM LN afages ng to Do Business Pursuant to
a Message A ngs my. be received technically.intact byt ke no sense to
the 25 rece?ﬁ\}ilzgg‘gesrg?%w%e‘fElgssmﬁécgéd"gc t'ﬁgc%"ﬁ'{ﬁldﬁi”éﬁ‘ff’p"cfa Kot Fedinigé t he
message to a Hafl essibleCRAFERY HaPAMIadeQn BEAKSheSdeh oA hesshdd IOMBE unit
situations, the nmessage nmay be unwel cone or otherw se worth |g§or| ng in
the reci pi enta/disiegrdigiteeasonabls opp@vimiti.r cunst ances, the recipient may notify
the original ge , e that the recipient intends to ake no
action based %n&tgﬁéewe%%%gﬁ%%%\%?ﬂ' T 5B f’je’.'c’e B ggafgif’%f/@ 9/ 03091
-26 To notd f ymessegeas irginessagsnding Dir dr 0 86 1ib Ak @RSHaBRSppdrARiy, €CI Pi ent sends
a type header in the formof a sent business refusal (SBRf) to the nessage
handling unit, which in turn relays a user's business refusal (FBRf) to
the original sendewh@fthé hRssap®Rsiedeat the Regites @se!r's#de?ﬁ,_f@ﬁe%%ioﬁii'lﬁueo ocedure.
The recipient of a nessage may send the SBRf (which trigdggers the FBRf to
the origi nal "S¥r i) reqipien ta adkpomdades itateceipt phmptys Theyeecipient mekssvisl.  Any

ot her

ae

conveni &Rkowledgment by sending a message with a type header in the form of a user

15 acknowledgment (UAck) to the message handling unit. On receipt of the Uack, the
message handling unit then relays it on to the original sender as a type header in the
form of a delivery notification (DNot), if the sender of the original SMsg requested
notification of delivery.

Figure 4 illustrates this process.

20 The UAck-DNot sequence indicates receipt of the message by its intended
recipient (the recipient specified as the user who is to receive the message); in other
words, it shows that the FMsg message arrived at its designated recipient’s user system
in accordance with the technical requirements prescribed by the system service
provider. By returning a UAck. a recipient does not admit that the recipient has read

25  the message, has the functionality necessary to read the message properly, has
knowledge or notice of any of its contents, or agrees with or accepts any obligation in
the message (see Rulebook). A UAck-DNot sequence indicates nothing more than the

simple fact that the message arrived as a technically valid message, exactly as it was

forwarded from the present system as a FMsgq.



time period could be selected. The SBRf w |l be confusing and contradictory
if it is sent after the recipient has al ready taken sone apparent action
in response to the 10 nessage. To illustrate, suppose that R, a recipient,
recei ves anvodwkyrreicknowl edges a nessage from S, a sendepcridBbdiedor epl i es
to Sin a nessage readi ng: "I got your note and will look into it '
shortly.” R later "looks into" the nessage from S and decides to ignore
and discard it. A SBRf-FBRf sequence, Ler R s earlier nessage to S, could
be confusing or ambiguous. R could avéfid that confusion by including an
explanation in 15 the free text fields of the SBRf-FBRf sequence, or by
foregoing the SBRIf @ptiratrde®ieisa@! doefst a5 viPAsYs SEBSHNY vAR B fALbe SV tO
the sender expressing Rs intentions. 2.2. 4. Sunmary of Message F 6w and
Type Header s vehegbenrs #n wriverifeblesdigital h!gnzdhnemg isumit in e rforen ghefified Sntn
functions ne ura ce nessa ervice.
GRESARY rdefbie n%Qetugﬁw heac{1§/ R TS AFE el @%g&%ggg

Those functions are | & The

varyi ng for nguxe) &d”lfhetn}@pﬁghBﬁﬂﬂﬁ@urfiﬁvme\&ﬁésﬂg@giancﬁingrl'lhift '1&@19?1%121 o, ysers, and
they trigger varying operations, often another message Wit responsi ve

type header, OigiRl $¥nddnie mrsen grntdininglt iymg headkt in th fgcm ef ¥ fasslumnﬁmsm he t ype

header fl ow n 5. tr t.her ure
i ndi cat es asqgﬁ#Zb?ge ﬁesaéky%g&ﬁ[e&g% Eéq'lrsrgmfe'[}”lﬂnl us Ot 1? &Q‘% ’?fﬁﬁ‘?’%‘lg’ vvher e

t hey cone frahm maskaMMtExntmGMegm peidd] hatorigheir '63@’&: mdf3EgeNUBP &
Figure 7A refer to t nbers used in Figure 7. WO 00/ 55°774 PCT/ G3B99/ 03091
27 Al of thé%eowe%eglagé)g raessgegihead!ing ‘%‘i‘g‘ﬁ@d‘PP‘é{rRﬂWé’YBN&Péltvﬂq orfgiuali| t from

a digital sisgiRt thag theaddlestl thé pABlein| inGihtb @ h thERtTRY B¢ FAEQ f@%ﬁxﬁfk about
digital signatures and nessage authenticity. see Section

pract i call0sertaé thepresend the maﬂsagelm!akﬁe@lstageor(Smgc)edcauses to éX| st and sets

in 5 notion the r ders es or actlon Sone of
the type header '? g)f"gges gﬁrﬁe}%é ternr%l”taitvegveft 5™ ?trf’r?cess d‘{]ccgfglée HE5 Ysms

dependi ng on rtthen UACE}CUI‘YEJNBIEIO%saUesAﬁmbxﬁﬁhdaEd adSRAth FYEE affecedad,! whtkout 0get her
or associate all of the ty ‘pe headers from vari ous nmessages t hat conprise a
singl e seri edSHHrNgThS 55Cipigh) to take areastion, t he same original Sent nessage

(SMsg). Sone user ASYSp&fRnileRGE f%qﬁxlfﬂs, a%&fﬁ%&smgy olniyngelng'gh bebiede

15 message as received appears to have a critical technical fault. A UNAk should not be
used to indicate that the recipient wishes not to have received the message, refuses to
read or be bound by the message, or intends to disregard the message. Simply put, a
UNAk indicates a failure in message delivery for apparent technical causes. whereas a
sender’s business refusal (SBRf) indi_cates that no further response will be forthcoming
20 due to human volition or inability to proceed, i.e., the recipient does not wish to

progress or deal further with the content of the message.

2.2 using t Busj a
A message may be received technically intact but make no sense to the
25 receiving user. perhaps because the recipient cannot relate the message to a business
context known to be significant. In other situations, the message may be unwelcome
or otherwise worth ignoring in the recipient’s judgment. In such circumstances, the
recipient may notify the original sender of the message that the recipient intends to

take no action based on the message and will ignore it.



10 nessages as "reconciling". The different fornms of type headers indicate
the varying directions in which nessages flowin the nessage handli ng
unit. Besides indicating nessage flow, each type header formrequires
certain contwgbesssch as user identifiers and information pghashefhocunent s
attached to the nessage. The type header is the principal neans used 15 by
the server of the nessage handling unit of tracking the nessage and
assuring that it satisfies requirenents for docunents, addressing and
routing, and authenticity. To provide t3at tracking and assurance, the
message handling unit checks the type header of each nessage. and will not

proceed if requireg, GeMk ant okisinf & : L ONs_exam ne sone
of these content r_eaui rl‘émen'gOSémZOeg&g.%Iﬁl?loéggﬁee'gl%ﬁjéﬁefrge%{péenggengiﬁlté‘i’ened in
Section 2.1, decifesyage feronsl sisent dlusiaess yefesah €aRREY toathel rmu3eagehandiBp @nRpt i onal

docunents. all renc.asted i@ rressagi headers used to route and process the
message. The pPiCeli R SR F Hicrexpsdiessetiusple FBRY)i 1 Ue pygiaal sshder pheheneader s
25 recogni zed pidgsah1e present system This section explains what the present
system specifically the nessage handling unit and the title registry,
does w th docunent Eiguregcllustiatds Wstpmdcadwre.message. Docunents incl uded in or

"attached to" a ne i orated intg the .nessage by a user system
in the manner requ??%gagﬁﬁtforgtagﬁ%ge Cmawngttg%g%fg&hmgﬁ%gge gh réiehodol ogy
provi des for fbriginsipender)ofithin24 KOS AR theWhésBigh i ReeivaS SAYL NP HNerRd 4

PCT/ GB99/ 03091 - 28 't rc‘)#l h tgﬁe di g[_l tal communication channels used for
e-mai | . Howev&fe P§EOG & fg?ﬁ Relpcteds The SRRE Wil by eqnfysing and pantradickenifol bgy. M ME

does not proviide &er ik raGKER %hadla cunmen avel i ng _through the
e-mai| system and it .dgéehgss not. Sé?yéﬁl%%i %H%r%?g?ﬂg%tnac aAbouferoee goog[?msnt
ot her thar0t haebrage T iiustrate. FgpesshatiR, taoedipivm, feteitel andidily @ekiowledgds a
channel s. The Lem keeps track of docunments, although it does not scan
t hem or examn%ésaf%ﬁe}%)r?%cgﬁ?ngﬁrt K garep F%ﬁ’t"i“o’ﬂes{sar%tre 8" 8ot ¥oHTeps about
a docunment cembwillsolofnd inkiaiimat iRORAteabIRbs hide tHEBRGEAGS oA S ARE&RASS) | N
which it was contai ng.d, éts _

1gnore and discard it. A SBRf-FBRf sequence, after R’s earlier message to S, could be

confusing or ambiguous. R could avoid that confusion by including an explanation in

15 the free text fields of the SBRE-FERf sequence, or by foregoing the SBRf option

entirely and simply sending an ordinary SMsg to the sender expressing R's intentions.

2.2 u of Message Flow and a
Messages in the message handling unit serve different functions necessary to
20  provide a high-assurance messaging service. Those functions are indicated by the type
headers in the messages. The varying forms of the type headers have varying
significance for users, and they trigger varying operations, often another message with
a responsive type header, within the message handling unit.
Figure 7 summarizes the type header flow sequence, with one message
25  triggering another.
Figure 7A indicates as a table the type header forms illustrated in Figure 7,
where they come from and where they go, and what they mean. The numbers in

Figure 7A refer to the numbers used in Figure 7.



form and information necessary to determ ne whet her one docunent
purportirng to-be 10 the sane as another is indeed identical. That
information is stored under a unique identifier for the docunment. To

det er m ne whvetdoesr7pne docunent is identical to another, SygirgiBosagROoNeNt s
such as the nessage handling unit conpare the "hash results” of the two
docunents. A hash result is also known as a mat hematical "nessage digest”,
"cryptographic 15 checksum', or "seal"_{in technical docunents, wthout
relation to the legal effect of a seal'% . 2.3.1. Docunent |Ds and

Ref erences The system tracks docunents by a docunment identifier (also
termed a 20 " docun®ifthebdIndssagehhre Righailpghed, hdiendnakivag réshﬁfﬂ&%“tﬁ%m from
anong all other docunents |ogged in the system Accordingly, t

cor r espondi ng'éapEicathatoiily wiridicatgmi pidranes ia®rhalonobeut dpier atgnammek aful e 3:

Docunent |ID I Fo ch docunment that a user sends into the
system that %ﬁegééﬁfggﬂ%ﬁ%ﬁmgpéegi%?g/“og'”'"g"ocument IDin the prescribed form A

docunment 1D is nabea prpctiohl sansdSeY orighiNtdnt Bésaged(s Qhks {od&RL bfd £k j2nd a
version indicator. WD 00/55774 PCT/ GB99/ 03091 -29 The user identifier is

the system usRoR i e herdershia aussees eirbainitpastion efleme hithe dgetheaiet i Nt 0
the system (hselud deblduléhofie 5Bl RSt 80 B duflpqBoLh the

base user identifier and any user visi‘on 1de rs ar & TH WG in the
docunent | D, Acpigeitadotser $ystem tcam dinkbmogethet heasssaate iald exfitthef iyee héddbrsdronext ensi on

[ d). 5 i tifier.i . [ | ph ic ch t
i chuni quel'y > P IRReer SRRt Sl B a4 R A ARt [ o

the present Systmessipe (Sheg). USdie ustdisoatBd rdfet oNBisUSBEesd @ﬁ'ﬂﬁfkifm% QlafPrmng
part of the docunent ID. The version indicator is a portion of al phanuneric

text i ndil_ at IMFESEHSSVEFEIBIEGT  the docurment. 10 The above three
Cni que. | dent 11 er T Tor ek ShRuReRP: ErERCHEERE de tandB0BhetEhns il o0 T °
messages flow in the message handling unit. Besides indicating message flow, each
type header form requires certain content, such as user identifiers and information
about documents attached to the message. The type header is the principal means used
15 by the server of the message handling unit of tracking the message and assuring that it
satisfies requirements for documents, addressing and routing, and authenticity. To
provide that tracking and assurance, the message handling unit checks the type header

of each message. and will not proceed if required content is erroneous. The next

sections examine some of these content requirements.

20
2.3.  Incinded Documents
As explained in Section 2.1, a message consists of a type header and one or
more optional documents. all encased in message headers used to route and process the
message. The preceding section explained the various types of type headers
25  recognized in the present system. This section explains what the present system,

specifically the message handling unit and the title registry, does with documents
included within a message.

Documents included in or “attached to” a message are incorporated into the
message by a user system in the manner required by Intemet MIME standards. The

30 MIME methodology provides for transport of the document within the message



necessarily be unique. For exanple. two distinct instances of the sane
docunent may share the sane docunent |ID, but nust be identical. Besi-des

t hose basic conponents of a docunent ID, the sender creating the 15
docunent | Dyiséhsspqose to include with it an on-or-off in%q%;,ogogl show
that the sender regards the identified docunment as prelimnary an

nonbi nding, a draft rather than a final, effective text. Once the docunent
is successfully recorded in the system a sender or receiver of the
docunent can review its novenments througd-the present system by |ooking it
up 20 in the user support resources. For a user representative to be able

t i d b:D: N1 t h tati must (1
nave & user | eaT e Bed AT RLABER eRUBlE R I FE EPRIREM Gmitor (D

organi zati on a@embrd] X)echreniequal teokinote@n] MIMB dbdienotSdiad &1 wicRGigPbely of the
docunent to b% vi ewed vvilt hi n tl?f division identifiers included in the

rel evant user PHERAPAIASTEE BrRpeh s email| sygpmgandrt fofs ngspass amt wbumatiass havi ng
25 a noni t or i AR EHe\dobiBEM otEVIARAnALSIBGY FBM nuinSneh dsh 8l 1 HAGR it ﬁ’m% FungRt 10
subsequent nmessages or docunents nmay refer to the docunent 3 I'ts docunent

ID. If theddr&kaD¢lhdi cator is on, a subsequent nessage nmay al so replace

th [ ly fil | I th d t
dent 11 er . However ™ PP nEd Sp o dPRHeRRT o oRERS ' o Y01 COSE et 1 ne

docunment is ficxmbihe thzirnewtentes Theénfomation ohve i sitsesn &eepolaban 08@&umbninew WO

00/ 55774 PCT/ (B99/ 03091 -.30- sage may refer to g .previously filed
document by it%;%an%sco r‘f@%‘fﬂaflﬁf abﬁﬁtﬁﬁﬁgss%%(&r MEYSREF ‘Q“zb t¥ps oREingddtinent . I n
such a case, Whanaidiaformamagecdiandlo gk vheBEOGR ISP SurpGhdRSRAge, it
wi |l chec docunent copy .and docunent ID to _determ ne whether they are

th y Jocu .
i denti cal lif)o H15eIBE 5 3B0afry s fipdeed) idsabcahehat dHermaten iesiered; updsr o yniqusey ar e
not identical jdehiifeer iR SSA@Ruia@ndl i ng unit returns a BNAk; for the SMsg
sending in the nonconform ng docunment. Otherwise. it returns a BAck if the
message is val il datermine "d’tCSf@r opeedqrumERs. is 2deBtical (@ eamather.pyiton compBEotment

Type 10 The sysheiSq0LhL9shAatk .y et i que.identifier but also
i nformation agout 9} ts ?ng %’?’%’qgllhttcf@?)ggﬁ]%gg%hégsag%lf?f&ﬁtm gopcélmie%ts'suppor ted
as an A hash result is also known as a mathematical “message digest”, “cryptographic

15 checksum”, or “seal” (in technical documents, without relation to the legal effect of a

seal).

2.3 C s and Referenc
The system tracks documents by a document identifier (also termed a
20 “document ID”), which uniquely identifies its document from among all other
documents logged in the system. Accordingly, the corresponding operation rule

stipulates as follows:

0 onal Rule 3: D D Required
25 For each document that a user sends into the system, that user shall specify a

document ID in the prescribed form.

A document ID is made up of a user identifier, a general identifier and a

version indicator.



i ndi cator of form Docunent type indicates the business role of the
docunent as defined in the present system As of this witing, the
docunent type nmay be any of the docunent or 15 nessage types defined for
EDI FACT. 2. woobdssmd i fi cation of Users and Authenticati on etTAdRS®H®@AS The
precedi ng section expl ai ned nessages, particularly the type header and

i ncl uded- docunent conponents of a nessage. Once these conponents are
assenbled 20 into a nessage, the nessagg is ready to be sent to another
system user or resource such as the title registry. Sending a nessage or
perform ng any other significant action via the present systemrequires

the sender to declTae eser identifieris thdeitbrhigér. idEARieL6RMPLs@ WA dRS§age, the
pr esent systedrtpﬁchecks for the user identifier and verifies the digital

si gnat ur e on PREDEIREE SHEmc doFbidaeificss arpa¥plaiasdrinisertiani2f4 lor Batidthe he
rel ated publ ivaseu@¥r i@@iificf éuﬁaatrr]\? -usJQiiﬁsé%xffd'ex&h%?st 4[r9 ﬂlcmd?c%: ﬁ:tﬁes WSeuf@nipevent one

user frominpersonating another w et ection. o0 ensures all
users of the byt exaisrexepsionehthensser idenitifieHif 2l dxedsipreissiswly  gover ned by the

Rul ebook can send jyve ssages. thraough the nessage, . handling unit.
Thus, a uger nust Tgﬂg% e%?gdeég?%\rbbﬁs%?esl %fgﬂﬁ?aﬁ‘l"g?maﬂﬁmﬁie& YhiFh ynighely “each wo
00/ 55774 PCT/i@BE9¢0B68dcumestsengeansng 4 doctméritOsnsinteBepreddat SyseBCly B

expl ai ns user idecptifi.ers and, ho sers digitally sign their nessages. An
i nformation STTeX

Hyaes if HiE uass AdeRiter) ?rﬁk‘i’%@mlt ediogimedt P -nf or mati on resour ces

such as a Vb br owaeteradingREMEE o pSHBR bR pRRuh B OBl RS e S QRS St s of
signing 5 the cR}gckets (small, digital blocks of data) or groups of packets

that conpri sélig dpsumenty eam 2.4.1. User ldentifiers A user identifier is the
name by which a sygt amLgede s’_u?-_ici‘eggﬁ\é}s gflg%t érHCOlE]n?ﬁ?e ¢ dgcrugl%gtglb Syosglétgm Because

it is a name, the user identifier iIs ere roman addressec - thcl udi ng
an e-mai | addkes®m gnunigichidentidiet forbtit elocwofent, hathosghr eitheaby eslf Bay mecor ded i n
oes, not, strictly

e T LD B S, 8 G B0 O R P
where e-mai | sbaathesamedeumed . IDAut GrustBRiidlendeldr ess, |ike a street address, a
tel ephone nunber, Bgsqgesothohsgrbalsig(:chgqilngrgntiocgfeans ’c]ocrgg'}c/:nt ID, the sender creating th
) g the
15 document ID can choose to include with it an on-or-off indicator to show that the
sender regards the identified document as preliminary and nonbinding, a draft rather
than a final, effective text.
Once the document is successfully recorded in the system, a sender or receiver
of the document can review its movements through the present system by looking it up
20 in the user support resources. For a user representative to be able to review a
document in the present system, the representative must (1) have a user identifier
indicating that she is part of the user’s organization and (2) be equal or senior to the
sender or recipient of the document to be viewed within the division identifiers
included in the relevant user identifiers, and (3) be listed in the user database as having
25 amonitoring privilege.
Once a document is filed under a document ID, subsequent messages or
documents may refer to the document by its document ID. If the draft indicator is on,
a subsequent message may also replace the previously filed document with a new one
bearing the same document identifier. However, if the draft indicator is off (indicating

30 that the document is final), a new message never overwrites an older one. A new




15 be a hel pful attribute in identifying a conpany, but it is not the
conpany itself. Any of those attributes nmay change without really
affecting the identity of the conpany. That identity, as distinct from al
ot her users whgydsieed, fromall other conpanies, is what Pctrblf'%b'/ﬁﬁh
identifier signifies. Al systemusers are conpani es, rather an

t he. i ndi vidual enployees or other 20 persons representing a conpany.
Therefore, each user identifier refers to a conpany, although often
abbreviated. To interpret a user identifPer or find out nore information
about a user, look up the user identifier in the user support resources. A

user may add QBt.oO.d ] L] £l a reference to a c a di vi sion or
depart nent, ang Sah rb%xl'tégegi? %ﬁ‘%o‘%’%% ﬁ{]e dv@ﬁ%‘f%@ér%y {1 ogspt %‘gg‘aéﬁe“ﬁi gure 8
illustrates ogibagnabopadditid dramts. t hesdeBsecdss.ewhind@BtidsiaE haddi@g dini Si on
identifiers and extepnsion (the italicjzed text in the figure) are each

optional and BEEEITiHel by THas uk &l chsrkythe dacument pevyant focement JBeto’ s
conveni ence agdermi@vehaR@r tegake ﬁérgnblftbqwﬁﬁviGWﬁBH'd%ngﬁ and Wockggh! ON
2.4.3 explains, other users may consider the identified user responsible
for the nedsafe, [frkgyareineddengeal thamesagd bindhing onit reB@nsexpraksiovns sMse t acked
onto the user_| PR 0/ 55774 PCT/ (GB99/ 03091 -32- The system
service provi ﬁé&ﬁgqsds{héﬁémg}e{lgﬂgﬁ%g(r)cug‘eﬂtsg}- (hfrdvé?‘?t I FFTRIPS QURRTK i e mesease; s

enrol | ed. SubpeflEintalleRnegfckn the user identifier are rare. unless tile
user undergoes a fundanental organizational change such as a nerger. The

system service provider deactivates and will not recogni ze a user
identifier afienp t - hihHeadWs,of is 5 expelled, or while the user is
suspended. Operational Rule 4. Supplying User ldentifier Wien Require In

every nmess@ige sentThensgsstemheeosedssagge oblandl davgmentist uniguaisémtiéralbht iatsel ude its
user identif] 'Otnmbg theegle ts.specifted for i-t by the system 10
Oper at i onal I?erfFarenné\é:i SUse (S’? ar%[s}reeptbf’c?éﬁr:?’t |Ih id‘e%?u enﬁs]IéPe }slshséfPl?orﬁ 254 tenpt to
i ncl ude a usemdicgendfiffirer in a nessage sent into the nessage handling unit
when either: (a) the user is not erﬂrgl l.ed i gp d standi ng, or .
ocument type indicates the business role of the document as” defined in the
present system. As of this writing, the document type may be any of the document or

15 message types defined for EDIFACT.

2.4 Identification of Users and Authentication of Messages

The preceding section explained messages, particularly the type header and

included-document components of a message. Once these components are assembled
20  into a message, the message is ready to be sent to another system user or resource such
as the title registry.

Sending a message or performing any other significant action via the present
system requires the sender to declare its user identifier. On receipt of each message,
the present system checks for the user identifier and verifies the digital signature on the

25  message according to that user identifier and the related public-key certificate. This
verification process is to prevent one user from impersonating another without
detection. It also ensures all users of the present system that only Enrolled persons
governed by the Rulebook can send and receive Messages through the message

handling unit. Thus, a user must supply a valid user identifier and digitally sign each



15 (b) the system service provider has not assigned that user identifier to
the user. In'the event of apparent m suse of user identifier contrary to
this Operational Rule, the systemservice provider has the r got to return
a BNAk nmessW@#0/5%8374 he sender and refrain from processi ngeciveBmrmenge
further. 20 2.4.2. Certificates and Digital Signatures User identifiers are
public to the user group. Any active user can | ook up any other user's
identifier in the user support resources, and a user often keeps |ists of
comon user identifiers as a ready address book for sendi ng nessages.
Because users all have each other's user identifiers, the user identifiers

are not a semgssmgereaintormhtictbst@ikh NEHiE seabh BYIARE ¥R MettifiefNSILARY Gserd USET
general ly cagnot reli %bl infer fromthe wuser identifier that a nessage or

docunent is @Hﬁh‘vn%%ffy‘ S BfiEeEDy or associated with the identified user.
Rat her, that infexgngemshonibieahgs %%%mmélrl&m@][!ﬁog&%i RofhfllchRsopFeInat ure.

if the digital signature can be property verifie ence “A valid
certificate. S5t G W Bo7Rl aRCENEBISiL0BP 0l inforBBtin Grehm. cofieab sighimnd

Veri fyingsDi g¢i.tal u Lgital signature_results froma conpl ex
mat hemat i cal g{cea 3 a?s?glﬁll', ufg ?@Wg&%r% Gé sogfr?ugﬁ §& pﬁéﬁﬁeﬁ“h?ﬂ“&ﬁiﬁe % bot h, a
given unit oftrdata and a given private key. That |arge nunber unique to
both the signed data and the signing private key, is the 5 digital
signature. Accredited user systens include functionality for creating

digital sigpatjuresrppRpimssages. After a digital signature is created, it
can be verified as its, si&ner_' s signature of the signed data by neans of
anot her mat henat i 8 HSCIpeRBEE ix be rpame "byevhith @atystom userTs knpeni Wishim tih gi t al

signat ur ey apeempPWsRh bRSud if; ' vides .both the data that 10
purports to Bave_ Been si'gnL(la lalgg%gjng’gP?P%fEc%ﬁtéﬁeqﬁ%%oﬁ%gts%%%aﬁﬁ cg?ﬁs’ng uni t
verifies theinclidiyigtan k-meilguddress: andomhee waibutaye$ hagser thaamay be feesr@édigsheand

oi anat ure on SvEF péate ch slHEer W p el et Bt o sPe Bl no R e sage
handl i ng uni tser,onthetihitentifies taéooad o PON@EhSncUited e-BRNchdbe reéivddeaser Vi ce
provider, if mtal %déjrgs%,rliléesa s}tr%etba dr%gs[ gztiéler;)hgr?eargun}bgre, axrlrc‘ig gt?n?r (gca(t:i(grrlngc?de];,rn?ar;f1 the
13 be a helpful attribute in identifying a company, but it is not the company itself. Any of
those attributes may change without really affecting the identity of the company. That
identity, as distinct from all other users and indeed, from all other companies, is what
the user identifier signifies.
All system users are companies, rather than the individual employees or other
20  persons representing a company. Therefore, each user identifier refers to a company,
although often abbreviated. To interpret a user identifier or find out more information
about a user, look up the user identifier in the user support resources.
A user may add onto its user identifier a reference to a company division or
department, and an “extension” noting whatever the user wishes
25 Figure 8 illustrates optional additions to the base user identifier.
The division identifiers and extension (the italicized text in the figure) are each
optional and determined by the user. They are entirely for the user’s convenience and
have no legal significance (see Rulebook). As Section 2.4.3 explains, other users may
consider the identified user responsible for the message, regardless of what divisions or

30  extensions are tacked onto the user identifier.



15 service provider. An accredited user system has a denonstrated ability
to verify digital signatures, and often does so autonatically as nessages
are received. Besides verifying digital signatures on nessages, a user nay
also digita or encrypt a docunent sent within the and
f or war ded owdlgo;ﬁ%ﬁg message handling unit. The present sys?%%§%ﬁes not
verify any digital signature on such a 20 document or decrypt it. That
verification or decryptionis left to the recipient of the docunent. A
certificate, in this specialized, digitak-signature sense, nmeans a digital
record identifying the Hol der of a private key, which is |ndi cated, not by
listing the privat I.yvat e Seet but rat her
by listing its pubﬁeé&gﬁ%{n §@ﬂ9@ﬁr§ﬁd£ﬂ§%&)se¥& L%elka & l%tén%rfliﬁr E‘dhﬁl HUE to its
private key, emelledhénlestgrent chah@s pruthk lusaerkceymﬁarardmre mﬂ&d titcmstrnﬂti&gée@ or

identify its e key. The public rivate sof such a pair are
mat hemat i cal | %/)Hrn\é%%?néag ,Oyggﬁ’tzgl |n§lcC i SHQ‘ ?&ﬁ%mﬁfgle(/af R RGPS RIPHSEr t he
public key i geaciapesitand ivanalot yechfifigas iubdreidedtifiet Bﬁerdthglugéillwﬁidmtﬁ
verification wl%s a positive result it denonstrates (1) 30 that the
digitally 3i ghegl Previile theaiser igersparded-al t ered since it was di gitally
signed, and WO 00/55774 PCT/ GB99/03091 -34 (2) that the digital signature
was created with the prlvate key correspondl ng to the public key listed in
the certifi ca@preradumd! e' pplyia iheReqaiped | fi cate, in turn,

identifies theg a |vatek the |taI as a
particul ar userm'lgq%r ¢ Sgﬂe;”\‘/)éyrll § i PErse g%dh‘ﬁ Hip ﬁ%ed’“@ ’g’flﬁ ekl ficate,
that the di gi &edrifigt givak theelewas:s eicetied for My the syhek, particul ar user. Pursuant
to the Rui(ﬁbook. a digital signature is absolutely attributable to that '
user, if at digital signature can be verified using the public key |isted
in a certificapeaidnabrigds DYisae of Res&yabpimyser vi ce provider and valid when
the digital signature was created. Thus, a digital signature is deened to
be a parti cul AFeUSe/ it pifempl ty ipglydel q usiexs idgutifiet incimesTags seve éwto vhal mesrage on a
digital sign il ts own risk if the digital signature is not
verifiabl e; %dw&}nr%ﬁcﬁ7?’?hé’éte was issued by an accredited certifier: A
certificate wa ¢he userdendriefinoded in gnodisrexding, ent user or a user which does not
have t he psrl v(%} the € i ndi cat ed

tem service provider has not assigned that user identifier to the user.

In the evenr of apparent misuse of user identifier contrary to this Operarional Rule, the
system service provider has the right to return a BNAk message fo the sender and

refrain from processing the message further.

20 242, Certificates Digital Si es
User identifiers are public to the user group. Any active user can look up any
other user’s identifier in the user support resources, and a user often keeps lists of
common user identifiers as a ready address book for sending messages. Because users
all have each other’s user identifiers, the user identifiers are not a secure means of
25  authenticating documents. Therefore, a user generally cannot reliably infer from the
user identifier that a message or document is genuinely signed by or associated with
the identified user. Rather, that inference should be drawn from the user's digital
signature, if the digital signature can be properly verified by reference to a valid

certificate.
30



by the certificate will lead to inferences that are erroneous and
potentially dangerous; 15 and (c) It is valid when the digital signature
was created. These requirenents are reflected in the defined term"signed".
A nmessage owooedesmarent i s "signed' when it bears a digitalkcsicpoaéggie t hat
can be verified as provided in the foregoing list. Further, if a nessage
or docunent is signed, it satisfies any 20 applicable |egal requirenents
regarding its form (see Rul ebook at 2.2,2). For a nessage to be verifiable
in this way, the Sender nust digitally '%f'gn it as required in Operational
Rule 7 (Requirenments for digital signatures). To sumup, a digital

signature asspgbates achBEsasR W[ifmg;ﬁ%%éltsigﬂé&@gs private key. verification
of that digital signature indicates Ich private key was used to 25
create it, and a cerdigip] gagagurg neshienfremyhicerhples artisoiatis! chiatlatpmi watck key. | n
i ght of prop pficatl . sage, C ttributed to its signer.
Qper at i onal Rﬁrlf)%ucﬁﬂu%$8t @Hbgp%‘?‘%‘%ﬁﬂgg ﬂ}basgg%negﬁgéﬁd[agﬁngé‘e’rwesni?é'lv'[“e &F’@i tally
si gn each mesEmgéargemtmber anitjinetortesshgaighahddt ngl thaistzningPrivile QeY, 35Hhé4

PCT/ GB99/ 05309§ : -135(y erational Rule 7: Rerg]Li‘igr enments for Digital Signatures
(a) A user’ shdFi SIRAPE. | PETHIET U3 seitgrattaide dwicHepalityofor wrepnacdigitabhi ch
corresponds tQgnathi& piMsiagekey listed in a certificate issued to the user
by an accredited certifier. (b) the systemservice provider has the right
to return a BNAk rffisagiginlsignaireis grgated 5t eanche vedified ag it signerisrsignetess afg
further a nes ; I i I I [ t.s. ..of .t hi

Oper ati onal Rﬁ?g@nég;%aﬁg%){ glhéanlé °t§e3‘1‘°3m§:“§{‘)¥e°r“¥ﬂ e?ar%é)?q%ggstgrggg encﬁfac)?t\l/oéld iouser
shal | treat avemssdigetabsengfurguastpoabing aduidientad proyides bath theslataahatsi gned.

A 1 ' whi.ch i i d,. ' | Rule 9:
Autnent i ol y PGBl TERA 305 MR P hesig B ning B B B crma

si gned as recdigivédighmuichateve®InagRe that Rgedetleeas fofwate bitPéveht useSmadtgned as

a separate unit. 15 : e e . .
verify the service provider's digital signature on every message that it receives

purportedly from the message handling unit, or other system components under control
of the service provider, if the user is to be certain that the message comes from the

15 service provider. An accredited user system has a demonstrated ability to verify digital
signatures, and often does so automatically as messages are received.

Besides verifying digital signatures on messages, a user may also digitally sign
or encrypt a document sent within the message and forwarded on by the message
handling unit. The present system does not verify any digital signature on such a

20 document or decrypt it. That verification or decryption is left to the recipient of the
document.

A certificate, in this specialized, digital-signature sense, means a digital record
identitying the Holder of a private key, which is indicated, not by listing the private
key (because the private key is a secret), but rather by listing its public key. A public

25  key is a large number unique to its private key, and therefore, the public key can be
used to indicate or identify its private key. The public and private keys of such a pair
are mathematically related, but discovering the private key by knowing the public key
is computationally infeasible,

If the digital signature verification yields a positive result, it demonstrates (1)

30 that the digitally signed unit of data was not altered since it was digitally signed, and



2.4.2.2. Inplenentation of Digital Signatures in Message Handling Unit As
nmenti oned, one of the principal benefits of the present systemis that its
message handling unit tracks nessages and provides for assurance of
delivery thng ssage acknow edgnents. To provi de nes i ng and
trustmorthy‘ﬂgﬁﬁgggg, 20 the present systemacts as a dis?ﬁgg?%gﬁéé
operational internediary between users. The process of sending a nessage
fromone user to another is a nulti-step sequence as described in Section
2.2 above. The present section explains-3#ow digital signatures fit in that
sequence. In each step along that sequence, the sender digitally signs the
nmessage. \Wen t £.OS em sends, rel ays a,nmessage (i ncluding an
acknow edgmant(ﬁ)Zt#§ E}t()tgnéag’%qet9 ﬁ@%trﬁ%/%g%ﬁrg%t &;W,’thitﬁe Bﬁ‘g'ﬁ“f KrY {PrE Hémg & "essage
rel ayed from phigicdrey diswdlin sherdeificat used foi @ tvalifiqtignatrd: @e@ficdnah wfRr war ded

nessage attests t tlh verifiability of the original sender's signature on

the ori gi nal H%gtétgedé?eeﬁﬂﬁ‘g of gt pravafe ey Sthe Sicital sigiey) as @ pamislpraiser, eidgoi ng and

messagi Ng pr oeRserifidiCaR Hi& St KR GRIRLA3AL he 43R Yai%rﬁiu%% c?ea%ﬁg 0! he
g€ handl i

message flow. digital signing, and verification i nat nessa ng
unit proceéds 'ByPagiciagyEhce of steps as follows. (1) A nessage is sent in

the form SMsg. ThepQLi.Q B3td R r,digitally signs and sends a nessage to
the message handl i ng tni T %orgl %@giaar gllg%l S?%ja%ﬁﬁeels%gﬁql%%}ér‘?ftr.lb%giezsot e
message handl bsey ifithptdigited sigsatarn cachenavified! gyimnthe ipublichey it drinof ceatifi@@si ti ve
acknow edgnen referr as_a. BAck.or a negative acknow edgnent referred
to as a non-ag:sﬁuﬁg\?ayeﬁlgﬁgrf' g%nr’ SENKR Provier aad 44 Wh%fh&ei ‘ﬁ%‘taﬁﬁigfla &r¥®i es t he

sender's di gtfeatkd Shgnatigitel signatultds &va@d ichacisidulabuat ffenticity and form
and retur3 a BAck to, th dr(:ri gi nal sender if the nessage handling unit
i oG

properly ifies @ atiedisgrdelying ong digitgl siegnatuse ishies auite owndisk ifnds t he

content in cothe @kl Smitud it ndRrifiisage handling unit fails to verify the
digital signature erly or finds'errors in form it returns a BNack.

The BAck or BNak gg yeeriificatsi yaselssuby by e asysdiedncesfion c4 cpriGvitdehich(3) The
or 1 91 nal  sendsrRREs st e R o ap P S ey e e Pulitircal |y
proper 15 f obyrthetchrdifinees viheadhendierangesult tarer @fonedis aad BAedtiallp dédperoad:i gi nal
sender ancii5 sezrlln%s t he
(c) It is valid when the digital signature was created.
These requirements are reflected in the defined term “signed”. A message or
document is “signed” when it bears a digital signature that can be verified as provided
in the foregoing list. Further, if a message or document is signed, it satisfies any
20  applicable legal requirements regarding its form (see Rulebook at 2.2.2).
For a message to be verifiable in this way, the Sender must digitally sign it as
required in Operational Rule 7 (Requirements for digital signatures). -
To sum up, a digital signature associates a message with a particular private
key. wverification of that digital signature indicates which private key was used to
25 create it, and a certificate indicate which user holds that private key. In light of proper

verification. the message can be attributed to its signer.

A user shall digitally sign each message sent via the message handling unit.
30



SMsg nessage on to its ultimate recipient as a FMsg. The FMsg is
digitally signed by the system service provider. That digital signature
indicates that the FMsg is fromthe service provider, and it further
attests thawadogsmessage handling unit has properly veri pce@gfeomender' s
digital signature on the original SMsg, as the Operational 20 Service
Contract provides. On request, the systemservice provider will provide
proof of that verification |n accordanée with the Operational Service
Contract. The original user's signature”and the original SMsg is available
on request, from|l ogs and records rral ntai ned by the service provider. A
FMsg has a typpsqhe 1 B il kO8N es OVMBQ that caused that FMsg
to exist. Although the substantlve content of the FMsg and 25 its SMsg
remains the s@he! tieh&iqisepte ftefigialtsigrptuge 11&1)@341 pvasnkeytwhadikionngsgondd foe
service prov Pa; 0 uer
precisely i de}rﬁ’g?ég&émey ﬁa(:)%dfﬁn : ‘E’{P’ﬁ%ﬁéﬁig‘%p % H‘ggdl%gl té’fcrg‘%lﬁﬂaﬁem”té"on t he
ori gi nal Sl\/lsg(bytdmrmttertneerwea' pfoviger Bagah sightt faeerufres ahibik messhddsg .the \YH0/ 55774
PCT/ GB99/ 03091 ﬁ% 4) A user acknow edgnent (UAck) or user
non- acknow ed aip 13r0fe§Slnggl§£&@rda messagewlichiails o §a4sh hgstgguirdmentseci pi ent
verifies the geryoperapbmyReer' s digital signature on the FMsg. If the
nmessage is properly received and verified. the recipient's user system
responds by sending a UAck to the nessage handling unit. If the 5
verification bHaihs,9r pe,ga g Sl L apparent. the recipient's user
system returns a |g|taIIy si gned by the
reci pient of 4 heerﬁwgﬂheﬁweesalgt as &f qleﬂromblétt:mh&rhzezm‘rg&sag& sigmed | jg pgeruni t .
(5) Adel%erlx |f|ggtmess E(DPIO}rﬁé fallure notification (FNot) is
i ssued. SSAgE HEn Yl ”ﬁfﬁ’ Feceives a UAck, it relays a DNot
to the sender of the 10 original SMsg. If the nessage handl ing unit
receives a U el .ays a Mot to the original sender. The DNot or FNot,
as the case neblfRldyule & quinendeipiof documebignat ure of the system service
provi der. an(14td9@tmeq,|g I rj fi ty of
the recipient's digi talhlt ?Ia ﬁ%’?ﬁ?’é&%‘% ﬁ]g&%}/&gﬁ&%&&sﬁ&g&ve#ﬁ it ”%ijaélé
handl i ng uni treaerﬂ@lﬂe@‘w&etéem islsiggedesssepmiesait. (SBRf) fromthe 15 ultimate
recipientj4n a way simlar to a UNAk. Figure 10 is a flow chart
illustrating the nmessage handling unlt flows with the

2.4.2 lementatio i res in Me andlipg Unj

As mentioned. one of the principal benefits of the present system is that its
message handling unit tracks messages and provides for assurance of delivery through
message acknowledgments. To provide message tracking and trustworthy delivery,

- 20 the present system acts as a disinterested operational intermediary between users. The
process of sending a message from one user to another is a multi-step sequence as
described in Section 2.2 above. The present section explains how digital signatures fit
in that sequence.

In each step along that sequence, the sender digitally signs the message. When

25  the present system sends relays a message (including an acknowledgment) from one
user to another, it digitally signs the message relayed from the original sender. Its
digital signature on that forwarded message attests to the verifiability of the original
sender’s signature on the original message. This figure illustrates this sequential

signing and messaging process.



digital signature steps shown. 2.4.3. Agency and User Responsibility 20 In
the present system a digitally signed nessage and the docunents within it
are legally deenmed to have been signed by the user listed in the

certificatewsmmshp verify the digital signature (See Rubgprgboeden- 1(1);
Qperational Rule 6). Al persons using the user's user identifier and a

private key certified to that wuser are irrefutably deened to have the
authority necessary for their acts to be binding 25 on the user (see
Rul ebook). A private key is deemed to be’certified to the user if the
user's user identifier appears in a subfield of the subject field in a

certificate. O heradFigh®l9 mws.%esﬁhe@ﬁ'geaiﬁ&@ﬂﬁgimMﬂgﬁ%@, Jﬁﬁ%ﬁﬁ&h&ﬂn feel d, at
e

the user's option in cooperation with the issuer of "t certificate. Those

ot her fields Basagsdaydiag upippivessayey 4 sduancelefateps epiodewent at i ves of the WO

00155774 PCT/ GB99/ - r d their. keys and to trace .and audit
i ndi vi dual s' acti J?f‘?géss\?\%eﬁgf%§ﬁﬁg?ﬂé§%r sg'gpagﬁgl?%{”igélﬁ?r dgﬂ%i\ewqu n of

Messages and {aduaesssye o bbb tlessagsindilig viRSSTeSRrdGolepeRage handling
unit may encrypt tgF if they wish. Encryption is not required by the
Rul ebook, but users mesiRRssniing wHE Isyiss “arerskngydedemant innthe derenod in t he

present syst egBsitivhgcidSRIedHdhARas "8 604 Qpﬁck\/@?%tnbfa'iiviél?&ggxme%%?{(eenﬂe%%%d

;
representative is authorized to encrypt nessages. user or user
10 repr esent aviay e npmgckaenledgmennesBiale Thsinegage hoodlingank eyrifies te seadet’s f i cat e

listing the system service vider, as subscriber. On receipt of that
nessage, the %%liazzi’&%surﬁgﬂdl?‘?%gu e‘fksdgcf'rug‘ﬁ?téc“’rvtanﬁg‘i%a‘idt ISWEIS A/ BRcK tRey. | f

the nessage h@adhsing seHliel if SRNASAP h&dliﬂgﬁmﬁﬁpérﬁ“@iﬁ@éth@’ari?Mﬁ%)ana@??ed on
t he i ncom ng nessage, the nmessage handling unit ~ encrypts It using the

reci pi ent1& figial giskatyre apdh indsetb gomsent i aerrachtonmd dE thephesiage bsidbige uhis 15
e mt ted by i T S S RcAPbl AR RSRIE R i F 6% 0 usi ng
the public, KBy HackbeRakimeasageistsightdCt tRe Wiiefiservice provider,
(3) The message is forwarded with a forward message or FMsg. If the SMsg
from the original sender bears a verified digital signature and is in technically proper
15 form, the message handling unit retumns a RAck to the original sender and sends the
SMsg message on to its ultimate recipient as a FMsg. The FMsg is digitally signed by
the system service provider. That digital signature indicates that the FMsq is from the
service provider, and it further attests that the message handling unit has properly
verified the sender's digital signature on the original SMsg, as the Operational
20  Service Contract provides. On request, the system service provider will provide proof
of that verification in accordance with the Operational Service Contract. The original
user’s signature and the original SMsq is available on request, from logs and records

maintained by the service provider. A FMsg has a type header form differing from the

SMsg that caused that FMsg to exist. Although the substantive content of the FMsg and

1~
W

its SMsg remains the same. the FMsg reflects its logging and tracking by the service
provider run parts of the system. Consequently, it is not precisely identical in form to
the SMsg, so the digital signature on the original SMsg cannot be verified against the

resulting FMsg.



20 (a) is issued by an accredited certifier: (b) contains a key Usage field
whi ch indicates that its public key nay be used for encryption; and (c) is
published in a recognized repository. 25 3. Public Key Certification

Publ i c- key wercbis§meates are used in the nessage handl i ng weairigebsuast abl i sh
the authenticity of nessages and optionally providing for their '
confidentiality in transit. The authenticity service is provided by neans
of digital signatures, which depend on_~£erti ficates to associate the
digitally signed data with its signer. Tnh providing 30 confidentiality
service, the certificate is used to assure that the person establishing the
WO 00/ 55774 PCT/ GB9A OB&94cknowId&engean {uzden ot @abdrtnonBRAowMdEmbite fisdenti al
data by the publcic key of the person who is to break that confidentiality
using his or 'FeFdpPpyEeertdyhe SMe. tpasripiemoyasifien it Srviercprayider’s digitati gure 11
illustrates. ¢ | .ow f st regardin ertificates, . . i ndependent
of other rol esgﬁ? %lge?(l néﬂ%‘%rﬂ;fb%. rgp‘!r}]lg?/" eﬁ%,?’/eelts ipﬁ()p? et ?l??dganfléﬁ'i‘tléetdr @‘,e refclﬂlméf(arrpl e:
The |Issuer i susérheyseampapondt bt sehgigbl @S URSE td fikeC Ale®bge hihdBhd &hicWOIfdge WhO
creates and digitally signs certificates. and then sends themto the
subscri bers I‘ie§8"e"é!°il falks e ttechrrigd fBUbis@ppdsent. the recBiigme nperisgsténn ectypas son
listed in a i r.of ;10 the privat ey carrespondi ng
to the public Ee'y ?g%(gfj&?% ﬁsemgletgfyi? n(':edatjb é.tgerﬁg%§ﬁb§1€§? E‘lg%lg bﬁ?%re tI‘Eo t he
person who crseatiss tichirgéstazk haidgjpatnt es verifiable by that certificate. The
person is termed t(ge "cﬁibsqri bﬁr", when referred to _as the person listed in
the certificate, “And THEY JofHeaton (Rq) st fatlyre rofification (Fiep) iimdssHedyi t al

si gnatures. TWgenRgt We@bodidhlivhd whittERivRER SR tit(}gl\ﬁwyblt]&eto%e%gﬁ“&r ﬁf mé digital
signature, after 15 creation of the digital sighature, sends that digital
si gnat ur elOwi todnigimah®¥agadé theonesbaze hrmdlipe ngit peveives a Wk, Verelals e snehe e gi t al
signature. The. Ref gi B% P‘?’{J% then ordinarily relies on the digital

si gnature and"EHB' LBt f i CPECY O d3PabI IS HIEhE2SRItTREN PR cPEys dr digieal
digitally si 5 ' Yol L ec: t abase. In

Vel fyi ng ¢ he ot B fyet R PREBRIRE Yol S AULEERAe Bl R WEE o e e

i nformati on aisufiability of the recaint 'y digitdlistgpatuhaitthe Unck or UNAk.

The message handling unit handles a sent business refusal (SBRE) from the

15 ultimate recipient in a way similar to a UNak.

Figure 10 is a flow chart illustrating the message handling unit flows with the

digital signature steps shown.

1]
3

gency sibilj
20 In the present system. a digitally signed message and the documents within it
are legally deemed to have been signed by the user listed in the certificate used to
verify the digital signature (See Rulebook 2.2.1(1); Operational Rule 6).
All persons using the user’s user identifier and a private key certified to that
user are irrefutably deemed to have the authority necessary for their acts to be binding
25  onthe user (see Rulebook).
A private key is deemed to be certified to the user if the user’s user identifier
appears in a subfield of the subject field in a certificate. Other fields may also be appear
within the subject field, at the user’s option in cooperation with the issuer of the

certificate. Those other fields can be used to manage individual representatives of the



information is ordinarily obtained froman online directory or database of
certificates and information about them That directory or database ‘s
termed a Repository. It provides support for the process of relying on
certificat eqolydisigy i nformation obtained fromone or nmoreptseH&fSpand ot her
sources. 25 These certificate-related roles map onto the roles 1n the
nmessage handling unit as follows: The only Accredited |Issuer of
certificates in the present systemis t service provider, i.e. the
operator of the present system Qher ¥Suers could also be accredited in
due course. The service provider perforns the issuer role pursuant to a
contract Wit huser3fhdemeib kiseind @Nghe RAd 26ANIHARSALART QUIEIRS WLifign %t%iul’? of this
rel ati onshi p. WO 00/55774 PCT/ GB99/ 03091 -40 The Service Provider and all
Users are SulPs&iZ8@3Y signers. Everyone who digitally signs nessages sent
via the nessage handling unit is the subscriber of a certificate by which
that certificate can be verified. The Service Provider and all Users are
Rel yi ng Part i2e _herypreon 08 fesdagasd geunfentsni t and users verify digital

si gnat ures and rellﬁéer(s)@ ntdn]grpn STb,e d.es}‘%n of the msssatge handl i ng unit

pl aces its operatoro" the "SyRTERS LRI BCHPE Mganng Yt PRk eRcEYRs them. i) yi ng
directly on ahdayseishs Ehcgptiad isSiognreduite® by ansl Rulksokl Guadeei Ay andies zpge
bearing its digital signature to another user, who in turn rely on that
digital si gnéf’%?’%“’bqssatgﬁse service provider. If the message handling unit
cannot verify theadispibabnt il RAl:ELR _tan,flﬁé&@%taLQSel?éfcofo%féﬁ%ﬁQ&eus O a
certificate on file, the nessage handling unit returns a t0 the
sender and d@&$ 4ot represrnEatiye tshauthpeiged tpe crforypt messagdhelfrees hagrethangki ng uni t
al so di giyt al i OF | ages that it nds. It digital signature is
verifi ablqg b;gé%es%:tg[% i Ig%l}cﬁrt%g&pgi STIEDUTEE & Ba’illcl Y SB s TR ]t‘s\P\%Bg Hege
process is depaen beticernprovidatArsudetivel  OnNreSgt 6fOMamdssdge) tHS mEkggeSer vi ce
provi der is thheleegosi tor%s.. The servi C?f provi der keeps all user
certificates THPE $00 SEFYREAL WIREE Prfiie fex: i theducssage Pingdtieg PHiseOMi @ aver i fi es
a digital singsait(Qch dstanGPEi basedtdn@hdaestedy aREshid tHed@sakt AMMdtiREudiser

dat abase. When a user verifies 9 the service provider's digital signature
on a nessage SN§TYPIHBUAING Sreupripient § puklid ketyo T rdcipient can then decrypt it using its

15 private key.

Operational Rule 10): Encrypting Messages

To the extent permitted by law. if a user encrypts a message, the user shall do so using
the public key listed in a certificate which:

20. (@) is issued by an accredited certifier;
(b) contains a keyUsage field which indicates that its public key may be used for
encryption; and

(c) is published in a recognized repository.

8]

5 3 i v Certificati
Public-key certificates are used in the message handling unit to establish the
authenticity of messages and optionally providing for their confidentiality in transit.
The authenticity service is provided by means of digital signatures, which depend on
certificates to associate the digitally signed data with its signer. In providing

30 confidentiality service, the certificate is used to assure that the person establishing the



about the relevant certificate by checking a repository. 20 This basic
structure oversinplifies what happens in the upper part of the diagram
however. In issuing certificates, the Issuer relies on informtion obtained
from ot her sW&/5®14 t he enrol | ment process in which users @GTEBY/9ROE
contracts for use of the present system and nenbership in the user group.
25 3.2. Certificate Authenticity A certificate is a digital record which
identifies a named person with a public3g-key, and contai ns ot her

i nformation needed to manage and limt its use. An Issuer undertakes

si gni ficant respgnm bility for the information in a certificate, because
Rel yi ng Part @& ‘9l“bﬁ“°tf}%5 Ge Fenfidersiat data by thepublisl Keytof theepersan Mbntstoi ty of

nmessages. V\OQQJ@Q&Z@HW am{ﬂg?&%gergrﬁfv aLg, authenticity of a certificate

i s established by veri atiron S|gnature on the certificate.
In I'ssuing a certificate, a certifier digitally signs it. \Wen wusing the

certificate tol veré f%Ea] di g“‘,al signature, the verifier nust verify the
digital sig cate to determ ne whether the certificate
is authentic. To verFighre51t Bustta@i.t @k SUGRHRAL Ufofes Ofkid h@&ar&xﬁ&tdeklfﬁgttese the
verifier nust refer to another certificate fo obtain the hecessary public

key and subscPfBETIeRRERHer joles thabppersonenayi hgie ’eillth&slil@rragl&tryefqm‘camﬁiat ot her
certifi cate mist Hikewhas Be cEb{i A LK SHALLS D, LS QUIISL SLLY.

Verification thus includes a chain reaction of veriticatrons of°
di gi tal si gnaanddiglalbnsignsrcemtificasest @sl thel somty tlaengenbar ubscaibers ihsted ﬁxndenmg with a

public key that i s ein fl ed. 0 F|
illustrates this ?ﬁé?hﬁsﬁg&&t((}yostﬁ ne\%ﬁf Q‘ﬁ %ogg 'lnnaegmf lgﬁ’lfi?rf"ifcat e
chai ni ng"10 Thke mmttdfey@f)rr shénialeg o thie pabli‘cﬂ{e'i/lhfsﬂe@ﬁitﬂe &mﬂidate IThe SLbNBFibepOT dS,

t he nunber of. ﬁlflcates to which a verifier nmust refer in order to
verify a digi'td Soé GRYEP who preateydigidl signapresyverifiehle &x dleat cottificete Jddetificate

and its ant eGReRAtS thiheliNBe C'S@lbs@mbe;_hgvh@ﬁ”}p@ﬁed TB%s URE Yedsb Misk Bei tm% ee
certificates shown in the illustration. .3. Certificate ent and

Meani ng ( Cer tertificaiecanpithsf pigesr” when ref;m@masawétlnmhmtdhggmurcserti fi cates is
o "ot R B e BB S L SR B RSt o
certificatdes <a¢a€101R@§dm1®gndétSlgomuM §MBs that digital signature with a message to the
relying party, who verifies the digital signature. The Relying Party theﬁ ordinarily
relies on the digital signature and the certificate to establish the authenticity of the
digitally signed message.
The Repository is a directory or database. In verifying the certificate, the
20  Relying Party should obtain up-to-date information about its current validity. That
information is ordinarily obtained from an online directory or database of certificates
and information about them. That directory or database is termed a Repository. It
provides support for the process of relying on certificates using information obtained
from one or more [ssuers and other sources.
25 These certificate-related roles map onto the roles in the message handling unit
as follows:
The only Accredited Issuer of certificates in the present system is the service
provider, i.e. the operator of the present system. Other Issuers could also be accredited
in due course. The service provider performs the issuer role pursuant to a contract with

30  each user, and that contract provides the details of this relationship.




20 of the International Tel ecomunications Union (ITU, fornerly CCITT) and
the first of the series of draft standards of the PKIX Wrking G oup of
the Internet Engineering Task Force, entitled "X 509 certificate and CRL
Profile". Thiggo@saft, termed "PKIX-1" in this docunent apgrlh re, has
been highly influential although it is not yet finally adopted. The
certificate standards, however, are quite open-ended, and | eave many
details to be defined in specific inplenmentations. This section describes
how t he present systeminpl enents thos4-details of formand nmeani ng. WO
00/ 55774 PCT/ GB99/ 03091 -42 The custoner-provider rel ationship between a

subscri ber and a q.t}alertsiflerpis term?d a "certification account” in the
present system For: 85cHedaP s Wi aloHsus Buntbseribepgieress  Evprapne who ent er s

into a contr atigitalll tstent e2sSpdsehi Biarthe (RYsafO NP uhit s ReCHLATYOfr o faCts to
be used in certifi cgt es, and (c) keeps a certificate account history. 5
3.4.1. Openi rf§ESHE by Whish thahcepificalgsersberteaifiedr ti fi er opens a certification

account after a USEE siricEBo0lcbetld q stem pursuant to a
service contract Wi th the service agr[%g‘.% g{ﬁé Irq g?@é'yﬁﬁha?saﬁg WdiBe i red to

open that Saccwotinnd depermiy digittl sgnawentndcty ol ted. 4Lht.d2sigCbOGE A@ssage
Certificatio s, The certifier or subscriber may close the
certificati O%aﬁ&é@g&% p{lslascesplrtsooleaaé%f‘ M SYPH] SrewéCSr&r?vé‘é"l”. nche, &l et sivinthe
account generdireétly dnevuserdigital §i0£at6re, tntl Aeh MV LLMYRES Dearidy] i@%‘i%&l a
certification. account dt?les not termnate the enrollnent of the I

subscriber asS'RAHEE GPNEHEeh ¥R tugy sbeap that [igiah pienaturpmf the feodee t he

abi lity of theovitRelf tht thebiage KRG RECANAS v P IR diGALi IREL 6L 2 nREGAUSE a
valid certificate is required to send nessages via tHe nessage AEndl | ng
unit. 3.402 bydpierensectataccertificate opdile thompssgee mndidg wnitarefulowe Bkt to siigowi ng how

ubscr i ber - SARer et dd R bERAS b mERERTRENE T MRS RGRT PR Bsoot | ons
descri be t he digitelit sigahailméssaged ehat lipwalar ti idyi@r ei@hdtire detvaifiable by a

certificate distributed to all users. This two-stage process is described in greater detail

in section 2.4.2.2.

15 The service provider is the Repository. The service provider keeps all user
certificates in its user database. When the message handling unit verifies a digital
signature, it obtains the needed certificate from the user database. When a user verifies
the service provider’s digital signature on a message, it obtains up-to-date information
about the relevant certificate by checking a repository.

20 This basic structure oversimplifies' what happens in the upper part of the
diagram, however. In issuing certificates, the Issuer relies on information obtained
from others and on the enrollment process in which users enter into contracts for use of

the present system and membership in the user group.

25  3.2.  Certificate Authenticity
A certificate is a digital record which identifies a named person with a public
key, and contains other information needed to manage and limit its use. An Issuer
undertakes significant responsibility for the information in a certificate, because

Relying Parties rely on the certificates to establish the authenticity of messages.



When an account is opened, an initial certificate is issued based on a
paper and ink-signed request together with certain information provided in
digital form Because 25 the account is newly opened, the subscriber
probabl y hawomosssmans of digitally signing a certificate reuusss$o30s0 this
initial or "bootstrap" certificate nmust be requested on paper. Odinarily,
this first certificate beconmes the initial account naintenance

certificate. The certifier may publish yalid certificates in a repository,
if the subscriber 30 permits or the contract between the subscriber and
certifier provides for publication. WO 00/55774 PCT/ GB99/03091 -43 If the
saf ekeepi ng of th@llswbSmmticbgrdt‘sa pertitiatee isk eyrablisied s verdmeRtiéHTL5 @ddigikal i N
doubt, or if the ubsgrlber no fs er wshes to bg bound by its obligations

with respect S”i’tn(‘}tu F WPt FFT A, L NEHERETA e P CEH Eﬂ%"‘?"‘@éjé’é&% itt Réhewertifier
to revoke thestRrthé bRt o RAROS ald@Nsibival. il &sct fr&ﬁlsp%ﬁy ftﬂecé}{;l?al so that
neither the subscriber nor. the certifier are 5 bound by it  any fonger.

Si nce revocatSEAVFRIShHSErifigatetordsiermiag woeerdhe quﬁC@@tleaMMVal Tabdréy even
though it shaspbgeRiRimhal! oh HATE 39l .t ng
Party to check the Reposi totry |]§?£%qu|’lenbetr §§x€lru%%|%{ aﬁi‘uih oftP cﬁieéofl eld to
ascertai n whetbkedr the pecessgorpubfi¢ batzad netsciitee denicaked. ThERkgitkSg@a@ae bandl i ng
unit perfor verifies si.gnat ure. However,
when a user n&%cglh\%}re%epﬁccam mutS{ll Kely Sﬁ%&f" a0 Fsﬁ% gﬂ%ﬂ%ﬂ@‘@er"ﬁ‘@%ﬁ“ﬁ? ovi der's
di gi tal si gnahuwsriaciadesa dma&e@t?mf off wegifieeibné bOIRe WiStal SRSS@ECoMaREHRY UNi t,

t he user nust verlfgetha gital signature and check for revocation of

the certifi cAtWEFLELFrIUHP ﬁ&‘iduiﬁe‘}”#\“}mli’ K¢ thatrigreligie withaye being epstéffedsyst em
ordinar i %0 checks Figafe 12aURRat Bk AAEREE Alrhohis rl QML kDLETY %&%At?” by the
subscriber, 15 but the subscriber neverthel ess bears r esponsi

assure that ichaigies B nugyber eft linisa in Redraficate cha@hem(hqngvofdsrthRemnbatof on V\hen
required to vgri d I SuRs¢ri be k the

Reposi tory Iléffc%(fesato uﬂ‘éﬁgﬂe 19{'?%% rt%lfe(r)rll o1 11 ?? &Fid Hight%l et titate (or
in the issuerdeieghided by the Bswer bDihe tariifivate and Re ame@dérgs 1Iﬂ®lie dhain! MRe g@kdet f i cat e)
to determ ne \A}/ine\;t hetlrr ﬁtllce of f revci]catl Oglﬁhl s been posted for a
certificate fete O F15 AhrEG, CLiFaLes $hopR R WPt he subscri ber encrypts

informatiién using the public key listed in a

3.3 1fi onte Meani ificate Profile
The content and meaning of certificates is standardized mainly by ITU X.509,
and certificates in the present system conform to those standards.
The principal standards for Public-Key certificates are Recommendation X.509
20  of the International Telecommunications Union (ITU, formerly CCITT) and the first of
the series of draft standards of the PKIX Working Group of the Internet Engineering
Task Force, entitled “X.509 certificate and CRL Profile”. This draft, termed “PKIX-1”
in this document and elsewhere, has been highly influential although it is not yet
finally adopted.
25 The certificate standards, however, are quite open-ended, and leave many
details to be defined in specific implementations. This section describes how the

present system implements those details of form and meaning.

34 User Certifier Practi



certificate, the subscriber should al so check whether the certificate is
revoked, 25 although that check is not currently mandated by an
operational rule. Revocation of a certificate has only prospective effect;
until revokg@.godssy@al id certificate remains valid until ipcogsRddi8%y Thus, a
digital signature created before a certificate is revoked can E)e properly
verified, and another user may rely on that digital signature and hold
responsible for it the subscriber listed in the certificate used for WO
00/ 55774 PCT/ GB99/ 03091 -44 verificatiot even if the subscriber's private
key had been stolen and the certificate should have been revoked.
Qperational Rule 2 old : Lol LAl r A.
certificate is re\glrt’h;?(ecgétgtger%oeltrﬁglﬁqngpgﬁgﬂﬁ%%egﬁé%rﬁgggo L“{rcge\r/tgigétl? on. In
det er m ni ng Wresd 4 “ehrafication srcoumalt inrtke presncyysatne dFor tdve celtifit Sion Aedraieer

consi ders all levant facts and circunstances, including the tines
ascribed to t eege(?rrtglseégaggmgrrs N 8 OISt Y lég?éisﬁ%fc’il 3 @P@‘i”’?’gfls Fgrrarasy &f 10 A
certifier nevanssthaues ih Créfidaek.ife (Qkedpey oGaLi act it hikBg, ti me of
revocation is before the actual tinme when notice of revocation is

publ i shed”in the appropriate repository. The contract between the
certifier and 4he d atishAgdyspeci fy how soon, after receipt of a
request, the certifier nust effect e requested revocation through
publication. 15 Pt festifisr opens atcertificdlopesiotnsrajte] sussiy ededied inhikdpresint

repository i I irectory or database. cont ajni not i ces . of

re\F/)ocati o%, ?:}és?%}?% P}ég%gsto qasﬁﬁﬁ:c(%tctgu)étrmcIE "APorTat on pﬁosvé(#eﬁl r%?e}‘flsflﬁeww Stess of
relying on ceedquirtd oaipesthatbaeounefep&ids on yhat ©nlrai@t ed as  the | ocation where
notice of Orevocati on will be posted (the crl DistributionPoint) for all
certificales issued by the service provider. 20 The nessage handling unit

checks that nepositoryClhans O&tifi&8oRAcdoan@cati on of a certificate when

verifying a user's digital signature on a nessage sent through the nessage
handling unit. 4, ' pIafiRegisesrrpepmayilose fthe certiicgtian gegouns anprowided &l _
el ectroni c dafeatan®acel ClofifrOsfTRE zlcgamlf Eén@%ll@&n%ﬁiate?lh@ﬁ&rﬁﬁgﬂ Ad ek L&sLf 1 ading.

In the following, it is described howthe title registr
Closing a certification account does not terminate the enrollment of the

15 subscriber as a user of the present system, although it may affect the ability of the user
to use the system as a practical matter, because a valid certificate is required to send

messages via the message handling unit.

34.2. Certificate Life Cvcle

20 Figure 13 is a flowchart showing how a certificate begins when issued,
becomes valid when accepted by its subscriber, and terminates when it expires or is
revoked. The subsections describe the events shown in the flowchart in greater detail. -

When an account is opened, an initial certificate is issued based on a paper and
ink-signed request together with certain information provided in digital form. Because

25  the account is newly opened, the subscriber probably has no means of digitally signing
a certificate request, so this initial or “bootstrap™ certificate must be requested on
paper. Ordinarily, this first certificate becomes the initial account maintenance
certificate.

The certifier may publish valid certificates in a repository, if the subscriber

30 permits or the contract between the subscriber and certifier provides for publication.



processes electronic bills of lading. A basic know edge of traditional
paper bi'lls of lading is assuned. The Title Registry is a database
application for recording and transferring the 30 rights and obligations
cont ai ned i woegossgirectronic bill of lading (eBL). The Titl ecyess®éhdm/ 74
PCT/ GB99/ 03091 -45 Registry does not store or read the eBL docunent but
records information about the eBL contained in the Title Registry
instruction. Thus, the bill of lading docunent itself is sinply an

el ectronic version of the bill of lading that is used today. The Title
Regi stry instruction together with the eBL is referred to as a BBL 5 (see
Figure 31). The BBtthandedchandut e BARKIHRFOWiidRe kijebdebied lApadmisati Rl ent of
a traditional paper bill of |ading. For each BBL, the Title Registry
creates a setdoégt- PIEE Be @ebserdise Bg lonerywighey to becboupdiby iteebligasms witbsdspeanvol ved;
(2) the functgon.£&fues ; t f L;.. and.(4) the eBL
identifier. 1%%0? eat i %hthg%{jgsgﬁgﬁgshggg r%chlg t ?f%réﬂﬁetgi g or%)? tkrleetcz%‘ﬁgléaé e nmade
by i nstructi dieyocatigs invefidates thatctrofitzedo pat tdither. thd hubs@ibensitr theckitiGiosarar € sent
as normal Syst .. Ven the nmessage handling unit receives a
message cont Zqoﬁx?&%@%?%ﬁ? %r'Regi stry instruction, it forwards the nessage
to the Title Regi Sincy.revbogioni dde® ride Ghak I'tile tedoketRlc@Sificdid @nhvafiiBEELLN,
creates or updates the records, and returns a result to the nmessage 15
handl i ng uni t/OugRdt e Secame wraly pnogliables itils iepestantifar the Kglyingt Rarty e cheelnder ' s
message and hORWRYsRisy tied HEWe @Eﬁfsi?ﬁj#&ig%ﬂl@hah‘%Qtascexlﬁn Jpehg gecer ving
instructions out of Sequence, the Title Registry only permts a single

i nstruction icartdicaty Stschremeyskege . ThOmeessagp bartdiing udli sérfonas thinctebiowhsh ibe nmade

bet ween a, paper.-bill . of .1adin d an BL recorded in the Title Registry.
Paper bi |ﬁ02 gv o Késdlan%glfa;l/psi‘g@%ﬁ”%ya@od”ﬁéeri’ n‘ﬁéegt% B IreE azgfglm-}-c?ﬂ%“@'i“ﬁal s". The
concept of mihdludihe therseqyicd PrSvides s UEita SIGRABRIN 4 Fhekdage RIrREART FSMSHEM
because the nessa Ei?h ndling unit guarantees the original content of the
carrier's or m"ﬁ‘?ié? “@Nénu%é}éeepsew‘é‘ﬁét‘?%@ hay disipl dgnapps apdicherd W gi t al

si gnatures) aggbchi ofithd &rifRa@ &Ed Yorrtﬁﬁ%xqﬁcaﬁbrllx. The Bt el s Al is jons in a

single place. The eBL can be copied to multiple parties tor I ntormtion,

but the abi | jarginarily glaecks for thuecation muemasicalih avidputtintsrveftionthy the§ibBEber n t he
Title RegjsSt iy the subscriber nevertheless bears responsibility to assure that it does so.

(perational Rule | 1: Checking for Revocation

When required to verify u digital signature, a subscriber shall check the Repository
listed in the crlDistributionPoints field in the certificate (or in the issuer field if
20  crlDistributionPoints is not in the certificate) to determine whether notice of

revocation has been posted for a certificate necessary for that verification.

When the subscriber encrypts information using the public key listed in a

certificate, the subscriber should also check whether the certificate is revoked,

[\
w

although that check is not currently mandated by an operational rule.

Revocation of a certificate has only prospective effect; until revoked, a valid
certificate remains valid until it expires. Thus, a digital signature created before a
certificate is revoked can be properly verified, and another user may rely on that digital

signature and hold responsible for it the subscriber listed in the certificate used for




In addition to recording information and controlling access to records, the
Title Registry also carries out four additional. functions, nanely (1)
automatic notifications; (2) assurance that the eBL is encl osed when
required; (@b giRgagenent of amendnents to the BBL; and ( nce
with the ruﬁ’)gs as ‘gt ated in the Rul e Book. 30 Mai ntenanceﬂc:) d&pggrrent
chai ns. WO 00/ 55774 PGI/ GB99/ 03091 -46 When processing is corrpl eted in the
Title Registry, a result is issued to the sender and receiver(s). 4.1.1.
Nature of Electronic Bills of Ladingg 54 sinplistic terms, a bill of

| ading is a docunent signed by a carrier and which serves as a receipt for
goods in carrj t. t that. carri nment._entitling
t he hol der tob&gg%?t{?gr A lfﬁ% Su{m%b rSfprnalraﬁetl?%q%grbre?negme’ﬁﬁﬂi CoBif9e t he
bill of Iadi‘ﬂxgum'etsbeémmmkebe carri er to the shipper and ultimately to the
buyer of the goods, and it may pass through the hands of others such as
banks al ong the way. As they 10 cone into possession of the bill, these

persons may agguhfi@al RANYS T@R0.ARLiGAL il St On to it. The

electronic bill of lading retains the traditional business neani ng and

functions df 4 bértificas isadivakgd whi the rﬂepl digledg i tige paqrtee e ChevstaibA h

el ectronic rego t an el ectroni,c, bil |l |.adi ng ,consi sts of
ﬁcheg§ngmg%hep§d (’ggtnps‘ n&?nanff%was credated. .the %“Sﬁ’” ﬁ‘i"ﬁr ‘i“F%ﬁ%’ée i onal

an el ectronic recor I'nconbi na
i nformati on. Eheadooamend cpazrntsmnem el thelrinds Btribeddonge nhRigelesunent ,

digitally si gned a has a docunent | D and the other
properties of “%"g¢ %%ﬁ’?’%}' Zf:’f”'i’%’é’& in section 2.3, including the hash

result that can be used to determ ne whether the docunment is identical to
anot her . (Ee bil'l -of -1 adi ng docunment is digitally signed as 20 part of the
message cHeating theTBIECEYSARES B # potse of si?i"’?ﬂj‘onﬂ@at Wiettimenef] reypsatinpeiat s

ncl uded ©n et ahd Yorsd AR WRES S0ARS0r 1o0ealbid BlySHANG! WESBRBhigS o the

entire nessage, rather than to the docunment specifical
bi || -of -1 adi n@PQfﬁ@WrrJrh? CP@rasfemweennhQ)cemer@@theahbqgabdrshcm‘ld spieeifys o em

o e 1 DY SRS S 0 B RO PSR i 5
bill of |adi ntg:mgmpﬂ'bhoanoeBL t ext.
15 Publication into a Repository is now described. A repository is an online
directory or database containing notices of revocation, certificates, and other
information useful in the process of relying on certificates. The repository is listed as
the location where notice of revocation will be posted (the criDistributionPoint)
for all certificates issued by the service provider.

20 The message handling unit checks that repository for notice of revocation of a

certificate when verifying a user’s digital signature on a message sent through the

message handling unit.

4 i ist
25 The title registry is a central electronic database of information relating to
electronic bills of lading. In the following, it is described how the title registry
processes electronic bills of lading. A basic knowledge of traditional paper bills of
lading is assumed.
The Title Registry is a database application for recording and transferring the

30  rights and obligations contained in an electronic bill of lading (eBL). The Title



The transactional information is related to the associated bill-of-Iading
docunent. For each electronic bill of lading, the title registry maintains
a database record in the formof a table which is known as a "title
registry reworndss77aThe title registry record |ists the usecricseminfi ers of
users who occupy certain roles in relation to 30 the electronic bill of

| adi ng, as well as certain other data. The rul ebook interprets these WO
00/ 55774 PCT/ GB99/ 03091 -47 role speci_]j"g_cati ons to create certain rights
and obligations in relation to the electfonic bill of |ading. Users
enpowered to change the data in the title registry record do so by sending
title registrRedisuytdods hotanse binrehd cheteBieddRameRr Bt @fcorde STRART S S6ut Wea t he
nmessage handl j ng unit. i The electronic bill of lading is thus (1) an eBL
Text, a docu qoiingd iy the Tl Reaisiyp inslspationnEhus, ‘b%lb‘@ﬂfbglﬂg degunentiitself,

conbi ned Wi  is ol partaAlcRBRs Serieh OF fle b MatheAndid La 0T sty record, kept

by the system service provider to recor € transactions in relation to

t hat document by wiE ditlekegism ingercsompgerherewith gisteBLanndefolréd madsi DBBLUNder it

pursuant to t ul eb 4, 1. itle Regine- Parties The follqw ng are
the parti eis) t‘Eget IEléllr"g Jggﬁé‘a%& %\ndﬁ%f ;lié’}elig%‘?ks‘?[f)‘r'ﬁ? H‘ftﬁ”ﬁfé‘f’f‘%ﬁgmﬁ‘ﬂ%ﬂt Og &rms t hat
are current| ytradggteal papéribél gfdgpdsg. wor | d are used where possi bl e. However,
new terns have haﬂ_. to gsq seg, a]fr;d t he nmeaning of others altered, to take
into account 15 tH& & rdhg Sl Jfegistryieraatss apebebrreords sanainingid IbBes i n
particul ar. |pr@3¢hset B3RS invbREd;22) R RineineR s A& (B one of
the parties alfh a tine. O;nlv ina'?o)r isnt he rf)%?tsy thn!:rall"fng cr’égtteg{}?ﬁg ’
(carrier or NYGCEP. theeRlsidentdies i s nandatory. Surrender party is the party
to whomthe BBL wWd.l.iB8 54t .gnder ed. Gthe arrier). |f the
Originator is also rtartlle §ur recﬁéc}léfgsr ar t@tﬁ]ﬁ Fﬁ%ﬂgﬂ% feg{)rcci‘ %g Ié\ag? b‘gslgs . cé‘?‘\’i‘c’pper IS
the party thaissuedhy andboszedipaties. Nde®r ingiucatmsrard eant eanormalgeysef méxeaggoods.

This field is at ory. | der is . the party that is anal ogous to the
per son who mwg‘phaevéneééﬁ%/e;?@gﬁng FBESECLIEY R BFSSPEfe CUBINING 3 TitlGeRe8ISYY paper
document . Theinttalcde, it forviaids tRambisadenatihd Bitle Registry. The Title Registry validates

the information, creates or updates the records, and returns a result to the message
15 handling unit. The message handling unit adds the result to the sender’s message and
forwards the new message to the recipient. To avoid receiving instructions out of
sequence, the Title Registry only permits a single instruction in a system message.
One important distinction should be made between a paper bill of lading and an
eBL recorded in the Title Registry. Paper bills of lading typically come in sets of three
20. “originals”. The concept of multiple originals is not necessary in the present system
because the message handling unit guarantees the original content of the carrier’s or
NVOC’s (Non Vessel Operating Carrier's) eBL (using digital signatures) and the Title
Registry records all rights and obligations in a single place. The eBL can be copied to
multiple parties for information, but the ability to act is determined by the status of the
25  BBL in the Title Registry.
In addition to recording information and controlling access to records, the Title
Registry also carries out four additional, functions, namely (1) automatic notifications;
(2) assurance that the eBL is enclosed when required; (3) management of amendments
to the BBL; and (4) conformance with the rules as stated in the Rule Book.

30  Maintenance of endorsement chains.



25 entitled to receive the paper bill of lading if the BBL is switched to
paper. Wien the BBL has no nanmed To Order party or Consignee (bl ank
endorsed), the Holder is described as a Bearer Holder. Either a Hol der or
a Pl edgee Hwaleyssis nandatory. Pledgee Holder is the parteridigbodias 2

pl edge on the BBL. A Pledgee Holder is a bank that has provided risk
financing for a trade transaction covered by the BBL 30 (typically through
a letter of credit). A pledge enables the bank to assune the rights WO

00/ 55774 PGT/ GB99/ 03091 -48 (subject t8%the liabilities) relating to the
BBL in the event of a default. Wen the BBL has no named To Order party or
Consi gnee (bl ank eprGr se&ksind R § ed 8. & Pl edgee
Bearer Hol der. Either lZ:SHOI (ft oalpf%%qgélgge)gﬁaoﬁeg&wqf?&%llB’ gue t % To
Order Party |%e“@%én‘§)¥fﬁ%‘\]efﬁshat is the endorsee of a transfer abI e
(negotiable) BBL. The Title Registry can also maintain a bl ank-endorsed
(no nanmed To Order party) transferable BBL. This field is optional.

Consi gnee i s 4.hé. (Nntirg & Alaliivgt he buyer of goods and is named on
a non-transferable n: ne otra BBl.. This field is optional. 10

Mbr eover , ag:;]my User™ F‘B‘p?Ft&}F @B)"?L‘Q‘r‘r‘gbﬁea dochmentyigned by asaries ambyhish r y
record. The skive as Regkist royowdls lin 8fttiagdNa boiabiU6E thPémiargQrQn? apcﬁ trXen?S I ong
as the User ID shares the sanme root nane. For instance

"Shoe. GB" ( r gBtitlime tspldey tq deliveiy ofgie gopds fegim ﬁleBBEwrtlﬁmcuwmhy,"t}ﬁ’mrkoﬂP" (root

= "Shoe") W | i m0ksid: @ Chrr Ol N il ol es i n
EI ectronic Bil Ilsgof I_Sa(rth ng Thré1 rtlogﬁg nd oblfhlt}gfgflpgngmobfly? é%s@?‘g

rel ati on to aanddl mey pamithroughl the binds afliothgrs sac}easgbanhpeldng ﬂie(iwd’y0|@§th'&)hat
reflect bgfh ungt ons of a bi adi ng and. the way

t hose fun@%r ogrﬁ)gi%ﬁ}ét\r?}%%éesgon?oef {0 Egt 8S°lﬂ7“f’ﬂsem6’b@‘rq§‘f? Bﬁhtﬁfnc?ﬁl?é‘gf“i“’c“?é“
registry, 20 mlanmhtokteeps a record of those roles as data fields within a
title registry re fields in a title registry record, the

I n
title registry st 8sdfi°H?'B? R’Hf o riading, htains hes wagitipnalo pusinepe mepning peshi ¢ bi | |
iOI l'adi ng anduhdidnd 6f3Yi8 oPREINERIHiBRLHIRNT iR papd SERMNIAE SlebtdnfGhb@tdsON O

To that end, an electronic bill of lading consists of an electronic record of a document

15 in combination with transactional information.

The document part represents a bill of lading. The document, digitally signed
by the carrier, has a document ID and the other properties of a document as described
in section 2.3, including the hash result that can be used to determine whether the
document is identical to another. The bill-of-lading document is digitalty signed as

20 part of the message creating the electronic bill of lading. As with all documents
included in digitally signed messages, the digital signature applies to the entire
message, rather than to the document specifically. The bill-of-lading document is sent  ~
into the central parts of the system maintained by the service provider via the message
handling unit, where it is recorded by its document ID. This document is termed the

25 “electronic bill of lading text” or eBL text.

The transactional information is related to the associated bill-of-lading
document. For each electronic bill of lading, the title registry maintains a database
record in the form of a table which is known as a “title registry record”. The title
registry record lists the user identifiers of users who occupy certain roles in relation to

30  the electronic bill of lading, as well as certain other data. The rulebook interprets these



Figure 14 depicts in a sinplified way the logical structure of a title
registry 25 record. The fields in this illustration are expl ained below in
this section. The content of a role field nust be a user identifier,

i ncl udi ng awoowssms di vision identifiers (the parts of thecyessysdantifier

i ndi cating departnments or other subunits of the user), but w thout the
user identifier extension. Although a full user identifier is |Ilisted, any
person able to digitally sign on behal f, of the user can send a title
registry 30 instruction to effect a change in the title registry for the
user, unless limted by the WO 00/55774 PCT/ GB99/ 03091 -49 user's own

system Wi | spleupenificiivissb oratedertdin tiges an@blidaiisisaa rdlfichNe tlel didcgoki89i St Ty
record, they ane i gnored when the title registry carries out title registry
i nstructions. A%@%Pgt RESCTORYWarefl & ehapge thp datp in ha tiflegRistry (ecopddle sa buser

havi ng the regidisd G tf:ﬂ@t\‘!ﬁ‘l'hstgﬁﬁbxﬂri@ﬁﬁstyﬁetkﬁgéefrs & mégﬁgﬁfefxt \Hgﬁ{& e%satggit | (r)gl €.

The processes for designating users 5 to roles are explalne
4. 4. Section hendlinga@idr i bes the roles themselves. 4.2. 1. O gi nat or

Carrier) sThe Ori h ontract.i rrier,.the user t hat creates
Ehe el EC%I’OI’II c bi ??‘Q@lte&mlc i g F’S&;m%tbs tg ﬁ%’éﬁq‘tf]ﬂ[‘ Hglogynesy isading ke 2 o) ¢ of

Ori gi nat or hasnwtnorm(xampmcbpeqsftlmﬁﬁg cdflbined WRE (1)ialdaebiRGb®Ed, Yer@Sd DAV
descri bed. As atmatterd gf functi onal power, any user can be entered into
the field in "S8%P% FEOdy Bt Py S?}e SEUGR FEPRE BIAVIEF| 1§ 1esare rthy Famseptiany in al t hough

as a real - worrkidtiorto aigit H&@heﬂﬂﬁftv@ﬁoh syﬁ%hs&?ééqﬁir@n&ﬁ?&ﬁ o‘M&z{tloRsemﬁiQ\l f to act
as carriers in fact. one user can be [isted e (Figlnator of an

el ectronic blﬂufsuﬁtt‘f'éﬁpﬁﬂ’o(’lf e. 15 its user identifier is in the
Oiginator role field). Every eI ectronic bill of |ading has an Oiginator

(carrier). An Originator (carrier) designates itself as such when creating
an el ectroni (ﬂ—bl-l—&m&mfmgesas described in section 4.4.2. Once an

el ectronic bill o a been r eat ed can desi nat a new 20
Originator for |tfr8%%gh‘gﬁlégmst pﬂﬂ‘éeé&halt @W?B‘rufﬁfégf’%ietﬁ’ 134y P%“ %h? gi nat or .

An Ori gi nat ortethasxhztthsﬁe powety ued it e papeiverl@arealser Wheipsssiild. | Hefevkadi ng,
and in so domq sighate its Ship initial Holder, and its initial To
O der Party JEVitfns i%g%aﬁé%%use%aaﬁ&wwnseﬁemﬁ@Itegd astals iptonacaeuat i n

section 454. dhe {pl}ifi0 Fdftirest (KLEHYseft system and eBLs in particular. In each case, there

can only be one User ID named as one of the parties at a time.
Originator is the party that creates the BBL (carrier or NVOC). This field is
mandatory.
Surrender party is the party to whom the BBL will be surrendered (the agent of
20 the carrier). If the Originator is also the Surrender Party, this field is not used.
Shipper is the party that contracts with the Originator for carriage of the goods.
This field is mandatory.
Holder is the party that is analogous to the person who would have physical
possession of the eBL if it were a paper document. The Holder is the party that is
25  entitled to receive the paper bill of lading if the BBL is switched to paper. When the
BBL has no named To Order party or Consignee (blank endorsed), the Holder is
described as a Bearer Holder. Either a Holder or a Pledgee Holder is mandatory.
Pledgee Holder is the party that has a pledge on the BBL. A Pledgee Holder is
a bank that has provided risk financing for a trade transaction covered by the BBL

30  (rypically through a letter of credit). A pledge enables the bank to assume the rights



request to anmend an electronic bill of lading; and (3) carry out a
switch-to-paper 25 directive given by another user. 4.2.2. Surrender Party
A Surrender Party is the person appointed by the Originator to receive the

surrender ed wy fgkfgni ¢ bill of lading. The title registrypds 9%}% term
"surrender"” to nean 30 the final transfer of an electronic bi o? | adi ng

toits Originator (or Surrender Party) WO 00155774 PCT/ GB99/03091 -50 when
delivery of the shipped goods is to occur. The Surrender Part y role has a
nunmber of properties in the title regirttry as now described. Any user can
be designated the Surrender Party (i.e., have its user identifier placed

in the Surre d rd Vi; f Le) ne user iLdentifier be
designated t krltg@d’ée&ﬁ%e&rl%lé%bgh‘g?)trblg#%mé% I%E]Ié)({: | Sﬁ}/eéé o{ﬁ ?jelqa%tf \‘ﬁﬁaf*ﬁg‘%l

Desi gnat i on dfas ao SuneeNa @rddPanity of €obxtine® (tdnkadndrbet), hé QieBsdeUHolSer is
(carrier's) iscretion,, If Surrender_Party is specified, the Oiginator
(carrier) wil eSCP@E %@ f ﬁ%geeg%aff‘én'é%lfi“éd Eitherce ridtides 95i ¢ |Plesized di9ldeyis 10 Only
t he Ori gi nat aran@ftotvhe el ectronic bill of |ading can designate the Surrender
Party. Once designated, the Surrender Party is entered permanently and
cannot be ? changed© $ydeidernis the phry theyisghe sndotsee of @ trensfadtid (ughiable) can be

changed by argfidngRtTiOReti e j.¢..bil f lLading by i i gi nator as
described in sec'??lgn " Z{e%‘gﬁlgi%%geg %ﬁ"?“e“g edrIa ff’fig/rseiﬁioglg I?‘I?B"teg #gﬁrdg%e power
t o perform amparty)ittangernldgBBLr This fielddtdptinsali n its role as Surrender Party.
4.2.3. Shipper A ghi r.1.s the per.son cgntracting with the
originator/carri e?ia*sg#‘ S? Hetﬁesﬁelrgﬁgﬁtls “‘fﬂm&' s1'te YYd &go‘gsrfmad%g%‘?e@rﬂn f t en,

t he Shipper imsnthssfasié @on-aégotxOBBI. Tas flelteis gpasa. The Shipper role field

has a number of pw%grties inthe title registry as now described. Any user
can be desi gnat ed vasnypidser (R (registerpgy ean hesa pasyrinjadbire Regisry pseerded i n

the Shi pper rokeifel oty WAthit ANRsttiERdns F3h PParenioNAkaH: LS nShpRer of an
el ectronic bill of |adihng.
the same root name. For instance, if the user “Shoe.GB” (root = “Shoe”) is the Holder

of a BBL, the user “Shoe.JP” (root = “Shoe™) will be able to act on the BBL as the
Holder.
15

4.2, Roles in Electronic Bills of Lading

The rights and obligations of the users in relation to an electronic bill of lading
are grouped into roles that reflect both the traditional functions of a bill of lading and
the way those functions have been replicated by the operation of the title registry,

20 which keeps a record of those roles as data fields within a title registry record. In those
fields in a title registry record, the title registry stores information about the status of
the electronic bill of lading and the rights and obligations of system users in relation to
it.

Figure 14 depicts in a simplified way the logical structure of a title registry

25 record. The fields in this illustration are explained below in this section.

The content of a role field must be a user identifier, including all user division
identifiers (the parts of the user identifier indicating departments or other subunits of
the user), but without the user identifier extension. Although a full user identifier is
listed, any person able to digitally sign on behalf of the user can send a title registry

30 instruction to effect a change in the title registry for the user, unless limited by the



25 Every electronic bill of |ading has a Shipper designated when the
electronic bitl of lading is created. The Originator who creates the

el ectronic bill of |ading designates the Shipper, in accordance with its
agreenent wwdvoiskas Shi pper. WO 00/ 55774 PCT/ GB99/ 03091  +ok/dB96/63091

desi gnated, the Shipper is permanently entered and cannot be changed using
normal title registry functions, although it can be changed by anendnent of
the electronic bill of |ading by its O’bgl nat or as described in section
4.4.5. A Shipper does not have the povver to performany title regi stry
operations 5 sinply by virtue of its role as Shipper. A Shipper's powers

derive from ouhes oudl SSembesilasupOURtic SEMRREY cti on
4.3, in conbination V\Ilgt ﬁmot her rL(l)SI es, a Sh |tppgsr a’ég\’%‘eq%athé Ble nge§8'

Desi gnate a Hecerdrtheyt arpjoagigéavher ﬂhe tlﬂereshtrpp%ms aait alllcsmsurynmlsmanmusl y HoI der
of the electronic bil tea n3| eeo
f? ér t?lIe’s oﬂql n tge Qﬁ% I;%gés% enball qu 6v1

successi ve To Order Brafik™es CorCARRLE | t

transferabl e b(nycIdeangiattgltseﬂfa)r klodtiete user td thétltel esmh@méesbe‘é f@deSgnatih e;saneousl y
the bill"® Sg Hol de% To Oder .or Bearer Hol der; % Sur render % if the
Shi pper i s°al £4° Ff‘ﬁﬁlei‘%{ﬂgﬁjgls‘if“P‘Eé‘*Hé?‘él‘@P 4?(51‘3?5‘ gythe EﬂlesmrﬁelwsS HoI der and
Consi gnee (which is expected to be a rare case); and 15 (4) Request
anendnent of the electronic bill of lading or give a switch-to- paper
directive, if4eHe-IpgipatardCamien) so sinultaneously its Hol der. A Shipper who

has ceased to be thg Ch@ugiﬁfr iOthe E&ﬁ&agl ?Q:BH%B &Fﬁl REJ éat%‘ef gﬂie ctr xggggt

performany functions in relation nsi
Consi gnee i s ¢hledibgleagreamenhypwish the Shippére Therodoof Qvigindie hhovaraeprepertidse goods

according 4o ot ansferabl e electronic bill of |ading. Wen a Consignee
is desi gngt eg‘tﬁo&"&ef‘%} asf“@FVé‘STéL%quctroni c bill of lading, the bill

becomes non- transies abie of TA&idaal @Ry (1R} Banf He@hirddasto VIR fidddii AtRPErti es
inthe title regl stry a 25 now described. Any user can be designated the

Consi gnee (i g:gl try, éﬁ;@rdi E ap, Qélrgmia@é I(ﬁarrfqr)e Ialtlﬁﬂuélé KEE real-world, practical matter,

only certain users will be able to act as carriers in fact.
Only one user can be listed as the Originator of an electronic bill of lading (i.e.,
15 itsuser identifier is in the Originator role field).

Every electronic bill of lading has an Originator (carrier).

An Originator (carrier) designates itself as such when creating an electronic bill
of lading as described in section 4.4.2.

Once an electronic bill of lading has been created, no user can designate a new

- 20 Originator for it or change the user identifier recorded as its Originator.

An Originator has the power to: (1) create an electronic bill of lading, and in so
doing, designate its Shipper, initial Holder, and its initial To Order Party or its
Consignee, along with other roles as explained in section 4.4.2; (2) grant or deny a
request to amend an electronic bill of lading; and (3) carry out a switch-to-paper

25  directive given by another user.

4.2.2, Surrender Party
A Surrender Party is the person appointed by the Originator to receive the
surrendered electronic bill of lading. The title registry uses the term “surrender” to mean

30  the final transfer of an electronic bill of lading to its Originator (or Surrender Party)



in the Consignee role field). Only one user identifier can be designated
t he Consignee of an electronic bill of lading. 30 The present system does
not require a Consignee to be designated. WO 00/55774 PCT/ GB99/03091 -52

I n creatingwgggdsegt ronic bill of lading, the Oiginator %q,éﬁg,h%{g@te a

Consi gnee of the bill, if the Originator is not designating a der
Party for that bill. After a To Order Party has been designated for a
bill, its current Hol der-to-order or Bearer Hol der can designate a

Consi gnee. 5 Once desi gnated, the Consi-8thee is entered pernmanently and
cannot be changed wusing normal title registry functions, although it can

be changed by, a4ERd - |lectraonic bill of |adin its Oiginator
as described I n secﬁghfﬁ; ?F%?d%‘ﬁogg [%gfcélﬁeghev%"gﬂdelrga@i %5%? AR eous! y
t he Hol der of ofamomstities trrtbaiitte dogibtly 3fnowldastvibed. has t he power to: 10 (1)

Request anendnent Aofv&pe elbec r.onic ‘gi || of | adi ng; 2) Surrender the

el ectronic bill of Padrni % teHenasd B¢ surender Bapi G- Srvedissisghisertifier
Surrender Parlyced amitle §enGinRartardamidi@h- t o- paper directive for the

el ectronic_bill of_lading. |f the Consignee is not also the Hol der of the
el ectroni & bi || ofPnbaehetyer ifeptifiensar beydrsignatedithe ShmendepRartydomancatagtronit | e

regi stry opergfiopRging4- 2. 5. To Order Party A To Order Party is the endorsee
of a transferable electronic bill of lading. The role field for a To Order
Party in the titl| &epigritionrof ah8srranderi Barty iorqpiendl i @ shaOrigimator' 8 Qeat@&G) i bed.

Any user can i t a T der Part {.e., have jts user identifier
pl aced in the(H (r)e?%?'dgf{%r%qrén?e’fg?‘% 8 Sﬁﬁ‘%doﬁg%@ﬁtqumqr} Ve reggiveghe j ne can
be desi gnat ecsutrbrelered eloctk@iic BtRobE Mdiag. an el ectronic bill of lading. 25 The
present system do not require.a To Order, Party to be designated. In

W el ect KA e pema of G

creating an el ectr Frgrontedll er iaging atoiesigngre destugerdee it s
initial Party.
Once designated, the Surrender Party is entered permanently and cannot be
changed by normal title registry functions, although it can be changed by amendment
of the electronic bill of lading by its Originator as described in section 4.4.5.
15 The Surrender Party does not have the power to perform any title registry

functions in its role as Surrender Party.

423. Shi
A Shipper is the person contracting with the originator/carrier for the shipment
20 of the goods in question. Often, the Shipper is the seller or exporter of the goods. The
Shipper role field has a number of properties in the title registry as now described.
Any user can be designated the Shipper (i.e., have its user identifier placed in -
the Shipper role field).
Only one user can be designated the Shipper of an electronic bill of lading.
25 Every electronic bill of lading has a Shipper designated when the electronic bill
of lading is created.
The Originator who creates the electronic bill of lading designates the Shipper,

in accordance with its agreement with that Shipper.



To Order Party (as the Shipper instructs). A Bearer Hol der may al so
designate a To Order Party by an instruction renoving the blank
endorsenent on the bill and entering a user identifier in the To WO

00/ 55774 PCWOBR9€793091 -53 Order Party role field. Oncepdespoanghad, a To
Order Party may designate a successor by a process anal ogous to
endorsenent, as described in section 4.4.3.3. Once a To Order Party has
been designated. it may be changed by the process described in section
4.4.3.3. 5 A user which is the current To Order Party and simultaneously
Hol der (i.e., a Holder-To Order) of an electronic bill of |ading has the

power to: (1) DesiGpoauesighagtiCheSapperlio pertientRadristed Bd Ldifotlie! dhanded)
Desi gnate a Consi gnee,, and thereby convert the electronic bill of |ading
into a non- tYH8IPERA Kitle registy functiogszylthgugh it cambroshsagadrhy ariehdmentdf thaen

desi gnate a nguubiab 88 of 1ARRIHIY OTRKIRY ot ARcriddiihd sk @ g1 abl e by the new
Bear er Hol der; (r4) Pl eodge tchbg bidIHI% Sy 3esi§rh%tfnsg@etcg '{éggee; (5) Surrender

the bill to the OA §hipperoloecaotrliage ther paiesitgmetieth Suyr ibndeistrPapértionand 15

(6) Gve Swit ch - papes. directive fo he electronic hill of lading. A
To Order ﬁartsflél@é;\b%%tl ‘bee(gfltgrr?r%eaarsly SBE; a‘{\isg‘FPplehs P} ?‘frf"é flfonggfrrfﬁleﬁnl ess

the To O derbeBldesheirigm Stipper. shsdidira @oststioh 4. hein bohBiastioafwithhfhatdigct ed

el ectronic bil.l of lading. Such a To Order Party that is also the Hol der
isterned a " pag;a_n;r%raagm@}e,_ 20 4.2.6. Bearer Hol der A Bearer Holder is

anal ogous to the PEIRREnitda Pkt 6 eddes 3058 SRPpLfis Asd§RhSheq leﬁolj&fr | adi ng,
i.e., one that is transferable by changi ng physical possession of the bill.
A Bearer Hol d¥ithsedectrprigbilpfiading; ank endorsing an electronic bill of Iading

Bearer Holger 15 Srmari5a FhaRsfsiclRd T BB o bilachndonediT L 11
of lading. Thallrsola wof m8eait eranifetabler byhalsngiag i icUHolder p e $itippen i ARot it €
registry as ns(i)t\r/\\{xltaglgosu(s:lryit}tx)eebql'l’s Holder-To Order or Bearer Holder,
(3) Surrender the bill, if the Shipper is also simultaneously its Holder-To Order
or both its Holder and Consignee (which is expected to be a rare case); and
15 (4) Request amendment of the electronic bill of lading or give a switch-to-
paper directive, if the Shipper is also simultaneously its Holder.
A Shipper who has ceased to be the Holder of the electronic bill of lading

cannot perform any functions in relation to that bill.

20 4.2.4. Consignee
A Consignee is the buyer or importer, the person who is to receive the goods
according to a non-transferable electronic bill of lading. When a Consignee is
designated for a transferable electronic bill of lading, the bill becomes non-
transferable. The Consignee role field has various properties in the title registry as
25  now described.
Any user can be designated the Consignee (i.e., have its user identifier placed
in the Consignee role field).
Only one user identifier can be designated the Consignee of an electronic bill of
lading.

30 The present system does not require a Consignee to be designated.



Any user can be designated a Bearer Holder (i.e., have its user identifier
placed in the Holder role field of a blank endorsed electronic bill of
| adi ng). WO 00/ 55774 PCT/ GB99/03091 -54 Only one user at a tine can be the

Hol der (and wdgss7/a Bearer Hol der) of an electronic bill ﬁr’d%g}g%%| an

Bearer Hol der exists only if an electronic bill of |ading has _ _
endorsed. Bl ank endorsenent is also optional. 5 An Originator (carrier), in
creating an electronic bill of lading. or the current Hol der-To Order can
bl ank endorse it. Successive Hol ders of34m electronic bill of lading are

designated as described in section 4.4.3.1. As nenti ?_ned aba\éfa while an
el ectronic bill ofy,l gdiig 1S naer shgnating a er is
equi val ent to desilangrgaihﬂé d|nt gfgggdgtr(cerbml—gfdg(ﬁgg’1@9ngg18ﬂ?rr M 9B 2ol der
may desi gnat eCanScht@‘sib@blll,bf/thﬂr@ki'gmgtoaismblfmmguaaiﬁg a Tlrofmdéﬂl@!ad? for;ﬂfat _bi|t[1.e I
el ectronic bilL_of -l adin The Bear.er. Hol der .also elimnate its role
by renovi ng tﬁéerb? g%zﬁ%eﬁg’(%?‘égﬁselﬁm Srrenaisditghatihgs §U15 Betfisr-topenyoror
Consi gnee. ThBegetrHobder cdﬂ&ﬁfi@t’(atd’:bdldﬁfgn%]f an e:_lglc'aronl(g bldl | of ![adl ng hgs
t he power fo: 15 ( Desi gnate a new Bearer er y designating a new
Hol der for”the bl aq%‘%fe d%?ﬁi’g‘ieg’éﬁe @‘P‘Et&n%ﬁieéteﬁzgr@ﬂeqﬂé(cwﬁgf)l}nsﬂl!’whmde{j

Hol der  cannot usidoNeMertitle Rl HREAGKS Sithobbe: LA Srleharh e B fg2dY

bl ank endorsehtljs;l (2) Delsiegr_late a T‘o‘Or(tPeorBI%grty.ea%hg%?ﬁ_e?%gf%%eﬁ\tlgt{heth_e

el ectroni c bi ¢lfctionicbibpidagiing by it5fBiginaton o§ @ﬂsaiﬂeéugvcmﬂ.égﬁatl ng S;JCtCﬁSSI ve To
Order Parties; 20 I .a_Consi gnee t her onver}t the _

el ectronic bill ofl(hlg)acgpﬁ%letg SRR ol il %‘F%Y%F%HBPFH ‘%%&%C‘W%BHOF he bill
by desi gnat i nigdiag Pisabigmever tof ?) Reﬁuest anendnent ]or t]tlel bldl | ; ggd4( g) 7G ve
a switch-to-paper digective for t el ectr.oni.c _pi o] adi ng L2.7.

Pl edgee Ahgl edgee (iﬂsﬁe&“ﬁ ?{B‘H‘{:‘Pﬁﬁ“ﬁfﬁgﬁe cf‘iﬁ?‘l‘%ﬁh\%géﬁghas an interest in the

el ectronic bill of(2) Surrender the electronic bill of lading to the Originator-carrier or designated

Surrender Party; and
(3) Give a switch-to-paper directive for the electronic bill of lading.
If the Consignee is not also the Holder of the electronic bill of lading, the Consignee

15  cannot perform any title registry operations.

4.2.5. To Order Partv

A To Order Party is the endorsee of a transferable electronic bill of lading. The
role field for a To Order Party in the title registry has various properties as now
20 described.
Any user can be designated a To Order Party (i.e., have its user identifier
placed in the to-order role field). -
Only one user identifier at a time can be designated the To Order Party of an
electronic bill of lading.
25 The present system does not require a To Order Party to be designated.
In creating an electronic bill of lading, the Originator may designate its initial
To Order Party (as the Shipper instructs).
A Bearer Holder may also designate a To Order Party by an instruction

removing the blank endorsement on the bill and entering a user identifier in the To



| adi ng based on financing of the shipped goods or assuring paynent for
them The Pledgee role field has these properties in the title registry:
WO 00/ 55774 PCT/ GB99/ 03091 -55 Any systemuser identifier can be

desi gnat ed avddossyee (i.e., placed in the Pledgee role fiperigBedby one
user identifier at a tinme can be designated the Pl edgee of an electronic
bill of lading. 5 Designation of a Pledgee is not mandatory. A Hol der-To
Order or Bearer Hol der can designate a_Eﬂ_edgee. One Pl edgee may al so nane
anot her, succeedi ng Pl edgee. Whenever a Pl edgee is designated, the Pledgee
is also automatically designated the Hol der of the pl edged electronic bill

of lading. SordeoPgryasiettlerl. Rbeddeagda®api M6 JPHOAURE mal ldedignadtl SQcERIAer . A
Pl edgee which is 10 al so sinmultaneously the Holder Is termed a Pl edgee

Hol der. A Pl edFeROEsAg8u i tnslomereni s desribedon septign ddidst e its user
identifier fromthkgece PTEA98E Mol €ad i h; | Lnauish 1ts pledge.
A Pl edgee which is ggicso, Si wliaghgésu%eﬁéq%sﬂ%qu] lgé{rap%f ?@n?&g‘)"ﬁ?‘%&%gsl—bl der)
has the powedesariped m5e¢tibn 4Rel.3.nqui sh its pledge by deleting its user

identifier: fromthe I eld. ( Enforce its edge, by

desi gnating itsel fm?%e%%ﬁ%%l‘gf ’E&E ;T‘fl,djr?ﬂ?r 1%‘%‘% ag({l ey t?ﬂ?f"éﬂﬂii’ﬂ% &f-Pading is
not bl ank enddsldedlo Orflen) bf dns:ldotramik bittrod tidiRchas the@owkrastlgee Hol der sinply
renoves its user i tifier fromthe Pl edgee role field, thereby becom ng
Bearer 20 Hol der (@ﬁl‘ﬁ‘gﬂ?‘f’_FSWB?SF%%@rdﬁﬁ)égééﬁ;the(%y? G ve a swi tch-to-paper
directive for the ®lmefenadhColtigree @hd lr@ébp%nvéﬁ%e(efe)ctraﬁébiﬂ%@Iaﬂing imbccessi ve
Pl edgee Hol der. The Pl edgee Hol der cannot, however, designate new Hol der
whi ch is not acggrapsfergplesill; As menti oned above, a Pl edgee which is not also
Hol der exjgsts onl y3)idl.iihnaas ! Ll egl St es, a _new

desi gnat ed Pl edgegd)al?]so t(?l ﬂe%—%f g@ra?;ggﬁh dgé%"s?[enag?ew%%?e%% ert"%“%?%% ge to
desi gnat e andtihennskodtdeby thihndveBedredidRlegdgee. 4. 2. 8. Hol der

(4) Pledge the bill by designating a Pledgee;

(5) Surrender the bill to the Originator-carrier or designated Surrender Party;
and
15 (6) Give a switch-to-paper directive for the electronic bill of lading.
A To Order Party cannot perform any operation in the title registry unless the
To Order Party is also simultaneously the Holder of the affected electronic bill of

lading. Such a To Order Party that is also the Holder is termed a “Holder-To Order”.

20 4.2.6. Bearer Holder
A Bearer Holder is analogous to the person in physical possession of a bearer
bill of lading, i.e., one that is transferable by changing physical possession of the bill.
A Bearer Holder is created by blank endorsing an electronic bill of lading and then
designating a Holder as described in section 4.4.3.1. Thus, a Bearer Holder is simply
25  the Holder of a blank endorsed electronic bill of lading.
The role of Bearer Holder has various properties in the title registry as now
described.
Any user can be designated a Bearer Holder (i.e., have its user identifier placed

in the Holder role field of a blank endorsed electronic bill of lading).



WO 00/ 55774 PCT/ GB99/03091 -56 The Holder is the party who is entitled to
physi cal possession of the bill-of- |ading docunent, if the electronic bill
of lading is switched to paper. The Holder role field has various
properties | itle registry as now described. Any sy

identifier gg)ndogg%esi gnated a Holder (i.e., have its use?%@yﬁd@%%li fier

pl aced in the Holder role field). Only one user at a tine can be the Hol der
of an electronic bill of lading. It is mandatory for every electronic bill
of lading has a Holder at all tines fref- its creation until its surrender.
A Hol der cannot delete its user identifier fromthe Holder role field. 10
A systemuser who { s currently.the | der. an electronic_bill of Iading
can designate anoqn?rve?nes‘ifgrt %‘rf‘?/%‘:éfa”;ge &‘ﬁé{‘ﬁ?f&@@,t Bnp &saret Heldppofar is al so
Pl edgee. The dHatdgie bidforlddengel ectroni c bill of |ading may change as | ong as
the bill is active‘%rgi .e., fromthe tine when the bill is created until it

i s surrendered or ‘sEFFEhERdEoexiRpRlY )il an sleatregis il of ladinghhes heeve blatio:  ( 1)
Designate a RIgdgce Britlkdfior@nea iSHESSaphye  Hol der (if not also Pledgee);
(2) Gve a switch-to-paper directive for the electronic bill of [|ading;
and (3) Request arwrdngipaiordfartiérg ielcestingmi dedviohic Wil of adinggor the Jurredt at es and
Types of Ele i ]| f Lading. 20 Tradition built up over the
centuries prgﬁl({lg%sl%scg\c}éerrcg glf”ékx%’(r%%rﬁ‘?ﬁ's for bills of Iading, which can, for
exanpl e, be cl ean Sotcesivalidirs Ftaf aleghinicWill oNEPAE hi@ldkfgnatcdRPdS&iRAin These
di stinctions gener | Ly persist for bills of lading in their electronic form
as i nmpl ementTHP RS pheSERtions) AbayR Whilsian clegtropisdhii pf dadingrimblarlent i nt o

the present cay&tRAMiGRAating AHRARANBivalBR (SRR GHs BehAggdependi ng on how
the Oiginator and its 25 counterparties draft the eBL Text. However, to

these traditional '8F StTeREBraswH D wsevleppaaiesa giccesaati bygnakingeanothemesei onal ity
of the title peghRbs tﬁéjéj&tl%ril'a%\m Byﬁﬁ}nkgg¥ﬁgtﬁ§z§gr R84 ,haﬁsro t*:[l'hema?el getronic

bill of lading is operationally active: unctionality alrso adds sone
oper ati onal rplaabic esmaving He darkc epdorssmentr amis lesigubiing by Tar@tdei Biriyneit i ons
based on t hatCO(;1 lggc%pt . The WO 00/55774 PCT/ GB99/ 03091

The current Bearer Holder of an electronic bill of lading has the power to:

(1) Designate a new Bearer Holder (by designating a new Holder for the blank
endorsed electronic bill of lading). The Bearer Holder cannot, however, blank endorse
the bill, because it is already blank endorsed;

(2) Designate a To Order Party and thereby convert the electronic bill of lading
to one transferable by designating successive To Order Parties;
20 (3) Designate a Consignee, and thereby convert the electronic bill of lading to a

non-transferable bill;
(4) Pledge the bill by designating a Pledgee;

(5) Request amendment of the bill; and

(6) Give a switch-to-paper directive for the electronic bill of lading

2.7 edgee
A Pledgee is a tinancial institution which has an interest in the electronic bill of
lading based on financing of the shipped goods or assuring payment for them. The

Pledgee role field has these properties in the title registry:



-57 followi ng subsections exam ne these distinctions based on operati onal
activity and transferability. 4.3.1. Operational States 5 An el ectronic

bill of l|ading passes through a life cycle of creation and termnation.
The oper ativwososshat the title registry can perform on thepet/epdorsmc bill
of lading vary depending on which state the electronic bill of lading is
in. Briefly, the electronic bill of |ading has three operational states.
It is created into an active state, My transfer into a suspended state
while an anmendnent is pending, and al s6°has a 10 terminated state which

results fromthe electronic bill of |ading having exhausted its

functionality as gny kARSRAG: QnBHRPQR thel &b%fgﬁéiéﬂeatmeqlil?@(I%Ctﬂl?{c%%ﬁﬁ e _begins
when an Originator properly creates an electronic brl The

active st at ePledeseselefielidht ed when the el ectronic bill of Iading ent ers

suspended st at us The active
state ends 15 \/\/neér)]m%j Iﬁg@%'egg??@ﬁy% Ic\ﬁg @%ﬂﬁgg {HS Pie%geeo AF 857K ¢t he

active st at ebilltdfdadgigect ronic bill of | adi ng can be transferred as

descri bed.in sect 4. 3. r pl edged, anmended, switched to paper, or
surrenderad. The %u thodleogag ggeeelfgmglﬁpgqga if a party with the power to

request an anendAevlideddTotdreredreBdare® MofdeP bdr dedfgnh@di F]Q:lggpe@ﬁ@iedg%
suspended state ends, and the 20 active state is resuned

Ori gi nat or dBYY @0 e P@ﬁtﬂfés%wfe%m%%ﬁmdyheﬂwergr%mgse tSh@Sllgmltdeﬂte and
conpl et es t hpjeagRNd IR buoftidaBy ﬂ&tg‘?ﬁlaéﬁttﬂ llq{)lﬁerbdnflthe ed cﬁdefll&go R{ll the

suspended state, no operations are possib g or
denyi ng of Hidlﬂéq%éqﬂgfﬁmheé’ﬂnél@ﬁmmams Rhégdeexmaﬁmﬂkﬂldestatmedg& ehitletsed when a

D i R0, o ARGRERALY BONSker Fi Rt { BRI RS & SPLT o0 e DLl of ading

or switches It to paper state is irreversible.

Mor eover, no operfatPletdg& cmndeqlgrﬁtelatﬁuece@dar,aum nﬁ!yelelet’equﬁerhﬁédtiﬁelf froth @@ ng in
t he term' natﬁggsta e bel ow describes in nore detail the

lgec‘si on 4. 4. %
operations t geg Xpls Beldand tershy ehRquishiisipledgs- | adi ng to change between t hese
operational stat egpled@ec W&k aRJ GithuRbnbbiBP B GRURL (i.c., a Pledgee Holder) has

the power to:
15 (1) Relinquish its pledge by deleting its user identifier from the Pledgee role
field;

(2) Enforce its pledge by designating itself the To Order Party, if the electronic
bill of lading is not blank endorsed. If it is blank endorsed. the Pledgee Holder simply
removes its user identifier from the Pledgee role field. thereby becoming Bearer

20  Holder of a bill no longer pledged;

(3) Give a switch-to-paper directive for the electronic bill of lading; and

(4) Designate a successive Pledgee Holder. The Pledgee Holder cannot,
however, designate a new Holder which is not also Pledgee.

As mentioned above, a Pledgee which is not also Holder exists only in theory.

25  The title registry makes a newly designated Pledgee also the Holder, and does not

permit the Pledgee to designate another Holder while also Pledgee.

4.2.8. Holder



-58 4.3.2. Transferability States The criterion differentiating the active,
suspended, or termnated status of operational activity is based on the
stages in the life cycle of an electronic bill of lading and the

operations weajosshoul d be pernmitted at each stage. The cripkg HB%OM
differentiating 5 the typol ogy described in this subsectionis

transferability of the electronic bill of lading. Since transfers are
operations consisting of designating another user in a particular role,
transferability differs only perhaps coffceptual l y rather than functionally
fromthe operational states. The system di stingui shes between three states

of transferabilityrhe PRIRE tlggtaamlgg& ﬁ‘h@‘i ?Og#fg”swalaqaog?gs%nagtl tgﬁgqﬂ%tpl edged.

A non-transferable state is entere an curr [ der-To
Order or Bear éﬁlns—mcé@ﬁntdéﬁbegﬂmrewcallom‘ﬁsdlgglese;wﬁtohiedan pejet CIHe Guilder kilé | Of

| adi ng. Entry, il a erabl.e state is jrreversible and
per nenent as t%eldl%%{’@g S %rflg n‘? {er%gt‘%lfveasi“g“(gf)si‘iﬂé‘?dned and ends only when

the el ectronic bi IAlnyoa‘ystbxadlangxdeﬂtttQE Sah e dbSighddh i@ (5L ahKebYs §s‘é£r ender
or a switch tg Q?F Jransferabl i t%é)state changes are not posSible with
S }% ce

an el ectrani ¢ ddhngoldst rolRielddn- t ransferabl e state. A transferable
state i s entered \Ma@rbnans&%iegﬁ;ﬁ@éaﬂrbe%%&&@%%éec BniPbfEdr 1f@t Y, or blank

endorses the new el ectronic bil | adi ng. Trans erggﬁifl ty s i nterrupted
while a bill is Huwg@htoryrfvee‘tqnaﬁscrt@nmﬂl Dflydlsg base Hdts amnnnetsrfﬁmbu Il is

made non- {1 ansfaLAbk end0ubirdEnl UG, BC0NslaNSE o1 when (e bll enters

the term nated operational state curren arer
Hol der of a thHddesfde Gbtle bill nay deS| gnate a successive To Order Party or

Bear er Ider desi gnate a nsi ng the hill  pledge

desi gnate %2 Consi é%&te’(‘r}ﬁ%‘ﬁ Bif ”Eﬂﬂl" tg&éﬂ“ﬁ‘r%‘n@f%ﬁ’%?‘é)‘““ %tglﬁﬂléélgﬁd state

i s entered whesigadipbaier systeaivginat @ Haidl edeaand Héld@r is Asb IBIE&_%?‘C erabl e

el ectronic bill of. |ading. The pledged state ends when th edgee enforces

or relinquishes t he HP@Gb%f the ﬁlefwl%hlédﬁé%ﬂllﬁ @iy changd ey begrenthednll is
rel i nqui shmenkgwf(i.é.Neom H{qu&ewl?éh‘%h 5% kaﬁed m&altl?% gulrrer?o%ped%r %&t&e?_bqngQSEd or

switched to paper. Transfers esl gnati on successSive To
Order Party, paperconsi gnee) are not possi ble. 30 4. 4. Operations on

El ectroni 8 Bills ngJﬂQg' Hi9 the powe §057ZI§' esngna@g%e%ggegﬁolder Or a successive
Holder (if not also Pledgee); (2) Give a switch-to-paper directive for the electronic bill

of lading; and (3) Request amendment of the electronic bill of lading.

3. esand Ty oni
20 Tradition built up over the centuries provides several taxonomies for bills of
lading, which can, for example, be clean or claused, straight or “negotiable”, and so on.
These distinctions generally persist for bills of lading in their electronic form as ~
implemented in the present system. A bill-of-lading document sent into the present
system can, for example, be claused or clean, depending on how the Originator and its
25  counterparties draft the eBL Text.
However, to these traditional distinctions between bills of lading, the
functionality of the title registry adds a new typology based on whether the electronic
bill of lading is operationally active. That functionality also adds some operational

nuances to the concept of transferability and distinctions based on that concept. The



-59 As noted in describing the states of operational state activity in
section'4.3.1., an electronic bill of lading.typically passes through a
several transactions or events fromits beginning to end. This progress
changes datwoioorsd7tve title registry record for the el ectrpor/ce®idsber of

| adi ng. Through the rul ebook those changes in data in turn effect 5 change

the rights of systemusers in relation to the electronic bill of |ading,
much like a paper bill of |ading chan%gs hands and transfers rights al ong
its transactional course. To effect thése changes in rights, a user

occupying a role having the requisite power designates other users to

rol es. Besi désllotl@sd GibadctioMiSoxaindStBése! distRcidhs (RYAYore FROMBHAhctiliB) &n
performother operations affecting the title registry record as we Th| S

10 section d&8RYS 8RNt hose operations. The following is a list of
instructions supported by the Title Registry. The functions available to
parties are summarized in Figure 32. (1) Create - allows the creation of a

record in théﬂuﬂ%mfor a new BBL. (2) Nane Hol der - transfers

hol dership in an gxistin 15 | edgee. Hol der - nanes a
Pl edgee Hgl der orE rezer%r 'g? 5’81; °|5I Raﬁeﬁﬁg‘)oegl}j\a&li‘ﬁgcv Lok sewiap. andg) Narre

To Order - nmmaﬁonTOTlﬁo@&ﬁuml’tﬂaymerﬂnl@'ﬁeg@?ﬁﬂy&hﬁ B@tfdﬁﬁlonrtﬁ&éléaromc(bﬁi
Consi gnee - %mes a Consj.gnee in an existing BBL record. (6) ﬁ Endorse

- renpves t héARE BREEPeRiing on Yvhm‘éﬁta@xti’%F'ieﬁgO“BB‘E”roéé@% is 79 @myﬂﬁmﬁeor ce
Pl edge - makegiebhsidhi A9 eRlindUadl flred %raﬁghﬁ%{aténﬁ lsT&ea%cp?}{o %xg%chﬁe gtate one 1s

named) of a transferable BBL, in an existing recor
Amrendrent - PeyUBater infpea Ospegiderhstate melealmmndrhelt BBbgneingy eidaalaﬂhdscn the

exi sting |BBL tern?\ﬁl(B{eg(sﬁxﬁBLk(l% %lgrﬁom S eqem?ro§ ﬁé}llg t[a a&mﬁi‘gﬁ’e‘%af I;‘Si{tre nt. by

updating or creati B vecorals S Deny
Amendnent - (ﬂtamlmahtyheamadrmmnpﬂowms&hmem ng the BBL record(s) in the

Title Registrytothelr reust apendnent st 11) Switch to Paper -
requests the Ori gl WatBye s? ¢ hselgfvben n PGP REProp éfea§ a‘PFlﬁ?ﬁon%SrPllefi gi nal

BBL. WO 00/ Stefirg. A&/ dcBRO5@RB0R Linterrupted when the electronic bill of lading enters

suspended status indicating an unresolved amendment request. The active state ends
15 when the electronic bill of lading is terminated. In the active state, the electronic bill
of lading can be transferred as described in section 4.4.3., or pledged, amended,
switched to paper, or surrendered.
The suspended state is entered if a party with the power to request an
amendment of the electronic bill of lading does so. The suspended state ends, and the
20 active state is resumed, when the Originator denies the request for amendment, or
grants the request and completes the amendment. While an electronic bill of lading is
in the suspended state, no operations are possible other than the granting or denying of
a request for amendment.
The terminated state is entered when a party with the necessary power
25  surrenders the electronic bill of lading or switches it to paper. Entry of the terminated
state is irreversible. Moreover, no operations are possible on an electronic bill of
lading in the terminated state.
Section 4.4, below describes in more detail the operations that cause an

electronic bill of lading to change between these operational states.



-60 (12) Surrender - returns the BBL to the Originator (to fulfill the
obligations in the contract of carriage). 4.4.1. Title Registry Operations
in General 5 Each operation involving title registry records is described
speci ficall w@gpglsspfy detail in the sections after this ongriyeish; this
section notes at the outset that all of the title registry operations have
a common way of using the general nessaging framewrk of the nessage
handling unit. Each operation affecting the title registry is acconplished
by means of the nmessage handling unit's-58Msg- FMsg- DNot sequence 10

explained in section 2.2. and as illustrated in Figure 15. In Figure 15,
reference numgra i ?&Q?ﬁﬁﬁ é%g SMsg nessage sent froma User to the
Message Handl ig Onit © ntral System reference nuneral 2 denotes

the input fromt h@hd\/bﬁtsa(gedifﬁmdﬁitmg thifiattivie) stidpendEil bie tenamhed rsyanf off he
Centr al Systen}ﬁ ref erence Eﬁ%n;ﬁ 3 denotes the return code fromthe title
registry regaPBiAfraiAcRYLds o the, Hages inhe 8 qyplgaf an elscaprie Blcef ladinger al 4

denotes a not et Bpdrgont OfuihBfla Be EMGuda: b ol oW SfbcliABfraddadigUl 1 €0)

and reference nuneral 5 denotes a t notice sént to
SMsg regar di néhecppriogytdesniibed\iprthis sphsedtion dathl yranif@ralpbtryfqﬁ tire cdevtrogie bill ofon

changi ng dat a Jh ( itiat the operation
sends a nessaédgnﬁav?lrrllgé Er&%{/eéigllﬁe%pa%mns ggnilgﬂ{ghe 5V, 7 fngrﬁﬂolh tifé Méssage

handl i ng unit paﬂ‘ il ar rSWBtganst@blagreixffersbruylperhhm coficeptnylperatheatier fudtiogdigment
| abel ed | nst gL tR 1S uol I ust.rat ed in Figure 16. In addition, the sending
user nust often | paa ?"hé %BL Text as a document in the nmessage. The eBL

Text need not be |'nhb|_wdteﬁl digtingiblies Getivgdt thgeeOtat@NdraraaifBiabifityd h@EAE non-
requesti ngoor de g r]g g switching to paper or surrendering the
el ectroni c”bi FrFm aql H?nga #194g5 ot her transactions, the sender nust
include the eBL Textponhrahit&abiMegiBSSRIE whéh 2P0 ﬂﬁ%r'cﬁlrﬁeﬁ ?rr'[%r to

include a eBL Text when not required. The SMsg nessage nee i ndi cate
the reci pi ent Oﬂerathwdiﬂ@esématebe@usgmem@ ammagec hh’hindlladng LEnnty and/ or

title registr Ynthtl'le noqq;aﬁgfgp D€ @ ti? vers | fl:chﬁger{qﬁarsne%lil rg.gsg Ct ons

bel ow which users are to e no sen
regardl ess of staki shcoBfernedciapd endss oﬁlhevlsemndxereltd&dhleaﬂnHSofl lednh@e:nSMsglenessage.

As usual, \Ahelgennlnatcge ta?ealg' surre:nd?:r0 érS a5 Z\Zéchaglgalgge%g 9l[rans?erajfullty state changes are
not possible with an electronic bill of lading in the non-transferable state.

A transferable state is entered when an Originator designates a To Order Party

or blank endorses the new electronic bill of lading. Transferability is interrupted while

a bill is pledged. The transferability state ends when the bill is made non-transferable

20 -by designating a Consignee or when the bill enters the terminated operational state.

The current To Order Party or Bearer Holder of a transferable bill may designate a

successive To Order Party or Bearer Holder, designate a Consignee (maldﬁg the bill

pledged), or designate a Consignee (making the bill non-transferable).

A pledged state is entered when a Holder designates a Pledgee for a

25  transferable electronic bill of lading, The pledged state ends when the Pledgee enforces

or relinquishes the pledge. In the pledged state, enforcement or relinquishment of the

pledge are possible. The bill can also be amended or switched to paper. Transfers (e.g.

designation of a successive Holder, To Order Party, or Consignee) are not possible.

30 44, Operations on Electronic Bills of Lading



-61 handling unit receives an SMsg with the Instruction elenent, it returns
a SAck ‘(or BNak if the SMsg nessage is technically invalid as defined by
prescribed criteria, (2) If the SMsg nmessage is technically valid, the
nmessage hanwioioogs7anit passes an Instruction based on itsptfgbyieshson
elenment to the title registry, which processes 5 the Instruction as

expl ai ned below with regard to each specific type of Instruction. After
processing the Instruction, the title reégl stry returns to the nessage
handling unit a code |nd|cat|ng whet hé?” t he processi ng succeeded or
failed. (3) After the title registry has processed the input fromthe SMsg

Instruction, it repabte it descAbibg R staesaff bpehmmhalsat §ct(vﬂ%h?§ec€l\ﬂfi@ fihe sender
of the SMsQ) of forwardi ng nessages eac EI has a

in the f
type header it *{?Tfém?-*mb&l Pgl’ﬁmng\ﬂﬁ‘?ﬂl\lvﬁ@r@%q}f@%ﬁél‘\/@V%ré\’chaﬂsmgns Pressaiges i S
expl ai ned bel i f1PbeghAGTY t& bdd efh'is%bz?@s@%anﬁ&%a txh% l@z}%glst u%cgfdtsfh nessage

handling unit forwards th ssages AL t hey
each return &legmenc ﬂ?é's@falg@mgt hﬁlrmmmwfgallefbanldthosgchangds i @htdl i furn 3fedk O t he

der of {he d tification DNot
i cat i ng, ¢ et SR SRR PR B bR b et rmieo ks sont t ne

rel at ed FMsg paperdili bf laﬂlng&ha’ng'&s)ha'hﬁi el @hsfeferights d1bngOeurBactBf cﬁt[rset hem
fails to ack va ﬂ%thg notlflcatlon%yreturnlnga t he
message handl if?eﬁ nfse chpngeh th tghigruserqseynyang Skdlavingfthy WGHIS%Igbweessage

20 The SMsQ IREERGR JARS ulddCioSIRE BYEdedldbsiSlafibtet H0&: &5 t sage,
except that |ts SMsg type header cor?t alsﬁ%{aén el enénta%g%%l Pﬁémg%%tlon

illustrated i'Ate @Wepgfowlqthqr@@ereﬁwﬂéctm e ditle gedi@ry Fhed lasstellucThion

el enent cont aRRnubribdsHERE Atf?ﬂs necessary to update the title registry,
as explained in greater detall in the subsections of this section. 25

Qper ati ons i nvol vilhg fallewing &l elistedi istuugtian duppreeEMy gherdiaRasstrya Tde
cat egor i es. o LRCBY e o G S5 HERIREF AR IEPE ol edges, (d) amending, (e)
surrenderi ng (&nd Cfe)ateS-\Mlle/EI the@reaton dTaREord iQtl@ﬁFlkl@Re%\DryafGr £h&eppeni ¢ bill of
| ading is eff cteg] by _an O_rl ginator (the carrier) [ 55774
PCT/ GB99/ 0O 30£§ amc Holder — transfers holdership in an existing' BBL record.
15 (3) Name Pledgee Holder — names a Pledgee Holder or transfers a pledge in an
existing BBL record.
(4)  Name To Order - names a To Order party in an existing BBL record.
(3)  Name Consignee — names a Consignee in an existing BBL record.
(6) Blank Endorse — removes the To Order party in an existing BBL record.
20 (7))  Enforce Pledge —makes the Pledgee Holder the Holder and To Order party (if
one is named) of a transferable BBL, in an existing BBL record.
8 Request Amendment — requests the Originator to amend the BBL(s) related to
the existing BBL record(s).
9) Grant Amendment - grants the amendment by updating or creating BBL
25  record(s) in the Title Registry.
(10)  Deny Amendment — denies the amendment by returning the BBL record(s) in
the Title Registry to their pre-request amendment state.
(11)  Switch to Paper — requests the Originator to create an original paper BL from

an original BBL.



-62 Transfers occur as users change their rights and obligations in an
electronic bill of lading pursuant to the Rul ebook by designating users to
roles such as To Order Party, Hol der, Consignee, and the like. Pl edges
result fromybigpassi al institutions designating thensel vespapcRisidgdges. 5 A
pl edge nmakes the electronic bill of |ading anal ogous to collateral for
credit that the institution has extended in financing the sale of the

shi pped goods. While designated as Pledgee, the financial institution can
enforce or relinquish its pledge. Amend? g of an electronic bill of Iading
is authorizable by the Originator of an electronic bill of |ading on
request by cenbai » i o! Lot he ronic bill
of | adi ng haglfﬁngfﬁéﬁgiufég?%ﬁg% rlgﬁ%et!é‘?rggg)ﬁgt%ﬁ? ?Ilfﬁ t}fea(l(}:fblﬁ%lolg‘s’s:Enstﬁ(rarendered
to the Oigi nanwact ptarriager ) or the Surrender Party (the carrier's agent,
if there is one). The Originator or Surrender Party wll then set in

notion the procedure for delivery of the shipped goods. Switching to paper
can be perforg@ed iThildReeEs ap¥ratiéhsGOO¥REd an el ectronic bill 15 of | ading
to paper format the request a user in an appropriate role. The renainder
of this settion erafh PRERUER Yol netHie reEmateFyAsIsi desariherd specifigalypadiies i n
detail. 4.4. Zderlig &HelsPGioA atlel BEL Jn@ N HowBler | thi@keckiBhdtek ar 4R OQESEﬁMtQH oftN
electronic bill of lading initializes a new record for the bi I'n the
title regi st rthe itle Hegistiyepreratiaee havs 2 lsemmBh Waaxe!, usiige theegruerd! cwsseginns bl ank

fields for t i i f Di | . rational Rule 13
Creating an %ﬁ%&ﬂn&éﬁ%ﬁﬁsg%fﬁﬁﬁgﬁgﬁé%ﬁ %é %Fa(t:'rg}ég{f?cﬁlé? g’ﬁqgﬁeéﬁg{l?%ﬁf c bill
of |ading, arc@muishaltnr msdmaldf the fhagsageolmabiiigeurtite stsd-FRsd-OgbtS fdqMence

i nstruction by: (1i)j, Suppl )éi ng the docunent ID for the eBL Text. (2)

Desi gnat i Ity t§f8lamsd pisertiond) angtagilusiatgghistgiire the el ectronic bill of |ading

s transferable o pgie 30rtRshihabl LaendtONYRThES R EEIP3091

to the Message Handling Unit of the Central System, reference numeral 2 denotes the
input from the Message Handling Unit to the Title Registry of the Central System,
reference numeral 3 denotes the return code from the title registry regarding success of
15  the database update, reference numeral 4 denotes a notice in the form of a FMsg to the
affected user (if required), and reference numeral 5 denotes a DNot notice sent to the
sender of the SMsg regarding completion.
More specifically, to perform an operation changing data in the title registry:
(1) The user initiating the operation sends a message having a type header in
20  the SMsg form to the message handling unit. That SMsg message includes in its type
header an element labeled Instruction as illustrated in Figure 16. In addition, the
sending user must often include the eBL Text as a document in the message. The eBL
Text need not be included in relinquishing or enforcing a pledge, requesting or denying
amendment, switching to paper or surrendering the electronic bill of lading. For all
25  other transactions, the sender must include the eBL Text in the SMsg message. In no
case is it an error to include a eBL Text when not required. The SMsg message need
not indicate the recipient of an FMsg message, because the message handling unit
and/or title registry wiil determine automatically as described in the sections below
which users are to be notified and send them FMsg messages, regardless of which

30 recipients the sender indicates in the SMsg message. As usual. when the message



(i) if non-transferable, designate the Consignee, or (ii) if transferable,
ei ther designate the To Order Parry or indicate that the bill is Blank
Endorsed; (f) designating the Surrender Party (if any), 5 (5) designating

t he Hol der WP WABY7€l ectronic bill of lading; (b) attach powmcsBkodd@xt in
the formof a document; and (c) sign and send a nessage (including the
title registry instruction created under sub-rule (a) above and the eBL
Text to the title registry via the message handling unit. 10 The remai nder
of this section comments on that Operational Rule. The Originator (carrier)
creates an electronic bill of |ading. The present system does not

di stingui sh Hehdlegnnitseretvenn Sadewitk tigi That flict i amelefBr, € r@dhea 8heCEJONi C
bills of |adi pd users who cannot. The title registry does not restrict
when an Ori gl‘?‘?‘é’gbfa theBYsaessage Isdsrhpicalbtinghides dafine by Prewlbtdamtﬂgl, Figure 17
illustrates creat| f. r. adin ation takes place
by the foll owi ng s?g{)& 5?'%%[)%%6 lggecﬁ%“éardysvfgg et mfﬁ%ecaa‘l“glnﬁé‘f‘ﬁrpaé?eéat es a
message to tmmﬂmsmgﬂbasd‘mmslﬂfhltﬂj&ti@n J&Qeﬂﬁ&ﬁﬁx@gﬁe bsgﬁtr? WMAEph&ader in the
SMsg form_20 (2) The title-registry is then supplied with the required

i nf or mat i on. i nsHection fs explaipe hel@wewﬁmegwdttmeach mCIBNE!g)etqidesthemier of the

nessage, the S erren Cr eat eBBL.
Wbt on g r oot o rORLAE U IndiSlor HE ARG v imd 1 HOGRS TRig i

| adi ng. Wth|°|‘?d‘tWélC@FI@aﬂ@BBLtheb@mmngsdteeeﬁed@fmmdor speci f| es a nunber of
paraneters, as fold Q he Ori.gi nator suppli.es a_docunent |ID for
the acconpanying éﬁL\Qﬁﬁer e { e rﬁﬁ“@u%ﬁngrtofi?ss‘id E‘Pcd{‘@é P e 88 new
el ectronic bl]ldstﬁfcth@dhtrtaadns tHe@ct to affQERs&R  Rher (Han the sEARPSH 1R %gﬁ as
descri bed in section 4,3.2.) or "non-negotiable" (non- transferablé as

descri bed'd n 18&etfpnoifonvapding mysseges pachet mbighdias yt\mhécaldsr in esFMspdormat or  of
Lo det or i ne VO-BOREE s Pah HES G806 < BpAHE Rler 1h it mEsyna i one
are consi st erdpesstiéth t he "negoti abl e" or "non-negoti abl e”
(4) After the message handling unit forwards the FMsg messages to the
affected users and they each return a UAck message, the message handling unit returns
15 to the sender of the original SMsg message a delivery notification DNot message
indicating that the title registry carried out the instruction and sent the related FMsg
notifications to affected users. If one or more of them fails to acknowledge the FMsg
notification by returning a Unck, the message handling unit returns a FNot to the
sender of the SMsg message.
20 The SMeg message has the same overall structure as any other message, except
that its SMsg type header contains an element named Instruction, as illustrated in
the simplified example in Figure 16. The Instruction element contains the

information necessary to update the title registry, as explained in greater detail in the

subsections of this section.

25 Operations involving the title registrv and the SMsg messages, and
Instruction elements that effect them, can be classified into the categories of: (a)
creation, (b) transfers, (c) pledges, (d) amending, (e) surrendering and (f) switching to
paper.

Creation of an electronic bill of lading is effected by an Originator (the carrier).



listing for the bill; (c) the Originator also includes its own user
identifier to indicate which user is sending the nessage and creating this
el ectronic bill of lading; 5 (d) the Originator may al so specify a

Surrender Pgigogssdgpendi ng on whether the Originator intg g.p,ﬁ gyt hori ze
an agent to act on its behalf when the bill is surrendere ?e@the

Originator specifies the user identifier of the Shipper of the new
el ectronic bill of lading; 10 (f) the Originator also specifies the initial
Hol der of the new bill; and (g) the O i-@¥-nator may specify either a
Consi gnee or a To Order Party, or the Origi nat or may Bl ank Endorse the new

bill and thereb To O d t
desi gnat ed or t e BT LeBes AEr P e bl Shpeation ln e pe il

i ndi cat e t hatoftladind blrsuans tc' the Ruldbadi By dedifnaingCadesd @NORs isGchd@STO0aled, t he

15 Instructi t also jndicate that the bill is to be "non-negotiable".
(3) The Ori gm 1F?{e¢?}8@§89 ﬁ“dttﬁ"e likfessage (or "attaches” to it) a docunent

that is to serve pagigéshesulieftdm Ghadche u{?,hluho&fdéséﬂat&g mém bved es] EXL.
Thi s docunment nust have a docunent |D and satisfy the ot ﬁ EF |rerrents

i ncl udi ng uni 4y Rkedesmakes ghe edgstropip bilsefdadingamzlogousyocellatarhlefot crbdxethauetgc stry
stores (hi's dRGHIRRaaSdiae i dfindifl 0328 BPINSRBLE! Al gf JOGHTE Bl e et L on

schedule. It 1s generally unnecessaty to a of the
sane docunentasl?}edgmﬂmdjymtcml inisttugdonacah exforce or tehsquxshgtsmehgd pl e counterparts

of a single bill | adi n_paper. ecause rs who need to see and
change the el ect fﬁ?ﬁném%l F%‘ %?C"B%Egsgﬁbor?ﬂ:ﬁ“%‘é g o EI€$¥ thengingaghan he
conf usi on ancelettrsfit billtof Gdirfzld@trequadt be Betirbkds Pl e copies. 25 (4) The

Originator then digitally signs the nmessage containing the eBL Text and
the initid role GBSFYREAY ‘Efﬁ%‘séﬁﬁf the plggirantrebilef lading apfus itstrourses Shye

handl i ng uni telectrbmd brﬁ%fﬁzﬂfng%%n%h%d%%&ﬁ?gxnarté}?cdm&ffrggﬁ Safdhd: 'i!‘grt}“m t

checks the nessage f conformty with the nessage va ty requirenents,
i ncl udi ng a dHECRTSF's pgest, ifgharhisone)e i Thy Qriginstagler Serdnfigrdatty ol ten sdén

Oiginator's di; tﬂ% §<!96}é‘&rd R 30 The title registry
and/ or nessage E)ln ihg unlEPt glll %%ﬁ%c@gﬁg&fior m of the nessage. If WO
00/ 55774 PCT. / GBQQ/S%@lﬁﬁg to-f@Per can be performed if necessary to convert an electronic bill
15 oflading to paper form at the request a user in an appropriate role.
The remainder of this section examines each of the operations in those

categories in detail.

440 . tronic Bi adi
20 Creating an electronic bill of lading initializes a new record for the bill in the
title registry with a reference to the eBL Text. The record contains blank fields for the

various roles possible for the bill.

L - Creat e c Bil
25  When creating an electronic bill of lading, an Originator shall:
(a) complete the title registry instruction by:
(1) Supplying the document ID for the eBL Text;
(2)  Designating the Shipper;
3) Stating whether the electronic bill of lading is transferable or non-

30  transferable, and



the digital signature cannot be verified or any other fault in the nmessage
is detected, the nessage handling unit returns a BNak to the Oigi nator.
(6) If the nmessage is established to be technically valid and signed, it is
decoded andwornessssi Text included in the nessage is store@dcr/esedzehf the
title registry and nessage handling unit finds the nessage to be signed
and technically valid, a record for the new electronic bill of lading is
created in the title registry and the_gnitial rol es as designated by the
Originator are entered in that record.”{8) The title registry sends a
message t hrough the nessage handling unit having 10 an FMsg type header to
t he Shipper and Hol der (iof ndrieamfewaied @esigrard e Dbdskened, o) adi ng, and to the
Surrender Party, if one,%s desi gnat ed. The nessage serves as notice of the
creation of the new el é%fﬁWffemgéea qithers desigrqia dredndrder Rane or inglivage thard

obl i gati ons agsewiipbamk EMMIR desi gnations of relevant users in the new
electronic bill of lading. (9) The title registry then confirms the
successful creati ¢H defignaNeg tleSatremiat Eayi fif anyt5 of | ading by returning a

message thy ough t h ing, unit havi. a BAck type header to the
Ori gi nat orsrwho crth%ggfaﬁggﬁ'g%ggf%eéSégff’%%ﬁfmﬂfcl11’1?8/1‘1“4’5@] ng. That type header
i ncludes a rapbrt aftedhithd dBE Teict ih hel /B SR dbchedtrgact ions it has taken. Once
an electronicgpill.of éadin%ﬁhas &e n created, it beconmes active as

descri bed in ®ect R 9 1] aM58984 ?‘i‘g”%@ﬁ”ﬁ’%@gﬁ@v\f”ﬂékﬁﬁﬁﬂC’iesfeéﬂ'@lrred in the
title 20 reQublialy (a) TB&veianll gHe¥BL iT0 sPH) Qigt | LSty when an
el ectronic bill of(ﬁading i's crgg?éﬁ?%?ggﬁﬁgpagm{hémé%%k g&?gﬁﬁﬁﬁ
designations, all remains inthe title registry and available to permtted
users foryg he ti Ci £l I 1e appl i cabl etent | schedule. Entry
of the nelvfl)t el ect ?ggié%ﬁghd}ﬂeogfml?%é?%ngcoggmg °s0 tnaépgﬁra???af ﬁ‘é}e'chr onol ogi cal

| ogs of 25 nessag@h¢ Doginatandartib@dtrebegar dectrehiaivhiest 1idiig. ahe pRes: yskdh i n t he
appl i cabl e reoentian. scﬂﬁdule. 4.4.3. Transfers ff an Active El ectronic
Bill of Ladi ngoTiARSHRHEnBPWEER westhosrs Qugnaters gpd maysrerje slesonicibilist s and
obl i gati ons faftadingraad usdes wisedandd®, anot her. A user nmakes a transfer by

desi gnati ng anoth%[ user in a role field. WO 00/55774 PCT/ GB99/03091 -66
1e title registry does not restrict when an Originator may create an electronic

15 bill of lading.

Figure 17 illustrates creation of an electronic bill of lading. Creation takes
place by the following steps:

(1) Using a user system, the Originator creates a message to the message
handling unit. The message has a type header in the SMsg form.

20 (2) The title-registry is then supplied with the required information. In the
Instruction element within the SMsg type header of the message, the Originator’s
user system inserts the subelement CreateBBL., which directs the title registry to
create a new electronic bill of lading. Within the CreateBBL element the Originator
specifies a number of parameters, as follows:

25 (2) the Originator supplies a document ID for the accompanying eBL Text;

(b) the Originator indicates whether the new electronic bill of lading is to be
“negotiable” (i.e. transferable as described in section 4.3.2.) or “non-negotiable” (non-
transferable as described in section 4.3.2.). The title registry checks this indicator of

transferability against roles designated for the electronic bill of lading to determine



The present systemrecognizes four transfers based on prior practices with
paper bills of lading. nanely: transfer by one Holder to a successor,
transfer to a Consignee. transfer to a To Order Party, and transfer to a

Bear er Hol defo fyss@lsank- endorsing. For transfer by one Hol Qi /dedomsng;
successor. transferring the rights of a Holder is 5 anal ogous ?o

transferring the physical possession of the bill of lading, if it were in
tangi ble form This transfer consists of the current Hol der designating a
successor. For transfer to a Consignee,fthe transfer is sinilar to making a
paper bill of lading "straight” or "non-negotiable". An electronic bill of

| adi ng Wi th a.GoRSHENGS deSi to a fa Qrder Part , capable
of being bl ank "endor sed. e%'lﬁ%d?l{%s %ﬁ@?&%@@‘?%’“a TSR d)ér',‘onc'%eﬁo[iq&&render

t he el ect r oni bstisg|fer thfbilladi ng and take delivery of the goods. For transfer

to a To Order Part n.this is rformed by an Originator creating a
new el ectronic bi I()I“() ‘S%ﬁéﬁ'%‘ﬁbf?‘s%g’gﬁggmﬁw ‘ﬁe’yl*%enfhﬁﬁ‘e‘f’ neifateywhich wsetds| ar t o

i ssuing a negeniiabkie npapee at dréating tiadicaenit eiltdtedgesi gnee' s order, and
handing it_to the élg Hgider (probably the Shipper). As long as the To O der
Party is ndt al so Pbihadireepr may dsoripreifra Purenderdiarty; depensingan Whathees ar e

very 1im ted. wsdyidRoreisald RoadiREta o 4 48Y of s BERNFLAERl glery desi gnat es

a Hol der-to-order, the effect 1s anal ogous t endor si ng Bf lading
to a specifieteptsndsee. For transfer to a Bearer Hol der by

bl ank- endor si ng, ement. flags 20 the electronic hill of |ading
as being bl ank eng%)?ghgdégﬂg&érl Fpr%m%’ﬁ &% e I%ﬂ'@‘?i ?#g&?ogh‘@eﬁégy they pewy . | t

| eaves t he el dedtooiaibd] dfilddingyf | adi ng - transferable sinply by changing its

Hol der. 1t,is thu nal ogous to a per hill transferable by bearer. The
next substcle%ti ons Z@maérégq%or@ﬁ%él’eé‘&%aQ’Fé’i"P‘"‘ltﬂ?é‘?é“ttPﬁPPé’f BHsagf an active

el ectronic bill of(g) weiofiginait @Agesect cRheRGlIRRESeeR: lal 1 Ofted ARiyNGL minhi ch are
transfers of 25 interests for purposes of securitization, aré examned in

section 4.4, 49ngnyormay Bigok; Endarse e eevrbilljend therebemrkeois oklea Beapst ai ns,
the Hol der i sygpa! eQOHSOlRr PLR P8 | sical ssession
of the electronic bill of Ira%i?yr{g, g%@%e%%ggmégPg%i\éﬁ?oggg’&hﬂﬁ%ﬁn 130

Ther ef ore, t haugicisdeindicdie thme tigobillvie O'negotiabit’ t [fed Comsignee 69 Ugignbed, paper bi | |

of Iadi Ngys i flnmcggl{ x%ggt?iféo %%?;/ate ga%/thcé%ﬂ? i% to Bea%on-negotiable”.
(3) The Originator includes in the message (or “attaches” to it) a document that
is to serve as the text of the bill of lading, i.e. the eBL Text. This document must have
a document ID and satisfy the other requirements, including uniqueness, set out in
section 2.3 above. The title registry stores this document as provided in the applicable
20 document retention schedule. It is generally unnecessary to attach multiple instances
of the same document by analogy to the practice of issuing multiple counterparts of a
single bill of lading on paper. Because all users who need to see and change the -
electronic bill of lading can do so, users can forego the confusion and disputation that
attends multiple copies.
25 (4) The Originator then digitally signs the message containing the eBL Text
and the initial role designations and sends the message into the message handling unit.
(5) As for any SMsg message, the méssage handling unit checks the message
for conformity with the message validity requirements, including a check of its
authenticity through verification of the Originator’s digital signature on the message.

30  The title registry and/or message handling unit also checks the form of the message. If



the electronic bill of lading is switched to paper. Further, if the bill is
bl ank endorsed as described in section 4.4.3.4.. its Holder is a Bearer
Hol der described in section 4.2.6. Thus. designating a new Hol der of a
bi Il whi ch wewsd77dl ank endorsed i ndicates who w |l henceé¢mchwdaemientit! ed

to receive the paper bill when the switch-to-paper 5 directive is carried
out. However, if the bill is also blank endorsed, designating a Holder is
equi valent to designating a Bearer Holder. The initial Holder is designated
when the electronic bill of lading is created. Thereafter, the bill always

has a Hol der, because the title registry can only substitute user

i dentifiers ite dibital blghdl@t candbebelvelich orlahy S18&SaNOh tﬁefmwaate@defréc?ehdmé’f Its
content. 10 The instruction for designating a Hol der may be conbined with
ei ther the iMestI2gaanding warrreww.agwalsmge Qrigipatoy. der Party, desi gnatl ng a
Consi gnee, or bl ar th tr o il adi,.n i.,s al ways
aut omatical |y conbn(%S Ifgﬂgg{ EJaE'Q 5 es‘%ab% chn 0% &C%ilm&ée‘@hdsa&d S?Fé‘? di K user

desi gnat ed asieRided geicghé esBIaTmmluaédsm thakasdsgppad #ste@ds Hol der. The desi gnati on

of aPIed%ee as H%Sﬁ i s automati andned .15 pnot be included in atitle

regi stry i'nstruct B B PR Y | 2nfrpessage 08| Witalinds dhe meptage to o
designate a r&iﬂﬂed"ﬁﬁdd@dhnﬁﬁll%hﬁ'@&Edr@'?erhebx‘erV\l el&ftroh@@ﬁlngblaﬁli%lsc&wafegnﬁ Hol der
of that electronic bill of ladin - (a) Conple

regi stry i nstthaétls seistaeddrrainitialro ehés ﬁféwnﬁefli bllerheangHtaMtare eatee:;ltmdm c bill

of lading;, and.tp) Attach the eBL Text of that electronic bill of lading in
the form of c?ocument; and (c) Sign and send a nessage (including that

| nstruction and el Tﬁex’tle) registry feadq a mhﬁazez&ongguhsme;sagevﬂaadltrigemmaﬁage

handl i ng ynit he_r e nts o hat t| onal
Rule. A ullsber a@a%s té/gl g%% ' Og‘ %Igpa%rrang%ﬁjfe fntP 8‘?’tr°f"§%él’ fﬂé‘?“%} current
Hol der of theo ted Betdn@st Iarh] Ifl onefis agidagd. thearﬁe e HeRRS QY n&'ic%aéf'tﬂa a new

el ectronic bill of | ading WO 00/ 55774 PCT/ GB99/ 03091 -68 A Hol de nmay
desi gnate a rfERHpDIRT “%‘mliﬁ“\ﬂh’éﬁ“'tﬁéﬂdél?gé@tiroéﬁﬁe@ﬂb‘is lapd efflightintis n§0¢lsted active

Sfeggzg” bed vith &&ighdtBhs &Frdevhne UG HNBE neW blel iR GE L &Héc bill of Tading is

(9) The title registry then confirms the successful creation of the electronic bill

15 of lading by returning a message through the message handling unit having a BAck

type header to the Originator who created the new electronic bill of lading. That type
header includes a report from the title registry of the actions it has taken.

Once an electronic bill of lading has been created, it becomes active as
described in section 4.3.1. beginning when the new record is created in the title

20  registry.

The information entered into the title registry when an electronic bill of lading
is created, including the eBL Text and designations, all remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.
Entry of the new electronic bill of lading is also noted in the chronological logs of

25  message flow, and that log is retained for as specified in the applicable retention

schedule.

iv t
Transfers of an electronic bill of lading pass rights and obligations from one

30  user to another. A user makes a transfer by designating another user in a role field.



t he Hol der may designate a new Holder only if the designator is also

Pl edgee and the wuser designated the Holder is al so sinultaneously
designated as the Pledgee. An 5 Originator may designate a Hol der only when
creating the onic bill of lading. As Figure 18 illu o]
designate a rﬁ?\?vngﬁg)f der the foll ow ng processes are invol \?/gfg:éhﬁo)so%si ng a
user system the appropriate user creates a nessage to the nessage
handling unit. 10 (2) The user identifier is then tagged by the user

desi gnating the new holder in the creafé® nessage by listing the new

Hol der's user identifier within appropriate tags in the Instruction

el enment of t Furt her tagged data, such as the
Bocument 1 D of “URe BT B eBatar Fas ey Bk B39 R0 Btr FHEPR by e
user then di giftladihy reinglys thinternesargéold@nioad Micogsdrh @al3fydial Cifsiondd

desi gnation and sends. t ssa into the nessage handling unit. (4) As
f or gny messgtéij stey ‘ﬁésfﬁe@gﬁgsg“héﬂﬁfw&r i ?e%ﬂé@kgr Ph@arﬁe‘%{@g@@gs 4

authenticity by veoi fistsRObd HR BARIES a Sucli@bl AhnsBhH¥AbM Srs JNELIESSa0e
handling unit and/or title regi stryaalcso crhecnﬁ k’ﬂ% {)é(;l?%tso?ﬂt%ggﬂrre‘%sage. | f

t he nessage HAREGEUSJO dianserripg thetrihysienl pespesstanyofcthn hitt ofpadiperif t waeiif y t he

di gital signgtie dee; fi t form of the nessage correct, the
nessage- handIEIiH:Jr’llge %rl}lllxlt fr%gtuﬁr%trf% cgr{l%ﬁaqg%e(c gqutf}% ?%édegéﬁﬂgﬁg'a§u PP al
signature is veri fredasfrd ¢ h€onegragie fransfet it cintir tovmbiifly atpagertbilt be

registry is ed by, changi ng the,cqontent of the Holder role field to be
t he user ideﬁ?ﬁ% es?rm%j}(t t% g 'é\?\?%%&ﬁergf‘iegf'é?f“‘f th’ﬁl@dﬁf&%%&@&opyg@en%ader.
The former Hol denifaatisas ai Uerlrdéri Bartyl 5r cayaBNEst bdisiTblbhe chidricd @l Stry
record forot t bill, FSH(EC% The title re?i stry then confirms the
successf ul’ dePgRYE BAlspFlotdse crreturendst gherelasironie pilirafiladénetand take delévedi ng user
through the rgggagedshandling unit, a DNot nessage having a BAck type
header. That type header includes a report fromthe title registry of the
actions it has takehtramfe ¢ atTaeOrdsyiPatty,ywimt thisi ie petforechicbpd an Begingnat ed

Hol der of it j i / 74 PCT/ (GB99/ 03 - 69 .Desi.gnating a
new Hol der g(?rrléelﬁgé ?y%égoeg%trﬁﬁgbég?gg lng’h%esg%ﬁsa 2 %géereplaé%t’? BW‘@r i | Ig of

| adi ng. Howe\ssningiafnepdiiable @apey il 6 fAading eiths dessenpéls brdef, atd Rating Gt tohre bi | 1,

t he i

15 Holder (probably the Shipper). As long as the To Order Party is not also Holder and

thus Holder-to-order. its capabilities are very limited. When an existing Holder-to-
order or Bearer Holder designates a Holder-to-order, the effect is analogous to
endorsing the bill of lading to a specified endorsee.
For transter to a Bearer Holder by blank-endorsing, blank endorsement flags
20 the electronic bill of lading as being blank endorsed and eliminates the existing To
Order Party. It leaves the electronic bill of lading transferable simply by changing its
Holder. It is thus analogous to a paper bill transferable by bearer.
The next subsections examine in greater detail these transfers of an active
electronic bill of lading. Pledges of electronic bills of lading, which are transfers of

25 interests for purposes ot securitization, are examined in section 4.4.4.

4431, Designating a Holder

As section 4.2.8. explains, the Holder is analogous to the person who would
have physical possession of the electronic bill of lading, if it were a tangible document.

30 Therefore, the Holder the person who is entitled to receive the paper bill of lading, if



conpl etion of the creation process |leaves the bill in the active state. The
title registry record containing the designation of the Holder remains in
the 5 title registry and available to permtted users for the tine

speci fied iwotonss7appl i cabl e retention schedule. The titl ectesbsdzon
instruction effecting the designation is also recorded in the
chronol ogi cal log of nessage flow and that log is retained for as
specified in the applicable retention schedule. 10 4.4.3.2. Designating a
Consi gnee As section 4.2.4. explains, tfe& Consignee of an el ectronic bil

of lading is analogous to the Consignee of a conventional non-negotiable

bill of | adinge eledd@icHNdbi lﬁ&n@m%héﬁr{@? ﬁ@kﬁﬁrtﬁep% &b %ﬁlﬁ%%ﬂh@ﬁl@doggd of

| adi ng non-transferable fromt oi n ghation'o nsi gnee
ordinarily od§uescriged yn eagten . Jt-‘heltS| Hpide msa BfearmSHahderediescrtbed)ﬁn Gedoioh| of

| adi ng, so o t roI field l. ed its content renmains
unclhagged Opn?ra%t ?@ﬁc%ugﬁﬁg%ea sllg(g)gl(ri]%tolfﬁgfl IZ &‘3%& rboﬁgg‘“ﬁen&ﬁe%"idg‘iaﬁétor mlay

desi gnate a Gamsighbecefortlc rbeahmln:g @redieCihe QPapet Bl IMheRfthd Atkidido-pai: (€€
Qper at i onal To d ghate a Consi gnee, a Pl edgee HoI r, Bear er

Hol der, fa@P’et%"W‘a‘éPu 5 ?lveéwéé*ter‘aH.léa P |Ylank fenfiogsrdn desigrating a ( a)

Conpl ete a tlHdl&:rl’s&ghﬁrﬁlEM th a&tJnM%aQ@gomgtl ng the Consignee for that
el ectronic bill of ladin “(b) Sign and send a message, including
E@ﬂdeorrﬁ desig

the title registryh¢ idta patechwher tHeeelqcegmsforllyofvlndmg frecremals age
handl i ng uni t I nat i nee, Hol der To
4 The%ng%E ﬁg?ﬂwm ﬁﬁéq—,—?oﬁ’sbeg Lde r%%‘%’é’n‘%& R ﬁ“l"ﬁ'f‘“‘? adi ng

desi gnate a Consign an ele

shall 30 perfumrndﬁtrlhtaerpndbeﬂukdesroteeﬁrw Medbek ﬂot@ﬂfpt)athé ficlabf idoaendl 4 and 15. _
The title,regist ry W 590/t1557t74 PCT/ GB99/ 70 inst ructl ons designating
the same Liser as BotHItaRE;gh e Srars o errfﬁ‘V B caayped Witk (fitherc e sane

message. The insmeiondir defigiding aSEEt0a% PaVIRBLignAR bhednsEer alinaal Rule. 5
An Oi gi nat or g/ desi gnate a Consi gnee when creating the electronic bill
of endorsing the €lectronic bill of lading. It is always automatically combined with

designation of a Pledgee; so that the user designated as Pledgee is always also

designated as Holder. The designation of a Pledgee as Holder is automatic and need

15 not be included in a title registry instruction.

rational Rule 4. Designati der
To designate a new Holder of an electronic bill of lading, the current Holder of that
electronic bill of lading shall:
20 (a) Complete a title registry instruction designating the new Holder for that
electronic bill of lading; and
(b)  Anach the eBL Text of that electronic bill of lading in the form of a document;

and

(c) Sign and send a message (including that Instruction and eBL Text) to the title

25 registry via the message handling unit.

The remainder of this section comments on that Operational Rule.
A user can designate a Holder only if the user is either the current Holder of the

electronic bill of lading, or an Originator creating a new electronic bill of lading.



| adi ng, but not after the present system has returned an acknow edgnent

notifying the Oiginator that the bill has been successfully created. The
current Hol der-to-order or Bearer Holder of the electronic bill of |ading
may al so desygi@ksds@a Consignee. As nentioned, an Originat oge 051

creating the electronic bill of lading to 10 designate its nsignee.  The
current Hol der-to-order or Bearer Hol der may designate a Consignee only if
the bill is active and transferable. As Figure 19 illustrates, to designate

a Consignee, the following steps are p#Bforned: (1) The appropriate user
creates a nessage to the nessage handling unit; 15 (2) In that nessage, the
i dentifier

user designates a CQpgd fohda ST nsj.gnee' s user.
wi thin appropriate tagdseglﬁl‘rgfg'fj e"nILulreiZaT'gllre‘B%{olE%ﬁo'{e]?e#%% eg*egttr??éc b‘lrlrggg‘glﬁﬁlst ype

header. Furt hestiveagdeditiedfiosartiar ©5.1. Sueherdstht hcH@tabENE 1ddReQf plbdiRdbi | | to

be affected and indication that the bil] is "non-negotiable", is also
required thergj;g-]%gger'frﬁé d%%%’}a‘%%w Bpigetonty if the 45rignatercis Alse Slsdecccsd thsi ni ng

the Consi gnee use? Uesl@mtednaé iHIMeA R A5 RERIEABUIPRAGRUdINIOHE e fIBSSAgE
handling unit; (4) As for any nessage, the nessage handling unit checks its

aut hent i ci Py Yi8ingleF mey designatha Holdsrienly wheii qreatiab theiclpetenie bill oThdingessage

handl i ng unit and/ £t 118 i rmof the nessage.
| f the nessage hanlg% Flﬁg&dgillglgg%éfg(%ld%s%b?ga%gg?is%?dregni%gé]ﬁo%’t’” PPSSEr Py verify

the digital sinyaledire or finds the formincorrect, it returns a 25 BNak;
(5) I'f the sender’ ignature is.verified and the nessage is found
éghgf%ﬁﬁger )ésgeéré ﬁee

valid, the title Yéegistry ¢ 40, 4PRIOPHAE B3y CISRIe} A MCEBBL PReBESsHEe fi el d
fromenpty tohtrhléngser identifier of the new Consignee listed in the
nmessage type header;.and (§) The title registry then confirms the
successf ul)mplesi gna({z? Bﬁe i @%@@aﬁs@%@@ed %Oﬁlﬁy‘s‘?fé‘tsﬂgfl‘ﬁ“ﬁ% thgingwihplderipssage
handl i ng uni t 11 cklRimes &S BABKRING AEIneE HOIRAS Kser [AREN D SAURT 2p 0L 00 BRYi£4

PCT/ GB99/ 03091 -71 to the sender. That type header includes a réport from

the title regfétinytortimeionent ofrike messagsarpethgadsn Fulthes tapiged datRewphss thy
oL 2 1, BP0 0Bl e, Copsiance 12 0
(3) The user then digitally signs the message containing the new-Holder
15 designation and sends the message into the message handling unit.

(4) As for any message, the message handling unit checks the message’s
authenticity by verifying the sender’s digital signature. The message handling unit
and/or title registry also check the form of the message. If the message handling unit
and title registry cannot properly verify the digital signature or does not find the form

20  of the message correct, the message handling unit returns a BNak.

(5) If the sender’s digital signature is verified and the message found to be
valid, the title registry is updated by changing the content of the Holder role field to be
the user identifier of the new Holder listed in the message type header. The former
Holder's user identifier is removed from the title registry record for that bill.

25 (6) The title registry then confirms the successful designation of the new
Holder by returning to the sending user, through the message handling unit, a DNot
message having a BAck type header. That type header includes a report from the title
régistry of the actions it has taken.

The title registry notifies the newly designated Holder of its designation.



5 effecting the Consignee designation), the notice includes the follow ng
text notice: You have been designated as the Holder of this electronic bill
of lading in accordance wth the Rul ebook. By virtue of your capacity as
Hol der of tWwiod0&$7ectronic bill of lading, in addition toprgmeBIgEsIIgnati on
as a To Order Party, Consignee, Bearer or Pledgee, we (the Service

Provi ders) confirmon behalf of the Oiginator of this 10 electronic bill
of lading (the carrier) that the goods gge now held to your order."
Further, if the new Consignee is also the Holder, it nmay reverse the
designation by returning to the Title Registry a nessage with a header in

the SBRf form wit Hlesighding atrieweldulder Residrell dfes Rék ff@etrtbe HRAE HNinNGectBgR t he
i new desi gnati on, provided that

title registr%r?(i%[.d |?Iugdat,gd with the ) )
the SBRf ness Bé’ i § % ent YR t}?%%cst!%ééti‘@n%ﬁcé‘a Wer of sreatinge dheahil), Beher
action in rel@bkiptioh 6f hberehioh proclst@hEAhi M@lY the lnliviB¥accept the
appoi ntnment by returning a UAck, letting the tineout period el apse, or

taki ng action in Thefe reaitry escedsonfpiningshendssigndvian of the Hohlengrains SBRE .

Desi gnat i : L : he el ectronic bill of l.adin i

non-tr anspgr gﬁﬁg@aﬁ‘gg?ﬁnﬁgﬁ?%‘t&ﬁ%ﬁge |u?elrseh’rr &5i 5 §Pcf1§°gﬁfﬁ§€ épplicafle The
title registnyentgnosctieduimt dhaitilg refiemdastrgnidhi Bfacidlz hba1.GORSHARE ]IS €M NS
in the title re(gei s.trg aﬁrd a}vai I i\bl e.to permitted users for the tinme

speci fied i n THECSBI e SHPRelonea dog Phmesesrlpteandibat lopts setpined for g
instruction ebéefiddinthetapflicdBls kddtaibh &helide.al SO recorded in the

chronol ogi cal |og of nessage flow, and that log is retained for as
specified in the applicable retention schedule. 25 4.4.3.3. -Designating a .

To Order mrtwmﬁﬂ@Wi ns, the To Order Party of an

el ectronic bill of Tading Is analogous to the endorsee of a conventional
bill of lading. Li&escatipnehddr ewdging i ConsigDeclof aPaicciyomanilf of takimg it r ansf er
the bill, if r Party also holds.it. For an WO Q0/ 55774

T Caoo) osodtaoedd § B Cofibs”bf % Moitiidny e fRate- R aRt ibdisus o
endor senment  tlesipnatar a0CuISighdeamakes thd @Rt @had billGF BdmdGELSIANRbIOfEhAaE Party
and Hol der (i.e., aDHgI der-to-order). Operational Rule 17: Designating a To
Order Party A" °An SV EGHARLLE frepsienss iofiraTdy eccis oplyRece Pathe lifetimeof eat i ng
an el ect roni GnhdldctroME bill of lading, so once the Consignee role field is filled in, its content

remains unchanged.

e 13 Designati Consignee
A. An Originator may designate a Consignee in creating an electronic bill of lading
20 (see Operational Rule 13).
B. To designate a Consignee. a Pledgee Holder, Bearer Holder, or Holder-to-order of
an electronic bill of lading shall:
(a) Complete a title registry instruction designating the Consignee
Jor that electronic bill of lading; and
25 (b) Sign and send a message, including the title registry instruction,

to the title registry via the message handling unit.

0O tio ule 16 Designati ' r
To designate a Consignee Holder, the Holder of an electronic bill of lading shall

30 perform the procedures required in Operational Rules 14 and 13. The title registry



| adi ng (see Operational Rule 13). B. To designate a To Order Party, a
Pl edgee Hol der, Bearer Hol der, or Hol der-to- order of an electronic bill of
| ading shall: 10 (a) Conplete a title registry instruction designating the

To Order Paydydsely that electronic bill of lading: and (RrrrigheRRd send a
message, including that title registry instruction, to the title registry

via the nessage handling unit. Operational Rule 18: Designating a

Hol der-to-order 15 To designate a Hol der-to-order, a Pl edgee Hol der, Bearer
Hol der, or existing Hol der- to-order of78n el ectronic bill of Iadi ng shal |

performthe procedures required in Operational Rules 14 and 17 The title

registry inst ;A;pa5r;99§de@@§afg,g%asnge &?ﬁ%}ﬁcﬂ@ég&%ﬁ%ﬁ&w 19 59, PEH [hf’a”y and

Hol der may be sent wt e same nessa e remaine

secti on commewritgindie suimateGpex at i onal Rule. An Origi nator may desi gnate a To
Order Party when creating the electronic bill of lading, but not after the
title registry has returned an acknow edgnent through the nessage handling

unit notifying then@rrergmﬁt&tetrthitsra@&mﬁmmmr{téorhm&@ﬁmowﬁﬁ@ssfulIy created.
The current Bearer Holder of the electronic bill | adi n? may al so
9

desi gnate & 25 Corfdt ReB3OTNEY JesieneiaerCaiense W caqayeg thes mmeblél of
SUCCGSS' ve To8kndebut Révdiér tht pletiit sydfed R 3LREd JrPachéi%Engn?eB{ ot ing alg0 Hol der

(i.e., the Holder-to- order). As nentioned, an O ginator nmust be creatlng
t he el ectr oni Eriginpter tat tlhaéﬂlrfgs besn SG@@FS@lﬂbft@eatttds The c@mefe HoRizr-togordékhve cur r ent

B Hol d T d Part I f
the ol octroni BB TGy o] A8 RGRHe IRt e P Sedielfe PLPRES b ool Es774

PCT/ GB99/ 03091 - 74 memioned, 2@ Orlginasr madsebe trosingrthe elsaroafc KR Sr Gaalgi:dg a To

Order Party, that has the ep 1) The ropriate user
creat es atlefres KHRAE &S R %“%ﬁ?%s %Ee”ﬁrﬁgtg‘ﬁ‘?slﬁ&l‘a"%ﬁf r Or Beprey o F deppay,desigagie  t he
user desi gnat gSomsighe SXI0ETthe M [k andl hhshGatidle new To 5 Order Party's

user identifier within apPrO riate tags in the Instruction el enent of
As Figure' 19 illustrates, to designate a Consignee, the following steps are

performed:

(1) The appropriate user creates a message to the message handling unit;

15 (2) In that message, the user designates a Consignee by listing the new
Consignee’s user identifier within appropriate tags in the Instruction element of the
message type header. Further tagged information. such as the document ID of the bill
to be affected and an indication that the bill is “non-negotiable”, is also required there;

(3) The user then digitally signs the message containing the Consignee

20  designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit and/or title registry
cannot properly verify the digital signature or finds the form incorrect, it returns a

25  BNak;

(5) If the sender’s digital signature is verified and the message is found valid,
the title registry changes the content of the Consignee role field from empty to the user
identifier of the new Consignee listed in the message type header; and

(6) The title registry then confirms the successful designation of the Consignee

30 by returning via the message handling unit a DNot message having a BAck type header



t he nessage type header. Further tagged information, such as the docunent
ID of the bill to be affected and an indication that the electronic bil

of lading is "negotiable", is also required there; (3) The user then
digitally swore/ssme nmessage containing the To Order Partypct@pdgeognati on
and sends the nessage into the nessage handling unit; (4) As for any
nmessage, the nessage handling unit checks its authenticity by verifying
the sender's digital signature. The nessage handling unit and/or title
registry also checks the formof the nmessage. If the nmessage handling unit
or title registry <cannot properly verify the digital signature or find the

form i ncor r ecd the senBiak hivstypelirade irn¢tudesh repdn) frbh thdlerea&aosT tededbisng uni t
and title re |st}£]f__¥1 properly verify the sender's digital signature and find
t he nessage the title registry changes the content of the To Order

Party role field T trhe R&Sfn SRALL el »chén?fs Qeyr 10 4 ar "Sted in
the nmessage type header. “Thrg ormert Tonr narty S ﬁgsl%rgh?lger# §er

renoved fromCoRsgnepas glpq the CFIEQItSHOﬁG}Ef t(le;ea:lmpd tlfrmrehtthatsantm mkssageng t(uﬁ)meThe t | tle

registr he i des new To . Order
Pa?t y bz rFjet Eg%\c?iﬂg ﬂq%&% %i”gsg‘%é"%‘ ViR (jwé ll?&)‘isyt 2 tﬂgoévd%gr eXpR5E sender

t hrough t he ﬁﬁs&h@e bbendtbigmegedumitiie. Holtkatof t}yspeﬂeclt}eﬁlderll oMadingdigScadrdagRor t from

the title he actlon it has taken. 25 The title registry
notifies the “%vflhe% %E?Ptekr %‘ér"{rg}m YOpis CApREYgHHF 8. Of) ‘f“stellfém"ﬁ“e\mlg

desi gnat ed Tad@eder addaidnytol ourisordaliéh gyan%nbrdslom? ERSERRP B At ﬁugh the
sane nessag %legs t he one effectl ng To Order Part esi gnation), e notice

i ncl udes t hetlefigier S il Serxiee Pr fﬁa‘%ﬁé‘ﬁﬁéeﬁﬁl aﬁécpf%ﬂatmeofl-@hSder of ,
this el eqbroslegrddid dill enadlhaawamm) tﬁ&qw&%@%em&gelp%evomﬁ@ook By virtue

of your capacity as Hol der of this 30 el®&ctroni ading, in
addition to your botienifdhd mew (atsnsrgna'@s a}sdehe Pthcidr,y; mYOreDE@ASHT debignation

PCT/ GB99/ 030 ear er st em servi ce

provi der) coﬁ%fert%%ﬁlgﬁg?ﬂ%hqp% 36 Yﬁéﬂeﬁargeg htglag?ad(?’f mﬁ%é%l %IHN ipdheni || of
| adi ng (the daksit@egod dfat hblhe beRRdS: Wh&@ thOWIRLdiry FBoM HipdRled Gith theFUr t her,
if the new To Order Party is also | der, it may reverse the designation

by returni ngRE desEnation. |govidsgithat the sERFemessags iniseny bafors fhe designttad user t he SBRf
15 takes any other action in relation to the bill. Altemnatively, it may accept the
appointment by returning a UAck, letting the timeout period elapse, or taking action in
relation to the bill other than returning an SBRE.
Designating a Consignee makes the electronic bill of lading non-transferable
beginning when the title registry is updated.
20 The title régistry record containing the designation of the Consignee remains in
the title registry and available to permitted users for the time specified in the applicable
retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.
25

4433,  Designating a To Order Party
As section 4.2.5. explains, the To Order Party of an electronic bill of lading is
analogous to the endorsee of a conventional bill of lading. Like an endorsee, the To

Order Party can further transfer the bill, if the To Order Party also holds it. For an



5 formwithin the timeout period of 24 hours beginning when the title
registry record is wupdated with the new designation, provided that the
SBRf nessage is sent before the designated user takes any other action in

relation towdwewseis! . Alternatively, it nmay accept the agg GBbEIR0S: DY

returning a UAck, letting the tinmeout period el apse, or aking action in
relation to the bill other than returning an SBR-Z. 10 DeS|gnating a To
Order Party when none is currently desi Snat ed nakes the bill transferable
by designating a successive To O der 2y begi nning when the title

registry is updated. \When one To Order Party desi gnat es a successive To
Order Party, .t | ns. transfer he transfer possible
only by the s%céglgg}sgodrm t?gqg}z{aﬁ{ﬁ e B en® aﬁgo%s © %’d?ré‘ap?f fQ OFder ERSiSEed. 15 The
title registrgesivenogd suaaismcmor(gdérwanyiem 1g61adri(i09), 2Hol8dRo-dRe@r der Party
remains in the title registry and available to permtted users for the tine
specified in the applicable retention schedule. The title registry

i nstruction ebhoekd : recorded in the

chronol ogi cal 1og of rressa og is retained for as
specified in {1h‘!§7 %’pwq’e’a’b@ed@w@t’@ﬂﬂ|T0|ﬁ7féétﬂf@dfmP'ecreazerwmle&rcﬁuc Bllafk Endorsi ng
and Desi gnati g8 BeaLsh b 48 an electronic bill of lading is not

al r eady transfelrngtg % anearereI{k%)[ der, creating a Bearer Holder for it
consi sts of bBaTwIdeemngQrdehé’aby IcﬂPlec@'leaHkldm’lﬂc’HrSri Hgdercenslgdrso-0of fl aggi ng
t he el ectroni 0 adi n bei ng Bl ank Endorsed in the title 25
registry, V\/(‘Il%ﬁp a€" %C’m" %gf)ﬁ%?'"‘?rﬁ}f??]ng its Holder at that time its Bearer

Hol der. The new B@areCo;hp/hdezrmmygzmﬂhmw&{demamt@re To®qhi | | sinply by
changi ng Mjs Hol der as cribed in section 4.4.3.1. I'n other words, a

Bear er er is the H@f” r Bt deqonisibill efierivgs@ad el ectronic bill of I ading.
WO 00/ 55774 -75 PGy GB@%AQ%Q}%Ma%?ﬂa@@%c‘ldlﬂzg%&?%‘ﬁe H%st ?ms A5i0f! ready been

covered in section 4. section focuses o - endor si ng
el ectronic bills of |alitfgiiagegisiravia Geingstege bandfag bl ank Endorse an
electronic bill of lading in creating it (see Operational Rule 13).

erational Rule |8: Desi ] -to-order
15 To designate a Holder-t0-order, a Pledgee Holder, Bearer Holder, or existing Holder-
to-order of an electronic bill of lading shall perform the procedures required in
Operational Rules 14 and 17. The title registry instructions designating the same user

as both To Order Party and Holder mav be sent within the same message.

20 The remainder of this section comments on that Operational Rule.
An Originator may designate a To Order Party when creating the electronic bill
of lading, but not after the title registry has returned an acknowledgment through the ~
message handling unit notifying the Originator that the bill has been successfully
created. The current Bearer Holder of the electronic bill of lading may also designate a
25 Consignee. One To Order Party may also designate a successive To Order Party if the
designating To Order Party is also Holder (i.e., the Holder-to-order).
As mentioned, an Originator must be creating the electronic bill of lading to
designate its To Order Party. The current Bearer Holder or Holder-to-order may

designate a To Order Party only if the electronic bill of lading is active and

30 transferable.



B. To Bl ank Endorse an electronic bill of |ading, a Holder-to-order of an
electronic bill of lading shall: (CO Conplete a title registry instruction
Bl ank Endorsing that 10 electronic bill of lading (Note: The To Order Party
desi gnat i onwomolsk77be automatically renmoved by the title regrgiBoyoelgeon
processing that Instruction.); and that title registry instruction, (b)
Sign and send a nessage, including to the title registry via the nessage
handling unit. 15 Operational Rule 20: Becomi ng Bearer Holder by Bl ank
Endor senent A. The Hol der of an electronic bill of |ading becones its
Bearer Hol der when the Instruction effecting the Bl ank Endoresemmt is

entered into the thigure20 Bigitatasythe procdssl of Eesighathgl 486 Order PafRth4TRys eSi gnat e
a new Hol der é an Instruction in the same nessage as the Instruction
ef fecting t heBP 4R ¥Xdor sement. The newl y desi gnated Hol der thereby

becomes the Bearereg mlag;ﬁbprm‘:e ﬁsbxecr&@eédaxm@&a%%tﬁaﬁk@£s§&%aﬁélﬁlbhﬁf?“' ¢ bill of

| adi ng. Qperational Rule 21: Transfers by Bearer earer Hol der (
the Hol der of a BIAMR EhHEssaged the|usestdesignatesisi Tol Ongr Ragatibwdistingethe dos Tgnat e a

new Bear erg Hopger Pﬁﬁé/ 4 e R ﬁfegw;tﬁm a g}épn%gt mq]nerians c%ﬁ%Rﬁflgxe%fpr ﬁ;t

desi gnating a new Hol der. renmal n sectlo

Oper at i onal thb messaoe tym&ﬂérSSerﬂér RedddGBROHARAskuch ad the @obutndnh D 6F ihQ1 Nat or
creating an 0 of |ading or the current Hol der- to-order may
bl ank endor se éq %taftre AR arblmilpatt?p tlpaé_&}eﬁ:éectromc bill of lading is “negotiable”, is

also requlred there;

(3) The user then digitally signs the message containing the To Order Party

10 designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is

15  returned;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
To Order Party role field to the user identifier of the new To Order Party listed in the
message type header. The former To Order Party’s user identifier is removed from the

20  title registry record for that bill; and

(6) The title registry then confirms the successful designation of the new To
Order Party by returning a DNot message having a Back type header to the sender
through the message handling unit. That type header includes a report from the title
registry of the actions it has taken.

25 The title registry notifies the new To Order Party of its designation. If the
newly designated To Order Party is also the current Holder (perhaps through the same
message as the one effecting To Order Party designation), the notice includes the
following text: “You have been designated as the Holder of this electronic bill of
lading in accordance with the Rulebook. By virtue of your capacity as Holder of this

30  electronic bill of lading, in addition to your designation as a To Order Party,



An el ectronic bill of l|ading can be blank endorsed only if it is active.
transferabl e, and not pledged. 5 As nentioned above in this section, for
one Bearer Hol der of a Blank Endorsed bill to designate another. the

Bear er Hol deyo go/sdpsy desi gnates a new Hol der as descri be‘i"cirﬁ‘.n'ig/&fu%],o”
4,4.3.1. To make a Bearer Hol der when none exists already, the bi S

current Hol der- to-order blank endorses it. 10 Figure 21 illustrates the
process of blank endorsing an electronigsbill of lading, the operations of
whi ch are now described: (1) the appropriate user creates a nessage for

di spatch to the nmessage handling unit; (2) in that nmessage, the user

i ncl udes a bl Gersignedd Bearer orritiedgad, ove (the syktemfservive plovider)ldonfihaok bedarese tag in

the Instructign_el enent_ . of the nessage type header. Further tagged data,
such as the _dtggﬁ)ﬁlél n%ff)“g\‘s_ckeﬁté‘_’“bﬁ '?‘ﬁ Q?g‘d_ﬁé (ETché‘Efédh”éHH AN FUPLEPFISN t hat
the el ectronie yout brderf” IFatiends ins neReBOLIdRPP LY, is hiSo MoRier, 1EHRY Felse f3) the
user then digitally signs the nessage containing the Bl ankEndorse tag and

sends the mes$&EagBORbY TRNBINGEQ the didle [seginatyi angessaietwithzotypeiheadss if e SBRY
message, tjqe ' it-oghecks its authenti.city. by verifying
the sender” s %F’g?‘?%ﬁ“ ‘E?gﬁ‘g%“g?eer %&ﬁr}r’g%rssz’ge;% lﬁﬁg}‘?nn%’e Hﬁ? f%ﬁﬁgf‘fﬂ’rdﬂft | e

regi stry al supdetaélthithendwodasigodticnhgrovieied ehgethe IsBri hessagsis agf bbRdhE Ng uni t
or title regi t.ré anno Sproperly verify the digital signature or find the
form i ncor r ec{eSTERAENIKT fakes anyt qiRsi@quom felppion fo {hebikhp AigBativelndt may uni t
and title regicsdpt ¥hePhBREheht W& rhidhidth s vBERIRIS hllindleb@! pesi and find
t he nmessage val.iﬁé, th%gti tle ?ergi st1 rg;; mar k's thé teI élcteron?c?bgi%?a#g %f | adi ng
as bl ank endoelegaciod irchiatigets theell othatteat reafnitdan SE@Or der Party role field

to enpty;,and (6).the title istry then confirnms via the nessage
handl i ng Uhit the aepaiegs fo 6r§ PB’I‘&%‘W“EH%H%%H‘EY ‘EF?‘gP@f%?‘ﬁ‘fcﬁ&‘CaP%bl\lot

message havi ngangfeBBickbyt N&_ﬁgnﬁﬂ%d@%uéc&sivgerom@r&@/ rary Mgiﬁgé Qﬁ%g/ R3Q8d - 77
sender. That type header includes a re[l))ort fromthe fitle registry of the

actions it hg&Bistry is updated. When one To Order Party designates a successive To Order Party,
the bill remains transferable, with the transfer possible only by the successor beginning
when the title registry is updated.

15 The title registry record containing the designation of the To Order Party
remains in the title registry and available to permitted users for the time specified in
the applicable retention schedule. The title registry instruction effecting the
designation is also recorded in the chronological log of message flow, and that log is

retained for as specified in the applicable retention schedule.
20

34 . SR
If an electronic bill of lading is not already transferable by Bearer Holder,

creating a Bearer Holder for it consists of blank-endorsing the bill. Blank-endorsing
consists of flagging the electronic bill of lading as being Blank Endorsed in the title

25 registry, which has the effect of making its Holder at that time its Bearer Holder. The
new Bearer Holder may thereafier transfer the bill simply by changing its Holder as
described in section 4.4.3.1. In other words, a Bearer Holder is the Holder of a blank

endorsed electronic bill of lading.




taken. A new Bearer Holder is notified by the followng text in the FMsg
nmessage: "You have been designated as the Holder of this electronic bill
of lading in accordance 5 with the Rul ebook. By virtue of your capacity as
Hol der of twosossrectronic bill of lading, in addition topymaBIwe®lgnati on
as a To Order Party, Consignee, Bearer or. Pledgee. we (the system service
provider) confirmon behalf of the Originator of this electronic bill of
| ading (the carrier) that the goods args-now held to your order."” The new
Bearer Hol der may reverse the designation by returning to the title 10
registry a nessage with a type header in the SBRf .form:w t41.t eist i meout
period of 24 hoy s. beginniegHakerhas ageadyt1cen F%Vﬁfcgt‘gfggr“g%%rd i s updat ed
with the new desil%en ion, provide th?@cﬁiﬁﬁof%% nessage i s sent before
the desi gnat ggysstustakesankApderERdFcH® on in relation to the bill.
Alternatively, it may accept the appointnment by returning a UAck, letting
the tineout period elapse, or taking action i nB.n~'- to the bill other
15 than returning, an gBR0: Blabk Bmor WikElLf T € Ie;trniéfglritg)é {‘zlyse?f | adi ng
makes it tra e by it rer. onic Bileoftladinginc ecord
cont ai ni ng thEAbICkm{”féQTdWﬁWgeﬁ?'d%#ér{g&{ nthe title registry and
avail able to perm sprs for the tine specified in the applicable 20
'retention sc e&‘ﬁrfoté&ﬁ@ﬁg jt?i tle re ibsl% 1abiing td Mslidravrosief d(,ttnie#ggt”l'fé
desi gnati on i g T Blonk Erdexse a@e§ o {He %r onol ogi cal | og of message flow, and
that log is retai &ed f%l .as specified in the applicable retention
schedul e. 4. 46l o HARESE N ansact i ons 25 Pl ed98dnk Bngashg mns reflect the
activities of finapgi al Cdmpiard 4 (4 rE&ETY BRG] ng bills of |adi ng. There are
three mai n pl edge t'ransa}cti ons, l&%ﬁ(;\ﬂ@ﬁ@f&t@zm@r&rm%&é@gl’o
relinqui shiong a pl edge,"%ffmm@n{‘lo cing a pl dgle.. Regal L‘,g}g, designating a
Pl edgee, when the curremmyeb:h@efasidzaﬂymm@’ledg’f é@ger e% | der desi gnates a
Pl edgee, it enters a user identifjer jJ he Pl edgee role field for 30
the electronic bill of PREFNGE ”’I"f}"t”ﬁ"‘e‘jrng%éj)’ ngnv res, tehc;:sn%iih],mgﬁbnpl edged
status, and thus Olg 74 Rl GRG0 Joduding 7% 'EGEFends t he or di nary
O'der

povers of the To A O e B ind b Rle nefMllng ubine DUIT i s

; orsem
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The remainder of this section comments on that Operatio



pl edged, as described in section 4.3.2.. Designating an initial Pledgee for
an electronic bill of lading is anal ogous to giving a conventional bill of
|l ading to a bank as a sort of security for a docunentary credit. Once a

Pl edgee is desogssmued, it may also designate 5 a success@opdiRsigdosi NY
relinquishing a pledge, to return a bill from pl edged status to ordinary
transferable status, the Pl edgee deletes its user identifier fromthe

Pl edgee role field. That deletion is t2§ rel i nqui shmrent of the pledge.
Regardi ng enforcing a pledge, if the Pl'edgee nust exercise its rights in
the 10 security represented by the pledge, the Pl edgee designates itself

the current Hol derGrlpthe@rtiefatoricfeadngT RctBhic B &fyla{!fig Sffhﬁ\ggy?e‘r% b Igbeen

desi gnat ed, or Bearer |der if the electronic bi d been
Bl ank Endor sel§-° a2y §6ik prslose an gaettonisibilbyf lading. Pl edgee i s terned

"enforcing the pl veroh |k oy i i_be. t hese .
Faneact ] ons. ' oy Delscudhite ol oF B ol BR Ak O ORORER Thls Bt Reveder

transactions in nore detail. 15
Desi gnat i on ofangfemblsgepdaonplodegd i ncl udes designation of a Hol der. Wien a

new Pl edg i s desy - entering.a user identjfier into the Pl edgee
role fiel gﬁf or t h%qg%nelgl%rd %ﬁ?vg "6|ﬁﬁ Segfonl zéBP TAFFT ST PirhBlapin Endorsed e
registry al sobibnbedesighhatnstber tHedBétrdrf HElter2@mplit Besidhgielial QiS¢ -HoFa%l gsfield
Thi s section es%ri bes that two-step process In greater detail.

Oper at i onal PEIOSSINSELOBR 43 -bn of a Pledge Hol der For a Hol der to
desi gnate a Pl edggs did=G t o o] f Ie ',Sn or.fqr a 25
g g Eealt [—ﬁfhetelvﬁ%l ey lex{g‘glr%adg th t%ﬂle rfeablflolg

Pl edgee Hol der to replace itself as edgee er), # t hat

bill shall (‘9rrdcphighiegndorsesit.t| e registry instruction designating a Pl edgee
Hol der fogp that elpggtd OnitiGeRl Ladi-ng:. (b) Attach the eBL Text of that
it Hose ok P Eboliiiebele Bl oy e

el ectronic bill of Tading in the Tormo
PCT/ GB99/ 0309he opreatipfe) of Sihiph asembvsdzactibad:message i ncl udi ng that | nstruction

and eBL Text to t(nq title .regi stry via thefrre sage handling unit.
he appropriat€ ¥ser creates a message for ispatch to the message handling

unit;
(2) in that message, the user includes a blank endorse indicator in the form of a

15  BlankEndorse tag in the Instruction element of the message type header. Further
tagged data, such as the document ID of the bill to be affected and an indication that
the electronic bill of lading is “negotiable”, is also required:

(3) the user then digitally signs the message containing the BlankEndorse tag
and sends the message into the message handling unit;

20 (4) as for any message, the message handling unit checks-its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;

25 (5) if the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry marks the electronic bill
of lading as blank endorsed and changes the content of the To Order Party role field to
empty; and

(6) the title registry then confirms via the message handling unit the successful

30  Blank Endorsement by returning a DNot message having a BAck type header to the



The remai nder of this section comments on that Operational Rule. 5 The
current "Hol der (including Bearer Hol der, Hol der-to-order, or Pledgee

Hol der) can designate a Pledgee. If an electronic bill of lading is

pl edged. itwoldossstes is invariably also its Pl edgee, and poaGBR/@dgee

Hol der may thus also transfer the bill. A Pledgee can be designated for an
electronic bill of lading only if it is active and transferable. 10 As
Figure 22 illustrates, designation of qﬂ?_l edgee invol ves the foll ow ng
steps: (1) The appropriate user creates a nessage to the nessage handling
unit; (2) In that nessage. the user designates a Pledgee by listing the new
Pl edgee’' s  ussender.d&hititf pecifeaddr idtiudep ppofd fioat e tidlg Segistry lofi €hel AGEAsUERAsON

el enent of the nessage type header. Further tagged data, such as the
docunent | D df%Fhe bill to be affected, is 15 also required there; (3) The

user then digital Lo/ n&i @aset h@mgﬁé%gﬁe&wmuﬂnmn& e Bl ﬁg%eg{&%g@“a“ on
and sends the nessage into the nmessage handling unit;

message, the Nevdayebdsadedignagd anihe Hohlec fthistelecaartihisititof tadtng nbyccox\dedidef yi ng

h d Th h d I
ogistry 2o SHEMRRUBRETEY G B T Reemoe dadror U M HeBscbhettan i ng

unit or titl elaclhﬂgl intadyitiorns 9burpdediphition ased IThYOrtérePfhygiChmdigrizk OBk or find
t he formlncglggqe 9 a BNak is returned; (5) If the nmessage handllng uni t

ant title re Wy (Shsetys 'ﬁm\ﬁé?"ﬂqef“i“r‘@r)s@ﬁﬁ@ og belypltpfithy Oggigetar efrthisand fi nd
the message Valckdnic tbhﬁoftlécﬁrlue(t}fe%gxlré;)rt}i/at %%@%%ré 6y l?e@cptto%gr Rbe,bhe 25

Pl edgee role field to the user identifier of the new Pl'edgee listed in the
message type headdme newBdarsr rﬁb&dePh@Mg@@rss tws designakeont byf fepiming to twoied from

oo ont ol By e ERGESu] £fpd Rberth tne pR et il P e uhidSu petio o8, Pl

al so enters the e ee’' s user i |er in field

in place of vﬁwtsebe@fnnu@,ewhdndﬁmxtlé lrﬁ[str\a/&&ofrdlﬁr@dataﬂldw(h&he hee dtehgdaﬁoﬁ egistry
then confirns thﬁ % ssful designation of the new 30 Pl edge %&:
returning, viHOYR¥ JERRAMATAERGS SRR Defore hRIcEs gratedatper ma% fmy BACK WO

O aa POl ORI, o ik Y RRAERASS iy RO RO ARl by B 0T

includes a report fromthe title regis e actions It ken.
a UAck, letting the timeout period elapse, or taking action in relation to the bill other

15  than returning an SBRE.
Blank-endorsing an electronic bill of lading makes it transferable by its Bearer
Holder.
The title registry record containing the blank endorsement remains in the title
registry and available to permitted users for the time specified in the applicable
20 ‘retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.

le rapsacti
25 Pledge transactions retlect the activities of financial institutions involving bills
of lading. There are three main pledge transactions, namely designating a Pledgee,
relinquishing a pledge, and enforcing a pledge.
Regarding designating a Pledgee, when the current Holder-to-order or Bearer
Holder designates a Pledgee. it enters a user identifier into the Pledgee role field for

30  the electronic bill of lading. It thereby converts the bill to pledged status, and thus



The title registry notifies the new Pl edgee Hol der of its designation as
such. Designating a Pledgee for an electronic bill of lading nakes it a

pl edged bill as 5 described in section 4.3.2. beginning when the title
registry is . The title registry record containing i gnation
of the newrsvgggggﬂkblder remains in the title registry d%§%§®§§F§b|e to
permtted users for the tinme specified in the applicable retention
schedule. The title registry instruction effecting the designations is

al so recorded in the chronol ogi cal |og é% nessage flow, and that log is 10
retained for as specified in the applicable retention schedule. 4.4.4.2.

Rel i nqui shi ngsi@pddde deer&feld i S b Ve e cyrrent Pl edgee's
user identifi erpf romthe PpgﬁéigﬂtﬁgFgoﬁiﬁgﬁy é\ﬁ}?&é eri%r?]i{éﬂ?\ﬁ”%% bilhi ef fect
of returning PRéeepiasidescribed iphestoedi3 2o Debfgnatimgnsfisiialtf@igsd Bt Mbelechahe Section

descri bes theppr - elinguishing in detajl. erational Rule 23:

Rel i nqui shi ngblg Ogﬁgg‘gép gfoflélfsﬂ?]qwf’%ﬁ %"H“&B@%%’é}d’%&@ B&theghnsa wiraf of

| adi ng (ot her setlritp firy doamrhengrcredit) C0Rs SiPIRIoR! BdagSaldal ¢ jded in
Cperationq% Rul e 24), the Pl edgee Hol der 20 shal?? (5)6%%2%32%§%ggtitle
regi stry ihst? LTI which (b) (1) renobves his designation as a Pl edgee,
(2) designates a rewhkRbOind@Shing Ul N ty. le 14, Attach the
eBL Text of that el \g‘(l:t r oni (I:n(%i Illngof b{eg I ﬁg rlgrqg{ %eﬂlggfgr?? c%lj&dgedéﬁ%ﬁ'ﬁéﬂt 25 (c¢)
Sign and sendrdinpdwpgerablpsptgithedledget delatsstiswsdriidentifierdroaBhe PRYect6le t he

title registEyy Vias Ha&i‘mf‘ﬁ?%ﬁ{lﬂ%?%#%th%ggl%igg-ﬁ gure 23 is a flow chart

illustrating the process o i ng dge. The renainder of this
section coments d&eeurting cGveniag 2 pledbe, Rithe. PIMRed AHusbdéttiRGE (EBA0H03091 - 81

Only the rrent. Pl edgee Hol der y.relinquj sh the pledge in an electronic -
bill of adisﬁaJrlr}Arnep B s PledReniet glﬁé%ﬁ%gjiﬁas@t% iiselthe curst Holdemieen
creating a bidrler(@ra T Orddn\Pafy REL pﬁi\/i!’oﬁgﬁE@xn@&%atg?gﬁ% rer il—foln%:gfﬁttgél | is to

be transferable t.hE,OriPi nat or desugqr:at es a er Party n the
Shi pper), who®Hpnie BihoBlading heth esnsilanly Endsirse.  That double designation by the

Pledgee is termed “enforcing the pledge”.

The following subsections describe these transactions in more detail.
15

444.1. Designating a Pledgee Holder

Designation of a Pledgee always includes designation of a Holder. When a
new Pledgee is designated by entering a user identifier into the Pledgee role field for
the electronic bill of lading in question, the title registry also enters that user identifier

20  into the Holder role field. This section describes that two-step process in greater
detail.

tio 22 ] 1 a Ider
For a Holder to designate a Pledgee Holder of an electronic bill of lading (or for a
25 Pledgee Holder to replace itself as Pledgee Holder), the Holder of that bill shall
(a) Complete a title registry instruction designating a Pledgee
Holder for that electronic bill of lading;
(b)  Attach the eBL Text of that electronic bill of lading in the form of

a document; and



5 Cearly, an electronic bill of lading nust be in the pledged status for
its Pledgee to relinquish its pledge. Relinquishing a pledge consists of
enptying its Pledgee role field so that no Pledgee is designated. This is
i mpl enent edWeyeotsbzaf ol | owi ng steps: (1) The current Pl edgeeraipatsns a
nmessage to the nmessage handling unit; 10 (2) In that nessage, the current
Pl edgee i ncludes a RelinquishPledge sub- elenent within the Instruction

el ement of the nessage type header. Furjdier tagged data, such as the
docunent ID of the bill to be affected, is also required; (3) The current
Pl edgee then digitally signs the nessage containing the blank Pledgee

desi gnati on and sédds figeombesagercisntaint/hdinmesshyeudnandhd 688, TRi t; 15 (4) As
for any nessage, the ssa handli.ng unit checks its authenticity by
verifying the sender" gﬁ)d{?eg‘%ﬁ’éfg’gf}g”ﬁ‘éﬁ'ﬁr”é”?’aﬁg"”ﬁé%%% handl i ng unit and
title registry also check the formof the nessage. If the nessage handling
unit and title registry, cannot properly verify the digital signature or
find the form i ncoff Eataindgr hihikseciian commenispadhat Speratignal Rulehe nessage
handl i ng wnit andThi the bigd.r ane ver.i sender' s ,diqital
signature and find the .?r’{éggggéé Q{/%P{dgﬁ tl§ l?\%ert ﬁ% ‘dggr%g?"srf‘ ?;g/%gﬁaoﬁglggég[%ﬁe
content of t H&lde) g gesienats|adlédged. df tpelesiponic; bilhntladitg isPhegdd. tth Holdegh St ry

then confir : ful relingu sh of the pl edge y returning,
Ve the messan e R dRe RS Pichier Ry WP STkt el e B S B R eYpe 25
header to the sendePledgEhain tieydasichRacir ai BledibARSOIR of BRI lonfy M AL i t! e
registry of thg act Qns it has taken. No notice is given of the

rel i nqui shmerft gens er?ﬂ ®dge. Relinquishing a pledge discontinues the bill's |
pl edged stoat us andsFeiud TSillhdirale® dedisBNS] 6 ARk &S LRSS REHBY en the
title registry is updated. V\éaOOI gSI%M PCT/ GB 5/ 613091“9-%)&19%2%3 e
registry record r&P|Beepmepriakaiserardates amsnaanto tof messezephetiige unicnains in  the
title registry ang)ayaial ablgset LL Lhe tine ci.fied in
the applicable r gzt)_ent i'on schedul g{r%%ﬁ%ftdlsfggd%%g?}gl&r[@githﬁs e‘r”upégdleggﬁs

ef f ecti ng t heiseraldéntidier withiereppiopriat $ags in ¢eoldedudtion kienehr ohtk ogisegé | og of

nmessage flow, and that log is retained for as
9 typerl'leaéer. lt-" urthclgtagged data, such as the document ID of the bill to be affected, is

15 also required there;
(3) The user then digitally signs the message containing the Pledgee
designation and sends the message into the message handling unit;
(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
20 also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;
(3) If the message handling unit ant title registry properly verify the sender’s

digital signature and find the message valid, the title registry changes the content of the

N
w

Pledgee role field to the user identifier of the new Pledgee listed in the message type
header. The former Pledgee’s user identifier is removed from the title registry record
for that bill. In addition, the title registry also enters the new Pledgee’s user identifier
into the Holder role field in place of whatever user identifier was there; and

(6) The title registry then confirms the successful designation of the new

30 Pledgee by returning, via the message handling unit, a DNot message having a BAck



5 specified in the applicable retention schedule. 4.4.4.3. Enforcing a

Pl edge By enforcing a pledge, the current Pl edgee Hol der of an ‘el ectronic
bill of Iading displaces the current To Order Party of the bill if any,
and thus bege®zsihs 10 Holder-to-order). If the electroghfm;kidoﬂf | adi ng
i s blank endorsed (and therefore has no To Order Party), Its e&gee Hol der
sinply renoves its designation as Pledgee, |eaving itself the Bearer

Hol der. This section describes the process of enforcing a pledge in
detail. 15 Operational Rule 2;t Erb br%%ng a Pl edge Wien a To Order Party
is Designate To enforce the pledge on an electronic bill of |ading when a
To Order Par type feades & the Riddyr, st ' ; shall. (a)
Compl ete a ti%?e.registryr#ﬁé?&ﬁéﬁ?gﬁﬁgégggﬁ%f?ﬁgg?F@éﬂ?égép%ﬁgﬁ%éﬁcrder
Parry and rdhActiprg i has tafesi gnati on as Pl edgee; 20 (b) Sign and send the

message, includin aat Lt e reghstrysinstr o) o the title registry
via the Message th%‘|HééﬁniTWﬁ é?%‘?%ﬁdeeﬁﬁﬁ%r E‘%ﬂ?%?ﬂ?ﬁﬁmﬁLPledge When

Bl ank Endor sed ToDesifrariaga Pheégapliecigeledorddbi@ll of Gddin@thdkedit hlple@fed ra@hg When
it is curnently_ﬁ%?nk 25 Eqdorsed, a Pl edgee Holﬁer shall: (a) Conplete a
title regirst STREPIRPHA eSS Whes theddle sty dnundatedl edgee;  (b) Sign
and send a messagene il kb @ dbndiniry td Gk deRRUTUCHLAN. phfRef e LI t] €
registry via the nmessage handling unit.” 30 Tﬁe remai nder of thie Section
coment s on tremainCpehatilorsgistrRandavaNdlO0y BERidd RETY CBUS D3OG Ecifieddh Only t he

current Pl edgee : e [ onj Ll Ladi ng.can enforce.the pl edge.
Ceneral ly, sg%%aglg%?enkgﬁaﬁhggggggurggg %ﬁbfﬁgt iggrw§°Ph§ﬁ¥F¥ﬁd%%'s right
to enforce t hlesigladgas alsibweorded intthechrorolagicaklgp oF myssdgeeffow)@hd thagkg i | Nt o

whet her the ra%eg eaactu@ILéﬂpaSISU@h a ri hé. Figure 24 illustrates the
process of eRTAPdl Ry 2PBIaHgs hepnplise FFF@C“&‘“S?C * where a To Order Party
is designated is substantially the sane process as for designating a new

To Order Part¥¥4;f the electronic bill of lading is blank endorsed,
4.4.2. (< ge

Relinquishing a pledge removes the current Pledgee’s user identifier from the
Pledgee role field, which in turn has the effect of returning the bill from pledged to

15 transferable status. This section describes the process of relinquishing in detail.

jonal Rule 23: Relinguishin edge
To relinquish a pledge on an electronic bill of lading (other than by naming a
successive Pledgee Holder as provided in Operational Rule 24), the Pledgee Holder
20 shall:
(a) Complete a title registry instruction which
(1) removes his designation as a Pledgee,
(2) designates a new Holder as required in Operational Rule 14,
(b) Attach the eBL Text of that electronic bill of lading in the form of a document
25 (o) Sign and send a message including that Instruction and eBL Text to the title

registry via the message handling unit.

Figure 23 is a tlow chart illustrating the process of relinquishing a pledge. The

remainder of this section comments on that Operational Rule.



enforcenment of the pledge is substantially the sane as relinquishing the
pl edge, leaving the fornmer Pl edgee Hol der as the Bearer Holder. 10 The
title registry does not notify any users affected by the enforcenent of a
pl edge, al twooums7ishe enforcing Pl edgee Hol der may notify RERGBI9/03091

i ndependently. Enforcing a pledge nmakes the electronic bill of |ading
transferable by the forner Pledgee as its new Hol der-to-order or Bearer
Hol der, beginning when the title regigiry is updated. 15 The title
registry record reflecting enforcenent of a pledge renmains in the title
registry and available to permtted users for the tinme specified in the
appl i cabl e ret enPilptheswivent FledgeeTHieddr imay gelinagish theyplédgs trr ancdlécaronie bftor ci ng

t he pl edge i SO recorde in the chronol ogjical |og of .nes e flow, and
that TTog s PURURLARTHGE chifel Rt | BEnEPHER vidhsfePER BRFRs

schedul e. . 29 dihér BircuARRACKEENRSthEQ iEHRCEN ARIte bBI thdnsreRbleLadi OggiNGe il ed
in the present system a docunent, including the docunent serving as a eBL

Text, renai nSeSignatnmdePrder Baty (@en the JRigpes) WP 631 then Blapie Endorse tguiBequent
references to thecdafunpat & H}?E{}ﬂ ' t he
docunent's 25 attribdtes ecrtllltggiiréelcinlgrllté ?B% %stg%\{)@s gtr&é%tsvf\%g{ﬁﬁeﬁjéeedocunent
was ori gi nal lorekinguishiegledgeAnmong t hose attributes is a mathematical digest

f the d , ' h : | | b
et orences. or 1 nsk ARBdea » BeBE R 4T CERROR PRSP PRI e T

order to assBiedgeetindesighayd. aFhes ie mstérhantdddgnhd Dbwing sfepe  docunent on file in
the present syst eﬁg }\I/\D 00/ %3774 PCT/ GB99/ 0309é -84 Al though the present
systemwi | | | eave' AAPESHTER IRMBeroEeiis AMesTieh e dessagrchandling|ugity egj st ry

record f@o a part@ywl dkr AbREde 0RicGriitIPledbe [RAIAG &aTIRE: MBI Jahpt e to a
anot her, perhaps nore recently filed eBL Text through the arrengrrent

process. Al tlhoerjhvither tre dntameridmetvmeshs ofahemelismuy tape lehdart Fomiier tagged  of
20109 | SRl BB R B ITFEEB PEIPRRGL, R sy ks he
as the operative @BIrhdeudtent Eiagdte tiieh!duitaB@isizhs the rh@6RE dohthiging dgsSbland i el d
SO N NG R e T mbtion and sends i message ints the messhgs handlime uri;
15 (4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
also check the form of the message. If the message handling unit and title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;
20 (5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
Pledgee role field to empty; and
(6) The title registry then confirms the successful relinquishment of the pledge
by returning, via the message handling unit, a DNot message having a BAck type
25  header to the sender. That type header includes a report from the title registry of the
actions it has taken. '
No notice is given of the relinquishment of a pledge.
Relinquishing a pledge discontinues the bill’s pledged status and returns it to

transferable status beginning when the title registry is updated.



That field serves as a reference to the eBL Text, and changi ng the content
of that field to list a new docunent IDis referred to as anendi ng the

el ectronic bill of |ading, even 10 though the forner docunment renains
unchanged aRrgp gy/sgtd4abl e in unaltered formfor future ref 9/03Eq'[s
"anmendnment” process occurs in two basic steps: First, a user requests the
Oiginator to anmend the bill, and then the Oiginator either grants or
denies the request. |If the request is giant ed, a new docunent IDis
substituted for the former one in the I3“title registry, and the
transactional data in the title registry is then applied to the
substituted eBL Tepe 9@ rd qjg}m}” t | atl ons of
systemusers resunme in rgleﬁgtrlwgﬁd x{@gé‘c{nﬁg‘ﬁ{r}ew doglﬁhﬁgxﬁt&ﬂ%}g%d%@ e in

Origi nator cr@atidgregiy aidgpyailableao e@mmﬁéx@qrs fdne‘xect)megspmﬁadrm the applp;amval i's
necessary to a ocunment for referenced in
20 the title lr%ttg:g;égj‘sd ‘Ii";’/{é&‘%& hgdr%v\lllt%te (Satsr‘“tlél%célg? Ff%chgg (ﬁkéesreﬁ s@nie’étl iHa®r can
request an anseudesinig, tharbrondlegicd ey ofimessafe flbw! bt thediogtis YerfH&PRPAS t he

el ectronic bi| Ie 1ﬁed 6%? ﬁl Elo that all title registry instructions are
decl i ned untiPeEfe ! “PPRARRF FYTWAR Schedulgyeni es  the amendnent request. The
title registry does not process any dial ogue between the Oiginator and

other users ipn determ ning whether or how to anmend; it sinply 25 suspends
activity invo‘-{l%‘i‘ﬁg—i—kraﬁﬂfﬂmllgéﬁ@@ﬁstry record until the request is ei t her
denied or grant e(;gvm,ﬁg}cﬁg%uﬁ tHﬁ:e&rr@ﬁLPlI FJ{OT&HJSOT e?ché%}é istry

i nstructions regardi ng amend s are t ree narel %y ndnent ,
gr ant arrendnelhﬂilnaﬁtspld@ﬁyhtamutnﬁnOrchquuéﬂte tairehahyeaid thiaé b&ofnegir.st ry

instructi I erations affecti he tjtl istry and is

f or war dedﬂ?osﬁl(ﬂgeq‘rgfrgi ?rgdfgﬂatﬁ?rhe FiSFranycs b‘ﬁ, ﬁgﬁgﬂgrlépf%e“‘!? é‘? 8’@’%{8‘?7”&5

PCT/ GB99/ 0309 Te 8fder quue)s it mg:du@emolmwudp@rrdmmh!sydengxcduwoﬂ%s plpeunent
explaining its reaso 2’? uest. and perh E SO a suggested

revi sion.  Any BT tB‘i gﬁ‘ﬁ%‘ I }}15 prstion deserbssdng precesk of enforgiest ry unt i |
the Oigi nat Qleddeqidéesl. to grant or deny the request. A grant anmendnment
title registry instruction fromthe Originator substitutes a 5 new eBL
Text for the one previously referenced inthe title registry record. The
el ectronig bidl..0 ; nan syspended)

st at us.

To enforce the pledge on an electronic bill of lading when a To Order Party is
currently designated, a Pledgee Holder shall:
(a) Complete a title registry instruction designating itself as the To Order Parry
and removing its designation as Pledgee;

20 . (d)  Signand send the message, including that title registry instruction, to the title
registry via the Message handling unit.

Qperational Rule 25 Enforcing a Pledge When Blank fndorsed

To enforce the pledge on an electronic bill of lading when it is currently Blank

25  Endorsed, a Pledgee Holder shall:
(a) Complete a title registry instruction removing its designation as Pledgee;

(b)  Sign and send a message, including that title registry instruction, to the title

registry via the message handling unit.

30 The remainder of this section comments on that Operational Rule.



A deny anendnent title registry instruction sinply returns the electronic
bill of " lading to active status without any change to its title registry
record. The remai nder of this section exam nes the amendnment process in
greater 10 WQoss7744. 4. 5. 1. Requesting Arendnent The anend®OEr¢BIpOIBEESS
starts when Hol der requests an anendnent, That request is directed mainly
to the Originator, but is recorded in the title registry in order 15 to
suspend further transactions in relatiogsto the electronic bill of |ading
while the amendnent request is pending, as described in greater detail

bel ow. Operational Rule 26. Requesting an Amendnent To request or propose
an anmendnent of t HenlgBle clextt Pledges ofiat electromhaiill of 12@ng eh effopdtitge Fedget | €
registry instructi in the formof an amendpent request: (b). Sign and send
a nessage cont ai niﬁ%ﬂe{aﬂé’tsowﬁﬂﬁgwt&ﬁwf 8°°PH%‘F§*|‘”P%‘SP@ he P lreﬁ?ge\?isaflg%t e
nessage handl édfgreind pleddeer HbwORA! thRutie réofstrVARB tioh thefre DROUIhREQUESt 25
The Originator, of an electronic bill of lading in receipt of an anendnent
request f or waleessa 2pyalivies sk aaight handl ing unit shall either: (a) Gant the

amendnment §equest ,FiQfre 39 lseRY e . req : remai nder of
this section corrrrerigjsreon 't hat Qberfg%‘%gﬁgfi Eﬁlg‘?%\/\%@%/ 5%'%%1“15&?1 9/ 03091
-86 Any Hol dewherarh feqUeist Parensmiesignatdd mnsubbtemtatlpnthe sbik | predesd adifstg. The

bi Il b d d i d.
Figure 25 s kRSl RAEFRET, HORT rbfr BBl T Bhined bl rsenament

of an el ect r eorcerhént bf thé pledutiingubstitallg tRRSmObs felih iR EIRSHeddE Qedgl O | OWS:
5 (1) The appropri at ser. creates a nessage to the nessage handling unit
using a userthggosrf“éffle%%?hﬂ‘?@’ﬁé@r&?%ﬁ?&%‘é an amendnent request in the

Instructi om el ementheafile kAGBES ABENSHP nP GReCEffected V5 ha@PSReatkarinc! udes
t he docunent |ID of the electronic
pledge, although the enforcing Pledgee Holder may notify them independently.

Enforcing a pledge makes the electronic bill of lading transferable by the
former Pledgee as its new Holder-to-order or Bearer Holder, beginning when the title
registry is updated.

15 The title registry record reflecting enforcement of a pledge remains in the title
registry and available to permitted users for the time specified in the applicable
retention schedule. The title registry instruction enforcing the pledge is also recorded
in the chronological log of message flow, and that log is retained for as specified in the
applicable retention schedule.

20
4 tronic Bi adj

Once filed in the present system, a document, including the document serving
as a eBL Text, remains unchanged, just as it was originally received. Subsequent
references to the document make no changes to it and must match the document’s

25  attributes entered into the present system when the document was originally received.
Among those attributes is a mathematical digest of the document, which the present
system uses to compare all subsequent references or instances of the document
purporting to be the same, in order to assure that they are exactly identical to the

document on file in the present system.



bill of lading to be affected; 10 (3) The user then digitally signs and
sends that nessage to the present system (4) As for any nessage, the
nmessage handling unit checks its authenticity by verifying the sender's

digital signgébgsasand al so checks the formof the message.pld ssage
handl i ng unit cannot properly verify the digital signatur epég{(;@?/ﬁs gﬁfhe

form incorrect, it returns a BNak; 15 (5) If the nmessage handling unit
and title registry verify the sender’ s digital signature and find the
nmessage valid, the title registry flags&%he el ectronic bill of lading as
havi ng an anendnent pendi ng, and changes its status to suspended It al so

enters a request Alﬁ@ﬁgﬂé]e%Fesér@sHe%fkwlY‘@aG@aﬁ%%': tdo%frE%nPBI? d:TtBS“Spe”ded

state and subsequent operations ating to the reques ft
(6) The arrendﬁt@rf?glﬁte)q[?e@ﬂ fprsa Pmlmzrrcbéﬂsttrbmc thEODadggrcam b¢ madOrelre tha s, the

title regist 9 I pat or o ctronic bill of |ading,
via the nessasgléthgﬁ;bq&{) n{oﬁenf%mg' E %BoﬁBtL E [h%saf“ef‘@?e“érP‘%ﬁ?@ndnent
has been recehledgl temed hanerﬂeiaﬁter stfendihe aﬁ%@&@ﬁic balm%f (l:Yd)inngE‘éveTs'tﬁé e
registry then canfirns the 1ggocesa ng, of the anendnment request 25

returni ng t o TRES&FYREN Wehangedandmetchymalies s dongmentary fefﬁelDNm thﬁﬁé@age
having a typegsikBask tbrzl. diff@er A6PAnRh & t@@%EcratTJEaéBLt Y@@ ﬁldt?tfe g&? des a
e

report fromthe title gllstr of the actions it has sting an
amendnent gi VE®r¢ H’éIUéFSeftfl Pld eprtaiping thepdochaent 1§ ﬁOhehestvS’pwnuthntg eBIL gexts

begi nni ng wheyphat K84 Eér‘;és%s b LSk Yo IhS e O?E%l‘(t I%J?/é % S c%xﬁeng PF@@& t fixed

for 30 termnation of that status, er t gra of the
amendnent r edo&sita neWwdoown&s 117 45 rE’ﬁféctBQ@bﬁ&ﬁﬁdg th8eledifmict bill beladiagieséd y record

reflecting t e of_anmendnent remai n title registry and
avai | abl elg)t ohgoeurgfﬁnq%] SR ﬂsJé’F wngn) ey yochane d;s)%‘lfjl ?"agﬁ’l‘? i Wl—i-era‘bgmcfam e
retention SCI‘fenﬂteIrEfereIdf’ee title registry instruction requesting the amendnent
is also recorded Ln the chrpnolo ical toe of nessage flow, and that log is
retained for as 5MSpRBRFdMERt |PFP°fﬁ%€°%1ﬁp‘PltYY%B¥S§ RS e MitrPlomusee fravRsisahe 4. 4. 5. 2.

Denyi ng an Armymtto BE&MQ]%:IbllT Qﬁd fHeh e WgRator bitnepatall ofBerMTRNANRRL:, M equest

i's uItlmater rected, can
the request is granted, a new document ID is substituted for the former one in the

15 title registry, and the transactional data in the title registry is then applied to the
substituted eBL Text so that the pre-amendment rights and obligations of system users
resume in relation to the new document.

Because the Originator creates and signs the eBL Text. the Originator’s
approval is necessary to substitute a new document for the one already referenced in

20  the title registry. Other interested users besides the Originator can request an
amendment, and when they do, the title registry suspends the electronic bill of lading
so that all title registry instructions are declined until the Originator grants or denies -
the amendment request. The title registry does not process any dialogue between the
Originator and other users in determining whether or how to amend; it simply

25 suspends activity involving that title registry record until the request is either denied or
granted with a substituted eBL Text.

Thus, the title registry instructions regarding amendments are threefold, namely
request amendment, grant amendment and deny amendment.
A request amendment title registry instruction suspends operations affecting

30 the title registry and is forwarded to the Originator for its consideration. The



t he request as described in this subsection. 10 Operational Rule 28 Denying
an Anendnent Request To deny a request to anmend the eBL Text of an

el ectronic bill of lading, its Originator shall: (a) Conplete a title
registry i neopasstigon in the formprescribed formto deny pdwcBodbamequest ;
and (b) Sign and send a nessage, including that Instruction, to the Title
Regi stry via the nessage handling unit. The remai nder of this section
comments on that Operational Rule. 20 gnly the Originator of an electronic
bill of |ading can deny another user's "request to anmend the bill. The bill
must have suspended status for the Originator to deny the requested

amendment . chqudsiimd eser @@uklt srdinaidig Snadade 4 depuitent explaining &t hekoR NfoOegi Nat or
has a | egal ht tg 5 dew?/ arrend nt .aor whether any user has satisfied
any condi ti orr?g eébraB PetipBh? tahsuﬁﬁFét CRYIEPRat P‘EP‘“&H’(‘%&PW#%QW@n“‘ﬁrrendrrent

Fi gure 26 11 kivaité al o kRoslany IBAdARGI:ALALE Bin: kS PRAERRDS as

follows: (1) The Originator creates a nessage to the ‘messdge handling unit
using a user syshampt W@Oﬁ@@ﬂmeﬂw @mxlo@@@m the 8Big{r@)or Thtetitres gi nat or

t t h D | udi t
Ie)r(lgr g:.tsle?lgl dlzer\{\:r g&gn}?e‘({ ?ordtg reev%u a r ren?eﬁ lgL{E ﬁlH,'e %?gésglg'ﬁeg%:c&n %t hgg

service proveld:exron1c'5heoﬁlaggpmﬂd&ﬁzans aaﬁi/dj(mlsertﬂm sokpendeeystathsD of the bill to

be affected and(ﬁge re qentlfler of. the glmandmant request denied; 5
(3) The Ori gi nat d¢r “¥H&T 8 ?“t‘& f {PESiry RStrughgn SBIRlsTe st fectrgye bllett he

nessage hanphing e aeeié stat(xﬂw)mmt §frchadpy WiRsERGEgisthYecoi@ssage handling unit
checks its authenticity by verifying the senders (Originator's) digital
signature and al sbhecismameer: ofethisoseqtiest examanes the amendment process in greater -

10  detail.

4451 Requesting Amendment
The amendment process starts when Holder requests an amendment. That
request 1s directed mainly to the Originator, but is recorded in the title registry in order
15 to suspend further transactions in relation to the electronic bill of lading while the

amendment request is pending, as described in greater detail below.

al Rule 26; R ing an Amendme
To request or propose an amendment of the eBL Text, its Holder shall:
20 (a) Create a title regisiry instruction in the form of an amendment request;
(b) Sign and send a message containing that Instruction to the Title Registry via

the message handling unit.

7; ing or.
25 The Originator of an electronic bill of lading in receipt of an amendment request
forwarded by the message handling unit shall either:
(a) Grant the amendment request, or

(b) Deny the amendment request.

30 The remainder of this section comments on that Operational Rule.



message. |f the nessage handling unit cannot properly verify the digital
signature or 10 finds the formincorrect. it returns a BNak; (5) If the
nmessage handling unit and title registry properly verify the sender's

digital sigreadsserand find the nessage valid, the title reg ets the
flag on the electronic bill of lading to indicate that aﬁggﬁgﬁﬁﬁgﬁf IS not

in process any longer; (6) The anmendnent request is then forwarded to the
Oiginator. The title 15 registry then sends to the Oiginator of the

el ectronic bill of lading, via the msssgoﬁge handling unit, a report that a
request for an anendnent has been received fromthe sender of the nessage;

and (7) The tit!e Aogiohiet Yanlrfebs: GRBLdrfoMPoANE I LLAGESRPA4QL LNe amendment
th g me

denial by returning to e I nator a ssage |nc§uding a type
header in the for rhebillanuspige Bedand fibgtledgypehéretae emerdazhiig eguatsaepor t from
the title registry. of Jhe actions it has, taken. Denying a request for an
anendnent di scont i)eh%(raesist1 Eéﬁ%ﬁé:%étnlgg%rag?ga?lﬁgmé?f’a of fegyesHingsamgndmentof ey oni ¢

bi Il of | adi redectroniabiiliof dsizalhiSsi)s OF i pigecwdRdad tBowd: t 1 € registry is
updated. 25 The title registry record containing the designation of the
Hol der remains i n(]t)t‘—@e . Hg?ﬂné‘er“éﬁicéﬁ“ﬁlaa‘ﬁéﬁaéﬁﬂéi”ﬂ?a’BFséa&edmw@mmuni@ edngmers for
the time speaGiséris@derhn the applicable retention schedule. The title
registry instruction denying the anendnment is also recorded in the
chronol ogi cal | og{BfThepisx dupdudes amamensthenhrequdsoip the Inetmicnssh di@fend st

specified in lLicable retenti schedul e. 30 WO 00/ 55774 .
PCT/ GB99/ osoéﬁé]‘%?%gg%i.y%%?%r g @eatﬁﬁeﬁ@afaamiwﬁﬁﬁwﬁeuwa & sf thaslecyongg nat or
to which an aiileofdading torveqfiesdd; i s forwarded. may grant or deny the request

as descrijhed in thjs,subsection. 5 Operational Rule 29: Gunting an ‘
ArrendrrentllaRequest Gy ghﬁfls&hg‘e’éd‘ﬁ’éﬁﬁébgfls el sspdsribpt fsesagpte tratesenfsystemel ect roni ¢

bi Il of lading, itg A¥bghtyahkageSihalnlessab@hadddRPLE hddicd it hfndnBlSTy Y
instruction in _the. formprescribed by the service
verifying the sender’s digital signature and also checks the form of the message. If the

message handling unit cannot properly verify the digital signature or finds the form
incorrect, it returns a BNak;

15 (5) If the message handling unit and title registry verify the sender’s digital
signature and find the message valid, the title registry flags the electronic bill of lading
as having an amendment pending, and changes its status to suspended. It also enters a
request identifier to track which request effected that suspended state and subsequent
operations relating to the requested amendment;

20 (6) The amendment request is forwarded to the Originator. To do this, the title
registry sends to the Originator of the electronic bill of lading, via the message
handling unit, a report that a request for an amendment has been received from the
sender of the message; and

(7) The title registry then confirms the processing of the amendment request

25 by returning to the sender, via the message handling unit, a DNot message having a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.

Requesting an amendment gives the electronic bill of lading the suspended
status beginning when the title registry is updated. There is no t{me limit fixed for

30  termination of that status, other than by a grant or denial of the amendment request.



provider to grant the request; and 10 (b) Sign and send a nessage,

including that Instruction, to the Title Registry via the message handling
unit. The remai nder of this section conments on that QOperational Rule. Only
the Oi gi nawownoss77ean el ectronic bill of |ading can grant ponGBswosemer's 15

request to anmend the bill. The Originator cannot initiate an anendnent on
its own. A request nust have been made by t he Shipper who is also the
Hol der or the Consignee of the bill to anended, and the bill must have

t her eby have suspended status. The t|tIe registry does not inquire into
whet her an Originator has a right to have the anmendnent request 20 .

granted, or whet helie ddeyrepiSRy rdeas BBdctifif tiRtreqibyt 0 ARhAdRAS reRBiREH (hPON W th
the Oigi natﬁr for obtaining an apendnent. Figure 27 illustrates the

process for §Pafei¥y ad Peﬁla@ét“’ pymitied ‘iﬁﬁ%rﬁ%fn‘éﬁt“me'lsﬁ@lﬁ#do‘hltbﬁ/\mmceﬂeeps are
invol ved: (1}etcHfi®n Qﬂeghl@atﬂlre tﬁfee@%?tﬁ s B9k Qink e gﬁ@r?cﬁt&? %“ ing unit
using a user 25 system I'glnator expresSes Its intent to grant

t he arrendrrenfeCP'é‘Q%efsEheb‘;hronommddiogg)famtsmgc|fhdv cad ity log antetafed dfor asrendnent
request igt ervice provider. The tagged data

i ncl udes the@&gggaegqtﬂgg%%féb? retemcfnsfﬁeéi l:mendrrent request granted and the
docunent I D of the new electronic bill of lading attached. If 30 the
amendnent conhines mJI i I e el ect on| ¢ bills of lading into one, multiple
WO 00/ 55774 PCT+GB98 g4~ oldertDs may appear in the granting
Instruction. If the @d@ﬂﬂi’ﬁeﬂatwlﬁdwahtaﬁleﬁdxﬁén@@qﬁestﬁluﬁﬁﬁarté?ﬁhﬁ;ec@dl éan(agﬁj adi ng
into nultlple distinct electronic bills of lading, it nay have ltiple

| nst ruct i ons theggquestias Aeserihed émiis sbrestidirent request identifier, but each _
indicatigg a separate docunent ID referring to a separate eBL Text included
inthe 5 message. (3) The O’I gi nat or then digitally signs and sends that
nessage to t bipensserddale 25 gy dnd RecAgsif or any nessage, the nessage
handling uni tTo (c:ipn% krse r.ltests to %r%gnhf t% éé:ﬂ }’LX*I oﬁlan electronic bill of lading, its Originator

shall:

(a) Complete a title registry instruction in the form prescribed form to deny the
15  request; and
(b) Sign and send a message, including that Instruction, to the Title Registry via

the message handling unit.

The remainder of this section comments on that Operational Rule.
20 Only the Originator of an electronic bill of lading can deny another user’s
request to amend the bill.
The bill must have suspended status for the Originator to deny the requested
amendment.
The title registry does not inquire into whether an Originator has a legal right to
25  deny amendment or whether any user has satisfied any conditions agreed upon with the
Originator for obtaining an amendment.
Figure 26 illustrates the deny amendment process, which proceeds as follows:

(1) The Originator creates a message to the message handling unit using a user

system;



verifying the sender's (Originator's) digital signature. The nessage
handling unit and 10 title registry also check the formof the nessage. |f
the digital signature cannot be verified or the formof the rressage is
found to be yhggsiAct, the message handling unit returns g :{5; ssage;
(5) If the message handling unit and title registry properly verity the
sender's digital signature and find the rressage valid, the title registry

resets the flag on the 15 electronic b| of lading to indicate that an
anendnent is not in process any |onger; %md (6) The title registry then
confirms the processing of the amendnent deni al returning to the

Originator, via the TRSogmaldARAERE W iidtent 3o LINRY ?%ﬁ?xﬁlﬁqehp& i P‘g a type
inc e ?

header in the formof a BAck. That t ype header s are Tomthe
title registipgudips ¢ g ipdicatigg denial of ar ameridarent lzmieglantfnmgpmdsrnherbmmm
request disco a ret

el ectroni c bi #Mg%&'fl&% ﬁya@?odag%tl%g&eg?}gt US AT li@?bef"ggﬁf‘ed

begi nni ng V\heamdttﬂrﬂeecuuesﬂ1®nnﬁg|o£tl1e3amesdmhrmd&nedt dehlea; pre arrendrrent title
registry rstecord r ns in the title I‘E%IS'[ and available to permtted
users for the ti ﬂ’&?rﬁ“&m then; digdtally siep Lodschafpssege $¢ hedugssage 25 The
title registrpandigtuniict i on granting the anendnment is also recorded in the
chronol ogi cal log of nessage flow, and that log is retained for as
specified in the (BApbi{ocany mesagce fci ressage therrlling unig checBs itSanthemidier bng an

El ectronic Bi 4 / 1.Surre ring an
el ectronic blxiell‘lfﬁ)ég ‘?’gg‘f"ﬁg s}/{s@rgg{gﬁgé%égfq{gﬁggpagggg%tm CESI AT e per bi |l
of lading by mQSSagéohfsﬁhgn@@%m h@dhﬁmmaagemmpaﬂlﬂ' yertfhehebdjgiem sigfiathreporter) to

the carri fﬂg@%‘f&ﬂa QJrretctﬁ‘ré ?"ﬂ oods. It does not change any of the

role fields, the bill is termnated, as
described in nor e(ijeif melm&sﬁgé)WandﬁnQﬁhnyaﬁdW@def &gxk%ﬁgerﬁa%ﬁyfh%%%@
el ectronic bleJr‘.% | adi ng if it is aIsoteHoder and
(2) the curr&ngia SSB%YfetaBd @P@é‘?e m‘Tsﬁégeb‘fallF’ Wﬁélﬁlemlamrew ﬁundlauom the edged in

order to be Sell’ercfr&ﬂggﬂl%qliadﬁigg&fn@wgt@ tHa bbshdn ?ﬁl@ﬁt id QU up[% ﬁge@%a%ly gurrendering

an electronic bill of lading which is perforne hg st eps:
(6) The amendment request is then forwarded to the Originator. The title

15 registry then sends to the Originator of the electronic bill of lading, via the message
handling unit, a report that a request for an amendment has been received from the
sender of the message; and

(7) The title registry then confirms the processing of the amendment denial by
returning to the Originator a DNot message including a type header in the form of a
20  BAck That type header includes a report from the title registry of the actions it has

taken.

Denying a request for an amendment discontinues the suspended status and
returns the electronic bill of lading to active status beginning when the title registry is
updated.

25 The title registry record containing the designation of the Holder remains in the
title registry and available to permitted users for the time specified in the applicable
retention schedule. The title registry instruction denying the amendment is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.

30



10 (1) The Consignee or current Holder-to-order creates a nessage to the
nmessage’ handling unit using a user system (2) The Consi gnee or

Hol der-to-order includes an Instruction in the form prescribed by the
servi ce provodess774The i nformation includes the docunent |eCméBIgsdibill to
be surrendered; 15 (3) The Consignee or Hol der-to-order then digitally
signs and sends the nessage to the nessage handling unit; (4) As for any
nmessage, the nessage handling unit cheglgs its authenticity by verifying
the sender's digital signature. The nmessage handling unit and/or title
registry also check the formof the nessage. If the nessage handling unit
or title regidstiy eIy o0 Amatimpt Reeddsy verify the digital signature or
find the formincqrrect, the ssage handling unit returns a BNak; (5) If
t he message handl Héhﬁﬁﬁpnéﬁ&th?T FragieRtTEgHeplid RV Rged, Byay g1Ant ¢felerbnder ' s
di gital signakdiequeatnd dédchbkdtingid@mssags. valid, the title registry flags the
electronic bill of lading as surrendered; and 25 (6) The title registry
then confirms the surrender by returning to the sender a type header in

the form af 50t : report fromthe title
registry gf ?)eégcnlons P ¢ . L}%§@$€ registry sends via the
message handlToggernanirequast F\gemiwes8G d ettof i eectmicpith af ladingnd Chigikgsrder Party
(i f any), not%”ying themthat the electronic bill of |ading WO 00/55774
PCT/ GB99/ 03091~ 92 has been surrendered and i nforning them who the current
Consi gnee or (ol debmplote aQitd @EgiinS-insPUERSNASHe HRKSSsckBEI B) MESHARI ¢ bil | of
| adi ng term nat ed begi nning when the title registry is updated. 5 The
title regist APTHE S AMBEHE NG DI | prior transactions) of the terninated
el ectroniig bich) - 0ighat Wiy b #IRLD lcllatShdi ihdyBed dr0loShd YiiBRYeiUAN4 a1 € Lo
permtted users for the tinme specified in the applicable reténtion
schedul e. Thehamessagehandlisgepyiti nstruction effecting the surrender is al so
recorded in the chronological |og of nmessage flow, and that log is
retained for as specified in the applicable retention schedul e.

The remainder of this section comments on that Operational Rule.

Only the Originator of an electronic bill of lading can grant another user’s
15 request to amend the bill.

The Originator cannot initiate an amendment on its own. A request must have
been made by the Shipper who is also the Holder or the Consignee of the bill to be
amended, and the bill must have thereby have suspended status. The title registry does
not inquire into whether an Originator has a right to have the amendment request

- 20 . granted, or whether -any user has satisfied .any conditions agreed upon with the
Originator for obtaining an amendment.

Figure 27 illustrates the process for granting a request for an amendment. The
following steps are involved:

(1) The Originator creates a message to the message handling unit using a user

25  system;

(2) The Originator expresses its intent to grant the amendment request by
inciuding a tag indicating grant of an amendment request in the form prescribed by the
service provider. The tagged data includes the request identifier of the amendment
request granted and the document ID of the new electronic bill of lading attached. If

30 the amendment combines multiple electronic bills of lading into one, multiple



10 4.4.7. Switch-to-Paper Directives To convert an electronic bill of

| adi ng from paper to electronic form a user directs the Oigihator of the
bill to print out the bill-of-1lading docunment, sign the printed version,
and pass it vmod/sz7isghe next appropriate party, as set out iﬁ@;ﬂ,@,@ﬂg{( 15
3.7. As a technological process, it is a nessage ultimately rected to the
Originator and passing en route through the title registry so that it can
flag the electronic bill of |ading as é(ffrm nat ed, as descri bed bel ow.
Qperational Rule 30 Switch to Peer Diréctives or Unpledged Bills 20 To
direct the Originator of an electronic bill of lading which is not pledged

to switch it ddcOmPROBE maa F%ﬁﬂﬂh iR rdnfin R ERABK. It?tht’.?e(rge)nﬁm t%pl?p 9?%15 Hol der,

Hol der -t o- order, Bearer or Consi gnee Hol der nplete a
title regist r‘i}eqtfﬁ%rtu&lof sding rintp Hreulfide mspn@sﬂ&ﬁﬂrmu bHlg of heglire itvhayehavpr ovi der

to direct t hem@l QI QMEIFIES aﬁ%itﬁhhé % ea{)aﬁr{ q.l%n reﬂgé Ldtepv%{, nd?%Engegsage

nmessage, includihg that Tnstruction

handl i ng uni tindigyagat sepmate datneen8 1D ré]wrihg ho tacsepame leBDI TR tnchigsd & heOr

Pl edged Bills To direct the Originator of an electronic bill of Iading
which is pﬂ edmeaio switch it to 30 paper as required in Rulebook 3.7(2),

its Pl edgee H0| dersiel (brlolﬁ%rqwn%%?aﬂy P@ﬂ @%M%lmessa%g t(( ﬂl)e n%?&@é ete a

title registry instruction in the form prescribed by the service “provider
to grant the ﬁlﬂ'@ﬂ““ and (b) Sign and send a nessage, including that

[nstruction. (o i) AL kS BALSI hethadSaIRRR30E AARIILG UL, po The

remai nder of this section comments on ation Xirrent
Bear er Hol derverifnaiide sandertsy (@eiginator’sk mgtad?&gsatgﬁeﬁhmiedege lﬂﬁdlajg unitlag€t roni c

bill of Igafding ap no %L If it is
pl edged, only e%@ %%(?ghec%}fedfegn gﬁﬁe esf%gﬁ If theg ‘}1%‘ éllgg atyrg AL BT i onal
ci rcunst ancesverltltﬂamsysfoamof the message is found to be incorrect, the message handling unit

returns a BNak message;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry resets the flag on the

15 electronic bill of lading to indicate that an amendment is not in process any longer; and

(6) The title registry then confirms the processing of the amendment denial by
returning to the Originator, via the message handling unit, a DNot message including a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.

20 Granting dn amendment request discontinues the suspended status and returns
the amended electronic bill(s) of lading to active status with a new eBL Text,
beginning when the title registry is updated.

The pre-amendment title registry record remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.

25  The title registry instruction granting the amendment is also recorded in the
chronological log of message flow, and that log is retained for as specified in the

applicable retention schedule.



10 service provider can also issue a switch-to-paper directive, but only if
a critical user has been inactivated. |If the service provider did not then
intervene, the electronic bill of l|ading would be permanently "stuck" in
the title rwgiogss794 A critical user is one which is: (1)rthesSmspper, if
al so the Holder; (2) the Consignee, if the Consignee is also the Hol der;
(3) the current Hol der-to-order, unless the bill is pledged; (4) the
current 15 Bearer Holder, unless the bid;l is pledged; or (5) the current

Pl edgee Hol der. When the system service provider inactivates a user, it
checks through the title registry to determ ne whether the user occupies
one of the above Pwresdertngdnielecsanic biti 4fi ladies iscanalvigbBhto theoprpap@iiodbf £Ct1 ve.

The el ectroni¢ bil f ..l adi nust not gl ready be term nated when a

s ton o ogiessuloibE bt ReReld et Xl o Penet imepas)

SWi t ch- t 0- papier carrivs i tetirh €t thSshiipfRl @BRR! 20d@s nof Mah@y of e rERETARPT OPr i at e
user creates_a nessa to the nessage handling unit using a user system

e ES . . .
25 (2) An i ndPrieely _ “iaéesﬂﬁb"lhﬁua’élds IeFrangiad.iaf gesspaddmmers dsaldelowThe Consi gnee
or Fol des- t o- or defuy ettty 3 hishielGh Bk SISO PGSGRLDRd b the

service provider. The information inclu ocumenmnt o W& bill to

be switched tifotisajseithe Hadder;mné (A shercutrbmmobiiegiotaddry si gns and sends t hat
nessage to the ne ndl i n nit: 00/ 55774 PCT/ (3B99/ 03091 -94 (4)
ﬁeaigﬁ R Y %Hgﬂ?flplkr‘il\é%‘ﬂi(’f dsef: Pecurendgred, it hent i ci

As for any nessage, e nessa ty by

verifying the senHignreso8dillgitiatss thd Goadsk 08 sufdieriRSaREIBRARMiII NG 11pd and/ or
title regist r‘% al so_.check F\%&lf orm of the nmessage. |If the nessage handling

unit and tit "@ihdypesioryed by O¥P8sEPYy verify the digital signature or

find theiborm i ncanmaeonsaznBNedcuirent I-ﬁﬂc[e?—ttdlf)ﬂa_@tdcréaﬁé%@rﬂ@?&g%ﬁ@%@ss?%éﬂdl ing
unit; (5) If the nmessage handling unit and title registry proper verify

the sender's hanglige paif uieghEeUvEcEnd find the nessage valid, the title
R R e N T el
title prescribed by the service provider. The information includes the document ID of the
bill to be surrendered;
15 (3) The Consignee or Holder-to-order then digitally signs and sends the
message to the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also check the form of the message. If the message handling unit or title registry

20  system cannot properly verify the digital signature or find the form incorrect, the
message handling unit returns a BNak;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry flags the electronic bill of
lading as surrendered; and

25 (6) The title registry then confirms the surrender by returning to the sender a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.

The title registry sends via the message handling unit a FMsg message to the

Originator and Surrender Party (if any), notifying them that the electronic bill of lading




10 registry sending to the Originator of the electronic bill of lading, via
the message handling unit, a report that a directive for a switch to paper
has been received fromthe sender of the nessage. The title registry does
not interro Oiginator to determne if the Oigi

per f or med tﬂﬁ@/dsigﬁgcti ve. Regarding the directing user’ sp??/g%?ﬁﬁgglcorrpel
performance of the directive, see the Rul ebook; 15 (7) The title registry
then confirms the processing of the switch-to-paper directive by returning
to the sender via the nessage handli ng‘9@ﬁit a type header in the formof a
BAck. That type header includes a report fromthe title registry of the
actions it Mhasbéakafendowdtm01ist6mtife e hGalid,! of

| adi ng term nated when the title l%%@g?g% f“é&ﬂg%ﬁsggﬁg %lélgltdlg{tt})e

regi stry recOf¥ i ncluding all prior transactions) of the terninated
electronic bill o ] [ [ I.tle registry and available to
permtted users fg"rujréﬁtg %@g?{eﬁe%segezcgf’ 1::%(&]?9%121{1 e g ai%e(ga%lg@mr“gt“élﬁ{‘i%

schedul e. Theitle regisry isgidsted.y i nstruction effecting the switch to paper is
al so recor.ded in Ee .thonol ogi cgl, Ioﬁg of nmessage flow, 25 and that log is
retai ned Por as st CHFT S Tieed SpplPdies il ePrios ti@pterinns) eh g mninaleds

Endor sement Ghadrstic Bilef htfnk CenfRaiis the Xit I Reittd ahd afa o Q) jn for
each BBL. The endorsenent chai nlrefllectsg tlﬁg pgrt?es ﬁ% tlﬁgcp%sgﬁi}@act of

carriage. ThéheslEps sresifisd &y thg @prlisgple ogiesipy scipdiie. GEbO MO8 0existry-i98runimmages t he
creation and efedtiny HeYsuRbnd@PE S S8 ed Gk €44 ALy act ual
state and transfeg_ ofs.ut hr:a BBL,s respecﬁ@e??egﬁgésﬁ%éq%rr}é%%ggglogf and

Endor sement tealogds Btainige foTias $pecifedyinghe applicabltretentmnrseleduld. i n t he endor senment
chain whgqpgever a new party to the contract of carriage is naned. This '
occurs when a party becones both a Holder and To Order party or Consignee,

as a result diM4.ongwidh-ta-Paperidetectdles i NSt ructi ons. These instructions are:
Nane Hol der; Name..Hol der an o0 Order party or Consignee; Nanme To

Nanme T .
Order or Consi gne&® Wﬁ“t""ﬁ&?%‘é%ﬂ“‘eplu_l—ﬁfl ladipg FF&MPPH iesdqctronip dormy aTaserOr der
party or Congirgetie GiidiRhicCorRheBUL W fridtNRE Shel BilIDLIRILY SRImBAT Ei%n gamed on
the BBL; and Grant Amendnment in sone circunstances. G ant anendnent
creates a printed version, and pass it on to the next appropriate party, as set out in Rulebook §
15 3.7. As a technological process, it is a message ultimately directed to the Originator
and passing en route through the title registry so that it can flag the electronic bill of

lading as terminated, as described below.

. Switch ¢ er Directi 'nple il
20 To direct the Originator of an electronic bill of lading which is not pledged to switch it
to paper as required in Rulebook § 3.7(2), its Shipper Holder, Holder-to-order, Bearer
Holder, or Consignee Holder shall: -
(a) Complete a title registry instruction in the form prescribed by the service
provider to direct the Originator to switch to paper, and
25  (b) Sign and send a message, including that Instruction, to the Title Registry via

the message handling uni.

rationa S Swi
To direct the Originator of an electronic bill of lading which is pledged to switch it to
30  paper as required in Rulebook § 3.7(2), its Pledgee Holder shall:



record in the endorsenent chain when there is an eBL with a new version
nunber and (i) the Holder who is also the To Order party becones the
Consi gnee and (ii) the Holder who is also the Consignee becones the To
Order part ywo@p/as114 anendnment al so 15 creates a record in poOpcemsABigenent
chain when there is an eBL with a new eBL identifier. In this case, the
record is created for each eBL anended when the Holder is also the To
Order party or Consignee. If a valid byginess refusal is generated, the
Title Registry renoves the party issuing the business refusal fromthe
endorsenment chain. 20 Figure 30 shows an exanple of the syntax of an
endor senent qWai nColiplete adeleireditiVigsimili@sin tiRyammibmsribe@n AR sGHEOT senent
chain is created,are described with reference to Figures 31 to 37. 4.5.2.
Del i very of ERGSHEEERY 4750”984 The Title Registry will deliver

endor sement  ghai Nsightpd YR LR s WRE R A aq;-;é,r}p‘grf Of i i r.e conpl et ed,
nanel y: Name Hol derg; Name Pl eéé\ggell—bi dér; E’F}S{()lr[ééy%gf’%aglgg;l{g equt

Arendnent ; Gfietespgge harading uniSwi t ch to Paper; and Surrender BBL. WO

00/ 55774 RCT/ GB99/ 03091 -96 The Title Registry will not deliver the
endorsenment chain if the record is enpty. The definitive rules regarding
when an endor semneffibe emainderics tidedetticarcoghmhr ofl €€ Op&agbnaMR iy ref erence to
Figures 31 to 37.

4.6. lLooki Up.Title Registry Informati on A Worl dW de
Wb site restrict Eg"' tgTas F%reroﬁgve’gﬁ{%{"é'?'?fg%r 8r {thet epnsignes) Hplderypf an
el ectroni ¢ bielekudic bi@F RGing Qarf §Wih QUb phged iCHIsMBNFledeat HS @Eﬁéd%%hho%'iy . .
information about it. In general, the information about ah electronic bill

of Iading is 'Edkdserctieiden cansvielitig persr i excsplianak eirqymeiaieterths sysent r act

Wi th the 1gsereSrpRINIdRY cdnsd LR T BIilcR- ive, bl & cordance with
that contract, cerBt. ain i nfornatl élnwrlr{ﬁg@%gmg}l/@gﬁ%gg%c?ﬂ% %ﬁ%gf?? dH*pef5ons  at
certain tinedas iEge instivatidt df te egvice povidercdid est therdinterans pioy éledualiebilSecuri ty
(formerly Sg, roperly identified

Soc s La er% t.0._assur t.gat only
user repr esenfg{d?n\gevgo K‘g&% PERLLE ek iy tge PG R i‘gfc_f)‘ FRAMPSHS OfUr t her, a
user repr esenthidhiis €1)aBnSiapiediiNal &0REHSIder9 () Yhe ConsiBech Fhd CYnSipARIE A
nmoni toring pri Vll-Il Seq_e?ﬂ ccordi nlg to the user database.
the HoldeT; (3) the current Holder-to-order, unless the bill is pledged; (4) the current
15 Bearer Holder, unless the bill is pledged; or (5) the current Pledgee Holder. When the
system service provider inactivates a user, it checks through the title registry to
determine whether the user occupies one of the above roles and if so, initiates a switch-
to-paper directive.
The electronic bill of lading must not already be terminated when a switch-to-
20  paper directive is given.
As Figure 29 illustrates, a switch-to-paper instruction is implemented as

follows:

(1) The appropriate user creates a message to the message handling unit using a
user system;
25 (2) An instruction is included indicating switch to paper. The Consignee or
Holder-to-order includes an instruction in the form prescribed by the service provider.
The information includes the document ID of the bill to be switched to paper;

(3) The user then digitally signs and sends that message to the message

handling unit;



15 Besides the interactive Wb site, users can obtain information by

tel ephone inquiries to the service provider help desk. The access
limtations applicable to the Wb site apply to the staff supplying

i nformati onywayodsgpshel p desk. The information that a give §R8) obtain
varies deper‘lﬂéltl$ ng on the type of information and the rol er}glrllﬁ'fﬁ%g requesting
user. For nessages, a user can obtain copies 20 of nessages it has sent or
recei ved (al though nost user systens keeLE copies so a need to resort to the
central nessage handling unit to obtai no copy will likely be rare). For
information in title registry (either current or archival, a user can
obtain informationyphs (he helBs UaBheskabel : pthed to be notified,
or which the us_er.rlh)(<';)1dS prevfoﬁssP‘y’ pro‘@sk%gdl%%}égﬁ%ft%gscl%ét? alslt;i/ws néﬁ%’ §¥di narily
keeps not i cesvesi€ring the eenderfraliginbs gmturs yEteanes2fge Amdiieg Lniesdeopitiefegiiry

i nformation sgnt . sq retrjieval of informatian fromihe present
system wi | | r@?oefhfc &0 e%%%negsggF VIESSPRE h}(}gf gggsagegﬁzin Kb 2pss G Rty

Hol der -t o- or dehnotqirofBeiarerifyHik digital Signatesi @it thel BGh URGHLRE 2 B8N GE
regarding the transfer of rights noted in the preceding sections, as well
as a report oFtusd fiopdbe wesyessthardliag ynieadi ng to the new y designated 30
user, as the next $eetion Ghddy : - [(B99/.03091 -97 4.6. 1.
Endor sement Chai n(_l'gglgoret ses'%%g Htﬁéu?l\e/\%c{gﬁ{rleiégét&)ﬁ@erﬁ OFhEEISEMEhout t he
t 0- or der endotigitareignaterh aidfind:themessaggivalid eheatftletre s/ fings thefeleatforid R bf ONi C
bill of |adi by _1.0-order rties, to users having 5 certain roles in a
particul ar eﬂg%lﬁggsnl?eéngﬁg'fetfheg O aRer ng, as described below. In nmaking

transfer infornmati(@nTlaveiitchiid-papet Bigechve RefwaYEH OMhé Drigasiod s Qrle StTi ke a
gener al bEOInance, bet%/@en t he ﬁr.i vacy interests of sgst.em users and their
need to oW B HPOPIEEIR BhafiearPeet herdiepnie ibghek ladhg, oisl byaessas. The
techni cal opetallRNMir, 4 FPGEHBY difebdle SENEhiRh t@ﬁp@n%gl el &l A RS mfe

acceptable for nost users but perhaps 10 not all. e present system does
not prevent pebiF dsthharopmen (dertlesgpisinemees hetginteriogatiuhee Boiginatando i nposi ng

greater restrj.chi ' 1 t .nf or mation,. Thus. ftf.he
t echni cal abic?e?e%ﬁ;&? (Sjif g%t gﬁﬁnfmr{xgirlflss%lrréoﬁ] o{r%rl?a ‘fegﬁvel'sﬁzle%adgﬁé;gl&rﬁﬁec Pt he
right to obtwers iight tocsompelgerfdnane: dfite dieabendee tie Rubibogd; ves a user the

opLi on Lo, obtain s anef G | pfor patioon. prm ses,bel WGN Users, Lo mintain
directive by returning to the sender via the message handling unit a type header in the
form of a BAck. That type header includes a report from the title registry of the actions
it has taken.
Switching to paper makes the electronic bill of lading terminated when the title
20  registry is updated.
The title registry record (including all prior transactions) of the terminated
electronic bill of lading remains in the title registry and available to permitted users for
the time specified in the applicable retention schedule. The title registry instruction

effecting the switch to paper is also recorded in the chronological log of message flow,

25  and that log is retained for as specified in the applicable retention schedule.

4.5, Endorsement Chains
The Title Registry maintains an endorsement chain for each BBL. The

endorsement chain reflects the parties to the contract of carriage. The service provider



15 right to exercise that option. As part of that general bal ance, only

i nformati on about to-order transfers and pledges. The avail abl e

i nformati on about pledges includes information about transfers by one

Pl edgee t o woat/ksrs can be obtai ned. I nformation about trapsf/ess/dipeitol ders
and other roles, including Bearer Holders, is not avail able, except that

t he endorsenent 20 chain wll indicate when an electronic bill of |ading
beconmes Bl ank Endorsed (if that occursg) and when (if ever) it is again
transferred to a To Order Party. The égﬁfidentiality of Bearer Hol der
transfers is, of course, subject to governnental search of the system
service provimigagesttie trafiodXdne elivetpbf ShtlofseindhOEHARG irOkclity fHRtRhR&eal N t he
present system 25 Further, because designation of a Consignee nakes the

el ectronic biSt3e 3 tpasirogthe BBL. espesd¥edr-abl e, it terminates the endor sement
chain. Information about transfers after designation of a Consignee is
therefore not available, and indeed, is non-existent. Information is also
avai | abl e onlhb.F.obrepron aidndotsamentyChmsch the bill was active. Any transfers
occurring.outsidet he present system (such as after an electronic bill of

| ading 30° s swi tgi\ee ‘tl?§e515t&é?r%?s ?)éeféfﬁénél?f ?“r‘?P’iSF’BT“th‘“ 3&‘?‘3"?‘&‘? BV i s

desi gnat ed) ey twWiheQUtrato \WRTARY Babddd P GBIV WRA%Ipar® bebdiesttol] £
registry. Thmcfo e of the information includes transfers both before and
after amendrmehfer gad To,@rdss party o Eonsiappe, as & essult ofpne by Burbes obigtructignst 0 obt ai n
t he avai | abl erpkdcannshtion ) i N2 0 I ility to
obtain it, are the ?%Iul)ﬂgvrgrﬁgﬂﬁ%é %gegmigﬁgﬁf%dn%%;ﬁ gﬁ&egggth ggl etoa
To Order Par tGpnfigneasNeme e wder oo Consignet when thediearer Haklef mameshimpdetfdbe t hat
pr ecedes jphhe i e r.t - r. Party c gbtain the
P o 1 oo ToSHE Vel 6y Cohalthel® Enfofl Pliagd lg}g%eyé;ﬁ&qé’g(ﬁé‘“a{’ﬁﬂy Fasigfonge £
transfer or PHRdged Giag Amecgingenzniomenicumtahas. abmnt Afdndmen @edtésr 4 ent
Bearer Holder_is,a 1Q foll OVY)S. For each to-qrder transfer or pledge that
precedes the f?cg&lfaileﬁ ?ﬁ@%@&%? ain phepdhere {san "@?rr‘!""é}h? NEH ¥GTEPN PYPRRE AN an
obtain the uggrthd Home Whels Ao RETI DARS [HBAF Be@mes Eikeed&gﬁgn@@%ogpb%@nd tine

of the transfer or pledge. The endorsement infornmation available to a
Consi gnee of I-g)l(iﬁr 3P énpdgoythe Consignee becomes the To Order party. Grant amendment also

15  creates a record in the endorsement chain when there is an eBL with a new eBL

identifier. In this case, the record is created for each eBL amended when the Holder is
also the To Order party or Consignee.
If a valid business refusal is generated, the Title Registry removes the party
. issuing the business refusal from the endorsement chain.
20 Figure 30 shows an example of the syntax of an endorsement chain. The

definitive rules regarding when an endorsement chain is created are described with

reference to Figures 31 to 37.

152 Deliv End “hai
25 The Title Registry will deliver endorsement chain information when a number
of functions are completed, namely: Name Holder; Name Pledgee Holder; Enforce

Pledge; Request Amendment; Grant Amendment; Switch to Paper; and Surrender
BBL.



transferable bill is as follows. For each transfer or pledge, the Consignee
can obtain the 15 user identifier of the transferee or Pl edgee and date
and time of the transfer or pledge. The endorsenent information avail able
to a Oigingsoseiga termnated bill is as follows. For %‘?}bng&ﬁ'ﬂﬁf er or
pl edge, the Originator of a surrendered or sw tched-to- paper can
obtain the user identifier of the transferee or Pledgee and date and tine
of the transfer or pledge. 20 The endorsenent infornmation available to a
Surrender Party of a termnated bill % as follows. For each transfer or
pl edge, the Surrender Party of a surrendered or swtched-to-paper bill can
obtain the user idpatiutiRegis®f wilhe: Mﬁ&%ﬂ@én%&s%er? ‘?nc"%-&%rd dat g and tine
of the transfer or pledge. Mreover, transfer orrra on 18 avartabl e only
if the el ect ridgidetiniiyq ruiss reeselingywhebarhendotsernenrehdin imddieerabhe daeris@ne ti me
inits histor |1's status is not in error at the tine
the transfer V?ﬁtshr'?{ggggét}h%léukndg%s?nent chains are sent to the designated
user whenever a Consignee, Holder-to-order, or Bearer Holder is

desi gnat ed 30 4.6, olgle rat ed currents WO 00155774 PCT/ GB99/ 03091
-99 Many i n the present systemrefer to

ot her docurrents AWBMdWQEW§1ﬁ: x’esﬂﬁa&p@ru’%&@ OQB'%Eerlysefsqrng{e?tE ﬁ-lkﬁnd that
|ncorporat| on, permts docunents to be nore concise deal s

with issues tlfafonis bidofjadingde frad ?légtéF“fsﬁ}l‘sﬁtetH%m@mﬁmnnfpm@ndmwuemt m
i ncor por at ed gByerd] ShE] [ ste
aut omat e t he Spr ocess xggﬁﬁggﬁ?@g{%;gél&ﬁgn@gpgg@%@g Is cgﬁ F{Jﬁg%tacﬁoﬁ ‘%@h t he
hyper | i nk medlvassinden rrovidais contrachwith\éirel Wil sipply¥hp thel inforntMond Gioweat & and user
systens SuppQrti ext.ernal entities, .an enti reference can al so

aut omat esltd he%f)croédégcsesw%q {hlmncé’ E‘icﬁ?‘?’ha’f"a‘mﬁﬂ%‘hWé%Pe glﬁﬁwé&cmamfmsem ties

arise if theat mmhpmreat em: Wek tirsRRts defiifle@ts @Mr&r@ﬁﬂrﬁ@@ﬂs&m?%ﬁﬂ&i vy
ystem per mts

r ef er enced. EF"E %}ﬁ% ose difficulties xipresent S
users to po ONSFSFHF aYe 18 ASHECC ARt PBLY RTRRSTLY IdSANfiqda sETTepRientatives haveuser

SUPPOrt I esOWEesSto tlile reistry BB, |ﬁ9€h@r LQuseYi2hie he
Hyper Text Transport Protz(rz%l (HTTP), the cgmmfr,n f:ggté?giépr%{t%%g{ke%omm nly

used in the PBYWItRNE bes lv@ﬁnatmnewnttwelgdmu«mmccordmg to the user database.

15 Besides the interactive Web site, users can obtain information by telephone

inquiries to the service provider help desk. The access limitations applicable to the
Web site apply to the staff supplying information at the help desk.
The information that a given user can obtain varies depending on the type of
information and the role of the requesting user. For messages, a user can obtain copies
20 of messages it has sent or received (although most user systems keep copies so a need
to resort to the central message handling unit to obtain a copy will likely be rare). For
information in title registry (either current or archival, a user can obtain information of
which the user is (or was) entitled to be notified, or which the user had previously
provided. Again, a user system ordinarily keeps notices sent from the present system
25  as well as copies of information sent in, so retrieval of the information from the present
system will rarely be necessary.
The notices sent when a Consignee, Holder-to-order, or Bearer Holder is
designated include the advice regarding the transfer of rights noted in the preceding

sections, as well as a report of the endorsement chain leading to the newly designated

30 user, as the next section describes.



is posted, the system service provider assigns it a uniformresource

| ocat or (URL) by 15 agreenent with the posting user, and nakes the docunent
avai |l abl e accordingly. The URL is unique for all docunents online in the
user supportvoreessusces.. In the current system the servipeg/gabsysosier posts
docunents pursuant to an e-nmail request to the user support resources.

Unl ess the posting user and the system service provi der agree ot herw se,
the 20 posted docunent is available to 7and visible by all systemusers via
HTTP, unless arrangenents are nade to'? imt access to it using the Secure
Sockets Layer (SSL, also known as Transport Layer Security (TLS)) and
specified classes of public-key certificates. 25 Operational Rule 3 7:

Publ i cati on of user documents in user support resources A user nmay post a
docunent for eferBaREY M40 RePORs support resources by further agreenent
with the systems I r0V] o - Ti eqi St I unctions. 30 Further
aspects of the ti '? Ihééh%grge gﬁ/%fg?rlqjsn%{kpéﬁlso-gfyé&ﬁ%v&g' Zéseéiérl“g)ésﬁme%hﬁlﬁf t3?3774

PCT/ GB99/ 0309%¢quenckQ(f trdnsTerd of 48 aactrbmin bl |ddinpclyi 10f8del Pariess to @R&GSving he Title
Regi stry accepts only a si.ngle instructi.on. at one timpe. The exception is
with the rrecg’(“ﬁ? Ll pﬁBf‘gaére‘eF‘ﬁ%”t‘?UﬁPf%H‘“ﬁrFS\ﬁﬁ?"Bhe‘gl?%ﬂ%di tional 5
instruction can bén haRingdragsferinforn@iasailable, NBEBrekitth Afdterh N$ likdiGlel QO Can be
accept ed si nmul t aneousl ){) with any one of a Name To Order, Name Consignee or
Bl ank Endor s&TKG&EERER baIance Retwsp hopEyRfY dntrisste ef sypiamtusers endiheic agedie

accept ed S Miunb@NFRkHcbn thd: Areers MRATIERR L ABligdlond FAICERHON Sheckfdil FUCT T ON.
10 The simul taneous functions descri bed above can be 1ssued i e sane
message. No dmplemerythatl gepstel dalandey wbich omry rascepiahlel fabmest uEkre bai paridhbeneous
functions;y w | eravai on i f. the sender S the right to perform
each of the fnl(,l)ll;’l%l | gﬁes&legsegg%r taefnecp;é? nqteproyent Bromgyos p? F& 'ésﬁ‘ifssgi’merﬁﬂ‘é‘gg cases,
the Titl e RegheRulebeukcaplt snpokihy geeatek Restictio o tthed B labil. ofTH€rmation.

Thus, the technical ability to obtain transfer information is independent of the right to

obtain it; so even where the present system gives a user the option to obtain transfer
information, promises between users to maintain privacy may restrict a user’s legal

15 right to exercise that option.

As part of that general balance, only information about to-order transfers and
pledges. The available information about pledges includes information about transfers
by one Pledgee to another can be obtained. Information about transfers by Holders and
other roles, including Bearer Holders, is not available, except that the endorsement

20 chain will indicate when an electronic bill of lading becomes Blank Endorsed (if that
occurs) and when (if ever) it is again transferred to a To Order Party. The
confidentiality of Bearer Holder transfers is, of course, subject to governmental search
of the system service provider, to the extent that such information is retained in the
present system,

25 Further, because designation of a Consignee makes the electronic bill of lading
non-transferable, it terminates the endorsement chain. Information about transfers
after designation of a Consignee is therefore not available, and indeed, is non-existent.
Information is also available only for periods during which the bill was active. Any
transfers occurring outside the present system (such as after an electronic bill of lading

30 is switched to paper or before an initial To Order Party is designated) are unknown to



exception is with the Request or Grant Amendnent instruction. In a Request
Amendnent, the sender may request the carrier to anend the BBL by way of a
split or <conbine. In a split, the sender requests the creation of nultiple
BBLs from a v $420 BBL. In a conbine, the sender reque?ﬁdaﬁglqbgeatl on
of a single BBL frommnultiple BBLs. For a split Request nen
requesting user sends a single eBL to the Title Registry, and the
Oiginator will respond with a G ant Anendnent issuing nmultiple eBLs. For
a conbi ne Request Anendnent, the reques?f‘ﬂg user sends nmultiple 25 eBLs to
the Title Registry, and the Originator will respond with a G ant Anmendnent

i ssuing a singLye n cRges.can ML iple eBLs be issued to the
Title Registry at o lsu% THQSCBE) é;&&he $ A ﬁ‘{eg t'\g@?ﬁb%\%%ﬁreﬁéf 99/ 03091
-101 The Titl @mﬁdglesttquhednli af ayf.or transf erabl e (negotiable) and

non-transferabl e eqgoti abl e). BBL e det rmnethe
negotiability of t Sers %E gﬁ’e ‘ ?élﬁgtfvetf’ g@LaVF‘éa eeBi"E & it fegnaggn. andaned To

Order or bl anﬁmﬁadmn&eﬂt}&ﬂabnh@ tla(blBtaquE QE&B@foﬁblvﬁlgBBL is represented by a
naned Consjgnee BBL. The To Order and Consi gnee rol es cannot co-exi st on
a single B%BL The Pﬁetep@rﬁéﬁp‘s@ﬁ’?nﬁi%l@vﬁ}abiﬂtdé oOndemitraty as gs follows. For

t ransf erabl e/ T b- el ope. If
a To Order paﬁ?@“f gﬂﬁzﬁﬁlgépble?l%ag%égzﬁ p&ésle{)%gg% }ehlée%g@ase?r%ﬁ\g H}'htg éBL is

i ndi cated as Huiar Pareyreas ebtaib ke, ustrhidentifi¢r of tiRaghsferey onitlédges sidelate and tige TeSSage.
| f a Consigneg,is 9?&“?9; \1\,hen the BBL is indicated as transferable, the 10
Title Registry V\Atlr ac gfhe nmessage. 4.7.4. eBL ldentifiers (docunent

I Ds) The Title Regﬁhsternydoxadh@x dfifofrfatiol CavaiddbRe €0 GUOBRInt IHaePHERRE 119Rs and
syntax used %ﬂ t he messa s.dalndl ing unit, This consists of a RID, a
General | Ve FEF B?f to? eF fansifrrer Rledgs tptopracerem®e ireaussting Beatst no nor e

that 64 char albI@6:s tHe Natrent Beafte HoldRP ksl @Jxﬁg thdS@der {denPer of eheFdnBfeRBLLT - The
General IDis_an al pha-nuneric strin % no nore than 64 characters that is

speci fi ed by Flpdgeeridfateand timgedthaivpesierpnpledtse uni que to this user.

The endorsement information available to a Consignee of a previously
transferable bill is as follows. For each transfer or pledge, the Consignee can obtain the

15 user identifier of the transferee or Pledgee and date and time of the transfer or pledge.

The endorsement information available to a Originator of a terminated bill is as
follows. For each transfer or pledge, the Originator of a surrendered or switched-to-
paper bill can obtain the user identifier of the transferee or Pledgee and date and time
of the transfer or pledge.

20 The endorsement information available to a Surrender Party of a terminated bill
is as follows. For each transfer or pledge, the Surrender Party of a surrendered or
switched-to-paper bill can obtain the user identifier of the transferee or Pledgee and
date and time of the transfer or pledge.

Moreover, transfer information is available only if the electronic bill of lading

25  has become transferable at some time in its history, and only if the bill’s status is not in
error at the time the transfer is to occur.

Endorsement chains are sent to the designated user whenever a Consignee,

Holder-to-order, or Bearer Holder is designated.

30 4. cume:



The Version is an al pha-nuneric string of no nore than 16 characters that
is 20 optionally added to identify an anended docunent. Two eBL
identifiers that are the sanme apart fromthe version nunber correspond to
two versi onwog/ssie sanme eBL. The |atest version correspeCusBy®HOB
amendnent issued by the Originator as a result of a request issued by the
Hol der. The conbi nation of these attributes ensures that each eBL
identifier is unique 25 within the sys¢gm The Title Registry does not
accept draft docunents, therefore the draft attribute is not permtted in
a Title Registry instruction. 4.7.5. Automatic Notifications W 00/55774
PCT/ GB99/ 03091 - M2y \%ementsTiend thrduglyiagd myedriache @rebent Gyt ederoo glanged,

the Title Reg %tr%msre onds 10 t he sender and afutorrati cally notifies the
party affected (Lhe reéce] YEHMEHS /eRPrity %‘;"?rs byricrentsd thajdRcomemtionendi ng

an instructi grmhits ddegmdrit$ toebeRaGH Shiicise. IThe IRuldbBbk BRELHRR[sYuel har RTE, @
receiver. |If the sender would like to informadditional parties, he may do

so. If 5 the S@Rdkral gysmp feBcerHeg slagunyentsh incorpenteli by orefRegies i \cemdih |

notify, the ngsspde hardlispg, j | | | t sult fromthe Title
Regi stry to ensure that o}lr?I ySaIH£§Ui %\S%Ltr%régésggoggsiss&elgéﬁ?g B t(’%éeq%rértcé‘?ver. The
cases in whi clecemoent fliroughi e hyperbnip mechaoisoh amemeu inrthei Wedd Wide Fivasir ¢n 33. 10
4.7.6. Enclo Check ,lt is not always necessary to enclose the eBL
with a mssa;}gﬂ%gdﬁbé? eﬁ%n%“é‘“ffﬁ‘%’” Sﬁ%%r%q/gr?‘tﬁr??gf?tﬂi?%/’iaBr‘?,“méif?fﬁré?cetfé%ause
there i s no rasulboimag thojrbdesCalin@potdtinp@d@adisent. he party affected al ready
possesses the eBL.. To nai_ﬁicajh,n consistency, the Title Registry checks to
ensure the eBL i s OREYEsUlichiis anise if theripeprporaigd dpgumenkise®t ayailablotanéncl osed

15 when requid&ely rdffenclilt Ire pRRAHS toYe Mficluld.ﬁ%H@pr@se'ﬂ?%@ttehxvp%nﬁi?sﬁwe}s nd the
sender will receive a BNAK. The requirenments for enclosing the e are
summari zed i rPORcgmMonyFeferencedZocukantsgrintige intbreiian tiser 2ppFh eesdurtdse Regi St ry
e, BB SUERUIET e LR IR BT . T
communication protocol commonly used in the WorldWide Web. When the document
is posted, the system service provider assigns it a uniform resource locator (URL) by
15  agreement with the posting user, and makes the document available accordingly. The
URL is unique for all documents online in the user support resources. In the current
system, the service provider posts documents pursuant to an e-mail request to the user
support resources.
Unless the posting user and the system service provider agree otherwise, the
20  posted document is available to and visible by all system users via HTTP, unless
arrangements are made to limit access to it using the Secure Sockets Layer (SSL, also
known as Transport Layer Security (TLS)) and specified classes of public-key

certificates,

25 Operational Rule 32: Publication of user documents in user support resources
A user may post a document for reference to the user support resources by further

agreement with the system service provider.
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30 Further aspects of the title registry functions are now described.



purposefully generic, providing facilities for all anmendnent requests. The
request is issued by the current Hol der and can only be acted upon by the
Oiginator. Wen the Title Registry receives a valid amendnent request, it
suspends al {yopg@sAgti ons on the BBL until a grant or deny Ebt‘
instruction is issued by the Oliginator. To cater for diF erent types of
anendnent requests (e.g., split, combine and switch), the Title Registry
issues a request IDto the Orj gi nator when a valid request anendnent
instruction has been received. This prd¥Pdes the Originator the freedomto
grant or deny the anendnent as required by the business environnent. WO
00/ 55774 PCT/ GB99/ 03091 103 If the Originator wishes to grant an anendnent
request to conbi ne BBLS, responds with the request 1D provided by the

Title Regi strég&a&mﬂﬁ&mﬂﬁlﬁnm regardl ess of the number of BBLs sent by

the Hol der. The T| uest to repl ace all previous

u
BBLs with the new CE f( b\ﬁ i'éle egls%éccﬁ’tﬁ aplﬁé’tsb‘"rg SinfiucHersat gie dimgnt  an

amendment eqihessedptios pl with BBMGmeN@IcBRSPoRLS: Wk ikibl e, WBRHES LadiBnaP" OVi ded
by the T|tIe R!%I stry and the new BBLS. The Title Regi stry uses the request

ID to repllacd™® &tloﬂrcé@P%ﬁgleEBE‘“Wteﬁu%l)he new BBLs. An amended BBL rrust carry

a new eBL identi fiseamdMiRediR d BBL t he
carrier can choose eﬂlher %ol ﬁrsugt%g{ %E\I;?/eeagﬁfp{eg H?Ht:?l er Wltlhfaygﬁ%g e the

same eBL i denYanfe TorOnder, Wame Gpiisfgneeont Blags Bridorse imstriion. When t he new BBL i s

repl acing mul ti pl (#:,1). or when | tiple new BBLs are replacing
an old BBL (1:n), R ﬁh’g ?ge?%eeladﬁﬂslpﬂfﬁgmhc??e% &8 EptF‘ﬁé’r‘H“iltF‘?e@PSYZl"‘H? B. Rule
Book Confornﬁfmnﬁ)ﬂihearrﬁlzgthdc&Mnﬁchn@at| ons of users relative to BBLs

are defi nle)d in the Rule Book. The Rul e Book defines | egal rights and
obl i gations relat B SEuBRRop; LfE‘ECF‘%S defgdbsds abayh BRdbe Fsusdomt thec sanest

carriage. |n nshgigt, Né beQilmGhaedRfusthiohd &e g%laﬁlteh?hé@ﬁlmtﬁ'é%usrf% Bnd € Cargo
inits physi ca,Ll possessi on_as an independent party (an indepen ent bai |

in legal ter w8} beTayailablroonty jifgihasenser hesr begight icaparfoem Ratte oBthe imdibat t he
right to giveeddtardipstructions may pass in accordance with the terms of the
Rul e Book. When one of the pre-defined statuses of a BBL arises, the Title
Regi stry, on behalf of the Originator, issues a notice to the user

15 2. Multj
In most cases, the Title Registry accepts only a single eBL at one time. The
exception is with the Request or Grant Amendment instruction. In a Regquest
Amendment, the sender may request the carrier to amend the BBL by way of a split or
combine. In a split, the sender requests the creation of multiple BBLs from a single
20  BBL. In a combine, the sender requests the creation of a single BBL from multiple
BBLs. .
For a split Request Amendment, the requesting user sends a single eBL to the
Title Registry, and the Originator will respond with a Grant Amendment issuing
multiple eBLs. For a combine Request Amendment, the requesting user sends multiple
25  eBLs to the Title Registry, and the Originator will respond with a Grant Amendment
issuing a single eBL.

In no other cases can multiple eBLs be issued to the Title Registry at one time.
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who has that particular status. This notice is an attornnment notice and
confers’  constructive possession. Constructive possession is initially with
t he Shi pper and 25 passes to another party in the follow ng circunstances:
(1) when a ®eawnss774ol der is naned; (2) when the nanmed HokdexBiso3ediso t he
To Order party or Consignee; and (3) whenever a Pl edgee Hol der is naned.
The contract of carriage is initially between the Originator and the

Shi pper. A user becones a party to thaogpntract of carriage when it is
both the Hol der and either 30 the To er party or Consignee. This can
occur in the follow ng instances: W) 00/55774 PCT/ GB99/03091 -104 (1) The

(Pl edgee) Bearer Hatdefle Rap®sy amedsoF tdS@erall& @ndgotlishtd) MAhRlithgtrabiBe TO
Order party or the Consi %nee. (2) The (Pl edgee) Holder of a BBL with a

di fferent nan@an-regotiptier BBAFt Yhdeless deermipe Tor oegrsiebibtn ©f thhBBlol der. 5 (3)
The Hol der of A 1D i N} DAL, | ) t, Consi gnee
t he Hol der. (tﬁé)?lsgﬁgle\ﬁoﬁllag?e%%%&%gyé der parté\@@i#lqgﬁﬁﬁaﬁg%e%é}grﬁ)?%nér user
t he Hol der anuhnsfeiablecBBL he répoeséneteby paramed dionsigree(BREI ghtecTo (Cader Baé Bear er

Hol der nangs itself t To Oxder. party.o he Consi gnee. 10 (6) The Pl edgee
Hol der of ng; B%{n%%n%ehroge?ﬁ%‘n%tacoféxs@%?x%ﬁﬁp "enforces the pledge. 4.7.8.1.

Attornment Not i ceShATitkiReQisGyaISs pravidésCemaria@e endfefBleoniaRstarhiid BelReQi St Ty,
on behal f of the 5 Orjiginator, when a user is designated to one of the

statuses des cmi%ai%]&@&%’ét%éub'%w% I g Osis PRt isinpaes 5 the SRloks blank
occurs in theediBieewhasts BEESS HakRedd l@%’ﬂ%&ﬁé&?ﬁr&ﬁblé e i !a%\mt@gy@ﬁsmt | ons:

(1) when a Bearer Holder nanes hinse o Order part Si gnee;
(2) after an thpfngsseee. Bf e Ggesigngpds (aBled afher theaBRBY imindidared amtemsfershlentha

version ”%Tb.efitlkﬁeéﬁ%ﬂ@%ey@ﬁé&s@‘{ e exceptions because the user who issues
the instruction has ‘constructive ﬁossesm on both before the instruction is

i ssued and after the instruction takes effect.
J4. e ti d
The Title Registry adheres to the same document ID convention and syntax
used in the message handling unit. This consists of a RID, a General ID and a Version.
15 The RID is an alpha-numeric string of no more that 64 characters that is the
registered User 1D of the Originator.
The General ID is an alpha-numeric string of no more than 64 characters that is
specified by the Originator and which must be unique to this user.
The Version is an alpha-numeric string of no more than 16 characters that is
20  optionally added to identify an amended document. Two eBL identifiers that are the
same apart from the version number correspond to two versions of the same eBL. The
latest version corresponds to an amendment issued by the Originator as a result of a
request issued by the Holder.
The combination of these attributes ensures that each eBL identifier is unique
25  within the system.
The Title Registry does not accept draft documents, therefore the draft attribute

is not permitted in a Title Registry instruction.

4.7.5. Automatic Natifications



The text of the attornnment notice is as follows: "You have been designated
as the Holder of the electronic Bill of Lading in accordance with the Rule
Book. By 25 virtue of your capacity as Hol der of the electronic Bill of
Ladi ng i n adslobessrist 0 your designation as a To Order Party?g‘e%;}'oﬂ)gpe,
Bearer or Pl edgee, we the service provider acting on behal :
Originator of this electronic Bill of Lading (the Carrier) confirm that

t he goods are now held to your order". The definitive rules regardi ng when
an attornnent notice is delivered is 3®Zontained in Figures 31 to 37. WO
00/ 55774 PCT/ GB99/ 03091 -105 4.7.8.2. Business Refusals Wen a user is
designated as a pawhy 4 Pitlk k@ rtuni ty
to reject it's designation a%lgtgﬁ%gﬁﬂsaég%ait%% chd ?g“ tt)ﬁ}el;lgggfgﬁgry mpﬁﬁ‘gl ness
refusal". By F%@G|S?f§1ﬂaaf\¢aﬂum@abeéhym@§§esrtb¢ pm z;ffeated$$e reteivegsrat eihetsp a

status confer stot at or carrler) rejects his
nom nati on as&g{ggng%%pg{g% rﬁg?éng@? msrﬂ‘écngn %Zgﬂﬁ%‘?é‘é‘mt He nofAeessEsy 100 t he

carri age cont naut a reesiedrnif as sbx’metywmﬂﬂ ke loﬂﬁﬁﬁlha&cﬁhd’napﬁdr@és feOmiyn @ Joefgect ed
desi gnat i og A busin Cg)Fs r ef sal cannot be i ssued when a user becones party
ra

to the contralffSgHe ?Paé‘bee‘ SAPAERY - that the TitleRegisty Wil netéfy, theamessagethahdlimgel f a To
Order party OuniECRNSAIERER resul Frof tH@?ﬁle@@%n@ﬂ’rﬁ Senéurk’ lh?lgtgrﬁ¥ 'F_\lglgdle ér}e;s there is a

G ant Anendnent in response to a Reques Arren ment
busi ness ref ERFRIC teseRiterbe i ssued in these cases because t he user has

clearly given his rt tothec act of carriage.
The busi ness ref uslg?qﬁgg‘a‘ggmnﬁgﬁg@gﬁsd Béuce "R I"élglﬁﬁra he party

cannot issue any other Title Registry |nstruct| on 15 before issuing the
busi ness gefugal.. df par t ftenpts to send a business refusal after 24
hours or a tegﬂg‘s%*dﬁ%ﬂa‘w instruction related to the sanme BBL, the
Title Registry willis noejlesys nbdseesamas&a@eseahweBLSWEaﬁxe&%g@édn ﬁ% ‘P&W edgment
( BNAK) . V\henBEheTtIe Regi siry receives, a valid business refusa it will

unwi nd t he fey ‘l“ftg‘cb?"e\‘iit%§°§%“é% there is @io repifingsrosifieation r beseusst el bef or e
the user was ggsgi ﬁﬂ@é&&ﬁi}ea@}ngosse%&s%é Al rﬁé{ntgxﬁecogé?gt% tﬂgrf}t% I?eg{sh%

refusal. The Title Registry w al so renove t arty 1ssuin
busi ness r ef udKFksftp gpsurhide @Hacw smlrém whrait is (esmeedbl'ﬂtbw}BL Tshmotdﬁzﬂosadt i ve

rules r eg4 di Qgenv\ﬂ'ﬁ&re%, H’Hshﬂgsl&g{sg; %ﬁl 155%@jl rell rl?eegatkvsesr%se qt and the sender will
receive a BNAK.

The requirements for enclosing the eBL are summarized in F igure 33,

4.7.7. Managing Amendments

20 The Title Registry provides a function for amendments through the request,
grant and deny amendment instructions. The request amendment instruction is
purposefully generic, providing facilities for all amendment requests. The request is
issued by the current Holder and can only be acted upon by the Originator.

When the Title Registry receives a valid amendment request, it suspends all

o
h

actions on the BBL until a grant or deny amendment instruction is issued by the
Originator. To cater for different types of amendment requests (e.g., split, combine and
switch), the Title Registry issues a request ID to the Originator when a valid request
amendment instruction has been received. This provides the Originator the freedom to

grant or deny the amendment as required by the business environment.



contained in Figures 31 to 37. 25 4.8. Title Registry Results At the

conpl etion of processing, the Title Registry issues a result to the sender
and receiver(s). The result is automatically generated to the receiver(s)
as descri beWooa®s59¢. [f the result is negative, the resul pctgBddn@ogender is
an error code and description. |If the result is positive, the result to
the sender is alist of the notified user IDs and the 30 conpl ete receiver
result information. A list of the error,codes appears in Figure 41. WO

00/ 55774 PCT/ GB99/ 03091 -106 If the sefder result is positive, the
receiver result includes the followng information: (1) the instruction

that caused a chaffgke Driginier Wishdseo Re@i 84 hedda®al fques( 8)cotibiRBBIdgNt i fier,
i.e. the docunent,|ID of the Status_information notifying the

eB 5 (3) . .
current stat aBPIPHEIBLE reduest lnacﬂf?‘(}@,d 8y dhrediflsgRegistryesnd Seanes BBL, act i ve,
the BBL recorehagHésslof tanshntdn chBBRSLEH HIPRD Pﬁﬁfdeﬂufﬁéofiitlgmiﬁ{??rugésetﬁ% t H

suspended, the BBL record exists but is pending an anen so't no
action can t arepilBéeraplies all pradowwBR]isnvthohe nev BBhsLiewisa iff the Orig@myr

amendnent s | Lon. L e end stat the BBL record exists only in
the Titl e°Re§‘?*§s*{e?§°t #’8’3 a&rﬁ‘h‘e*i‘g“eﬁg‘eﬁ%esfjté’rfag?ﬁ%{:i’i G aSSPas VDRSS | | have
been ent er ed pawidedibgshd TitloRegistBindake diev BBREThe Tlitle SR i 29 A64s thORlhddet 1 on.
(4) The curr (5) Endorsenment chain information in

t parties of t BL
the form of ?ﬁéoBeg[aﬁ‘Z‘gp’ieéﬂ'ot’sgﬁBEB’HNk&ded?BLscarri age (i.e., the current and

past Hol der/ To O dgranfeadddi BSL ang: heCRBS GBRES) Wi, e ith the
date and tine of each endorsenent. (6) An attornnent nottlthcglg%vmh?% \%IS free

text provi dedCRsEE 23QIdBBL &lil) the parrigrecan rhaoss cither toruse hineveeBlsidentifidobder of a
bl k ; i . h
i B o500 43S O SRR T

Consi gnee; or a Pl edgee Hol der.
gener at ed by reémsing mulapiReid BBLy (nmbhem veheRempligisie ne\? BBAveine replating AGtoldiCt i on

has been iss ) : |ts are ivered by the nessage handling unit
in either a Eﬁ&%lgﬁqgﬁkg%gggmfgaﬁP?%gﬁlﬁE@gﬁWer results are delivered by
t he message handling unit in the

4 c

15 The rights and obligations of users relative to BBLs are defined in the Rule
Book. The Rule Book defines legal rights and obligations related to constructive
possession and the contract of carriage.

In short, the Originator of the BBL (the carrier) holds the cargo in its physical
possession as an independent party (an independent bailee in legal terms). The

20  Originator agrees, via the Rule Book, that the right to give it instructions may pass in

accordance with the terms of the Rule Book. When one of the pre-defined statuses of a

BBL arises, the Title Registry, on behalf of the Originator, issues a notice to the user

who has that particular status. This notice is an attornment notice and confers

constructive possession. Constructive possession is initially with the Shipper and

[\
wn

passes to another party in the following circumstances: (1) when a Bearer Holder is
named; (2) when the named Holder is also the To Order party or Consignee; and (3)
whenever a Pledgee Holder is named.

The contract of carriage is initially between the Originator and the Shipper. A
user becomes a party to the contract of carriage when it is both the Holder and either

30 the To Order party or Consignee. This can occur in the following instances:




FMsg. 25 4.9. Ternms and Conditions The service provider provides a facility
for carriers to store bill of lading terns and conditions on the secure,
interactive facility. Al registered users have access to this

i nfornati onwdawaiAng the need to send the terns and condigdribseodN €ach
bill of lading. 30 The process for storing terns and con tlons I'S as
follows: WD 00/55774 PCT/ GB99/03091 -107 (1) The carrier sends adigitally
si gned nessage (SMsg) to the hel pdesk. The SMSG includes the attached
terms and conditions and the date fromWfrch the terns. are applicable. (2)
The hel pdesk supervisor |oads the terns and conditions onto the system s 5

eractive 105! ! it olflecTBEIIRME ARSI S0 13905 B SLALL ALY, o1 gned

nmessage (SMSG ‘to t carrier contrrmn 8i'ei ons
have been | od@edttr pgry)or TeeComsigndeer revi ews the ternms and conditions on the

interactive s date of activation. 10 _(5) The carrier sends
adigitally s 7éned %é@iﬁ@ %@ﬁ/ﬁ b wat H‘eqf% e hapmgd Te fiqr ATt aRest ance of
the terns andt}ﬁmwoidbp@styttﬁmo]m_ve been | odged prior to the applicable
date. (6) If a confirmation nessage is not received by the hel pdesk, the
appl i cabl & d&Pe wibeHokder gk BRBewthmdifferent nemad icloﬁ-‘aglieemarn@stbag‘ansxgneeecel ved.
15 4.10. Titl gelBR@estry Instructions In Figure 33, the follow ng

information is tabulated for each instruction: 1. Who issues - the party
aut hori zed t o(4) ssuldietrider asd ToErdepparty’\bl 2 BBlheranpeantdties usdrlthe Hbider@iiect ed by

the Title Reg d Q nformation - the infornmation required
by the Title %:g’téllr S%Tg%r&rpef’ec?ﬁ é‘%/nﬁlg "unction. The Title Registry will

reject the neésagérhbﬂaem"ld@w@rnymes iR P EH¥ERO Order pfarty BEMERLRY Shee.
10 (6)  The Pledgee Holder of a BBL with a named To Order party enforces the
pledge.

4.7.8.1. t Notices
An attornment notice is generated by the Title Registry, on behalf of the

15 Originator, when  a user is designated to one of the statuses described above as
conferring constructive possession. This occurs in the three cases described above with
the following exceptions: (1) when a Bearer Holder names himself the To Order party
or Consignee; (2) after an Enforce Pledge; and (3) after a Grant Amendment when a
version number is used.

20 These are exceptions because the user who issues the instruction has
constructive possession both before the instruction is issued and after the instruction
takes effect,

The text of the attornment notice is as follows: “You have been designated as
the Holder of the electronic Bill of Lading in accordance with the Rule Book. By

25 virtue of your capacity as Holder of the electronic Bill of Lading in addition to your
designation as a To Order Party, Consignee, Bearer or Pledgee, we the service provider
acting on behalf of the Originator of this electronic Bill of Lading (the Carrier) confirm
that the goods are now held to your order”.

The definitive rules regarding when an attornment notice is delivered is

30  contained in Figures 31 to 37.



3. Optional information - additional information that the authorized party
can send with the instruction. 25 4. Need to enclose eBL - because the
Title Registry does not use the eBL docunent, the eBL only needs to be
attached i fwolbessrecei ver requires it. 5. Business refusal per/gp®usisiess
refusal can be issued when a party beconmes both the Holder and the To
Order party or Consignee. WO 00/55774 PCT/ GB99/ 03091 -108 6. W is
notified - the Title Registry wll autgggl_tically notify the affected party,
| f the sender nanes the affected party asS a receiver, the nmessage handling
unit will filter the Title Registry notification. 7. Attornment notice -
the Title Registry generates a notice of attornnent when as 5 a result of

an instructio ere is a Holder of a blank endorsed BBL; the Holder is
also the To tes €onsi gnee; or there is a Pledgee Holder. 8.
Endor senent chai nywiRgQréker istdeGerbhddl & REGHSLT e CHARLESE ﬂﬂi’n%g{ hdstpd NE

e e

endor senment chain when as a result of an’instruction t ris also the
To Order paropporgmity He reerigisgdrsignatiod . a Eomdnetrenpaty ohassuing et ‘bosieds - t he
Titl e Registr iph lnJ.ssue th ndor senen chain. when the BBL is .
transferréd b%tiu%é 3 })plgtsr%klj %easvazﬁd teD et Cf ea |a% . usﬁra%eﬁlgB?te‘ﬁ?ea PIRp Gonferipgt r y

i nstructions canteacnaivnéxus tdete Ok GratsS@drier) Fejdotsl Bis hofiR@ibe o RecoRWiRRse of a
Create instruction is to allow the creation of a record in the Title

Regi stry for PArelt’ BECISCHRFe S PaHEK1 BIErGREIES FORIFACk I5MIiny, a3 they HeersBL | s

created w th idnfBenfess ph @8he rejdcledi dsiBRitioROAShUISsst RAELIEAhSFo BeBRued N N end
state (in which the I—BI der is EJ3.| seo t?}lg 150 To Orndsesr party ort tehgu&%nsi gnee)

or to create VQ‘CBBESW}’FW"&_S ParB/dg & cpirastef caiaggwhen: NaBepist Helderagepur pose
of a Name gHol gL if B HHE! bR 'O%ngiéhete;ggf'? I.\fef edtBlcEe] ﬁlPJE&b'?nQit (ﬁgther%)gl sting BBL

record. 25 An attornnent nofice I's na as a resu IfHstfuction
there i s a néwantBemersmekbindespomse ta arRegquéds |Admendmbro tysthauiso. tThe bligndsk der

party or the rgi%Qﬁ ic;glrﬁgtebe iéAs‘Ged in these cases because the user has clearly given his consent to

be named a party to the contract of carriage. The business refusal message must be

sent within 24 hours and the party cannot issue any other Title Registry instruction

15 before issuing the business refusal. If a party attempts to send a business refusal after

24 hours or after issuing another instruction related to the same BBL, the Title
Registry will reject the message and issue a negative acknowledgment (BNAK).

When the Title Registry receives a valid business refusal, it will unwind the

BBL to its previous state (i.e., the state that existed before the user was designated) and

20 will notify the former party of the refusal. The Title Registry will also remove the

party issuing the business refusal from the endorsement chain (see below).
The definitive rules regarding when a business refusal can be issued is

contained in Figures 31 to 37.

25 4.8, Title Registry Results
At the completion of processing, the Title Registry issues a result to the sender
and receiver(s). The result is automatically generated to the receiver(s) as described
above. If the result is negative, the result to the sender is an error code and description.
If the result is positive, the result to the sender is a list of the notified user IDs and the

30  complete receiver result information. A list of the error codes appears in Figure 41.



endorsenment chain record is made if as a result of the instruction there is
a new Holder who is also the To Order party or the Consignee. WO 00/'55774
PCT/ GB99/ 03091 -109 4.10.3. Nanme Pl edgee Hol der The purpose of a PI edgee
Hol der instrwgbb/gyaﬂ s to nane a Pl edgee Holder or to tra dge

hol dership in an existing BBL record. 5 4.10.4. Name To O he purpose
of a Nanme To Order instruction is to nanme a To Order party |n an existing
BBL record. An endorsenent chain record is made if as a result of the
instruction the Holder is also the To ®P&er party, An endorsenent chain is
returned only when a Bearer 10 Hol der narres hi nself the To Order party and

then returned onlyis fe sE@deSG‘r&‘ﬁﬁrlssp%%Hl/é the r&%&%r LRE L GONS! tﬁn?(g e, purpose

of a Nanme Con5|tgnee i nstruction to nane a nsignee in a §Ifgi ng BBL
record. When an Gmfélpgnee is naned, the BBL becorres non-transfer abI e. 15 An

endor senent ¢ ain Q i s a. r of the instruction the

Hol der is al sg the{hggnﬁgr}%lﬁgéhn?%ﬁbegﬁcf t?aﬁeﬁlsf’gr?"%rfiurned only when a
Bear er Hol der (@r tcheBIHdbddTer, Wo.Ghd &cﬁh&ﬁlmhﬁthI@BQ der party nanes hinsel f

t he Consig ee hen. returned only in the Sender result. 20 4.10.6.

Bl ank Endorse A JEumgtiomnatifiing hepurmns gate aE the BBLL bn aptivet wspvhdeaak
endorses a tl’%ﬂ%xfxc%t@{@' af adiBk, tw@fBth%a)r &@@%&ﬂ%ﬂ%gﬁé B,
En g

Enforce Pl edge 25 The purpose of orce e I nst Fuct ] onﬁiogzetdo nmake
the Pl edgee HoRGET ¥ espe ddbt?BBhdecmi Gisgebut papdnyingiah aowminieat sam@do of a

transf erabl e BBl,, wl an ti sgord. An endorsenent chain record
is made if as a result %?H%e msFruc 'ba?] TR Hof P s S TRt Or der

party. An enddrstestiont Ifdhgierend state ghe/BRE decord eyhstsrbnl)hﬁt}ﬁend@Reg@‘a}'%é ang30 VO
00/ 55774 PS:T/ GBr? {ogg:,)’eggg'twe The End status will have been entered as a result of a Switch to
Paper or Surrender instruction.
4) The current parties of the BBL.
(5)  Endorsement chain information in the form of the parties to the contract of
carriage (i.e., the current and past Holder/To Order parties and Holder/Consignees)
together with the date and time of each endorsement.
6) An attornment notice which is free text provided when as a result of the
instruction there is: a Holder of a blank endorsed BBL; a Holder who is also the To
Order party or the Consignee; or a Pledgee Holder.
(N A Request ID, i.e. the identifier generated by the Title Registry when a Request
20  Amendment instruction has been issued.
Sender results are delivered by the message handling unit in either a BNAK or
BAck as required. Receiver results are delivered by the message handling unit in the
FMsg.
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19, T i Conditi

The service provider provides a facility for carriers to store bill of lading terms
and conditions on the secure, interactive facility. All registered users have access to
this information, negating the need to send the terms and conditions with each bill of
lading.

30 The process for storing terms and conditions is as follows:



-110 4.10.8. Request Amendnent The purpose of a Request Anmendnment
instruction is to request the Originator to anend the BBL that is related
to an existing BBL record. An endorsenent chain is returned for each of the
eBLs to be WOWHEE®™M 5 Anendnents can be requested to "spl pCt/GBIYABLIL
(creating 2 or nore BBLs from | original) and to "conbine" a BBL (creating
1 BBL from2 or nore originals), neaning that nmultiple BBLs can be sent to
the Title Registry for this instructiong,4.10.9. Gant Anmendnent 10 The
purpose of a Grant Anendnment instruction is to grant the anendnent by
updating or creating BBL record(s) in the Title Registry. Regarding
attornment noti cesl) Thercamiar eBls avdigitalty signeduressigeSMgierthe Mlbdesk trag nnent
notice is se if oot apen nt renmoves a . To Order party or Consignee who
was not the I@M%‘tér‘?cp“%sr {ﬁgﬁgg%i‘} fRrshang Wé&t@ﬁﬁ“ﬁd%i‘qt? frain whigh the tespmnent
notice 15 is &seipplifdle. each eBL, amended except when the Holder is not the
To Order party or _Consignee. Regardi ng endorsenment chain records. for an
eBL with a new vefk&lilba balpesk supervisor doadd theetpmstand fsanditions arodthe syspeade. For an
eBL with & ngw.aBleitdentifier, an endorsenent chain record is nmade for
each eBL anended when the Holder is also the 20 To Order party or

Consi gnee. Regar dindhe dieipdesk shpeevistorsselvendigitiiyi siuned ttessagé SSNISGY @rpged for an
eBL with a rsio. er. For. an.eBL with a new eBL identifier, the
endor sement ¢ alle%golngh&gégkggﬁgEfnf’%?’ndec&&ﬂ“%r@ﬁ’a Wﬁ’ﬂig’gg en the Hol der is al so
the To Order party)dhe ciiastgaeste 2omdamnebngitofs Githe RRe@iABLRIpdR 1o SPI i t" a
BBL (creati n% 2dor nore BBLs from1l original) and to "conbine" a BBL
(creating | BELI¥SYHFDE ore originals), meaning that nultiple BBLs can
be sent {10 the Tiis)ernBegist sendl Qraidil? slghsd FGhLORMLL e A0R e amended
or created through the grant amendnent instruction to an end state (where
t he Hol der i $oafirgpaqcppsante ofthtetermsapndycanditiohse thah haviegreer Yodged pser to3Be t he
request was %QQaglggm'an end state. WO 00/55774 PCT/ GB99/ 03091

(6) If a confirmation message is not received by the helpdesk, the applicable

date will be extended until a confirmation message is received.

15
410, Title Registry | .
In Figure 33, the following information is tabulated for each instruction:
1. Who issues ~ the party authorized to issue the instruction. All other parties will
be rejected by the Title Registry.
20 2. Mandatory information — the information required by the Title Registry to

execute the function. The Title Registry will reject the message if mandatory

information is incomplete.

3. Optional information — additional information that the authorized party can
send with the instruction.

25 4. Need to enclose eBL — because the Title Registry does not use the eBL
document, the eBL only needs to be attached if the receiver requires it.
5. Business refusal — a business refusal can be issued when a party becomes both

the Holder and the To Order party or Consignee.



-111- The Originator and the Hol der or Pl edgee Hol der cannot change from
the Request Anendnent. The Title Registry will generate an error (BNAK) if
the Oiginator and Hol der or Pl edgee Hol der fields are provided with the
G ant Amendvoedviss7ie 4. 10. 10. Deny Amendnent The purpose of,,cqx,dgg;}%, ﬁ)msndrrent
instruction is to deny the anendnent by returning the BBL recor gs in the
Title Registry to their pre-request anendnent state. 10 4.10.11. Switch to
Paper The purpose of a Switch to Paper jnstruction is to request the
Oiginator to create an original papefmﬁ‘l Il of lading froman original

BBL. After a Switch to Paper instruction, the BBL record is no |onger

active in thes TitW REGHFHMhe Tie ﬁeé‘igrijgi'll ﬁ%ﬁr{aﬁgh@lgn?t]_@qheo HF&Q‘?? gar%/; ufif il

Surrender instruction is to return the BBL to grnat or
t he obl i gati okdhg senddsmamenthe afectest parr asi argediverAtht eresmgStarndéing @it will

instruction. fh . IS NOwW no |longer active in the 20 Title
BRI

Registry. 4.1 struction PDUs Title Regi stry instructions are

included in SVBG gewtnnteot fdtice Fee JapeRdpasnsl Igbmgatestitiotice dii@orhReRNAHEES t he
i ynit DTD._25 The definitions of

same basic. el enents as_the nessage dlin

general el emghs ?t 021?8 l‘\nsfg{g‘“ﬁf‘ eéﬁ{gaé?fgf 8#?%?”%‘?“8“@%@%@% Helderggrplso as f or
the message haadb Oidpr paiylor @R RABACR! 8t thdi€isS PR PRIEAL | ONS on the data
types. Elenments such as Document| D and FreeText al so conformto the

standards speti fi &gdorsegient KBainpesde HgnditienBegisirt crebs ar entre-ipribeuced

bel ow for i nfQpsmd Irst, Ll - Ln.the text 0, WO
00/ 55774 PCT/ GRI9 /d(\)é%g(éﬂfh‘?\jvgéfzﬁ a redulfBor thﬁSYm&%quer Hber'if G1sb e To 8rder

party or the Consignee.
10 9, Endorsement chain returned — the Title Registry will issue the endorsement

chain when the BBL is transferred between parties after creation.

Each of the title registry instructions are now further discussed.

15 4.10. eate
The purpose of a Create instruction is to allow the creation of a record in the
Title Registry for a new BBL.
There is an attornment notice only if the BBL is created with a Bearer Holder.
It is not possible to create a BBL in an end state (in which the Holder is also the

20 To Order party or the Consignee) or to create a BBL with a Pledgee Holder.

4.10.2, Name Holder
The purpose of a Name Holder instructions is to transfer holdership in an

existing BBL record.
25 An attornment notice is made if as a result of the instruction there is a new
Bearer Holder or a new Holder who is also the To Order party or the Consignee. An
endorsement chain record is made if as a result of the instruction there is a new Holder

who is also the To Order party or the Consignee.



5 4.11.1 SM5G The SM5G i s used to send nessages to the nessage handl i ng
unit for forwarding to a val ue-added application and/or a receiver. The
Title Registry instruction is included in the SMSG The formis as

foll ows: <! WEMAST4SMSG Snt Envel opel D, Sender, Recei vercri€poseioover yAt tr
? Urgent ?, Reference *, ApplicationAttr ?, Docunent 15 FreeText ? ) >

For the Title Registry, the ApplicationAttr is as follows: <l|IELEVMENT .
ApplicationAttr TRA > 20 <IELEMENT TRA.ANY > 4.11.2. "Name' Instruction
The "Name' instruction is a generic namng instruction for all functions
namng a party to the contract (including the "Bl ankEndorse' function).

This all ows t$uh0.pAVaniecRedg@bHblderbe naned in the two sinultaneous nami ng

functions executed.,as part .of_ the . hmessage. The formis as foll ows:
<! ELEMENT | nst ruc?rihSRU e e sgee é&g%dﬁﬁm%‘?‘b‘tsé‘épﬂ%@@edﬂééi@é@ﬁ Antondment

G ant AmendneniransRenyild@deRhip isen QMihe REORARRS.

5 4104 Name To Order
The purpose of a Name To Order instruction is to name a To Order party in an
existing BBL record.
An endorsement chain record is made if as a result of the instruction the Holder
is also the To Order party. An endorsement chain is returned only when a Bearer

10 Holder names himself the To Order party and then returned only in the Sender result.

10.5. e

The purpose of a Name Consignee instruction is to name a Consignee in an

existing BBL record. When a Consignee is named, the BBL becomes non-transferable.

15 An endorsement chain record is made if as a result of the instruction the Holder
is also the Consignee. An endorsement chain is returned only when a Bearer Holder or

the Holder who is also the To Order party names himself the Consignee and then

returned only in the Sender result.

20  4.10.6. Blank Endorse
The purpose of a Blank Endorse instruction is to blank endorses a transferable

BBL that has a named To Order party.

4.10.7, Enforce Pledge
25 The purpose of an Enforce Pledge instruction is to make the Pledgee Holder the
Holder and To Order party (if one is named) of a transferable BBL, in an existing BBL
record.
An endorsement chain record is made if as a result of the instruction the Holder

is also the To Order party. An endorsement chain is returned only in the Sender result.
30



Surrender ) > 40 4.11.3. CreateBBL The CreateBBL instruction has the
following form WD 00/55774 PCT/ GB99/03091 -113 <! ELEMENT Creat eBBL"
Docunent I D, BBLType, Oiginator, 5 SurrenderParty?, Shipper, Holder,

(Bl ankEndoggfoksr7£ O der ( Consignee ) ) > 10 <! ELEMENT (RI D,
General | D, Vers%on"g) > <I ELEMENT BBLType EMPTY > <! ATTLI %@E@Z}%@Type

Transferable ( NonTransferable ( ILLEGAL) "ILLEGAL" > 15 <! ELEMENT
Oiginator ( RID) > <(ELEMENT SurrenderParty ( RID) > <( ELEMENT
Shipper ( RID) > <! ELEMENT Holder ( "R® ) > 20 <(ELEMENT Bl ankEndor se
EMPTY > <IELEMENT ToOrder ( RID ) > <!ELEMENT Consignee ( RID ) > 25 The
mandatory figldg' ol sed to ensure the consistency of the BBL. |If
the BBLType IS ransterable, the BBL can be Bl ankEndorse or a ToOrder

party can be nanBt. pulifos¢ éfer BBBLEEY pmendsnenNmsTircams fseo eqlisst the Ari€mawt gnee party

st be narrgrgléndgtge ﬁBE]fhaltlis rewgte to an existing BBL record.

An endorsement chain is returned for each of the eBLs to be amended.
5 Amendments can be requested to “split” a BBL (creating 2 or more BBLs from
1 original) and to “combine™ a BBL (creating 1| BBL from 2 or more originals),

meaning that multiple BBLs can be sent to the Title Registry for this instruction.

4.10.9. Grant endment
10 The purpose of a Grant Amendment instruction is to grant the amendment by
updating or creating BBL record(s) in the Title Registry.

Regarding attornment notices, for an eBL with a new version number, an
attornment notice is sent if the amendment removes a To Order party or Consignee
who was not the Holder. For an eBL with a new eBL identifier, an attornment notice

1S is sent for each eBl. amended except when the Holder is not the To Order party or
Consignee.

Regarding endorsement chain records. for an eBL with a new version number,
no endorsement chain record is made. For an eBL with a new e¢BL identifier, an
endorsement chain record is made for each eBL amended when the Holder is also the

20  To Order party or Consignee.

Regarding return of endorsement chains, this is performed for an eBL with a
new version number. For an eBL with a new eBL identifier, the endorsement chain is
returned for each eBL amended when the Holder is also the To Order party or

Consignee.

o)
w

Amendments can be granted to “split” a BBL (creating 2 or more BBLs from 1
original) and to “combine™ a BBL (creating 1 BBL from 2 or more originals), meaning
that multiple BBLs can be sent to the Title Registry for this instruction.

A BBL cannot be amended or created through the grant amendment instruction
to an end state (where the Holder is also the To Order party or the Consignee) unless

30  the request was made from an end state.



The nami ng function has the followi ng form <!ELEMENT Nanme Docunent ID, 35
BBLType?, Hol der, ( ToOrder ( Consignee | Bl ankEndorse )?) Pl edgeeHol der,
( ToOrder ( Bl ankEndor se )?) ~ ToOrder ! Consignee | Bl ankEndorse ) 40

<! ELEMENT PwodgyestHpl der ( RID ) > The nam ng function is acgeB®ygseeifunction
that is used to name all the roles on the BBL. The nam ng sub-functions
are specified as paraneters for the generic Nane function. WO 00/55774
PCT/ GB99/ 03091 -114 The BBL nust have, g,]ne and only one of To Order,

Consi gnee or Bl ankEndorse. It is possible to specify a new hol der and one
nore role in one nmessage. This is called a sinultaneous function. The

BBLType i s mandatBreyOvigiesto i derHolBirastk Fladiee Soladr GabtiHARE frotn Ipdramed.
Whien a Consi Qeet nacrlred %QE ELType nmust be ' NonTransferable' . Wen a
ToOrder part fugs H@a raenty fbe ditle Resiging Wikngraeiaie, an kEomEBNGES ifibt be

" Transf er abl ©riginkior | 1d0ORbMeP 88 S1obe (103 TRelds P'reelc}gcﬁl? 44! rgRBLs that
are either 10 Bl ankEndorse or for which eoOr de artygjlﬁé {}fgmecimt 4.11.

Enf or cePl edgémFH‘ém‘*é%force pl edge i nstructl on has the following form 15

<! ELEMENTs Enf or cePl edge ( Docunentl D ) > A Pl edgeeHol der can enforce a

pl edge. This inplies that the Pl edgeeHol der enters the role as Hol der and
ToOr der . Thei&&ﬂ.ﬂ-eﬁznm&m_ndimal ToOrder party was naned before the pledge

was enforced. 20 ItustAmandé'rent The request anmendnent instruction
has the fol | owing dnrmr‘];; s¢ Ol'a Deny Amendment instruction is to deny the amendment by

returning the BBL record(s) in the Title Registry to their pre-request amendment state.

10 witch t er
The purpose of a Switch to Paper instruction is to request the Originator to
create an original paper bill of lading from an original BBL.
After a Switch to Paper instruction, the BBL record is no longer active in the
Title Registry.
15
4.10.12. Surrender
The purpose of a Surrender instruction is to return the BBL to the Originator (to
fulfill the obligations in the contract of carriage).

After a Surrender instruction. the BBL record is now no longer active in the
20  Title Registry.

it i tructi Us
Title Registry instructions are included in SMSG sent to the message handling
unit. The TR DTD uses the same basic elements as the message handling unit DTD.

25  The definitions of general elements, such as RID and GenerallD, are exactly the same
as for the message handling unit and contain the same limitations on the data types.
Elements such as DocumentID and FreeText also conform to the standards specified
for the message handling unit. but are re-produced below for information the first time

they appear in the text.
30



<! ELEMENT Reauest Amendnent ( Docunent| D+, FreeText ) > 25 <! ELEMENT
FreeText ( #PCDATA ) > <I ATTLI ST FreeText xm :space (default | preserve)
"preserve" > The sender requests the Originator to amend the BBL. The
amendnment c¢ ither be a new version of the sane doc e or
nore new do%orrgoztggﬂcan be created. In the latter case the%ﬁﬁ%g’gﬁgﬁgnt i's
no | onger active in the Title Registry. W 00/55774 PCT/ GB99/03091 -115
The sender can ask for one of the followng three anmendnents: (1) One’
docunent to be replaced by a new one (d“za new version): (2) several
docunents to be replaced by one new docunent (a nmerge), where all
docunents in #hejRequesiys@nmendnent nust have the sanme originator: and (3)
one docunent to be replaced by 5 several new ones (a split). It is
possible to send iﬁ%ghﬁﬁ & ugednive pand ngessdpes dershel messtage chahdimgQuiigifsrat or  as
unstructured ot : g tifjication, of the .request_wil]l be
forwarded to t?({]rg%é;l g’ﬁaﬁg‘r‘% éad[sagd;)zi1 Ph%ﬁor% RAVRG A FET o e(ag&u%%%‘%t@)).
4,11-7. G ant Asewdioe stind Qledlirethg SMSG. Thefoeiss follsdsr uct i on has the fol | ow ng
form <!ELEMENT G ant Anendnment Request ID, G antDocunment+ ) > 15

<! ELEMENT Requestlidr(sdmericl D) > <! ELEMENT Grant Docunent Docunent | D,
20 BBLType, Sur rgnggrPaldiy?, Shipper, ( BlankEndorse | ToOrder

Consi gnee ) ) > 25sehh&, G ant Anendnent is issued by the Originator when it

accepts the Receiver *,
10 DeliveryAttr ?,
Urgent ?,
Reference =,
ApplicationAttr ?,
Document *,
15 FreeText ? ) >

For the Title Registry, the ApplicationAttr is as follows:

<|ELEMENT ApplicationAttr TRA >
20  <!ELEMENT TRA ANY >

2. _‘Name’ Instructio
The ‘Name’ instruction is a generic naming instruction for all functions naming
a party to the contract (including the ‘BlankEndorse’ function). This allows two parties
25  to be named in the two simultaneous naming functions executed as part of the same

message. The form is as follows:

<!ELEMENT Instruction (

CreateBBL |

30 Name |
EnforcePledge |
RequestAmendment |
GrantAmendment |
DenyAmendment |

35 SwitchToPaper |
Surrender ) >

4.11.3. CreateBBL

40 The CreateBBL instruction has the following form:



Amendnent Request and grants one or nore new docunments (or a new version of
the old docunent). It is only allowed to specify nore than one docunent in
the G antDocunent instruction when the hol der requested one docunent to be
repl aced by WQSSHE nore new ones (a split). 30 The RequeFCTABOMORwRNt i S
identified in the first paranmeter (RequestlD). For each docunment granted,
the roles and other attributes are specified in a descriptor

(Grant Docunent). The Originator role and3tihe Hol der or Pl edgeeHol der rol es
are defined inplicitly by the Request/ G ant Amendnent protocol: the sender
of the reques(tlmjj%I 1grrh((a: 3t:53 new Hol der (and the old Holder), and the sender
of the Grant Anengg@ngjjlg Thé WO 00/ 55774 PCT/ GB99/ 03091 -116 Ori gi nat or
of all the old an Bﬁfj{ge,new docunents. 4.11.8. DenyAnendnent The deny
amendnment i nstrucbiQAndras, the followng form 5 <!ELEVMENT DenyAmendnent (
Request 1 D5 ) > Thewskhgirbat9s, deni es t he Request Amendnent. The docunent
referenced in thehiReguest Amendnent instruction will no | onger be
suspended. 4.11. 983Gkt chToPaper 10 The switch to paper instruction has the
following form <I'E'ENERICTSH t EerFdPapeforsidoeunent | D) > After this
function jps exgeyted, the Qriginator has the resgonsi bility of 15
generating a paper version of the BBl Fhe"BBI°FS Mo | onger active in the
Title RegisthiysbRessddidsubecones Ended' ). 4.11.10. Surrender The

surrender instimeis0Bedtgse whge i ObhoWeRLh kO] Mu2Q a5l ELEYENT, Suir ender (
Docunment| D ) "zurEesnBBL is returned to the Originator, who nmust now conpl ete

its requdfrenents under the contract of carriage. The BBL is no |onger

active in the'FHRHFE ORgghaery! Rithe st atus becones "Ended'). 25
<!ELEMENT SurrenderParty { RID } >

<!{ELEMENT Shipper ( RID ) >
<!ELEMENT Holder {( RID ) >

20 <!ELEMENT BlankEndorse EMPTY >
<!ELEMENT ToOrder ( RID ) >
<!ELEMENT Consignee ( RID } >

25 The mandatory field ‘BBLType’ is used to ensure the consistency of the BBL.
If the BBLType is ‘Transferable’, the BBL can be BlankEndorse or a ToOrder party

can be named. If the BBLType is ‘NonTransferable’, a Consignee party must be

named.

30 4114, Name

The naming function has the following form:

< !ELEMENT Name (
DocumentID,
35 BBLType?,
( Holder, ( ToOrder | Consignee | BlankEndorse )?) |
( PledgeeHolder, ( ToOrder | BlankEndorse )?) |
( ToOrder | Consignee | BlankEndorse )

40  <!ELEMENT PledgeeHolder ( RID ) »

The naming function is a generic function that is used to name all the roles on

the BBL. The naming sub-functions are specified as parameters for the generic Name

function.



4.12 Title Registry Result PDUs The Title Registry delivers information
about the execution of a Title Registry instruction in a standard result
PDU to the nessage handling unit. For two elenents in the result

(Sender FeedRaGlsand Recei ver Feedback), the Title Regi st rym?iﬁb'%%ﬁ,g yspecific
30 information to the sender and to the parties to be notified. 00/ 55774
PCT/ GB99/ 03091 -117 The Sender Feedback is included in the BACK delivered to
the sender by the nessage handling unit. The Recei ver Feedback is included
in the FMSG del ivered to the sender bylthe nessage handling unit. See [1]
for full details on the BACK and FMSG The specific elenents in the BACK
and FMSG t hat rel i J - pr oduced_here for

i nformation. The ?*ﬁ%gﬁgglﬁlggérédegrgg% éli%c}elfs%g)r%[r’gcﬁlg glrgggeroégﬁaln& 5 t he
reception of a valtiscbos@BREo {pbeifyi avessholdef argiadne moFhivle @t ineéssed. Mhksiwded i n

t he FBRf del iceYlFeEi%Osli to t he ﬁ_lri %ignal sender by the nessage handling unit.
The speci fic “BIrefents IR HEBBRF and FBRF that relate to the Title

Regi stry are re- pTiedBBeUyfeisemdn@htoty RS ORBr, BifhiEndRselor §§§%E‘E gedback
The Title Registry delivers either positive or negative feedback to the
sender of > af®P¥#struction. Negative feedback results froman error

condition. Positi g t i itle Regjstry
instruction. The @eerg%ggﬁgfpds& (]iserﬁlﬁl\lélé’rtg%é?gq}’%e%@igg@h&ﬁ.f%rs%e@i&%%r ned to
the sender by Tdtkderesryds Named iongheuBBL . is BldrkEhddrse, NegBBLVgpeFmasibseck The
form of negat{-r\éés?sfgr%ngack is as follows: 20 <! ELEMENT Reason (
ReasonSour ce, ReasonCode, ReasonDescription? <!ELEMENT ReasonSource (

#PCDATA ) > <! ELEVENTorRegoesilode fanéPCOMEde}Hoider<trLENENThdreas aMRgscri pti on

( #PCDATA.) = <|ATTLI ST_ReasonDescri ption xm_:space ( default | preserve
25 "prese veBLa“LéHjé’rsﬁé’ég“éﬁV%&gragéof@r%Ié(dsP%S“‘?fl’enote the rel evant val ue added
application. For

4.11.3. orcePledge

The enforce pledge instruction has the following form:

15 <!ELEMENT EnforcePledge ( DocumentID ) >

A PledgeeHolder can enforce a pledge. This implies that the PledgeeHolder
enters the role as Holder and ToOrder. The latter only if a ToOrder party was named

before the pledge was enforced.

20 4.11.6 RequestAmendment

The request amendment instruction has the following form:

<!ELEMENT RequestAmendment { DocumentID+, FreeText ) >

25  <!ELEMENT FreeText ( #PCDATA ) >
<!ATTLIST FreeText xml:space (default | preserve) "preserve" >

The sender requests the Originator to amend the BBL. The amendment can
30 cither be a new version of the same document or one or more new documents can be

created. In the latter case the old document is no longer active in the Title Registry.



the Title Registry, the ReasonSource is always "TRA". The ReasonCode is a
nuneric value of the error intended to be used by client conputers. The
ReasonDescription is a 30 descriptive text of the error. Alist of error
codes is i voowkst4in Fi gure 41. The negative feedback is rEIaVGBRIONIEItO t he
sender in a BNAK by the nessage handling unit. The formof the BNAK is as
foll ows: <] ELEMENT BNAK 35 Snt Envel opel D, WD 00/55774 -118 Sender,
Reason, Time, ApplicationResult ?, 5 @iginalSignature > For the Title
Regi stry, the ApplicationResult is as }olloms: <! ELEMENT Appl i cati onResul t
TRA > - 10 <! ELEMENT TRA ANY > 4.12.1.2. Positive Feedback The form of
positive feedbacklhesseaderfah|ashvdor RETHEBROGNBADE thide athdndbAtNT(1) One

Sender Feedba i fiedParties? equest| D.?, struction, BBLInfo* >
<! ELEMENT No?‘uﬁf"u"g%fgg%? s Eac‘( | Doy oneLoryned e 1\#? Py grabdacrments toksner i ¢l D

) > <! ELEMENEpBBId Bf @ne DRoudsiinks? (a mefeep Teheke? all 2RcBEena A She RQidegti hat or,
SurrenderParty?, Shipper, .
Amendment must have the same originator: and (3) one document to be replaced by

5  several new ones (a split).
It is possible to send information concerning the amendment 1o the Originator
as unstructured (free) text. An identification of the request will be forwarded to the

Originator as part of the notification (RequestID).

411.7. GrantAmendment
10 The grant amendment instruction has the following form:
<!ELEMENT GrantAmendment |

RequestID,
GrantDocument+ ) >

15
<!ELEMENT RequestID ( NumericID ) >
<!ELEMENT GrantDocument (
DocumentID,
20 BBLType,
SurrenderParty?,
Shipper,
( BlankEndorse | ToOrder | Consignee ) )} >
25 The Grant Amendment is issued by the Originator when it accepts the
Amendment Request and grants one or more new documents (or a new version of the
old document). It is only allowed to specify more than one document in the
GrantDocument instruction when the holder requested one document to be replaced by
two or more new ones (a split).
30 The Request Amendment is identified in the first parameter (RequestID).

For each document granted, the roles and other attributes are specified in a
descriptor (GrantDocument).

The Originator role and the Holder or PledgeeHolder roles are defined
implicitly by the Request/Grant Amendment protocol: the sender of the request is the

35 new Holder (and the old Holder), and the sender of the Grant Amendment is the




(Hol der | Pl edgeeHol der), 30 ( ToOrder | Consignee )? EndorsenentChain? )
> <! ELEMENT EndorsenentChain ( EndorsenentEntry )+ > 35 <! ELEMENT
EndorsenentEntry ( Tine, ( ToOrder | Consignee )) > The NotifiedParties

are the Userwblos/sé7e4 whom the Title Registry automatically pgfRgsAkRT 2
reply based upon the instruction. The RequestID is a nuneric |c? ntifier of

40 a Request Arendnent. The identifier nust be used in the subsequent Deny
Amendment or Grant Amendnent to identify %rhe Request. The field is only
present in the ReceiverFeedback gener atle by a Request Amendnent
instruction. The Instruction is a copy of the Title Registry instruction

from the SMSGOrigimatdrnf all fiibidand FRew dotumdaRSSi bl e to understand the cont ext
of the reply. The BBLInfo provides the current WO 00/ 55774 PCT/ GB99/ 03091

-119 record of the BBL, including the relevant parties and the
Endor senent Chaild-8. ThisuyAnendentt i s used for Attornment information only. It

s generated when 88 &af Silldnell ina @il Rk NGO ARATTY f1as constructive

possession. The BBLState contal ns BBL ('active',
"ended' . 'suspended'). The Endorsenent Chain contains the entries 5 of all

contracting panti&sset A BL (excluding the Shipper) and the tinme of
endor senent. The posi t?ryég E%e tag)léeff%esaﬁqgi)v%red to the sender in a BACK by

the nmessage handling unit. The formof the BACK is as follows: 10
<! ELEMENT BACK Snfmmﬂimld&lies e IRtQhest ARRASAKt. The Bourkent referenced in

ApplicationResulg ? Original Signature > For the Title Registry, the
Appl i cat i onRezkﬁll%eq}'ésSt égle‘i“g‘i‘ﬂ“b\ﬂ‘ét?m‘%w@! o lengENTe sappshdledat | onResul t TRA >
4119 Switc a

10 The switch to paper instruction has the following form:

<!ELEMENT SwitchToPaper ( DocumentID ) >

After this function is executed, the Originator has the responsibility of
15 generating a paper version of the BBL. The BBL is no longer active in the Title

Registry (the status becomes ‘Ended”).

4.11.10._Surrender

The surrender instruction has the following form

20 <1ELEMENT Surrender { DocumentID ) »

The BBL is returned to the Originator, who must now complete its
requirements under the contract of carriage. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended’).

25

4,12 Title Registry Result PDUs

The Title Registry delivers information about the execution of a Title Registry
instruction in a standard result PDU to the message handling unit. For two elements in
the result (SenderFeedback and ReceiverFeedback), the Title Registry delivers specific

30 information to the sender and to the parties to be notified.



<! ELEMENT TRA ANY > 4.12.2. ReceiverFeedback The Title Registry delivers
Recei ver Feedback to the nessage handling unit in 25 the followng form

<! ELEMENT Recei ver Feedback RequestID ?, Instruction, 30 BBLInfo* ) > The
i nf or mat i onwomasamsaned is identical to the positive Sender begdagdsoon
4.12.2.1. ReceiverFeedback in the FMSG 35 The FMSG i s sent to the naned or
notified receiver(s) upon validation (wthin the nessage handling unit and
TR) of a SMSG The Title Registry Rece_il 2r Feedback is included in the
FMSG The formis as follows: < ! ELEMENT FM5G 40 FwdEnvel opel D WO 00/ 55774
-120 Snt Envel opel D, Sender, Receiver, Urgent ?, OherReceiver 7, Tineg,
ExpiryDate, Ref efBn8endérFeeddnqX is Gludedlihive BACK LOlivoRaUoaRd sehigalaxt 2 ) >
For the Title Regi trﬁ, t he plicationinfo is as follows: 15°<I'ELEMENT
Appl i cati onl mcasaﬁ-%xd ng P NRecerpeal egdfjack is included in the FMSG delivered to

the sender by the message handling unit. See [1] for full details on the BACK and
FMSG. The specific elements in the BACK and FMSG that relate to the Title Registry

5  are re-produced here for information.
The Title Registry also issues a standard result upon the reception of a valid
SBRI (business refusal). The result is included in the FBRS delivered td the original
sender by the message handling unit. The specific elements in the SBRF and FBRF
that relate to the Title Registry are re-produced here for information.
10

4.12.1. SenderFeedbac

The Title Registry delivers either positive or negative feedback to the sender of
an instruction. Negative feedback results from an error condition. Positive feedback
results from a validated Title Registry instruction. The feedback is delivered in the

15 BNAK or BACK returned to the sender by the message handling unit.

41211 Negative Feedback

The form of negative feedback is as follows:

20 <!ELEMENT Reason ( ReasonSource, ReasonCode, ReasonDescription? ) »
<!ELEMENT ReasonSource ( #PCDATA ) >
<!ELEMENT ReasonCode ( #PCDATA ) >
<!ELEMENT ReasonDescription ( #PCDATA ) >

<!ATTLIST ReasonDescription xml:space ( default | preserve )
25 vpreserve's

The ReasonSource is used to denote the relevant value added application. For
the Title Registry, the ReasonSource is always “TRA”, The ReasonCode is a numeric
value of the error intended to be used by client computers. The ReasonDescription is a

30 descriptive text of the error. A list of error codes is included in Figure 41.
The negative feedback is delivered to the sender in a BNAK by the message
-handling unit. The form of the BNAK is as follows:

<!ELEMENT BNAK (
35 SntEnvelopelD,



PCT/ G899/ 03091 4.12.3. Business Refusals The Title Registry enploys the
busi ness refusal, PDUs wused by the nessage 20 handling unit. A user sends
a SBRF to refuse a Title Registry instruction, and the nessage handling
unit forwar F after processing by the Title Regi st

associ at ed t;ﬁ)e@/.sgﬁslz. 3.1 SBRF 25 The SBRF is used by theh\r!’lggg?%’/dggmof- a
FMSG wth a Title Registry instruction to unwind a contractual state. The
Title Registry will only accept a SBRF froma party that is both the

Hol der and To Order or Consignee, and th&n only when (1) the SBRF was
issued within 24 hours of the related BACK; and (2) no other valid
instruction was s&derrelating to the identified BBL. 30 The form of the
SBRF is as foll owseasshELEMENT SBRF Snt Envel opel D, Sender, 35 DeliveryAttr
Urgent ?, SMSCGEnvsieopel d, Busi nessReason <! ELEMENT Busi nessReason
(#PCDATA) > 40 <! AfPERE3eSInBasitnessReason xml : space (default preserve)

" preserve”> WO 00P5S 7 SPETFEBID/503091 -121 After validation of a SBRF by
t he nessage handling unit and Title Registry, the nmessage handling unit
will issue a : =F e receiver(s). 4.12.3.1.
FBRF 5 The Iggéggiﬁs&cé%gt@’gﬂﬂ% %‘ﬁggr?gég‘ggig“sr@#’m@i ng unit upon reception of
a SBRF and gl%glggrrg ponselirqp1the Title Registry. The FBRF is forwarded
by the _rrq@sageELﬁglpld[;‘ﬁE CIMPTfo t ¥ 3ender of the SMSG that has been
refused. The formof the FBRF is as follows:

412,12 ositive Feedback

The form of positive feedback is as follows:

15 <!ELEMENT SenderFeedback ( NotifiedParties?, RequestID?, Instruction,
BBLInfo* ) >

<!ELEMENT NotifiedParties ( RID )* >
20 <!ELEMENT RequestID ( NumericID ) »

<!ELEMENT BBLInfo ¢
DocumentID,
FreeText?,
25 BBLState,
Originator,
SurrenderParty?,
Shipper,
({Holder | PledgeeHolder),
30 { ToOrder | Consignee )?
EndorsementChain? ) >

<!ELEMENT EndorsementChain { EndorsementEntry )+ >

35  <!ELEMENT EndorsementEntry ( Time, ( ToOrder | Consignee )) >

The NotifiedParties are the User IDs to whom the Title Registry automatically

generates a reply based upon the instruction. The RequestID is a numeric identifier of

40 a RequestAmendment. The identifier must be used in the subsequent Deny
Amendment or Grant Amendment to identify the Request. The field is only present in

the ReceiverFeedback generated by a RequestAmendment instruction. The Instruction

is a copy of the Title Registry instruction from the SMSG. The information makes it

possible to understand the context of the reply. The BBLInfo provides the current



10 <! ELEMENT FBRF  FwdEnvel opel D, Snt Envel opel D, Sender, Receiver, 15
Ugent ?, OherReceiver ?, Time, ExpiryDate, SMSCGEnvel opeld, 20

Busi nessReason, Applicationinfo ? ) > After reception and signature

val i dat i on wb ob/ks374-BRF, the receiver is required to retupor/eBidistsr The
FBRF cannot be refused by a SBRF. |If the FBRF signature is 25 invalid and a
UNAK is returned, the Title Registry will not negate the unwind perforned
in accordance with the SBRF. 4.13. Tithg.Registry Functions and Parties The
tabl e of Figure 32 provides a summary of the functions available in the 30
Title Registry and which party can exercise each function. To provide a
conpl ete destspidpefi ba,BRle lhdutbmdéfel neédaraldartpesasd Iohee EpdmmieheatChains T parti es
that can exi st . ne referr to as "states" and covering
the top part%oeflrﬁ%és Sﬁghr At&’ﬁ’ﬁ“ 'T{?Hﬁll F’&H Eﬁi“fré‘ﬁfié" fha Egehokt at e
(covered in taxlnelsbmmb@rmgaav hasQBnitﬂﬁ@er §§e§saon-.ﬁfll% BBDSERVbRhLOMS sHREHr ar e
O=Originator; SP=Surrender Party, S= er; H=Hol der; 35 PH= Pl edgee;

TO=To O der: teHRInEAgivee enfek eP‘FSP?TQie@&) Eh@ﬁéﬁ‘ﬁ@@ﬁﬂ@ﬁtﬁmﬁeenmm e of

Fi gure 32; h Par /

PCT/ GB99/ 03031 oA Eoo UL g Res B ¥ BBL el hudtll W Shippdt 0 E‘?g‘é“eee%m der .

3: The Pl edgerdoptsingely cannot nane itself the To Order party if it maintains
the pledge. The positive feedback is delivered to the sender in a BACK by the message

handling unit. The form of the BACK is as follows:

10 <!ELEMENT BACK !
SntEnvelopeID,
Sender,
Reason,
Time,

15 ApplicationResult ?,
OriginalSignature ) >

For the Title Registry, the ApplicationResult is as follows:

20  <!ELEMENT ApplicationResult TRA >
< |ELEMENT TRA ANY >

4.12.2. ReceiverFeedb

The Title Registry delivers ReceiverFeedback to the message handling unit in

[}
W

the following form:

< !ELEMENT ReceiverFeedback (
RequestID?,
Instruction,
30 BBLInfo* ) »

The information contained is identical to the positive SenderFeedback.

2.2 eive
35 The FMSG is sent to the named or notified receiver(s) upon validation (within
the message handling unit and TR) of a SMSG. The Title Registry ReceiverFeedback
is included in the FMSG. The form is as follows:

< | ELEMENT FMSG (
40 FwdEnvelopeID




4: The Pl edgee Hol der can only nane a Consignee if it also nanes the Hol der
5 through sinultaneous instruction. 5. It is not possible to grant to an
end state (HETO or H=C) or with a Pledgee Hol der unless the request was in
an end st at ewonossxs froma Pl edgee Holder. 4.14. Title Req;égé%gﬁmpti ons
and Conditions 10 Figure 33 provides a summary of the functions available
inthe Title Registry and the conditions that apply. Refer to Figure 32 to
determ ne the functions available to specific roles. The abbreviations
used in Figure 33 are as follows: |ID -“lEdcunent 1D (eBL identifier). 15 T
- BBL Type (transferable or non-transferable). O - Originator. SP -
Surrender Party. SncEnbhliopger,. H - Holder. 20 PH - Pl edgee Holder. TO - To
Order party. C - ESswsikgnee. B - Bl ank Endorse. RAID - Request Anmendment

I D. 25 Referring t8®theemsuperscripts in the table of Figure 33: 1. The

| ssuer and :Opti onagz ﬁgﬁ'es must conformto the rules defined in Figure 32
and acconpanying text" Z°"1¥ optional party is included. WO 00/55774

PCT/ GB99/ 03091 - 123,;3,p.Ihi s includes sinmultaneous Name Hol der and Name To
Order or Nane Congé@p&e.instructions. The business refusal cannot be
issued if the Hol desprdessodiate ¢change as a result of the instruction. 4:
The Origi &t or andrc¢dweedtdol der or Pl edgee Hol der cannot be altered fromthe

FreeText ? ) >

For the Title Registry, the Applicationlnfo is as follows:

15 <!ELEMENT ApplicationInfo TRA »>
<!ELEMENT TRA ANY >

4.12.3. Business Refusals
The Title Registry employs the business refusal, PDUs used by the message
20 handling unit. A user sends a SBRF to refuse a Title Registry instruction, and the

message handling unit forwards a FBRF after processing by the Title Registry to the

associated user.

4.12.3.1 SBRF

25 The SBRF is used by the receiver of a FMSG with a Title Registry instruction

to unwind a contractual state. The Title Registry will only accept a SBRF from a party
that is both the Holder and To Order or Consignee, and then only when (1) the SBRF
was issued within 24 hours of the related BACK; and (2) no other valid instruction was
sent relating to the identified BBL.

30 The form of the SBREF is as follows:

- <!ELEMENT SBRF (
SntEnvelopelID,
Sender,
35 DeliveryAttr 2,
Urgent ?,
SMSGEnvelopeld,
BusinessReason ) -
<!ELEMENT BusinessReason (#PCDATA) >
40 <!ATTRLIST BusinessReason xml:space (default|preserve) ‘preserve’s



5 original BBL(S). 5: Returned only in the sender result 6: One for each
eBL to be anended 4.15. State Managenent 10 The Title Registry actively
manages the state of each BBL relative to four functional elenents: (1)
del i very of wexop/is§7ment notice; (2) all owance of business pceGBS%I3p91( 3)
creation of endorsenent chain records: and (4) delivery of endorsenent
chain records. Figures 31 to 37 provide the conplete and definitive rules
regarding each of 15 these elenents. These tables take precedent over any
apparent contradictions with the text above. Figures 31 to 37 describe
novenents fromone state to another, and as the result of each novenent,
the action of theAfet vaidReyi o SPRIdlyalid raesdge hidtling onit arel BIERESstry, thee
exception to I;tlpsisasgeihsd'.n the Create Crlﬁ{)t ges there is_no previous state. 20
The abbrevi atTone: Gabd f HVENMJUPRE 2 BGRytodhe sepder gad 2 BBRE fsthe reppiver(sBear er
Hol der. PH - Pl edgee Bearer Holder. TO - To Order party. C - Consignee. 25
A - Delivery of attornment notice. B - Allowance of business refusal. R -
Creation of - ain record. D - Delivery of endorsenent chain

(only applg cabl e : I exists). WD 00/55774

PCT/ GB99/ 03091 _ﬁﬁﬁﬁu |‘?§Q%€E§Fuﬁ‘t@}“§s%§¥‘s dfigie P’EL%%"“HS“BB?‘} rﬁg%lﬁ%ti ve to
t he att or nnerand gotli¢ egspdygs irmmgbe Title fRegialry. athe FBREGE $@Wverabd b RImksglpeat i on
and delivery r |t of this s hange. A bl ank box or cell

oigni fies t haRndiheiui o fne Senger ¢ the SH5 bl B Ehtesed He domruohher BRE of her

Unl ess speci fis eafollywsnot ed, the tables cover only receiver information and
do not reflect sender information.

10 <IELEMENT FBRF (
FwdEnvelopelD,
SntEnvelopelD,
Sender,
Receiver,

15 Urgent ?,
OtherReceiver ?,
Time,
ExpiryDate,
SMSGEnvelopeId,

20 BusinessReason,
ApplicationInfo ? ) >

After reception and signature validation of the FBRF, the receiver is required to
return a UAck. The FBRF cannot be refused by a SBRF. If the FBRF signature is
25 invalid and a UNAK is returned. the Title Registry will not negate the unwind

performed in accordance with the SBREF.

13 Title Registry Functi | Parti
The table of Figure 32 provides a summary of the functions available in the
30 Title Registry and which party can exercise each function. To provide a complete
description, we have defined all possible combinations of parties that can exist in a
BBL at one time (referred to as “states” and covering the top part of the chart) and the
functions available with each state (covered in the bottom part of the chart). The
abbreviations used are O=Originator; SP=Surrender Party; S=Shipper; H=Holder;
35  PH=Pledgee; TO=To Order; C=Consignee.
Referring to the superscripts in the table of Figure 32:

l: The Surrender Party role is optional.



4.15.1. Create As shown in Figure 34, when a BBL is created, the only
relevant elenent is the 10 attornnent notice, and then only if the BBL is
created with a Bearer Holder. 4.15.2. Nanme Hol der and Pl edgee Hol der Figure
35 rel ati ng Wy@odfae4Nane Hol der and Pl edgee Hol der i ncl udei,d}lfgg; 15! der and
Nane Pl edgee Hol der instructions. Figure 35 also makes a di's |nc?| on

between two cases that occur as a result of the instruction, nanely cases
when the Hol der or Pl edgee Hol der does not change (signifi ed by "0") and
cases in which the Holder or Pledgee HdF&er is a new party (signified by
"1"). 4.15.3. Nanme To Order Consignee and Bl ank Endorse 20 Figure 36, the
Name To Order 5. Congj i ncludes Nanme To Order,
Name Consi gnee andﬂé(?lgﬁlger%n 8&%&5%@?‘3&?@89;@&{? gure 36 does not include
t he sinul tanedus i bt Pladger Ghoddet bamhotaragediow i niedTé mrda:r pepaltaf mainegsitg. The
superscript 1 'rc]o%:i gure 36 indicates that the endorsenent chain is

del i vered onI h the Sender result. 25 4.15.4. Sinultaneous

I nstructions Bt gur hSPletigee Hdldbkan biiglingmt aNCorkizeANOAEN s B 1oMEd

si mul t aneoys i nsgglr uctions. A first group of all owed si mul t aneous

i nstructions AFRUEY SUBHENGANE insWuckPn.a Name 30 Hol der instruction with either
(1) a Nane ToDOrdertl t I th) 5

PCT/ GB99/ 03091 - 125 fgitt}{oﬁ%%lfﬁgra& t @ n ?JQ qﬂanw%ngor\s/ge?\g%{sf‘%%'ﬁ?

Anot her al | owEtldspwies aftei requestavagin anwlan@stﬁlieedg'eefrmwmdgaer}mlddnctl on

sinmul taneous with a Nanme To Order instruction. Figure 37 also nakes a
distinction b tlwee. t WO cas S that occur as a result of the instruction:
first when theéeti £ * B8s not change (signified by 5
"0"); andlsecond vuh fire 3 rdwdeé@rsu@ﬁml%l '
(signified by "I"). g4 15%5 Enforce Pl nggiﬁ?@&‘?gc%mﬁ“ ?%gugé:ﬁ%%éryhandl i ng
of an Enf or ce ® Wagendities that eprbn RefarénFighare 21p detemnim id denciionstavaitibleon i s

i ssued, the ogpy yetifl Ryant el ement is the endorsenent

The abbreviations used in Figure 33 are as follows:
ID — Document ID (eBL identifier).
15 T-BBL Type (transferable or non-transferable).
O — Originator.
SP — Surrender Party.
S — Shipper.
H - Holder.
20 PH - Pledgee Holder.
TO - To Order party.
C - Consignee.
B — Blank Endorse.
RAID — Request Amendment ID.
25
Referring to the superscripts in the table of Figure 33:
l: The Issuer and Optional parties must conform to the rules defined in Figure 32
and accompanying text.

2: If optional party is included.



10 chain record which is created and delivered when the pledge is enforced
on a BBL that 'has a naned To Order party. The superscript 1 in Figure 38

i ndicates that the endorsenent chain is delivered only with the Sender
result. 4, 18o0058&7ant Amendnent with a new eBL. version 1PCFiqpey/e3eso

i ndi cates the handling of a G ant Amendnent instruction in the case that
there is a new eBL version. The Originator can only issue a G ant Amendnent
with a new eBL version when it is repl _aﬁij_ng one BBL with another BBL. In
this case, the endorsenment chain is carfied forward fromthe previ ous BBL.
In this case, the only elenents affected relate to an anmendnent that is

granted to a Bear dhisHokhides bihubtkte6ls N2fde ClASI8erafhdaNLAE NTE Wrdd?0bd KemkS Sent
if the To Order party or Consignhee is renoved. 4.15.7. Gant Amendnent with

r . . . :

a new eBL. i deWFBRIPSRICYense Throbysigtsoatuenl comet he HenedrifthefHademdagst nodnendnent
instruction idhaddas & aselt of halnsdfegse 1S a new eBL identifier. The Originator
uses a new eBL identifier to replace 25 one BBL, to conbine BBLs and to

split BBLs. 1% thdée Gsigietr apd therhnidentor Riedpezeldolderecagen ée atterdd iflomadhk

i nstances 4 n mhﬁh@rﬁ@ e is a Bearer Holder, a Pledgee Hol der or when the
Hol der is alsothe To der party or Consignee. In the latter cases, an
endor serent  hai Remgedndlyiis the sedtedsutnd del i vered. The superscript 1 in
Figure 40 indicates that en nultiple eBLs are returned with the G ant
Anendrent, miti pl@e & e be psnded 55774 PCT/ GB99/ 03091 - 126 noti ces
will be delivered, and multiple endorsenent chains records will be created
and delivered. 4.16. Error Messages 5 The result of the execution of a
title regi st@lEi—Fé%a&M-@ﬁ@éﬁm%én be positive a negative. Wen the result is

positive,igt he instpuetiOn cessfublby. Jf. the result is
negative, the instr ucttieoneérz%? %ggg%gﬁéﬁgéeé%(g@eu%g%,&aeﬁc gh¥er§!ﬁf1¥e g‘?egoélége is
returned to tiectigesh diemenpo (Meddivgr ofsatfomment cheted; @2 AYovayed @Mbusigdssi N this

case. Each I ror ds . described further with a reason source,
reason code gﬁtg?aﬁ’e(é 81%56(){,00# eng((’:r|§‘?”|%ftn|i n ﬁC&'iﬁlF’eang\iylﬂ F@’tv§rya%oF“8%'§?f?ﬁ“bes t he
errors a sencbksinmmyrdsecei ve as a result of validation errors or other

errors in the i ncgn‘i ng riresgage. Internal systemerrors in the
1gures 31 to 37 provide the complete “and definitive rules regarding each of

15 these elements. These tables take precedent over any apparent contradictions with the
text above.
Figures 31 to 37 describe movements from one state to another, and as the
result of each movement. the action of the Title Registry relative to the four elements.
The exception to this is in the Create chart as there is no previous state.
20 The abbreviations used in Figures 31 to 37 are as follows:
BH — Bearer Holder.
PH - Pledgee Bearer Holder.
TO —To Order party.
C - Consignee.
25 A - Delivery of attornment notice.
B — Allowance of business refusal.
R — Creation of endorsement chain record.

D — Delivery of endorsement chain (only applicable when an endorsement record

exists).



title registry or nmessage handling unit are not included in the list. In
all cases, the ReasonSource is TRA. 15 5. The Rul ebook As di scussed’
further above, each User agrees, as a condition of becomng a User of the

System to kwodmend by the provisions of a set of rules Waicg/opasfoesiodi fied

in a book of rules, referred to as the Rul ebook. The Rul ebook, and the
users' 20 contractual agreenent to it, underpins and enabl es the systemto
function as a support systemfor transggtl ons in property in that it
defines the |l egal significance of the ntents of the database records and
the |l egal effect of nessages, for exanple. For conpl eteness, the Rul ebook

i s now reproduged The Fitle. Rda@shdy thileh QB%cﬁ’d?)dreiam'@fopﬂh@taﬁ&r'rﬁ@nt]noillce iBadihdd t1 ons
Accept, Acceptance: In relation to a Certificate, to nmanifest approval of a

Certificate, reijffbprisndernement seqrd sreatign and@elivertasanessliohthisstaoychengzat i ng a
Digital Signature Verifiable 30 by reference to that Certificate. WO

00/ 55774 PCT/ GB99/03091 -127 Attachnent, Attached Docunent: See Docunent.
BBL Text: A Docurrﬁrtﬂar»Mbbxchr cefladgnifiss thenit isinltpmsiihle td\/bﬁﬁca@@n bl pghdni t and
recorded in thJrr 1 c%tl. lﬁ t he docunent a nponent of the

El ectroni ¢ BI° nef_safaf 24 %‘e(fﬁl)e RS FONFr Y e, Wéqu‘é‘é@l?ﬁ angfdogebds by a
Carrier for Qaﬂ[erct@g@rmforgﬁgon_S Bearer Holder: A User who is or becomes
designated a Hol der of a Bl ank-endorsed Electronic Bill of Lading
Beneficiary User: A User who is designated under a Docunentary Credit as

the party tq@omea%r to whose order, paynent is to be made or whose bills
of exchange are to e accepted and paid. 10 Bl ank-endorse: To render. by

t he process descr ﬁbé‘@"\fnnnfm@r@@ﬁewh@n m@Ban@mdr ths onlaneleahed¢mennisahddi | | of
Ladi ng Ca@ablaﬁo%efp n%{fgf fld tﬁénn& 1fpr)é lﬂﬁ,sxls re tl o gxf? gren]ﬁéYdel -der Central

System or System I Ness processes. and Higital
i nformati on system provi ded by the service pI’OVI der XYZ Ltd for
conmmuni cat i ng,

15.2. Name Holder and Pledgee Holder

Figure 35 relating to the Name Holder and Pledgee Holder includes Name
Holder and Name Pledgee Holder instructions. Figure 35 also makes a distinction
15 between two cases that occur as a result of the instruction, namely cases when the
Holder or Pledgee Holder does not change (signified by “0°) and cases in which the

Holder or Pledgee Holder is a new party (signified by “17).

3. Name er, Consignee a e

20 Figure 36, the Name To Order, Consignee and Blank Endorse chart, includes
Name To Order, Name Consignee and Blank Endorse instructions. Figure 36 does not
include the simultaneous instructions that are covered in a separate section. The
superscript 1 in Figure 36 indicates that the endorsement chain is delivered only with

the Sender resuit.

1.15.4. Simul S .
Figure 37 is a table indicating the handling of allowed simultaneous
instructions.
A first group of allowed simultaneous instructions are a combination of a Name

30 Holder instruction with either (i) 2 Name To Order instruction, (ii) a Name Consignee



Messages and Docunments and facilitating business transactions, and the

Rul es 15 governing both. Carrier: A User which contracts with another User
to carry goods by any neans of transport, regardl ess of whether the
Carrier is woaossmer or operator of the neans of transpoptTasesloson
Certificate: A wunit of information which, at a mninum (a) lists its

| ssuer by nane; 20 (b) lists a Public Key; (c) lists by nane or otherw se
i ndi cates a User which holds the Privatg Key corresponding to the listed
Public Key; (d) is Digitally Signed by itfs |Issuer, and (e) has the neaning
consistent with this definition ascribed to it in an associated

docunent ary figstmcti@erorri(ﬁir) e litnEfpesaUndtiucilde  Aebtadri MBsBd BosihmRans XYZ Ltd

and a User, g #l CE\%XEZ 25 Ltd acts as Issg@r of Certificates to the
User, and t he' Uaehedger Slolderiasipction fimplageoysygte Nams Tq Prdeninaisictionr ti fier: A
person [aut hori zegiduye 3Valsd-fdiles hQidiasiR YeRldeh kv BdseShbOoctSielsSy e;[{l\ of
Certlfler whi ch issued a particular Certificate is also terme

"] ssuer". Chaft EE¢rtpn: firstgrhep st Hojder an P&ékwd&mé@glmmm byange Ganifiedibyof t he
recei pt of s go r [ Qf,..whi ch
there is aD chg?)tsg?dg%?{@,Wl&? Irilk((=§'rFﬁ)tg eéﬁp%lg g@ q%i‘u‘?%‘ @ﬁggéﬁll )- 128

bareboat or dem se charter, concurrently in force in respect of the use of

the ship elth‘Fh 'fEOE tﬁ ﬁarre voyage (voyage charter) or for a period of
time (tine c f which the said carriage is to take place.

Consi gnee Hol der: Fiyuté®s indlicaldt tirNRAUSYofASE 6 PRIGSInGRARAbLYNSEARd Hol der
of an 5 Electronic Bill of Lading. Conmmunication Link: The digita

net wor ki ng corH&EE Pédes H’qu‘l%"’@éﬁﬂsrs'éﬂd dpsedynrelevapieclement g thes pnddrsbyerithe  User .
Consi gneetp A dHﬁﬁrreJQﬁﬁ\'fvﬁi@lﬂs%%aﬁﬁ a§&’&bwer@@ \Nﬁgn %r@%feﬁp@/ 1&&‘8&%& b g gBi% f,he party

to whom delivery of the goods nust rirer an
i ndi cating t Héislantlmﬂdl b, Qrder a@tynaﬂaﬁ Blm;rSErhract o FigrdBB8 |inditatdsatibngpe

non- transfer Q#Q{L?m?d 19 .1 °“l|‘é| {&tsé)g%lgg% a User to arole in the

Titl e Regi st ry | n re to°an Y of Ladi ng. "Designation"'
means the act of Designating or the state of

4,15.6 wi ew

15 Figure 39 indicates the handling of a Grant Amendment instruction in the case
that there is a new eBL version. The Originator can only issue a Grant Amendment
with a new eBL version when it is replacing one BBL with another BBL. In this case,
the endorsement chain is carried forward from the previous BBL. In this case, the only
elements affected relate to an amendment that is granted to a Bearer Holder in which

20 case an attomment notice is sent if the To Order party or Consignee is removed.

wi ew identifie
Figure 40 indicates the handling of a Grant Amendment instruction in the case
that there is a new eBL identifier. The Originator uses a new eBL identifier to replace
25  one BBL, to combine BBLs and to split BBLs. In these cases, attornment notices are
generated in all instances in which there is a Bearer Holder, a Pledgee Holder or when
the Holder is also the To Order party or Consignee. In the latter cases, an endorsement
chain record is created and delivered. The superscript 1 in Figure 40 indicates that,

when multiple eBLs are returned with the Grant Amendment, multiple attornment



havi ng been Designated. Digital Signature: A mathematical result cal cul ated
froma unit of digital information 15 and a Private Key, such that one
having the unit of information and the corresponding Public Key can,
through Veriwd gidsi-Qn, accurately deternine (1) whether thalwdiBbbe t| cal
result was created using that Private Key, and (2) whether tﬁe uni

i nformati on has been altered since that mathematical result was cal cuI at ed.
Docunent: A contract, bill, or other unit of substantive, often textual,
information 20 sent as a subdivided pa‘ll%G'of a Message. Synonyns:
Attachment, Attached Document. Docunent Identifier or ‘Docurrent | D': The
uni que | dent| fhb®des Qi o tem
Docunent ary For m of agecg?lt F*??gg%gﬁnkk égg&gz ?%}%ﬂe’?%%%gdaw”toe cﬁ‘ea
Certificate #ehvstdi zed by its issuer. 25 Electronic Bill of Lading (eBL):
A BBL Text together with its related Title Registry Record. Enroll,

Enroll ed: To becone a User of the Systemin accordance with the

Qper ati onal Sdndi cEBné&aviessapes . Head Charter: A charterparty contract, other
than a charter by m s bareboat 30 charter, between a Carrier, as
owner or dfPsponent gt 8# thy XRFUHOm 9 aakilst WQFI%@FN§§HV@G@/ B5ITivd a

PCT/ GB99/ 0309 fegatite? WEHAKE RS is pbPivel JH@th?@chifl his e Qb & su§ce§sml ho r the
pur pose of carrylsg,g cargo either for a specific voyage or Series

voyages or f oftedepdiris degagye. tthaviastrugtion hastret tbéqneqxecu@chMamw Imesmagentser ed

into a Head Charh&lo\Wid [ er who_i
becones si mul t aneous| y %ré(gﬁr%@k £de Pot E%I%?{fet )gsygﬁegx FE ‘EL}}?‘H%P%F— “; of an
El ectroni ¢ Bi h¢gavfe kmati rsgdescbﬂcblediefnnheA vidies reddon issurey, rRR60RBE MRISigat ed as

such who ik n gscgtnot he same tinme the To Order Party nor a Bearer Hol der
|ssue a Certificate™ To list oneself as Issuer in a Certificate and

Digitally Sign t haftwureemtusfsl Gt ®@scribed Bl eP0rs! ) sdnde PP LRESS 205 bSHUMNI
Certificates is. al.so termed a 10 "Certifier". Issuer: Wth reference to a

Certificate, THEENSTOF] Uother PR (G BgOPINg Mosyags-fiptemelsystem errors in the

tltle registry or message handling unit are not included in the list. In all cases, the
ReasonSource is TRA.
15
3. The Rulebook
As discussed further above, each User agrees, as a condition of becoming a
User of the System, to be bound by the provisions of a set of rules which are codified
in a book of rules, referred to as the Rulebook. The Rulebook, and the users'
20  contractual agreement to it, underpins and enables the system to function as a support
system for transactions in property in that it defines the legal significance of the
contents of the database records and the legal effect of messages, for example. For

completeness, the Rulebook is now reproduced.

25 itions e
1.1, Definitions

Accept, Acceptance: In relation to a Certificate, to manifest approval of a Certificate,

whether expressly or by implication such as by creating a Digital Signature Verifiable

30 by reference to that Certificate.



Message: Any conmuni cation, docunent, notice or other information sent

t hrough the nmessage handling unit and in a format descri bed herei nabove.
Message Handling Unit: The nessagi ng system naintai ned as part of the
Central 15VEGY¥88M by the Service Provider, as descri bed PESI/eBI9B$e.
Notice of Revocation: In relation to a Certificate, a statenment by the

| ssuer of a Certificate or a person authorized by the Issuer that the
Certificate has been Revoked. Operati.pg.Procedures: The document by that
title. (The Operating Procedures are substantially as hereinbefore
described in the detail ed description of the present patent 20

speci ficati oA}tﬂCl@Q—!ﬁaMt‘mhatl Dpeyingent: $¢ﬂi§®umantts of the Operati ng Procedur es

whi ch cont ai r’rf\&qacgn ROV VI S| gnns( )W{St Qm mrtOIE c8?1s?$ea£[f‘ dg‘g% o corrpl y.

Qper ati onal Service rac ard andach User
and XYZ Lt d;‘ecaﬁeda.hiﬂhd@dlefﬂ‘egmr\t hsnﬂie tecuirieilry dmpBhad gLt BMcHetic Bﬂ\l dser who

is or becone Si e Pl edge d Hol der _sinultaneously.
Private Key: fﬁﬁig 19%{/1&55?&30‘?@@ *PHICIEGY gﬂte&"ag%li’yeaai:@’%f fpy riage bsFegnat ur e.

Public Key: Bifrekemidet: A MY whaid ort3&inds AeNBifatdids Bo e.
Rel yi ng Partéh= 'Fhe ger son Veri fylor{g a Di gletgr[al Si gnalt&tj?)gtaegmﬁyéﬁgggégn the 30
§

repr esent at i Bl¢stromic Billodledipg cate, or both. WO 00/ 55774 PCT/ GB99/ 03091 -130

Revok I t I
of Cort 1 cabgaunefy Uaf £Rler kb FRShl btk B bbb bt b Gty oe

t hat they (emc\hhm,omgwhdrsem)dearpeymﬁembead ;made or e8I df@zaﬂng%rwé@prl ate
i nquiry. Rul 0ok, or Rul ebook: The Rul ebook, as anended fromtine
5 Botraridgien

to tinmne, VSR "rel ationship between Users and their use of the

System $ea Bhinlkdnldorsés Do GerHARN by th’,%t;b@cfessi desdtivad BBihe Tipétarifd PrdcedteR, s Del i ver y-
Order, which__ is such g receipt for goods as contains or evi dences a
contract for EleREOHGBY of fadipg ca@é@agftrmf%@apbm dedignstipy plessney Hgddar. t 0 whom

delivery of EogrH090Ser: Sort Q ma Mondl or, W th that
contract. 10 Serrw cgs;te T%e %’;e?f&\]/l cgge ?&B%F@ @@%&ée@ andLI?gitﬂt ré%gﬁfgt%ﬁe System

and speci fi ethf¢rmatipre system provided by the service prov1der XYZ Ltd for communicating
Messages and Documents and facilitating business transactions, and the Rules
15 governing both.
Carrier: A User which contracts with another User to carry goods by any means of
transport, regardless of whether the Carrier is the owner or operator of the means of
transport used.
Certificate: A unit of information which, at a minimum: (a) lists its Issuer by name;
20 (b) lists a Public Key; (c) lists by name or otherwise indicates a User which holds the
Private Key corresponding to the listed Public Key; (d) is Digitally Signed by its
Issuer, and (e) has the meaning consistent with this definition ascribed to it in an
associated documentary form.
Certification Account: The relationship between XYZ Ltd and a User, in which XYZ
25  Ltd acts as Issuer of Certificates to the User, and the User acts as Subscriber of those
Certificates,
Certifier: A person [authorized by XYZ Ltd] to Issue Certificates to Users. The
Certifier which issued a particular Certificate is also termed its “Issuer”.
Chartered Bill of Lading: An acknowledgment by a Carrier of the receipt of goods

30 for carriage on board its ship in respect of which there is a charterparty, other than a



Oper ational Service Contract. Shipper: User which is the original
contracting party with whoma Carrier enters into the contract for the
carriage of goods by sea. Ship's Delivery Order: A Docunent, other than a
BBL Text or wo tess7Maybill, which 15 contains an undertakiﬁq.,‘%]@g/gﬁ“ ver
identified goods to an identified User, given under or for the purposes of
a contract of carriage by sea of those goods or of goods which include

t hose goods Signed: Properly digitally Isji'ggned, which is to say, bearing a
Digital Signature which can be Verified™lsing the Public Key listed in a
Certificate Issued by XYZ Ltd and 20 which was a Valid Certificate when

the Digital Shgpatuciaienas cBARACOurSUISS FIrliSh resPecdf HO e Withel shipl SiRAL i i €d
in a Certlflc?te as holding a private ke%/ that corresponds to the. Publ i c
0]

Key |isted i nf4HAT Sae Y9¥pee Gtowage shasigsiserr foparperigd of tisw (timemberta) witsinbj ect "

in technical &h@ﬂ@@rsgig.ca,ﬁgéerigqu%{?: ;g€ presentation of an Electronic Bill
of Lading to the Carrier or anot drooo25 User appointed by the Carrier, in

accordance wi fhnsignee Eoddent A dlsed sifRuliaesusly Mesipnteed ds@onsipiediand Heldevgray Of the
goods at the gp . hhe.carriage by sea. Surrender Party: A User who is or
becones Desi gna?‘é Ca%msotljgﬁé"éﬁd thereby identified as the person to whom

t he El ectroni CoBmunicatioh hihikn TheuigitaldewHESEEInAEibPto tROE &R }e'ngtgr of the
goods at the g?a%lfﬂ%d%ﬁ g%reri age by sea. WD 00/55774 PCT/ GB99/0 -131
Titl e Regi strys: ‘enf's central electronic repository of information

used in tradeCofsighesaBl RN Desidalkd heshR ke HIADS idetliflied ) iPRLNY and
El ectronic Bills of Ladi ngﬁ.ﬂ‘l’he Title Registry 1s an appel I catlon operated
by XYZ Ltd prdbiver 9§ thergoodfermuss be made by) the Eamisuard aldoandicatiog iteristesittnab i Ng t 0

hol der shi pyp an r fn:El ‘oni ¢ . Bills.,of Lading; 5 (b) maintain a
record of thelqgl%ea{tﬁﬂglfe‘ggon%u%lrﬁ é’ﬁgéd’gfgené) 'rtrc")lﬁslf?:ra Flls of Ladi ng; and (c)

mai ntai n an aBepignate: dTd nanfe aeppdimgUset fofn Bleah el B ReNitE iBirtlhtfonah ab-adi Ng.
Titl e Regi st r%lc%t %}clr:?{ﬁti gn _Ingtructjop: The portion of ‘a Type Header which
directs the TrEl8 rEgicdLading o ssiensnony mepnsifieact f Pasigatpgee the state of

i nformati on ilmving®edh Dédsegne@i stry Record for a specified Electronic Bill

of Lading. 1 .Tltlse Regi stry Record: The structured information in relation
to transacti ofigital Signature: A mathematical result calculated from a unit of digital information

15  and a Private Key, such that one having the unit of information and the corresponding
Public Key can, through Verification, accurately determine (1) whether that
mathematical result was created using that Private Key, and (2) whether the unit of
information has been altered since that mathematical result was calculated.

Document: A contract, bill. or other unit of substantive, often textual. information

20 sent as a subdivided part of a Message. Synonyms: Attachment, Attached Document.
Document Identifier or “Document ID”: The unique identifier of a Document sent
into and tracked by the System.

Documentary Form of a Certificate: A textual interpretation of a Certificate
authorized by its Issuer.

25  Electronic Bill of Lading (eBL): A BBL Text together with its related Title Registry
Record.

Enroll, Enrolled: To become a User of the System in accordance with the
Operational Service Contract.
Head Charter: A charterparty contract, other than a charter by demise or bareboat

30  charter, between a Carrier, as owner or disponent owner of a ship and another User as



involving the Electronic Bill of Lading after its creation kept in the
Titl e Regi stry and linked to the BBL Text. Transport Docunent: Any
Docunent originated by a Carrier which is either a Sea Waybill or a Ship's
Delivery Owewossts® To Order Party: A User Designated as sSechGBS®®3#93 not
al so designated as the Holder of the Electronic Bill of Lading. Type
Header or Header: The part of a Message that indicates its type and
function within the Systemand conveys;glata into the Systenmis |ogs, User
Dat abase, Title Registry, and other records, and, in sone cases, pronpts
one or nore actions by the 20 System Unique, Uniquely: Wen used of User
or Document klisigrer.fiprthe oge qfltﬂveﬁandm'rstsbilptfordhe purpakatodi bargyend daedockithérfer ¥al ue of
an | TU X. 500 dlrtecctor(% attrlb 7 imlar ttemof data, nmeans that the
TET'S7 RS TH° "r‘?é aﬁf?’ f’ﬁa%e"é?ﬂg fPfed range and no equal or

content or va ue |

i dentical comteadChartered! UWEURXIVES BasWhieRdt it B#Mead GRBR: WRh ¥8Gfier. A PErson who
has Enroll ed as a user of the System User Certificate: A Certificate

listing a Publaldergeprdered Veerwhpils gr hepemeyisiniltsneousy drsignated bath &doMessage

D gital 1sSi Rt BiepdS 6l an iGfonf i ARAE i Ne T eCOr ds concerning Users
kept in the System Usef Division | dent The optional portion of a

User |denti f HaldeghiscdPser whie sar gom8ODchigratet mamcl;l wiilD Vs rek @inhe sutledimeithd on, or

ot her part o ingent | fi er's organi zati on. WD 00/55774
PCT/ GB99/ 030 ﬁ?td.‘lgeﬁgﬁ{é&aﬁ }J{g f?u er: A name Uniquely identifying a User

wi thin the SysuemCetficaté:dBotlist dreseiffstionsd ian CifigtadidamiganResigethady a User
Representativye to a Uger | dentifier for the caonveni ence of the User and

wi t hout si gnifTttSfee PoPDiNeln e tusinesssl Ispypg Siertifietes Udeplspuprnsd 4 ssued
fromtimgoby“¥¥énét’d generally to all Users. 5 User Support Resources: The
online information and functions provided by XYZ Ltd via a Wrl dWde Wb
interface. UdsrersyXitleraferanse toe@ertititsye, iCetifer whish lserinbeCetifitat and

1|28 el Ay AEL e ORI ot o
processi ng Ddeunessizs hamﬁmgvarhlt arﬂsm a format described heremabove.
Message Handling Unit: The messaging system maintained as part of the Central
15  System by the Service Provider, as described hereinabove.
Notice of Revocation: In relation to a Certificate, a statement by the Issuer of a
Certificate or a person authorized by the Issuer that the Certificate has been Revoked.
Operating Procedures: The document by that title. (The Operating Procedures are
substantially as hereinbefore described in the detailed description of the present patent
20  specification).
Operational Rules: Those parts of the Operating Procedures which contain
mandatory provisions with which Users are bound to comply.
Operational Service Contract: The standard form contract between each User and
XYZ Ltd, as amended from time to time.
25  Pledgee Holder: A User who is or becomes Designated as both Pledgee and Holder
simultaneously.
Private Key: The key of a Key Pair used to create a Digital Signature.
Public Key: The key of a Key Pair used to Verify a Digital Signature.
Relying Party: The person Verifying a Digital Signature. relying on the

30  representations in a Certificate, or both.



10 conputer security facilities and other conponents, all as required by
the User System Specifications. User System Specifications: The technical
requi renents for the User System (including the Comrunications Link).
Valid CertifwealsgigA Certificate which is valid according Pb?/énlaﬁos?ﬁr s
specified in its 15 docunentary form I|f no such terns are spécified or
available to a User relying on that Certificate, the Certificate is valid
if has been signed by its Issuer and has not expired on its face or been
Revoked as set out in the QOperating Pr oB8dur es. Verify, Verification: In
relation to a given Digitally Signed Message and Public Key, to determ ne

accurately t hRevokeain eR8o oG tedtificale XD MIHE tlﬁe{ff%ﬂh‘t&a%ﬁﬁ %gs(‘t\??sé{‘h“f%%’ﬁg by

20 the Private Key corresponding to that Pu ey, an a

Message has nior wWhirhehe Edswaz oé thesCertifcaies ¢ivds gbtial thBi theyateocteommsetbarpated.  XAL
Service Contr eadl IE ntract between XYZ Association Ltd and each User,
as anended frgﬁo%cfdﬁgjrfc?%?%cr%égnWfpﬂgtseé%qiugf('i on Ltd or "XAL": A corporate
body created Ruoies,cRuleBonk, shRuldbesks The RARbENS taeAmerdd fidin Pifel @rdihd he

vari ous reﬁul at or y @d i.scL%I i nary functions assigned to it by the XAL
Servi ce Coht r &YFMIngEE Elagonspipbgimeenrisereand dhedr use pltha Sysam.or ser vi ce

providers of $hewsysilie® HRumbRCothdrithB LEBINTexi ¥ 2SR D ip title.
30 2. General Provisions V\Om00/%57r74 PCT/ GBSE()/ 0%0@% -1%&?@%§@gi§pe and

Appl i cati on 2is$uch a reegint ifes LogdsEp Feainger epigercone mntuBgtfobncdisaesf gddde Rul es
constitute a B O : en, each er d.the XYZ
ot ST RS0 W e R B D SR

Associ ation Lt'd (XAL) acting on I ot her
El i gi bl e Useris afqopdantd wigh that contreet. and, where necessary, on behal f of XYZ

any 10 SEpoRTISRY | 1 Tt NePsdey of ok e ore iy S4Bfm git FOFITeR adty owed
by one User tOpasipnal@ehide Adagsict.under these Rul es or ot herw se.
Shipper: User which is the original contracting party with whom a Carrier enters into
the contract for the carriage of goods by sea.
Ship’s Delivery Order: A Document, other than a BBL Text or a Sea Waybill, which
15 contains an undertaking to deliver identified goods to an identified User, given under
or for the purposes of a contract of carriage by sea of those goods or of goods which
include those goods
Signed: Properly digitally signed, which is to say, bearing a Digital Signature which
can be Verified using the Public Key listed in a Certificate Issued by XYZ Ltd and
20 which was a Valid Certificate when the Digital Signature was created.
Subscriber: A person who is identified in a Certificate as holding a private key that
corresponds to the Public Key listed in that Certificate. A Subscriber is often termed a
“subject” in technical standards.
Surrender: The presentation of an Electronic Bill of Lading to the Carrier or another
25 User appointed by the Carrier, in accordance with the Operational Rules, in order to
obtain delivery of the goods at the end of the carriage by sea.
Surrender Party: A User who is or becomes Designated as such and thereby
identified as the person to whom the Electronic Bill of Lading must be presented to

obtain delivery of the goods at the end of the carriage by sea.



Effect of Service Contracts. No liability on the part of XAL or XYZ Ltd to
any User shall arise except under and in accordance with the terns of, in
the case of XAL, the XAL Service Contract, and in the case of XYZ Ltd, the
Oper at i onalwbeenssiee Contract. 15 2.1.2. Adherence Each Usgtr/egiomses as a
condition of becom ng a User of the System to be bound by the provisions
of the Rules. 20 2.1.3. Eligibility Required. Al Users nust be Eligible in
accordance with the criteria set out ip;the Operational Service Contract
as anended fromtime to tinme, and nust Temain so throughout the period
that they are Users. Registrar's Requirenents. Each User affirns that it

has ful |y coffjtld Refistivt: [Thé Besten2bcenes) e tepodfort dfanfoehAvantedRegh&t rar and
undertakes that all the information supplied S@g it to such Registrar is
G

true and conPPEREIony PATtCUIARY tpseplated & hinning and Blprenir Billsof badiagi Bee. Each

User shal | prmmpmgfsu@oﬁsiaﬁxyapbmtiaﬁg{)éste&lsyi>tyzarn(d id@tda{gn&teirﬂéanplioev}\)g“s' y
provi ded becones i naccurate or m sl eading. 30 2.5. Messages WO 0(5 5774
PCT/ GB99/ 0308 ecute thgzfunctipns rolating to kotdershin andritansfen dfdilectrbnic BilllsfLadigzees t hat

all Messages : J it e j . Gent ste hall: (a
be Si gnedgby(l?tq?a 5‘?@?" ?E%Cgﬁ ? 1Sthlte h%auge%!é%e%gg}ftc?g ¢ igglgn?lia%d%{gﬁea“még) (8
reci pi ent. Opeimgin emalditRall efdeabagsiwildsech BlaatdnicfRill$ efiLadind. conply with the

Qper at i onal . . Pres tion of Sending. A User_shall be presumed to
have sent a _@étieg%éﬂstgsf'ggg_ﬁtlonag’sfrﬂé"%gthegﬂ?g‘ogi ﬁéapaﬁaadgbwbmle A&etessage in
accor dance V\/tHehI'iﬂd’lRegfm@rtafehteﬂﬂ'chﬂgl: @&rtain {PeOEUREIRAIR in BRCARNPRegi er

shal |l be presuned to have received a Message as 10 soon as the %’,‘entral

Syst em has cB8FfFEL{ary spesiicd EdrstonipBilhafdadige t o such User in accordance with
the Operabl ome RibRfy REUHETEThe 3hekBPlihAHhARAST FREBn BChaififbls oPerate
a User Systemwhich the User shall take a reasonable care to maintain in
good order. involving the Electronic Bill of Lading after its creation kept in the Title Registry and
linked to the BBL Text.
Transport Document: Any Document originated by a Carrier which is either a Sea
Waybill or a Ship’s Delivery Order.
15 To Order Party: A User Designated as such who is not also designated as the Holder
of the Electronic Bill of Lading.
Type Header or Header: The part of a Message that indicates its type and function
within the System and conveys data into the System’s logs, User Database, Title
Registry, and other records, and, in some cases, prompts one or more actions by the
20  System.
Unique, Uniquely: When used of User or Document Identifier or other content of a
database field, the value of an ITU X.500 directory attribute, or similar item of data,
means that the content or value is the only one within a specified range and no equal or
identical content or value exists within that range
25  User: A person who has Enrolled as a user of the System
User Certificate: A Certificate listing a Public Key used to Verify the Digital
Signature on a Message Digitally Signed by a User.
User Database: The records concerning Users kept in the System.
User Division Identifier: The optional portion of a User Identifier which indicates

30  department, division, subdivision, or other part of the identified User’s organization.



M sdelivery. If a Message which is clearly addressed to one User is
m sdelivered to 15 another User, that User shall: (a) return the nessage
to its sender via the Central System as soon as the error is discovered;
(b) refrain woQes&bpring or retaining any copy of the I\/bs; gg'”%ﬁ l(c)
treat the information contained in the Message as confiden B a not use
or disclose it for any purpose. 20 2 Validity and Enforceability Witing
Requi renents. Any applicable requirenment_of |aw, contract, custom or
practice that any transaction, document!¥r comuni cation shall be made or
evidenced in witing, signed or sealed shall be satisfied by a Signed
Message. Si gnalser Rlemefk MOMBRIH Ak B age Signed by a User
are binding 25 upon that Use?@n’gqult}ﬁ%&lgggr@qe?(stegh@nﬁe?yssﬁgfI have the same
effect at | awUseisldentifigrExtensions gdenttatibnappeidediby a UaemRepratdiytive itg R @Ferf Or m
Undert aki ng n : -Val idi ty. No User shall contest the validity
of any trgnsg&g’%1 flgergg}g%éa‘%ggn%ﬁetngeo?ﬁl&eo%%?ﬂdc‘g{?\o&ih”% DRI QiEESeE® a Si gned
Message on t h&sergVianmdis Thehiditer Manwih ssued d@mi tind BexX 2N QJneFah@toeJIﬂ%{fni ¢

00/

Message i ngte of. b er 30 _and/or signed or sealed. VD 74

PCT/ GB99/ 0309 S?’lé‘ﬁpéf‘gﬁ%f’“%%sag“eg“‘% IpoRRticR @nd\dvncyenshirpvided byEXYE User
agrees that aLfi@newoNEss@0RewhntedaROrti on drawn froma Signed Message will
be admi ssi bl e before anﬁ" court or tribunal as evidence of the facts 5
recorded. Pri M&§TySYstamtebe mepss phwhish antser lsenneets wriiht sndrutilieesothd Qhrany

Message 1S 1 eguhdedr iflude@Y ' be Y, le] B Toromegar
aut hent i cat ed tgrt].der the. pr ovicg)%gﬂ*é&ggmp%ﬁn%usgg&fe@ﬂ@ wi’)‘F%?rhcé’"ﬁ’:}%‘P%ti onal
Servi ce Cont r érodingshad Irechivingchlepbgd. badinhadr psedssiag Docamynt§t Lelvel/sgr as

10 Aut henticated Copies to

primary eyjde f. the contents. of the Message. .
Prevai | . Lach é‘?eré‘%"ruggsfg%‘ﬁ‘é"ts anq °‘§1Ffe‘i”8‘PP%e“5- g‘f%%ﬁf&w&ﬁév thy;HsapSesten he
record of anySpdsdicattonel t he copy aut henticated by XYZ Ltd, such

aut henti cat ed copg sha:é)eﬁr evail. 2.2.4, Responsibility for Messages 15
Private Key SEt{irpysfem figatiops:j s Thes d55Bmisa] preguiregients| for Nbe dlge Sy®imyned by

nmeans of (including the Communications Link).
Valid Certificate: A Certificate which is valid according to the terms specified in its
15 documentary form. If no such terms are specified or available to a User relying on that
Certificate, the Certificate is valid if has been signed by its Issuer and has not expired
on its face or been Revoked as set out in the Operating Procedures.
Verify, Verification: In relation to a given Digitally Signed Message and Public Key,
to determine accurately that: (a) the Digital Signature on the Message was created by
20 the Private Key corresponding to that Public Key, and (b) that the Message has not
been altered since its Digital Signature was created.
XAL Service Contract: The contract between XYZ Association Ltd and each User,
as amended from time to time.
XYZ Association Ltd or “XAL”: A corporate body created to represent the Users of
25  System, and to perform the various regulatory and disciplinary functions assigned to it
by the XAL Service Contract.
XYZ Ltd or XYZ: The owners, operators or service providers of the System for the

time being, or their successors in title.
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its Private Key, regardless of any failure to maintain the security of its
own Private Key. Site Security. Each User is responsible for inplenenting
all necessary security procedures and neasures at its site to ensure that
data transnmwasessgst 0 and fromthe 20 Central System are gefimehfeh agai nst
unaut hori zed access, alteration, delay, loss or destruction. Message
Contents. The User receiving a Signed Message may consider it and any
Docunents within it as binding as their sterms provide, the sane as if the
Message and Docunents had been manual | y si gned on paper. 25 2.2.5. Notice
Each User undertakes, to give imediate notice to XYZ Ltd and to conply
with the relevant Operational Rules, in the event that its Private Key has
been | ost or gom{‘r om sgg of. i.t has r easonabl e grounds for believing that
such Private be m sused, or used by an unauthorized
person. WO 00/55774 PCT/ GB99/03091 -136 2.3. Illegality Conpul sory

Requi renents. Each User undertakes to conply with any conpul sorily

appl i cabl e Ieg-h-ﬂ-—ﬁéé&renents as to the permtted formin which data may be
5 transmt4e r opt ent of such data. |11 egal
Tr adi ng ansfj dw%ﬁéefggﬁé‘ éer| ng%%s@'grlgaghg{ hﬁﬂ% ctfélsét PN EBFEmaR Bm f or
the transmni ssisrs. @rid bsengash User triethe AYiZs&ssodiatiin Iitd (KAL) Adih@bRitsaRy 1! | egal

tradi ng, tradi 0 e , any illegal transfers of
nmoney, or an;\) bqg (g’ 95?&“@?@[] @‘F 5@%‘3@? ﬂ§er By RA e Himsindpeherepor t ed
to an Aut hor |rteyessa]:§) oh®BeRlf ANCEZ Wit h Regul ations. Each User is responsible

for ensuring é it conplies wth any | aw applicable to any transaction
in which it pabigatippy,Beaveen Ysense ?ééhtamQIXY%}Jémnahdmfeunket bleaqotmamyance of

al | appl i pablgsxheguliftibens gérﬁﬁ*n%ew?mbb%h Qt%n Aryﬁg&ﬂ Osng! ?r?tgl nelating

to: the exportation Or | rtat e Cco
regul ati ons; chﬁéuﬁﬁ\%@dﬁ‘nIuCSCRalndquﬁgmnse storage of hazardous goods or

subst ances; lﬂf?ecpm ée%lcé) &mtggcttsg‘ 1‘95 Habelctg' Iog rlie o?% yop B&YQ?Ltd to any User

shall arise except under and in accordance with the terms of, in the case of XAL, the

XAL Service Contract, and in the case of XYZ Ltd, the Operational Service Contract.

15
2.1.2. Adherence
Each User agrees, as a condition of becoming a User of the System, to be bound by the
provisions of the Rules.

20 2.1.3. Eligibility

Required. All Users must be Eligible in accordance with the criteria set out in the

Operational Service Contract as amended from time to time, and must remain so

throughout the period that they are Users.

Registrar’s Requirements. Each User affirms that it has fully complied with the
25  requirements of the relevant Registrar and undertakes that all the information supplied

by it to such Registrar is true and complete in all material respects.

Changes in Information. Each User shall promptly notify the Registrar if any

information previously provided becomes inaccurate or misleading.

30 2.2, Messages



2. 4. Consequences of Resignation or Cancellation Messages after Departure
fromthe Central System Upon a User's resignation from or the '

cancel lation of a User's right of access to, the Central Systemin 20
accordance provi sions of the Operational Service or the
XAL Servi cewgton/ts%"ggt it shall be the User's sol e responsi Bgﬂ?:%/ﬁ(@%mensure
that: all its existing Messages sent fromthe Central System before the
effective date of term nation are collected and read; all other Users from
whom it expects to receive Messages ard>4advi sed of its departure fromthe
Central System and it takes all reasonable steps to 25 give other Users
the necessary information to enable future comrunications to be received
by it. Switch to Paper by Resigning User. Any User who at the tine of its
resignation izh—UAglHes Hol der-to-order, Bearer Holder or Pledgee Hol der
of an El ectro f , e same tine as Lves notice
of its resi gn&al%tﬁgﬁicg%'?{?t?%# 3}! rﬂdgregy Fh%t %ﬁfdessa%és MBe O}SPBbtéaﬁﬁagQ' he
accordance wiGdntrilSysteB: shaldf (a) bei Sighd|byliook). 1dé&@f@€){e55x?dzx4 aRClY) GRAHARO91 - 137
Switch to Paper by Term nated User. If at the tine of the cancellation of a
User's ri ght cypie l;ét:cess in accordance with the provisions of the

Oper at i onal drhGéhalRAlek A64ch I er

Hol der. Hol dg?ls t o-order, Bear é}rg Erl-slg%]pfoma@&ﬂﬁfgggg% (%b{adzéltrlﬁ{?ly?

El ect roni c Bifmesumptionfifi§gnding. Ardser shab bk pwseneshtoihast sent Memsges 5oxXYZ Lt d
or XAL may gi t uctio initiate
the Switch tagﬁlczyggflllag(réggggd ﬁ?&gr&n er\rduﬁége “?gccg%mfcetvﬁ hrh?EFQ’I’ é%’c%% R"'%réi t her XYZ
Ltd nor XAL Itrhmmptwncnﬁdwﬂpt bé lwadﬂrallamynrdsbdnecgai have réceived § WMesside Bs

Ladi ng. oot ered” 81 UseperbER s PAinY aesitsy Cappint ol e 4 SEhageds that
any Message sedirdanbywith the@peatiodsl Rgitsonic Bill of Lading other than a
Message inte ed to o grate as a _Chartered Bill of Lading shall, within

t he BBL Text APRERIONF- Jergirblser shyll apsrataieUess System whichthiedsercei pt  of

goods for Carsﬁélla@!?e:Qb’re%%ﬁabﬁ%ycaléeh@haﬁ?an“n ood@ﬁgr contain or evidence the
ternms of the contract of carriage. ssage shall be transmtted to the

Misdelivery. If a Message which is clearly addressed to one User is misdelivered to

15 another User, that User shall: (a) return the message to its sender via the Central
System as soon as the error is discovered; (b) refrain from storing or retaining any
copy of the Message; and (c) treat the information contained in the Message as

confidential and not use or disclose it for any purpose.

20 222 Validjty a n
Writing Requirements. Any applicable requirement of law, contract, custom or
practice that any transaction, document or communication shall be made or evidenced
in writing, signed or sealed shall be satisfied by a Signed Message.
Signature Requirements. The contents of a Message Signed by a User are binding
25 upon that User to the same extent, and shall have the same effect at law, as if the
Message had existed in a manually signed form
Undertaking not to Challenge Validity. No User shall contest the validity of any
transaction, statement or communication made by means of a Signed Message on the

grounds that it was made in the form of the electronic Message instead of by paper

30  and/or signed or sealed.



Title Registry. Chartered Bills of Lading. A Carrier may create an
Electronic Bill of Lading intended to operate as a Chartered Bill of

Ladi ng whi ch does not contain or evidence 20 the terns of the contract of
carri age bevoeessitdhe Carrier and the Head Charterer, if therésadi@harterer
i s Designated as Shipper and Hol der, but the BBL Text shall include an
acknow edgnent by the Carrier of the receipt of goods for carriage by sea
by that Carrier. Statenents Relating IIES-GOOdS Recei ved. Any statenment a
Carrier nmakes as to the 25 |eading marks, nunber, quantity, weight, or
apparent order and condition of the goods in the BBL Text will be binding
on the Carrier to the sane extent and in the sane circunstances as if the

statenent had Jpeep, cont ai _e% in a paper bill of lading. Oiginal Parties.
When a Carriér“h-&g%%ﬁiﬁ—éﬁronic Bill of Lading it nust: (a) Designate
a Shi pper anddnhijsibiig. gRh@Jsar Hekeelethatof Seh@l BedshoeOdr 4 psHittdrafGoCd €1 t her:
(i) 30 Designate a To O der Parjty, gg;) Desi gnate a Consignee, or (iii)

Bl ank Endor s&i§%¢ Magsaapr8Eoradmisibiecistys oot ot tribpnatpeevidened of i fadts of

Ladi ng, tRerehy,dgsi gnating the Holder as a Bearer Holder. In the absence
of any instructions as to Designate a Holder of the Bill of Lading, the
Carrier shalPrinDeyikyidenge.t ethSkiqnp et awrittne rdsedr @ranfidldeige idrequirdd, a

I ncorporation by Reference, Standar r and Conditions, In order to

i ncor por at e ic?@ygﬁogﬁcﬁgsﬁ ﬂqﬂsﬁﬂi‘ﬂ@&gyzgt@%a‘g%%ﬁ‘?dﬁ@?’ BE REMH®E of han Dby
setting the shust 1.€1(35 ofthel Operatinhi SUREcOObNtiaby, Eialllbeiabeepleh By BREUISRLG @
Carrier shall follow the procedure specified in the Operational Rules.

Effect of I néBf PBFIY Sehs Primpshevissase glPeecé’_gte_{“ﬁafthéMﬁﬁﬁaEﬁcorporati on shall be
ef f ecti vaol0 AdhéiicSed USdpids &b el EQAIdel 9%§esbeh9tdffra19eré’ ROp dkt}@paﬁaf ties to
the contract of carriage. Incorporation of arterparty Terns.” kEach User
agrees that WReMssn digntesprdeef dny Usee anBBhe Temt authenticwed aby AgYZ hed, pludvi si ons
of any chart I .he sane effect as if such wording had
appeared as %g@?&% te?E@y\/vsrh?ng&lperrrs of a paper bill of lading issued by
the Carrier. 15 International Conventions. A contract of carriage in

respect of m@ic he rrier has created an Electronic Bill of Lading
shal | be subj al convention, or

15 Private Key Security. Each User is responsible for all Messages Signed by means of

its Private Key, regardless of any failure to maintain the security of its own Private
Key.
Site Security. Each User is responsible for implementing all necessary security
procedures and measures at its site to ensure that data transmissions to and from the
20  Central System are protected against unauthorized access, alteration, delay, loss or
destruction.
Message Contents. The User receiving a Signed Message may consider it and any -
Documents within it as binding as their terms provide, the same as if the Message and
Documents had been manually signed on paper.
25
2:.2.5 jce
Each User undertakes, to give immediate notice to XYZ Ltd and to comply with the
relevant Operational Rules, in the event that its Private Key has been lost or
compromised or it has reasonable grounds for believing that such Private Key has or

30  may be misused, or used by an unauthorized person.



national |aw giving effect to such international convention, which would
have been conpulsorily applicable if a paper bill of lading in the sane
terms had been issued in respect of that contract. Such international
convention i-onal | aw shall be deenmed 20 incorporate

El ectronic g??Pagyﬂfading. In the event of a conflict betgggﬂéﬁﬁogﬁl
provisions of any international convention or national |aw so incorporated
and the other provisions of the contrai of carriage as contained in the
BBL Text, the provisions of the intern: $onal convention shall prevail. 25
3. 3. Rights and Cbligations under Electronic Bill of Lading

Transferability. A Electronic Bill of Lading may be transferable or
nontransferable. Mking Transferable. Were the Carrier intends to create
a transferableu-lEI—eH’eQMC Bill of Lading it shaII Desi gnate a To Order

Party or Bl ank f.f gnating.To Order Party. I|f
the Carrier Designates a&ﬁ %ﬂ Elz:i 8 ru"“flc[n c%mlflhg’r‘tat'}‘?v SR have
agreed that: (applicsbleedad randxeme:&ararsytovwm@ pesmidted b@ﬁ@ﬁﬁSwhlbﬁ MR 90 SR’ 74

PCT/ GB99/ 0309% -1&%9 Hol der - {o order of the Electronic Bill of Lading can
desi gnat e PSRN eropsy! yyandgs topheepaieat disheietata. a Bearer Hol der or a

Consi gnee; andlidga) Tﬂdﬁyngsétbﬁmhl&nltadﬂ%ﬁﬁé UQrs BRERS: L ﬁlggl%ﬁtrzl'%gggxﬁ fQf Bearer

Hol der can do |ikew se. Effect of Blank Endorsenent. rrier gives a
Title Registrye wasmission 94 Messages i thecomse of 0o dacBinte: oy illeghl mngdmgl,al | be

Bl ank Endor segadihg bBgdolWRRY aHeSHERado aﬁﬁ"ﬂg ?rgxhoﬁggoft rpxgnev Slraa)nb& a(ger Hol der i's

a Bearer Hol der and can Designate a néw'B Bear der’, Party, a
Pl edgee Hol delffa'éﬁlfer@fmgpgme@v\@mmtbybeaagomduhsammmmol der-to- order,

Pl edgee de r ca To O der or Bear er
ol dor - Not.” s CompEEEA REpHionS " sl i itbonele Sensirig Satéhengoies whi ch
it Designates wmh%&r]m abblﬁ(ﬂﬂb t® lanyHerskk@dtioh On GHAGT itVWARicipatel Ula thB&entahll PPET
the Carrier t ereb%ﬁgtcﬂk ow eq'?es that it holds the goods described in the
El ectroni c Bi E’& bgervanee of dleapplisablerragulations weludise.dus neyrlimited

Hol der - t 0- or dey; thdvk lfdithgNeNthe @Qﬁfxﬁﬁ&pl)relmﬂoﬁatfbn%ébb@sr b ‘5&&9@%& @?l
nst era

Consi gnee, the Electronic Bill Ladi ng shall be non-"tra
Carrier's ResfgR&eNs| ilwnwme@ohmdhweestmagh oCharardgus gevids Gar substaures; The

Carrier ghal bolﬁfi’i&%rcﬁtat&&&t&)ﬁeor@x?c?{ngl’(]ﬁlt' ons it nmakes in the Title Registry
I nstruction accuratel

2.4. uences o ignati cellati
Messages after Departure from the Central System. Upon a User’s resignation
from, or the cancellation of a User’s right of access to, the Central System in
20 accordance with the provisions of the Operational Service Contract or the XAL Service
Contract it shall be the User's sole responsibility to ensure that: all its existing
Messages sent from the Central System before the effective date of termination are
collected and read; all other Users from whom it expects to receive Messages are
advised of its departure from the Central System; and it takes all reasonable steps to
25  give other Users the necessary information to enable future communications to be
received by it.
Switch to Paper by Resigning User. Any User who at the time of its resignation is a
Holder, Holder-to-order, Bearer Holder or Pledgee Holder of an Electronic Bill of
Lading must, at the same time as it gives notice of its resignation, initiate the switch to

30  paper procedure in accordance with Rule 3.7 of this Rulebook.



reflect: (a) the express or inplied instructions of the Shipper and; (b)
the terms and effect of the contract of carriage as contained in or

evi denced by the BBL Text; or (c) in the case of a Chartered Bill of

Ladi ng i n wwiodlo/sshe Head Charterer is Designated 20 Shi ppetr/dposoiar ns set
out in the BBL Text as if the sane were the terns of the contract of
carriage. 3.4. Transfer of Possession 25 3.4.1. Procedure for Transfer of
Possessi on By Designation. The transfer;ef constructive possession of the
goods, after the <creation of a transferable Electronic Bill of Lading,
shall be effected by the Designation of: (a) a new Hol der-to-order, (b) a
new Pl edgee Hovitthrto Papdr by TamiBead &ser. HOhkhe fimorof (i) carce(ansi gnagsefol der. WO
00/ 55774 PCT/ ?g{é%géml -140 Eff, cf of Desi gfp%ti ons Where Designee is Al so
Hol der. The CEPFier Shal foopisanse "Bl RRYSORS BF e Qprrafienad Service Contest |

Pl edgee Hol deir theBeal, Sérvl‘d@biﬁfrac@fha@éﬁis%ﬂ@ldermbl‘a@rr-toﬁ)?&%ﬁ%a&g@@1#{1% from
that time on it holds the goods described in the Electronic BilT of Lading
to the order 2dfie42re HRldgr ploangllectrogic il of Lagingdiehallfollaye sych iBstBeunens Hol der
or Consi gnee r S; r . Par Becones | der .
Wiere a ngw T)f:jpio}i1 gie(?r )gﬁlf %Igefgfé@ﬁgg?gﬁ%? ggjno-rggmg{e?g)hg ghrs %‘?ﬂoﬁg%g‘ftﬁfcl_“g? ve
possessi on ofSwishds Peper Ipracaduze phdec Bulert.7 bof shic Rulebovk. aseithbeXVg L@m@der party
al so becones S| ted as, Hol.der and so becones, a Hol der-to-order.

Consi gnee Bec)(%rl‘eg}%pka)lfo YL QRnider 2y ghligapionQiissHesich MssaiocBhat ed, no transf er
of 10 constructive possession will take place until such tinme as the

Consi gnee al so be;lzoggefs . desi gnated Hol der. Refusal by Transferee. If any
Desi gnat ed or Consi gnee Hol der refuses to accept the
novation @f the contract of carriage in accordance with Rule 3.5. 2,
constructive possession of the goods will automatically revert to the

i mredi at el y Psl-prbicatonef andllatgpnie BillbefdedingBear er Hol der, Pl edgee Hol der or,

if none, to tdg el : 4 the Carrier shal | acknowl edge that it
continues to hol tﬁe glbg%‘g%lggﬁ@%ggg%t{ o Eg?n@ lﬁe:arta"ﬁSTtg‘Atra-“?%!eS?aé%?fm Bear er

1'Ha

)
Hol der Pl edgés hidplaslen Etectr@hid B! Iading lothee dme amngssdge.imedeﬂeh & bpepdie Bya Pl edgee.
Where a Desi g!ﬁ%rttcg.:"rfejd BhF gig]?aedinl_gbslhgl?,rwi{h?lj; t%(é\'rB%[F Ji]eext:t il;lc Gc?ef aenr ac%)/owledgment by
15 the Carrier of the receipt of goods for carriage by sea by that Carrier; and contain or
evidence the terms of the contract of carriage. The Message shall be transmitted to the
Title Registry.
Chartered Bills of Lading. A Carrier may create an Electronic Bill of Lading
intended to operate as a Chartered Bill of Lading which does not contain or evidence
20 the terms of the contract of carriage between the Carrier and the Head Charterer, if the
Head Charterer is Designated as Shipper and Holder, but the BBL Text shall include
an acknowledgment by the Carrier of the receipt of goods for carriage by sea by that
Carrier.
Statements Relating to Goods Received. Any statement a Carrier makes as to the
25 leading marks, number, quantity, weight, or apparent order and condition of the goods
in the BBL Text will be binding on the Carrier to the same extent and in the same
circumstances as if the statement had been contained in a paper bill of lading.
Original Parties. When a Carrier creates an Electronic Bill of Lading it must: (a)
Designate a Shipper and (b) Designate a Holder of the Bill of Lading; and (c) either: (i)
30  Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank Endorse the



relinquishing its pledge and returning Holdership to the imediately
precedi ng Hol der, 20 the constructive possession of the goods w |
automatical ly revert to the i mmediatel y precedi ng Hol der-to-order, Bearer
Hol der, Pl edqf® der or, if none, to the Shipper [and W&r shall
acknow edge tha{Skﬂ‘ continues to hold the goods to the orggr?/ccg;?JlJB'Pﬁ

Hol der-to-order, Bearer Hol der Pl edgee Hol der or Shi pper as the case nmay
be. 25 3.4.2. XYZ Ltd to Act as Carrier's Agent Each Carrier hereby
irrevocably appoints XYZ Ltd as its ag'elﬁg' for the purposes of

acknow edging that it holds the goods to the order of any Designated or

i medi at el &
Consi gnee yHem]lg&el?qlg;mléW%gﬁé E%a%?%ﬁgnfingg&iﬁ()l% %81/%%%3—{ %%frl_%égﬁl 03091

-141 XYZ Lt d abpves pldaEdnstroctivanes wilesighae Cfotdendt 6y Bileof s1itiy, @B Carrier
acknow edgne s@ge se rrier's behalf inmediately upon
Nha) ste%iaM?& S?ggqer as%ggsatrelxy ollq%a ;

receipt of the re ant Struction. 5 3.5. Novation of the
Contract of Carriage 3.5.1, Occurrence and Effect The Designation of a new
Hol der-to-_ord,e; or a new Consi gnee Hol der after the <creation of the BBL,
ot her thar orre d Charterer, shall nmean that the 10

Carrier, the sMd¥e Terh{nd mm.eﬁselm opae?@&m&goﬂa@ 8Ll QAL rerd ANV

and the new Hol der-to-order or Consignee Hol agree
Parties to Cowf caeditiaps. dtzarviseghan bwpemngﬁleSaxdderptsanndeorhwnddaeunmvﬁulﬂdﬂ der t o-

ordey of CONShOBRE 1o £elil sphil bR HIDALLRD S AirRH iline Bheranal B, XD 1Y OF

the 24 hour perio or t rans  Rul e
3.5.2, whi cheliﬁéqct pEincérpowdioni dach Weer agreenthstaoth mf:orpmmdna@ell shaffdctiag | se
between the th Hol der -t o- or der_.or nS|gnee Hol der either
on the te:b ms or ak%sucﬁlpe E@tw%‘},\{lﬁp}’ﬁﬁﬁé‘p%mwﬂ?ﬁtﬁg& GOpfrEst ofggitdghced by
the BBL Text :Incarportfion of ORarfrpPRE Teiifs. EatleBekr GhREd Bite¥ordsMantaiAgd fnGhd™s Set
out or incor o%fltred in the BBL 20 Text, as if this had contained or

evi denced th B ipPrROENG HePryfsiens of pmyyehartammarty %‘Hé@‘éﬂ n saee effaght s and
Col i gations. afhesubeWord g8k abRaRi 38 pa? bf HEWR IR EEmERE Hhper bill of lading

issued by the Carrier.

15 International Conventions. A contract of carriage in respect of which the Carrier has
created an Electronic Bill of Lading shall be subject to any international convention, or
national law giving effect to such international convention, which would have been
compulsorily applicable if a paper bill of lading in the same terms had been issued in
respect of that contract. Such international convention or national law shall be deemed

20  incorporated into the Electronic Bill of Lading. In the event of a conflict between the
provisions of any international convention or national law so incorporated and the
other provisions of the contract of carriage as contained in the BBL Text, the

provisions of the international convention shall prevail.

25 33 i igati mder Ele
Transferability. A Electronic Bill of Lading may be transferable or nontransferable.
Making Transferable. Where the Carrier intends to create a transferable Electronic
Bill of Lading it shall Designate a To Order Party or Blank Endorse the Bill.
Effect of Designating To Order Party. If the Carrier Designates a To Order Party, it

30 is thereby deemed to have agreed that: (a) such To Order Party who is or becomes the



shall be entitled to all the rights and accepts all the obligations of the
contract' of carriage as contained in or evidenced by, or deened to be so
contained in or evidenced by, the Electronic Bill of Lading;, and 25 Pri or
Desi gnee' s wbg#sss7aand Obl i gati ons Extingui shed. Unl ess i t PCBGRY%daed
Charterer, the immedi ately preceding Hol der-to-order's or if none, the

Shi pper's rights, and, the i mediately precedi ng Hol der-to-order's, but
not the Shipper's, obligations under j{s contract of carriage with the
Carrier shall imedi ately cease and be ‘extingui shed. 30 WD 00/ 55774

PCT/ GB99/ 03091 -142 3.5.2. New Holder's R ght to Refuse Designation

Ref usal by N8bideeto-oftes oﬁém/EImctrdac Bilbefdradiae cod dﬁynsti:gme\e TodrderPaftpys, W thin

24 hours of rece ific an there ect his Designation
as new Hol de}){g UCGq%qJ éﬁﬁéé%}%f‘@é‘?’ a‘}dn( "chb?FélE%“ aiflderiteht s and
obli gations pReepichfe m&treaséaré }deepé’arnrdqu@w@@t ween the previous

Hol der-to-order and the Carrier remain vested in the previous

Hol der -t o- or Eéfﬁﬂ of Blank Eoderseméns. Shihpgarrier gives f Tmfdf— &tglmﬂnsmmtmomatt e the
contract had, hour I and before
rejecti on?of E’Bnlg;%?g_%%?@gﬁl }Efegla\r,’\fﬁtaE{Hggs &‘ereg %’eefl ®M*%onsi gnee
Hol der repr esgre&dsthath(ab theﬂ{o&tecepxtaeatelnelomvatdlcmﬂDei@naMa Adv BepérsHdi@reXxer ci se

any rights to del i very or encj n edi ngs
i st he S2pRaf ¥REF 4 ROt E S ndB TRt BB RS e ¢
shall be deeﬂnﬁdPIeﬁgé’&&%ide&l@EBwr@(ﬂ{oildeSch%llﬂtB@iséOn at the tine it was nade

for the purposes of . }/ subsequent notice of refusal given
pursuant to HQ”"&@F&&R""I’?&PD?&F%V“ deg Not Shigpen. B crrgfing ag Edecyprie Bﬂgéf void. 15
3.5.3. Plgdgesdi |1rgWh§h59fDE§1?Fﬂ§nJ BRire"HE[E o ﬁ?ﬁ@r-@ OE)({IC?Q%eISl_XRIt wi shes
to enforce its pledge it sha Designate Itse as Hol der-to-order, with

t he consequefbipperhtie Cdmaerchertlyastknafledges thaa deholdsthe @eedsedestribeddn diedance

W th the pr Oglegfré)rpg 81 of@édm]ggdtﬁ? or%grol ftha}:ﬁe grgegltééruoggo\l/d%r ?o -Or OSSESSIOnNoL

t he goods had been ran er as a Hol der-to-
Making Nontransferable. If a Camer Designates a Consignee, the Electronic Bill of

Lading shall be non- transferable.

15 Carrier’s Responsibility for Compliance with Contract of Carriage. The Carrier
shall ensure that the Designations it makes in the Title Registry Instruction accurately
reflect: (a) the express or implied instructions of the Shipper and; (b) the terms and
effect of the contract of .cmﬁage as contained in or evidenced by the BBL Text; or (c)
in the case of a Chartered Bill of Lading in which the Head Charterer is Designated

20  Shipper, the terms set out in the BBL Text as if the same were the terms of the

contract of carriage.
3.4, Transfer of Possession

25 3 efor T sl
By Designation. The transfer of constructive possession of the goods, after the
creation of a transferable Electronic Bill of Lading, shall be effected by the
Designation of: (a) a new Holder-to-order, (b) a new Pledgee Holder, (c) a new Bearer

Holder, or (d) a Consignee Holder.



order. No Novation. There shall be no novation of the contract of carriage
upon Designation of a Pledgee Hol der as such unless and until it enforces
the pledge. 25 3.5.4. Bearer Holders No Novation. There shall be no

novati on of wdeyssonatract of carriage upon Designation of gy ﬁg@ﬂo offol der .
Exercise of Rights. A Bearer Holder who wishes either to claim ivery of
the goods or commence proceedi ngs against the Carrier for failure to
deliver the goods shall first 30 Desi gl%te itself as Hol der-to-order,
whereupon it shall becone a party to the contract WO 00/ 55774

PCT/ GB99/ 03091 -143 of carriage in accordance with the provisions of Rule

3.5, as if thBffeonsDesighitions WRES I5Sigace safAismm@adST g rapsferred
to such Bear elﬁeéHol der as a Hol der-to- order, ﬁﬁal \i}lgrgi&gp L&He Goods
t

Persons Enti tPEHEPYPIIR fugk Hpldepsiderders Piedeser H@*@er@fBeelar Hollge of Consigpect of

whi ch an El egéla@nickndiibde L h el of the goods
shall only be madec leézgrt??{éant fige ﬁI geh(rZST %8‘? ‘&‘}\H/s‘ %e Hol der

whi ch duly Slﬁlﬁ‘éli‘i’ﬂ’ér%’“thé-adEEetetthQ)mdcr & the nefv Haldemg .orded) ﬁwg@@msﬂér of the
El ect roni ¢ Bi ctronic Bill of Lading shall be
G ﬂéaﬁ‘?i—{oh@lddr%n Irﬁl% I-F d%r as gze S3pC May tbﬁ

Surrendered either to At e Surrender Party or, if

none, to the Tmn'derd?artvanms dbl‘mee Wikee & hew Queoatet a8 is R}US@ red' 5 M Nation
ad i n Once the Tit]e Regil stry Record as recor ded

of El ectroni Ct{ stjer g}l %
that the El ectroni %t cﬁﬁ U HOSSEYSHIT HB0odsewill tatr plasscnatibaich tims aBitecTo oni c

Bill of 15 IGadéngrshiad bec6igasPestonatb®aiidIQs Ll G nonlge Bill of
Lading and ng_further degal i lr;i{gess vmmt halt thrl(])%goh&?% E{I(ﬁ&etrl-l\%a grt’ry shal | be

possible. 3. F-ongignee-BecomepHghder. pdheema ngm Condigne inDSuigriach, mcotrzBa&Ebf At any
tinme before tcb@stﬂ@tﬂg%o;sgssmlvﬁn t&k@?ﬁlacggntﬁlsg&t rrr?{‘%ﬁctaeB I(I;L)I!IS]%? 59 Letc relates

have been delivered by t rrier, a current M6t der
Pl edgee Hol déFSIWIGBé*b?rl@!r HoI der shall be entitled to demand that the

gualr ;'Ser i SSUReFusiPBY reRhdire®f 1f aagllynlgeswnateg (f-PolcF ?‘?oqg'\rd\c/\éI (grthnr;Sqng? %r(.)lac‘lg; onal

refuses to accept the novation of the contract of carriage in accordance with Rule 3.5.2,
constructive possession of the goods will automatically revert to the immediately
15 preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
[and the Carrier shall acknowledge that it continues to hold the goods to the order of
that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.
Rejection by Pledgee. Where a Designated Pledgee Holder rejects the transfer by
relinquishing its pledge and returning Holdership to the immediately preceding Holder,
20 the constructive possession of the goods will automatically revert to the immediately
preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
[and the Carrier shall acknowledge that it continues to hold the goods to the order of

that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.

25 42 t ier’
Each Carrier hereby irrevocably appoints XYZ Ltd as its agent for the purposes
of acknowledging that it holds the goods to the order of any Designated or

immediately preceding Holder-to-order, Pledgee Holder, Bearer Holder or Consignee

Holder or Shipper under Rule 3.4.1.



Form of Paper Bill of Lading. The Carrier shall, imediately upon receipt

of such a denmand, issue a paper bill of lading which sets out: (a) all the
data contained in the 25 original BBL Text; (b) a statenent to the effect
that it origowetsets as an Electronic Bill of Lading;, and pet/chésaehat € upon
which it was issued in paper form Discrepancies. In the event of any

di screpancy between the paper bill of lading so issued and the electronic
record of the Electronic Bill of Ladi n? 1the el ectronic record shall
prevail. WD 00/55774 PCT/ GB99/ 03091 3 peli very of Paper Bill of Lading.

The Carrier shall deliver that paper bill of lading in accordance vvith t he
i nstructions of tKQ’ZFI&H%Q&n@kH’s"t@E@n'de@!EE'deht%i Stvs%erh%&a&ack%bl@@grm the
current Pledgee Holder : or if none (b) the cufrent Hol der-to-ofder

Bearer Hol dét 2 Ngssige sgerpn @G)Cﬂtrh:eS@thﬁémmﬂ@ﬁtdbmpmﬁr@nldbpfsémeitvaﬁhal n

Such paper biﬂltye v# pbgorrpanl ed by a record certified by XYZ Ltd of
the chai n of Users ich ave been parties to contracts of carriage with

the Carrier, fromthe date of the creation of the Electronic Bill of Lading
until the dat,,e5 o] WhICh i t stvvit t 0 paper demand was sent by the Central
Systemin acM@ﬂ%‘%@ﬁﬁ al Rules. 10 Suspension of

Electronic Bill of Lading. Fromthe nonment the instruction is given to the

Carrier to issue aper bill of lading, there shall be no further Title

Regi stry Inf—%e&%&ﬁ‘gmﬁ@ﬂ-@ﬁﬁﬂﬁ on to the Electronic Bill of Lading. The

El ectroni c Bifybk n I (o] nmonment

of the issue Tigf I?B;ilegh%gjgeg %?l@@ hmg&zﬁl%ﬁ&gep OB% R{]“fl ?}éagl I?eg?ﬁo@é %@ gqgePowers of

Parties to asreRiecafitenisBL.Bither thafi oneadhanig afFabieeHeadl CE’amrsshaﬂ'hxeamattthes to an
bel.ow, be.entitled to execute

F Lﬁgt |r 82'56. EIdalT eﬁ:‘f’%%ﬁ? ggt ‘Rﬁml@?&at?l ??Pﬁecgdlﬁg HO dS’f' %{gfirhﬁ 3% and et ance wi t h
t he foll ow ndldidebteordifor Q0ASIMAT Holdd ! dgesE/KaR99/ 03091
New Parties to Contract of Carriage. Upon the acceptance by the new Holder-to-
order or Consignee Holder of its Designation as such, or, at the expiry of the 24 hour
period allowed for the refusal of the transfer under Rule 3.5.2, whichever is the earlier,
15 a contract of carriage shall arise between the Carrier and the new Holder-to-order or
Consignee Holder either
on the terms of the contract of carriage as contained in or evidenced by the BBL Text:
or
when the Shipper is a Head Charterer, on the terms set out or incorporated in the BBL
20 Text, as if this had contained or evidenced the original contract of carriage; and
Accession to Rights and Obligations. The new Holder-to-order or Consignee Holder
shall be entitled to all the rights and accepts all the obligations of the contract of
carriage as contained in or evidenced by, or deemed to be so contained in or evidenced
by, the Electronic Bill of Lading; and
25  Prior Designee’s Rights and Obligations Extinguished. Unless it is a Head
Charterer, the immediately preceding Holder-to-order’s or if none, the Shipper’s rights,
and, the immediately preceding Holder-to-order’s, but not the Shipper’s, obligations
under its contract of carriage with the Carrier shall immediately cease and be

extinguished.
30




FunctionsParties Shipper Hol der- Pl edgee Bearer Consignee Carrierand
t o- or der Hol der Hol der Hol der and Hol der Hol der

Create Bill YesNoNoNoNoNoNo

Desi gnat e Hol der YesYesYesYesYesYesYes DesignateYToNggde;YesNoYesYesYesNoNo
Bl ank Endor esNoNoNoNo Desi gnat e Bearer Yes esYe

Desi gnat e CgﬁgﬁgﬁgéYesNoYesYesYesNoNo Desi gnat e Pl edgee N?%géyggﬂes
Hol der Enforce pl edgeNoNoNoYesNoNoNo Rel ease pl edgeNoNoNoYesNoNoNo
Surrender Bill NoNoYesNoNoNoYes Request Anendnent NoYesYesYesYesYesYes G ant
Arendment YesNoNoNoNoNoNo Deny Arendrment Y& NoNoNoNoNoNo Swi tch to
Paper NoYesYesYesYesNoYes 5 Timng of Carrier's Rights. The Carrier may

performthe f

ot i gas ¢ IRRfk O Besi , other than grant or deny
only at the tine of the creation of the Electronic Bill of

anendnent s,

Ladi ng and onR§

W

10

15

30

usal by Netiepantles wovt Holdpretoordsy ios iConsigret HRldee ndiy 1 wiakint24i
hours of having received notification thereof, reject his Designation as new Holder-to-
order or Consignee Holder, in which case all rights and obligations under the contract
of carriage between the previous Holder-to-order and the Carrier remain vested in the
previous Holder-to-order, or if none, the Shipper, as if no attempt to novate the
contract had been made.

Acceptance. If within the 24 hour period and before rejection of his Designation, the
Designated Holder-to-order or Consignee Holder represents that it accepts the novation
or attempts to exercise any rights to the goods, by taking delivery or commencing
proceedings against the Carrier for loss of or damage to the goods or otherwise, it shall
be deemed to have accepted its Designation at the time it was made for the purposes of
Rule 3.5. Any subsequent notice of refusal given pursuant to paragraph Refusal by
Notice of this Ruie 3.9 shall be void.

353 e Holde

Enforcement of Pledge. When a Pledgee Holder wishes to enforce its pledge it shall
Designate itself as Holder-to-order, with the consequence that the contract of carriage
is novated in accordance with the provisions of Rule 3.5, as if the constructive
possession of the goods had been transferred to such Pledgee Holder as a Holder-to-
order.

No Novation. There shall be no novation of the contract of carriage upon Designation

of a Pledgee Holder as such unless and until it enforces the pledge.

3.5.4. Bearer Holders

No Novation. There shall be no novation of the contract of carriage upon Designation
of a Bearer Holder.

Exercise of Rights. A Bearer Holder who wishes either to claim delivery of the goods
or commence proceedings against the Carrier for failure to deliver the goods shall first

Designate itself as Holder-to-order, whereupon it shall become a party to the contract

| der
esYesNo

S



Rul ebook. WD 00/ 55774 PCT/ GB99/ 03091 -146 Shipper Hol der Designating To
Order. A Shipper which is also Holder of a Blank Endorsed Electronic Bill
of Lading can Designate a To Order Party. Shipper, Consignee, or To O der
Party Not H¥D®885774nl ess a Shi pper, Consignee, or To O deCT/BBI¥0R091S al so
simul taneously the Holder, it is not enpowered to give any 5 Title

Regi stry Instructions. One Holder Only. There shall not be nore than one
hol der (whether Bearer Hol der, Hol der-49-order, Pl edgee Hol der, Consignee
Hol der or Hol der) of an Electronic Bill of Lading at any one tine. Pledgee
Automatically Hol der. The Designation of a Pledgee shall cause the 10
renoval of the qsreage duscedndages withcthe Ipeovésirs neft Rele De$ i gnidtthorowtudtive Pl edgee

as Hol der. art I so, th ed r i ns si gnat ed
until the Ag%sﬁgsq?ngfg@% g‘r’ srﬁél ufr%“ﬁéffecg? g%e%eél 9 éﬁb%i‘f)ﬁ‘get%ear er
Hol der. Wher eorder. El ectronic Bill of Lading is BI ank Endorsed, the

Desi gnati on of a Pl edgee shall make that person a Pl edgee HoI der not a
Bearer 15 Hol der. Pl edgee Remains Hol der Wiile Bill Pledged. A Pl edgee

Hol der's ppm%%?_mg_%ﬁnew Hol der, or To Order party is only
exerci sabl e when 1t reli nqui shes its pl edge at which tine it shall
Desi gnat e a nRarsans|Egditled te| Deliyerpe dingeras eorradtoof@artenge itpeaspeyt obwhiah @nsi gnee
or Bl ank End f shal |
Desi gnate i t?fel mm% %P%Ié@n{gg{ag?%gf l;e‘sﬁlJ!ri)fcf’g %}%’( nghfﬁ?ﬁdls g}@{”@gﬁ’ bﬁS‘i"‘id@gYi ons.
Not hi ng in thbséiaﬂwtres as Haldkr-toerdeo s t Camsignes Holder mhichi difly ®yterdde@! tht O

Desi gnat e any rso reach of their obligations or duties arising
under or in r OPQSEB ||l18f]rbfrﬁ1§)’gunderl ying contract governing the transaction.

Shi pper’ s10Ri HifrréndeReENe HechBRARIBA Y Lahm:h'ﬁg El&r&ﬁ&h%ﬂ'ﬁufﬁaﬂﬁhhu Ifb!emt the
right 25 of a Shipper, who is the Hold er of an Electronic B Ladi ng,

to insist upotimsaderahsifhgrionthe dsex Wén‘EicécﬂtSrfbmﬁéﬂ‘BidFﬂ Pyty pradf maye, foner uct i ons
to Carrier ur@lg,rler@l, SCh Qe GvidRithd ol%fadog.%l Where an Electronic Bill of

Lading is currently in force or t evant shi ppi ng docunments exist in
el ectronic Termination of Electronic Bill of Lading. Once the Title Registry Record has

recorded that the Electronic Bill of Lading has been Surrendered, the Electronic Bill of
15 Lading shall cease to be effective as an Electronic Bill of Lading and no further

dealings with it through the Title Registry shall be possible.

7. Switchto P
Persons Entitled to Switch to Paper. At any time before the goods to which the
20  Electronic Bill of Lading relates have been delivered by the Carrier, a current Holder,
Holder-to-order, Pledgee Holder or Bearer Holder shall be entitled to demand that the
Carrier issue a paper bill of lading in accordance with the Operational Rules.
Form of Paper Bill of Lading. The Carrier shall, immediately upon receipt of such a
demand, issue a paper bill of lading which sets out: (a) all the data contained in the
25  original BBL Text; (b) a statement to the effect that it originated as an Electronic Bill
of Lading; and (c) the date upon which it was issued in paper form.
Discrepancies. In the event of any discrepancy between the paper bill of lading so
issued and the electronic record of the Electronic Bill of Lading, the electronic record

shall prevail.



form the Carrier may require that all instructions to the Carrier shall
only be given by 30 Messages through the Central System WD 00/55774

PCT/ GB99/ 03091 -147 3.9. Omership and Contracts of Sale Transfer of

Omner shi p. hoagsssr esult of either the intention of the [ t he
transacti on or the4effect of any applicable Iaw, the tran??g%dng@o}o&
constructive possession 5 of the goods and/or the novation of the contract
of carriage as provided for in these Rules have the effect of transferring
the ownership or any other proprietary-litfiterest in the goods (in addition
to constructive possession thereof), then nothing in these Rules shall
prevent such péae f I t f.rom

t aki ng pl ace. Rullsyfe(gPBgérn%mz ?Jgg? %(/m(gatr'gﬁls'hm‘ﬁ%t r%a‘? X%r[’]‘h F‘?ﬁl”és shal |
ot herwi se be emdanceaith 1 mstrwfifre oof itregpetsoe commhyﬁﬂh(d):d(lf) t@mds’oewg @h are the

subj ect of an f rr| a ained in evi denced by an

El ectronic Bi ?{T Eg'?é‘lg@%dﬁge g?’ '? efT?(’&ﬁgb})me Y558 ]ﬂFr togxder ¢r tBeast

El ectroni ¢ Tetaeéar; mfx{ame(umtcsmdfm@raeuser agrees that where a contract of
sal e bet\/\/e.enlgt..@g S rqu, res that Shl pi ng docunents are tendered to the
buyer of L¥msghfhain rSUE*bP@ﬁbbl halgbﬁ opompaniedayedrepyd chrdfibier , a
tender of dOGUIEMkEobiNe ARANSE Olerd BB r ot .be rejected on
t he grounds that the d?)cumants ertendlpﬁwg bg%ne%ése[ $ Q%Fr% Fargf‘ﬁc‘f"rt ni c
nessages or ithfgEEepfrom thiodnte ¢fabe Qrtwyn obtht Electrorit Bill dfd adial aniihE ard S
required by the,g | al e Concl ude ectroni ¢ | nterchange.
Where a contract gﬂt{ Q%Ch%tp% %e%ner s Sfﬁt?sg‘(?d%gyﬂgl%'atcm(‘f‘ﬁcﬁ%‘éﬂ“éc or in
part) by neangthghe @pdvissmalgRuler by a series of Messages, each User agrees

t hat suc onstitute and/ or evidence the

cont r act concﬁ%eé’gﬁe?/\%ki%ﬁ%f‘ﬁeﬁﬁ "}S*M"?'Eﬁ Wpls dpomegt thedsirpgionds giversal e.

Upon a requesd ter@amiany iddaen papek bl @IQa&lﬁ'g, tﬂﬁm Beh® RFth& ad ﬁgﬁw act of
S

sal e, acontractln User will print and g] inwiting 25t sage or

Messages in &GHYF ﬁé‘b‘%‘f’ﬁ“‘aﬁh?ﬂfﬁ@%ﬂ BlUfo IHEtTléfsEkO@qmcheldiobyacbmy
AP D @ o il Rall ¥ e RHEAEL of Arh U HOML: APl 1L G BL EROLAAGT BT S0 € A

sal e contract swi tched to paper rocedure se Fr aph
Switch to Papethef@amiaont racts of Sal e shaII take effect as if the sale

15

3 WETS 0 jesto a
Table of Powers. The parties to an Electronic Bill of Lading, as defined below, shall
be entitled to execute functions in relation to that Electronic Bill of Lading in

accordance with the following table:



contract had been nmade and signed in witing on the date of the rel evant
Message or 30 Messages. WO 00/55774 PCT/ GB99/03091 -148 3.10. Docunentary
Credits Validity of Electronic Presentation of Docunents. These Rules w ||
apply and ™MW@00/55T%dsent ati on of any Docunents by el ectr oniRCTIGEIO®3OESI ON
through the Central System 5 will be accepted as if they were the

equi val ent paper docunents, where a User issues, advises or confirnms a
Docunmentary Credit on the instructions,f an Appl i cant User under which a
Beneficiary User is required to presen} stipul ated documents in order to
operate the Docunentary Credit. provided that: (a) the Docunentary Credit
expressly indicates that presentation under the Central Systemis
acceptable; and (b) the data 10 contained in such transm ssions is
presented in Docunents whose description matches that of the docunents
required to [Fgp8fdascnted by e terms of the TRl —amd—{e—where—the
Docunentary {redit requires that a particular docunent is issued,
authenticated or signed byCariparShipper ajfiopizrs (PleddebieBetta [Hoddes [TowisigRva || S
Si gned by thiat person or by a Uger,who|is ut)@grlzeg o0 arct ang take
responsibility on his behallf. 15 E’I’dectrc'fﬁf” ehyiqidnt be " O (% nal s1.
Any requirenent under the fernms Qfomer Documentary Criedit, o whighgthege
Rul es apply,|that_an "original" docunent be presentled shall be|satisfiled
by the presefff@tgBH of a DoéesmentNpeari pt® t he M8 gnat[¥ee of [Nat he[Nrer son |sai d
to have issu =d tot rrt thatsof —atHser—whp—sisaut-hedi zed
to act and tfo tg aé&%lgg%onsml i tnggr? hi s E)ehalv}/eté 20 g‘?ﬂai es Y.é\°7\he ‘éest he tlerns
of a Docunen[Dasigneﬁdetd,ertcthi chNbhese[Yul es [¥gpl y,[Yes €qUNee Thd a nunber.
of COpi es of La—decunent nresented h\l a Beneficiarly llserlto hnot her |User
"t he recipi elffanfykagorse (a) sg?h a |MaquirP%ent ¥l | Hosati N ed¥y a sijngl e
transm ssi onNpetigRAEBERET Val eI TTETTT SUL ECT Tt e egTd o) the
reci pient User shaII be enﬁltledﬁgr errgt)ea/ere(ﬁso maflgg;t he| number- of onward
transm ssi ongloldsy | 25 as tre casg may be, to ¢reate [the nuprber of copi és,

of that docu E gv-e ceRA—ReRLSSar-yYot-o—caaplete fhe—iﬁ-a-n-saetaion
in a paper e“r;“?\?ls1 (6 en%?1’}“°“gnprc Tded NPways| Ehat |18 El dStT oni fB8i | Nbf Ladi ng
shal | have ”Peﬁgﬁdﬁ@ﬂe&g%@ NONGET  (|WREL NE[Y k0] U€¥est O- QEJeT, [Ygear &, root agr
Pl edgee Hol der ConS| gheee |Hol der| or Ho| der) at any jone tire.

Holde
Enforce pledge No No No Yes No No No
Release pledge No No No Yes No No No
Surrender Bill No No Yes No No No Yes
Request Amendment [No Yes Yes Yes Yes Yes {Yes
Grant Amendment Yes No No No No No No
Deny Amendment Yes No No No No No No
Switch to Paper No Yes Yes Yes Yes No Yes

Timing of Carrier’s Rights. The Carrier may perform the functions indicated in the
table, other than grant or deny amendments, only at the time of the creation of the
Electronic Bill of Lading and only in accordance with the provisions of Rule 3.1 of this
Rulebook.



Banks as Hol ders of Electronic Bills of Lading. Wiere a User acting as an
i ssuing 30 or confirm ng bank is designated as a Pl edgee Hol der, or Bearer
Hol der of an WD 00/55774 - 149 PCT/ GB99/03091 Electronic Bill of Lading

for the purpneessHss t he performance of a Docunentary Credi',(g /Gﬁﬁﬁ)sog?er
shall only acquire such property in and responsibility for lhe goods as

the parties to the Docunentary Credit transaction intend. 5 6. Sunmary It
wi |l be appreciated that although parti g;tlédar enbodi ments of the invention
have been described, nmany nodificationsfadditions and/ or substitutions may
be made within the spirit and scope of the present invention. WO 00/55774

PCT/ GB99/ 0309 ShipptP HoldeADMIgatind T CORfR: ANSifipref RA &196“H§ﬂd9rpo§ratms stem for
supporting transactions of .i)rope_rty bet ween ‘ones of a defined gro of
users, each witpfersedfdectronigBilf pfliading cathBesigatsynskodrderdiayi si ng: (a) a

regi stry conpihsy b regords | ich each,record supports
one transacti ghﬁ{'ggg C?S%gﬁ%égi%%?%fiﬁrr gqut’f 60 oﬁol\ﬁ?'él g%leﬁsr?%m?p@h Geagigreecan be
named, each recdy @raeefhrctsiaty sitetantagbly sSheheldabltiigadtieapswatd thgvaped users

inrelatio the. property underlying the transaction, wherein each
record inc?udgglear{]egisg’ég‘@t%%‘é“ﬁo field in which one of the users is nanmed to

signify that OmeHAd&aURIN TRero VRN doh8e FERALS oﬁmld%%ﬁb&&ieé’ﬁea‘?&tljfofﬁee{ige”t to

pass t hat domarg' on to another of the users, said at |east one
h

i ncluding a T-topqrdarfledegy Haldps Sansignet Halde1 ardialdert ofan Eirvgedc Bil sfecei ve
nmessages trangmiﬁégqn)f,g&rgmet'he users, the nmessages including the user
identifier of the transmtting user and a 15 registry instruction, wherein
creation, nai Rledgeendutomadicaliy Hvldevat Tion Defigidnen ddt alPksgeer eodlF hasa iR

0oL PG hESBARSLYE KO A5l OB B ALIES (T VRl P00
SO Holder. Any To Order party also then Designated remains so Designated until the
pledge is either relinquished or enforced.
Pledgee Not Bearer Holder. Where an Electronic Bill of Lading is Blank Endorsed,
the Designation of a Pledgee shall make that person a Pledgee Holder not a Bearer
15  Holder.
Pledgee Remains Holder While Bill Pledged. A Pledgee Holder’s power to
Designate a new Holder, or To Order party is only exercisable when it: (a) relinquishes
its pledge at which time it shall Designate a new Holder and may Designate a To Order
party, or a Consignee or Blank Endorse; or (b) enforces its pledge, at which time it
20  shall Designate itself as Holder-to-order.
Underlying Contractual Obligations. Nothing in these Rules shall be construed as
permitting any User to Designate any person in breach of their obligations or duties
arising under or in relation to any underlying contract governing the transaction.
Shipper’s Right to Request Amendment. Nothing in this Rule shall limit the right
25  of a Shipper, who is the Holder of an Electronic Bill of Lading, to insist upon an
amendment of the Electronic Bill of Lading.
Instructions to Carrier under Electronic Bill of Lading. Where an Electronic Bill
of Lading is currently in force or the relevant shipping documents exist in electronic
form, the Carrier may require that all instructions to the Carrier shall only be given by

30  Messages through the Central System.



as to receive registry instructions and the associ ated user identifiers,
the regi'stry 20 mai ntenance unit being responsive to registry instructions
according to a closed group of instruction types, each registry

i nstructi onwbedsgyracti oned by the registry nmaintenance upectige®adpdii onal on
a test perfornmed to establish conformty of the registry instruction with
a set of rules specific to the instruction type concerned, the sets of
rules reflecting a book of rules to whigh all users of the systemare bound
to adhere by 25 a common contractual arrangenent, and which strictly
defines the users' rights and obligations in relation to the property
underlying the transaction. 2. A systemaccording to claim1l1, wherein the

set of rules ,o{ aE I eag.t one instruction type specifies that the user
identifier of: i all 30 correspond to a user naned in
sai d at | eastrapded bEOWRANIPNE LU LR of LifkH 1l r Y0, 0PL 55774
PCT/ GB99/ 03091 - 151 \Aherebi}psoné Lt of fifh gﬁ’tgs‘mréﬂg’“o@ﬁ%gﬁ%sn? ‘?‘ﬁ

rel ation to ttregsaghiapernrthy effiest ef dnyiapplidable law,rthosacter oficakucties pyseessibhom a

singl e user i n inci dent rales.defined by bein na in tw fields
of the r e?or Eﬁl\{%ﬁ %fogg\ars“gosrt tg?nngvcag‘?ﬁ & ﬁ‘ﬁ POt 8%/%“1%8%5 Qfovg&éoranp thesast one
field consi stRulg e thheffehof datsfeigy e a\lﬂﬁbrﬁlippbleﬁg%eh@ﬂogﬁétar?iiﬁbl‘ést iher ein
the sets of rules f%?l{lﬁé nel! respective registry instruction pe

col I ecti vel y BHhE®a P QLORSIIAANE| POBESSRIBEreh tepnaothingiin t F%ubﬁe, of
the hol der fisghibpravidt SRR rRh@H SEOW ARG otHefbd d&%%terét%X?itt%gﬁn%ﬁgc%rdi ng to
h F t her udi ng: a

any one of the preceding clains, each record fur Inc t o- or der
party field iBnlggPenotahfiecsOwmnerships d¥othingin these Ralee shalllptherwibd ehconmstsued have no

naned usefy aQded. | gneeafl ' I ¢h .one of the users be naned,
but which nay havéﬁg?@ no gsgweﬁj%ggésp‘?’ %%reet?en%bﬁét LY c8‘?trafh‘fr’§2"i‘{’“fa§f’ all the
respective regiined innst eviddncain by yypeElebwatdc iBill @ohaiy bh akhet MEYnspbk OW NO

nore t han onEbO%f 'gl}e to-order party field and the consignee field
si mul t aneousl|y P8Mave a naned user. 20 5. A system according to any one of

the precedi ngvalidéty 08 Elestioiie Tan &GP DoaGRNYs. Hadh UB&aglebCthMAR%re a contract
of sale between Users requires that shipping documents are tendered to the buyer of
15  those goods, or to another party nominated by the buyer, a tender of documents by
means of the Central System shall not be rejected on the grounds that the documents
tendered are in the form of electronic messages or images provided that they contain
all the data which is required by the contract of sale.
Sale Concluded by Electronic Interchange. Where a contract of sale between Users
20 1s concluded, (in whole or in part) by means of a Message or by a series of Messages,
each User agrees that such Message or Messages shall constitute and/or evidence the
contract concluded between them.
Switch to Paper for Contracts of Sale. Upon a request from any User entitled to
demand the original contract of sale, a contracting User will print and sign in writing
25  the Message or Messages in accordance with any and all formalities required by any
applicable law to give effect to the contract.
Date of Contract of Sale. A sale contract switched to paper by the procedure set out
in paragraph Switch to Paper for Contracts of Sale shall take effect as if the sale

contract had been made and signed in writing on the date of the relevant Message or

30 Messages.



an originator field in which one of the users is nanmed in each active
record; and a shipper field in which one of the users is naned in each
active record; wherein, anong the instruction types, there is an

instructi onWQgs.f,Qr creating a 25 new record, the set of the
create record instruction type stipulating that a user ﬁEFG%EW&%I [

each of the originator field, the shipper field and the hol der field, and
that the user named in the originator field shall correspond with the user
identifier of the transmtting user. WH¥00/55774 PCT/ GB99/ 03091 -152 6. A
system according to claimb5 when appended to claim3, wherein the set of
rules for the create record instruction type stipulates that a new record
shall have no nanmed user in the pledgee holder field. 5 7. A system

accor di ng t o Xl0ai Posumentafy Cretiies ei n the sets of rules for all the

respective r §4l] i ruc on 1 ave in c t hat they do not allow
the user nameé'%E of Egec ‘ésteB?}I'F ﬂ"?"d“‘ﬁ'és ﬁ?ﬁ%gﬁles il gopky anddhs

accordi ng t o pedsaitarion, of@n}ODocKl.meYlBQ)@ e&l@@&f@@ﬂ’asﬁﬁ%sﬁh%gﬁ -thWOEf &) @ysw?@ 10 set
of rules for the create record instruction type stipulates that” a create

record i nst r VEtP§ACEPES ps ¥ Gy avere @ﬁéq‘aY?éF"bﬁm?r doramehis,(Wherea Usarissigdent i i er
for nani ng i Batils orGRARLAEBol Elelit oft (1O BB b AR R0 AT N9 1 1

the to-order party f d, an in |cat|on S Y% 1o be
named in bot Wﬂdﬂéﬁ%@@@nﬁ@am@trds eequirgdte ptc@errblsntaﬂatq:lbddcymerfts mlodderi® 9. A

system accor ended to claim4, wherein
the set of %F%gte}t%r {’ e egtrglg' ?femz 50‘?%6 ﬂhaé"t(%@g% SHUPSHYEY &?dﬁLﬂxa‘Fé“? that the
user specifi entlicatesrthngimésagation inkder thelOdatal fSyetesl is hadebtable! akOfby @wP@Rd to a
user speC|f| ed for, nam ei ther the consignee field or the to-order

party field. “ogaiggl ingu g“c“é’ﬁissa‘%sd? giesrgteddn Degurgsnts whose fesrmtion magches  t he

regi stry nai mkdeBAME Goduehts réaairébgofbbl REeE&EedCb%ﬁé B SH R Qrdd3fnd W\@&reﬁ Cr eate
record instruction is actioned gﬂl st ry mai nt enance Unl t,

nessage handltlrerﬂaoquﬁae@taﬁys(?re@wwre@ct;has@mm redoserpent isosaubd authsxmcammed inthe
hol der fiel dsghed hfa phBAlSEDerGE Hhe asth ARhdmidsRR i§ B¥ned' 88 that pd T 219,

User who is authorized to act and take responsibility on his behalf.

15  Electronic Documents to be “Originals”. Any requirement under the terms of a
Documentary Credit, to which these Rules apply, that an "original" document be
presented shall be satisfied by the presentation of a Document bearing the Signature of
the person said to have issued or created the document or that of a User who is
authorized to act and to take responsibility on his behalf.

20 Copies. Where the terms of a Documentary Credit, to which these Rules apply,
require that a number of copies of a document be presented by a Beneficiary User to
another User “the recipient User”: (a) such a requirement shall be satisfied by a single
transmission of the equivalent Document to such recipient User; and (b) the recipient
User shall be entitled or empowered to make the number of onward transmissions, or,

25  as the case may be, to create the number of copies, of that document as would have
been necessary to complete the transaction in a paper environment, provided always
that no Electronic Bill of Lading shall have more than one holder (whether Holder-to-
order, Bearer Holder Pledgee Holder, Consigneee Holder or Holder) at any one time.
Banks as Holders of Electronic Bills of Lading. Where a User acting as an issuing

30 or confirming bank is designated as a Pledgee Holder, or Bearer Holder of an



25 over the record. and to send a further nessage to the user naned in the
shi pper field. 11. A system according to any one of the preceding cl ains,
wherein, anong the instruction types, there is at |east one instruction
type for chwaogionssy7a he user naned in the holder field, thecekspyveonhange
dom ni on over the record, wherein the set of rules WO 00/55774 '
PCT/ (B99/ 03091 -153- for the name hol der instruction type stipul ates that
the user identifier of the transmttingguser shall correspond to a user
currently naned in said at |east one fi e?d. 12. A system according to claim
11 when appended to claim3, wherein the set of 5 rules for the nane

hol der i nst r Udtdtmnict BifleofSLading &irethe tplipbsek v ths perfardandd bf eDRimbRgy

transmtting s§{ tsh\gsll cHrrE,spond to the user current|ly naned in one of

the hol der fi@Fd" MEdser phall onbyfgaurersyeerpperydn and rfg?onﬂb%‘?/kfoémeag@@@r%i ng to

claim 12, V\/nahebdmiesamegl)otcxh}ﬁedte[}%t‘iédl?tttﬂa(?ﬁct‘i&ﬁﬁﬁt%nd.t here is 10 at |east one
t

instruction type for changing e user naned in the pledgee holder field,
t hereby to change dom nion over the record, wherein the set of rules for

the name 4l %’.?.ﬁiipﬂhﬂ? instruction type stipulates that the user
identifier of € transimtting user shall correspond to the user currently
named i n one of t Hitevil bk emprectatelticht alddugharticplacagedintatsde thefinvehithn haa 14. A
system accorc{)i ng.to.claim 13,.fvvhen %g{),end%g/to claim4, wherein the set of
rules for the  REHETIHFS Ry MoHifiganony/sditopsand/gR subsiurions man ¢ mads withimt es t hat :
(a) the consithgitahdicOpesdiaiel pridau thvetiogXi sting named user: (b) the user
identifier of the transmtting user shall not correspond to the user 20
specified to becone the pledgee holder in the instruction; and (c) _
actioning of the instruction shall not result in correspondence between the
user naned in the pledgee holder field and the user naned in the to-order
party field. 15. A systemaccording to claim13 or 14, the registry

mai nt enance unit being 25 configured to cause a nessage to be sent from

t he message handling unit to the user nanmed in the holder field or pledgee
hol der field after actioning of a nane holder instruction or nane pl edgee

hol der instruction respectively, notifying the user that dom nion over the
record have passed to him



WO 00/ 55774 PCT/ GB99/03091 -154 16. A system according to any one of the
precedi ng clai ns, wherein each record further includes an associ ated
history file, the registry maintenance unit being configured to action at
| east some twpeussPis registry instruction by witing data rgbtgebgheet ©
registry instruction requests to the history file of the recorg concerned
thereby to 5 maintain an audit trail of actions requested on that record,
there being no registry instruction tyg s that allow history files to be
accessed by users of the system 17. A @sten1accord|ng to claim4 when
appended to claim3, or any one of clains 5 to 16 when appended to cl ai ns
3 and 4, wherein the sets of rules f@ﬂu@ﬁﬂsthe 10 respective registry
instruction types additionally have in common that they: (a) allow no nore
t han one of the pledgee holder field and the consignee field

si mul t aneously to have a naned user; and (b) prevent a record adopting a

State i n whioh @ uRetcARIR Ll BhAHOG-hokor Lhekd corresponds To a

user named in the to-order party S aZEBTYPHg %t o cl ai m
17, wherein @ty detoreeh pusstdier defined pbes ofimsergsadcivith Qdusexndi@xlitﬁﬁﬁﬁﬂé chain
f|Ie in wnlcq §&9@%9 atinme ordered list of users who have been
contracting p rtles Bhe record, the endorsenent chain file being

mai nt ai ned by the(ar)eglastrafgysmyatdmmlag&edhtabatse dﬂneé&asnuavmﬂt éa@&‘trb o pa”y i's
defined as 20 |ncIud|g%w§ user who i.s nanmed_si nul t aneousl t he
hol der fi el d SHRQ™ B° FipReand qomgrises gf Plara}lec@fr@eldmdwbbg usenecambejer field

and the to- om@@ed, Radhir¥edrd RIAECRE U & %‘s%@ non“s P R Fn'rre‘ﬁut P C' aim

18, wherein, each time the record c anges s ate so as to T ne
contracting pateyproreHE undylying the rratlbmtren,awb@em reach nesordmmcﬂudgyateldast 6ne25 cause '

th & d b g
B i P e T A

of the pr eCedlld"lgf‘idbavmtnttemmtrtegasstltay domiidnlee tah X ofltlﬁECthuds 2 & |idsi ness

ref usal |nstr e for, r )ki ng an i rmedi ately previous 30 registry
instruction t 'd?3§d¥ﬁéﬁipkiﬁﬁ¥%ange of the user named in said at |east

one field, WO 00/ &9774 messdBANIAZABiL arrdiped to receive messages transmitted from

the users, the messages including the user identifier of the transmitting user and a
15 registry instruction, wherein creation, maintenance and de-activation of the database
records are performed responsive to registry instructions contained in user messages;

and
(c) a registry maintenance unit connected to the message handling unit so
as to receive registry instructions and the associated user identifiers, the registry
20  maintenance unit being responsive to registry instructions according to a closed group
of instruction types, each registry instruction being actioned by the registry
maintenance unit conditional on a test performed to establish conformity of the registry
instruction with a set of rules specific to the instruction type concerned, the sets of
rules reflecting a book of rules to which all users of the system are bound to adhere by
25  a common contractual arrangement, and which strictly defines the users’ rights and

obligations in relation to the property underlying the transaction.

2. A system according to claim 1, wherein the set of rules of at least one
instruction type specifies that the user identifier of the transmitting user shall

30 correspond to a user named in said at least one field and one further field of the record,



signifying a change in dom nion over the record, the registry maintenance
unit bei'ng configured to action a business refusal instruction by changi ng
the record back to its imediately previous state, wherein the set of
rules for tWedmsghness refusal instruction type stipul at eerichadazedia) t he
user identifier of the transmtting user shall correspond to the user

named in said at | east one field; and (b) the business refusal instruction
shall be received within a defined periog of time fromthe i mrediately
previ ous registry instruction. 10 21. N Syst em according to claim20, when
appended to claim4, wherein the set of rules for the business refusal

i nstruction twherby serhd6f saflt rightdl Ak @8lidaliads in (OMidnhS tSHbperdeRbdifif mof the
transmitting user shall correspond to the user naned in the holder field;
(d) the user tapBgHqnfre derpfedtfom & rsigniset havipeuensrcidehtdlesodsfineslssobeing o t he
user 15 na LA f -arder party field and the consignee field.
22. A systeﬁg[g%‘rnggﬁggltdgggﬁ%%e%“ 0 or 21, wherein the registry maintenance
unit is configured so that, follow ng actioning of a business refusal
instructiqn hy thg regi sttr#/ . mai nt enance, unitf a rresg_a e i s caused to be
sent fromt hé" nesSay&eRAHRG QAR { P h &6 [Fagonh opfstngi of the | east

one field af thelenfiéld @Al APplafged REdQUTId) 8aRreifHdSREs dMElel Wt thORospeci®d | fYi NG
t hat dom ni on oQver. the record has reverted to himfollow n re?usal of the

user naned i ACEHE ABTGEeN ey eplisgivelieensyrpal aruseryshall dgingmsd imenes gud i on to
accept dom %hﬁ'rbng,ro?ﬁhetﬂ%gief ﬁﬂg)ﬁ&h ‘hg?‘ﬁ‘ﬁéc héldRigem according to claim 22

when appended to claim erein regl stry mai ntenance unit is
configured to action a business refusal instruction by reversing any
change in,the endgrsement chain file that resulted fromthe i iately

o evious Wegiist 1y RAEPACETORE Tahbarsah s e CBSuIbacuD Reordguds
syst em accor dnahgliigo any one of clainms 20 to 23, wherein the defined period

of time for carrying out a husiness ref u§al instruction is a fixed period
of tinme of approXitRel RRpAieklgnrdichns 8T the ussrs maybe BaBsdl PHGViEh BRRI ms 3
and 4, or any,® Rmeghd-mdd to 24 when

a consignee field in which one of the users may be named, but which may have

15  no named user;
wherein the sets of rules for all the respective registry instruction types have in
common that they allow no more than one of the to-order party field and the consignee

field simultaneously to have a named user.

20 5. A system according to any one of the preceding claims, wherein each record
further includes:
an originator field in which one of the users is named in each active record; and
a shipper field in which one of the users is named in each active record;
wherein, among the instruction types, there is an instruction type for creating a
25  new record, the set of rules for the create record instruction type stipulating that a user
shall be named in each of the originator field, the shipper field and the holder field, and
that the user named in the originator field shall correspond with the user identifier of

the transmitting user.




appended thereto, the registry instructions including an instruction type
for namng a user in the to-order party field, the set of rules for the
nane to-order party instruction type stipulating that: (a) the consignee
field shal | We\wesé9s4 €xi sting named user; 10 (b) the user iﬁ@ﬂhh{ier of the
transmtting user shall correspond to the user naned in t PPt el d
or the pledgee holder field; and (c) actioning of the instruction shall not
result in correspondence between the wuser naned in the pledgee hol der
field and the user naned in the to-ordeiSpharty field. 15 26. A system
according to clainms 3 and 4, or any one of clains 5 to 25 when appended
thereto, the %egiskgxﬂgg%;gu tionﬁ,inplgding an instruction type for nam ng
a user in the consignee TIEF PFUPgh'ISe frvReded shelpisy anywvhareiy thef set p
record, the setlesofor thelcesite reerd ithRudtid ARy R AMPAIKIE Brai DALY URbiOMal YRR 1o

stipul ating thatkugg) t he consi?nee field shall having no existing naned
user: 20 (b) PHBUSENihsdadess holdephieldhe transmitting user shall correspond
to the user naned in the holder field or in the pledgee holder field; and
(c) the to-order party field shall either have no nanmed user or the nanmed
user spec?fiéd i nAtshdedicensding itelcthim 26028, whersijsthe et QuRE Fer 410 4l ai m 4,

or any one of I : . en appended thereto, the registry

i nstructions fe%é:elg{ﬁ‘?rﬁgls{é}g’q%ltr“%usat{\{f}ﬁé‘fpfgﬁavlﬁ)}ﬁéo?’ﬁ?“ Bhas Hiey SR et S‘?Wgtha usgrecord by
renovi ng the uvswed is feorikinetdr field o changed.der party field thereof, the set of
rules for the blank endorse instruction type stipulating that: (a) the
user identifier of the transmtting user shall correspond to the user 30
named in the hol dex sfsiegl shcoraing (Y Qaf05 BB WRET LSTBY thy 4Rl the
user iden%fi er of the trans'r?lgtti ng pserr _s’halg?- %rrggggl%%in ?'o‘;@eﬁeéé er
naned in the 620rdif fyatheycreate regordo gistrustioy syrenstiputates dtharga teecaed aicorl@ 3 and
4. or any onenahucib kil Rnk a nded theretq, the registry
instructions ianuding annins%%J%??§H Vpe 6?”%5#%?%&% ONANER ethver a
record by (i)consigmasdicidéiuseer igpeiief foedaming ifwhe pl-e@dgefrh Gedesnd (iglad as the

user specified;in. to-order,party, an ii) . deleting the user specified
in ot heppl o dge‘gd’c‘I&log?ﬁat QR §%0 b SHmet n gotg th(e co?mgnee field agd the to-order part?

field.

15
9. A system according to claim 5, 6, 7 or 8, when appended to claim 4, wherein
the set of rules for the create record instruction type stipulates that the user specified
for naming in the holder field shall not correspond to a user specified for naming in
either the consignee field or the to-order party field.

20

10. A system according to any one of claims 5 to 9, the registry maintenance unit
being further configured so that, when a create record instruction is actioned by the
registry maintenance unit, the message handling unit is caused to send a message to the
user named in the holder field of the created record signifying that user’s dominion

25 over the record. and to send a further message to the user named in the shipper field.

11. A system according to any one of the preceding claims, wherein, among the
instruction types, there is at least one instruction type for changing the user named in

the holder field, thereby to change dominion over the record, wherein the set of rules



hol der field and nam ng that user instead in the holder field, the set of
rules for the enforce pledge instruction type stipulating that the user
identifier of the transmtting 10 user shall correspond to the user naned
in the pl edgweoossizder field. 29. A system accordi ng to anycarsessesd ai N6 5
to 10, or any one of clainms 11 to 28 when appended thereto, the registry
instructions including an instruction type for switching fromelectronic
support of a transaction by the system {qQ conventional paper- 15 based
supporting of the transaction outside fhe- system the set of rules for a
SW tch-to-paper instruction stipulating that the user identifier of the
transmtting fgsehe MMk | holdk rigsRRAch tfbel BHUUSET rRATRI & %@hxﬁte?toﬂ g@st one
field; the registry managenent unit being configured to action

swi t ch-to- pap&nsmyigng yserspglbeoirgspopy togreusattingatlyi epetl firesaicea duask omeﬁeldr ned, and
causing a nessage to be sent fromthe nessage handling unit to the user
named in the originator field requiring creation of a paper docunent based
on the contenlt?s ofA $ysemdeeading vatlsich tlewmfrchpptsridehlto atieh 3,naertdetheds grart of

t he nmessage. f§ go thA S ste accordi ng to cl F‘}’f or any one of clains 5
to 29 wher app&nd¥ et“ﬁ er ERETFUOB A¥RSTRY Cﬁér‘a‘ th%Péﬁﬂr‘?Rj‘“ﬁersQlfrthénder
party field IchnWﬂittﬁfg u@ét%hﬂf coHBEboH&%rtﬁe udFAYurRAt AR in DAY of WY tﬁ)h:lepﬁgldhave no
named user, the registry instructions |nclud|ng an instruction type fo
surrender i ng AAerlrdgecholdst §¢lgni fy di sposition of the property under! y| ng
the transaction, the registry maintenance unit being configured to action a
30 surrender record instruction by de-activating the record, the set of

rul es for thel3WD @0YySEMAdcdrdiTE EBIIMOR0 Vhereinl &rforithe Mmem@tion 86, thetdlist r uct i on

type stip at t u identifier of the transmijti user shall

correspon "{t e%f (tq%énshnsl%‘ronst%tar elﬁ’“?‘ﬂ% ot ?m‘fqdétlg’eaﬂﬁdtgf% 8@?&5{1%& named

in one of thehtird}yOtrodmangbadowlmf)h elet Bodecoh WHORE GBaE: %fi @led. f?ﬁthéﬁmé system
eing further

according to (fd% rr]j?l%ﬁ the registry maintenance unit
configured sd‘{¥st ™ éﬁst%.mws@a@énrr%at%s(:tbrtoth%ersqr Heantifiercofudie sramsnidige st r y
instruction Qfser $hble cSEspGRAAS thd MSQ? curkddBy GRS §f éfnen&' e ﬁ&@&cﬁeldj%é thgauseS

the message handling unit to send a meSsage to the user naned
ori gi nator fiRkdgee rfigldany user naned in the surrender party f| eI d,
indicating that the record has been de-activated.

14, A system according to claim 13, when appended to claim 4, wherein the set of
rules for the name pledgee holder instruction type further stipulates that:
(a) the consignee field shall have no existing named user:
- (b) the user identifier of the transmitting user shall not correspond to the user
20  specified to become the pledgee holder in the instruction: and
(c) actioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

15. A system according to claim 13 or 14, the registry maintenance unit being
25 configured to cause a message to be sent from the message handling unit to the user
named in the holder field or pledgee holder field after actioning of a name holder
instruction or name pledgee holder instruction respectively, notifying the user that

dominion over the record have passed to him.



10 32. A systemaccording to claim30 or 31 when appended to claim29, the
regi stry managenent unit being configured to action a sw tch-to-paper
instruction by causing a message to be sent fromthe nessage handling unit
to the user‘@m;sg i,n the originator field, and to any usey in the
surrender party 77lél d. 15 n -1 33. A systemaccording to 2&;@:{%&8#1 cl ai s
5to 10, or any one of clains 11 to 33 when appended thereto, the registry
instructions including further instruction types for requesting anmendnent, -
granting anendnent, and denyi ng amendn®if- of a record, wherein the set of
rules for the request anmendnent instruction type stipulates 20 that the
user identifigl ofs LaRnd SABSMHolid & 1S HOLLERPRRY.iL @, he User naned
in said at |east .on}e field, hte ag}gaﬁtry E%};énqtl@ng%g%’ ﬁﬁ?fmﬁzéclhnrgecoé nfi gured
to action a rfegesssincladgesnamestociaiedshistonyt filen they redidtyc atineegae @tie BeAE Nt
identifier to request amendment instruction and staoring that anendnent
i dentifier, a‘:ﬁhﬁﬁ“)}eaﬁ%ﬁ%ﬁ?{’gﬁ%{%&‘ SHRE SRGROHSHIR WYIFHPR by yripeg %é%ﬁla&ngressage
to the user namegstyningthetiod teghddRlt®fhelHitby ME of e rEREPEShcerhhE tXRDS 39

i ncludi ng the request amendnent instruction together with the anendnent

i dentifier dPYBEREd Il o 2cinrs wAsEr Pt the seard.obere heing rooregigirant  and
deny amendnenhsuuB$dn (s R allovPESoSARE o 88 ANt & JsBRbLr PGy Hapr 1 dentifier

b g :
of the transmtting User shall correspond to the user gysnamad in the
originator field, and that the nmessage containing the instruction shall WO

00/ 55774 PCT/{&B99/,0 - I nclu n_anen nt. identifier corresponding
to the arrendrr]eg!r?t ﬁd%%tg Lﬂ‘faf(‘(]ab?(%rslé %rcé%%? or entaﬁ%e“?ergc}(%rcguﬁdh%reapﬁ%e. O%Ef‘.‘m%\ system

accordi ng to <lailmvden appeided ec ofafing Birahdiel, whaedinitlieng:tsaof ANRNRBARNthe 5

pending fjeld for.indicating whether, or t a request amendnent instruction
i s pendi nfg?, tREFRG &Y wﬁﬁ%m&@dﬁwp@%&@m C@’an&ﬂtgﬁyio set the

amendnment pendi ng (a)faiiél Go MESOLAS b¥EottiRe RedREUSAL: @I@MWB@Eodsﬁﬁéer%@&i on and
to un-set the anendnent pending field responsive to a grant or deny

amendment i nStRHRRFYHY tbave ainpmedygser; and

(b) prevent a record adopting a state in which a user named in the pledgee
holder field corresponds to a user named in the to-order party ﬁeld.
15
18. A system according to claim 17, wherein each record further includes an
associated endorsement chain file in which is stored a time ordered list of users who
have been contracting parties to the record, the endorsement chain file being
maintained by the registry maintenance unit, wherein a contracting party is defined as
20  including a user who is named simultaneously in (a) the holder field and the consignee

field of a record, and (b) the holder field and the to-order party field of a record.

19. A system according to claim 18, wherein, each time the record changes state so
as to create a new contracting party, the registry maintenance unit is configured to
25  cause the message handling unit to send a copy of the endorsement chain to the user

who is the new contracting party.

20. A system according to any one of the preceding claims, the registry instructions
including a business refusal instruction type for revoking an immediately previous

30  registry instruction that resulted in a change of the user named in said at least one field,



regi stry maintenance unit is configured to prevent changes to the record
while the 10 anendnent pending field is set. 35. A systemaccording to
claim33 or 34, the registry nmaintenance unit being configured to action a
deny anmendrneodesswait ruction by sending a nmessage to the usECT/GB#Y@309ssued t he
request anmendment instruction indicating that the user named in the 15
originator field has issued a deny anendnent instruction responsive to the
request amendment instruction. 36. A _gystem according to claim33. 34 or
35, wherein, a grant anmendnent instruction is actioned by the registry

mai nt enance unit, depending on content of the 20 grant amendnent

i nstruction, slgmfmmubmangmmmlmﬁn bt thedleborad the regls@)y nidihtbdaRbeuXbekig NY
records bei ngnére & their de-activation and creation of a single new
record; (b) ‘ﬂﬁfg é°é foa @ bygingss cefke! BBIvRGoR By ichangiegherircerddiaek foeigsor ds by
de-activati Oﬂnrﬁédlatély?réi'lo'ﬂgkt@tee\i‘ﬂe?éﬁ g sEQFRANIEL ﬁpme%{lﬁﬁetsé R:rﬁlsg)lf n%{ldnp le new
records; 25 (c) maintenance of a single existing record

deacti vatl ont)’@P stipulatasghat exi sting record and creation of anot her single
record. 3; [ ored . atitlere str
dat abase ?or sup;e)(gﬂl{lénﬁg}sgrg% ﬁé?r?ggkéwlﬂgxﬁsgu%ﬁ %%65 521? VOBEPRELIP g‘ﬁe‘?%f a
defi ned gr oupansfd insad st leasoate field; lnda user WO 00/ 55774 PCT/ GB99/ 03091 -160

identifier. the t}i Ierelst dat abase .c rising a plurality of records,

each for supportdbﬁﬂj‘ (S’H?é Féeﬁ‘éélc‘{’?tﬁ‘ﬁno %‘élﬁg?ée&&‘?' WP R defineg psripd ok al i ty of
fields in whiigb frdmanSimbdiinidlf pRACRegiORERAsthRGO . d reflecting the rights and
obligations of the named users in relation to the property underlying the

transacti on, wherein each record includes at 5 |least one field in which one

of the uggr 521 S ﬁ%@en% 8cc§*dﬂ'§ tf)y,latnl?zg \M&ﬁra Eeng&lr?o % m 4O¥v erffott}beese{ efcor d and

excl usi ve entitl ement t hat m ni o to anot her’ o € users sai d
at | east onenﬁtise"bldh@rh@insshm@saildsmtqmntyfpeélrdxerﬁﬁﬁulaﬁsﬁmver for supportl ng

transacti ons bet re ered ers each 10 aV|ng a user
i dentifier, the \égf\%rusgo e’rllléelrnfqm 3‘?5 %11“% UE‘H i $PrgsPand,fo, I‘]‘Sf”y of
records eachnah@lrihinelmgjeaﬁéwl I of | ading and including a record identifier,
wherein the

(d) the user identifier of the transmitting user shall correspond to the user

15 named in one of the to-order party field and the consignee field.

22. A system according to claim 20 or 21, wherein the registry maintenance unit is
configured so that, following actioning of a business refusal instruction by the registry
maintenance unit, a message is caused to be sent from the message handling unit to the
20  user named in said at least one field after actioning of the business refusal instruction,
notifying that dominion over the record has reverted to him following refusal of the
user named in the holder field by the immediately previous instruction to accept

dominion over the record.

25 23. A system according to claim 22 when appended to claim 18, wherein the
rcgiStry maintenance unit is configured to action a business refusal instruction by
reversing any change in the endorsement chain file that resulted from the immediately

previous registry instruction.



dat abase records have a structure including a field for specifying the user
identifier of a holder having possession rights over the database record,
i ncluding sole rights anong the registered users for nam ng anot her

regi stered upghodsiet he hol der field and/or any 15 regi st gf&godis o i n at
Iegst one further field of the database record. 39. A server accgr&4ng to

claim 38, wherein the server is configured so that, when one registered
user, who is the user entered in the holder field of a record, nanes
anot her registered user in a database f1¥t+d of that record, the server
initiates notification 20 of the newy naned regi stered user to that

effect. 40. ApserveryRGs g i 39 ergin, whe e new y named
registered user is entered i tt%gré}(;{‘"l%e&(f aé‘?“g%ﬁl?oy'l’n&mf)ré’i“ﬁge éF ';5'_54 P§ifo the
transaction, ehémgdevearying out estpsinsdsvefud iﬁstdau&anie&smgeafpbﬁa& fof Rider gCt | Ont In
respect of th | fthe newly 25 naned registered user for an anpun

of Pine knomn%?ggghggygépgﬁéred users and/or until such tinme as the server
recei ves anot her command fromthe newWy naned registered user in respect

of the recgrd_concerned. . _ .
> 25, A system according to claims 3 and 4, or any one of claims S to 24 when

appended thereto, the registry instructions including an instruction type for naming a
user in the to-order party field. the set of rules for the name to-order party instruction
type stipulating that:
(a) the consignee field shall have no existing named user,
10 (b) the user identifier of the transmitting user shall correspond to the user
named in the holder field or the pledgee holder field; and
(c) actioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

15 26, A system according to claims 3 and 4, or any one of claims 5 to 25 when
appended thereto, the registry instructions including an instruction type for naming a
user in the consignee field to signify non-transferability of the record, the set of rules
for the name consignee instruction type stipulating that:

(a) the consignee field shall having no existing named user;

20 (b) the user identifier of the transmitting user shall correspond to the user

named in the holder field or in the pledgee holder field; and
(c) the to-order party field shall either have no named user or the named user

specified in the holder field.

25 27. A system according to claim 4, or any one of claims 5 to 26 when appended
thereto, the registry instructions including an instruction type for blank endorsing a
record by removing the user specified in the to-order party field thereof, the set of rules
for the blank endorse instruction type stipulating that:

(a) the user identifier of the transmitting user shall correspond to the user

30  named in the holder field; and
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(b) the user identifier of the transmitting user shall correspond to the user

named in the to-order party field.

28. A system according to claims 3 and 4, or any one of claims 5 to 27 when
appended thereto, the registry instructions including an instruction type for enforcing a
pledge over a record by (i) naming the user specified in the pledgee holder field as the
user specified in the to-order party, and (ii) deleting the user specified in the pledgee
holder field and naming that user instead in the holder field, the set of rules for the
enforce pledge instruction type stipulating that the user identifier of the transmitting

user shall correspond to the user named in the pledgee holder field.

29. A system according to any one of claims 5 to 10, or any one of claims 11 to 28
when appended thereto, the registry instructions including an instruction type for
switching from electronic support of a transaction by the system to conventional paper-
based supporting of the transaction outside the system,

the set of rules for a switch-to-paper instruction stipulating that the user
identifier of the transmitting user shall correspond to the user named in said at least
one field;

the registry management unit being configured to action a switch-to-paper
instruction by de-activating the record concerned, and causing a2 message to be sent
from the message handling unit to the user named in the originator field requiring
creation of a paper document based on the contents of the de-activated record which

are included as part of the message.

30. A system according to claim 4, or any one of claims 5 to 29 when appended
thereto, each record further including a surrender party field in which one of the users
may be named, but which may have no named user, the registry instructions including
an instruction type for surrendering the record to signify disposition of the property
underlying the transaction, the registry maintenance unit being configured to action a

surrender record instruction by de-activating the record, the set of rules for the
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surrender record instruction type stipulating that the user identifier of the transmitting
user shall correspond to (a) the user named in the holder field and (b) the user named

in one of the to-order party field and the consignee field.

31. A system according to claim 30, the registry maintenance unit being further
configured so that, when a message is actioned that includes a registry instruction of
the surrender type, the registry maintenance unit causes the message handling unit to
send 2 message to the user named in the originator field, and to any user named in the

surrender party field, indicating that the record has been de-activated.

32, Asystem according to claim 30 or 31 when appended to claim 29, the registry
management unit being configured to action a switch-to-paper instruction by causing a
message to be sent from the message handling unit to the user named in the originator

field, and to any user named in the surrender party field.

33. A system according to any one of claims 5 to 10, or any one of claims 11 to 33
when appended thereto, the registry instructions including further instruction types for
requesting amendment, granting amendment, and denying amendment of a record,

wherein the set of rules for the request amendment instruction type stipulates
that the user identifier of the transmitting user shall correspond to the user named in
said at least one field;

the registry maintenance unit being configured to action a request amendment
instruction by allocating an amendment identifier to the request amendment instruction
and storing that amendment identifier, and by causing the message handling unit to
send a message to the user named in the originator field of the record, the message
including the request amendment instruction together with the amendment identifier
allocated thereto; and

wherein the set of rules for grant and deny amendment instruction types each
stipulate that the user identifier of the transmitting user shall correspond to the user

named in the originator field, and that the message containing the instruction shall
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include an amendment identifier corresponding to the amendment identifier stored for
the record concerned.

34. A system according to claim 33, each record further including an amendment
pending field for indicating whether or not a request amendment instruction is
pending, the registry maintenance unit being configured to set the amendment pending
field responsive to a request amendment instruction and to un-set the amendment
pending field responsive to a grant or deny amendment instruction., wherein the
registry maintenance unit is configured to prevent changes to the record while the

amendment pending field is set.

35. A system according to claim 33 or 34, the registry maintenance unit being
configured to action a deny amendment instruction by sending a message to the user
who issued the request amendment instruction indicating that the user named in the

originator field has issued a deny amendment instruction responsive to the request

amendment instruction.

36. A system according to claim 33, 34 or 35, wherein, a grant amendment
instruction is actioned by the registry maintenance unit, depending on content of the
grant amendment instruction, to result in one of the following:

(a) multiple existing records being merged by their de-activation and creation
of a single new record;

(b) a single existing record being split into multiple records by de-activation of
the single existing record and creation of multiple new records;

(c) maintenance of a single existing record; and

(d) deactivation of a single existing record and creation of another single

record.

37. A recording medium on which is stored a title registry database for supporting

transactions of property between ones of a defined group of users, each with a user
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identifier. the title registry database comprising a plurality of records. each for
supporting one transaction, each record comprising a plurality of fields in which users
can be named, each record reflecting the rights and obligations of the named users in
relation to the property underlying the transaction, wherein each record includes at
least one field in which one of the users is named to signify that user’s dominion over
the record and exclusive entitlement to pass that dominion to another of the users, said

at least one field including a holder field.

38. A server for supporting transactions between a plurality of registered users each
having a user identifier, the server comprising a database comprising a plurality of
records each signifying a bill of lading and including a record identifier, wherein the
database records have a structure including a field for specifying the user identifier of a
holder having possession rights over the database record, including sole rights among
the registered users for naming another registered user in the holder field and/or any-

registered user in at least one further field of the database record.

39. A server according to claim 38, wherein the server is configured so that, when
one registered user, who is the user entered in the holder field of a record, names
another registered user in a database field of that record, the server initiates notification

of the newly named registered user to that effect.

40. A server according to claim 39, wherein, when the newly named registered user
is entered into a field signifying being a party to the transaction, the server is
responsive to a business refusal instruction in respect of the naming of the newly
named registered user for an amount of time known to the registered users and/or until
such time as the server receives another command from the newly named registered

user in respect of the record concerned.



