1 SYSTEM AND METHOD FOR AUTHENTI-CATI ON, AND DEVI CE A Sgu
METHOD FOR AUTHENTI CATION BACKGROUND *QE}EMQ&NWI

Thits-invention relates to a systemand nethod for authenti and
device and nethod for authentication, and particularly re;g@ §O a system

and method for authentication and device and nethod for cation
whi ch are capabl e of authenticating rapildly. - Description of
Rel ated Art Fig. 20 shows an exenplary structure of a

conventi onal S¥SMEMtARRt METHORt BORUAURHENT I CATAON, ANDt DIEV BXENANDI Y
structure, authentication processing is perforned betweensAthe IC card 102
and reader witer 101. |In mheHOD BOR ACTHENEI@afIONOr\Ltoring
information is divided into 5 areas of area 1 to area 5. Respective areas
correspond to different cipher key 1 to key 5. To take an access to area
I, the corresponding cipher key i is required. When t he reader

witer 101 records a data pRcrcROUMNX 6P e 'Bevenetdye | C card, or reads
a data stored therein, first nutual authentication processing is

perfor med. The reader ﬂi&e{négkﬂ&i"f’é’féife%t £be8 5Y8tem and method

for authentication and device and method for
authentication, and particularly relates to a system
and method for authentication and defrice and method for
authentication which are capable o£ authenticating
rapidly.

Description of Related Art

Fig. 20 shows an exemplary structure of a
conventional authentication system using an IC card.
In this exemplary structure, authentication processing
is performed between the IC card 102 and reader writer
101. 1In the IC card 102, the area for storing
information is divided into 5 areas of area 1 to area
5. Respective areas correspond to different cipher key
1l to key 5. To take an access to area i, the
corresponding cipher key i is required.

When the reader writer 101 records a data in,
for example, area 1 of the IC card, or reads a data stored
therein, first mutual authentication processing is

performed. The reader writer 101 previously stores the



2 sane cipher key 1 to cipher key 5 as the cipher key 1 to cipher key 5
stored in the IC card 102. Wien the reader witer 101 takes an access to
area 1 of the IC card 102, the reader witer 101 reads the cipher key 1
corresponding to the area 1 and perforns an authentication processing
using this key. For exanple, the reader witer 101 generates a
prescri bed random nunber, and inforns thz random nunber and the nunber of
1 of the area to be addressed to the I1C card 102. The I C card 102 reads
the cipher &amel ciiphespkedi g tw ¢hphent &eyd mabtheosipherkePhérs the
random nunber using the cipher key 1. The enciphered random nunber is
informed to tbecigster kew terst6tedTha rebdefCmdanmd 102 .deWhsirerthehe

ci phered random nunber using the cipher key. If the random nunber infornmed

to the |1 C capdalidd GoiDeedel 04 ttakébeaticaiques dtoaatdea nurerthehscl C
card 102 is judged to be proper. Simlarly, the 1C card 102

generates a ~RERFECPedrhanduRasFberitte 0lpUieadd thRet bdpiaskiekeyw iter
101. The reader witer 101 enci phers the random nunber using the cipher

key 1. and | B QIguy {BonBG PEE CL HeAMIOTn NINBAIG (Pei PorkS Gard 102. The | C

card 102 deci phers the enciphered random nunber using the
authentication processing using this key.

For example, the reader writer 101 generates
a prescribed random number, and informs the fandom
number and the number of 1 of the area to be addressed
to the IC card 102. The IC card 102 reads the cipher
key 1 corresponding to the informed number of 1,
enciphers the random n\.1mber using the cipher key 1. The
encipheréd random number is informed to the reader
writer 101. The reader writer 101 deciphers the
ciphered random number using the cipher key. If the
random number informed to the IC card 102 coincides with
the deciphered random number, the IC card 102 is judged
to be proper.

Similarly, the IC card 102 generates a
prescribed random number, and outputs it to the reader
writer 101. The reader writer 101 enciphers the‘;andom
number using the cipher key 1, and informs the
enciphered randdm number to the IC card 102. The IC card

102 deciphers the enciphered random number using the



3 cipher key 1. |If the deciphered random nunber is coincident with the
random nunber posted to the reader witer 101, the reader witer 101 is
determned to be a proper reader witer. The processing

descri bed herein above is performed on respective areas. In the
conventional system it has been difficult to take an access to areas
rapi dly because nutual authentication p¥ocessing i's perforned
individually for each area. As the result, it has been difficult that a
reader witetipbert Xew hn atfe$da deqiphered beandpwa nafimbér i€ card 102
and then wites and reads information in a short tinme, for exanple, when
a commut er pesincidegdt evitisttthéeraatiom numiber pdsted to the rEaidy esent
i nvention was acconplished in view of such a problem and it is the object

of the presantitemvadl ortlie sbadiean wihttérntofioisaddwdineaedOro be
SUMVARY OF THE | NVENTI ON Enbodi ments of the present invention are

descri bed hed eppapledr .readépewddscsrption, features of the present .

invention is described with a correspondi ng enbodi nent (one exanple) in

parentheses after eaghdg¥ScbBsAmiEraéseribedl neFsint aplivy 9L
performed on respective areas.

In the conventional system, it has been
difficult to take an access to areas rapidly because
mutual authentication processing is performed
individually for each area. As the result, it has been
difficult that a reader writer 101 takes an access to
a prescribed area of the IC card 102 and then writes
and reads information in a short time, for example, when
a commuter passes a gate installed at a ticket gate.

fhe present invention was accomplished in view

of such a problem, and it is the object of the present

invention to shorten the time for authentication.

SUMMARY OF THE INVENTION
Embodiments of the present invention are
described hereinafter. In the description, features
of the present invention is described with a
corresponding embodiment (one example) in parentheses

after each means in order for clear understanding of



4 mutual correspondence between-respective neans described in clainms and
enbodi nents described hereinafter. However, these descriptions by no neans
limts respective neans to those described hereinafter. An

aut henti cati on systemdescribed in claim1l conprises

t hefirstdevi ceandseconddevi ce. Thefirst device has first nenory neans
(for exanple, a nenory 11 shown in Fig4 1) for storing a plurality of

keys, first generation neans (for exanple, a reduction processing section
13 shown i nmigual) cfarrgependemye betwaemhanespeatitdvekayeanem t he
arbitrary nunber of keys out of the plurality of the keys stored in the
first menordesegibedininfclatimsorandi eabicahimeats dlezcr xadpl e, a

comuni cation section 12 shown in Fig. 1) .for conmunicating with the

second devi qferdigaFacnd HEwbderaxbesendeseript i®rssb{f Ab Aeany¥ e, a
menory 31 shown in Fig. 1) for storing a plurality of keys, second

generation ekl Péspetilve me dBsHd LtABs PHRERTSI BEY IRt é PRaZEeTOWN i N
Fig. 1) for generating one authentication key fromthe arbitrary nunber of

keys out of the plurghi E&ﬁt@eﬁ@?ﬁ%%&%ﬁ#glré:lgeﬂxrhégérfiyeﬁ A" ¥y MEANS,

and second communi cat1 on neans ( exa a communi cation section 33

shown In Fi oy i kU< 2HTPY ¢3! dAVWLLY DGl £8LHRY §&viclNCORGH IPiHt

device has first memory means (for example, a memory
11 shown in Fig. 1) for storing a plurality of keys,
first generation means (for example, a reduction
processing section 13 shown in Fig. 1) for generating
one authentication key from the arbitrary number of keys
out of the plurality of the keys stored in the first
memory means, and first communication means (for
example, a communication section 12 shown in Fig. 1)
for communicating with the second device. The second
device has second memory means (for example, a memory
31 shown in Fig. 1) for storing a plurality of keys,
second generation means (for example, a reduction
processing section 32 shown in Fig. 1) for generating
one authentication key from the arbitrary number of keys
out of the plurality of the keys stored in the’first
memory means; and second communication means (for
example, a communication section 33 shown in Fig. 1)

for communicatingwith the first device. The one device



5 (for exanple, an IC card 3 show in Fig. 1) out of the first device and
second devi ce has enci phernent neans (for exanple, enciphernent section 34
shown in Fig. 1) for enciphering using the authentication key, and the

ot her device (for exanple, a controller 1 and reader witer 2 shown in
Fig. 1) out of the first device and second device has deci phernent neans
(for exanple, enciphernent section 22 shown in Fig. 1) for deciphering
data enci phered by the enci phernent means using the authentication key.

I'n the abovefFBREt PFAP LRt ndRt I€aFA&H S &hqWn bheF dgrhdnt Padt iodh %es i s
generated froma plurality of keys. Data are enci phered and deci phered

using the ofhérgst denicatand rRegond device hpst gaciphernneodt meansst em
described in claim2, the one device out of the first device and second
devi ce addit(6azl exampsleotene irhieamentse¢tdonednshown tihe Fsitgep 55 shown
in Fig. 7) for notifying information required to generate one
corr espondi nfoaueheriploexing ukdnd ruine aabtheatyicurrben kéykennduthef the
plurality of the keys stored therein to the other device. The other
devi ce out obthee fdewicdeyifoar axampltend alavontroddey af esndheeader
aut henti cation key corresponding to the
writer 2 shown in Fig. 1) out of the first device and
second device has decipherment means (for example,
encipherment section 22 shown in Fig. 1) for deciphering
data enciphered by the encipherment means using the
authentication key.
In the above-mentioned authentication system,
one authentication key is generated from a plurality
of keys. Data are enciphered and deciphered using the
one authentication key.
In the authentication system déscribed in
claim 2, the one device out of the first device and second
device additionally has notification means (for example,
the step S6 shown in Fig. 7) for notifying information
required to generate one corresponding authentication
key from arbitrary number of keys out of the plurality
of the keys stored therein to the other device. The
other device out of the first device and second device

generates the authentication key corresponding to the

information informed from the notification means.



information informed fromthe notification neans.
6 In the authentication system described in claim3, at |east

any one device of the first device and second device is provided with a
random nunber generation nmeans (for exanple, random nunmber generation
sections 23 and 35 in Fig. 1) for generating a random nunber, and the
enci pherment nmeans enci phers a random funber generated by the random

nunber generation means, hand t he deci pherment neans deci phers enci phered
the random number. the autheptfeatiion avsten deskesibededn n clai m

6 has comunjcatiqn nmeans (for exanple, a conmunication section 21 shown
inFig. 1) fora¢ i 24t LR SHetaREnonehdlaxtee ddvitdes fikmsiy dwanse ( f or
exanple, the nmenory 11 shown in Fig. 1) for storing a plurality of keys,
generation rtBfis SEANLxdRpIce thR Prowdided wishs alrasdomwn numbas. 1) for
generating one authentication key fromthe arbitrary nunber of keys out of
a plural ity SRRSERE Iy means dfan exmmpbepryan@ensnulbei § &ALt sdipans
(for exanple, the communication section 12 shown in Fig. 1) for notifying
i nformation §eqtileas 123 amdesd it enome gort pspordigas Sy PERY! ot yad®y from
the arbitrary nunber of keys out of the pluralify of the “keys stored in
the other dewimkezndadst tlie® drciphidifé®t means enciphers a random

number generated by the random number generation means,

and the decipherment means deciphers enciphered the

random number.

An authentication device described in claim 6

has communication means (for example, a communication

section 21 shown in Fig. 1) for communicating between

the other device, memory means (for example, the memory

11 shown in Fig. 1) for stdring a plurality of keys,

generation means (for example, the reduction means 13

shown in Fig. 1) for generating one authentication key

from the arbitrary number of keys out of a plurality

of the keys stored in the memory means, notification

means (for example, the communication section 12 shown

in Fig. 1) for notifying information required to

generate one corresponding authentication key from the

arbitrary number of keys out of the plurality of the

keys stored in the other device and data to be enciphered

using the authentication key to the other device, and



using the authentication key to the other device, and

7 deci phernment neans (for exanple, the enci phernment section 22 shown in
Fig. 1) for deciphering, using the authentication key, the data enci phered
by the other device using the authentication key. In the
above-nenti oned aut hentication device, information required to generate
one authentication key is inforned to oﬂher device. Data enciphered using
an aut henti atkéﬁlkﬁxegenerated E*ﬂother i ce are decgi phered u5|ng t he

aut henti cat i t meagns 5 Enﬁ*ﬁﬂ? firdd N LRHRLBPRERPLRH claim 9
has communi cation neans (for exaug the communi cation section 33 shown
in Fig. 1) fﬁFc@dtﬁﬂJrﬁ%a‘ilF‘hﬁnbéP &6 dhe fohdeciphesing ,mawdmg el®s (f or
exanple, the nenory 31 shown in Flg déxfor storing a plurality of keys,
gener ation nddfdemroicakimpl &eY hetheddatarenpipberedbyethieowtdreshown
-in Fig. 1) for generating one authentication key fromthe arbitrary nunber
of keys outdetice: ys$ingl itthe cduthentdyaationekeyn the nenory neans based
on information informed fromthe other device, and enci phernent neans (for
exanpl e, the encipherfmreitthesabidvar-Bdnthioned auvlientichaioandiewisréng the
data informed fromthe other device using the authentication key.

information required to generate one authentication key

is informed to other device. Data enciphered using an

authentication key generated by other device are

deciphered using the authentication key.

An authentication device described in claim 9

has communication means (for example, the communication

section 33 shown in Fig. 1) for communicating between

the other device, a memory means (for example, the

memory 31 shown in Fig. 1) for storing a plurality of

keys, generation means (for example, the reduction

processing section 32 shown in Fig. 1) for generating

one authentication key from the arbitrary number of keys

out of the plurality of the keys stored in the memory

means based on information informed from the other

device, and encipherment means (for example, the

encipherment section 34 shown in Fig. 1) for enciphering

the data informed from the other device using the

authentication key.

In the above-mentioned authentication device,



In the above-nenti oned aut henticati on devi ce,

8 one authentication key is generated froma plurality of keys based on
the information inforned fromthe other device. In.an

aut henti cation systemdescribed in claim 12, the first device stores a key
assigned to this device and has first nenory neans (for exanple, a nenory
11 shown in Fig. 9) for storing a key agsigned to this device and

i ndi vi dual data generated using a prescribed common _data _and a prescri bed
nunber of kegpaehautbgntieadekomdkeyedisceReF ategerfcr AR 8nP H%gr
exanple, a reduction processing section 13 shown in Fig. 9) for

generating apfakegenbacad on khe infarmed iQy inkerged gr?ﬂet??r%’fhﬁﬁnor y
nmeans and the individual data, first notification neans (for exanple, a
control sectigevridde.shown in Fig. 9) for notifying information required for
the other device to generate corresponding the key, and a first

comuni cation neans (fps @Axadilenticatiumisyxtenm descrdbedlinehaim Fig.
9) for comrunicating between the second device. The second device is
provided withoa $REeORY rERNAEY iRABLOMfY a kEgrPseigaetktoryh s dewiae n

Fig. 9) for storing a plurality of keys and the commobn data, a second
generation meang (49" AP Remdryetitdn®n( poeceacdmple, a memory 11
shown in Fig. 9) for storing a key assigned to this device
and individual data generated using a prescribed common
data and a prescribed number of keys held by the second
device, first generation means (for example, a
reduction processing section 13 shown in Fig. 9) for
.generating an authentication key from the key stored
in the first memory means and the individual data, f:irst
notification means (for example, a control section 24
shown in Fig. 9) for notifying information required for
the other device to generate corresponding the key, and
a first communication means (for example, a
communication section 21 shown in Fig. 9) for
communicating between the second device. The second
device is provided with a second memory means (for
example, a memory 31 shown in Fig. 9) for stoFing a
plurality of keys and the common data, a second

generation means (for example, a reduction processing

section 32 shown in Fig. 9) for generating the

- 8 -



section 32 shown in Fig. 9) for generating the

- 8- 9 authentication key froma key
corresponding to the information fromthe conmunication nmeans of the first
device out of the plurality of the keys stored in the second nenory neans
and the common data, and a conmmunication neans (for exanple, a

communi cation section 33 shown in Fig. %) for conmunicating between the
first device. The one device out of the first device and second device is
provi ded wi taubheaicigpnbinpnkekafsom RorkekafprEeshrrtingndPmdfi®section
22 shown in Fig. 9) for enciphering using the authentication key, and the
ot her devi ceinfibrafatthenf from ¢&e communicadridn eeane PE Fhevi QWith a
deci phernent neans (for exanple, an enci phernent section 34 shown in Fig.
9) for deci gaeiicey dine ofit thenpilpima kit pyotfhéhendigner sbaredidansthei ng

t he authentication key. In the above-nentioned aut hentication
system a kggcend GNefor§ misnsiexhde tirsl ¢conimonduEtalatandrea stored in
the first device, and an authentication key 1is generated correspondingly

to these keysgpthudff@athibn hasecoidrdasiarplen altdemhindcadnidey is

generated fromthe information received fromthe first devi ce and
section 33 shown in Fig. 9) for communicating between
the first device. The one device out of the first device
and second device is provided with an encipherment means
(for example, an encipherment section 22 shown in Fig.
9) for enciphering using the authentication key, and
the other device out of the first device and second
de§ice is provided with a decipherment means (for
example, an encipherment section 34 shown in Fig. 9)
for deciphering the data enciphered by the encipherment
means using the authentication key.

In the above-mentioned authentication system,

a key assigned to this device and individual data are
stored in the first device, and an authentication key
is generated correspondingly to these key and data. 1In
the second device, an authentication key is generated
from the information received from the first device and
common data.

In the authentication system described in

claim 13, an authentication key comprises a first



conmon dat a. In the authentication systemdescribed in claim13,
an aut hentication key conprises a first

10 authentication key and second aut hentication key. The first generation
means generates the first authentication key fromthe key stored in the
first nmenory neans assigned thereto and the individual data, and
generates the second authentication key jgsi ng the 'key assigned thereto and
the first authentication key. The second generation neans generates the
first authanthentdgatadon key and\seeendspuhbiend kierthen ka¥er n@hi®on from
the notification neans of the first device out of the plurality of the
keys stored fixirshegessomtiiopnmeansagenandttdse thendinsdt a, and generates
t he second authentication key using the first authentication key and a key
correspondi raptivehbdcatnion nkeyorf fomnthee ket istoredodimeane fifirtste first
device. Both the first device and second device are provided with the

enci pher nenmemeng medndeaisphisgnedttheretd aapetid \isldivideatndaday, ce out
of the first device and second device is provided additionally with a

random nunbeindefeharadtes BN £é6bnaX AW ifentheatidaeyuidehgdemay ati on

section 23 shown in Fig. 9) for generating a random nunber. An

enci pher menty dpa{Wsigned thereto and the first authentication key.
The secénd generation means generates the first
authentication key from a key corresponding to the
information from the notification means of the first
device out of the plurality of the keys stored in the
second memory means and the common data, and generates
the.second authentication key using ;he first
authentication key and a key corresponding to the
information from the notification means of the first
device. Both the first device and second device are
provided with the encipherment means and decipherment
means respectively, the one device out of the first
device and second device is provided_additionally with
a random number generation means (for example, the
random number generation section 23 shown in Fig. 9)
for generating a random number. An encipherment means
of the one device out of the first device and second

device enciphers the random number generated from the

random number generation means of the one device out



of the one device out of the first device and second device enciphers the
random nunber generated fromthe random nunber generation neans of the one
devi ce out of the first device and second device ([err]2) using
the first authentication key, a deciphernent neans of the other device
out of the first device and second device ' deci phers the random nunber

enci phered by the enciphernent neans oflihe one device out of the first
devi ce and second device using the first authenticatio

ey, .an

enci pher nentofiedie ofirat JEVErCeednde SQRORA dFﬁéqqr£¥2§e§5&€3MﬁP§econd
devi ce enci phers the random nunber deci phered by the deci phernent ans of
the other dfirsd autbénthicatiier kevice 66 iRhermead PRty thfe
second aut hentication key, and a deci pherment neans of the one device out
of the firstodhdradeniceesotdofdthiecs idst siev Ecehandafesand dryice

enci phered by the enciphernent neans of the other device out of the first
devi ce and sge@ipierscehesirmndon nemdrelr evcligiieredi by ke I n
the authentication systemdescribed in claim16, the second device is
provi ded addiphicHishé¥mewit hddies segotliedetiphieviine oaanof fdre ekbnpte, an

enci phernment section 34 shown in Fig. 18) for deciphering the first

enci phered dgi® j3dW a5f¢ ¥¥tond device using the first authentication
key, an encipherment means of the other device out of
the first device and second device enciphers the random
number deciphered by the decipherment means of the other
device out of the first device and second device using
the second authentication key, and a decipherment means
of the-one device out of the first device and second
device deciphers:the random number enciphered by the
encipherment means of the other device out of the first
device and secon& device using the second
authentication key.

In the authentication system described in
claim 16, the second device is provided additionally
with the second decipherment means (for example, an
encipherment section 34 shown in Fig. 18) for
deciphering the first enciphered data and second
enciphered data received from the first communication

means of the first device using the first key

corresponding to the key identification number, and a



i i - fi ication neans of the first
enci phered data received fromthe first conmmunica _ ns _ TSt

' ' he first ke corresponding to the key identification n ,
gﬁglge using the Y 12 changi ng neans (for exanple,

[ [ [ ' [ her the second key
control section 36 shown in Fig. 18) for judgi ng whet he _
gnd third key are in a prescribed relation and for changing the first
key using the second key correspondinglylZo t he judgenment result.

' ded with a nmenory
moans (for cxbanUAlRy uiea B CES R ExalRTy AropnsroloR ertricn o1é howey
hssi g (do[Oexal cge and Qring.individual data generated using a
g?:lsgp?bed csdﬁﬂ%ngdafgl) ﬁ%ra]‘bagéé‘lgl %Q&tﬂlﬁfbé:rh%ﬁ kepelahdtltimed ot her
device, a geﬁgratlon reans (for exanpl e, the reduction processing section

13 shown in FSE §T%1L0 & RESSFELbed d?ﬁh%?h@m agut ifor kelyahgdmg Hehe key
stored in the,menory neans and the individual data, notification neans
(for exanpl e? 1rR& (';‘(?ri’t i iggcthensecand e ¢orFespdndinglyotid yﬁmd

i nformation ¢ EU|red for the other device to generate the correspon {ng
aut hent i cat i BHAHEPE acBRRBALoat i onmeans (for exanpl e, t he comuni cation

section 21 shown in Fig. 9) for comuni cating between the other device,

and an  enci pher nent AReantheindri eaxtiiphedeviie e deispaib@dtin claim 18
is provided with a memory means (for example, the memory
11 shown in ﬁig. 19) for storing a key assigned to this
device and storing individual data generated using a
prescribed common data and a prescribed number of keys
held by the other device, a generation means (for
example,-the reduction processing section“13 shown in
Fig. 9) for generating an authentication key from the
key stored in the memory means'and the individual data,
notification means (for example, the control section
24 shown in Fig. 9) for notifying information required
for the other device to generate the corresponding
authenticationkeys,acommunicationmeans(forexample,
the communication section 21 shown in Fig. 9) for
communicating between the other device, and an
encipherment means (for example, the encipherment
section 22 shown in Fig. 9) for enciphering using the

authentication key.

An authentication device described inclaim 22



section 22 shown in Fig. 9) for énciphering using the

An aut henticati on device described in claim?22

13 is provided with a nenory means (for exanpl e,
Fig. 9) for storing a plurality of keys and

aut henti cation key.

the nenory 31 shown in
common data, a generation

means (for exanple, the reduction processing section 13 shown in Fig. 9)

for generating an authentication key fAdm a key
i nformation fromthe other device

in the menor¥S PEANdAediwitdh aRABRIYaREANS SR RXARE IRy e B qUQFY

exanpl e, the_comuni cation neans 21 shown in Fig. 9) for comunicating
- bet ween t he dLhghoyayiideFighd 9)a feEteingnd punalirty ok &kae, ande

enci pherment section 34 shown in Fig. 9) for deciphering the data
enci phered bgommemtdataded @enetragiome neanentifox iepampde, the
t he above-nentioned authentication device, an authentication key is
gener at ed froedacieion cproesgssinggses ttitm | h3 oshewinonid r®igt. hd ot fer

devi ce and common dat a.

claim 24,

t yeneaainingeanplarttesh t reansd candkepakgiong ackag are

additionally provided, when the first enciphered

corresponding to the information from the other device
out of the plhrality of the keys stored in the memory
means and the common data, a communication means (for
example, the communication means 21 shown in Fig. 9)
for communicating between the other device, and, a
decipherment means (for example, the encipherment
section ;4 shown in Fig. 9) for.decipherihg the data
enciphered by the other device using the authenfication
key.

In the above-mentioned authenticatioﬁ device,
an authentication key is generated from a key
corresponding to the information from the other device
and common data.

The authentication device described in claim
24, the second decipherment means and changing means
are additionally provided, when the first enciphered
data which is generated by enciphering the sec;hd key
using the first key and the second enciphered data which

is generated by enciphering the third key having a

corresponding to the
out of the plurality of the keys stored

In

The aut henticati on device described in



data which is generated by enciphering the second key wusing the first key
and the second enci phered data which is generated by enciphering the third
key having a _ 14 prescribed relation to
the second key using the first key are transmtted, together with the key
I dentification nunber of the key to be changed, from the other device in
order to change the first key out of tB& plurality of the keys stored in
the nmenory neans, the second deci phernment neans (for exanple, the

enci pher nent P¥&&GHhP 84 ¥R At ion Fgﬁ. the seaamhekeYt RELngG tdhe hirgker ed
data and second enci phered data using the first key corresponding to the
key identifi &gy Arentrbasmitted, kdpgethercwitdedthaneyhe changi ng neans
(for exanple, the control section 36 shown in Fig. 18) judges whether the
deci phered sddemt k€ycandaminumkey off cthe keyr dsxrbhdedhanlgad onf non
changes the first key using the second key correspondingly to the
judgenent rehd tother device iBR)F#ePESCRICHHE e CEheHE iRIBANKESS out

Fig. 1 is a block diagramfor illustrating an exenplary structure of an
aut henti cati of shel piuwafaliey qf atsrtkeywatiored in the memdig.means,a

diagramfor illustrating an

'the second decipherment means (for example, the

encipherment section 34 shown in Fig. 18) deciphers the
first enciphered data and second enciphered data using
the first key corresponding to the key identification
number of the key to be changed, ahd the changing means
(for example, the control section 36 shown in Fig. 18)
judges wheéher the deciphered second key andnthird key
are in a prescribed relatién and changes the first key

using the second key correspondingly to the judgement

result.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram for illustrating an
exemplary structure of an authentication system of the
present invention.

Fig. 2 is a diagram for illustrating an
exemplary data structure of the memory 31 shown in Fiq.
1.

Fig. 3 is a block diagram for illustrating an



exenplary data structure of the nmenory 31 shown in Fig. 1. Fig.
3 is a block diagramfor illustrating an

15 exenplary structure of a reduction processing section 13 shown in Fig.
1. Fig. 4 is a block diagramfor illustrating an exenplary
structure of a two-input reduction circuit shown in Fig. 3. Fi g.

5is a block diagramfor illustrating als exenplary structure of a
two-i nput reduction circuit shown in Fi | ock

Fig, 3.. Fig. 6.i5S.
di agram f or exemplaay mfwwctagenplady FEIULt 4PB BFQE%%&ﬁﬁﬁpﬁFc%@%Hgtion
circuit shown in Fig. 3. Fig. 7is atimng chart for describing
operations of3thsbosumt hiomt Fégt-i d» system shown in Fig. 1. Fig. 8

is a block diagramfor illustrating another exenplary structure of the
reduction processing Fdertiorid® dHowwkidigggam for illustratdng an 4
bl ock diagramfor illustrating an exenplary structure of an authentication
system of a epeApildaly i Stihettase ¢fiaa &weedimpubnrieduatiopneidcatitin the
exenpl ary structure shown in Fig. 8.
shown in Fig. 3.
Fig. 5 is a block diagram for illustrating an
exemplary structure of a two-input reduction circuit
shown in Fig. 3.
Fig. 6 is a block diagram for illustrating an
exemplary structure of a two-input reduction circuit
shown in Fig. 3.
Fig: 7 is a timing chart for describing
operations of the authentication system shown in Fig.
1.
Fig. 8 is a block diagram for illustrating
another exemplary structure of the reduction processing
section 13 shown in Fig. 1.
Fig. 9 is a block diagram for illustrating an
exemplary structure of an authentication system of a
provider in the case that a reduction key is generated
in the exemplary structure shown in Fig. 8.
Fig. 10 is a block diagram for illustrating an

exemplary structure of an authentication system of the

provider 2 in the case that a reduction key is generated



Fig. 10 is a block diagramfor iflustrating an exenpl ary structure of an
aut hentication system of the provider 2 in the case that a reduction key
i s generated 16 in the exenplary
structure shown in Fig. 8. Fig. 11 is a block diagramfor
illustrating an exenplary structure of an authentication systemof the
provider 4 in the case that a reductionikey is generated in the exenplary
structure shown in Fig. 8

( : Fi%i ]12 s a bl ock déagramfor
i |l ustratingingEher RXIMPSRLYaSLERCHBTE FRYPn1E Fifbry® 11 shoim in Fig.

9. Fig. 13 is a block diagran1fqr iIIustratjng %eneration of
data to be stored in &igmdrly iBl ashd@ek diqgxamfor illustratzng an ;g 4
bl ock diagramfor illustrating generation of data to be stored in a nenory

11 shown inefegplhlky structurerpd ansapdhentbertdioggsymtien af %Rerating
yet anot her exenplary structure of the reduction processing section 13
shown in Fi gprévider 4 in tRigca&e thai dlovedudtdpmikeioisi geosmakedg an
exenpl ary structure of an authentication systemof the provider 4 in the
case that a jpdudld ¥x&Rplaxy)eserateédre shown in Fig. 8.

Fig. 12 is a block diagram for illustrating
generation of data to be stored in a memory 11 shown
in Fig. 9.

Fig. 13 is a block diagram for illustrating
generation of data to be stored in a memory 11 shown
in Fig. 10. _

Fig. 1; is a block diagram for illustfating
generation of data to be stored in a memory 11 shown
in Fig. 11.

Fig. 15 is ablock diagram for illustrating yet
anotherexemplarystructurecﬁfthereductionprocessing
section 13 shown in Fig. 1.

Fig. 16 is a block diagram for illustrating an
exemplary structure of an authentication system of the
provider 4 in the case that a reduction key is generated
by the method shown in Fig. 15.

Fig. 17 is a timing chart for describing

operations of the example shown in Fig. 16.

Fig. 18 is a diagram for describing operations



by the nethod shown in Fig. 15. Fig. 17 is a timng chart for

descri bing operations of the exanple shown in Fig. 16. Fig. 18
is a diagram for describing operations _ 17
for changing a key. Fig. 19 is a block diagramfor illustrating
anot her aut henticati on processing. Fig. 20 is a diagramfor
illustrating a structure of a conventidral authentication system

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS Fig. 1 shows an
exenpl ary st k9% [FRapging %u%ﬁgntlcatlon system of the present Tnvention.
The system conprises a_control]er reader witer 2, and ICcard 3. A

user instead of a<xnmﬁ%ﬁt|dﬁt#%kétbﬂQCkeﬁhﬁﬁFém(ﬁﬁ?lé%lpﬁéHQPk%ﬁd 3.
The reader witer 2 is installed at a ticket gate of a rail way conpany
who enpl oys anethexcapdhent hcakionmeoepssiing. the term "systenf neans
a whol e apparatus having a plurality of devices. The controller
1 is provided with a nehgry 201,is whi diagmamesforphidrilisysatdngacess to
areas of a menory 31 of the I1C card 3, and correspondi ng provi der nunbers.
A conmuni cat istrrwetaren olf? & ocunwendtissn okt madhentication system.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows an exemplary structure of an
authentication system of the present invention. The
system comprises a controller 1, reader writer 2, and
IC card 3. A user instead of a commutation ticket for
example, carries the IC card 3. The reader writer 2“is
.installed at a ticket gate of a rail way company who
employs the IC card 3. 1In this specification, the term
'"system" means a whole apparatus having a plurality of
devices.

The controller 1 is provided with a memory 11,
which stores cipher keys for access to areas of a memory
31 of the IC card 3, and corresponding provider numbers.
A communication section 12 communicates between a
communication section 21 of the reader writer 2 by wire
or radio transmission. A reduction processing ;ection
13 reads a cipher key of a prescribed number out of a

plurality of cipher keys stored in the memory 11, and



conmmuni cation section 21 of the reader witer 2 by wire or radio
transm ssion. A reduction processing section 13 reads a cipher key of a
prescribed nunber out of a plurality of cipher keys stored in the nmenory

11, and 18 generates one reduction key.
A controller 14 controls operations of conponents in the controller 1, and
perfornms authentication processing. The comruni cation section 21

of the reader witer 2 conmunicates het'feen. t he cogHH?icq}ion sectign 12
of the contrgenarates aneorpdNicdaBketct i Bree8trol kg L4cconH 3 5an
enci phernent section 22 enciphers a random nunber generated from.a random
nunber genebmpemat Eensi of 2ompaneddd pher §hen ARt PALLEF LamdBth nunber
transmtted fromthe I1C card 3. A control section 24 controls operations
of conponent pedffdims neadenticatdioly pnAcCpEsfidrds aut hentication
pr ocessi ng. The IC card 3 is provided with the nenory 31. The
menmory 31 is divided imhe zopmumicayiom ameatieho2l exfinphe Feades in
Fig. 1). Each provider (for exanple, Railway Conpany) takes an access to
the correspoRgijitder & 8dmmAlWi¥h t besbenweretnth edabmman idest Leu. s Eathoar ea
corresponds to a specific cipher key, and a corresponding cipher key i is
required to hakeANtReCeTntroller 1 or a communication section 33

of the IC card 3. An encipherment section 22 enciphers

a random number generated from a random number

generation section 23, and deciphers an enciphered

random number transmitted from the IC card 3. A control

section 24 controls operations of components of the
reader writer 2, and performs authentication
processing.

The IC card 3 is provided with the memory 31.
The memory 31 is divided into a plurality of areas (for
example 5 areas in Fig. 1). Each provider (for example,
Railway Company) takes an access to the corresponding
area, and writes and reads data as desired. Each area
corresponds to a specific cipher key, and a
corresponding cipher key i is required to take an access
to a specified area i.
A reduction processing section 32 reduces a

plurality of cipher keys, and generates one reduction

key. An encipherment section 34 enciphers a random



to a specified area i. "A reduction processing section 32 reduces
a plurality of cipher keys, and generates one reduction key. An

enci phernent section 34 enci phers a random

19 nunber generated by random nunber generation section 35, and deciphers
t he enci phered data supplied fromthe reader witer 2. A controller 36
controls operations of conponents of thg | C card 3, and perforns

aut henti cati on processi ng. Fig. 2 shows a detail ed exanple of a
data structounmbefr tdenerated Iy ofandom @uweber3genendt sonegawiont he
area 51 is assigned as a conmon area, in which data conmon to respective
provi ders ar®s5standddeciphearezxlb® démc iphegedddataasuppdaiddrf momitilsé ve use
by respective providers, and only the provider corresponding to a specific

area can takpeadeiceasbtép 2Lhi & 2bdkroller 36 cbhtifoRsedpégatiidms mation
required to nmanage the area 51 and area 52 is recorded. The information

conprises proyi ¢¥mpgBReRts 335 MEdIL0 JASPeS] i ¥ad ROvEdens, bl ock
assignment information for indicating the area which is assigned to the

provi der, peggkﬁgd¥5¢ggggwn§fégb§gggggs that only reading is possible
only witing is possible, or both reading and witing are
' Fig. 2 shows a detailed example of a data

structure of the memory 31 of the IC card 3. In this
example, the area 51 is assigned as a common area, in
which data common to respective providers are stored.
The area 52 is assigned as an area for exclusive use
by respective providers, and only the provider
corresponding to a specific area can take an access to
this area.

In an area 53, information required to manage
the area 51 and area 52 is rec&rded. The information
comprises provider numbers assigned to respective
providers, block assignment information for indicating
the area which is assigned to the provider, permission
information such as that only reading is possible, only
writing is possible, or both reading and writing are
possible, cipher key, and version of the ciphe; key.

For example, the provider number 00 is common

to respective providers, and as the block assignment

information, an address of the area 51, which is the



possi bl e, cipher key, and version of the cipher key. For exanpl e,
the provider nunber 00 is coomon to respective providers, and as the bl ock
assignment information, an address of the area 51, which is the

20 conmon area, is witten. As the perm ssion information, information
which is possible to take an access to the area 51, which is the conmon
area, is specified. Further, as the versjon inforrmation of the cipher key,

t he ci pher keéﬂhggﬁired tp take an acce to the area 51, which is the

comon area,® _rGrstd¥iheteBr AStBgRe¥migsion informatniomnea 54

is assigned as_a systemID block, and an ID of a systemto which this IC
card 3 is aphhfegmatiqRniwhigh is possiblpdortakeecannanbess far titesi on
information, cipher key version, and cipher key shown in Fig. 2 are
stored in tRTEBMBAy Mhbeht i dde rebmmonl area, is sgeéaiflesghows an
exenpl ary structure of the reduction processing section 13 (or reduction
processi ng SER¥EBRI32Rs the yresseienniniermeat bonsslf ité uedpielty kaysof t war e
in may cases. In the reduction processing section 13 or 32, in
the case thdthey cipher Kkeey nequpred dad takéhanl Sccetidl 8o €Relhr@d CUitsS
of two-input reduction circuits
51, which is the common area, and the version thereof
are specified.
An area 54 is assigned as a system ID block,
and an ID of a system to which this IC card 3 is applied
is written.
The provider number, permission information,
cipher key version, and cipher key shown in Fig. 2 are
stored in the memory 11 of the controller 1.
Fig. 3 shows an exemplary structure of the
reduction processing section 13 (or reduction
processing section 32). The processing is performed
actually by a software in may cases.
In the reduction processing section 13 or 32,
in the case that n cipher keys are provided in the IC
card 3, (n-1) circuits of two-input reduction circuits
81-1 to 81-(n-1) are provided, two data are inputted
to each ;eduction circuits, and one data is outputted.

In the two-input reduction circuit 81-1, a cipher key

of the provider 1 (rail way company 1) and a cipher key



81-1 to 81-(n-1) are provided, two data are inputted to each reduction
circuits, and one data is outputted. |In the two-input reduction circuit
81-1, a cipher key of the provider 1 (rail way conpany 1) and a ci pher key
21 of the provider 2 (rail way conpany 2) are inputted. The two-input
reduction circuit 81-1 generates one reduction key fromthe two cipher
keys, and supplies it to the subsequent?kwo-input reduction circuit 81-2.
The tmo-inputﬁrggfction circuit 81-2 reduces the reduction key inputted

n

fromthe two® e RER¥LAST Zi¢ERld FAYL GPMPANY Phkrakey isputiteeds ovi der

3 (rail way. conpany 3), and outputs it to the subsequent two-input
reduction ci FBEi ttWP=Bnpast radiet ien: wirem it 8d)r1 Thenezat es camesi ng i S
performed in each two-input reduction circuit 81-i, and the reduction key
gener at ed frBRANeL ¥fomakeywErdamputheetwst imipherckeys S8lafd- upsl ftegar ded
as one final reduction key. If n=1 (one cipher key is involved),
the input ciphte kbk¢ subseguented;wasinputs reastuat foduchiireuiecys1-2.
Figs. 4 to 6 show exenplary structures of the two-input reduction circuit
81-i shown iBhEi gwd-inpnt ercdydeionnicidawcitt 8813 pé@uBekn thid. 4
enci phers an input fromthe front end correspondingly to a cipher key
prepared prevedusitiiomnkepuiippttédt Eridie tREr t@linput reduction
circuit 81-1 and a cipher key of the provider 3 (rail
way company 3), and outputs it to the subsequent
two-input reduction circuit 81-3 (not shown in the
drawing). The same processing is performed in each
two-input reduction circuit 81-i, and the reduction key
generated from the final two-input reduction circuit
8l-(n-1) is regarded as one final reduction key.
If n=1 (one cipher key is involved), the input
cipher key is outputted, as it is, as a reduction key.
Figs. 4 to 6 show exemplary structures of the
two-input reduction circuit 81-i shown in Fig. 3. an
encipherment circuit 81-i shown in Fig. 4 enciphers an
input from the front end correspondingly to a cipher
key prepared previously, and outputs it to the rear end.
For example, if the two-input reduction circuit 81-
1l comprises the encipherment circuit 81-i, a cipher key

of the provider 1 is inputted as a data, and a cipher

key of the provider 2 is inputted as a cipher key. The



For exanple, if the two-input reduction circuit 81- 1 conprises the

enci phernent circuit 81-i, a cipher key of the provider 1 is inputted as a
data, and a cipher key of the provider 2 is inputted as a ci pher key. The
22 cipher key (data) of the provider 1 is enciphered and outputted to the
two-i nput reduction circuit 81-2. An enci pherment circuit 81-
shown in Fig. 5 receives the input fro2he front end, enciphers it, and
outputs it to the rear end. For exanple, if the encipherpent circuit 81-i

i s applied teiphex ey npdataneddcttii previdesl is ereppbened, afdt he
provider 2 is inputted as a data, and a ci pher key of the provider 1 is
inputted as duéipRittted&eyo T cipheinpeyt afedhet igmowd eeudti 8leriki pher ed
usi ng the cipher key of the provider 1, and outputted to the subsequent
two-input reduction GifCéméipheinisni ¢éedoatito8 kel . shown in FiRps 5
exanple, DES (Data Encryption Standard) and EAL (Fast Data Enci phernent

Al gorithm apg dSafedSthan ifid PhersRnt et hednghenwd i nefkt §phetsanik 5.
In Fig. 6, the enciphernment circuit 81-i conprises an exclusive OR circuit

g\)/\(omi)'n For e%ﬁﬁp!oeht%{l{:st he ensi Pher Fydr Cénaui t F8L- iesiampppl i & tthéhe
-input reduction circuit 81-1 showm in Fig. 3, an exclusive OR of the
ci pher key OLEH¥§ﬁEPMEQQrc%f¥E&t 81-i is applied to the two-input
reduction circuit 81-1, a cipher key of the provider
2 is inputted as a data, and a cipher'key of the provider
1 is inputted as a éipher key. The cipher key of the
provider 2 is enciphered using the cipher key of the
provider 1, and outputted to the subsequent two-input
reduction circuit 81-2 as a reduction key.

For example, DES (Data Encryption Standard)
and EAL (Fast Data Encipherment Algorithm) are used as
an encipherment method shown in Figs. 4 and 5.

In Fig. 6, the encipherment circuit 81-i
comprises an exclusive OR circuit (XOR). For example,
if the encipherment circuit 81-i is applied to the
two-input reduction circuit 81-1 shown in Fig. 3, an
exclusive OR of the cipher key of the provider 1 and
the cipher key of the provider 2 is mathematicglly
operated, and the mathematical operation result is

outputted1x>thesubsequenttwo—inputreductioncircuit

81-2 as a reduction key.



t he ci pher key of the provider 2'is mathematically operated, and the
mat hemati cal operation result is outputted to the subsequent two-input
reduction circuit 81-2 as a reduction key.

23 In Fig. 3, an cipher key of each provider is a digital data
having 30 bytes. In this case, also a reduction key is a digital data
havi ng the sane bytes. Next, @Berations are described with

ref erence to atimng chart shown in Fig. 7. The controller 1 and
reader witer 2 are sﬁg‘wﬁ 1% sdpafht 6 iphgr dkeynofhiesch gubodident is

however, it is _possible to use these devices as one conbi ned devi ce.

The control Iaerdgﬁt‘:f:la&n dptprhavéngodtd diyees.1 Tonthdlss ddee fORMER GAt i on
section 12, and indicates polling with a sufficiently short period
(period suf HfRIRAELIPE ket da iangl impbsagedatauhavi nd a hPaseme b o .2
ticket gate of a rail way station having an IC card) for the reader witer

2 (step S1). Upon r¥esitui ngextet ionscareodesbirdidy Wﬁﬁ&’miﬁﬁ@e‘m
section 21, the control section 24 of the reader witer 2 controls the

communi cat i ¢ setimdm@thart péwnMPEid g |0 $HE d&nERbT 134 5t ?Bd52) ;
Upon receiving indication of polling fromthe comunication section 21 of
the reader wedader2writer 2 are shown as separate devices in this
embodiment, however, it is possible to use these devices
as one combined device.
The controller section 14 of the controller
1 controls the communication section 12, and
_indicates polling with a sufficiently short period
(period sufficient for detecting: passage of users who
pPass through a ticket gate of a rail way station having
an IC card) for the reader writer 2 (step S1). Upon
receiving the indication through the communication
section 21, thé control section 24 of the reader
writer 2 controls the communication.section 21 to
perform polling to the IC card 3 (step S2). Upon
receiving indication of polling from the
communication section 21 of the reader writer 2
through the communication section 33, the control
section 36 of the IC card 3 informs the existe;ce of

this control section 36 (step §3). Upon receiving

this information from the IC card 3 through the



t hrough the comuni cation section 33, the control section 36 of the IC
card 3 infornms the existence of this control section 36 (step S3). Upon
receiving this information fromthe I1C card 3 through the

24 communi cation section 21, the control section 24 of the reader witer
2 inforns the existence of the IC card 3 to the controller 1 (step $4).
Upon receiving this information through2ghe conmunication section 12, the
control section 14 of the <controller 1 controls the reduction processing
section 13 ¢emaurstyatiian reeastiicon dt ocbbs mpbroilosekst ioad24 @t t he
ci pher key of an area to be addressed fromthe nenory 11. In the exanple
shown in Figthe rdaderpwarité«ey2lindiqims khe 2xhsdetiadhes fkehed T € read
out to the reduction processing section 13 to take access to the area 1,
area 2, and eaed 8 fbe tlsslucbnwrpldeassi ngstxqset$4y .13 reduces using

t hese three cipher keys. In detail, as shown in Fig. 3, in the two-input

reduction circuit 8lupor heecefbdndeyhisi Lndsdmieiod YHrWaghetnd pher
key 2, and outputted to the two-input reduction circuit 81-2. The

two-input resbiinu@lcHt Lohts 8dt2onci, PRfieScbhe rdWEd©lo K els P died by
reduci ng the cipher key 1 and ci pher key 2 supplied fromthe two-input
controller 1 controls the reduction processing section
13 (step S5). The reduction processing section 13 reads
out the cipher key of an area to be addressed from the
memory 11. In the example shown in Fig. 1, the cipher
key 1, cipher key 2, and cipher key 4 are read out to
the reduction processing section 13 to take access to
the area 1, area 2, and area 4. The r:aduction processing
section 13 reduces using these three cipher keys. 1In
detail, as shown in Fig. 3, in the two-input reduction
circuit 81-1, the cipher key 1 is enciphered using the
cipher key 2, and outputted to the two-input reduction
circuit 81-2. The two-input reduction circuit 81;2
enciphers the reduction key obtained by reducing the
cipher key 1 and cipher key 2 supplied from the two-input
reduction circuit 81-1 using the cipher key 3. The
obtained reduction key is used as the final reduction
key.
When one reduction key is generated aé

described herein above, the control section 14 informs



reduction circuit 81-1 using the cipher key 3. The obtained reduction key
Is used as the final reduction key. When one reduction key is
generated as described herein above, the control section 14 inforns

25 it to reader witer 2 together with provider nunbers (key nunber),
nunber of providers (nunber of keys), and order of reduction processing
(step S6). Upon receiving this informbon fromthe comunication section
12 of the controller 1 through the conmmunication section 21, the control
section 24 oittle mmaikerwwiridrer 22| hegethar W tha RFAY HGhePUFRT St i on
section 23 to generate a random nunber rl (step S7). The controller 24

i nstructs t hekegmmumbeat j pmewse r onf Providers wnumber afdde¥hbandl to
the IC card 3 (step S8). When, the control section 24 inforns also the
number of preydear of anddpcddiater pnogesssisgppbited S®m t HEPedntroller 1 to
the 1C card 3. Upon receiving this information, the controller

36 of the | Crealdwidgr tains fnformaedient i fromk&hegerenmundeairicsessi ng
(step S9). In detail, the control section 36 reads the cipher key

corr espondi ngecd d419 Pb2Vi HETcoWEPOL 1Y Thirbaigh thansomhuad dationt he
reader witer 2 fromthe nmenory 31, supplies it to :
section 21, the control section 24 of the reader writer
2 instructs the random number generation section 23 to
generate a random number rl (step S7). The controller
24 instructs the communication section 21 to inform the
random number rl to the IC card 3 (step S8). When, the
control section 24 informs also the number of providers
and érovider numbers supplied from the controller 1 to
the IC éard 3.

Upon receiving this information, the
controlier 36 of the IC card 3 performs first reduction
key generation processing (step §9). 1In detail, the
control section 36 reads the cipher key corresponding
to the provider number (key number) transmitted from
the reader writer 2 from the memory 31, supplies it to
the reduction processing section 32 to perform
reductién processing. In the case shown in Fi?. 1,
because the provider numbers corresponding to the
cipher key 1, cipher key 2, and cipher key 4 are

transmitted, the cipher key 1, cipher key 2, and cipher



t he reduction processing section 32 to perform reduction processing. In
the case shown in Fig. 1, because the provider nunbers corresponding to
the cipher key 1, cipher key 2, and cipher key 4 are transmtted, the
ci pher key 1, cipher key 2, and cipher '

26 key 4 corresponding to these provider nunbers respectively are read
out fromthe nenory 31, and supplied t@6the reduction processing section
32. The reduction processing section 32 reduces . these three reduction

keys in a spE@¥fidel FFBEFPOMILRG AP &DG5F BFQE AL i RPUPESE t he
providers), and finally generates one reduction key. As the result, the
same reduct i 68Spagt heelie akaueerEn obdy HEPBr A& BRMRFE Sdnt i der 1 in
the step S5 is generated in the 1C card 3. . Next, the contro
section 36 oaupplsiedeteablentesteloniPrAcssftngr spction cdler TReter 2
and the reduction key generated fromthe reduction processing section 32
to the enci phredwsrticrcpiroe s ingd seled iamcd ghaedutesethiese 3heaei phers
t he random nunber r1 wusing the reduction key (step S10) to generates an
enci phered r zeduwotiiohekeRRb. in a specifhicedoordelr seferoaxadpdener fnes a
prescribed random nunber r2 in the random nunber generation section

order of input of the providers), and finally generates

one reduction key. As the result, the same reduction

key as the reduction key generated by the controller

1 in the step S5 is generated in the IC card 3.

Next, the control section 36 outputs the randon
number rl informed from the reader writer 2 and the
reduction key generated from the reduction processing
section 32 to the encipherment section 34, and the
encipherment section 34 enciphers the random number ril
using the reduction key (step S510) to generates an
.enciphered random number RI1.

The control section 36 generates a prescribed
random number r2 in the random number generation section
35 (step S11). The control section 36 controls the
communication section 33 to transfer the enciphered
random number Rl and random number r2 generated in the
step S11 to the reader writer 2 (step S12).

Upon receiving supply of the random number r2

and enciphered random number R1l, the control section



35 (step S11). The control section 36 controls the comunication section
33 to transfer the enciphered random nunber Rl and random nunber r2

generated in the step Sl11 to the reader witer 2 (step S12).
Upon receiving supply of the random nunmber r2 and enci phered random nunber

R1, the control section 27 24 of the
reader w.iter 2 controls the enciphernem7 section 22 to decipher the

enci phered rg&dggl qg%er Rl _using the_reduction key received fromthe
control | er ( eB‘ 3y EATRE F 1 &r COATFRERS tee iphermentiom

nunber obt ai nEdtbﬁ deifczi &E’eri ng, is equal to the random nunber rl generated
in the step BYCC ARG i e d €T chrceneiphared xnden Bumbgmdjed to
Step ! . .
be an inproper 1C card, and the control section 24 inforns the judgenent
to the cont r't#+8f the, xedugtdensikey THegeiveart Evamr ¢hiecrcdnbeoldeys error
rocessing (for exanple, revent the user from passing the ticket gate).
1% g mp p
On the ot herl h&fliep fSkhk- deBhghecatrahliem 2dundteecks etetthée the random
nunber rl in the step S13, then the control section 24 control the
enci pher nentraréen; punder okhgiped hyheleabpheringels réqasRPtocend rom
the IC card 3 using the reduction key supplied from the controller 1, and
an enci pher gt rdodonumbeherr R2genergaeal aiwdt het eReplB®7, FAndhee. thie
control section :
result is NO, then the IC card 3 is judged to be an
improper IC card, and the control section 24 informs
the judgement to the controller 1 in the step Ssl14. Then,
the controller 1 performs error processing (for example,
prevent the user from passing the ticket gate).
On the other hand, if the deciphered random
number is equal to the random number rl1 in the step S13,
then the control section 24 control the encipherment
section 22 to encipher the random numBer r2 supplied
from the IC card 3 using the reduction key supplied from
the controller 1, and an enciphered random number R2
is generated (step S15). Further, the control section
24 transfers the enciphered random number R2 generated
as described herein above to the IC card 3 (step S16).
Upon receiving supply of the enciphered random
number R2 as described herein above, the control section

36 of the IC card 3 controls the encipherment section

34 to decipher the enciphered random number R2 using



24 transfers the enci phered random nunber R2 generated as described herein
above to the I1C card 3 (step S16). Upon receiving supply of the
enci phered random nunber R2 as descri bed herein above, the control section
36 of the IC card 3 controls the enci phernent section 34 to decipher the
enci phered random nunber R2 using 28
the reduction key generated in the step3 (step S17). Whether the

deci phered random nunber is equal to the, random nunbef,r nerated in the
Step Si1|'s fhAgERIUCHEoR eSEnaRperasid T4 KHE AYEP 8a f8¥BR: SHirer
witer 2 through the conmunication_section 33 &gtep,SlB

. U
recei vi ng i ifbekberothe decioheredi sAndaR Ay ?Em%%KEQ%?EaFg §h?hgon

control section 24 of the reader witer 2 inforns this result to the
control |l er lréandem mumkerur2caeneratkedi ép bhe stap Shb)is judged. yop
receiving this information through the comunication section 12, the
control | er 1Bhefjudigemeat: relsiugt ispbrhosfierredrtpideseradpy Wwnifer
information indicates NG On the other hand, if the information indicates
K (the |C car dhiroygligebet comnumigasion [s2chign Ihe(2bepr H1&ketion 14
of the controller 1 outputs a necessary command such as read out or wite
to the reader witer Jgoi epeSeiyinddnformation of authentication
result from the IC card 3, the control section 24 of
the reader writer 2 informs this result to the
controller 1 from the communication section 21 (step
S19).

Upon receiving this information through the
communication section 12, the controller 14 of the
controller 1 performs error processing if the
information indicates NG. On the other hand, if the
information indicafes OK (the IC card is judged to be
a proper IC card), the control section 14 of the
controller 1 outputs a necessary command such as read
out or write to the reader writer 2 (step S20). Upon
receiving transfer of the command, the reader writer
2 outputs a read or write command to the IC card 3 (step
21). In this case, read or write of the area 1, area
2, and area 4 of the IC card 3 is instructed as described

herein above.

As the result, if write in the area 1, area 2,



receiving transfer of the command, the reader witer 2 outputs a read or
wite coommand to the IC card 3 (step 21). In this case, read or wite of
the area 1, area 2, and area 4 of the ICcard 3 is instructed as descri bed
herei n above. As the result, if wite in the area 1, area 2,

29 or area 4 is instructed, then the control section 36 of the IC card 3
performs wite processing. If read is 2%structed, the control section 36
of the IC card 3 perfornms read processing. The read data is transferred
fromthe | CWararsa d tie Lasdeuckeder thensttdpe S2Ontradnds ¢chmeheidéd from
the reader witer 2 to the controller 1 (step S23). As descri bed
herei n above f itlea BCptardl 3 tpenformsewy ites @gruases e ngGCeIE, raigdhdrs keys
required individually are not authenticated individually, (For exanple,
in the case inisthacoeahpl theheomtroFi gectiomus beslti Gid ONcPeEgedssy Ng i s
performed not individually on the cipher key 1, cipher key 2, and cipher

key 4 (in otpgerformdsrepd pebdEdDigl Nrehe FEABSdAtabit t3n s e LN key
is generated froma plurality of cipher keys, and authentication

processing fisomether Md iy PNE8 YhieNGddUSrone itedUct | Ak KFYs223S the
result, it is possible to perform authentication
and transferred from the reader writer 2 to the
controller 1 (step S23).

As described herein above, when a plurality of
areas receives the access, cipher keys required
individually are not authenticated individually, (For
example, in the case of the example shown in Fig. 1,
authentication processing is performed not "
individually on the cipher key 1, cipher key 2, and
cipher key 4 (in other words, performed not three
times)), but one reduction key is generated from a
plurality of cipher keys, and authentication processing
is performed only once using this one reduction key,
as the result, it is possible to perform authentication
processing rapidly.

The number of bytes (length) of a reduction key
is equal to that of acipher key in this example, however,
it is possible to use different number of bytes.

Because a reduction key is used only for authentication,

it is not necessary to restore a reduction key to a



processing rapidly. Thé nunber of bytes (length) of a reduction
key is equal to that of a cipher key in this exanple, however, it is
possi ble to use different nunber of bytes. Because a reduction key is used
only for authentication, it is not necessary to restore a reduction key to
a ﬁg plurality of original cipher
keys. Fig. 8 shows anot her Chod for generating a reduction
key. In thi X l, ci pher _keys K1 to Kn are assigned to respective
provi ders 1%@"?:&&%3 ?efgr%’flgl&étla TP hest kestessary secret because this
data is common for the respective providers) which is contained
previously are inputt%&grostﬁ?QW$SQHPWBQnunﬁthOdeﬂqrtqyneﬁatﬂhb al-1
and the two-reduction circuit 81-1 enci phers the data DO based on the

ci pher key BPIUGELPRe kevovi denr thigeexampie | woiphput KeftBIGti 0fo K@i I CUI t
81-2 enci phers the output D1 fromthe two-input reduction circuit 81-1
based on t hé&r& Bﬁ@rl%é9dl@oci!fesPebd;ipare)\pmlwiaethQntot,hp S P& PEESSI NY

is perforned successively by the two-input reduction circuit 81- i, the
out put frondef@ fRhal nowo nepessasguateOneti beldduse 8dnlsi a4t final
reduction key. When a reduction key is generated as shown in

Fig. 3, theCpmﬁmmﬁmmﬁrmtpWWétﬁrévﬁﬁ@ﬁi Vhi&Y is contained
previously are inputted tb the first two-input
reduction circuit 81-1, and the two-reduction circuit
81-1 enciphers the data DO based on the cipher key D1
of the provider 1. Next, the two-input reduction
circuit 81-2 enciphers the output D1 from the two-input
reduction circuit 81-1 based on the cipher key K; of
the provider 2. Then, the same processing is performed
successively by the two-input reduction circuit 81~
i, the output from the final two-input reduction circuit
81l-n is the final reduction key.

When a reduction key is generated as shown in
Fig. 3, the provider 2 can not generate a reduction key
unless the provider 2 knows the cipher key of the
provider 1. Because the respective providers are
independent basically, it is not preferable for
security that the cipher key of a certain proviéed is
informed to other providers.

On the other hand, the method for generating



unl ess the provider 2 knows the cipher key of the provider 1. Because the
respective providers are independent basically, it is not preferable for
security that the cipher key of a certain provided is inforned to other
providers. On the other hand, the nethod for generat{ng

31 a reduction key as shown in Fig. 8 is preferable because a provider
can generates a reduction key w thout b¥lng infornmed the cipher key of
anot her provider. _ Figs. 9 to 11 show exenplary structures of a
control ler 13 Japdet ivhi key s #ndwhCinarilg3 8fid Ipere pepabder becawsmi der
2, and provider 4 for the case that a reduction key is generated by the

met hod as showy-49;qidcath ASrefawt i : i
, generates ASrédwtidntkegewithvutgbeing
prescri bed data (conmmon data) DOis stored previously in the nenory 31 in

addi t10n_t0 | 10go hiddPre kEYcHbidk OkBPeb k UndEnesop @ PRIgiag to the area 1
tively. Th

to area 5 respec e cipher key KI of this provider 1 and

data D024 are storedgdin dhegnpgohy Lhf dREmBLRHe \ he
ci pher key K1 of thi sF‘ﬁr é\/'l d9er goand%lata D%l%gliareyjst%%légEihgﬁsh?ﬁméfmry 11

oo bR 1 el R SRt gl anca e ¢ and
provider 1, provider 2, and provider 4 for the case that
a reduction key is generated by the method as shown in
Fig. 8.

As shown in these drawings, a prescribed data
(common data) DO is stored previously in the memory 31
in addition to the cipher key K1 to cipher key K5
corresponding to ;he area 1 to.area 5 respectivelf.
The cipher key K1 of this provider 1 and data
D024 are stored in the memory 11 of the provider 1 (Fig.
9), the cipher key K1 of this provider 2 and data D014
are stored in the memory 11 of the provider 2 (Fig. 10},
and the cipher key K4 of this provider 4 and data D012
are stored in the memory 11 of the provider 4 (Fig. 11).
These data (individual data) D024, D014, and
D012 are generated by methods shown in Figs. 12 to 14.
In detail, the provider 1 asks the provider 2
to reduces the predetermined data DO using the cipher
key K2 in the two-input reduction circuit 81-1 to

generate data D02 to obtain data D024. Then, the



These data (individual data) D024, DO14, and DO12 are generated by nethods
shown in Figs. 12 to 14. In detail, the provider 1 asks the
provider 2 to reduces the predeterm ned data DO using the cipher key K2
in the two-input reduction circuit 81-1 to generate data D02 to obtain

data D024. Then, the _ 32 provi der 1
provi des the data D02 to the provider 432the provi der 4 then reduces
usi ng the ci her_ %y K4 in the t wo-i nput reduction circuit 81-2 to

gener at e datg r TlPé"W’d?f?ﬁthﬁ ¢é§él P82 &gopphe provislemts; BIPE from
t he provider 4, and stores it in the menory 11. In this case, it
my be possiBFeVARAT thdhra redures wsingiethéicipher ke WOMilethd, the
provider 4 reduces it using the cipher key K4 to generate data D04, and

then the dat&w@oinputpreduetion ¢hecpridviéden td, geherartayddasa dorduces it
using the cipher key K2 to generate data D042, and the data D042 is stored

in the nemﬂ@elprdﬂmﬁ¢m0W|denehwnsreagﬁkycwﬂeth@fddﬂﬁhﬁbhqnﬂMBﬁh
i ndicates that the reduction is performed in what order.
shown in Fi gché3proveideovideand asksrible iroyi dge kéﬁbg;ngﬁates data D01

which is generated by reducing data DO using the cipher Key Ki. The
provi der In this case, it may be possible that the data
D0 is provided first to the provider 4, the provider
4 reduces it using the cipher key K4 to generate data
D04, and then the data D04 is provided to the provider
2, the provider 2 reduces it using the cipher key K2
to generate data D042, and the data D042 is stored in
the memory 11. The grovider 1 stores the order of "
reduction which indicates that the reduction is
performed in what order.
As shown in Fig. 13, the provider 2 asks the
-provider 1 to generates data D01 which is generated by
reducing data DO using the cipher key K1. The provider
2 provides the data D01 to the provider 4, and asks the
provider 4 to generate data D014 by reducing the data
D01 using the cipher key K4. The data D014 is stored
in the memory 11. Like the preceding case, it may be
possible that the provider 2 asks reduction processing

first to the provider 4, and then provides the data D04

generated using the cipher key K4 to the provider 1,



2 provides the data DO1 to the provider 4, and asks the provider 4 to
generate data D014 by reducing the data DOl using the cipher key K4. The
data DO14 is stored in the nmenory 11. Like the preceding case, it nay be
possi bl e that the provider 2 asks reduction processing first to the

provi der 4, and then provides the data D04 generated using the cipher key
K4 to the provider 1, - 33 ' 33 the provider 1
reduces it using the cipher key K1 to generate data D41, the provider 2
obt ai ns t he theapboyidendlsredaxres ih usdnmenbhe ¢ciphEr kepvKdeit@
stores also the order of reduction in the nenory 11. Further, as
shown in Fi ggeddratlec dartay iDddr, 4 heaghsovhdepr 2vobtnihst theedartexr M0t X he
.data DO using the cipher key K1, the provider 1 generates data DOl. The
data DOl is Ppia@vésteteso itha pridve desmdryt ha .pr mhidgirovideguaes tioreksi ng

t he ci pher key K2 to generate data DO012. The provider 4 stores the data

D012 in the eS8’ thelbrdéke o dd@seiond GRS€he mlenBvy DE1POSSI bl e that
the provider 4 asks reduction processing first to the provider 2 to

degenerate the data DPwsiwrihgsChhkiin 1€Yrkg. dat,a i pfogdaiated, the
provider 1 reduces the data bo2 usi ng the cipher key KL to0 generate data

DO21. The provikdetnd pae s oS ddaeydiférate EheCHaRE Do usih R Y 11.
cipher key K1, the provider 1 genérates data D01. The
data D01 is provided to the provider 2, the provider
2 reduces it using the cipher key K2 to generate data
D012. The provid.er 4 stores the data D012 in the memory
11. Like the preceding cases, it may be possible that
the provider 4 asks reéuction processing first to the
provider 2 to degenerate the data DO using the cipher
key K2, data D02 is generated, the provider 1 reduces
the data D02 uéing the cipher key K1 to generate data
D021. The provider 4 also stores the order of reduction
in the memory 11.

The respective providers can perform
authentication processing as described herein under.
For example, in the provider 1, the control section 14
controls the reduction processing section 13 as shown
in Fig. 9, reads the data D024 and cipher key K1l from
the memory 11 to generate a reduction key. The

reduction key is transferred to the reader writer 2.



The respective providers can perform authentication processing as

descri bed herein under. For exanple, in the provider 1, the control
section 14 controls the reduction processing section 13 as shown in Fig.
9, reads the data D024 and ci pher key K1 from the nenory 11 to generate a
reduction key. The reduction key is transferred to the reader witer 2.
34 Wen, the number of providers (in th34 exanple, ‘the nunber is three),

d I d [ d d d
B and or deiohe e, A TRRER R i SLieRR. <1mpﬁﬁé'so?e&aﬂei”m3:rh§¥ ovi der
2 d d d dtoth d t . Th
s, frovder fud i B S irte o e e thils HRARRAST | ho

nunber of provid prOV|der nunbers and order of reduction transferred

fromthe corRIF%Y1§€Et ilon PEOBEAERe 2 ,c ARG @FeVider; 4)he amicordes. of

In the IC card 3, when the conmmunication section 33 receives these

i nfor mat i on,TSMBCEARN fLn §BiF| examplentitotie asdegdast the provédsimg

section 32 correspondingly to these information. The reduction processing

section 32 rea®Fankdasit BOd pEeVider dememne 3nfonmmed ¢o the deaderRO

successively using a specified order and the cipher key of a specified
writer 2. The control section 24 controls the

communication section 21, and informs the number of
providers, provider numbers, and order of reduction
transferred from the control section 14 of the
controller 1 to the IC card 3.

In the IC card 3, when the communication
section 33 receives these information, the control
section 36 controls the reduction processing section
32 correspondingly to these information. The
reduction processing section 32 reads the data D0 from

- tﬁe memory 31, reduces the data DO.sucCessively using
a specified order and the cipher key of a specified
provider number to generate a reduction key. Indetail,
the data D0 is reduced using the cipher key K2, and a
reduction key is generated. The reduction key
generated as described herein above is the same
reduction key as generated by the reduction procéssing
section 13 of the controller 1.

Accordingly, authentication processing is



provi der nunber to generate a reduction key. In detail, the data DOis

reduced using the cipher key K2, and a reduction key is generated. The

reducti on key generated as described herein above is the sane reduction

key as generated by the reduction processing section 13 of the controller
Accordingly, authentication processing is

35 performed by perform ng processing Bﬁllomﬁng the step S10 as in the

case descri bed ¥%th reference_to reager witer 2 of the

orovi der 1 R FIRBSh i RREES SR Paﬁ%%eiﬂaﬂe o3 1awing, EBe4s5ER ne
menory 31 of the IC card 3 On the other hand, in the provider
2, as shown 516, 3% ginphe; Gase fassribed Wity refirrense: ke FAgtudtd on
processing section 13 to read the data D014 fromthe nmenory 11, and to
regenerate ithegierdenewEified 2 REytke pravidegmlarad take aRecagemssy 11
The generated reduction key is transferred to the reader witer 2. \Wen,
t he nunber dfo pklei dxea (Iin ahea xampid, axer 4nokoshe memery) 3 Ipodi der
nunbers (in this exanple, provider 1, provider 2, and provider 4), and
order of rethetiOnc@ndtdis exanple, in the order of the provider 1,
provider 4, and provider 2) are infornmed to the reader witer 2.
On the other hand, in the provider 2, as shown
in Fig. 10, the control section 14 controls the
reduction processing section 13 to read the data D014
from the memory 11, and to regenerate it using the cipher
key K2 read from also from the memory 11. The generated
reduction key is transferred to the reader writer 2.
When, the number of providers (in this example, the
number is three), provider numbers (in this ekample,
provider 1, provider 2, and provider 4), and order of
reduction (in this example, in the order of the pfovider
1, provider 4, and provider 2) are informed to the reader
writer 2.
The reader writer 2 transfers these
information to the IC card 3. In the IC card 3, a
reduction key is generated corresponding to these
information.
In detail, the reduction processing section 32

of the IC card 3 reads the data D0 from the memory 31,

reduces first using the cipher key K1 to obtain data



The reader witer 2 transfers these information to the IC card 3. In the
IC card 3, a reduction key is generated corresponding to these

i nformati on. In detail, the reduction processin [

, g section 32 of
the 1C card 3 reads the data DO fromthe nmenory 31, reduces first using
the ci pher key K1 to obtain data 36

DO1. The data DOl is then reduced usi ng3é he ci pher ke K4 and data
generated. The data D014 is reduced using thepcipherykey K2. .The regggfigﬁ
key generat @bl as ThecdabedDRdr disnthesy eduqeed waiR9r EREELBR & ¥
generated by the controller 1. Therefore the reader witer 2 of the

provi der 2 ged dreke@sta ackssig genrrateda 1The data D9dd dscgedused he
menory 31 of the IC card 3. Further as shown in Fig. 11, in the
provider 4,udpRgCenle dipieetri keyl&k2of tie coednoition keprgeapsatak
reducti on processing section 13 to degenerate the data D012 stored in the

menory 11 usiggyéberGindieméeyinkdbane tis ginersdme ar eddodtioon kel ,asnd
transfers it to the reader witer 2. Wen, the nunber of providers (in

;PiO\S/i gé?”ﬁ! e%?%eﬁgggﬁ;?ﬁgkghgm%falg‘érder. nurhete foren thesreasisy e,
writer 2 of the provider 2 can take an access to the
area 1, area 2, and area 4 of the memory 31 of the IC
card 3.

Further as shown in Fig. 11, in the provider
4, the control section 14 of the controller 1 controls
the reduction processing section 13 to degenerate the
data D012 stored in the memory.ll using the cipher key
K4 and to generate a reducfion key, and transfers it
to the reader writer 2. When, the number of providers
(in this example, the number is three), provider numbers
(in this example, provider 1, provider .2, and provider
4), and order of reduction (in this example, in the order
of the provider 1, provider 2, ;nd provider 4) are
informed. These information is transferred to the IC
card 3. The IC card 3 performs reduction processing
based on these information.

In detail, the reduction processing sect’ion 32

reads the data DO from the memory 31, and generates data

D01 using the cipher key Kl. The data D01 is then



4), and order of reduction (in this exanple, in the order of the provider
1, provider 2, and provider 4) are informed. These information is
transferred to the IC card 3. The I1C card 3 performnms reduction processing
based on these information. In detail, the reduction processing
section 32 reads the data DO fromthe nenory 31, and generates data D01
usi ng the cipher key Kl. The data DOl i37then '

37 reduced using the cipher key K2, and data D012 is generated. The data
D012 is reducedunsidigis irgcitpleercipberkkeyark? ¢ hantdi s@ta cBBd2i d® key is
generated. The reduction key generated as described herein above is the
same reduct i @enkentasd geretiat ddthy DOHe2 chet retinered 1sihgr ther eipher eader
witer 2 can take an access to the area 1, area 2, and area 4 of the

menory 31 ofkébers),Cag@ &b final redubitjonkehais gebernntedsr @idod for
reduction Kkey generation. In thi.s nethod, data Dn-1 inputted to the

two-i nput redgahicich ket gehdrabeahagerssé eibedhtidtah abdwet iom key
and an I D nunber held previously by the IC card are mathematically

operated, thepMBLARITGLI $@b ¢ EBA Ky ihd egehbrat s/t cied &6ntpioddassi ng
usi ng the cipher key Kn, and a reduction key is generated. O her processes
are perfornEf.aSTﬁ@?Mkore the reader writer 2 can take an access to

the area 1, area 2, and area 4 of the memory 31 of the

IC card 3.

Fig. 15 shows yet another method for reduction
key generation. In this method, data Dn-1 inputted to
the two-input reduction circuit 8l-n which generates
the final reduction key and an ID number held previously
by the IC card are mathematically operated, the
mathematical operation result is subjected to
processing using the cipher key Kn, and a reduction key
is generated. Other processes are performed as shown
in Fig. 8.

Fig. 16 shows an exemplary structure of a
controller 1, reader writer 2, and IC card 3 for
generating a reduction key according to the method shown
in Fig. 15. This structure shows the structure of the
provider 4. As shown in this drawing, the memory 11 of

the controller 1 stores data D012, cipher key K4, and

reduction order. The reader writer 2 is provided with



in Fig. 8. Fig. 16 shows an exenplary structure of a controller
1, reader witer 2, and IC card 3 for. generating a reduction key according
to the method shown in Fig. 15. This structure shows the structure of the
provider 4. As shown in this drawing, the nenory 11 of the controller 1
stores data D012, cipher key K4, and reduction order. The reader witer 2
Is provided with 38 38 an ID acquisition
section 211 for acquiring an ID from the data received by the

conmuni cat i G sERtacguisitien se&tirn 21dt frags Jrawisisigy aan IPDDIM@Mer
specific to the ICcard 3 in the nenory 201 (the nenory 201 may be the
sane nenory tisetdet asmecgi®ed by the commiyn jsa € bom sigcauiomedili.catlihen
processing in such the way using |ID nunmber, confusion which may happen

when a plurat¢tyaed Bsestohasi prdvicasly @ntEd nhugbere pactk fikcowialer
conmbi nation (for exanple, conbination of the provider 1, provider 2, and

provider 4) pResed caddasenid tHoGéMerya20ilckaihgaiemotya20ar mdiy) Hy ovi der
can be avoi ded. In detail, when a plurality of IC cards 3 passes

near the reades Whlleemem8ty? a&erié "mBmeWes1ythe plurality of 1C cards
3 responses respectively to"the request fromthe reader witer 2, the

reader writer 2 By performing authentication processing in

such the way using ID number, confusion which may happen
wheﬂ a plurality of users having IC cards containing
the same provider combination (for example, combination
of the provider 1, provider 2, and provider 4) passed
adjacently together a ticket gate of a certain provider
c;n be avoided.

In detail, when a plurality of IC cards 3 passes
near the reader writer 2 of a certain provider, the
plurality of IC cards 3 responses respectively to the
request from the reader writer 2, the reader writer 2
can not judges that this response is a response from
which IC card, and erroneous procéssing cax;be performed.
However, by using the ID number, such confusion can be
avoided.

For example, as shown in Fig. 17, when an IC
card 3A and IC card 3B are passing near the réader writer
2, the reader writer 2 requests an ID to the IC card

3 (step S41). Not only a communication section 33 of



can not judges that this response is a response from which IC card, and
erroneous processing can be perfornmed. However, by using the ID nunber,
such confusion can be avoi ded. For exanple, as shown in Fig. 17,
when an IC card 3A and IC card 3B are passing near the reader witer 2,
the reader witer 2 requests an IDto the ICcard 3 (step S41). Not only a
communi cati on section 33 of 39 ' 39 the IC
card 3A but al so a comunication section 33 of the IC card 3B receive the
request. Updrheek€i caxg 3h hurralsese sioprinicatidooy iswct hened’d afove
the control section 36 of the I1C card 3A controls the random nunber
generati on devei @ 88rdo3fernecatiocven WeetmequestdomUpamheecéivdmgSad) . The
control section 36 of the IC card 3A perforns assignnent processing of
time slot Q@D respoestgidgnalles gseaibedr hageihmabbete ,(8hepcSA)rol I n
detail, comuni cation between the reader witer 2 and ICcard 3 is

perforned bysdédtRod BieSbENtHE tTPta¥d 9RCERNtAD1 S Nehé & £REIn3AuABEONS A
time slot corresponding to the generated random nunber out of a plurality

of tine slotfedérhRadd Festibnf ¥s €ONFURNLAY LONAOk it Sin GaREGMBA Al

the timng of the assigned tinme slot, the control section 36 of the IC
number (step S42). The control section 36 of the IC card
3A performs assignment processing of time §lot
corresponding to the generated random number (step S43).
In detail, communication between the reader writer 2
and IC card 3 is performed by time-division multiplex
operation, the IC card 3A assigns a time slot
corfesponding to the generated randoﬁ.number out of a
plurality of time slots as the time slot for
communication of this IC card 3A. At the timing of the
assigned time slot, the control section 36 of the IC
card 3A transmits an ID number (IDA) read out from the
memory 201 to the reader writer 2 through the
communication section 33 (step S44).

The same processing is performed in the other

IC card 3B. In detail, upon receiving an ID request
signal from the reader writer 2, the control section
36 of the IC card 3B controls the random number

generation section 35 to generate a random number (step

S45). The control section 36 of the IC card 3B assigns



card 3A transmts an I D nunber (1DA) read out fromthe nenory 201 to the
reader witer 2 through the comrunication section 33 (step S44).

The sane processing is performed in the other 1C card 3B. In detail, upon
receiving an ID request signal fromthe reader witer 2,.-the control
section 36 of the IC card 3B controls the random nunber generation
section 35 to generate a random nunber 48tep S45). The control section 36
of the I C card 3B assigns 40 the tinme

sl ot correspigli Biimeo g et geperasggbndidgmt uriver generdatednwasidsamof this
| C card 3B (step S46). An ID nunber (IDB) stored in the nenory 201 is read

out, and tnpneber’ 8¢ thd heineasBot Wit €hi’d Jic tdeerd i 3B ngstepr Sd$jondi ng
to the assigned tinme slot (step $S47) When the comruni cati on

section 21 rgeaiyesunbér | PhBY"Heb rd@ianthlectieory Lla 1i6 eaats odk and 3B,
the reader witer 2 supplies it to the ID acquirenent section 211 for

storing. The, coniiQlnSALEHFER 4% QRO FehAdharF 2pdemanyet hgerddin on
section 23 to generate a random nunber rl (step S48). Further, the

control sectj e Lch hLed, 0, g7y first
out of acqui‘#‘ggrﬁépzﬁ{(ﬁég ‘S&B)t!ﬁ \'?%éeggglcﬁfg?ﬂslgc? ilc())rﬁ r(e%g%gg? su)ppl y of

data D02, ci pher key ity Wik CBWMI £0a 014% 5 RRL LY Fee R8T O

ID number transmifted from the IC cards 3A and 3B, the
reader writer 2 supplies it to the ID acquirement
section 211 for storing. The control section 24
controls the random number generation section 23 to
generate a random number rl (step S48). Further, the
controi section 24 selects the ID which is acgquired,
for example, first out of acquired ID's (step S48). The
control section receives supply of data D02, cipher key
K4, and reduction order, and generates a reduction key
corresponding to these information.

First, the control section 24 performs
prescribed mathematical operation on the selected ID
(for example, IDA of the IC card 3) namely data Do01l12.
The mathematical operation may be addition or
mathematical operation of exclusive OR. The c?ntrol
section 24 reduces the mathematical operation result
using the cipher key K4 to generate a reduction key.

Further, the number of providers, provider



corresponding to these information. First, the control section 24
perfornms prescribed mathematical operation on the selected ID (for
exanple, IDA of the IC card 3) nanely data D012. The nat hemati cal
operation may be addition or mathematical operation of exclusive OR The
control section 24 reduces the mathematical operation result wusing the

ci pher key K4 to generate a reduction kgy. ~ Further, the nunber of
provi ders, provider 41 nunbers,
reducti on omdatbhefsq radloom ponberxrder arandt ransdomnt admber hel | &reard 3
(step S50). The information is received by both the IC card 3A and IC
card 3B Upeirdeeritited tte tntonmmmidord 8hqsltepassdo)3IB maduces the data
DO using the cipher key K1 according to the specified order and obtains

data DO1, the fthatPoh iiSs edeeededSibid BdenCtRBET K¥ak® Fdafat 8cD012
I's obtained (step S51). The IDB is read out fromthe nenory 201, the

resul t obt ar?%d%%mth B 'rfe%ewi?ﬁaartw ﬂfféPﬁa\:@%xﬁnqﬂi’é‘tﬁcDQ&%d s

reduced using the C|ph key K4. he enC|phernent section 34
deci phers t r r t
gener at ed a? descn‘ggg ﬁgreﬁ@%ﬁ)ﬂo@e %%%%%’%%%8?@&9%13 d&?ol‘&)ing

to the specified order and obtains data D01, the data
D01 is reduced using the cipher key K2 and data D012
is obtained (step S51). The IDB is read out from the
memory 201, the result obtained by mathematical
operation of the IDB and data D012 is reduced using the
cipher key K4.

nThe encipherment section 34 deciphers the
enciphered random numhei rl using the reduction key
generated as described herein above. However, because
the random number rl1 was énciphered using the reduction
key generated using the IDA, the random number rl can
not be deciphered using the reduction key generated
using the IDB. Therefore the IC card 3B does not respond
to transmission from the reader writer 2 hereafter.

Oon the other hand, in the IC card 3A, the
control section 36 generates a reduction key
corresponding to the information transmitted from the
reader writer 2 (step S$52). In detail, the reduction

processing section 32 of the IC card 3A reduces data



t he random nunber r1 was enci phered using the reduction Kkey generated
using the IDA, the random nunber rl1l can not be deci phered using the
reducti on key generated wusing the IDB. Therefore the ICcard 3B does
notrespond to transm ssion fromthe reader witer 2 hereafter.

On the other hand, in the I1C card 3A, the control section 36 generates a
reduction key corresponding to the inf42mtion transnitted fromthe
reader witer 2 (step S52). In detail, the reduction processing section 32
of the |IC can@d Bdadedumtesframathe memory 31 first using the ciphx DO
read out fromthe nmenory 31 first using the cipher key Kl read out form
the area 1 sepmi r@addoukefspacthéaked ddactioad imgeio thegepecadifd edht a
D01. The data D01 is -reduced using the cipher key K2 read out fromthe

area 2, andré@hatBO? disdEeenes ageflerlite diia 4L . andhkDaatanpary (IPA)

read out fromthe nenory 210 are subjected together to prescribed

mat hemat i cal - Q@gERIY Ay iddPkhdeciphheiy Gal Red aduencremikhe arefuced
using the cipher key K4 tead out formthe area 4 to generate a reduction

key. The redyctLan key:£°pgiat ot Agendpatidded 168 el taDHPL 3 Sahhe 1§AME

reduction key as generated by the"reader witer 2 in the step $49.

Qfgoggirpgls%b% |ﬁ§§{ ‘:S?H?Q”Qéaﬂfo%@% h&mehdfySI£8 £Pd L@pjerarf Wich
' together to prescribed mathematical operation, and the -'
mathematical operation result is reduced using the
cipher key K4 read out form the area 4 to generate a
reduction key. The reduction key generated as
described herein above is the same reduction key as
generated Ly the reader writer 2 in the stép S49.

Accordingly, by performing the processing of
the step 853 to step 59 which are corresponding to the
step.810 to step S17 in Fig. 7 hereafter, authentication
processing is performed. The processing is the same
processing as described with reference to Fig. 7, and
the description is omitted.

Fig. 18 shows a method for changing a cipher
key. For example, when the provider 1 wants to change
the cipher key K1, a prescribed random number’el is
generated, and used as a new key K1'. When the cipher

key of the provider itself is changed as described

herein above, the provider 1 can change desirably by



step S10 to step S17 in Fig. 7 hereafter, authentication processing is

- perfornmed. The processing is the same processing as described with
reference to Fig. 7, and the description is ontted. Fig. 18
shows a method for changing a cipher key. For exanple, when the provider 1
wants to change the cipher key K1, a prescribed random nunber el is
generated, and used as a new key K1'. 4&en the cipher key of the provider
itself is changed as described herein above, the provider 1 can change
desirably byitself the cipher key K1 stored #3 theselded hk ofphdre key K1
stored in the area 1 of the nenory 31 of the I1C card 3 of the user who

uses the regglefiory3i &£ 2 1¥ 1i1eapEosidiert He uld@EVAIo usles thieegehidest: t hat
the ci pher key Kl'of the I1C card 3 of a user who uses the reader witer 2

of other prqytfleer? ¢ Eh@vbéehﬁemst R wdwappdit iR B iGASE L hidte
provi der 1 can change t e ci pher key K1 to the new ci pher key K1' w t hout

not i fying ”&é‘e&gr Riene éfyxfl £l @n N PARMI b2 o Q{s&foééh@e"us‘bs

In this case, the 1 generates data C1 and C2 first by

(r;zat E(em;t ! &il)tﬁge,r_.ggd%r}: eriégrf 9! b¥ohe FRYRLVIAZr 2 or provild & Kl)

must be changed. 1In this case, the provider 1 can change
the cipher key K1 to the new cipher key K1' without
notifying the new cipher key Kl1' to other provider 2
or provider 4.

In this case, the provider 1 generates data Cl1
and C2 first by mathematical operation of the following
equations. “

Cl=E(el, K1)

C2=E(e2, K1)

Herein, E(A, B) means encipherment of the daté
A using the key B. A method of encipherment such as DES
or FEAL may be used.

e2 is a value which satisfies the following
equation.

el+e2=F

The value F is a predetermined value,’which
other provider 2 and provider 4 know the value as a value
which is to be used when they change their cipher keys,

and previously stored in the memory 31 of the IC card



Herein, E(A, B) neans enciphernent of the data A using the key B. A nethod
of enci phernent such as DES or FEAL may be used. e2 is a value
whi ch satisfies the follow ng equation. el+e2=F The
value F is a predeterm ned val ue, which other provider 2 and provider 4
know t he value as a value which is to be used when they change their

ci pher keys, and previously stored in yhe menory 31 of the IC card

44 3. When the provider 1 generates the data Cl and C2 as
descri bed hezein above, the provider 1 informs this value to ot#her

provi ders together with the key nunber (in this case, the key nunber 1)

assigned to the ciphanhdetid pfoviady avigdaiedat EBCRheCTRYH ide afy OVi der
changes, using these data, the key KL in the nenory 31 of the IC card 3

whi ch uses i¢3 peadRIsd¥ibel herWihNEpWRe Ast HESPLRAULET £ Apadsfs This
change processing is described herein under wth an exanpl e Por t he

et i TS CS e | P RARAD WO w0 RNy ¢

number (in this case, the key number 1) assigned to the
cipher key K1 of the provider 1. Each respective
provider changes, using these data, the key K1 in the
memory 31 of the IC card 3 which uses its reader writer
2 by the way as described herein under. This change
processing is described herein under with an example
for the provider 4.

In det;il, the reader writer 2 of the provide
4 transmits the data Cl1 and C2 to:the IC card 3. The
encipherment section 34 of the IC card 3 calculates el
and e2 by performing mathematical operation of the
following equations.

el=D(Cl, K1)

e2=D(C2, K1)

Herein, D(A, B) means encipherment of the data
A using the key B.

Accordingly, the IC card 3 can obtain tt}e data
el and e2 by deciphering the data Cl and C2 using the

key K1 stored in the memory 31.

The control section 36 adds el and e2 obtained



enci phernment section 34 of the 1€ card 3 calculates el and e2 by
perform ng mat hemati cal operation of the follow ng equations.

el =D( C1, K1) e2=D(C2, K1) Herein, D(A, B) neans

enci phernent of the data A using the key B. Accordingly, the IC
card 3 can obtain the data el and e2 by deci phering the data C1 and C2
using the key Kl stored in the nenory 33. " The control section 36
adds el and e2 obtai ned 45 as

descri bed hazideakmidhedinheredgesabdreeheandiejudgddi whethesulkkttie S equal
to the prescribed value F stored previously in the nenory 31. |If the

result is adbitiban ddeullat dsclepbi i Bed the decepberiibyd tvgldata Cl is
regi stered as a new key K1' which will be used i nstead of the key KIL.

On the otherstwindd prdvioesiyoinetmthéror§ 31N0t 194 e  Pefu1thgnge
processing i s not performnmed because the change request is regarded

i ol o b e L
follow ng eqptjonreqi AUALE 85 #MewZkey K1' which will be used
instead of the key Kl.

On the other hand, if the sum of el and e2 is
not equal to F, change processing is not performed
because the change request is regarded improper.

For example, if a malicious provider wants to
alter the cipher key K1 of the provider 1 and

-mathematically oéerates the following equation to
obtain el' and e2'.

el'=p(Ccl', K1)

e2'=D(C2', K1)

Cl' and C2' are values which the malicious
provider sets fittingly.

However, if el' and e2' generated as deséribed
herein above are added, the addition result is generally
‘not equal to the value F. It take a long time to find
a combination of el' and e2' which resulté in thg'value
equal to F, and it is substantially very difficult.
Therefore the alteration of a cipher key by a third party

is prevented.



el' =D(Cl', K1) e2' =D(C2', K1) Cl' and C2' are val ues
whi ch the malicious provi der sets fittingly. However, if el
and e2' generated as descri bed herei n above are added, the addition

result is generally not equal to the value F. It take a long tinme to find
a conbination of el' and e2' which results in the value equal to F, and

it Is substantially very difficult. Téerefore the alteration of a cipher
key by a third party i s prevent ed. 46

The provider 2 al so mhéd opreviildersalrealpoo@ssfagnso tdiaang@nehe “ci pher key
Kl in the menory 31 of the IC card which uses the reader witer 2 of the

‘provi der 2.processingWWenchngépbhe lepidrokeyh& orimi tthe meémoryhanged
as descrlbed her ei n %ove, the provider 1, provider 2, and provider 4

perform agagh Hherpa®c BLIGESA ith ass @8SEhebedaddih wiriceenzeo fotkegs. 12
to 14 to change data D024, D014, and D012 to be stored respectively.

Fig. 19 sho Qderpmethod of authentication processing. A reader witer
2 shown in §§8%q2 represents the reader witer of the provider 4.

When the cipher key K1 of the provider 1 is
changed as described herein above, the provider 1,
provider 2, and provider 4 perform again the same
processing as described with reference to Figs. 12 to
14 to change data D024, D014, and D012 to be stored
respectively.

Fig. 19 shows another method of authentication
processing. A read;r writer 2 shown in Fig. 2
fepresents the reader writer of the provider 4.

In this example, the control section 24
generates a reduction key Ks using the cipher key K4
and data D012 stored in the memory 11. The control
section 24, for example, synthesizes an even number bit
and odd number bit of the cipﬁéi key K4 to generate the
first reduction key K4sl, and synthesizes an odd number
bit and even number bit of the cipher key K4 to generate
the second reduction key Kis2.

The first reduction key K4sl is inputted to the
encipherment section 22A of the encipherment section

22, and is used to encipher a random number generated



In this exanple, the control section 24 generates a reduction key Ks using
the ci pher key K4 and data D012 stored in the nenory 11. The control
section 24, for exanple, synthesizes an even nunber bit and odd nunber bit
of the cipher key K4 to generate the first reduction key K4sl, and

synt hesi zes an odd nunber bit and even nunber bit of the cipher. key K4 to
generate the second reduction key K4s247 "The first reduction key
K4sl is inputted to.the enciphernent section 22A of the enci phernent

section 22byanthésrasdon oneibephejererandon Hedeioge?y at ethe’
47 by the random nunber generation section 23. The enciphered random

nunber is tiaEiphbeedd ganton qRber 3s Yhamsmstiadi 6 enserdegakidbed
herei n above, information required to generate a reduction key is

transni tted gs; rrwtiéweougl Wrd khdechELaidsdribed hereifi€alfov@)d 3 reads
out the data DO from the menory 31 using this information, and’ generates a

d k \ , h
reducti on ke 5rRi e300 4 ddn 1B Lte&agén@:aeg a 3Pdaulét £ %Cﬁgge&@ y. The

reduction k t he reduction key rated by

t he reader %&&1 d s.1.m 1ta &é’f&r ‘E' ﬁ’géz g§ ggl%er},e_r ates the first

reduction key F%dcona ré u I on key
The IC card 3 reads out the data DO from the

memory 31 using this information, and generates a
reduction key Ks by aéplying cipher keys K1, K2, and
K4 successively. The reduction key Ks has the same
value as the reduction key Ks generated by the reader
writer 2.

The control éection 36 generates the first
feduction key K4sl and second reduction key K4s2 by
performing the same processing as the reader writer 2.

The decipherment section 34B of the
encipherment section 34 deciphers the enciphered random
number transmitted from the reader writer 2, and
transmits the deciphered random number to the
encipherment section 34A. The encipherment section
34A enciphers it using the second reduction key Ké4s2
and transmits it to the reader writer 2.

The decipherment section 22B of the
encipherment section 22 in the reader writer 2 deciphers

the enciphered random number transmitted from the IC



perform ng the sanme processing as the reader witer 2. The

deci phernent section 34B of the enciphernent section 34 deci phers the
enci phered random nunber transmtted fromthe reader witer 2, and
transmts the deci phered random nunber to the enciphernent section 34A
The enci phernment section 34A enciphers it using the second reduction key
K4s2 and transmts it to the reader w#8er 2. ' The deci pher nent
section 22B of the enciphernent section 22 in the reader witer 2

deci phers thiergnsi.phated deedpierwderesuansnid tedahsohtted | s the
48 card 3. The deciphered result is transmtted to the control section
24. ; ndoge. erpgdeci phered as described herein above is
equal t()tfmf%gﬁgbgandoﬁgﬁgﬁber as generated by the random nunber

generation section 23pdd Lhgabh GRIbe: Be¥IPhereaond ripycrhpedidgi ng
whet her the received random nunber 1s equal to the generated random

number, aut egggg%iéﬁb@éoigsgéﬁhiStop%ﬁé”ggﬂe random number as
generated by the random number generation section 23
if the IC card is proper. Accordingly, by judging
whether the received random number is equal to the

generated random number, authentication processing is

performed.



49 WHAT IS CLAIMED I S: - 1. An authentication systemfor
perform ng authentication processing between a first device and a second
device, said first device conprising: first menory neans for
storing a plurality of keys; first generation neans for
generating one authentication key fromthe arbitrary nunber of keys out
of the plurality of said keys stored i#49aid first nenory neans; and
first conmunication nmeans for conmunicating wth said second device, and
sai d second devi ce cHHATsIBgCLAIMED IS:second nenory nmeans for storing a

plurality of keys; second generation nmeans for generating one
aut hentication key fribm thme anbhendricatiiber sgfs kems fogutpextfonmipldiral ity
of said keys stored in said first nenory nmeans; and second

communi cat i gatMRANSLEat ioanprovcassigg Wetweeind a iffEtstledievd,ce and
t he one device out of said first device and second device having
enci pher nenh gRABNd OleiUPeshng fivsly davdcaitdempiriating: key, and
first memory means for storing a plurality of
keys;
first generation means for ggnerating one
authentication key from the arbitrary number of keys
out of the plurality of said keys stored in said first
memory means; and
first communication means for communicating
with said second device, ;nd
said second device compriéing:
second memory means for storing a plurality of
keys;
second generation means for generating one
authentication key from the arbitrary number of keys
out of the plurality of said keys stored in said first
memory means; and
second communication means for communicating
with said first device;
the one device out of said first device and

second device having encipherment means for enciphering

using said authentication key, and

|



50° t he ot her device out. of said first device and second device
havi ng deci phernent nmeans for deci phering data enci phered by said

“enci phernment means using said authentication key. 2. An

aut henti cati on system according to claim1, wherein any one device of said
first device and second device additionally has notification nmeans for
notifying information required to genergye one correspondi ng

aut hentication key fromarbitrary nunber of keys out of the plurality of

said keys stored therghe otheh@dediiee davi of, said tfHast hbevileei 8adof said
first device and second device generates said authentication key

cor r espondi g 4 on i et DEGIHEY LAY 46kl pheskin 8aichansdio f idet iphemiags.
3. An authentication systemaccording to claim1, wherein at |east any one

of said fi r%a@fv{eﬁéip%’b%é&gﬁﬂsuﬁggi e8di35h érhendoMmdundais gagesaticon

means for dgenerafing-a rand r, said enci phernent means enciphers a

random nunber_genetate sai.d random nunber generation nmeans, and said
deciphernem3 ﬁg&ﬁﬁékﬁ%%rségﬁciphered sai d random nunber. 4,

An aut hentication sys%em Cct%ir‘bit?gn{;ﬁcatcjl.c?ﬁ”%%st‘@ﬁ?rféé‘o%aii(ﬁgse@@”d devi c

has a plurality of nfo Hrecordi ng areas corresponding to the

claim 1, wherein any one device of said first device
and second device additionally has notification means
for notifying information required to generate one
corresponding authentication key from arbitrary number
of keys out of the plurality of said keys stored therein
to the other device, and the other device of said first
device and second device generates said authentication
key correspondiﬁg to the information notified by said
notification means.

3. An authentication system according to
claim-1, wherein at-least any one of said first device
and second device has a random number generation means
for generating a random number, said encipherment means
enciphers a random number generated by said random
number generation means, and said decipherment means
deciphers enciphered said random number.

4. An authentication system according to

claim 1, wherein said second device has a plurality of

information recording areas corresponding to the

* (A L M S *



51 plurality of said keys. . 5. An authentication nmethod for
perform ng authentication processing between the first device and second
devi ce, the nethod in said first device conpri sing: a
first menory step for storing a plurality of Kkeys; “a first
generation step for generating one authentication key fromthe arbitrary
nunber of keys out of the plurality ofsisaid keys stored in said first

menory step; and a first conmunication step for comunicating

bet ween saigiaeaanit feyEceaittkeys. the method in said second device
conpri sing: a second nenory step for storing a plurality of

keys; a seepnd GENghthedt I £LOLH8" IS AL EBE YrforhmAaRy i cation

key fromthe arbitrary nunber of keys out of the plurality of said keys

stored in Séﬁfén_féx{éfcag&gg[ éer%tc%sfﬂg between th® F8GAY m&;@ﬁeimi on

step for comunicati ng en said first device; e one device

out of said LEB%%.QE¥&E8eand second device perform ng processing in an
enciphernen? !

the method in said first device comprising:

a first memory step for storing a plurality of
keys;

a first generation step for generating one
authentication key from the arbitrary number of keys
out of the plurality of said keys stored in said first
memory step; and

a first communication step for communicating
between said second device; and

the method in said second device comprising:

a second memory step for storing a plurality
of keys;

a second generation step for generating one
authentication key from the arbitrary number of keys
out of the plurality of said keys stored in said fi;st
memory step; and

a second communication step for communiqating
between said first dévice;

the one device out of said first device and

second device performing processing in an encipherment

* c L M S *



52 step for enciphering using said authentication key, and t he
ot her device out of said first device and second device perform ng
processing in a decipherment step for deciphering data enci phered in said

enci phernment step using said authentication key. 6. An

aut henti cation device for perform ng authentication processing with

anot her device conprising: &2muni cati on neans for conmuni cati ng
bet ween said ot her device; menory neans for storing a plurality

of keys; step foﬂé'ﬁ@fﬁfhé’ﬂlﬁ'@aﬁ@lﬁ@fsﬂ@.ﬂeéﬁth%'@ﬂ?atibhhﬁézl scahgon key
fromthe arbitrary nunber of keys out of a plurality of said keys stored

in said nenbry neansghe other devdiidé iswti OF §FR2AS flid¥stAd¢ ¥é8%nd
information required to generate one correspondi ng aut hentication key

fromthe argid tcréﬁ{d' &‘HV?SE gata 4 g eﬁfro@lfs Pﬁ rah! sydeg ?'ﬂt%nﬁéﬁ stored

I n said other vice an C|phered S|ng sal ntication
(oY oo SSHRLEEE, 4RUGMeRMy sase, enclERU TRAL gHAL: Tor cecod ng
using said %wé¥¥ﬁe§ﬁ ﬂ¥1é%%b using said authentication key.

6. An authentication device for performing
authentication processing with another device
comprising:

communication means for communicating between
said other device;

memory means for storing a plurality of keys;

generation means for geeerating one
authentication key from the arbitrary numbe} of keys
out of a plurality of said keys stored in said memory
means;

notification means for notifying information
required to generate one corresponding authentication
key from the arbitrary number of keys out of the
plurality of said keys stored in said other device and
data to be enciphered using said authentication key to
said another device; and

decipherment means for decoding using said
authentication key the data enciphered by said another

device using said authentication key.

-
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53 7. An authentication device according to claim®6, wherein said
notification neans notifies a random nunber as said data to be enci phered.
8. - An aut hentication nmethod for perform ng authentication processing with

anot her device conprising steps of: a comuni cation step for
communi cating with said another device; a menory step for
storing a plurality of keys, 58 generation step for generating one

‘aut hentication key fromthe arbitrary nunber of keys out of a plurality of
sai d keys stored in spjd gRNRathertebcation deviaenaddaxdingntstep for
notifying information required to generate one correspondi ng

aut hent i cat isqry 3 key, f LRB A En a5 Rl " Aor DERbar iefn kegyansunafifhes plurality
of said keys stored in said another device and data to be enci phered using

sai d a“the”?%§3$£”n55§ef sakdianAddes €8Vibee edilphered. a

deci pher nen ep for deciphering using said authentication key the data

enci phered by said angt hgr, JeviCRe Y3t SRl eRHMENEd BapedTdeiing
9. An authentication dévice ¥or perform ng aut henti cation processing with

anot her dewéﬁ%ﬁ@ﬁkggﬁtion processing with another device

comprising steps of:

a communication step for communicating with
said another device;

a memory step for storing a plurality of keys,

a generation step for generating one
authentication key from the arbitrary number of keys
ou£ of a plurality of said keys stored in said memory
step,

a notification step for notifying information
required to generate one corresponding authentication
key from the arbitrary number of keys out of the
plurality of said keys stored in said another device
and data to be enciphered using said authentication key
to said another device, and

a decipherment step for deciphering using said
authentication key the data enciphered by said apother
device using said authentication key.

9. An authentication device for performing

authentication processing with another device having:

I

AR O



54 communi cati on neans for comunicating with said another

devi ce; menory nmeans for storing a plurality of keys;

generation means for generating one authentication key fromthe arbitrary
nunber of keys out of the plurality of said keys stored in said nenory

means based on information notified by said other device; and an
enci phernment neans for enciphering the glata notified by said another
device using said authentication key. 10. An authentication

devi ce according to 8%@#@&%cg@ﬁagi%é%ﬁguga&i@bﬁmuhmE@mnndoﬁitncording
areas corresponding to e ﬁrura Ity of said keys is provided

additionally. , 11. An _authentication nethod for performng
aut hent i cat itf-Pr 828R, ﬂfYﬁcgﬂother device conprising steps of:

a comuni cation step for conmmunicatpn ' . ' | Qe s
a nemory step for stoRSHPL ﬁq%?%?i#?go%ge}ylsn;éad $1W£ﬂ§§yg§‘§e?<§£yiso,n st ep

for generating one aut henti cation ke romthe Ltrar unber of keys
out of the plurality GER&Ftk8)s™&ah d£?ﬁ_§539€%§%b ohd

authentication key from the arbitrary number of keys
out of the plurality of said keys stored in said memory
means based on information notified by said other
device; and

an encipherment means for enciphering the data
notified by said another device using said
authentication key.

“ 10. An authentication device according to
claim 9, wherein a plurality of information recording
areas corresponding to the plurality of said keys is'
provided additionally.

11. An authentication method for performing
authentication processing with another device
comprising steps of:

a communication step for communicating with
said another device;

a memory step for storing a plurality of keys;

a generation step for generating one
authentication key from the arbitrary number of keys

out of the plurality of said keys stored in said memory

I
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55 step based on information notified by said another device; and
an enci phernent step for enciphering the data informed from said another

device using said authentication key. 12. An authentication
system for perform ng authentication processing between the first device
and second device, said first device conpri sing: first menory

nmeans for storing a key assigned to thés device and individual data
generated using a prescribed conmon data and a prescribed nunber of keys
hel d by sai gregsOpssdavicre;informationi netiderest dby onadsarmndbhegener at i ng
an authentication key fromsaid key stored in said first nenory nmeans and

sai d indivi dualié&etaand first notification nmeans for notifying
i nformation reqU|red for said another device to generate corresponding

sai d key; and an éh&ibh@i‘ﬁ‘éﬁtcéﬁb@nfﬁﬁaﬁacfl(ph@ﬂmnthét daga
bet ween said second device; and sai d second devi ce conpri sing:

second ”E”DW} FEAR Cfrr?%\ﬁoééﬁlﬁ ardthal Wevifce ¥8YRgandhsai d common dat a;
a (6]

second generatl on neans r generating said
authentication key.

12. An authentication system for performing
authentication processing between the first device and
second device, said first device compriging:

first memory means for storing a key assigned
to this device and individual data generated using a
prescribed common data and a prescribed number of keys
held by.said second device;

firét genération means for generating an
authentication key from said key stored in said first
memory means.and said individual data;

first notification means for notifying
information required for said another device to
generate corresponding said key; and

first communication means for communicating
between said second device; and

said second device comprising:

second memory means for storing a plurality of
keys and said common data;

second generation means for generating said

A



56 - authentication key froma key corresponding to the information from
sai d communi cati on nmeans of said first device out of the plurality of said
keys stored in said second nenory neans and said common data; and '
second comuni cation neans for comunicating between said first device;
and t he one device out of saigd. first device and second device
havi ng enci phernent nmeans for enci pherihg using said authentication key,
and the other device out of said first device and second device
havi ng deci phaent igediof ckeyefirgmera nkeyt KO IRg P eRdiHE ey Bgesaid

enci phernment nmeans using said authentication key. .13, . An

aut hent i cat i{ ¥ Syia eoac Eaoti 8¢ idocommaini g2t iameneans of said figgty

aut henti cati on key conprises the first authentication key and second

aut hent i cat gy, #€¥.out of the phardlfiitsio faeidtkens nebaredehtr 8244l sai d
first authentication key fromsaid key stored in said first nenory neans

assi gned th@@%i@&nﬂéﬁaf&iﬂéhﬁhdmﬁd s da8a coambyedatatiesasdi d second
aut henti cati on key usi ng said key assigned thereto and said first
authentication key, gecond commmhfi&@&dith gee&nat forr weammumboatings said
between said first device; and
the one device out of said first device and
second device having encipherment means fo_r enciphering
using said authentication key, and
the other device out of said first device and
seconddevicehavingdeciphermentmeansfordeciphering
the data e;ciphered by said encipherment means using
said authentication key.
13. An authentication system according to
claim 12, wherein:
said authentication key comprises the first
authentication key and second authentication key,
said first generation means generates said
first authentication key from said key stored in said
first memory means assigned thereto and said individual
data, and generates said second authentication’key
using said key assigned thereto and said first
authentication key,

said second generation means generates said

-
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57 first authentication key froma key corresponding to the information
fromsaid notification neans of said first device out of the plurality of
said keys stored in said second nenory nmeans and said common data, and
generates said second authentication key using said first authentication
key and a key corresponding to the information fromsaid notification
means of said first device, and 57 both said first device and
second device have said enciphernment nmeans and deci phernent neans,
respectivel irst autherdthicatdotekiey Hnomofa keyl ¢Prresanaddngngo second
device additionally has random nunber generation neans for generating a
random nunbgihe informatEofi pRemEYideaos iffiddreioneng@nseofusadd said
first device and second devi ce enci phers the random nunber generated from

sai d randomunber 4aeRYAld WP ofE8Re piLurel DBg dEvisaddkeys stoded rst
device and 'second device using said tirst authentication key,

deci pher nent, of ¥ t]m@.ﬁ govineamiitaRd said dominei detaceamdd
second deviégvgggighéﬁg sé? ?agdon1nunber enci phered by the enci phernent

means of = the O”Gt%h‘” £1 §UL o¥o i@l Su bttt fent s8nand pacontgdes ik
usi ng sai d fIFRELA eﬁ%lcatlon(key,
first authentication key and a key corresponding to the
information from said notification means of said first
device, and
both said first device and second device have
said encipherment means and decipherment means,
respectively,
the“one device out of said first device and
second device additionally has random—nﬁmber
generation means for generating a random number,
encipherment means of the one device out of
said first device and second device enciphers the random
number generated from said random number generation
means of the‘one device out of said first device and
second device using said first authentication key,
deciphérment means of the other device out of
said first device and second device deciphers'said
random number enciphered by the encipherment means of

theonedeviceoutofsaidfirstdeviceandsecqnddevice

using said first authentication key,

-
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58 enci phernent neans of the other device out of said first
device and second device enciphers said random nunber deciphered by the
deci pherment means of the other device out of said first device and second
devi ce using said second authentication key, and deci pher nent
means of the one device out of said first device and second device

deci phers said random nunber encipheresB by the enci phernment means of the
ot her device out of said first device and second device using said second
aut hentication key. encipherddntAneauishert itdat iarheysdewigecodd of to
claim12, wherein: t he one device out of said first device and

second devi ¢g, {£Ci ¥ TdOviLERe apidafedondcddvibcdeened plietest shiisat i on
nunber specific to the other device, t he ot her device out of said

first device alfonsEapmbAcdesphedct® nithdedeesphiament cabaas minber
additional ly 1n sai Irst nmenory neans or second nmenory neans, and

said first neratian. ne f oo bfissh ' i

! ! d 48 € aBYiTd hsecse

?Sgﬁ{a;!ontﬁéﬁ S ob saldgggggng derc% %dditional?yqaée SZi% ge?fggi
ificati

e R BB ) BT el UK BB B oK ane

decipherment means of the one device out of
said first device and second device deciphers said
random number enciphered by the encipherment means of
the other device out of said first device and second
device using said second authentication key.

14. An authentication system according to
claim 12, wheféin:

the one device out of said first device and
second device receives from the other device the device
identification numbef specific to the other device,

the other device out of said first device and
second device stores said device identification number
additionally in said first memory means or second memory
means, and

said first generation means of said first
device and said second generation means of said §econd
device additionally use said device identification

number for generating said authentication key.

15. An authentication system according to

‘N O D



59 claim 12, wherein the first communication neans of sai [ [
when a prescribed first key out of the plurality of saig Seyglgfgrggv:ﬁ61
said second nenory neans of said second device is changed using a new
second key, transmits the first enciphered data which is generated by
3n0|pher|ng_sald second key using said first key and the second enci phered
ata which is generated by encipheringothe third key having a prescribed

relation to said second key, using said fjr : ' '
toget her wi¢haimel ReyWwhPgerh ftihcglfi"(ﬁ?%f%"zrugggéglgji@y%%@bg;ﬁ%ﬁlege
16. An authentication system according to, claim.lg, rehe o 'qﬂggcohd
devi ce conpfises: device, Whﬁﬂa%e%ﬁﬁ%?ﬁ&ﬁ?ée?%ﬁ#:rggis ?or eci pherin
said first enciphered data and second enciphered dafa _ receiv on1sa?d
first comupluatildrtyreafs s@fidkeys \Sﬁos'%e‘ge?lf‘céal}s n@eggflg fmleﬁ‘gcf; ey

corresponding to said key identification nunber: and changi n
means for deeems oiffngaibes beondadeviceedsrRnrBgShl SR A ARY SHLCT ag g
P or T espondi Reyt.0 ¢ fendatemi ke | 6 cstosaciphered 'dAta, VAR thont | cat | on
nmet hod for per{orning neiphere a2 uthenti cati on
generated by enciphering said second key using saidl
first key and the second enciphered data which is
generated by enciphering the third key having a
prescribed relation to said second kéy using said first
key to said second device together with the key
jdentification number of said key to be changed.
l6. An-authentication system according £o
"claim 15, wherein said second device comprises:
the second decipherment means for deciphering
said first enciphered data and second enciphered data
received from said first communication means of said
first device using said first key corresponding to said
key identification number; and
changing means for determining whether said
second key and third key are in a prescribed relation
and for changing said first key using said second key
corresponding to the determination result. '

17. An authentication method for performing

authentication processing between the first device and

RN AR R



aut henti cati on processi ng between the first device and

60 second devi ce, the method in said first device conprising:

a first nenory step for storing a key assigned to this device and storing
i ndi vi dual data generated wusing a prescribed conmon data and a prescribed

nunber of keys held by said second devi ce; a first generation
.step for generating an authentication ®y fromsaid key stored in said
first nenory ste 3nd‘said i ndi vi dual dat a; an first information
step for notﬁqcﬁ‘hg P$t S8t i on required for said another devicé to

generate correspondi ng  said key; and . . afirst c | L,an step
for communi cati ng vwghesﬁquééoﬁﬁ(ﬁﬁﬁ%eFlﬁﬁ& dd¥2te %Qﬁéyﬁgihgd in
sai d second device conprising: a second penory step for storing a
plurality of keys and SAF§tcBRROTYi&tep for storing.a ey FERLITNGDn step
for generating said authentication key froma key corresponding to {he

i nf or mat i on tfa obhéai dewikeenhadt isdiPaieg sndigidwalsdatfgerelat t he
plurality of said keys stored in said second nenory step,and sai d comnmon
data; and using a prescmibedt¢omnmencgatd agsinduPreRshHPRA pumber

of keys held by said second device;

a first generation step for generating én
authentication key from said key stored in said first
memory step and said individual dataj;

an first information step for notifying
information required for said another device to
generate corresponding said key; and

a first communication step for communicatihg
with said second device; and

the method in said second device comprisiné:

a second memory step for storing a plurality
of kéys and said coﬁmon data;

a second generation step for generating said
authentication"key from a key corresponding to the
information from said communication step of said first
device out of the plurality of said keys stored in said
second memory step and said common dataj; and

a communication step for communicating with

said first device, and

e
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said first device, and : 61 t he
one device out of said first device and second device perform ng an

enci phernent step for enciphering using said authentication key, and

t he ot her device out of said first device and second device performng a
deci phernent step for deciphering the data enci phered in said enci phernent

step using said authentication key. 61 18. An authentication device
for perform ng authentication_processing with the ot her ViLc .
conpri si ng: thensme n‘%ﬁﬁécﬁop‘%’?o‘?f"nﬁa&ie€lﬁ§§i gﬁee‘}d]‘ § PR

device and storing individual data generated u5ing prescribedf%ggnnn dat a
and a prescriémondudiesrieg rReySoning hyns S0F LRRERBC T\ FLEP
generation means for generating an authentication key fromsaid key stored
in sai d nenmncipbersimndusing isehdi dushenikcation ‘key, n@3pffj cation
means for notifying information required for said other device to generate
correspondi ng sai d authenbitdetx chekiége; out of saidohhuatcdevdsaddt for
comuni cati ng between sai d anot her device; and enci pher nent
means for encépbad Aewiéegpeaifbrming a decipherment step for
deciphering the data enciphered in said encipherment
step using said authentication key.

18. An authentication device for performing
authentication processing with the other device
comprising:

memory means for storing a key assigned to this
device and storing individual data generated using
prescribed common data and a prescribed number of keys
held by said another device;

generation means for generating an
authentication key from said key stored in said memory
ﬁeans and said individual dataj;

notification means for notifying information
required for said other device to generate
corresponding said authentication keys;

communication means for communicating between
said another device; and

encipherment means for enciphering using said

authentication key.

-
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aut henti cati on key. : 62 19.
An aut hentication device according to claim18, wherein said generation
means uses a device identification nunber specific to said another device
for generating said authentication key. 20. An aut hentication
device according to claim 18, wherein said comunication nmeans transmts
the first enci phered data generated by &hciphering said second key using

said first key and the second enciphered, dat eperated b dencL Q@ring t he
third key having a prescrdbedutdieftiration %‘éﬁoﬁd’q&‘gy/ h§9n§ sai d
first key to said another device together with the ke¥ i dentification
nunber of sedl@ife\l& o weetpiRgsR itheFener@ IR AMedRE BElst A &PBLUESof the
plurality of said keys stored in said another device is changed using said
second key. identificagionanumhernspestifoic ik HRLAopnpdhes Haglce
authentication processing with the other device conprising steps of:
a nenory st €prf ayersépatingn s@i/dasvitgrenit icatiiion kRYice and storing
i ndi vi dual data generated using a prescribed common data and the
prescri bed nunber of Xeys Ahehdtherstidatiorhelevicec@ccording to
claim 18, wherein said communication means transmits
the first enciphered data generated by enciphering said
second key using said first key and the second
enciphered data generated by enciphering the third key
having a prescribed relation to a new second key using
said first key to said another device together with the
key identification number of said key to be changed when
the prescribed first key out of the plurality of said
keys stored in said another device is changed using said
second key.

21. An authentication method for performing
authentication processing with the other device
comprising steps of:

a memory step for storing a key assigned to this
device and storing individual data generated using a
prescribed common data and the prescribed number of keys
held by said another device;

a generation step for generating an

authentication key from said key stored in said memory
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a generation step for generating an authentication key fromsaid key

stored in said nenory 63 step and said
i ndi vi dual dat a; a notification step for notifying information
required for said another device to generate corresponding said

aut henti cati on key; a communi cation step for comunicating wth
sai d anot her device; and an eki phernent step for enciphering
using said authentication key. 22. An authentication device for

per formi ng seephamid ceod idn imddoebduad watdt he ot her device having:

menory nmeans for storing a plurality of keys and common, data; )
generation means for sgaeariicatiaon atepefor aotdif xbpar #BAPE AL O
corresponding to the information fromother device out of the plurality of

sai d keys s{gggdddy Spbd BRI yawetherarteeiced tomgeneyats,
communi cati on"neans for comunicating with sai d anot her device; and

deci pher @”&0%5&&116%% | Agtaent Boatpber deylat a by said anot her
devi ce using sai authéntication key.

a communication step for communicating with
said.another device; and

an encipherment step for enciphering using
said authentication key.

22. An authentication device for performing
authentication processing with the other device having:

memory means for storing a plurality of keys
and common data;

generation means for generating an
authentication key from a key corresponding to the
information from-other device out of the plurality of
‘said keys stored in said memory means and said common
data;

communication means for communicating with
said another device; and

decipherment means for deciphering an
enciphered data by said another device using s?id
authentication key.

23. An authentication device according to

claim 22, wherein said generation means uses a device

e
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23. An authentication device according to claim 22, wherein said

generation neans uses a device 64
i dentification nunber specific to this device in addition toe the notifying
i nformati on from said another device. 24. An aut hentication

device according to claim?22, wherein the second deci phernent nmeans and
changi ng neans are additionally provi de@ when the first enciphered data

generated by enciphering the second key, using the .first ke& %ﬂg t he second
enci phered idenzifdreatien BURRRT pABETIE1RetPnt ﬁ«§kﬁé$|ng a

prescribed relation to said second key using said first §§¥ are;(_Oh
transm tt edadtidgeidrertarthie nhs I&Aing dehf P FRadigh Ihatb &R 16t 2 %y to be
changed, from said another device in order to change said first key out
of the plurakiticedf said keys stored in said nenory neans, said second
deci pherment neans deci phers said first enciphered data and second
enci phered data usi n@4 saixhfanthemtyicatiespsirl hget acsmrikeyg to
identification nunber of the key to be changed, and said changi ng neans
det er ni nes whatikerz slecivpeaieih sehe sexoowd kdpcdphermedt Reang eapd a
prescribed relation and changes said first key using said second key
correspondi pg iy iN§ means are additionally provided, when the
first enciphered data generated by enciphering the
second key using the first key and the second enciphered
data generated by enciphering the third key having a
prescribed relation to said second key using said first
key are transmitted, together with the key
jdentification number of said key to be changed, from
said another device in order to change said first key
out of the plurality of said keys stored in said memory
means, said second decipherment means deciphers said
first enciphered data and second enciphered data using
said first key corresponding to said key identification
number of the key to be changed, and said changing means
determines whether deciphered said second key and third
key are in a prescribed relation and changes said first
key using said second key corresponding to the
determination result.

25. An authentication method for performing

authentication processing with the other device
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determ nation result. ' " 25. An authentication nethod for
perform ng aut henti cati on processing with the other device

65 conpri sing: a nenory step for storing a plurality of keys and
comon dat a; a generation step for generating an authentication
key froma key corresponding to the information from said other device out
of the plurality of said keys stored i6bsaid nmenory step; a

comuni cation step for conmunicating with said another device; and

a deC|phern@ump$m§1ﬁqw deci phering the data enciphered by sai d anot her
device using said authentication ke
? a memory step for storing a plurality of keys

and common data;

a generation step for generating an
authentication key from a key corresponding to the
information from said other device out of the plurality
of said keys stored in said memory step;

a communication step for communicating with
said another device; and |

a decipherment step for deciphering the data
enciphered by said another devicé using said

authentication key.
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