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§1001 ... Was Association Request including Multi-link element
received?
$1002 ... Execute process for association with STA and 4WHS
process, and generate single GTK
$1003 ... Execute process for association with STA and 4WHS
process, and generate multiple-link GTK designated by Multi-link
element
$1004 ... Reset GTK update timer for all links
$1005 ... Disconnected from STA?
$1006 ... Is there link for GTK update timing?

$1010 N . $1007 ... Was link addition request frame received?
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. for each link subject to GTK update, and transmit to STA
$§1010 ... Was GKHS msg2 frame received?
cc $1011 ... Update GTK for each link subject to GTK update

YES $1012 ... Reset GTK update timer for each GTK-updated link
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(57) Abstract: This communication device establishes a plurality of links with other devices and communicates wirelessly
in compliance with the IEEE 802.11 standard series, the communication device updating secret keys set separately for
each of the plurality of links by executing a prescribed process including transmitting a prescribed message to the other
devices. In the prescribed process, the communication device includes information about two or more links among the
plurality of links in the prescribed message and transmits the information to the other devices.
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