DELI VER- UPON- REQUEST SECURE EL ECT RONI C MESSACE SYSTEM
BACKGROUND OF THE | NVENTION Field of the Invention The
present invention relates to electronic nessage
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The foregoing and other objects of the present invention, the various features
thereof, as well as the invention itself, may be more fully understood based on the

following definition of terms:

Term Definition

Electronic Message A message (may contain text, images, audio, voice,
video, or their combinations) processed on computer
systems and delivered over communication networks.

Electronic Mail Message An Electronic Message that is delivered and placed on
computer systems waiting for access.

Electronic Interactive An Electronic Message that is transmitted for

Message interactive communication.

Host Computer A computer system comprising hardware and software -

that its users access over communication networks.

Local Computer A computer system comprising hardware and software

that a user works on locally.
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Sending Party A Sender, a Local Computer or Communication
Apparatus that a Sender uses, or a Host Computer that
administrates the Sender’s account,

Receiving Party A Recipient, a Local Computer or Communication
Apparatus that a Recipient uses, or a Host Computer
that administrates the Recipient’s account.

Description of the Prior Art

Electronic Mail Systems are implemented for delivering Electronic Mail
Messages as long as the Recipients’ Electronic Mail Addresses are known. Any
Sender can send any Electronic Mail Message, even if undesired, to any Recipient's
Electronic Mailbox and consumes the Recipient's available resources.

Further more, in the prior art, the sending party only leaves som;e uncertified
information about the sending party in the Electronic Mail Message. If the sending
party forges information, the true source of the Electronic Mail Message may not be
revealed. As a result, SPAM and Electronic Mail Messages carrying computer viruses

or malicious programs can widely spread without an easy way to be tracked down.



Messages as long as the Recipients' Electronic Mil
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6. Use Private Key Cryptography to enerypt the composed Electronic Mail
Message and the attached Sender's Electronic Signature with the chosen
Session Key.
7. Use Public Key Cryptography to encrypt the Session Key with the
Recipient's Public Key.
8. Send the encrypted Electronic Mail Message that includes the Sender's
Electronic Signature and the encrypted Session Key to the Recipient.
And typical steps involved in unpacking an encrypted Electronic Mail
Message including a Sender's Electronic Signature and an encrypted Session Key by
the Recipient are as follows:

1. Use Public Key Cryptography to decrypt the encrypted Session Key with



Session Key. 7. Use Public Key Cryptography to encrypt
the Session Key with the Recipient's Public Key. 8.
Send the encrypted El ectronic Mail Message that
“includes the Sender's Electronic Signature and the
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Di gest of the received Electronic Mail Message. 5.
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Digest to ensure that two Message Digests are
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many ot her people's PubFi cggKeys by each person;
obt ai niphgrePHb! e #8¥8nental constraints in the above steps - how to get a
person’'s Public Key and how to certify its legitimacy. Some approaches have been
proposed, such as exchanging Public Keys beforehand among people; using key rings
to maintain many other people's Public Keys by each person; obtaining Public Keys
from third-party servers maintaining people's Public Keys; obtaining digital
certificates of Public Keys from a commercial certification authority by presenting
people’s driver licenses, original birth certificates, passports, or the like to prove
people's identities; certifying Public Keys via trustwbrthy persons with the persons'
Electronic Signatures on third-party persons' Public Keys; etc.,, all require
cumbersome processes that users need to involve,
Because of the hassles of distributing and certifying Public Keys, it becomes

impractical to regenerate Public-Secret Key Pairs for the security purpose as people |

have being doing for their account passwords of Electronic Message Systems.



fromthird-party servers maintaining people' s Public
Keys; obtaining digital certificates of Public Keys
froma comercial certification authority by

presenting people s driver licenses, original birth

;:(r) :) : fe |1§1 ent F}?@rﬁ&Wet o %;.mxfc%tgo 5 entl RQJh%? Microsoft Instant

I €S, cer eys Vi a

th th persons

%‘%SSF&% es’ o t | r"g’?’b%‘éj pﬁgel ; E eac t0 er via a
aII require cu .er 0 rocesses th users need, to
Rl LR g WU A W
certifying Public Key it becones.  inpractical to
r SgEvEr Aptethe ioFRondest cﬂ?rsf-dméewﬁé?dr Fith g igratisd CigFYigs provider.
pur pose as people have being dojng for their account
pREORSr epnel cEnBERicypids fresks ay élSQﬁgEléﬁ@mml\/Eﬂeﬁrﬁfmﬂ?@tW%n
Interactive Comuni cati on Systens such as M crosoft
| riiffensnt sefyieseengédars-or the |ike only all ow people to
conmuni cate with each other via a commobn service
provi dévlanyhEleoiratde Message rifysteins aheoseiustr BEnacinpasswérds for the
initiator has to ensure that the respondent already
r egyitehticatidn wift fimanbiel sateints oh Setratsfeeiny tmiddedne of the major
Peopl e cannot comuni cate as freely as using
El drawbaoks of hdirig usSy Hiscanid patsweeds is ehiaf ﬁlEﬂﬁﬁﬁfoﬁﬁitithﬁeded for the
provi ders. Many El ectronic Message Systens choose user
| DaittenidatpaseondisatsBs dollRl bavbthigad freatd gAglefsodric®anté abrvice
services such as transferring funds. One of the mgjor

dripwhagk Usef DS1ang pasevordOsf aMely PRSSEY dSuld Det Higlen Alither by
the informati on needed for the authorization of

f agdmlifca Rakers of mmpenfﬁ&@e@ &hck §1QMmBredi IR 1SR4 Efuivalent
the service provider and passwords of many

aceMat sr Ma@ﬁ 15? iSfvighdld 8he-BY.ond AR UL KA ahﬁﬁéﬁgtsﬁum it

or unfaithful enployees. Since it"is nore difficu to

ste@la &9 LHafé?'t@ il APRRT k OF drﬂft%rg%;y P i nster and let each

i ndi vi dual s one-by-one than fTo i ngl e source

m%ampﬁolag é(r%apang Fhér' e%ﬂé?kd g B@fﬂg% Lo %%o;%t lacks

md-trans et each acc éep

h% e?i\@(’:]tw%erﬁétﬁ(;d Jﬁeé{stﬁﬁﬁtl %t c?elrt\{fymlépg}ﬁvr%mta}n?n% Ipurb Ii(eys Another

drawback of using user IDs and passwords is the lack of certification of the content of

Electronic Message such as amount of fund, payee of fund, etc.

Some Electronic Message Systems even do not have any capabilities of
authentication. Using a credit card for paying for merchandise on the Internet is one
example. There is no way for a merchant to know whether or not a buyer is really the
credit account holder or just a person knowing someone else's credit card number.

Many Electronic Message Systems provide license agreements of services or
software and request the licensees to click an “Accept” button on the screen display of

the licensees' Local Computers denoting the acceptance of the license agreements.
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advant ggegoraiid s othd AUBAEMIBadd 8 order to overcome the
disadvantages of the conventional method in accordance with the purpose of the
invention as embodied and broadly described herein, the present invention provides
an electronic message system and method allowing an intended recipient to determine
whether or not to collect the full content of an electronic mail message from the
source of the electronic message before it is delivered to the recipient's electronic
mailbox, and managing public-secret key pairs of public key cryptography for
implementing authentication, certification, and privacy of communication.
The present invention allows an intended Recipient to view some basic
information of an Electronic Mail Message and determine whether or not to receive
the full content of the Electronic Mail Message before it is delivered to the Recipient's

Electronic Mailbox. Therefore, the Recipient's resources won't be consumed by
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functions such as “sign the message”, “seal the message”, etc.

The present invention allows the Sender, without being concerned about the
issues of Security Keys, to simply decide whether or not to add his or her Electronic
Signature to an outgoing Electronic Message, whether or not to keep an Electronic
Message private during delivery, and to ensure that only the intended Recipient can
interpret the Electronic Message in an understandable format.

The present invention allows the Recipient, without being concerned about the

H

issues of Security Keys, to protect the content of an Electronic Message from others,
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The present invention provides a method of authenticating the users' identities
and certifying the contents of FElectronic Messages over communication networks
such as electronic banking, electronic payment for shopping, electronic signature on
an agreement, etc.

The present invention provides a method of certification to ensure that
computer software is not tampered. It also provides a method for tracking down the
licensee who illegally distributes computer software by revealing a Secret key that is

only known to the licensee.

Another advantage of the present invention is that the sending parties will be
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These and ot her objectives of the present invention

wi || bécone bbuadeusoddothat both the foregoing general description and the
following detailed description are exemplary, and are intended to provide further

explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are included to provide a further understanding
of the invention, and are incorporated in and constitute a part of this specification.
The drawings illustrate embodiments of the invention and, together with the

description, serve to explain the principles of the invention. In the drawings,

Figure 1 is a block diagram illustrating a deliver-upon-request secure -

electronic message system for delivering an Electronic Mail Message according to an
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secure _.electronic ssage systeria. in which both

Sour ce NBYEafels sarblesk seramadflpsintingp dellagen-tgpest r secure
are on one single Host Conputer for delivering an L
el BeqHoglsi Bestass Hgle™ He #9iH bl Seursn Nettregi YeEYRE a9 Pestination
present invention; Figure 4 is a block diagram o

i | MGspeatFgt arcdent iove singlsoHost dgriamtter Bgduferactive communication
el ectronic nessage systemin which both Source Message
SéﬁV@ﬂH&ﬁ@a@é@b@%@@ﬂ@ﬁﬂwW@§§§@B@S@ﬁver are on one

singl e Host Conputer for interactive comrunication -

accor difg.t0os &R £nyedi %anpfﬂlﬁé?ﬁtiﬂé & %@ﬁvér—%ﬁgrﬂ}éqg&'t secure

electronic message system in terms of the management of Security Keys according to

an embodiment of the present invention; and

Figure 6 is a block diagram illustrating a deliver-upon-request secure
electronic message system in terms of the management of Security Keys involving a

third-party server according to an embodiment of the present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference will now be made in detail to the preferred embodiments of the
present invention, examples of which are illustrated in the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the

description to refer to the same or like parts.
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Figure 5 is a block diagramillustrating a

del i ver-upon-request secure electronic nessage
systemin ternms of the nmanagenment of Security Keys
according to an enbodi ment of the present invention;

and Fl%yre 6 is a block dlagran1lllustrat|ng a

del i verfIgpdnshestu a8t excamlgry enghodimgnd fc thee picsent yentiom for
in terms of the nana?enﬁnt of Security Keys involving

a delimgning-godieqjroniervail Mgssoan: & FryreedVensageriisdt Bl mthialfis a Local
the present invention. DESCRI PTI ON OF THE PREFERRED
ENBORIuVENT S Raharieatios Appatatusorwed &y meSbadem traestrdts| the &lectronic
the preferred enbodi nents of the present invention,
eXidaip Messagé fortdieliveratoeani ihtenkd] FAd¢cRdnic Mdih&ddes oSatnce Mpssage
draw ngs. \Werever possible, the sanme reference

NUSER@E 12 A%l clus et dshChmpute @nwifiggatiAp the St derd@seuhQ tdcBifes the
to refer to the same or like parts. 10 FIG 1 shows an

eXaBRtcaly MATOAdisaRN froRf the uRferRAhgd TR 1108 @livery to the
delivering an Electronic Mail Message. A Source

VERRAGE Eikdi@Ric Midil AWRICE Al SesBintRnNessEFRBUN R 14 Which is a Host

Cbnnunlcatlon Apparatus used by a Sender, transmts

| nt engé rstra N% ﬁ' o f Qs §¥s%@étehow?tﬂ the intended

E ec1ron|c Nhl ress ource Mess

eél 0 ZMMW'A(ﬁFEsé thafla !ﬂ%%%le?ﬁ fgpéﬂ){:__lﬁéedc %? %c%fv%{g]%télé‘&m%%ml

Sen accoun recei ve

?Sﬁ e fr M er%at%%%st%%ﬂol\{]e%%gtf %& O{(lj:ﬂeessage 1en{j fél ¥ tr: is a

|n enJ Iec Fon

Me S 4 .
%??5 CPlet o <Cm R APpartih SRed TR eivient, accesses
t end El t Mai |  Add
© Aot Eler el S1estiey P P PG the oo

El ectronic Mail Message as the uItlnate desti nati on.

A Dest iThaiSboae Messigg €likitilenthe $burcaiiesdage Serfer 1R9aDestination
Comput er or Conmuni cati on Apparatus used by the
RevitRhRNBervaCA8S 988 thé MRHThAYn EVRGhEO TIRnIMAE| alYeemaaR&l to
in the Electronic Milbox. The Source Message Cient

1 leormiaiRicRas stwdiRssage Server 12, the Destination

Each of the Source Message Server 12 and the Destination Message Server 14
is assigned with a unique name such as Domain Name that is registeregi with
authoritative organizations and can be used for establishing a connec{ior; to. For a
single Host Computer, which performs as a Source Message Server for outgoing
Electronic Mail Messages and as a Destination Message Server for incoming

Electronic Mail Messages, only one unique Domain Name is needed.

The Source Messagé Client 11, the Source\Message Server 12, the Destination
Message Server 14, and the Destination Message Client 15 all have capabilities of
generating Public-Secret Key Pairs, encrypting and decrypting Electronic Messages

using Public Key Cryptography.

1



Message Server 14, and the Destination Message Cient

15 are connected to conmunication networks. Each of

t he Source Message Server 12 and the Destination

Message Server 14 is assigned with a unique nane such

as Domain Name that is registered with authoritative

or gani Zditinnally bathdhe SouceMlespagorlien dhiond Sigilngtinption Message
connection to. For a single Host Computer, which :
perlicpf A8 have cap8oiliticeoMrsspties 8at desrypiiog Electrguicigessages using
El ectronic Mail Messages and as a Destination Message
Seitrirate Koy Urpgtograply, ahd eotatiog Mesddze | Divess afj @bectromik YMessages
one uni que Domai n Nanme i s needed. The Source Message
Clus@ipta Ehdh-finbtonSogtriten Message Server 12, the

Destinati on Message Server 14, and the Destination

Message. Client 15 all, hav apabi.liti of eneratin
Publ | - TBEGPERe kfii?S%ssiSre@cer ey pretination Messhse ST ) onrates
El ectroni ¢ Messages _using Public Key Cryptography. 11
Addti lﬁﬁéﬂ%{%ﬁkjﬁ eygt et Hrer Ysiitis spipwda geoveds Sélmceazp #hefography,
t he Destination Message Cient 15 have capabilities

ofand Fegspsiaten ¢ BT PYRlESstat depyER st lates ivienmess werted. Tke fgurce
Private Key Cryptography, and creating Message Digests
ofMessagetSeaver d2 hrd2estiration Missage GetversH) fpirdainomPublic-Secret Key
al gorithm The Source Message Server 12 (or

Dt icoritinmg aVBemdcst KegPat4nd geKey dteesratizg Tiomd, twhadh is the
Publ i c-Secret Key Pair when it is set up to provide
sdpreeryvdsh dimecwlgntthgPebicySecrebRey Payispenaitted ofialh eersions. All the
Publ i c- Secret Key Pair | ater whenever needed. The

Sciseee Keye ssadeptSaiwesr b 2hd Soulde Vewsadel Servéle $3 dge Destination
Server 14) maintains a Public-Secret Key Set

C Vitsaigel Sepved 1PUThe Gohee Mdssdse BeRat 12 i eStindkey Message Server
Cenerating Tine, which is the Geenwi ch Tine when the

Pulah ieomesr 2§ PisBlic Radyr Séts wieshetaitgls taf pablic K@Y Simdnthe Key
Al'l the Secret Keys are kept private by the Source

MaschaQanSeinye fo ils?act@int B8 Rat dtR& geafeﬁ_g 82@ R crirl e the ¥lowing

The Source Message Server 12 (or stination Message

S@faM@Faphs. Further more, the Source Message Server 12 (or Destination Message
Server 14) provides a mechanism, such as using File Transfer Protocol (ftp) for
exchanging files over the Internet, for the public to download its most updated Public
Key Set. For a single Host Computer, which performs as a Source Message Server for
outgoing Electronic Mail Messages and as a Destination Message Server for incoming
Electronic Mail Messages, Public-Secret Key Pair only needs to be generated once

rather than twice as a Source Message Server and as a Destination Message Server

separately.

Typical steps of obtaining the Public Key Set of the Source Message Server 12
(or Destination Message Server 14) by the Source Message Client 11 (or Destination |

-

Message Client 15) for the first time are as follows:

12



14) provides its Public Key Set, which contains the
Public Key and the Key Generating Tinme, to its
account hol ders and other parties as described in the
foIIovvi ng paragraphs. Further nore, the Source

ssage, Server i nati on Message Server 14)
pr ovi ge]s g‘?@é’hﬁ’ﬁf’%?ﬁ Saeﬂ‘ifﬁ (s Rerdpipny) poes dherPeapes Message Client
Pr ot ocol ft ) for. exchanging files over the
| nt er net , o&’t@@“ﬂ@t}ﬂm MesgngaohedalS)i te svbstp @pdew egccount
Publ i c Key Set. For a single Host Conputer, which
perforns eurep@dingcte MeEkamicdfailbAddnss wishtthoiSngree Message
El ectronic Mail Messages and as a Destination Message
Server f oBerverd@nonBestinhigot Message Sduvdr 1M Ssaf@ace Message Server
Publ i c-Secret Key Pair only needs to be generated once
rat her thih (driD&anaidnaMSeugeCeride IIRGRerHRE Vi rm@h dpditedarublic
Desti nati on Message Server separately. Typical steps
of obt ai nkegsétkathRbissecidteySaak Kef. t he Source Message
Server 12 (or Desti nati on I\/bssage Server 14) by t he
Sour ce Cient 11 (or é}l nation, Messa
Cient ?15 § OPUERSMPYSHE StVRe 12r a@esrlaiﬂfwessj@lge 1Sewer 14)
Initially, when the Sender (or Recipi ent uses
Sour ce MeRQ¥YEs: &5 %‘htlnfoﬂat’(oér Flows 22 nigt ils “N@é,@aéb’w 26), the
Cient 15) to set up_a new account corresponding to
an El ect r@wrwtaddiubinggy ssistohe bourdeeMersagecelionedt éfgé)est“ ation
Server 12 (or Destination Message Server 14), the

Sour ce MeMsssgee Signbd$). 12 (or Destinati on Message
Server 14) encrypts its npst updated Public Key Set

wth the @% Icéb €5t 1R Bt dEBN b1l Kggrﬁ%t %gt?ﬁcel\'ﬁ%ss‘sggeedwnt

Server tinatiod Message Serveér

provi deS 1?@6@%361{%&81{ R CF Wézéov%@to cl n{)%ﬁcﬁ]%éa%qechamsm

Fl ow 26), encr BUOvEs
Message on S i

3. opon rgErk st ?ﬁm@gﬁ/fé?%% S8 s P S BRE b Sorver
Sour ce I\/EISﬁ %&%he pub%c, the most updated Public Key Set of the Source Message

Server 12 (or Destination Message Server 14).

4. The Source Message Client 11 (or Destination Message Client 15)
decrypts the encrypted Public Key Set with the downloaded Public Key to
authenticate the identity of Source Message Server 12 (or Destination
Message Server 14), and ensures that the Public Key Set obtained from the

decryption is identical to the downloaded Public Key Set.

5. If the decryption succeeds and the two Public key Sets are identical, the
Source Message Client 11 (or Destination Message Client 15)- will

maintain the Public Key Set obtained from decryption.

6. If the decryption fails or the two Public Key Sets are not identical, the

13



11 (or Destination Message Cient 15) downl oads, based

on a nechanism provided by the Source Message Server

12 (or Destination Message Server 14) for the public,

t he nost updated Public Key Set of the Source Message
Server 12 (or Destination Message Server 14). 4. The
Sour ce MeSeuige (ar Resipient) ngedy tDeetiaqh ke admivisyatargeof the Source
Client 15) decrypts the encrypted Public Key Set with

t he downl bieskade Peyki E2 KeyDestinatino tMemsagecSsreer t1dp for straightening
identity of Source Message Server 12 (or Destination
Message Sthingsioufl4), and ensures that the Public Key

Set obtained fromthe decryption is identical to the

- downl oaded, Publ.i c t.. 5. t he dec tion

SucceodRaRaty i AE R ity Peed fodie G BRE P S wapgocount as o
the Source ssage, C.i en 1 (or, Destipation Message
G‘?Sg?ﬁa%f%?‘aﬁf’e as?f’a%ﬁ'i‘{i%fiaﬂaf‘#@mél?ﬂﬁ JPRAKEY- Set  obt ai ned
fromdecryption. 6. If the decryption fails or the two

Publ i ¢ IKey Seik@ MeRanOClidnd@ntbChbstinkid M3ssBeNdRént ﬁs{] already
Reci pient) needs to contact the adm nistrators of the

Sk @ PubER 694 0B WBlircd Rids@ize DaSE Nab DRtMBRHAAEsage Server
Server 14) for straightening things out. The above

StERSyfiddl stefs fbdRBE MSEIKEPsRGrEXgGRD once for an

account as a user rather than twce as a Sender and a
Reci pi ent_separately. If the Source Message Client 11
(or Dedt i Whenyer theSourse NyssagstCliosy 1h (ercRepfinatipagMessage Client
Public Key Set of the Source Message Server 12 (or
Desti nat i {ﬁd paabdighye Seqopegetion 4p | theyPouwsed Maseqes Baver 12 (or
update the Public Key Set are as follows: 1. \Wenever
t he Sour ceestibatpmgdesiagenierder (4r deSoimat Messagee Shiagle11 (or
Cient 15) establishes a connection to the Source
Message Seesiiestich2Mesage Castt ilfppiovidedyns sadsfoSaatioarFldw )21 (or
the Source Message Client 11 (or
Information Flow 25), the last received Key Generating Time of the
Source Message Server 12 (or Destination Message Server 14) to the

Source Message Server 12 (or Destination Message Server 14).

2. The Source Message Server 12 (or Destination Message Server 14)
identifies its Secret Key associated with the Key Generating Time,

encrypts its most updated Public Key Set with the identified Secret Key.

3. The Source Message Server 12 (or Destination Message Server 14)
provides, as an Information Flow 22 (or Information Flow 26), the
encrypted Public Key Set to the Source Message Client 11 (or Destination

Message Client 15).

4. The Source Message Client 11 (or Destination Message Client 15)

decrypts the encrypted Public Key Set with the last received Public Key of

14



Desti nati on Message Cient 15) provides, as an
Information Flow 21 (or Information Flow 25), the

| ast received Key Generating Tine of the Source

Message Server 12 (or Destination Message Server 14)

to the Source Message Server 12 (or Destination .
Message Sde\aaurceqllessage Paersd r(er Destingtion MyssagsrSerper 14) to
(or Destination Message Server 14) identifies its

Secret Keguthenticad¢ teadentityt of thh Soktey Massage Seivay 127 {(ard)estination
encrypts its nost updated Public Key Set with the

i denti f i ebleSagy Bérviteid) add toTdbeaibthermest MpdasabPubBe MogrSel 8f the
(or Destination Message Server 14) provides, as an

I nf or mat i Ssurdd desge (Sekvek NF20 (sraDediNatidrOMedtie Sebeer 14), then
encrypted Public Key Set to the Source Message C i ent

11 (or DegddateatheOaintv@®s 39BliECKee Bkt dbthe Shurcd MesRPdFetver 12
Message Client 11 (or Destination Message Cient 15)
decrypts Fbeﬁﬂﬁﬁc\i{?ﬁ@ﬁag’é@r{r& 1P nRbsay. t h the | ast
received Public Key of 14 the Source Message Server 12
(or Destination Message Server 14) to authenticate

Lhe | deHiei fhegbovadersd b4 Mabsaesd (e gxaouled opesrior an account
Destination Message Server 14) and to obtain the nost
updatueer rathen than tése asatSender pivba Reupietiseveaelsige Ser ver

12 (or Destination Message Server 14), then updates

t he rmlglgl%@bﬂﬁg sbubl M"eséégéol r%éel\}br 13f anly %ﬁﬁ&%ﬁ)l\l@?s?%%ewer 14

Ser ver (or Destinat ssage Server

?gﬁ%ﬁﬁ% ¥-SeAYRDRrabisl ?ha? Q&&fﬁnsﬁe‘é‘&ﬁi; b tnedrhafich of‘rjdaﬁ%% g&?&&ﬁon

e executed once for an account as a user

t i as £ H:%é %e I pi rately. .
OBRY 65,88 SEMCUCARN. SRS ALEN, SSBA Sk Names,
{.natio sage ryer, 14 maintains a Server
Bez;}?u%!}%gtgysf Eg}%%%eﬁ%éﬂgﬁngs‘égt& ds of information of other
Destinati on Message Servers or Source Message Servers
such asViregi BtsénsibnDdexaage Seare 34 (or Source Message Server 12), called
“the initiating party” in the following description, establishes a connection to a Source
Message Server 12 (or Destination Message Server 14), called “the responding party”
in the following description, using a Registered Domain Name of the responding party,
if the initiating party does not have any Public Key Set of the responding party, the

initiating party will request the responding party to provide its Public Key Set.

Typical steps are as follows:

1. The initiating party will request the responding party to provide the Public

Key Set of the responding party.

2. The responding party encrypts its most updated Public Key Set with the
associated Secret Key, provides, as an Information Flow 32 (or

Information Flow 31), the encrypted Public Key Set and a mechanism of
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- Public Keys, Key Generating Times, etc. Wen a
Destinati on Message Server 14 (or Source Message
Server 12), called "the initiating party" in the
foll owi ng description, establishes a connection to-a
Source Message Server 12 (or Destination Message
Server 14yowglagdingits'moss updatqsidivbilinKep Settty the initiatingeparty.
foll owi ng description, using a Regi stered Domai n Nane

of the ye | ' L0l &L ad 0es
ot have Sy Bl Bap dmaldats HORRL Kb QBB RS Ty
the initiating party will request the respondi ng

party t4 phoniteting parBuldeirgptiKee Setrypted ihbtial Keyt 8pis with the
are as follows: 1. The initiating party wll request

t he respodaiirigadedrfuplit &Kepr and eissutesethfutht iPubliK&ey St obfained
the responding party. 2. The respondi ng party encrypts

its nost apaahedediittiohs eticaBto the dbwhibededFRBNRE Koy 8et. If the
Secret Key, provides, as an Information Flow 32 (or

| nf or mat i @arfphion shddeedd AR GRE NtYBt BEhLBUREY Belte MreSRient®AH the

a nechani smof 15 downl oading its nost updated Public

Key Set tguttdify ipaith alld B P@ikYKey3 Set!RHEm! dichypabid i
party downl oad%ptgiﬁ% Publ i c Key Se)f’ of t&ﬁe&rc{é}}ggg%g(?#a Server
party. 4.plhg.knitiating party decrypts the encrypted
Public Key Set with the downl oaded Public Key, and
ensures that the Public Key Set obtained fromthe

decr yptlndhe dbeve epsp of establishing heongesiivndatreedn Pighinitiatingenarty and
Set. If the decryption succeeds and the two Public

Kethe Seapgnding padie nif itha initiating partyi alieady hep pdtublic &bysS¢the the
Public Key Set fromdecryption to its Server

Datcsfivadiog phity inhis SsbevBatobase, thd ingstiap parghwitigipdate the Public Key
connection between the initiating party and the

r eSxpp ofiidhie g pealirtgyparty fTyipivel stepistateadsifolipwzarty al ready has

a Public Key Set of the responding party inits

Sﬁg?’leg lKeE Lyi haebﬂﬁleatiné ggrt)lr Brlo%r{d%st, IaQ%antrog‘rXat}I(\)ﬂnl 1410\}&7" %q a(tore Ir}fgr%ation
Flow 32), the last received Key Generating Time of the responding party

to the responding party.

2. The responding party identifies its Secret Key associated with the Key
Generating Time, encrypts its most updated Public Key Set with the
identified Secret Key, and provides, as an Information Flow 32 (or

Information Flow 31), the encrypted Public Key Set to the initiating party.

3. The initiating party decrypts the encrypted Public Key Set with the Iast‘
received Public Key of the responding party to authenticate the identity of
the responding party and to obtain the most updated Public Key Set of the
responding party, and then updates the Public Key Set of the responding '

party in its Server Database if necessary.
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- Set of the responding party. Typical steps are as
follows: 1. The initiating party provides, as an
Information Flow 31 (or Information Flow 32), the

| ast received Key Cenerating Tinme of the respondi ng
party to the responding party. 2. The respondin

party i'B&mRIdPYLE@sE PEGS%’%FIE?S Kegnngetiogdelyeen the lmﬁlaglweparty and
Key Generating Tinme, encrypts its nost updated Public
Kefhe sspongingpapthaif thedawonding garbedqes nokeaye amn Bulpicdaydiss of the
as an Information Flow 32 (or Information Flow 31),

t Haitiatieg pastyan itPiervercDdehasS e respondiag parcyt will dstablighar ¢copnection
3. The initiating party decrypts the encrypted Public

Key tBeinititing pafie usiagtthe Registened dDdPudih INamiéeqf thé initisting party to
responding party to authenticate the identity of the

r ecshypedin thie Py b ek tyyS @ o d thie dnitiktingi party. Bploalssteps pebak gelldibl i c
Key Set of the responding party, and then updates the

Public Key Set of..the respondin arty.in its Server

Dat abade THe Frepdding jorty gl Teoqyrst fhsoinlatageagy (o provide the
establishing a nnection between the initiating party
and the%ﬁéﬁgﬁ‘ﬁﬁﬂﬂmﬁg\l@@ﬁ&iﬂ@ PRBUREREENdi ng party

does not have any Public Key Set of the initiating

party i2n THeSinBREiNEe parbPpRPRSE as ah InfoRBRRANIOG 36t Ynformation
w Il establish a connection to the initiating party

usi ng t heriRRAR} it6 RegisteRNEidhRREme o ﬂl@?es%(mdmg%i‘tﬁg_
party to obtarn the Public Key Set of the initiating

party. Typical steps are as follows: 1. The respondin
party v | Mehteafise s eqvaestionds dessdgthsapspynding B@mwa@stqbgsh a
Regi stered Dommin Name of the initiating party. 2. The
i ni tiati regpeerey totheiiitintiag party wying the svemRpgsterell HlgnRin Name,
(or Information Flow 32), its Registered Domai n Nane
to the rdbpofdliongthpatepy as 8 thRi pyentiousf deseriptiph do obtain the Public
connection is closed, the responding party wll
est abl i sHKey St ohthedritiatingt oty ey rivverdingathi melepefi thy initiiting party
t he gi ven Regi stered Donmai n Nane,

and the responding party as the new initiating party does not have any

Public Key Set of the new responding party.

In the above case of establishing a connection between the initiating party and
the responding party, if the responding party already has a Public Key Set of the
initiating party in its Server Database, the responding party will update the Public Key

Set of the initiating party. Typical steps are as follows:

1. The responding party provides, as an Information Flow 32 (or Information
Flow 31), the last received Key Generating Time of the initiating party to

the initiating party.

2. The imitiating party identifies its Secret Key associated with the Key

Generating Time, encrypts its most updated Public Key Set with the

17



then follow the steps as in the previous description

to obtain the Public Key Set of the initiating party

by reversing the roles of the initiating party and

the responding party as the newinitiating party does

not have any Public Key Set of the new responding

party. | nidettficdbBewzetCEsy add esivideb,i shiaf ginforsativie Clowo3l (or
between the initiating party and the respondi ng

party, i fIdffihafies PRri 3, BRI dnyrypled FaBlic Ka§ St R Blel @sponding
Key Set of the initiating party in its Server

Dat abase, pirle respondi ng party will update the Public

Key Set of the initiating party. Typlcal steps are as
follows: 1. The respondlng party prOV|d as an

| nf or et | Sbe TFRARADE DeBY desvRiE Mgt o6rPter PeRigKyy Seteith the last
| ast received Key Generating Tinme of the initiating

party to ree¢ieed Pillicdfeynef themitjating pamtyido awtheritigate Mlgp identity of
party identifies its Secret Key associated with the

Key Gener tiiingatifignertyend ty pbigin the mmssupdaed ubkic RejpiSecof the
Key Set with the 17 identified Secret Key, and

provi des, in@stiagpartyf, endréien apdaidsale Biblicdtey Senbdiheratifiating party
Fl ow 32), the encrypted Public Key Set to the

r espondi ng itsfSarviey Datdbasé ifmet@sp@ndi ng party decrypts

the encrypted Public Key Set with the last received

Publ i f t t hent t
igenift 8“t% %4%%9 ggﬁgg %gﬁgm%%~ %%%%hﬁﬁtqg (or

at ed ubl Set of the initiati g par
esaiﬁ?zﬁa bi%eee%@ ogggensTatesiie b ?ﬁfﬂ%{fﬁﬁ@{ Pair,
ég in.its Server, t abase, |% necessary, \Wene
'R 7 é}ﬂ@fﬁ&w &y Saider beymataiprh ai F@P%@@@@M@P@g@ ilent 15
(or Source NEssa%E Client_11) initially generates
or(o’f BErfY stcage Glighbl); the SublieKexmystpsirpported fgand maintained on
Publ i c-Secret Key Pair will be maintained on the

Debe Dsgtingtign Messsgggyeervyri drpr §gurce Message Server 12) that the Recipient

(or Sender) has an account with. The Destination Message Server 14 (or Source
Message Server 12) maintains a Client Database that contains records of its user
accounts' information such as FElectronic Mail Addresses, Public Keys, Key

Generating Times, etc.

Typical steps of generating and maintaining an initial user's Public-Secret Key

Pair are as follows:

1. Initially, when a Recipient (or Sender) sets up an account with a
Destination Message Server 14 (or Source Message Server 12), the
Recipient (or Sender) uses a Destination Message Client 15 {(or Source
Message Client 11) to log on the Destination Message Server 14 (or .

Source Message Server 12) using the Recipient's (or Sender's) user ID and
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(or Source Message Client 11), the Public Key nmust be
reported to and mai ntained on the Destination Message
Server 14 (or Source Message Server 12) that the
Reci pient (or Sender) has an account with. The
Desti nati on Message Server 14 (or Source Message
Server 12passwomit ai ns a C i ent Database that contains
records of its user accounts' information such as
El ect r oni L1 .Addresses, PRublic Keys, Ke
Gener a?iﬂ' ngh%@glgpc&%ﬁ%? géfve%t]épg‘% o$°“§%% destagR S 12)
mai nt ai ni n i.nitial yser's %bl i c-Secret Key Pair
are as foPﬂ%B%g’? ﬂf.mﬁ’sﬁi‘lpaaaileql Jublif &7 SeRde i the Destiagipn Message
Sender) sets up an account with a Destination Message
Server 14CHsH Bh{prcoumesMegasssiligaly 11)29s despribed in the previous
Reci pient (or Sender) uses a Destination Message
Cient 15r{ragrapbsurce Message Client 11) to log on the
Desti nati on Message Server 14 (or Source Message
Server 3l2 i d I P : o] r et |

3t i‘héJSDe@Qnathgﬁ @%gsa%ée%ﬂems 1(5 Lor%&ﬁjge N?Qésea%é e(FhTEl) 11)

and 18 password. stinatio ssage

(or Sourc ry.8h j.des .its oSt .
pdat od PRET P oo Ml edrer REP FUE iR pefgfBf gobtic-Secro
Client 15 K ur G S .die 11) .as described .
in the pr Iég 5 ﬁtggonﬁ%l%g%/?@epg‘gbﬁw%ec*ﬂi(eﬁ?ﬁri ﬁ"?&tt?“&ﬁ{ey Generating
Message jeent 15 (or Source Message Cient 11)

generates Ah-initial Public-Secret Key Pair, and

mai ntains a Public-Secret Key Set containing the

Publ i c-4SeTheDestiaytidiad/kssageClibie 18yr Sanes Meisage CbiEL) keeps

4. The Destination Message Client 15 (or Source
Message QChe@adretiKley preaRs

5. The Destination Message Client 15 (or Source Message Client 11)
encrypts the Recipient's (or Sender's) password and a Public Key Set,
which contains the Recipient's (or Sender's) Public Key and Key
Generating Time, with the Public Key of the Destination Message Server

14 (or Source Message Server 12).

6. The Destination Message Client 15 (or Source Message Client 11) reports,
as an Information Flow 25 (or Information Flow 21), the encrypted
password and Public Key Set to the Destination Message Server 14 (or

Source Message Server 12).

7. The Destination Message Server 14 (or Source Message Server 12)
decrypts the encrypted password and Public Key Set with the Secret Key
of the Destination Message Server 14 (or Source Message Server 12), and

ensures that the password is legitimate.
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the Secret Key private. 5. The Destination Message
Gient 15 (or Source Message Client 11) encrypts the
Reci pient's (or Sender's) passvvord and a Public Key
Set, which contains the Recipient's (or Sender's)
Publ i ¢ Key and Key Generating Tinme, with the Public
Key of &-h\éffbbétqwmmnéhcms@@ééhﬁemswd isgitioratestheridetination
Message Server 12). 6. The Destination Message dient

15 (or SolMesmgiBevearid (G Pamte Megsagesiporer $2) adds thePublic Key Set
I nformation Flow 25 (or Information Flow 21), the

encr ypt edasspastsdwyith tterReciisat's @r KendefS9ticdoani théts Client Database,
Desti nati on Message Server 14 (or Sour ce Message

Server 7. Th t ion sa Server 14 (ar,

Sour ce #/eit}]é fec ?’\9&?&1% e&@ésr% r&ﬁéegg‘r‘?ﬁt? &eeqﬁismms‘mors
password a ubli ¢ Set _with the Secret Key

Phe boct ﬂﬂtﬁ? Birtinston §lesas S8 erid (Porousin Mess i esidd2) need

Server 12 and ensures that the password is
| egi t i mat & streghign tipgsWE decrypti on succeeds and t he
password is legitimate, the Destination Message

Server Ad, (Qhmsi Y6 MR 88 QsREf Rtk ol a JAER 12k Computer or
Public Key Set associated wth'the Recipiént's

Se@cﬂ%uﬁ):atﬁﬁcﬂﬂafatdsowhﬁﬁ Crbnsifitas Qaa{oﬁf%@%@ SS% dlf‘entt 1!3? outgoing

decryption fails or the assvvord IS

12@?or R8Ok 0.0f delifnal ﬁzu)lgg@aga gﬂle %%%90%&% ¥fetronic

our ce ssage O stral g

Elgﬁ\gén%yzl es 0 aausglic_) Fur%o%céotﬂﬁ'&umgape il g sm%cl ?*os%Computer
AR L AR ESE A SO AEERE e

' El
00 e ROSTAS E S B M
urggruf}cggdnts. Therefore, the above steps (1) to (9) only need to be executed once for

an account as a user rather than twice as a Sender and a Recipient separately.

Typical steps of regenerating and maintaining the user's Public-Secret Key

Pair are as follows:

1. Whenever the Destination Message Client 15 (or Source Message Client
11) regenerates the Recipient's (or Sender's) Public-Secret Key Pair
associated with the Recipient's (or Sender's}) account, the Destination
Message Client 15 (or Source Message Client 11) will maintain the new
Public-Secret Key Set as the most updated version while keeping all old

Public-Secret Key Sets.

2. The Destination Message Client 15 (or Source Message Client 11) keeps -

all Secret Keys private.
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whi ch perfornms as a Source Message Server for outgoing

El ectronic Mail Messages .and as a Destinati on Message
Server for inconming Electronic Mail Messages of its

user accounts. Therefore, the above steps (1) to (9) '

only neged o be executed once for _ an account as

use¥ r at- h&he testnatipn c Messege, (Wignds ﬁ)ﬁdS(émF?eM?SFftgﬁt Client 11)
separately. Typical steps of regenerat| ng and

mai nt ai ni AT thes Kecigiepip (erc Sesler' vt nave Publi¢ rKeyr Setagith the

follows: 1. Wienever the Destination Message Client 15
(or Sour cBecwelgstag@r Wnilals) last Beyret Bgener at es t he
Recipient's (or Sender's) Public-Secret Key Pair

associ gf e?hé"b%é?mﬁtﬁ@ lﬁgﬁlag&‘cﬁf&t ?5 %}8 rS{;)l? el g(f;essagz C%é'gtglgg Ieports,

t he Desti natron ssa

gelt egts t1 ﬁges m)h"tﬁmmd(r’]t 2l Wv?egr]g T on %1021 ]%‘48‘5%9&5@(’%“8‘1 new
Publ S t Th t t

G ent” S5F(8} L T R D,
Secr et §%$I‘I vate. 20 3. The Destination Message

Cient 15 1Zhur ce Message Client 11) encrypts the
Recipient's (or Sender's) new Public Key Set wth the

Reci pi ent The (Rktida€6sl Wlesidgel 86kverSeF! @F I8Yoe FresshBE Server 12)
Destinati on Message Cient 15 (or Source Messageée

Cient 113 FHeS encriified® e NPUMBBK &P Ref W #12 R&%ipient's (or
Information Flow 21), the encrypted 'new Public Key

Set to therRes) 'lzﬁ:@stt Ip%hév?@?qa GuRhtGle hé ﬁe@@leﬁw geeSender s).

Message Server 12). he Destination age rver

14 (or SodLGRy MREIRGE th%@fe ‘g[engg(tl)ﬁsgﬁgf BL PLAIR: ngf %eo.r

encrypted new Public Key eC| pIent
Sender’ s) | atest Public Key to authenticate the
Reci pi ént §he( dcrypipvel syccesyls, the Destination Message Server 14 (or Source

Message Server 12) updates the Public Key Set associated with the

Recipient's (or Sender's} account in its Client Database.

7. If the decryption fails, the administrators of the Destination Message

Server 14 (or Source Message Server 12) need to straighten things out.

Again, usually the above steps (1) to (7) only need to be executed once as a

user rather than twice as a Sender and a Recipient separately.

Based on the above description, the Source Message Server 12 and the
Destination Message Server 14 maintain its account holder's Public Key Set; the user's
Source Message Client 11 and Destination Message Client 15 maintain the Public
Key Set of the Source Message Server 12 and the Destination Message Server 14 that
administrate the user's account; and the Source Message Server 12 and the Destination

Message Server 14 maintain each other's Public Key Set as long as a connection has
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identity and obtain the Recipient's (or Sender's) new
Public Key Set. 6. If the decryption succeeds, the

Desti nati on Message Server 14 (or Source Message

Server 12) updates the Public Key Set associated with
the Recipient's (or Sender's) account in its Cient
Daltcah amsaale; the npdfintbined Beldicyldeyi Bets hui desded: foe delivering an Electronic
admi ni strators of the Destination Message Server 14

( avaibOdkssape Vesisag el ypraaeps bZ Melhvesiflg o Efdctrahig Ml Message from
things out. Again, usually the above steps (1) to (7)

ond Sendeetd ah nt@iRle@ REGipleRhroncBl@Fs:a user rather than

twi ce as a Sender and a Recipient separately. Based on

t he abovefge crjption, the Source Message Server 12 .
and t ha- BAS FHAL PEss ) BULerydesags, Sient gllnig sampope pj Slectronic
account holder's Public Key Set; the user's Source
Message CMadAessage dordichesy fopaklesironicddailAddessahat theRecipient
mai ntain the Public Key Set of the Source Message

Server 12isgatitleht. ped spesdy iooexpNration gendten of theledenic Mail
adm ni strate the user's account; and the Source

Message Seiessege ihasdafi¢reddbeeyitnatli Revipidid’sage fBed\date, or a
14 maintain each other's Public Key Set as long as a
connect i orpnitamatiaf obewely, ebmde; the nai ntai ned Public Key
Sets are needed for delivering an Electronic Mail

Message, securel i cal...ste f,.del ivering.an |
Ve a00 SRSt LAk 3P Rl VSRR g o ovee
Vessage QMEERES S P 1L ol SERE TR PofoRunt pgit, Feeeives (an
that the REEFBIEnTIoY 2R GPOHe G BHACOSEERF ohie Source
expiration condjtion. of the Electronic Mail Message
such as "dftag° ‘iraéflﬁld‘is‘c‘)“ n REPryiwRPaagraghi- a i xed
date, or a conbination of both, etc. 2. The Source

Messaga. CrliceBéurdel MeSdagblClRRC ST &a6RNRCGh I18fbrhRid HOW £8 the
Message Server 12 that the Sender has an account wth,

recei ves fid#tronic Mail Message to the Source Message Server 12.

4. Upon receipt of the Electronic Mail Message, the Source Message Server
12 keeps it in an outgoing Electronic Mailbox specifically assigned to the

Sender's account.

5. The Source Message Server 12 creates an Intend-To-Deliver which is an
Electronic Mail Massage containing the Sender's name, the Sender's
Electronic Mail Address, a subject, a sending date, some identification
codes of the Electronic Mail Message, the Registered Domain Name of the
Source Message Server 12, and the Public Key Set of the Source Message

Server 12, the Public Key Set associated with the Sender's account, etc.

6. The Source Message Server 12 sends (an Information Flow 23) the Intend-
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Informati on Fl ow 22) and updates the Public Key Set of
the Source Message Server 12 as described in the
previ ous paragraphs. 3. The Source Message Cient 11
transmts (an Information Flow 21) the El ectronic Mai

Message t e Sour.c ssag er ver ..4, Upon )
recei pt ofo'bgléveﬁ?%@}ef%l%/&?%ﬁm’?&eﬁﬁg YRl PSS de fo deliver
Message Server '1192 keeps it in_an outgoing El ectronic

Vai | box SBelends -Pylives s Srmele Mtk RranstesRigiopeld SMTP) does for
account. 5. The Source Message Server 12 creates an -

| nt end- TnpBlecty@rc Ypik tMpssaggnin Ehee ptivromttc invid Itradtpog agpavice
contai ning the Sender's nanme, the Sender's Electronic
Mai | Addreagisonment st @cavides aneintér-prpcesat @mmgwma@tion environment
identification codes of the Electronic Mail Message,

t he Regi sveerag tBoemamurizatien oétwbiks. InSninte-pMessagmmunication
Server 12, and the Public Key Set of the Source

Message cBeirotmtent, 2he TdtendPIdDeliveKey tr@sporesisas iséhe Intéiniddiate
the Sender's account, etc. 6. The Source Message

Server 1Me&ea@sTredPortdté, GIHTEH te0diveh® Weé@dnit il NMeRAk Bém a
To-Deliver to the Electronic Mail Address. Typical

process itost Cofipldel @hd trhii@otd HRNEcel Rt Y Rio MBS Message to
Sinple Mail Transfer Protocol (SMIP) does for an

El ect r oniGoth@ HodMeSapaR: th deﬁ'?er? kd Bk BEdronicMAL Address, until

transport service environnent hat provi des an

i nter-progRssy COTBIM-Gah | DRsGRY  JRRIEHY w‘ﬁﬁéeﬂﬁgis{rgﬁs an

communi cati on” networks. I'n the inter-proces

comuni Cg HBnic Yo iR ated! \szl% g}ﬂ:t ﬁgg%%;]g% %alili ch'jresis,s as the

transported via sone Inter nedi

Transpor .61, Sxe WAL SH L ecei ve an El ectronic Mail Message
froma :‘—“ost %:on'putlén?' and transports the received

El ectronic Mail Message to another Host Conputer for

del i vet.y Upon té¢veipEbEthe inderideTvReliveAdtle Bssinationt Message Server 14
arriving a Destination Message Server 14, which

admi ni st esdrgs dhe Recipient's Public Key Set with the Secret Key of the

Destination Message Server 14,

8. The Destination Message Server 14 establishes a connection to the Source
Message Server 12 using the Registered Domain Name of the Source
Message Server 12, provides (an Information Flow 31) the encrypted
Recipient's Public Key Sef and the Registered Domain Name of the
Destination Message Server 14 to the Source Message Server 12. The
Destination Message Server 14 and the Source Message Server 12 also
updates each other's Public Key Set as described in the previous

paragraphs.

9. After receiving the encrypted Recipient's Public Key Set and updating the

Public Key Set of the Destination Message Server 14, the Source Message
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El ectronic Mail box associated with the El ectronic Mil
Address, as the ultimte destination. 7. Upon receipt

of the Intend-To-Deliver, the Destination Message

Server 14 encrypts the Recipient's Public Key Set

wth the Secret Key of the Destination Message Server -
14. 8. Theerradki Wéﬁ/ JesrypivEesagepied Regipiettls BehlmKéysHetswith the
connection to the Source Message Server 12 using the
Regi st er ekpbbo felyrriNbmBegsinatidreMseuage Servivk bb agebtHe avé keep the
12, provides (an Information Flow 31) the encrypted

Reci pi entRepififerdts PablikdgeySet. and t he Regi stered Donmai n

Nane of the Destination Message Server 14 to the

Sour ce age Server 12. The  Destjnation Message

Ser ver IE@E@?{%’Y?Y} mggth? 8‘%%%@56@17@8?5\/ yolig ey 8¢ to the Source
updat es e@ch otger's Publ jc Key Set as described in

the previldfSa83Fsgr Bphe DestinaiqneMepsage Seiveig14 mall append the
encrypted Recipient’'s Public Key Set and updating the
Publ i ¢ Ke$eySgenesting Jamest theRaciramt'sn ByblisgieeySist e theilatend-To-
the Source Message 23 Server 12 will decrypt the

encr ypt edgver gind ndepesipghst insendKEgyDeléer vintdn frivemin@uBlecitonic
Key of the Destination Message Server 14 to obtain and
keep t he Mpthokgordhe Recipiendito acckesy Set. 10. After

provi ding the encrypted Recipient's Public Key Set to

sor ver it [ TORRACuaR Y Deabuioh BeEp (IR 13 B S5 «
and Gopos?TE opE Dok Prebdfe SV, fdie Ty tforinaton
The. Roc prsntD g SghBlhe i REH Sl log g oRiER Merbie gerver
establi Sq4 %s described in the previous paragraphs, access (an Information Flow

.26) the Recipient's incoming Electronic Mailbox for any incoming

Electronic Mail Messages including the Intend-To-Deliver.

12.If the Recipient determines to receive the Electronic Mail Message
corresponding to the Intend-To-Deliver, the Recipient uses the Destination
Message Client 15 to identify the Recipient's Secret Key associated the

appended Key Generating Time in the Intend-To-Deliver.

13. The Destination Message Client 15 creates authentication information,

which is a series of data codes encrypted with the identified Secret Key.

14. The Destination Message Client 15 creates a Request-For-Mail-Content
which is an Electronic Message containing the identification codes of the
Electronic Mail Message, the Recipient's Electronic Mail Address, and the -

authentication information.
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connection to the Destinati on Message Server 14,
receive (an Information Flow 26) and update the
Public Key Set of the Destination Message Server 14
as described in the previous paragraphs, access (an
Informati on Flow -26) the Recipient's incom ng : ‘
El ect r dAi thavRpstination Messags Clignt d fricptablislesca canoertion MatHe Source
Messages including the Intend-To-Deliver. 12. If the

Reci pi ent Mgesegs Serves 12 oisingcibi RegistreedEDoniaino Neme Mfi the Source
Message corresponding to the Intend-To-Deliver, the

Reci pi entMgssege btreerk tahdatdvides (MeBs@gatiéd FREL 275hé Request-
identify the Recipient's Secret Key associated the

appended RayMéibaeniaht totheHoiReiMeskdde Skterd- To- Del i ver.
13. The Destination Message Cient 15 creates

aut hent.i.cati on i.nfar i on, jch. is a series of data
codes g hge%’t rgﬁe“%i ‘gﬂ‘neﬁfeél“f’s& & H’\('A‘%lé%‘mg’@& it Squese Masgage Server
The Destination Message Client 15 creates a

Request - Pr 19gaities (é%gé‘ﬁf’lem\ﬁﬁ‘@ﬁc iKey aping| tee idegfification codes of
Message containing the identification codes of the

El ect r onithe Figetrong duilfdesspgreanddbs Beaipipnts Bleagonicdviait Address,
Mai | Address, and the authentication information. 24

15. The DEstplidhe evthapisatingeinfininatinn wih dst idbitifet dsiblic Key to
connection to the Source Message Server 12 using the
Regi st er edtheoicetathfBewpiofit'sidmatiS8our ce  Message Server

12, and provides (an Information Flow 27) the Request -

Upon ot ot oRbcifihe Ry 50 ERARE SRSyt *Source

publ o Kookt Pl 22 probfie Rtaferlifer gy B R gfgteoic wai

i | adarasiite o YRS YeSaein Cl IR0 % feBrine Reivery

‘Q,.‘,"éf:ihpit gﬁtsicagl%{‘%%ﬁite}%?‘;@ﬁ?&éf 4%t Qsso e ST B2 Brobihic Mail
Message.

18. If there are multiple Recipients, the above steps (7) to (17) should be

executed for each Recipient separately.

19. Based on the expiration condition of the Electronic Mail Message, the
Source Message Server 12 deletes the Electronic Mail Message {rom the

Sender's outgoing Electronic Mailbox.

When the Destination Message Client 15 sends a Request-For-Mail-Content,.
even if the Sender didn't encrypt the Electronic Mail Message, the Recipient may
instruct (an Information Flow 27) the Source Message Server 12 to do so. Typical

steps are as follows:

1. When the Destination Message Client 15 sends a Request-For-Mail-
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17. If the Recipient's identity is authenticated
successfully, the Source Message Server 12 provides
(an Information Flow 28) the Electronic Mail Message
to the Destination Message Client 15, and records a

del i very ' ugh as, /' deliyered,t Xx" associated -
wth the EPRBRUR RSl MeliRa Y50 Lacfhe HSingdon Masenee Clent
mul tiple Recipients, the gbove steps (7) to (17

shoul d be%&%ciﬂ Hrchien @ GHCW&gptﬁ%ﬁiecg‘ewa dibMessage to the
Based on the expiration condition of the Electronic

Mai | Messdgerestip-MahGpntent\bssage Server 12 del et es

the Electronic Mail Message fromthe Sender's

out goi t i i | Yheo 4| tipa N oo
T T
even if thg;send .%Qnﬂfr#zﬂ rlr% Bt/lﬁrll.ﬁf)yéo&es&{b%{)rg,lnb%;s:%# é)ﬂr,] %ﬁ'\s/g'h(l:ﬁon of

Message, the Recipie I'nstruc

R oI L L L -
e D R BNl B e P

to the Source ssa

Message Client .15 ds. an instruction of encrypting

the El ect?"&‘ﬁ irﬂ?:e FRPn Risuan fey iingHatvate Key Cryptography, and then
Request-For-Mi ] -Content. 2. After receiving the

Request - F%’lcgyi%fit*‘q %ﬁf’%ﬁf’y ¥ifh theRasuviant's Reblisdlaytusing Public Key
Recipient' s identity as in the above description,

based on ¢PRPRERF uction of encryption, the Source
Message Server 12 randomly chooses a Session Key of

Private. Key St DBEaRNYervBNES BRhRE e BlBRLdeR! ftﬁmb’?gg the

Message with the chosen Sessi on Key using Private

Crypt ogr apbypted Fkct-BE0 M 2 ' N Wt
t he Reci pi Eyﬁ[%)'es PJbrI ic Kﬁgﬁﬁéséll%e;a&g%f %&%etgd}‘o’égg%n%ey% the

Destination Message Client 15.

4. After receiving the encrypted Electronic Mail Message and the encrypted
Session Key, the Destination Message Client 15 decrypts the encryﬁted
Session Key with the Recipient's Secret Key to obtain the Session Key,
and then decrypts the encrypted Electronic Mail Message with the Session

Key to obtain the Electronic Mail Message in an understandable format.

For convenience, the Recipient may provide a list of Electronic Mail
Addresses to the Destination Message Server 14 and authorize the Destination
Message Server 14 to automatically collect all Electronic Mail Messages sent from

the listed Electronic Mail Addresses. Typical steps are as follows:

1. Initially, the Recipient uses the Destination Message Client 15 to provide -

(an Information Flow 25) a list of Electronic Mail Addresses to the
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Cryptography. 3. The Source Message Server 12 provides
(an Information Flow 28) the encrypted Electronic
Mai | Message and the encrypted Session Key to the
Destinati on Message Client 15.- 4. After receiving the
encrypted El ectronic Mail Message and the encrypted
Sessi on Kesstinativa Nbessagerfaticoid.Message Cient 15
decrypts the encrypted Session Key with the

R S K d
Chen” a2 YRS f‘%?ﬁﬁt %ﬁ%‘! &B%d‘)f’%ﬁsﬁ%ef I e Pl @ee?t?nauon
with the essm bé} | ectroni c Mail
Message | Sﬁﬁg U PO Eleetionic it diddrree against

t he Remgtljg rrg prowde alist of El ectroni c_Mi |

Addr essedP§ dist PRSPl mddeessesgdl e Sendery Elggtionic Mail
~authorize the Desti natl on Message Server 14 to

aut omat i Addrssscis| pevaredaby theebist 6fi Bleoitnic Maik adytslsesses, t
sent from the |isted Electronic Mail Addresses.

Typi cal dPespsatighMepsagediervend4 will providei(ad Inforntatien Flow 31) the
Reci pi ent uses the Destination Message Client 15 to

provi de Rubhc [KefyoBetnefi tie PéstinatRB) Masshges Sevbr Eienisteadiof the
Mai | Addresses to the 26 Destinati on Message Server

14. 2. UfwipientePytlicdfeyddet, kathe SdurtoMaeapySsrvéran. t he

Reci pient, the Destinati on l\/bssage Server 14 checks

{he eadafic 5%}2%‘1‘1%2%» PuEte S8y Sende lpdlognancs Flow 30 o
El ectron I8 ered by. t he ( L
El ectr on: eqwg FOIAQ(%? é%gﬁeg 3 hg S?qOBﬁ“%E%@‘é’ﬁethh Is
publ 1 ¢ Kl E e S e AR R e g el 34, to the
i nst eadN%f thS/I Recggwent s Public Key Set to the

Sour ce MPEEAGHEERE §912. 3 Then, the Destination
Message Server 14 sends (an Infor mation Fl ow 31) a

4. The Source Message Server 12 decrypts the authentication information
with the Public Key of the Destination Message Server 14 and responds

(an Information Flow 32 or 23) with the Electronic Mail Message to the

Destination Message Server 14.

5. After receiving the Electronic Mail Message, the Destination Message
Server 14 deposits it into the Recipient's incoming Electronic Mailbox

waiting for the Recipient to access.

To implement the functions of authenticating the Sender's identity, certifying
the content of the Electronic Mail Message, and encrypting the Electronic Mail
Message for the privacy purpose, the basic steps of delivery are similar to those as
described in the above but with some differences in packing the outgoing Electronic -

Mail Message on the Source Message Client 11 and unpacking the incoming
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Request - For - Mai | - Cont ent cont ai ni ng aut henti cati on
information, which is created using the Secret Key of
t he Destinati on Message Server 14, to the Source
Message Server .12. 4. The Source Message Server 12
decrypts the authentication information with the
PlH¢dtonidyaibMesshge detht Destination Messagg€li@enyer 14 and
responds (an Information Flow 32 or 23) with the

El ectroni.c Mail Messa 0 the .Destination Message,

Server %%tf’.re SHCIXPYE 3y gﬁ%"l Tnﬁgﬁf’ﬂ ﬁﬁ*fs%%et F ﬁﬁ% ‘Wi}' Iﬂ%le intended
sage, the Destijnation Message Server 14 deposits

ECE G cHE GeBPpito e SonFo S e SRR G el Pieiave the
iting faor the Recifient to access. To inplenent the

f Rrepighs Fybliadtare el cvay Ry Qbfinede figey the Reeipientsy Destination

certifying the content of the Electronic Mil

VvBdesaage Serygtil4encrypting the El ectronic Mail Message
for the privacy purpose, the basic steps of delivery

are sinil @404 ihas ré&ousgag%%ﬁ]]agg%é §oﬁrl{9§ l\/lf%%%\ég SBHkr 12 can

wWth sone differences in e -out go

CYEG B B oA IR, 155 S04 SF TSR
BRI R SRR B o e
S0 S a HEhr FiE ee ge r
R, e S T L
B e L e B S0, P S s

thg Destination Message, Server 14 when the
Frtra R A sMRRYUg dhedieiptaredomu Phmgsnd ghethilic Key Set of the

I ntend-To-Deliver. The Source Message Server 12 can

wPetiEation: Messies tSer e Idovhemseuding aRgdedseFaudhil-€ontent to the

Source Message Server 12. Therefore, for each transmission of an Electronic Mail
Message to an Electronic Mail Address, the Source Message Client 11 can obtain and
maintain the Registered Domain Name and the Public Key Set of the Destination

Message Server 14 that administrates the Electronic Mail Address.

If the Source Message Client 11 does not have the Registered Domain Name - |
and the Public Key set of the Destination Message Server 14 associated with an

Electronic Mail Address, typical steps for obtaining the information are as follows:

1. The Source Message Client 11 creates a Request-For-Domain-Name,
which is an Electronic Message containing an Electronic Mail Address to
request for the Registered Domain Name assigned to the Destination

Message Server 14 that administrates the incoming Electronic Mailbox
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Key Set to the delivery status of the outgoing

El ectronic Mail Message so that the Source Message
Client 11 can obtain from Further nore, the
Destination Message Cient 15 can al so provide the
Regi stered Daomai n, Nanme and the Public Key Set of the
Dest i nat i BHONRed Wi thsdflectone MeihAddresndi ng a
Request - For-Mai | -Content to the Source Message Server

12. Ther.efrs ouk®M&EELR élE&PﬁWu%ﬁérRHsAg%r ﬁl@orﬁag?ﬁ&e B S1) the

Mail Message to an Electronic Ml ess,

Source Me i : ' i ntai,n the
Regi st er ega%%a}igrﬁ [ﬁgﬁrﬁéﬁgﬁ‘ggﬁgggwf %ﬂ%g en%é “Ir t he
Destinati on Message Server 14 that admi nistrates the

El ect r ni ThavBpurceritssags Setver 1h&edpo uhe RedviestshugddaldieName as
11 does not have the Registered Domain Nanme and the

Publ i ¢ Kesn s@poiog Hldveromde Maihbicsape, Mad sid@edcioby €hn fifformation
associated with an Electronic Ml Address, typical
steps f orFlowt 28)rit fgthelBleitithiy MRl Afirék @s aRlii@ink WSintchd-To-
The Source Message Cient 11 creates a

Request - Foélidapmai n- Nane, which is an Electronic

Message containing an Electronic Mail Address to

request, ng{q the Re isggr ed Domai n Nanme assigned to the
Dest i ndt i nf?&@@éafg e 8equratrForDamain-Namgiap thetultimats destipation,
i ncom ng El ectronic_ Mil box 28 associated with the

El ect r oni 8¢ PgstinatiepMegsage Servamid doss pefedeppysidnso @ny Bletronic
11 transmts (an Information Flow 21) the _
Request - PYrilos bt establiphing scanhection tr the Sherse MyssaBe Bareer 12,
12. 3. The Source Message Server 12 keeps the

Requests: Ffe-ThRmdon NAIR: ' L Giai

Mai | Message, gﬁdgﬂgl SO ﬁﬁ;ﬁg@‘;ﬁﬁ%ﬂ%ﬁg@%@o@%ﬁ ame
23) it t ' [ el ivering an
ot end- Ton DOVRARD SQW i Sl MEHAES S AR 12

Request - For - Dormai n- Name as the ultinate destination,

t he De§t iThatSogrreNdesseaseS Searidrsaress o RegivtteddBposintNanie and

into any Electronic
Public Key Set of the Destination Message Server 14 to the delivery status

of the Request-For-Domain-Name as same as for an outgoing Electronic

Mail Message.

7. The Sender uses the Source Message Client 11 to obtain the Registered
Domain Name and the Public Keyr Set of the Destination Message Server

14 from the Source Message Server 12.

Therefore, the Source Message Client 11 can have the Registered Domain
Name and Public Key Set of the Destination Message Server 14 before packing an

outgoing Electronic Mail Message.

Typical steps of packing an outgoing Electronic Message for the purpose of

authenticating the Sender's identity, certifying the message content, and protection
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Mai | box but establishing a connection to the Source
Message Server 12. 5. The Destinati on Message Server
14 provides its Registered Donmain Nane and Public Key
Set to the Source Message Server 12. 6. The Source
Message Server 12 saves the Regi stered Domai n Nane and
Pufsdth enaceers et asdbllawre Desti nati on Message Server 14 to
the delivery status of the Request- For-Domai n- Name as

ane as, f n i.n | ronic i S S 7 .
The. sonaerts Shee RO chaT i Rl s e FRST B s tpaponi
the Regi stger Donai n and the Public Key Set of
Lhe Doot | MG FsIA S8 8 bal Rron pEOFAE | he Sour ce
Message Server 12. Therefore, the Source Message

Qi ent 211Tha 8oty MEREeRERES LN Ssbrid M MMNABE ARGt with the
Public Key Set of the Destination Message Server 14

bef ore pagdidess Sret Rl @PirBle FREEIerOBlcbrdid $ichRSS 28R Sender's
Typi cal steps of packing an outgoing Electronic

Message fpkcidifc RWRRSE i bppeaidd & e RlcbM&hil Rail Messaﬁg. To

Sender's identity, certifying the nessage content, a
pr ot ecti oGy f HANTGRARRE 1S AL -: ic Mai
Sour ce I\/lességlg,f géi ent cr%}a?e%ﬁzth%/gﬁung\sglgﬁgdggg&%g?m Mail
the El ect .G Ve ' .h -functign
al qor ¢ nrieguier ficle MBS ERGLABI e ButRR LBl AL Message
the Mess | ges ith th ender.' s, Secret Key to
create aa%gﬁ@é’rg %gﬁlé‘g%%?nrd %%e%owgéwge‘me Sender' s
El ectronic Signature is appended to the El ectronic
Mai | MBssHgsSoufw Meisagd Clfent Thanfdahlyehbsrgs 8l Session fdy@if Private
the term"signed Electronic Mail Message" will be
used to rikgr €sptuigrdphe, aticgemps the wgied Mdcaroiib MailMsSagewith
appended with the Sender's Electronic Signature.
the chosen Session Key using Private Key Cryptography. To simplify the
following description, the term “encrypted and signed Electronic Mail
Message” will be used to represent the signed Electronic Mail Message

after encryption.

4. Corresponding to a Recipient, the Source Message Client 11 establishes a
connection to the Destination Message Server 14 using its Registered
Domain Name, and provides (an Infonnatioﬂ Flow 34) the Recipient's
Electronic Mail Address and the last received Key Generating Time of the
Destination Message Server 14 to the Destination Message Serv;ar 14 to

request for the Recipient's Public Key Set.

5. Corresponding to the Recipient's Electronic Mail Address, the Destination
Message Server 14 will query to retrieve the Recipient's Public Key Set-

from its Client Database, identifies the Secret Key associated with the Key
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3. The Source Message Cient 11 randomy chooses a
Session Key of Private Key Cryptography, and encrypts
the signed Electronic Mail Message with the chosen
Sessi on Key using Private Key Cryptography. To

sinmplify | Lowi ng descriptjon, the term .
"encrypt eg‘l‘g‘ﬁ%‘;"gﬁ gﬁ%% ‘E‘Feé‘é“?r %ﬂlgch%ﬁ‘i’um%/@g‘?é@é"cwml 11, and
be used to represent t i, gned, El ect roni c, Mai |

Message 5‘?“1”@‘1[?3 tg‘ﬁ 5&9‘3{65 %thc KeycHt Pl esridentidied Seaget Key.

Reci pi ent, the Source Message Client 11 establishes a

connectd. oThé DegdtingtiddESibisagd $ver VB $5RU s gfgg Mf%ng%od‘ﬁb@%;}) the

its Registered Domain me, and provi

I nformati %rﬁt&l"l”u%ﬁl Ktei?‘get%ﬁi.e@oﬁf%'ﬁess la%ﬁ’itaﬁt ic Mil

Address and the |ast received Key Generating Time of

the Destination Message Server 14 to the Destination
Message - SEps/epurayMegsage Ediguiskl dasryptshibe Raaripted Retipient's Public
Public Key Set. 5. Corresponding to the Recipient's

El ect r oni Bewiet Wit dhedast rachizedDEsblimEey off thdVPeshgtion Message
Server 14 will query to retrieve the Recipient's

Publ i ¢ KeYersetl4 t¢ agheriticate GloiidentityDaltbBestinatiodeMbdsideServer 14
the Secret Key associated with the Key 30 Ceneration

Ti me r eceindebitair theRebipicBituubtc Kegsage Cient 11, and
encrypts the retrieved Public Key Set with the

i denti fi Secret Key. 6...The stination_Message )

Ser ver 8121% Br g@‘.‘fa‘és f’%ﬁgel ﬁ?%?tm}ﬁe R0 lhesSyssiogekey with the
encrypt ed, Publ i.c et to_the Source Message Cient

11. 7. THERSH %Eﬁlég%d@méPP&ﬁéﬁé%@wﬁ% t he
encrypted Recipient's Public Key Set with the | ast

recei ved Tebdicoypkeyaraf sightd BRéttdriaMANMBR5A08d (RS ENEpted
14 to authenticate the identity of the Destination

Message Sessi@r Kty resalicin obpakell bitgoiRe Hlokemt MaiPWilsiGe. The
Key Set. 8. T_he Sour ce Message ilent 11 encrypts the

- Sessi on KeyrciMd¥sddd&lient 11 transmits (an Information Flow 21) the packed

outgoing Electronic Mail Message to the Source Message Server 12, and

the Source Message Server 12 sends Intend-To-Deliver to the infended

Electronic Mail Address similar to processing an Electronic Mail Message

without the Sender's Electronic Signature and encryption of the Electronic

Mail Message as described in the previous paragraphs.

If there are multiple Recipients, the above steps (4) to 9) shoulq be executed
for each Recipient. The Source Message Client 11 will provide one encrypted Session
Key for each Recipient to the Source Message Server 12, And the Source Message
Server 12 will provide the corresponding encrypted Session Key to each Recipient

that sends a Request-For-Mail-Content.

Typical steps of unpacking the encrypted and signed Electronic Mail Message
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Reci pient's Public Key using Public Key Cryptography.

" 9. The encrypted and signed Electronic Miil Message
and the encrypted Session Key result in a packed
outgoing Electronic Mail Message. The Source Message
Cient 11 transmts (an Information Flow 21) the

p asiktheDestinatiyoi MessEecddianbh are bafdlloMessage to the Source
Message Server 12, and t he Source Message Server 12

d El [
Vi | ador S0 R bt Bhrkited SRRl %ﬁe%r)a%ﬁ%%% gnd the

Message w th the r'. s . Electronic nat ur e and
encr ygt i on° %PPC#ESSSQ ?Yr g}?%eStIWOPM?é 5 will decrypt the
described in tEe pr.evi ous \}ggraphs If there are

mul ti pl e RETPISH epftssion ¢ ¢ fesipient's Seergt Koy tehehigin the
be execut ed for each ReC| pi ent. The Source Message
Cient 156 K@¥ovi de one encrypted Session Key for
each Recipient to the Source Message Server 12. And

the Sour cgeVRaRMBn MREMRCIA 14 Wi BLA: 96 ted. and mgned

correspondi ng encrypted Session Key to each I pie

that senggeoReauest YR t :
of unpackl%gOEﬁe eng\;[é;sg% ggl@%%éh s?égsﬁgﬁ etgtoﬁ%ﬁn %eﬁgﬁftmmc
Message [ ssa S .
fol | ows: :‘i\)%mP%Js&% rl?giaéi l\gll%%s %z? eegog?x ;‘?}tp %an?rﬁn cHronic

El ect ronl%lyﬁir Message and the encrypt ed Sessi on
Key, the nati on Message Client 15 will decrypt
the encrypted Session Key with the Recipient's Secret
Key t o03.0fthai BestinationSdssagn ®léant 15. dddigptdakd iSeaddr'e NElectronic
Message Client 15 will decrypt the encrypted and
si gned Bigetwrowitt tHetchdde PaEgaK oy, thichReolRas& Bdin MeYntend-
to obtain the Electronic Mil Message in an
under st amMdddiwer, a6 EBthemitatetthe S&RRAE idestitl! 8 bR the Message
Si gnhat ur e.

Digest of the original Electronic Mail Message.

4. The Destination Message Client 15 then newly generates a Message Digest
of the received Electronic Mail Message using the same hash-function

algorithm.

5. At last, the Destination Message Client 15 ensures that two Message

Digests are identical.

Based on the above description, it is obvious that there are many advantages of

the present invention, and some of the major advantages are:

1. The intended Recipient can avoid receiving an undesired Electronic Mail

Message by not sending a Request-For-Mail-Content.

2. The Recipient does not need to open the Intend-To-Deliver but viewing the

basie information in a list format. Other information in the Intend-To-
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3. The Destination Message Client 15 decrypts the
Sender's Electronic Signature with the Sender's
Public Key, which is obtained fromthe Intend-
To-Deliver, to aut henti cate the Sender's identity and

obtain the Mess Di gest._of the original Electronic

Mai | Messageer Wﬁl tosaadiclhyaprpesss ég‘?ﬁé’S@m thpftis mre capable
then newy enerates a Message Digest of the received

El ect roni®d ngwmna\ﬂ;!s BiifgHs @IQIPQG‘ged indhasBlagromissMail Westagen
algorithm 5. At last, the Destination I\/bssage dient

15 ensyr et}:ﬁ@(%(g\[}}éﬁé%ﬁ/ﬁgﬁ (< Qeefotlﬁct"élﬁ ofn os(t Qfa{nputer that

Based on escrip I I'S ODVI OUS

~there ar qs gﬁt@ nt%gt\ég%g(%se Sosflh rgped tg@tﬁ L lér?lgfl%n ?ﬁ‘l}gl\flleﬁffigﬁ Ifesgstered

and sone adva
t d d El ect
sglci pi en Vgg'l: n!ﬁ@\/rﬁ%tiv ;(g(ﬁ:%il%%lélg% af?xere? rg St er:esource g ﬂ{eogfegtromc
Request E i 1-Con e Reci pi ent does not
need to Jﬁ@hlut%f‘?ég‘i ‘?‘?fli’ﬁ b‘ie?Bﬁ?_%q“g\F@erﬁl@PW%ﬁe%C?ﬁﬁmﬂhe
basic information in a list format. G her infornation

i n t he4) mhePdbIRSE2et BRely PR mayibl keddBeritdd wénca@lnleéfded and the
processed by the systemthat is nore capabl

obvi at i ngld PéviRidebRl Key pab %%g%@ rééﬂll&d“ﬁldﬁle@&hé Qﬂéo?eté\@éfbre a

Message. 3. The Electronic Message wi |

col | ect edodvihRpbRibly fapRLLRN: that  is aut hentl cat ed
and i s assigned W|th a uni que Domai n Nane regi stered

W th authoritative organizations. Therefore, the

sour ce’ of‘)"lf-q‘i‘é"%laé)dﬂl%rgf’%et Ky Rainvg segspesatedrthbeystem will update
identified and tracked down if necessary. 4. The

Publ i c- Séererrespepdipg ichanges automasigelie Tt oot Rubld-Senctdiey Pair
needed, and the ol'd Public-Secret Key Pair may be

recal | edbeswned etfortive dvmlliotely Wiliant eavaing confusion of amy pending

possibly disintegrate it.
process associated with an old Public-Secret Key Pair.

6. The first user's Public Key is certified with the user's password by the Host

Computer that administrates the user's account.

7. Any new Public Key is certified by authenticating the owner's identity
with an old Public Key using Public Key Cryptography.
8. The Host Computer administrating the users' accounts is the most

authoritative party to provide its account holders' Public Keys to the public.

9. The Host Computer, which is liable for providing Public Keys to the
public, is assigned with a unique Domain Name registered with

authoritative organizations and can be tracked down if necessary.

10. People do not need to exchange or maintain other people's Public Keys

that may be regenerated from time fo time.
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5. Wenever a Public-Secret Key Pair is regenerated,

the systemw || update the correspondi ng changes
automatically. The new Public-Secret Key Pair becones
effective imedi ately wi thout causing confusion of any
pendi ng Bro ess associated with_an ol d Public-Secret

Key Pai ¥l Peoplergaa opfainsthe most upsated Bublic Keyy of sthetpreppleiferth Host
with the user's password by the Host Conputer that

adni ni st r §p@putprsdhaj awermere geackmblet tharindigidyalaew Publ i ¢

Key is certified by authenticating the owner's

rypt oaabiy. 5" SRUCSHAE nEH o S Bkt i FRpoenend e

users' ac [ h st authoritative party to

provi de | gér{&@%%éjﬁﬁéf ﬁﬁg?%g%tmatﬁﬁutgﬂlﬁ?r%‘&?guﬁto t he

“public. 9. The Host Conputer, which is liable for

pr ovi dil3gTIRuHbstcCdfayisertppovidiag s@wfebd 6aly inSeddSs ingA@inWhd Bsers'
a uni que Domain Nane registered with authoritative

or gani zat hublis Kepelfoe anueaddoamied down if necessary.
10. People do not need to exchange or maintain other

peopl e' blic Keys that y be regenerated from
time tdat taigng § fugpagpt é‘gg’S?P %?‘Hﬁw Eeye, abpsk impractical or
updat ed Publi¢ Keys of other people from Host ‘

Conput er sm%PH%Sl‘bl%\(f‘E i ecopiEalizphBes compiens el pefaualssdistributed
12. Each user's Public Key only needs to be nmintained
by the us@lotpalHestEompyists. Conput er that administrates
the user's account. 13. The Host Conputer providing

ser vi cas. Tty 188 died CofMBhPURI phlie (HSR! ByolPPld GBS

for its user accounts. 14.)I;]I\/B| ntali'ning a huge coun

peopl e’ s Ruhliing KeNuti Jr%éﬁlﬁfsh'ﬁ@ i} or
I Mpossi blﬂg forga few gg’nt ra |zedplﬂ%%{1& onputers to

perform is distributed to |lots of Host Conputers.
16. After initial setup, without considering the security key issues, the Sender

may simply choose, from an application point of view, to “sign” and “seal”

an Electronic Mail Message.

FIG. 2 shows another application of the embodiment in FIG. 1 for an
interactive communication. The methods of managing Public-Secret Key Pairs
including initial generating, regenerating, maintaining, updating, providing, obtaining,

and certifying the Public Keys are identical to those in the description of FIG. 1.

Typical steps of establishing an interactive communication such as voice

conversation over communication networks are as follows:

1. Initially, when the Destination Message Client 15 is connected to the
communication networks, the Recipient may use the Destination Message
Client 15 to establish a connection to the Destination Message Server 14,

and report (an Information Flow 25) the IP Address of the Destination
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15. There is no need for any third party to be

involved in maintaining, providing, distributing, or
certifying Public Keys. 16. After initial setup,

wi t hout considering the security key issues, the

Sender simply choose, from an application point

of view, Néssaﬁ GHient A4¢ eithes fixed ontemBbraby assigned Maidn indicator of
Message. FIG 2 shows another application of the

enbodi menOnlire @ tolthé Srestimtion Message Skiwer 14. Before disconnecting
conmuni cation. The nmethods of managi ng Public- Secr et

Key Pai r sfromnibk udtrmgmiication aktwgelte tid Daginati®g ekt Clbnt 15
mai nt ai ni ng, updating, providing, obtaining, an

certifyi nghotldacidubbitke eyisattmaVédanidesat 14 ehai DRErAR,

the description of FIG 1. Typical steps of

est abl i s%? ang eractive conmmuni cation such as
voi ce ConVaFRat SSRIEEEonds p RAVe ot deirefyRo FRBMERIgatipy over

follows: 1. Initially, when the Destination Message
dient 1?@%@#@%?@‘&’%@ Wit an igendech Reepieotn theetonderkuses the
the Recipient nay use the Destination Message Cient

15 to estuBriesHespagophattlilgn cragte h€albFot-Comtnugivation, which is
Message Server 14, and report (an Information Fl ow

25) the |4 Eldmmmsagheomamgmm I Ad@dssMfsbageurce Message
Client 15, either fixed or tenporally assigned, as an

i ndi cat orClist 1@0nfoir nevigtg thesinteodddhRedsiaiti th akiablishMes Beg&:tive
Server 14. Before disconnecting fromthe

conmuni c aommmuniatiomr ks, the Destination Message di ent

15 should report to the Desti nati on Message Server

;Ealt nlt tér a’ﬁ} %gedr'%:eo%?ﬁsﬁ e\e{]le% 3 n%%o@ﬁﬁﬁfggﬁog oW 21) the
net wor ks d\n“%;\w% |nten tRe | ent,. the Sgnder uses
the Sour¢t 18f\t°1 upeeMegsage Server 12. Then, the

Cal | - For . S an El ectronic
Message écﬁfcgl eﬁif‘g? hgh?qj-" }E\ﬁ dfOBLRUES | CRECE f¢ grommunication

Message (i egstS 11, . for inviting the intended
Reci pi ent®TPIESP 2Hpit SHPHRY nt er act i ve

4. Upon receipt of the Call-For-Communication, the Source Message Server
12 creates an Intend-To-Communicate which is an Electronic Message
containing the Sender's name, the Sender's Electronic Mail Address, some
identification codes of the Call-For~-Communication, the IP Address of the
Source Message Client 11, the Registered Domain Name and the Public

Key Set of the Source Message Server 12, the Sender's Public Key Set. etc.

5. The Source Message Server 12 delivers (an Information Flows 23) the
Intend-To-Communicate to the intended Recipient's Destination Message
Server 14 as same as delivering an Intend-To-Deliver as explained in the

description of FIG. 1.
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conmuni cation. 3. The Source Message Client 11
transmts (an Informati on Flow 21) the

Cal | - For - Communi cation to the Source Message Server
12. Then, the Source Message Cient 11 continues

connectd n ication, ~networks to it. .
r espon sdé s.gpéf.? r%%@ﬁli)? eﬂég iI‘E)tFnd(STO't mmunicate, tﬁem%estmatmn Message
Cal | - For - Conmrunji,cation, the Source Message Server 12
creates aﬁ%Wﬁtgﬁd%?ﬁié@ﬁﬁ@??@%t%emﬁﬁ%ﬁ‘Tgcﬁﬁmmﬂwme into  the
El ectroni¢c Message containing the Sender's name, the
Sender' s FPRREHSAROMNES FleptmmieYiilbays kit toj egtahlishia ecnnpasion to
codes of the Call-For-Comunication, the |IP Address of
the Sour'®e Spurse MpssageiServer 12 psing theRagisterest BomBorhéinme of the
Nane and the Public Key Set of the Source Message

Server 125our¢edMisEpgdcierer Bubl i ¢ Key Set. etc. 5. The
Source Message Server 12 delivers (an Informtion

FIl ows 23 . =40 j cat Q. 1 I nt ended .

Reci pi cit T sl Ml SO I 6 e A rde N e iR ee wil

del i veri : - To-.Del i ver as ained in the

:Jletsc r hpgl_ ?%Iﬁl?eg?éag %%? f.EleE%El Il;t:l?ﬁ?gﬁ "Pg%g h’lp\?;teorhi‘ﬁf Haﬁgss Bt Key
nt end- Tq; Communi. cat.e e .Desti ion ssage erver

14 does :%t?gsdeé‘ﬁ%ﬂ iy fhe dpserigtion -‘%)olrmuni cate into the
Reci pient's incom ng Electronic Milbox, but to

est abl BsHf thecintendat Redipital's Dd3indhion MessddeSCIaae 1564 Valing, the
12 using the Regi stered Domain Nane of the Source

Message Jessudtioh MesbageTBQvEEES WilBkiAN(2VERRAGRREFMS 31) an
14 and the Source Message Server 12 wll authenticate

each ot hebilimeNbeioE, i Whicteid n UNEtabSi N SssleNBhta PRI the Recipient's
Public Key Set as explained in the description of

ll\:/LSs R ée gu})léén {{H]ﬂ-get: ésﬁhgﬁﬁ ﬁx’ziﬁtetﬁié BEEAK S JPasd D%‘ﬁht% Message
Server 14, to the Source Message Server 12. If the intended Recipient's
Destination Message Client 15 is not Online, either never reports Online or
reports Offline, the Destination Message Server 14 will send (an
Information Flow 31) an Offline-Notice, which is an Electronic Message

notifying that the intended Recipient is not reachable, to the Source

Message Server 12.

9. Upon receipt of the Online-Notice or the Offline-Notice, the Source
Message Server 12 establishes a connection to the Source Message Client
11 using the IP address of the Source Message Client 11, the Source
Message Server 12 provides its Public Key Set encrypted with its Secret
Key to the Source Message Client 11 so that the Source Message Client 11
can authenticate the identity of the Source Message Server 12 as in the |

case that the Source Message Client 11 establishes a connection to the
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Desti nati on Message Server 14 will send (an
I nformation Flow 31) an Online-Notice, which is an
El ectroni ¢ Message containing the Recipient's Public
Key Set encrypted with the Secret Key of the
Destinatign Message Server 14, to the Source Message
Server 1250yree Megsaghtesyiadd aregilainadrin the demsiptipmoft FlGin 1.
Message Client 15 is not Online, either never reports
Online 1@r ' : | [ . e

19 1f e F&',Bh}&dﬁzegéﬁg@ B N2 %%éeg% 6@@@13%@& from the

Server 14 w sen nformati on Kl ow

Ofline- oYW ' ' Rl C sage o
noti fyi ng‘B tHhﬁ(é}fgtl ki m@eg%%éeﬁ%@% Eégf%l{lg%?m@ fo irtypted Recipient'
reachabl ep .0 £ 1 0 e S e.ocerver, 12. 9. Upon
recei pt o?ub:h%eki eéﬁefﬁ’é%%bet}i) L}:Miwz%gtoﬁg‘edg?sppﬂ’é’pﬁz‘?sﬁigé,Se“’er 14

- the Sourcg S Server tablishes a connection_
to the Sotﬁr%bﬁﬂ/g@‘ggﬁgp@ti%eg#ﬁc %}Y bngRetmt thepRepipipris Public

of the S rcg Message Client 11, the Source Message

Server 129t o H’étg £ Sepigh Ky dethe Sourceesspgecdewpn #2, then
its Secret Key to the Source Message Client 11 so

that t he Hpvifese(andaterpaion Fley 22) an Oskine-Notideenelpding the newly

the identity of the Source Message Server 12 as in the
case t hatenefptedRacipicnieBaldigdlad Sabita the Sope Midshagedicat 11. If
connection to the 36 Source Message Server 12 as

expl ai nedh¢ rPoune Neswee floren B rée@es bn Ofling-Notibe from the
Source Message Server 12 receives an Online-Notice

f r om t he D@tisttionaMiessagd/Bevery &4, Se rwidlr pabd thd OffdinkINotice to the
decrypt the encrypted Recipient's Public Key Set with

t he Publ iSoukeMobagelidieidddt i nati on Message Server 14

to obtain the Recipient's Public Key Set, encrypt the

B U R A 5 G581y 2l
RHESTTR TR e T -
Source N%%fc' %vqt% tgeifﬁumic Jlg'e'y u:|>tI the Source Message Server 12, keeps the
Recipient's Public Key Set to await further response. Upon receipt of the
Offline-Notice from the Source Message Server 12, the Source Message
Client 11 prompts a noticeable alarm, visual or audible, and provides
options for the Sender to choose from: leaving an Electronic Mail Message,
in voice or in text, to the Recipient as explained in the description of FIG.

1, calling again later, etc.

12. On the other end, after sending.an Online-Notice to the Source Message
Server 12, the Destination Message Server 14 establishes a connection to
the Destination Message Client 15 using the IP address of the Destination
Message Client 15, and then passes the Intend-To-Communicate (an |

Information Flow 26) to the Destination Message Client 15,
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the Source Message Server 12 receives an

Ofline-Notice fromthe Destination Message Server

14, it will pass the Ofline-Notice to the Source
Message Client 11. 11. Upon receipt of the

Online-Notice fromthe Source Message Server 12, the
- Sour ce IREdRoagEeceipt ghthe) Intepdcko Gemmppisaten theyBestigation Message
Recipient's Public Key Set with the Public Key of the
Sour ce MesliqnydS sal\eomita nitisegde alaem, el pi entible, and provide
Publ-ic Key Set to await further response. Upon receipt

of the QiptibidorNdeei Recifierdntot HwoSodioee thbesabtjsh Sar medtactive
12, the Source Message Cient 11 pronpts a noticeable

al arm viummiuntoation) dé fesgondarith aesigdesch SptilbRce:T & “will call
the Sender to choose from |eaving an El ectronic Mil
:Message, batll’ Ol$l€as®leakd atv@ide, méBaden e rBB6+dPng HanRSfrom your
expl ained in the description of FIG 1, calling again
later, etgilingdide”, &; sri@nflY iBbreaRdint ANITRLCSiaRGhiBHe.2N
Online-Notice to the Source Message Server 12, the
Destinatign Message Server 14 establishes a connection
to thé*Dbdhs Retipigh eheassade esiablishtan) mtegastiveg communpioation, the
address of the Destination Message Cient 15, and

t hen pasJkesipigné used thenBestipatoprniessegsatlient 4 to omdto enthtitization
Flow 26) to the Destination Message Client 15. 37 13.
Upon r ecdnigrmajfont which it @ petieT of Gumcodsis satteas thiRecipient's name
Destinati on Message Client 15 will pronpt a noticeable

al arm viescrapted with et Rdcepiendls Seqoet diely dBhe Iogstinasion Mesageient
Reci pient to choose from to establish an interactive
conmmuni cdfiestablishes a esmoctibnvib tike Souresidagegestiddnt 4% usiaglthe 1P
later” or "will call back™ or "please | eave a voice
message' "Addtasenbithe Soyrcn dfiesdze AhietOL, providel (Adntdrsbtion Flow
etc.; or sinply ignore the Intend-To-Comuni cate. 14.

I f the Re®) pheRecifiaos cBledtonis Ml iA5#dre36 dndt SeaghthMRication
conmuni cation, the

information to the Source Message Client 11.

15. If the Source Message Client 11 already receives the Recipient's Public
Key when it receives the authentication information, it will authenticate
the Recipient's identity by decrypting the authentication information with
the Recipient's Public Key, then prompt an Electronic Message such as
“ready for interactive communication” on thé screen display of the Source
Message Client 11, and then the Sender and the Recipient may begin their

interactive communication (Information Flows 29 and 30).

16. If the Source Message Client 11 has not received the Recipient's Public
Key when it receives the authentication information, it will send an
Electronic Message such as “waiting for authentication...” to the

Destination Message Client 15, wait until receives the Recipient's Public
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Reci pi ent uses the Destination Message Client 15 to
create authentication information, which is a series
of data codes such as the Recipient's nane encrypted
‘Wth the Recipient's Secret Key. The Destination
Message Client 15 establishes a connection to the
Sour ce Me&&ndbencexpaig thestep€iShg the | P Address of the
Source Message Client 11, provides (an Information

Fl ow  29) 11t{he rRBEiGieR _é}ﬁ)]béo% thrlré g%ﬂff&i t?lﬁ g@jé&er%g{ %@%ss%gg rather

the authentication informati 0 our cé ssafe

Cient 11 . g i ent . al.
Cecel ves et Spthe i RS, MERRRACA0 TR prrindliod Blbsece
t he aut heefié aut henti cat e

' Lnformation, it wll .
t he Reci pi enlﬁ'aésl ﬁlggnli%i ?nggtﬁ 5ad rt%}epmeﬁsﬁg? jygnilar to sefting up an
authentication information with. the Recipient's -
Publ ¢ ke SRPEHBETER B et it e B & dbk Flls: o
"ready for interactjve co ni_cati on" on the screen
di splay o ehﬁ’é“ faﬂﬂﬁ ?Sa&%gg%ﬁéséf’li‘déﬁ%l eqqryplach sharhmpssegresuch
Sender and _t ﬁf Regi, pi ent rral)é begin their interactive
communi catSi A st o ihealichack), strstathor thar tgdiecipi@t’s hame to the
the Source Message Client 11 has not received the

Reci pi entS@rgedpssaze Hispt Whdh) the Soerse Message [(dient 11 prompts the

authentication information, it will send an
El ect r oni shoryEpssage rathes thans “reedy fipmigtefagtive communication”; (c) the
aut hentication..." to the Destination Message Cient

15, wait agnpngction delieve sha PestiRationpMestags (Fighl 15 238 ti&eYource
then execute the step (15). 17. If the Reci pient

chooses tMessaddivdt Howillie (Beedgier dictshora niveagaigeerntat her
than setting up an interactive comruni cation, the

Dest i naj, Lent ~15 ed to nd the,
nmessage SC?BmO: aréso Sel't %SE ¥ %%eﬂéﬁyipﬁ?ﬁigﬁﬁaeégﬁl%n%/Tessaget}ﬁwnt
C i gat | t, W ne,.di fferences as the .
7 arTagG R0 s bl BT a0 eGSR CrPe et sechfggroni
a%tgﬁgt{%pg/[%sdsagseh\%tﬁ e fc’e%gzgﬁlgsp%gtlg's Public Key, and the receiving party
may decrypt the encrypted Electronic Interactive Message with the receiving party's

Secret Key. In other words, the interactive communication can be kept private.

Based on the above description, it is obvious that there are many advantages of
the present invention regarding interactive communication and some of the major

O11es are.

1. Using Electronic Mail Addresses for establishing an interactive
communication may eliminate the requirement of both the Sender's and the

Recipient's agreeing on a common service provider.

2. A voice message, usually of big data size, won't be dumped to the

Recipient's Electronic Mailbox but kept on the Sender's Source Message
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as "call later”, "will call back", etc. rather than
the Recipient's nane to the Source Message Client 11;
.(b) the Source Message Client 11 pronpts the short
nmessage rather than a "ready for interactive

communi cati on" b, . co ction between the

Dest i nat | ?P’R?e?sél@?é“@ fhe ptendsd Jeaibions osigiorane etk s not to
Client 11 will be closed after the short nessage is

sent. Si nH¥ehithe Y9ige messisee Message Client 11 and the
Destinati on Message Cient 15 have the other party's

Publ i ¢ Keyye Mﬁce%?&g{uﬂﬁsi%r‘}oi/ce%\ésagﬁ Q%rﬁﬂéetidé}ﬁiﬁed..

El ectronic Interactive Message W receilving
party's Public Key, and the receiving party my

decr yptFIEh@ sawp yipsnseiakrase taf dGe 1) in avhadt SwecdVdnd ddestination
Wth the receiving party's Secret Key. |In other

woYlassage BervemB2r &ct isinglec Bostu@ompmtterothaic perfdyms ke tfunctions of a
private. Based on the above description, it is obvious

t HEenderlseSomrcrr Mesvagey Saderamil ag Becipitnt'st bestinateseRessage Server for
i nvention regarding interactive conmuni cati on and sone
ofdetineringean @lectronie Ml Messdge. Wsthiv@ald, Gfetekdttibn MBpd are as same as
Addresses for establishing an interactive

C ahtBe Nix@hiired in ITAY dedchiptictabe FIde wiehl Hie" ¥ HonOhadRk tlnrocesse':s
the Sender's and the Recipient's agreeing on a connon

S HeWreef I StiréteMessdge SerV@ 58 ﬂﬁ@ﬁ&fi&ﬁﬁoxyﬂé@a%é' s@bePed carried
data size, won't be dunped to the Recipient's

Else hfté'iﬂélgl dbdrhiex 1t sdeedat M%a%eh&rv%" Qﬂg g.gé Rgﬁﬂl%ﬁ(?n P/Iessage

Message 39 Server 12 allowing the inten Cl pren

t GeflRt 86 RbiSoeMiE hlifdntiL4te MRt élld,@ fd%gtit%oB(t)tﬁqhev Qtj;ngigreand the

message. 3. The source of an undesire ol ce ness

Caacii) it UE AR 5 0PEE Ao RS

ich Source An I on ssa

| $etishi ~Canpyter that performs the functions
o?) 995§?§@§§0urceﬂ

a Sen Message Server and a Recipient's

Destinati on Message Server for
FIG. 4 shows a special case of FIG. 2, in which Source And Destination

Message Server 326 is a single Host Computer that performs the functions of a
Sender's Source Message Server and a Recipient's Destination Message Server for
establishing an interactive communication. In this case, the execution steps are as
same as those explained in the description of FIG. 2 with the exception that the
processes between the Source Message Server and the Destination Message Server are
carried out internally or omitted. The Source Message Server and the Destination
Message Server do not need to authenticate the other party's identity, and the delivery
of Intend-To-Communicate, Online-Notice, Offline-Notice, etc. will be faster. Both
the Sender and the Recipient can obtain the other party's Public Key Set easily via the

Source And Destination Message Server 326.
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delivering an Electronic Mail Message. In this case,
the execution steps are as.sane as those explained in.
the description of FIG1 with the exception that the
processes between the Source Message Server and the

Dest i nat.i0 ssage Server are carrjed out internally

or oni ta]%@dg Sl%‘/ﬁ S §g§f‘° t%§§’§@‘§m§’étr‘?fetﬁe Bifgent pvention m terms of
Destinati on Message _Server do not need to :
auPENDrECaRE RSB Beyp &rmpingd Mrssage Sgvestits ¢ Hest Computer
Sender and the Recipient can obtain the other party's
pudstfopming furgdions g beth a/Senres Messsge Servanand D&sstinetion dessage
Message Server 326. FIG 4 shows a special case of

FIRgrvez, andhiswpripeble SdLaubamaticdrefposding &t | incomine Favtrenic Messages
Server 326 is a single Host Conputer that perforns the

f ungtaitredafitistingSengbing BleSomickleddbgsatembaed Besape CHent 511
Reci pi ent' s’ Destinati on Message Server for

esik adldcshCagpaer érnC@iAciitatidn CgipataRisahdt Ofker hidds td cSmmunicate
case, the execution steps are as sane as those

expitinihe €dnibihel Mesehps Stivet 5120 TR C&hﬁne@M&ﬁsTage Eh&it 511 performs

exception that the processes between the Source

Mefagatdas @ﬁefS&ﬁ&ce@ﬂ%si%%@l@ﬁﬁ&dd&@ésﬁﬁht%mgﬁe ogiepmer are
carried out internally or omtted. The Source Message

Server and the Destination Mssage Server do not need
to aut HeRfmetiede ot managingdubligpecpet &oy daiss inclpding ieitipligsnerating,
deliver¥ of 1 ntend-To-Conmuni cate, Online-Notice,
OftegenFeling tmaiptaingige Upditing, previding: ebtainig: hnd eqtifyBente rPublic
and the Recipient can obtain the other party's Public
Kd§eysate igensicglyo thoge asigaplaiediingbe desarimiontof HEE.ilon Message
Server 326. 40 FIG 5 shows an alternative enbodi nent

of theipgk j ' i ¢
of SecuiEn el TER bR (ol LI Ohand SRR Wb 0 v

F%Eougpmﬂtaeéomﬂﬁé Me@agig SEH/Q:CHZ? R]gesegmgﬁg(gl\fess% Y rsgrﬁfar 512

Message Server and a DeStination sage erver,

E@g@p@%%ﬂ ic ®Y ggﬁmtﬁ ifsS8R Pi&'g g@ B ivgfa%w;nnﬂlfwg%glw

oni ¢ ssa Instantly g o

=88] RO RO, K TRl P, 5
uieo‘?nbtiﬁ)edci\?cgsmaggiscézavtexe 512 also provides a mechanism for the Combined Message
Client 511 to download the Public Key Set of the Combined Message Server 512. The
Combined Message Client 511 decrypts the encrypted Public Key Set with the
downloaded Public Key to obtain the received Public Key Set, certifying the received
Public Key Set by comparing it to the downloaded Public Key Set. The Combined
Message Client 511 encrypts the user's account password and the user's Public Key
Set with the Public Key of the Combined Message Server 512, reports (an

- Information Flow 521) the encrypted password and Public Key Set to the Combined
Message Server 512. The Combined Message Server 512 decrypts the encrypted

password and Public Key Set wiﬂi the Secret Key of the Combined Message Server
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wi th - the Conbi ned Message Server 512. The Conbi ned

Message Cient 511 performs functions of a Source
Message Client and a Destination Message Client. The
met hods of managi ng Public-Secret Key Pairs including

initial generating,  regenerating, maintaining, .
up%lé?e 2Ag F%‘%S%/ﬂ’&i TRepived ubiin ikey Segﬂw chesking therrgeeived password.
Public Keys are identical to those as explained in

t hEheaefarer bosh thsypsert ang thg Cambined Miessiape Servéreii2 havestbe othseparty's
a Conbi ned Message Client 511 to set up a new account

wi Rublig kepdtsi ned Message Server 512, the Conbi ned

Message Server 512 encrypts its Public Key Set with

its Se e [ oMl _des I nf . mat i Fl ow 522
the encrbiiiishai Hedyh&ied Mrorshs NeBRb o nb sl ¢ now
Cient 511...The. nmbi ned ssage Server 512 al so
pr%u\%ﬂa'g’gcrgt Iﬁ%’?ﬁgn‘?’ er'??‘fe(lifwetdﬁwg Combi ned Message Client

511 to downl oad the Public Key Set of the Conbi ned

Messageviakvarthd lider Usee theComhbined NIBSSR0EE i80to 984 on the
decrypts the encrypted Public Key Set with the

d avethinee Vekiapt iSeriée 512,0the It HiBindd Sk BEE1 MR By |pt&fides (an
Key Set, certifying the received Public Key Set "by

CaRRahhing Flowt $21) hendpWNLad Ok BY R dner i
Conbi ned l\/bssaglg dient e511 enc#lypt Saﬁﬁ%i‘ﬁgépf-sﬁ%e%mbmed

ag@edie SR 95 4 %%&%n&sﬁéﬁéﬁm&%l S¥he gr&lilgle& N/Iessage

the Public Key of the Conbine ssage Server

28T kgl PR SR BRIV K e
P et R R e P BN S B 6T e e, ana
SR 60 S A SERAEE o B By s
COLBHAE R AT T GRG0l ERMoT HoPSinuly o Serype
ST Y TR RN
WAGHGY SlindbEEHE ic identity of the Combined Message Server 512 and obtain the

most updated Public Key Set of the Combined Message Server 512.

Whenever the user uses the Combined Message Clienf 511 to generate a new
Public-Secret Key Pair, the Combined Message Client 511 will establish a connection
to the Combined Message Server 512, encrypt the new Public Key Set with the last
user's Secret Key, reports (an Information Flow 521) the encrypted new Public Key
Set to the Combined Message Server 512. The Combined Message Server 512
decrypts the encrypted new Public Key Set with the last user's Public Key to

authenticate the user's identity and obtain the new user's Public Key Set.

Therefore, both the user and the Combined Message Server 512 can maintain
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Whenever the user uses the Conbi ned Message Cient 511
to log on the Conbined Message Server 512, the

Conbi ned Message Cient 511 provides (an |Information

Fl ow 521) the last received Key Generating Tinme of the
Conbi ned Message Server 512 to the Conmbi ned Message.
Sethg srostuplatefriersumbi the dthve partge Puldisr Key S&14d perform a secure
identifies its Secret Key associated with the received
Keypn@amieation with adthergicatemafydentitiéstand vatificatiod af @dssEgddontents.
Key Set with the identified Secret Key, and provides

I nf { Fl ow. 522 t Publ i c  Key. Set
Lot ho Chraiena BLliae! o Mt 51 Befrive g ook over
SRR P WE DR, BRI WL\ TEIREIs 1 PHel R e P

- Message, Server . 512 to authenticate the identity of
t 18 desshBshiadbavbe e dwicskiugier steps argag folloMasi n t he ~ nost
updat ed Public Key Set of the Conbi ned Message Server

512. Wienpnehsel Rfedifira we@sstithiardePinneds M Smad®nic Message

Client 511 to generate a new Public-Secret Key Pair,
the Conbi&,gg-rm%s%gg& L ept b 5 y

connection tlo e Céri ]?ngcil %é%é%igl lggﬁ/ﬂgvr%ﬁ%@mt of fund,
encrypt t 9641@%1%19&%%5@ Set wwth the last wuser's

Secret Key, reports (an Information Flow 521) the
encrypted new Public Key Set to the Combi ned Message
Ser ver 251the ChmbiGodiiViessateMEBghH 1Sacater abiyssagte Digest of the
the encrypted new Public Key Set with the |ast user's
Publ i ¢ Keyquest-fortradsémisiogt bashifenaioamlgeriithent i ty and
obtain the new user's Public Key Set. Therefore, both

h d ) [ .
e USSR CPALGE 50 SHNE SRR .

mai nt ai n Version o

ty's Publi . Set _and f , _
Conmun; cat ot pTendit: B i Tofs SEEHICo wine,peptic Key
tificati f .cantents.. On |
2ppl | cat (OROFIRPG 18 ey PRHEPES MIERGtrart] N Phrdet to the
I cat ] ks | it th
manage PG IPSRRET sdby Stokey h PLowisE drdtopedre fem

t he above‘,sig}lé/doi cal _Eourth r stﬁgs are as follows;

request-for-transfer” will be used to represent the original request-

for-transfer with the appended user's Elecironic Signature.

4. Then, the Combined Message Client 511 randomly chooses a Séssion Key
of Private Key Cryptography, and encrypts the signed request-for-transfer
~with the chosen Session Key using Private Key Cryptography. To simplify
the following description, the term “encrypted and signed request-for-
transfer” will be used to represent the signed request-for-transfer after

encryption.

5. The Combined Message Client 511 encrypts the Session Key with the

Public Key of the Combined Message Server 512 using Public Key
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1. The user specifies a request-for-transfer that is
an El ectronic Message containing information such as
account identification, anount of fund, payee of
fund, date, etc. 2. The Conbi ned Message Cient 511

Cesngs AR IR TSt SSRGS s o
Message Client 511 encrypts the ssage Digest, as a
user's E| BFWhH; S%‘?‘b‘%%)f rgFudt ingp pplopdiag Hlegironic Messngs.

Key using Public Key Cryptography. The user's

El ect r @i TheSCEMBIGI RMebkdst AMRnePIICRARRtE Card IRformation Flow 521)
request-for-transfer. To sinplify the follow ng

descri ptigg upltolﬁ'cﬁné Efeeﬁoﬁiéﬂ@%ﬁge tro%@cgrffo'ifl&f M"e&?élasge%élr 512.

will be used to represent the origin request=
~for-transfer with the appended user's Electronic

Si gnat Ur eUpan reqtipirof thehplaadivgiBlestrons déesgreeOhe Entmbhtd Message
random y chooses a Session Key of Private Key

Cr ypt ogr apdryer Saddeemgs thetepctypied Segivadey with the Secret Key of the
request-for-transfer wth the chosen Session Key

usi ng Pri@ahkintdeyleSayqlagr Sphio obldin therSebsidnKdyhe
foll ow ng description, the term"encrypted and si gned

request,-f.or- transter” wll be ed to represent the .

si gnedtgf eq eeg?mslél?é ?‘F%?ﬁ%gr: At tgi? gty Fy‘ﬁ?ieﬂﬂ.ﬁ’l’%@ aff‘iie‘“gned
Conbi ned Message Client. 511 encrypts the Session Key
with the -feﬂitfﬁﬁ‘f%e‘:“%%fefo‘f‘“t &Y 9&9@%&5@ requpsfrdor-transfer

512 using Public Key 43 Cryptography. The encrypted
and si gned P &Y %‘l‘“—d%?)lf: %W%%ﬁéﬁe UHKEF Bt {:]

Session Key result in an uploading El ectronic Message.

6. TheoCortai Wehbieds BEssagh | @ber 54l tdeaRpiil 1R (s Blectronic
Informati on Fl ow 521) the uploading Electronic

Message tSigidiee GRmithd@dr MeeHRIe yI6 hiBEntR iR -the7u3ﬁxh§0ﬁ9ntity and
e

recei pt of the uploading Electronic Message, t
Combi ned JWess B8 Message Digest of the original request-for-transfer.

10. The Combined Message Server 512 newly generates a Message Digest of

the received request-for-transfer.

11. At last, The Combined Message Server 512 ensures that the two Message

Digests are identical as the certification of the request-for-transfer.

Based on the above description, it is obvious that there are many advantages of
the present invention for an online service such as electronic banking, and some of the

advantages are:

1. Transferring funds may be implemented as a process requiring the account
holder's Secret Key that even the bank doesn't have. In the event that all
bank account information is stolen from the bank by some intrusive

hackers or unfaithful bank employees, the stolen account information is

44



Server 512 decrypts the encrypted Session Key with the
Secret Key of the Conbined Message Server 512 to
obtain the Session Key. 8. The Conbi ned Message Server
512 decrypts the encrypted and -si gned '

request - f . r,_ W j e obtains the
request - f%{u: r%c;i{ﬂgrm %ﬁétﬁgf@gﬁgﬂt%n Iz}ba%lé a?%?%ﬁ't and

the user's Electronic Signature. 9. The Conbi ned

Message. SEreveamk 514y kiep typter't bignadsiequest-for-eahsfandsa transaction
Signature wth the user's Public Key to authenticate

the user' &cirdeahit dutheatichtesofbt aiser'st fdentVie saa gortife9 8id cdiftent of
the original request-for-transfer. 10. The Conbi ned

Message Sehvet-foplrdndteM Yy generates a Message Digest of
the received request-for-transfer. 11. At |ast, The

Conbi ned Message, Server 512 ensures that the two

Message: Sipsiidentiad apenunt nfeymatien imthe sppeitigation of sguest-for-
the request-for-transfer. Based on the above

descri pt i tamster tisj sngpmipduandt ntpreteeted fipm Aeveydroppers during
advant ages of the present invention for an online

servi ce strsimision brgrtcommivpichtioniadetyorkand sone of the
advant ages are: 1. Transferring funds nmay be

ol dor 5. ot B, FepRluRE BRSuck AN bW e 3eRGERM Theip pyptic-Secre
In the ev}%‘%{ }t)zﬁlleg%% é)%tlﬁlll %sy}?e%ﬁgd s Eﬁérgld f’%lx%% gg{gt%gy g’girs may be

stolen fr Some Tntrustive

unf ai t hf ul,_bank | ovees h tol en_account . .

i nf or mat i KIS ‘i%‘g‘folﬂ%/ei © SRIS?EFT %f%ieeanforivg’ £PLRAFIbly difiptegrate

fund out of the bank accounts. 2. The bank nmay keep

the user''€%igned request-for-transfer as a

transaction record that authenticates the user's

i dent i Anothadexeetplary hgdichitiva of GG eNis lidénsing computer software on an

request-for-transfer. 3. Any confidential account

| Hletsonicl MBsshge Bigers PRChdditoait foofhe Ghana@éhi@® lof frablic-Secret Key
Pairs as described in the above, typical further steps for such an application are as

follows:

I. Initially, the computer softiware vendor uses a hash-function algorithm to
create a Message Digest of the computer software (called Product Digest
in the following description), and a Message Digest of a software license
agreement associated with the computer software (called vendor's License

Digest in the following description).

2. The user uses a Combined Message Client 511 to establish a connection to

a vendor's Combined Message Server 512.

3. The Combined Message Server 512 provides (an Information Flow 522) a

software license agreement to the Combined Message Client 511.

45




transfer is encrypted and is protected from _

eavesdroppers during transm ssion over conmmunication
networks.. 4. Both the bank and the account hol ders may
regenerate their Public-Secret ~Key Pairs as often as

needed, ﬂﬂetb%(v:lggg’l ﬂg £y etlé% ¢ gr nt Bl o8 re gogefhe content,

recal | ed an re a conv

possi bly t ot her xenmpl

appl i cat |tg%1%!8 rg%%}r@ﬂ?sc If é"éAﬁ %“ﬁ‘p glg gl'ﬁ%’f’t%afb@ screen
on an n S stem 0 )t
rmnagemen‘f g ?’tﬁﬁ I\ﬁ “3@3?‘%?)( e cﬂ&i“? gijg ﬁt? EWPPIB@E Megsage
t he above i cal. further st eBs for such an

appl i cat .%lw%?g Wil creglt 2 Messagq Digest; (palled pyer's Ligsnse Digest in the
computer software vendor uses a hash-function

al gor i t hriPHewing rdémﬁan)mfstéag@ﬁwg disensefagrepper givingt the hash-
software (called Product Digest in the follow ng

descri pt i ignotionaaprithoves sameaihgessed b the valonanaypt the user's
license agreement associated with the conputer

sof t war e Kiceus¢ Bigestevithotht gser's SemetdK eylis deesitser'srEledtenic Signature.
foll owi ng description). 2. The user uses a Conbi ned
Message heanthe ThinHiedddeabid Sherm 580 pRaddds @im lifortnation Flow
vendor's Conbi ned Message Server 512. 3. The Conbi ned

Message Sedyihe ubel'? Epctviic SEmitare tb teaCsmbihMEsaiy A2} 512.
a software |icense agreerrent to the Conbi ned Message

ient .5 t he soft icense
reenéhg&Pé’Ham%\eé?t i tha usi e ioin St g Q@%‘}mwessage
S|rrplyc "l e and tton on th
screen egvﬁf 382 8?0 ﬁ“@d’]‘?ﬁr nﬁagmﬁg@t@eﬂ@m thS ¥ger's Public
The Conmbined Message Client 511 wi|l create a ssa]g
Di gest ( Ylt‘éa“ arieats thq wsgridentityand otgin theaiserisdyigei Higest
descri pt |1% of .the software |icense agreenent using
t he hash-1heCombined Message Server 512 ensures that the user's License Digest
is identical to the vendor's License Digest, records the user's Electronic

Signature and the associated user's Public Key Set for the tracking purpose.

6. The Combined Message Server 512 encrypts the Product Digest with the
user's Public Key and provides (an Information Flow 522) the encrypted
Product Digest, as a License Key, to the Combined Message Client 511.
The Combined Message Server 512 records the License Key and the

associated user's Public Key Set for the tracking purpose.

7. If the computer software is properly designed, three major properties of the
License Key may be utilized: (a) only the person who owns a unique
Secret Key can decrypt the License Key (to use the computer software); (b)
the decrypted License Key, a Product Digest, can be used to certify a |

specific computer software (to license a specific computer software only);

46



function algorithmas same as that used by the vendor,
encrypt the user's License Digest with . the user's
Secret Key as the user's Electronic Signature. Then,
t he Conbi ned Message Client 511 provides (an

Informatign H ow, 521)..the user's, El ectroni.c Si gnhatur

Lo the: cotli GLie padbale Bty enste U i Gt sifrare
the user's Electronjc. Signature, .the i ned Message
Server 513 I’G’EEW‘EAE 3'8508 0§ ?’Efkéffl’liogﬁirrgo@i 9 rfiggigh computer
wWth the user's Public Key to authenticate the user's

i dent ity fwasferths ufilzation af the propertiasel adiigase Key iFrheyond the
Conmbi ned Message Server 512 ensures that the user's

Li cense Dicges ot thes pregent tinveation ovhithe onlzrfdouses ohj the nuethod of
Di gest, records the user's Electronic Signature and

" the associreatiod sesherLisenPeiBky.c Key Set for the tracking
pur pose. 6. The Conbi ned Message Server 512 encrypts

pr ovi o8- feen TOREe Mblintolrs i 85l it B e amtges of
B HhonBERon 1% Seofind SR die Bt SaEpIE A gicat o
Pt et <t T HEF ¢PRRYF Go D deaiety. Sqe oo major
conputer software is properly designed, three ngjor

pr gggi

ELYCf the License Key may be utilized: (a)
only the person who owns a uni que Secret Key can

decrypt. t1R tdndensowsCihe(dopuie sbit@are QBTBY @ktributed freely, for
software); (b) the decrypted License Key, a Product

Di gest, GaEmPR, Ue6Eb QiseBilokd ¥r AmoP Gt © FRAIRUHRS vendor's
software (to license a specific conputer software

only);  4Goapttet Workibg, RO ool @Y 168MeP®yUSRfhe! License Keys,
ensure that the conputér software 1is no%’ tam%erecrl

(Vi rus- praolh Gy Racksikn LA k@:ps&eqdikﬁfémg&' er
software for thjé utilization 3619 the properti g%e(gé?ééa'

Li cense Key is beyond the sgoge of the present

i nvent Porlf AAYQSR ipfsingest e woryishh apch distyibpiss dhapeomputer software

with a Secret Key for decrypting the License Key, the registered licensee
of the License Key can be tracked down since the licensee is the only

person keeping the Secret Key that is even unknown to the vendor.

FIG. 6 shows another alternative embodiment of the present invention in terms
of the management of Security Keys involving a third-party server. For example, a
buyer intends to use an electronic paying account to pay for merchandise to an
electronic shop. Combined Message Server 512 is a Host Computer providing
services of electronic paying account. Service Message Server 614 is a Host
Computer providing services of electronic shopping to the public. Combined Message _

Client 511 is a Local Computer or Communication Apparatus that a user uses to
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creating such a License Key. Based on the above
description, it is obvious that there are nany
advant ages of the present invention for creating a
Li cense Key that nmay uni quely authenticate a user's
identit nd..certify .the .conpujer t e content.
s s Conli e MERE SePter 392 WD Syt s i account
al I, the conputer software to be distributed freely,
£ O¥ith: Hba Asralsoruspe g i oEnbdterMerease Clisht SR gommwRisatoptih the
reduce the vendor's conputer workload, yet controls
t heryipeMgssage $a7ver &d 4 fos guichasingsaerphapdises. whi ch only have
smal|l data sizes, on an El ectronic Message System 2.
|t anyqig pididat Bﬁﬁénalgih% PuBRY.55A41 ird] IR i

th a Secret %)?QP g?ﬁgg@?g%ﬁ?%ﬁé?anng,

conputer software w

e o R L ARG e o

cense y can I nce rce
t . r keepi.n he,Secret,..Ke hat jSs even
B et FAEE R ER R I e Bl e 1. Uy

R S
1308 G B N g S DL s 650 8o xplained i the

mer chandi se to an el ectronic shop. Conbined Message
sdevreptien 21 G, Jodpd dsmmanagenispbof diublic Kesr Prisededfeen the

el ectroni ¢ payi hg account. Service Message Server 614

i CoppbigsdiMe SHE sl the Peyvise Meswage Serverd1d ds identicel to the
shopping to the public. Conbined Message Cient 511

i $a% hebresn aconpratMessage Sepishndi cRestioationpyiessageForvehwhengver a
user uses to 47 comuni cate with the Conbi ned Message
Sepwertianin mgkp ahexplidnedde despaptionef BEEdunt  with. The

user al so uses the Conbi ned Message Client 511 to

commuNiTGALE Al ' : ' r 614 for
purchas%%g nerch§%%ﬁ§§§Eﬁ¥%§&#g? %%gﬂg?aﬁﬁﬁéging

Public-Secret Key Pairs including initial generating,
Whenever a user uses a Combined Message Client 511 to log on a

Combined Message Server 512 that administrates an electronic paying
~ account of the user, in addition to providing (en Information Flow 522) the
Public Key Set of the Combined Message Server 512 to the Combined
Message Client 511 as explained in the description of FIG. 5, the
Combined Message Server 512 also provides (an Information Flow 522)

its Registered Domain Name to the Combined Message Client 511.

2. When the user uses the Combined Message Client 511 to establish a
connection to a Service Message Server 614 that provides services of
electronic shopping to the public, the Service Message Server 614 provides

its Public Key Set (an Information Flow 633) to the Combined Message
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regenerating, maintaining, updating, providing,

obtai ning, and certifying the Public ~Keys are
identical to those explained in the description of

FIG 1. More specifically, the managenent of .
Publ i c-Secret Key Pairs between the Conbi ned Message
Cient 53Henhfbl.t he Combi ned Message Server 512 is
identical to the case as explained in the description

o FL.Ca- TN a0 (BASSPRRO b BUOME: Kk Bt Messge
Ser vi 614 is i.dentical.tg the. ,
ot voon & PR STHStEL B abbud G b B REiAES Domain
expt ar med T BE B p o MeSRRCS ey R, MeBAGaER o the users
steps for_such an agtpél ication are as follows: 1.

Wienever BPEAFCOUELELCH Conbi ned Message Cient 511 to
log on a Conbined Message Server 512 that

adni ni gf refeeSodbined GéskApRi CLIRRYS I Jore@6C @UNkssBfe st of the
user, in addition to providing (an Informtion Fl ow

522) the pubipbdd Srakevsisels RishiiRh&P Aonaith, Mad Sage t
Server 512 to the Conl‘%?ned Nbss}aggr% ient 511 as o the

expl ai nedyikdadeBiod8S & LPEHIRRAL SiiRure wit fhe lgglr@ﬁ{bg%v Key

Message Server 5I2 also provides {Tan I'nfornation

522) it §Be95]iEne @9,% t gﬁgﬁ )
Message Cfignt %11.92. Eﬁﬂsﬁg%ﬁggﬁ%DQSS e§1 ?ﬁﬁﬂﬂ?ltm
Message ' ' echlon to a .
Servi oo rReTak withe bikofigh Yhicl 30 FnplfMALED e rcRigion, e
el ectronigc _sh [4N h ubl 4.c.. the, Service ssage.
Server 61 pr%g]i? égegugc??sé (%S%I %IIHKE?/ v { dRpresent the Hginal
I nf or mat i Fl ow, 633) .0 the | ned. Message 48

Cient 5PLcH&e %eéwﬁ%e e%?’dggggél’é@}“%&ﬁﬂ?%ﬁ?ase or der,
which is an El ectronic Message containing ordered

i tem &ndbeCoolbined Meesize (liket SRe giil taadedlyldhossen SchidiEK ey of

.of the Conmbi ned Message Server 512, identification of

t he user Psivate Key Cryptography, and encrypt the signed purchase order with the
chosen Session Key using Private Key Cryptography. To simplify the
following description, the term “encrypted and signed purchase order” will

be used to represent the signed purchase order afier encryption.

6. The Combined Message Client 511 encrypts the Session Key with the
Public Key of the Service Message Server 614 using Public Key
Cryptography. The encrypted and signed purchase order and the encrypted

Session Key result in an uploading Electronic Message.

7. The Combined Message Client 511 submits (an Information Flow 634) the

uploading Electronic Message to the Service Message Server 614,

8. Upon receipt of the Electronic Message from the Combined Message

49




payi ng account, etc. 4. The Conbi ned Message d i ent

511 creates a Message Digest of the purchase order

usi ng a hash-function algorithm and then encrypts the
Message Digest, as an Electronic Signature, with the
user's Secret Key wusing Publi.c Key Cryptography. The
user's El &bentdAilcthSbgnint Message Serviaetl4alppepid dek énorypled Session
purchase order. To sinplify the foll ow ng description,

the ternKegivngthettle SeereiBsgeofahe BervicaiMdssdpe Sese66101t0 obtain the
represent the original purchase order with the

appended Ebksphmwyi c Signature. 5. The Conbi ned Message
Client 511 will randomy choose a Session Key of

Private K ypt ography, and encrypt the signed i
pur cha gﬁﬁgﬂr‘aﬁ’q THE® VL Pl dsdesyrsh the pnergptad and signed

“Private Key Cryptography. To si Iif%/ the follown

descri pt i Bfchasp ordes yih g‘w&efﬁ%gipeang taing tesd Pyrohash asder in an
order”™ will be used to represent the signed purchase
order af t sidegstandghie fosmat ad thRHseSdibiteis Sgssage C i ent
511 encrypts the Session Key with the Public Key of

the S ' . ' i.C..K .
Oyt oot $5REReAEE Wheed NN R ER Y e Gombined
dth ' . in. | padi .
Bt ey DR 895U SN 580 Pkl Bibpins
bm t | td I 63 th I [ .
Bl oot r on iisBd SETB S0 The Qb Mesigh st BB yiftng ppmbined

8. U i pt ,of t El ect ic Me fr t.h
Cont ned. HEBE) s’ s BHSHERR Bl SRRPR ik e
S 614 d ts t ted S ' Ki i th

oo Secr etk HP Bk DL, BB ARl Ao s
obtain the Sessiaon Key, 9. The Service Message Server
614 decr ylg?sém?tﬁ)él l\gﬁse?%;rﬁeé\a:r %ﬁpggr&ﬂ%me description of FIG. 1.

11. The Service Message Server 614 provides (an Information Flow 631) the
identification of the user's paying account to request for the user's Public

Key.

12. The Combined Message Server 512 identifies the user's Public Key
corresponding to the identification of the user's paying account, encrypts
the user's Public Key Set with the Secret Key of the Combined Message
Server 512, and provides (an Information Flow 632) the encrypted user's

Public Key Set to the Service Message Server 614.

13. The Service Message Server 614 decrypts the encrypted user's Public Key
Set with the Public Key of the Combined Message Server 512 to obtain the

uset's Public Key Set.

14. The Service Message Server 614 decrypts the user's Electronic Signature
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purchase order wth the Session Key, obtains the

purchase order in an understandable format and the
user's Electronic Signature. 10. The Service Message
Server 614 establishes a connection to the Conbi ned
Message Server 512 using the Registered Domain Nanme of
the Corbi Fih theysedsybliskiey i susheptionty e errsiidentiasszagesin the
Server 614 and the Conbined Message Server 512

aut hent i chiegsagaligestof he osigingepnrehage ardet. updat e each
other's Public Key Set as sane as between a Source

Message sSekd §ryidh Hels LA YL 1513

expl ai negﬂlin t he gsé?%%%@gfngﬁ}%@i?@%gfﬁ%ﬁaege]ﬂgeSt of the
Service @gﬂ% rver..614 provides (an Information

FI ow 6319@?ﬁe |u§°glﬁ ei(’fr(lieg'ati on of the user's paying
account to request for the user's Public Key. 12. The
Conbi ndd. Mebstdke SenvicerM&hfpei Skevdri 614 eshsiiree thas €lic Bvo Message
Public Key corresponding to the identification of the

user's pabigegs aeddutital aethe eetfification BEthe efchase Brfel.i ¢ Key
Set with-the Secret Key of the Conbi ned Message

Server 512, and provides (an | nfornpatiqon Fl ow 632) the
encr yppgﬁe%u% lrdles%ol’ﬂﬁ GFﬁc’é‘pé@&v meny afig;?lP adxpnfageg of ‘the present
Message Server. 614. 13. The Service Message Server 614

d &RV ?%QGQH‘EPW"@&O%@ the apsaplages 4@y  Set with the
Public Key of the Conbi ned Message Server 512 to

obt ai n 1t Momuhe el ebtrblid kshdp'sKdint It view, Athe TRG'sIBHYrOFidentity is
Message Server 614 decrypts the user's Electronic

Si gnat ur euffntidatdd dndethe $BFchde M i€ Kol Qsing the user's Secret
authenticate the user's identity and obtain ghe

Message Xgemht RfoniPendlid @ BRlusBURBRRS., q{odﬁﬁﬁr\% 120 ulDGther

Servi ce Message Server 614 newy generates a ssage

Di gest  ofpebfies phifeehcb6isht BY 5iENRREviRE A€ hecount identification such as

a credit account number, and the true user cannot deny the purchase order

later.

2. From the user's point of view, unlike some credit account holders
concerned about the possibilities of being overcharged or recharged again
by some dishonest sellers after the credit account number is given, not only
the payment terms should be certified by a Secret Key that is only known
to the user, but also the user can regenerate a new Public-Secret Key Pair

and recall the old one after the transaction is completed.

3. The service provider, which administrates the paying account, is the most
authoritative party to provide the Public Key of its account holder to the

public.

4. The service provider of the paying account, which is liable for providing
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16. At last, the Service Message Server 614 ensures

that the two Message Digests are identical as the

certification of the purchase order. Based on the

above description, many additional advantages of the

present invention become obvious and some of the _

advant agethe #pe’s Pybligkgpniorthepublliecan ba fracksd dpws bpssil 9n aghique

view, the user's (buyer's) identity is authenticated

and the pUpwhiasNaoediegiitered dyt thei emtvios ipngyvidérewill equtlpritative

Secret Key that is only known to the user. Therefore,

no for gerorgamzatiess.ot her peopl e' s payi ng account by

just knowi ng the account identification such as a

credit ,account, .nunper, and the true user. cannot .de .

Che purldR BEaiol RS oroBiSs & Wi i1 HERG 67 A8Rispp Blegrontc

vik}\gw I\#nl i ke sogel. credit account hol Sers. concer ned

addtt Naesdaa B e TR T5euseARReh vaf cRaPpEY e management of

recharged again by so ishonest sellers after the

créﬂwgag@}ﬁ it SrPR% SY]V]Qn thep, gpovgn (dgscriptien FapisEyr many

ternms_shoul d be certified by a Secret Key that is only

k iggificatigns, hesgswpuldpiat by sestrprpd o Emitations: ey direpegpe of the

new Public-Secret Key Pair and recall the old one

afipegntiphduf Fathes 26 vp sRemelificghen ef praferrsd embedimenty jtiseof. Many

provi der, which adm nistrates the paying account, is

t gharyatiations eteqrossiblei Kar epamrly, f aegpsowy el whie sEffibientcpower of

Key of its account holder to the public. 4. The

s epypoter fstevi, derpreknttiteenpayinagbaeed dortthe ivylakentaion of a video

liable for providing 51 the user's Public Key to the

pubhierence dor neltipica ekerdead owith Bagepted Electionic ginteracBoerd é3sages

Nane Regi stered by the service provider with

aubhiainirigatity Bnaged, gadib zalidecind videh ¢hap balgehd indRiduel R &lipient can

provi des a system and nethod for delivering Electronic
decrypt the encrypted Electronic Interactive Messages with each Secret Key

separately.

It will be apparent to those skilled in the art that various modifications and
variations can be made to the present invention without departing from the scope or
spirit of the invention. In view of the foregoing, it is infended that the present
invention cover modifications and variations of this invention provided they fall

within the scope of the invention and its equivalent.
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Mai | Message in a deliver-upon-request manner and an

i nproved nmanagenent of Security Keys of cryptography.

Wil e the above description contains nmany

speci fications, these should not be construed as

limtations on the scope of the invention, but rather

as an exenplification of pf&#dMSed enbodi ments t her eof
Many other variations are possible. For exanple, if

neWbsaidaelyimedds:wi t h sufficient power of conputer

system the present invention may be used for the

i nipl enemimethodnf déliseriug de olectomrd maik meesage fromud sanding party to a

attendees with encrypted Electronic Interactive
Massagdagpartoodngprisingg t ext, i mages, audi o, voice and

video that only the individual Recipient can decrypt

t he encgeyate dnElRGidrodcbver Ntditagh Vol baa@aafonhition of the

each Secret Key separately. It wll be apparent to

t h9&@rofik inkdilGfkesbdpe bl ehedehdit Nty e HHeQbE iR Mttycat i ons

and variations can be nmade to the present 1nvention

Wi t hout..depard e i@ bRRRE RB, LrequiRidrintailontel€containing
invention. In view of the foregoing, It is Intended

t o j ' r Lfia6atd o
NttrdcRéns erc%ﬁ?%ﬁ' ty'thé ?édeﬂrﬂl#%%r to gﬂ?% Egnﬁg% 4agcplsif #Hedeceiving

variations o s’inventio Vi ded t

Wi _t_hi J f _the invention and its equival ent.
Sf%%kgﬁbgﬁgﬁggﬁﬁg&é?gined is: 1. A nethod of _
delive rnlasrﬁgntﬁr?% oltﬁeC Ltealge%{-%or-naalﬂl-co%fci? QI tlferei%rg]tro & Iengﬂ Inpegsage by
party to a receiving party, conprising: sending an
i ntend-to-deljver caontaining sone basic information of
tﬂﬁﬁs%yﬁ%g?%%#ég P?wﬁ%§§g@e by the sending party to
the receiving party; responding to the
intend-to-deliver with a request-for-mail-content
cont ai ni.n instructions of delivery by the receivin
party t G?Wéh‘i’}‘e?frdﬁ?ﬂ&i at hgehvt the prociviedieyy (g0 3 7 f‘i?e“’glg the
determ nes _to do so; and._ .

electronic mail message by not sending the request-for-mail-content.

3. The method of claim 1, whereby the sending party can be identified as the

source of the electronic mail message.

4. The method of Claim 1 further comprising:

providing a public key of public key cryptography by the receiving party to the
sending party upon receipt of the intend-to-deliver;

providing authentication information, which is a series of data codes encrypted
with a secret key associated with the public key, by the receiving party to the sending
party when sending the request-for-mail-content;

decrypting the authentication information with a public key, which is a
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responding to the request-for-mail-content with the

el ectronic nail nessage by the sending party to the
receiving party. 2. The nethod of Claim1l, whereby the
receiving party can avoid receiving the electronic

mai | ssage ,by not sending the i )

r SYERRY.- § teﬁafyrpmc@ﬁt HAED cansisting qfethRoRiblie kevaprvided by the
wher eby the sending party can be identified as the

s dapebeng parthanddy ssrce it Biemandingpasiygasiders tothectrusvdithg, by the
of Aaim1l further conprising: providing a public key
ofsepdibg batykuwpn teogipt offhaphlyentigation énfomgationj ang party to

the sending party upon receipt of the

i Nt end-respoutidhg twehe reguesifodtinmagl-@atehewith drtele@tronic mail message by
information, which is a series of data codes encrypted

Wi thé sendége paty keyndasmoadf alice deonfpiion tdTethe whiheatids@yn idf¥rmation
the receiving party to the sending party when sendi ng

t heicdeediest - f or-mai | -content; decrypting the

aut hentication information with a public key, which is

a 53 nenber selected fromthe group consisting of the
public key provided by the receiving party and a

SGHI Ce ThBFhethd¥CoSERME AIwWRBIDY tHORAEHS Eﬁr& ¥oR& respond with the

trustworthy, by the sending party upon Teceipt 0

auh Q60kik C Akl 0 OgeL | Oy f N icati

request-for- rrgllefs-g or;[?g%]t W' t %H{gﬁse%zefg)gﬂyo |0té'ﬂ|§r§aﬁ%ﬂwnucauon
. ' i ly if the

aazpaRcine BRECARNG ARE L R RY, on

succeeds. 5. The nethod of C aim4, whereby the

sending party won't respond with the electronic nai

sage, t0.a. .party unless.the rty proyvides
ot nont RIRaRR hheliPh 20Pc NErE R0 hePLah BTG Koo vypespety.
dec&¥gt successfully. 6. A nethod of nanagi ng
pdﬂ ?¥8&cr et key pairs of public key cryptography,

conpri si ng: . .
P asmﬁnng a unique name to a host computer that administrates an account of a

user, wherein the unique name is registered with authoritative organizations and can
be used to establish a connection to the host computer over communication networks;

certifying a public key of the user by the host computer using an account
password of the user; and

providing the public key of the user to the public by the host computer.
7. The method of Claim 6, whereby the host computer, which administrates the
account of the user, is the most authoritative party to provide the public key to the

public.

8. The method of Claim 6, whereby the public key is certified by the host
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assigning a unique nane to a host conputer that
adm ni strates an account of a wuser, wherein the
uni que nane is registered with authoritative
organi zations and can be used to establish a
connection to-the host conputer over comrunication
ne¢amenes that isrthe mostaytharifetivg pastyke progide threpubie keyblp themblic.
host conputer using an account password of the user;
and providing the public key of the user to the public
by the host conputer. 7. The nethod of C aim 6,
whr ebyThehmethod tofoClaim toe rwhevddy cthe ddei corsputa] @hidhh liable for
account of the user, is the nost authoritative party
t oprpviditigdige pubéic Resbioitke idYic,can bO@ackpd Bbw £ if n8eesSdie
met hod of Claim6, whereby the public key is certified
- by the host 54 conputer that is the nost authoritative
party to provide the public key to the public. 9. The

od : : r _ PN _
P?Iadgl e ?%rlgﬁé od\%fg?lﬁgbghvg%eﬁ gpﬁéﬁ@{/ngt o téﬁtg%nlﬁ QW%@%C% blic
b j : : [
o oy iy o e r BRERISEIK s 128 st B buftinckt @ oorm,

Key Sis Uhﬁégﬁ%@?ﬁﬁiﬁgﬁﬁhmg@uﬁﬂpossib'e for a few

centrallze ers'to perform is distributed
to a plurality of host conputers. 11. The nethod of
Cl aim6, whereby the host conmputer only needs to

T BB o B %, 5 T RGO SRS s
wh b le d t d intajn oth | e'
EFRLGBITRL G Sughe SRS A TRl piler peopl s

peopl e's public keys can be obtained fromreachabl e

host conputers all the tine. 14. The nethod of C aim

6, further conprising: encrﬁgting t he public key of
t - userhevingthod of dclpidy Ok &petspy tasaplRodt nelopgRd: By mgiptain other

people’s public keys.

13.  The method of Claim 6, whereby people’s public keys can be obtained from

reachable host computers all the time.

14, The method of Claim 6, further comprising:

encrypting the public key of the user with a secret key of the host computer by
the host computer;

obtaining the public key of the host computer by connecting to the host
computer or from an authoritative organization that the host computer is registered
with by a requester querying for the public key of the user; and

decrypting the encrypted public key of the user with the public key of the host
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the host conputer; obtaining the public key of the
host conputer by connecting to the host conputer or
froman authoritative organi zation that the host
conputer is registered wth by a requester querying
for the gublic key of the user; and decrypting the
erkompytes iy fgiiequestley of the user with the public key
of the host 55 conputer by the requester. 15. The

nmet hod of Cl aim 14, whereby the requester can ensure
that the public key of the user is legitimte by
autthentTheatdthug dfit@aiindiely tihtigbp thetrbmelkteséan eospeithat the poblic key
The nmethod of Claim@6, further conprising: recording a
K ef threuser id ldgitindte PRavaiesl ties idublty 6£ thehsse tods@iterpal I,
whi ch consists of a public key and a secret key of

~ public key cryptography, is generated initially or
regenerated |l ater by the user; reporting a public key

sefs, White incRA% Blam), fidbtQnifislhgy of the user and an
associ ated key generafing time, by the user to the

host CQEEBHEI% 2\ n%é%%ti@ RHR! W fenc$&CL %ﬁbllﬁ:g%c P:k%y %él)rf which

the user 1s genera certifying the new pu

lihlfs 120 0 B0 SO 1 MNETSY Ry . g

publi e t . af e user by the host conputer to the
pﬁg#?@¥5%§%§§%F§#%%ﬂH‘F e lUser by the host conputer

bout t of. i di | i K t th
oer 1 S tBic i Se bRk oF b5t ofchs i and an
o b0y SEpc SRR nE aiba e X s BRcioHBeE e maubtc
assocj at ed, §§¥ enerating.tine, with a |ast secret
g 3.1 eéhscgmerate ;

K S§TBey RaT
certifying the new public key of the user by the host computer whenever a new
public key set is reported;
providing a most updated public key set of the user by the host computer to the
public; and
informing the user by the host computer about an event of providing a public

key set of the user to a requesting party.
17.  The method of Claim 16, where the reporting comprises:

encrypting the public key set, which contains the public key and the associated
key generating time, with a last secret key of the user; and

providing the encrypted public key set to the host computer.

18.  The method of Claim 16, where the certifying comprises:
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providing the encrypted public key set to the host
conputer. 18. The nethod of C aim 16, where the
certifying conprises: 56 decrypting an encrypted
public key set, this is reported by the user, with a

| ast public.key of the user. 19. The neth of Caim

16 whelRat PSS s pIRa PLB B et b 0 BB o T sy Wi a last
gen%@g&in i%ime, which is associated with the public

keBH ey%ﬁ ¥P¥ed to the requesting party, to the user

by the host: conputer. 20. The nethod of C aim 16,

wher eby the user nay regenerate a new public-secret

key pair whenever needed and recall an old

pué-i c - Hheanathodd\Clgimi 16, where et informingledmpyises] i c- secr et

key pair will becone obsol ete before a convict can

possi blproddisg ntlkeyreabeating timg whidthis asstchuxsl with Eegiublid Bey set
whereby the user can identify an appropriate secret

k egrovided @ tixergueastingpaniyeioshd ixat byhs hast asthpderbef ore a
public-secret key pair is regenerated. 22. The nethod

of claim®6, further conprising: providing the unique

name of the host conputer to the user by the host

carput efhe nididdi dOMImt 1B wHE BB e DT RhaRebeARaRGGRW Hublic-secret
identification to a third-party host conputer by the

USIRly; pafORR@eTdrNEed@ fdCreBAS hn SRIMPWIRse@¥ Ld)Spair so that the old
third-party host conputer; and obtaining the public

k - ir . 0. 0 . ] i ate
i ebﬁé sdchk® kb Biir willb&oins ﬁs%‘ié%@b&%&% wnfv{gty &a{ﬂﬁwg@s‘flﬁ9ﬂmntegrt

ntification, fromthe host conputer
third-party host conputer. 57 23. The nethod of claim
22, whereby a third-party host conputer can obtain a

21.  The method of Claim 16, whereby the user can identify an appropriate secret
key for a pending process that was started before a public-secret key pair is

regenerated.

22.  The method of claim 6, further comprising:

providing the unique name of the host computer to the user by the host
computer;

providing the unique name and an account identification to a third-party host
computer by the user; |

connecting to the host computer by the third-party host computer; and

obtaining the public key of the user, this is associated with the account

identification, from the host computer by the third-party host computer.
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person's public key froma host conputer that

~adm ni strates an account of the person. 24. The net hod

of claim6, further conprising: requiring the user to
encrypt- information with the secret key of the user
before sending the information to the host conputer;

an®B- decthgpmethed phelam @Ry pherddy afthirdrpariyohoshicothputérecan obtain a
public key of the user by the host conputer. 25. The
mepdnsd’sqfubli¢ kéynfrau 2 hodepmprytet thet ddoddisteateyan taedoustat the person.
authenticate the identity of the user and ensure that
the information has not been tanpered. 26. The nethod

of claim 16, further conprising: requiring the user to
enyy. y ptThemiediouaifichiin 6} fubthér JdRptisidpdat ed secret key of

the wuser before sending the information to the host

conput gequidi}Ehé 8§ YPérchght ITSnRReh With 95k ée@(e?ﬁ%f A 5er before

with a public key associated with the npst update

seehdihe ¥R n®Bimdg t@ﬁl%omeoﬁlbaemﬁa conputer. 27. The
met hod” of claim 26, whereby thé host conputer can

aut hentg &%&gt € enb &' Igém?art Bhﬁthutsn mﬁﬂ?k&ﬁﬁ%@ ugtle}q}y the

the info tion has en anpere

p et key palr of the user is regenerated as
q?%kﬁggﬁﬁéeded 28. The nethod of claim®6, further

conprising: encrypting information with a public key
of the user by the host conputer; providing the

r d he. user by the host
ot %‘fsg? %‘Hﬁ ’-'F‘r oFRE ths Pt rmater Bt apfhgnticate the
|nfo tion &Eﬂghe secret k of the user
ﬁ?ﬁﬁ%{ %ﬂ?ﬁe?% CHSPTR AL  ApdPraadion bes Ak Bfendamperedae
user is authorized to perform 29. The nethod of claim

28, mhereby the further action can be perforned by the
user only The. met hod of claim 28, whereby the

usr cgheﬁ@ﬂPﬂQER%ﬁnH@JWFR#‘W@Rﬂ*W&ther

requiring the user to encrypt information with a most updated secret key of the
-user before sending the information to the host computer; and
decrypting the encrypted information with a public key associated with the

most updated secret key of the user by the host computer.

27, The method of claim 26, whereby the host computer can authenticate the
identity of the user and ensure that the information has not been tampered while the

public-secret key pair of the user is regenerated as often as needed.
28.  The method of claim 6, further comprising:

encrypting information with a public key of the user by the host computer;

providing the encrypted information to the user by the host computer; and
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action is performed by an unauthorized party. 59

requiring the user to decrypt the encrypted information with the secret key of

the user prior to performing a further action that only the user is authorized to perform.

29.  The method of claim 28, whereby the further action can be performed by the

user only.

30.  The method of claim 28, whereby the user can be tracked down if the further

action is performed by an unauthorized party.
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