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APPARATUS AND METHOD FOR SECURE COMMUNI CATI ON

"BASED ON CHANNEL CHARACTERI STI CS T

BACKGROUND 5WO97M9213  app|jcants' invention relates to appAFRUSEas

nmet hods for communi cating I nformati on securely, which is to say with
reduced susceptibility to eavesdropping, t hrough conmuni cati on |inks,
such as tel ephone lines, that have either Hon- r eci procal or

reci procal characteristics. The wi despread need for secure

orocal . | . I : o
Lransactions are.rout Ahiﬁ%ﬁgﬁpﬁiﬁ%ﬁ§%@”ﬁ@ﬁﬁ% o
and nmany ot her exanples, it BASEDONGHANNEL CHARAGHERISEICS)ns of

I nformation arc conducted with al nost perfect secrecy, despite
potential eavesdroppers' having access BACKGROUND' "9 I nformati on signals.
One way of providing security is to encryplt( the conmuni cated i nformation 15
accordi ng toSsone sy sipplicdnishinvertion neatestorapparatg amdnicthodssidy ecommunhioatinge .

Sever al enc t1on metho have been descr,i bed i.n.the literature,
such as the dat é“féﬁg?tipﬂtﬁeﬁﬁely’ which §tt%1?ﬂ¥a‘?"g1 {c&@}’ SUFEP 1Q cq¥gsropping,
cryptography (PlfghugiSorfimhiedtidf finks) sith aPdidphdné&lined! that have either non-reciprocal or
reciprocal characteristics.
The widespread need for secure communication systems is apparent. As just one
10  example, financial transactions are routinely conducted through telephone lines. In this
and many other examples, it is critical that the communications of information arc
conducted with almost perfect secrecy, despite potential eavesdroppers' having access to
strong information signals.
One way of providing security is to encrypt the communicated information
15  according to some system that the users have agreed in advance to use. Several
encryption methods have been described in the literature, such as the data encryption
standard (DES) and public key cryptography (PKC). As explained in W. Diffie et al.,
"Privacy and Authentication: An Introduction to Cryptography", Proc. IEEE vol. 67, pp.
397-427 (Mar. 1979), a classical cryptographic system is in general a set of instructions.
20  a piece of hardware, or a computer program that can convert plaintext (unencrypted
information) to ciphertext, or vice versa, in a variety of ways, one of which is selected by
a specific key that is known to the users but is képt secret from others. The DES is a
classical cryptographic system.
Popular PKC systems make use of the fact that finding large prime numbers is
25  computationally easy but factoring the products of two large prime numbers is
computationally difficult. PKC systems have an advantage over other cryptographic
systems like the DES in that a PKC system uses a key for decryption that is different
from the key for encryption. Th.as, a PKC user's encryption key can be published for use
by others, and the difficulty of securely distributing keys is avoided. See,e.g.,R.1.
30 Rivestetal, "A Method of Obtaining Digital Signatures and Public-Key Cryptosystems”,
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First Ten Unfortunately, it is often the case that two users (two police officers, for instance)
have not agreed in advance to share a secret key. This makes secure real-time
communication impossible via a classical cryptographic system and even via a PKC
system, which requires a user to generate a pseudo-random quantity. Moreover, popular

10  PKC systems are unprovably secure, and suffer from severe requirements in
computational complexity and amount of information that must be exchanged. As new
ways of attacking PKC systems are mounted, PKC systems will retreat to ever longer
exchange vectors (in effect, larger prime numbers) and ever more complex computations.
As 2 result, classical and PKC cryptographic systems are less than ideal for many

15 communication situations. '

Besides providing for security, much effort is expended to overcome the
inevitable transmission errors thag afflict communication systems, errors that can have
dire consequences in a digital communication system. One way of dealing with such
errors is to use error-correction codes that reduce the probability of bit errors at the

20 receiver. For example, analog information to be transmitted is converted into digital
information, which is then transformed according to a block error-correction code. As
pointed out in D. Calcutt et al., Satellite Communications: Principles and Applications
pp. 136-161, the process of coding packages the bits that contain information to be
transmitted with other bits, sometimes called "redundant bits" because they contain no

25  information, that can assist in the detection and correcﬁon of errors.

Many modern digital communication systems employ such efror-correction
schemes, including such cellular radio systems as the North American digital advanced

mobile phone service (D-AMPS), some of the characteristics of which are specified by



Years of -Public-Key Cryptography", Proc |EEE vol. 76, pp. 560-577 ( My
1988)". For either a classical or PKC system the security of a
nessage i s dependent to a great extent on the length of the key, as
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i ncludi ng such cellular radio systens as the North American digital

advanced r@epbes 3pniY. service (D AWPS), some of the characteristics
of which ar G sSPecl fi %{hg}yapproaches to communication use systems called code division

multiplexing (CDM) and code division multiple access (CDMA). In a conventional
CDMA system, a digital information sequence to be communicated is spread, or mapped,
into a longer digital sequence by combining the information sequence with a spreading
sequence. As a result, one or more bits of the information sequence are represented by a

20 sequence of N "chip" values. In one form of this process, called "direct spreading"”, each
spread symbol is essentially the product of an information symbol and the spreading
sequence. In a second form of spreading called "indi;e'ct spreading", the different
possible information symbols are replaced by differeﬁt, not necessarily related, spreading
sequences. It will be understood that the information symbols may be produced by

25  preceding stages of channel coding and/or spreading.: Various aspects of conventional
CDMA communications are described in K. Gilhousen et al., "On the Capacity of a
Cellular CDMA System," IEEEImns._!Leh_Iecth vol. 40, pp. 303-312 (May 1991);
and the following U.S. patent docume_r'lts':ﬁiU.S. P_ateﬁt# No. 5,151,919 to Dent; and
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the 1S-54-B and 1S-136 standards published by the El ectronic Industries
Associ ation and Tel econmuni cations I ndustry Association (EIA/TIA), and
t he Eur opean WSSRIM4¥E em In such time-divisionPekushpieasaccess
(TDMA) systens, each radi o channel, or radio carrier frequency, is
divided into a series of tine slots, each of which contains a 5 bur st of
information froma data source, e.g., a digitally encoded portion of a

voi ce conversation. During each tinme slot, 324 bits may be
transmtted, of which the ngjor portion, 260 bits, is due to the

speech out put ofiN 5353352 ﬂﬁbaderal(;ﬁmﬁﬁﬁ.PaieﬁlCquﬁcﬁl%nWé.%/lSS,SSﬂH!%dt0
error-correction codLQ'%}of t he speech output. The remaining bits are used

for guard fYoye@ % head si gnaling for purposes such as _
synchroni zation. Control 10 information is sent in a simlar way. Tine
slot formats on a digital control channel according to the IS 136
standard are substantially the sane as tSEMMARM s used for digital

traffic changels under the | S 54- t andard, .but, new functjonalities arc
accorded to ?he n ?ﬁ“@'ﬁ‘a'écei% B‘Tilcgﬁr‘}ﬁt'"‘feht’% eharecienisticy,pfia pommuniqation: ¢

Application No. chinéPdre 66 b estatdlish and excﬁmg@l&%fgto'ﬁhé)hi’]&@?s_ witalmost perfect & her
approaches to c 2&%& Ql‘%sl.eocrl]lar%cs:t%risst%g tareer{lslc icnfgeldgncesc gf tﬁe gllla\rll;xesl Iag Qeen by the users,

i.e., the impedance viewed from a position A looking to a position B and the impedance
viewed from position B looking to position A. For a non-reciprocal channel, these

10 impedances are generally not identical. The keys can be established with computations
equivalent to a bounded distance decoding procedure, and the decoder used to establish a
key may be used for processing the subsequent data transmission.

Thus, compared to classical and PKC cryptographic systems, Applicants*

invention provides an alternative mechanism for establishing and sharing cryptographic

15 keys that depends on a physical process. With Applicants' system, there is no need for
each party to generate a pseudo-random quantity because the necessary randomness is
provided by the unpredictable variability of the communication channel itself. By using
a channel decodér, the probability of two users’ establishing the same secret key is close
to one, and the probability of an eavesdropper’s establishing the same key is essentially

20  zero. This is called "probabilistic secrecy”. Also, the number of possible keys is large
enough that finding the correct one by exhaustive search is impractical. This is called
“computational secfecy". Thesc probabilistic measures are different from the Shannon
measure of perfect secrecy.

In one aspect, Applicants' invention provides a method of establishing a key

25  sequence for secure communication through a communication channel between a first
transceiver and a second transceiver. This method comprises the steps of, in the first
transceiver, transmitting a first plurality of tones, each tone having a respective
predetermined frequency and a predetermined initial phase; and in the second

transceiver, receiving the first plurality of tones transmitted by the first transceiver and,
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No. 5,353, 352 to Deodndafansdeiverand U.S. Patent Application No. 08/ 155, 557

filed
This method further includes, in the first transceiver, the steps of determining

differences between the phases of pairs of the tones received; quantizing each difference
into a respective one of a plurality of phase decision values; and decoding a plurality of

10 the quantized differences into a key sequence according to a predetermined block code.
In a similar way, the second transceiver carries. out the steps of determining differcnces
between the phases of pairs of the tones received; quantizing each difference into a
respective one of a plurality of phase decision values; and decoding a plurality of the
quantized differcnces into a key sequence according to a predetermined block code.

15 In accordance with Applicants’ invention, the probability that the key sequences -
determined by the first and second transceivers are the same is substantially unity.

The method may further include, in each of the first and second transccivers, the
step of determining a magnitude of each of its respective plurality of tones, where the
magnitudes are used in the decoding step as soft information. Also, the method may

20  further include, in at least one of the first and second transceivers, the step of encrypting
information to be transmitted according to the key sequence; and in at least the other one
of the first and second transceivers, the step of decrypting encrypted transmitted
information according to the key sequence.

In another aspect of Applicants’ invention, a method of establishing a key

25  sequence for secure communication through a comn_iunication channel between a first
transceiver and a second transceiver includes the sieps of, in the first transceiver,
transmitting a first predetermined digital word including a plurality of bits; and in the
second transceiver, receiving the first predetermined digital word and transmitting the

received first predctennined digital word without substantial change back to the first
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In accordance with Applicants' invention, characteristics of a

comuni cati on channel are used to establish and exchange
cryptographi c keys with al nost perfect secrecy. These characteristics
are the i npe®W748213f t he channel as seen by the users, =~  PCTUSYN09348he

| npedance viewed froma position A looking to a position B and the

i npedance viewed fromposition B | ooking to position A For a
non-reci procal channel, these 10 inpedancés are generally not identical.
The keys can be established with conputations equi val ent to a bounded
di stance decodi ng procedure, and the decoder used to establish a key

may be used for trisO&iOsS Ths rhétRoSMRAAINAMes dit! stops RN MleSeEdHA transceiver
Thus, conpared to cl assical and PKC C;é(ﬁ igﬁa}raphl c systens, App | calits'

* 2 - ot . g - - .
i nventi on provi H&¥MERing psesond predetermipetdigitalwosd ingldingl a plurality ofbifs; and in the
cryptographic 1 o : j . yth..
Appl i cants' systﬁresﬁltrgﬂ?}ﬁé‘r,éerblﬁgmgfég ﬁ%&g«:@@ P %&Qﬁﬁiﬂ%@é@é@?@?%g}%&%wgg@%
pseudo- r andom greseivéd secoratpredetermined digitabworndywithontsubstantial change back totHeVvi ded
by the unpregi ctabl e vari.ability of the comrunication channel itself. By
usi ng cffs m&"dﬁder, the probability of two users' establishing
the same secret key Tig lﬁétﬁ_é&;in this mpe&%ﬂﬁﬁnvéﬂ@n?ﬁ}ﬁ:epwpﬁ% thk ki sot’;f, ﬁ:? e first
eavesdropper's establishing the sane key is essenti-ally 20 Z8r o’ ISTs
cal | ed "pr obabi iransegiverskard-degision dgcoding eanh of theiplwrality of bs inthe fikse peedéterntinedg e
enough that fingJ ' lLve . search s inmpractical.
This is called fighd M}géérir%{‘f% gp’ P%‘ﬁg s°§é“c":‘§§$&§‘; hagg@aﬁpﬂﬁé%ﬁsﬁﬁrgﬁfcés'%asures
are different fdeod¢dplualigrofdits into a keynsequenceaccbrdirgy to agiredetemined block code;
I n one aspegt, licants' inveqntiqn ovi des a_net hod of establishing a
key 25 se&tené@q’f‘é@e ?&%tﬁﬂ“&’m ceision dseasing ragh EBWWHFQJE.Y phbitsdn Henel
between a firstsecond pre&ét&ﬂﬁﬁ&';df?_fal WOl rBcchRA ﬁ\E@ﬁﬁQﬁh&fﬁfver;m&-ﬁlaﬁﬁﬁ@ﬁg
conprises the steps of, inthe first ~  transceiver, transmtting a
first pluralityhw®g-degisien decodedplprality afSits info the key gravencgaccording taghedet er ni ned

frequency and apﬁﬂ&ﬂﬂ{iﬁédﬂlmdcoh@.i“a' phase; and in the second :

The method may further include, in each of the first and second transceivers, the

15  step of determining a magnitude of each of the plurality of bits of its respective received
predetermined digijtal word, where the magnitudes are used in the mapping steps as soft
information.

In another aspect of Applicants’ invention, a method of establishing a key
sequence for secufej communication through a communication channel between a first

20 transceiver and a second transceiver includes the steps of, in the first transceiver,
transmitting a first predetermined digital word including a plurality of bits; and in the
second transceivc}, _;'cceiving the first predetermined digifal word transmitted by the first
transceiver, and n__:'a;n_smitting the received first predetermined digital word without
substantial changgjjgl.);ack to the first transceiver. The method further includes the steps of,

25  inthesecond tran's':cgiver,_ transmitting a second predetermined digital word including a
plurality of bits; and in the first transceiver, receiving the second predetermined digital
word transmitted 'l-iy;the second transceiver, and transmitting the received second

predetermined digit‘él word without substantial change back to the second transceiver.
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wi t hout substan‘%i a}l change,. transmitting the received first plurality of
tones back to YWR&M213 i st transceiver. In a sinilar way, PCRUSSEMS
transcei ver carries out the steps of transmtting a second plurality
of tones having respective predeterm ned frequencies and initial

phases, and in the first transceiver, receivi/ng the second plurality of
tones and, 5 wthout substantial change, transmtting the received
second plurality of tones back to the second transcei ver.

This method further i nkytheifisst trapsceiver, a phase of cagh oftbe plurality bEbitstaf|tie firt
det er.m ni ng ' : . . fo.pajrs of the fones
recei ved; quanti zP%gétée'g{clﬁ&Cd@ ?‘F@?}é’ﬁ%@‘&mﬁ%?\‘ﬁ%@%ﬂé@g‘é’&vﬁﬁ dtS‘ﬁBmBF‘Eei‘
plurality of phasdifiérentsbawesmndadlephasedetesisinaitind @ réspdtive phedetérrthed phase fshe
guanti zed di fferences,i n'go$ § sequence according to a predeterm ned

bl ock code. determined; ¢ ¢ 1§ gpantized inla awesppasive pyeof apipralibsof phaset he

steps of det ergn njgidh valRS S lurality of lﬁﬁtdﬂﬁxﬁ{ig& gi?fc%@e%ea?% g{ocogﬁtadl ihtd aey ! N€

tones received; quantizing each différence in e Ve B of a
plurality of phas¥quenst e¢condingtorpredesertined blntk codea Ip thersatdnidytranéceivier; a phase of

each of the plurality of bits of the second predetermined digital word received from the

first transceiver is determined; a difference between each phase determined and a
respective predetermined phase is determined; each difference is quantized into a
10 respective one of a plurality of phase decision values; and a plurality of the quantized
differences are decoded into the key sequence according to the predetermincd block
code,
This method may further include, in each of the first and second transceivers, the
step of determining a magnitude of each of the plurality of bits of its respective received
15  predetermined digital word, where the magnitades are used in the decoding steps as sofl
information. _ |
In various other aspects, Applicants' invention provides several apparatus for
establishing a key sequence for secure wireline communication between a first

transceiver and a second transceiver.

20
BRIEF DESCRIPTION OF THE DRAWINGS
Applicants' invention is described below in mote detail with reference to
embodiments th‘gt are given only by way of example at_id that are illustrated in the
accompanying drawings, in which: '
25 Fig. 1 is-a block diagram illustrating a communication system,

Fig. 2 is-a block diagram illustrating a communication system using a comb of
tones for establishing a key sequence;

Fig. 3 shows phase-space decision regions;



guanti zed differences into a key sequence according to a predeterm ned

bl ock code. 15 In accordance with Applicants' invention, the
probability that the key sequences determ ned by the first and second
transceivers are the sanme is.substantially unity. . The net hod
may further W@PIMRI3 in each of the first and second transc&CFaIS87/0%4%c
step of determ ning a nagnitude of each of its re ' ' of
tones, where the magni tudes are used in the dEHiSCSHIE@ S goft
information. Also, the method may 20  furt8rer inc] ude, RERLAGED east jone of
the first and second transceivers, the step of encryptTng I nformation
to be transmtted according to the key sequence; and in at |east the other
one of the fir gig. ansla block didgiamPsfaccomifunicatibnsysteiewsing pilde symtidls fog
encrypted transmtted i nformati on according to the key sequence.

I n anot her aspe&ttablishingakey spquence. nyention, a nethod of establishing a key
25 sequence for secure communi cation through a conmuni cati on channel

between a first transcei ver and a second transcei ver includes the
steps of, in the first transcei ver DETAILED DESMRIPTION a first

Cecond transdei ver, U0y FeuHE {oorien A she sonine O ifeod ento Satems. i
transnitting theyill be understéd bethoée skilledii ertirethat Appiicaitsyinventiondidy by dpplisd to
substanti al change back to the first . WD 97/49213 .
PCT/ US97/ 09348 other communication systems that use reciprocal or non-reciprocal communicagjion
channels. | _
As explained in Applicants’ U.S. Patent Application No. 08/376,144 filed on '
10 January 20, 1995, and U.S. Patent Application No. 08/555,968 filed on November 13,
1995, Applicants' invention provides methods and apparatus for establishing two
sequences, one at a transmitter and another at a receiver..such that with high probability
the two sequences f:fail within the same one of a plurality of "spheres”. Both of these U.S.
patent applications are 'incor-porated here by reference. The "spheres” are constructed by
15  t-sphere packing '-M“. vectors r into S spheres, where t is the Hamming radius, in an
n-dimensional ve'cfor space consisting of all vectors having elements that arc contained
in the Galois field GF(M = 2"), viz., all r = (1, Iy, ..., I,) where r, e GF(M =2"). (In this
description, vector-;'quantities, or sequences, are indicated by bold type and scalar
quantities and funétioﬁs are indicated by plain type.) The vectors in a sphere arc mapped
20 intoa representatiw)e consisting of the center of that sphere, and the set of S
representatives is i:c,, ¢y, .., ¢}. Each representative vector ¢; has a length n and can be
mapped into a binary vector k having a length mn, and the set of corresponding binary
vectors is K= {k,, k;, ..., Ks}. '
In accordance with Applicants’ invention, the transmitter and receiver establish,
25  with high probabii___i_ty, a common scgéxcx_\ce'-ki that is contained in the set K, and use the
sequence k; for sbftafa,_d_ing an informﬁjtip’n sequence com(hunicated from the transmitter to
the receiver. Since the probability lS %sﬁilbstantially Zero that an eavesdropper can
determine that éomﬁioh sequence k,secure communic_a;ion is also achieved - without

incorporating an extra encryption and Hecryption algoriihm to achieve cryptographic
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transcei ver. This nmethod further includes the steps of, in the second
transcei ver, transmtting a second predeterm ned digital word
including a plurality of bits; and in the first transceiver,
receiving the second predetermned digital word and transmtting the .
recei ved seconwomrasiser m ned digital word w thout substanti aFCRUIMEBWIDack
to the 5 second transcei ver. The nmethod in this aspect of
the invention further includes the steps of, in the first

transcei ver, hard-decision decodi ng each of ighe plurality of bits in the
first predeterm ned digital word received fromthe second

transcei ver; and nmapping the hard-decision decoded plurality of bits
into a key sequeng@wﬁgﬁ;ol;] IspRerdsQoRstRIcRidGh SESHdAREE WiPABPIFCAHS" invidition fHefbald the
t he second transceiver, hard--decision decoding each of the plurality of
bits in the peabability qfitketeansmitien's andyeggiver’s establishing sugh.agpmmoemsegience ks st

o the key coqubnBEnaR bR goral (R irkiial- AR AEER Raerke b Bid b e ' ©

The method may f uestsiishéscdiffeient sequepde ). af theRequendes iry, 2 fhllSEittam the same sphere,
transceivers, the 15 step of determ ning a nmagnitude of each of the

plurality of bpts thsy o mappsd inte thesame sequprcek in the set ¥y o et er ni ned digi t al
word, where the magnitudes are used in the nmappi hg steps as soft

i nformati on. I n anot her aspect of Applicants' invention, a
met hod of establ i SEQUENCKESTABLISHMENIence for secure conmmunication

t hrough a comuni cati o&ﬁ%han.el bet vveen.oa l'fi rst %Os trcansce{ vter q?xnd ?
second transceiver inc e ﬁgcglpgwglcgt'l n M“Pﬁ'e? PS5 AP COIMIRATERQNL anneis: a
transmtting a fi ichinnBl fosie b Erstiused udhanitted to\aGeebnd Disdr's déceiver aid & Bisdnhélyrond the
bits; and in the second transceiyver, receiving the first . .

pr edet er mi ned Qi giseeond wEsr's transptsrite thefirppyusensdeqeives; One can mﬂ?‘i“ﬁé’é"e‘i‘%ﬂ“’%
transmtting the r ﬂﬁq" i 45 g | '-
substanti al changeaqﬁlgdc t'oJl'ki}g{?‘aPés?t rad%ig@gsgifg t%#‘ee i\‘irr’g{rﬁgiéﬂr# Eﬁl\%%grcd by the
i ncl udes the st epdirsfand ggond users; Ahisssimplecanatio iscdspigted in Figa howhich sheysa first

second predeterm ned digital word i di plurality of bits;-and
~in the first tran?&gi“g@%fwof'g@éﬁr\#ﬁﬁpﬁgavggebg%@ar%‘r edeterm ned digital

These channels may or may not be reciprocal, which is to say that a channel

15  characteristic like impedance looking through the channel in one direction may or may
not have same value as that characteristic looking through the channel in the other
direction. As described in Applicants’ U.S. Application No. 08/376,144, a typical radio
channel used for mobile telephony is reciprocal when considered on a short time scale
because a channel characteristic like impedance is the same looking through the channel

20  in either direction, which is to say that signals propagating through the channel in either
direction undergo the same multipath effects. On the other hand, other communication

channels, such as wireline telephone channels, may not be reciprocal even on short time
scales for a number of reasons. In a packet-switched communication system, for
example, packets propagating through the channel in one direction generally take a path
25  that is different from the path taken by packets propagating in the other direction.
For such a non-reciprocal channel, the impedance of the channel looking from A
to B (call it Z,;), the impedance of the channel looking from B to A (call it Z,,), and the
impedances Z,;;, Z;, of the AE channel are all different and may vary with time. In other

words, the channels are not reciprocal, which is in contrast to other kinds of



word transmtted by the second transceiver, and transmtting the received

second predeterm ned digital word wi thout substantial change back to
t he second transceiver. WD 97/ 49213

PCT/ US97/ 09348 -7-

In the first Woem82i ver, a phase of each of the plurality BCTASTIHS t he
first predeterm ned digital word received fromthe second transceiver
is determ ned; a di fference between each phase determ ned and a
respective predeterm ned phase is degerm ned; each difference is

guantized into a respective one of a plurality of phase 5 deci si on
val ues; and a plurality of the quantized differences are decoded into a key

C anscel ver . aiiuabothitel S ARt fons Aaindf, 3¢ 8Pimrocal . ong

predet erm ned chahéipthe ipetianess @,y and Zy,cane thb eame, and these isipetianaessarestiftbr i s
det er m ned;

respective prea’gteé‘r%;rﬁgéﬁ %;t%gv%g{%(sagg%pﬁ%aﬁgm ﬁﬁ?n&“g‘e'?qgggﬁﬂ@ qf thephamnels; o

into a 10 r es%%ﬁrb%ﬁte‘a'iﬁ (e a&:ﬁvetﬂo@éeltéﬂﬁsqr(tm@ﬁq dowhish Bdhtihdeqs theadaﬁ a
plurality of the ‘quantizéd ferences are decoded into the Key

sequence acZor thcipgodity qﬂﬂvqhmmherm ned bl ock code.
Two methods of establishing a key sequence are described below.

COMB OF TONES

The immediately following description involves sequential transmission of

10  substantially simultaneous pairs of tones, but it will be appreciated that more than two
tones can be transmitted at a time as described later.

Referring to Fig. 2, suppose a first transceiver such as a first user A transmits a
signal s(t) comprising two sinusoids having frequencies f| and f, and having equal initial
phase offsets ¢ and energies E during a k-th signaling interval [kT, (k+1)T]. The

15 transmitted signal s(t) can be generated in any of a number of ways, e.g., by amplifying
and summing the output signals of two suitable oscillators 201, 203 or a frcquency
synthesizer, and upconverting the result to a suitablc transmissionfrequencyby
modulating a carrier signal. Ignoring the modulation, the transmitted signal s(t) is given
by the following expression:

s(2) = 2ETcos(2nfyt + &) + \f2E/Teos2nft + )

20 In a wireline communication system, the transmitted signal s() is coupled to the
wireline by a suitable device, such as a subscriber line interface circuit (SLIC), and the
coupled signal paSses through the wireline channel. The ':amplitude and phase of the

25  signal arriving at a second transceiver such as a user B are determined by the equivalent
impedance produced by the devices, such as the SLIC, éhd the transmission lines through
which the transmitted signal passes on its way to the second transceiver. Among other
things, white Gaussian noise n(t) having double-sided power spectral density N2 is
added, too.



This ‘methed may further include, in each of the first and second

transcei vers, the step of determ ning a nagnitude of each of the
plurality of bits of its respective received 15 predet erm ned digital
word, where the magnitudes are used in the decodi ng steps as soft .

i nformation. WO9749213 In various other aspects, ApplicanPET/USSTOEHBI on
provi des several apparatus for establi shing a key sequence for secure
wi reline comunication between a first transcei ver and a second
transcei ver. 20 BRIEF DESCRI PTI ON OF THE DRAW NGS
Applicants' invention is described belowin nore detail with reference to
enbodi nents that are given only by way of exanple and that are illustrated
in the acconpanysa soriiancsl wigsonel aspedd bf Appitants’ invention, thd$egondltransceiver

bl ock diagramillystrating a, comqunjcation systen ig. 2is a
bl ook di agr am 1 | IFSely Fensigsane Grmie SbalGR o Bl paange. dapfetoghe frst
tones for establighilfen 147, HESEBNAE Fansceiver simply acts af b FepeaterTOPUE signal used to

phase- space deci sl on regions;
- 8- establish the key sequence that it receives from the first transceiver. Since the

5  components needed for repeating this signal, i.e., transmitting the received signal back to
the first transceiver, are well known and conventional, they are indicated in Fig. 2 simply
by the block labeled repeater.

The amplitude and phase of the signal repeated by the second transceiver that
arrives at the first tiansceiver arc further determined by the equivalent impedance of the
10 devices and transmission lines through which the signal passes on its way back to the
first transceiver. The first transceiver downconverts and amplifies the signal that it
obtains from the channel if necessary (the downconverter and amplifier are not shown in
Fig. 2), and correlates the resulting signal r(t) with its locally generated versions of
cos(2nfit) and cos(2nft). As shown in Fig. 2, each correlation can be carried out by a
15  suitable mixer 205, 207 and a resettable integrator 209, 211, which integrates the mixer's
output signal during successive time intervals T = 1/2xf,, although many other devices
that are known to those of ordinary skill in this art can be used. The output signals
generated by the correlators are conventionally filtered by lowpass filters 213, 215 for
suppressing the sum (up-converted) signals, as well as components that might be due to
20  nearby signals.
Assuming the sinusoids cos(27fit) and cos(2nf,t) are orthogonal and separated by
at least the coherence bandwidth of the channel, the round-trip signal 1,y ga(t) received

by the first user during the k-th signaling interval is given by the following expression:

Yiaa®) = 0505, V2EIT °°5(2’Vx“¢'¢m‘¢m)
+0,,0,  V2E/T cos2ft +o-$ . -, )

where the equivalent impedance terms described above are given by the following

25  expressions:



Fig. 4 is-a block diagram of a conmunication system using pilot synbols for
establi shing a key sequence.

DETAI LED DESCRI PTION 5 While the followi ng description is
in the context of wireline tel ephone systens, it wi || be understood
by those ski|Wed®™M9213he art that Applicants' invention nmay REEPITPEE o

ot her communi cati on systens that use reciprocal or non-reciprocal

comuni cati on channel s. 10 As expl ained in Applicants'
U S. Patent Application No. 08/376, 144 fil ed2en January 20, 1995, and
U.S. Patent Application No. 08/555,968 filed on Novenber 13, 1995,

Applicants' invention provides nmethods and apparatus for establishing two
sequences, one at a transmtter and anot heor at a recei veg, such that with
hi gh probability the two seZyendgge 14| wiZpinegad ame one of a
plurality of "spheres". The "spheres" are 15 constructed by t-sphere
packing M vectors r into S spheres, where t is the Hamm ng radi us,

i n an n-di mensi onal vector space consisting of all vectors having el enents
that are cont ai Kewillibe appreci@iat] that itfi§ ot ge@ryaRy to us¢ sinugojdal signals toastablish=

{hi o dbscr pt 1 on @Kpeatabphcs SHREIs bl uf b gl phele Sifitbnces, i ol

type and scal ar to use pafts@nbthés sﬁgha&ﬁﬁvfngriﬁdbﬁﬂﬁm&l shap€wile.g 3 paiek dTypulst aains
type.) The vectors in a sphere _are mapped 0Oare reseqb,gtlve

consi sting of thdrecapgular Weﬁ)hélfheé‘?ﬂ%"@t‘cﬂﬁﬂall'%° ysisi using Suchy dones amight be
is {c[err], cer rr{x)ore tom lld:?{eﬂrtﬁdn}that%@&?lbéﬁﬁﬁé EEGirel ﬁaﬁéﬁﬁﬁloﬁvafeiéi‘ 'inra]lsfbﬁ‘ﬁ o‘?

| ength n and dan Inary vector k having a
and the set of ccuﬂmsmmtrdl dcgompcmtmyl nf et "tones” mlgkt he rerfles),rbjut the prmclplc would

I n accordance w t h | i cant .he tr €
establish, 25 JFPH ﬁ?eg’i‘?mﬁr 3&% r G, apglice {ﬂ:?ﬂé‘ Jhgf;"@%ﬁ“ﬁ&%f’gé ©
contai ned in the i nfore &iafl alsERplé biﬁusondal slgﬁaﬂquence k[ er r ] for spreading an
i nformati on sequence communi cated from i_ t]
In the first user’s transcewer, e fi tere ator output signals are provided to
10  adifferential phase detector 217, which generates, for each time intervai T, an estimatc
of the difference:betwecn the phase terms in the preceding expression. The successive
phase-difference estimates are provided to a quantizer 219, which allocates a respective
one of a number of predetermined values to each phase-difference estimate. In
accordance with 'Applicants' invention, it is only necessary that the phasc-difference
15  estimates for diffe_rent time intervals be uncorrelated with each other. (In the following,
the time index k will be dropped when it results in no ambiguity.)
The baseband differential signal U, generated by the differential phase

detector 217 in the transceiver A is given by the following expression:

U, = 20,0, Fe " « o N+ o N =X, +jY,

where N, and N, are complex-valued, gaussian-distributed random processes having zero
20 means and variances o2 = 2EN,, and * indicates conjugation. As noted above, the first

user A quantizes each phase-difference estimate into one of M predetermined values,



the recei.ver. Since the probability is substantially zero that an
eavesdr opper can determ ne t hat common sequence k[err], secure
comuni cation is al so achieved - w thout incorporating an extra
encryption and decryption algorithmto achieve cryptographic

AVENDED SHEETWO 9749 15 WD 97/ 49213 PCT/US7/09348

PCT/ US97/ 09348
security. The spheres constructed in accordance V\nt &pﬁﬂﬁﬁfaﬂ@%a M ention

i ncrease the probability of the transhtters}and rREPRAGE) ' s

est abl i shing such a comon sequence k[err], gntz1 ng that In

general the transmtter establishes a sequence rT and the receiver
generating a quantizer output signal Q(®*). Fig. 3 illustrates phase-space decision

regions for M =4. _

The differcntial phase deteﬁtor 217 may produce either an analog or a digital
measurement of the baseband signal's instantaneous amplitude and phase. A suitable

5 differential detector is a combination of two of the phase detectors described in U.S.

Patents No. 5,084,669 to Dent and U.S. Patent No. 5,220,275 to Holmqvist, both of
which are expressly incorporated here by reference.

By repeating the above estimation-quantization process at each of times k=1, 2,
..., I, the first user A establishes a sequence of quantized phase-difference estimates that

10 is given by the following expression:

r, = [ O@®), 0@, .. 0@H1

This scquence r, of values generated by the quantizer 219 is stored in a buffer 221, such
as a random-access memory, a shift register, or equivalent device, which has a length that
15  is determined by parameters of a minimum distance, error correction decoder 223. The
error correction decoder 223 in the transceiver A transforms the sequence of quantized
difference estimates and gencrates an output signal that corresponds to the receiver's key
sequence k, for user A.
In effect, the size of the buffer 221 is determined by the length of the key
20  sequence desired. If the decoder 223 has a block length N and dimensionality k, then the
buffer delay is N for this example in which the comb consists of only two tones
simultaneously transmitted at each of N times. As described below, more than two tones
can be simultaneously transmitted, whic_b reduces the buffer delay accordingly. For
example, if T tones are simultaneously transmitted, T — 1 phase differences can be
25 quantized at once, and the buffer deldy is N/T —1).
The vector r, generated by 1 the buffcr 221 has N elements, each of which is M-
ary, and this N-elcment vector is the mput to any of a wide variety of minimum distance

decoders 223. One useful decoder is the bounded dlstance decoder, which is a low-

complexity decoder described in R. Blahut Itmandﬂmtm:.oﬂEnor_CammLCQdes,

——

—————
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establishes a different sequence r[err]. |If the sequences r[err], r[err]
fall within the same sphere, 5 they are napped into the sane sequence k in
t he set K SEQUENCE. ESTABLI SHVENT A generalized
comuni cation |ink conprises~tw comruni cati on channels: a channel .
froma firstwoossmesdtransnitter to a second user's recei verrc'wﬂa”éhannel
fromthe 10 second user's transmtter to the first user's recei ver. One
can consider the link to include a third ghaprel—to—ar—eevesdr opper
desiring access to the infofmation exchariged by {ThS SHEET HAS BEEde second
users. This sinple scenario: is depicted in Fig. {1, WhREPLAGEDWs a {irst

user A, a second user B, and an eavesdropper E. Tese channel s
My or nay notchagt. Vwmdnwbslewﬁkbsding,MAley Thﬁﬂecﬁd@hamﬂﬁbsfhENs mbols
characteristic |1ke |nped e Iookln t hrough t hannel in i rection
may or may  Senemisd Ko ApatgEN s¥mbplsc Which 5. tb¢ Gy piogsaphic aquqgeqcar ough
t he channel inkt(;}q Esd ibed S mBfd el eﬁﬁﬂdescrl bed in Applicants' U S.
Application No. Oc‘ﬂtglte?t(’a escrée ypilhcal radtl?o channel used for nobile

tel ephony is reciprived bwﬂwmcwdshaleheaugmhpmcesngmpemMISsaaiedout inthe because

h I t t th
R a0 Bl barnd sk BRI ik Bol R Fashe el ol Rfesbie 1
through the c BP9 device. EWith Siich a configitaticr; hinwust myd?ﬁmrﬁd&ﬁlﬁlaﬂew detqeridh
effects. On the other hand;. ot her communicatio annel s, such as

wireline tel ephopregiammingths DSPdevics to ‘EP@“H%@FE!% @é@pﬂlé*&é#g"@hsami’éfﬁto thene
scales for a %F@?Jd s@%rﬁf 668380 bed 1Br SxahBiiRl. §W§tﬁ|‘i‘ﬂ§ﬂﬁ&ﬁ3¢’ﬂb0@ﬁ9m&§¥§t em

for © exa ét'spropagating through t an I'n one’direction
general |y takeDempaalhfoi!SMultt-hhrdc Slgnalll’frbmsﬂng“ whizinig mrqsslyhnwaiomieddyerq:)boc kets

t h t {1 I
D opognt T, et S B e s B i ol B BNl A
Z[err]), the lwgiédﬁﬁﬁﬁ'y(xfr, %ﬂe&rab\mwab inkepedtéd@igital Q1gnk précedsol,3att asidn Z[ err]),
and the edances: Zl:efr ] Z&err{ of the AE channel are all different

and may vary V\ﬂ jcatiopspeqific infogkdted AR s Ofepirse it wilh be undgrsgood hat an
reci procal , WhASHC ndy indiige B%avﬁ}edtlegte’éﬂ@\ﬁtdf tH%Flﬁ opfimal for performing a required

arrangement commonly sclected when speed or another

rcuit

function, which i
15 perfofmance para r is more important than the versatility of a programmable digital
signal processor.

Ina mann____ and with hardware similar to that described above, the second user B

establishes its own : qhencc rp of quantized phase-difference estimates from a signal

compnsmg a pair o1 odmb of tones that the second user transmits to the first user and

20  receives back- fro thef first user.

It will: be undc'-s' stood that both users must exchange their respective pairs of tones
ina tlme pcrlod tha egl igible with respect to the time scale of the impedance of the
channel, i.., the ex gés must be completed before the impedance changes c.g.

25

Has Been’ Replaced

T \lll\\ i
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comuni cati on channel, such as cellul ar radi ot el ephone channels. For a
reci procal channel, the inpedances Z[err] and:Z[err] are the sane, .
and these i npd¥RSH49313re still different fromthe i nped&RES270IP48 he
AE channel. Thermal noise in each of the channels i's represented by
the additive noise terms nferr](t), i =1, 2, 3, which contributes to the
non- 5 reciprocity of the channels. -15- Two net hods of
establishing a key sequence are described bel ow CcoOMB OF
TONES The immedi ately foll ow ng description involves

sequenti al tr ansecoad usen sothat the effective bixdir¢ctibhal impedahcea nftha shanaelras theke t ones,
but it wll be reCJated hat e than two tones can be
transmtted at 9W?e§§e63 mFé?B Referring to Fig. 2,

suppose a first ”anﬁfﬁid‘i’tﬁih ﬁ%ﬂb@ﬁpgﬁed‘:dté@&a&b%&hrﬁas&é‘%ﬁ%ﬁﬁnﬂn the other S| gnal
s(t) -conprising two Sinusoi ds havi ng requencies flerr] and f[err] and

having equal i nimnsgpiver’s signgh Mdtheutsubsiantially ehanging the Riaserdifferences betweergthe k-t h
signaling i ng er Y(mes. Kr'sut;s{%n{xgl&ang-ghﬁ\ this context would be a change that would be noticeable

(e.g., would lead to a different key sequence) in comparison to the phase effects arising
from the effective channel impedances Z,5, Zy,. Similarly, in a system that uses the
amplitudes of the tones, each transceiver must return the other transceiver’s signal
without substantially changing the amplitudes. It will be understood that in the process
10 of returning a signal to.an originating transceiver, a receiving transceiver might add or
subtract offsets from the phase differences or might apply gains to the amplitudes, which
.ordinarily would be considered "substantial changes", provided the magnitudes of such
changes are known to the originating transceiver.
Under these conditions, and since each signal initiated by each user passes
15  through the communication chann_d in both directions, the probability that the sequences
r,, r; fall within the same sphere is nearly unity, and thus use of the decoders results in a
robust key distribution scheme.
From these transmitted signals, the eavesdropper E can obtain a baseband
differential signal and a sequence ry of phase-difference estimates, but not those
20  determined by the bi-directional effective impedance of the channel between users A
and B. Accordingly, the probability that the sequence rg falls within the same sphere as
the sequences r,, r; is substantially zero.
As noted above, each of the three sequences or VeCtors r,, Iy, and rg that are
established is provided as an input signal to a respective error correction decoder. The
25  output signals generated by the decoders correspond to the key sequences Ky, kg, kg. It
will be noted that no encrypting need be performed at the transceivers A, B. The
decoders limit the number of possible keys to increase the probability of the first user's

and second user's establishing the same key as described in more detail below. In



15 transmitted signal s(t) can be generated in any of a nunber of ways,
e.g., by anmplifying and summ ng the output signals of two suitable
oscillators 201, 203 or a frequency synt hesi zer, and upconverting the
result to a suitable transmn ssionfrequencyby - nodul ating a carrier
signal . | gnoWQ8498 nodul ation, the transmtted signal s(t)PCrassglasess

by the foll ow ng expression: s(t) =
[err]cos(2[err]f[err]t + [err]) + [err]cos(2[err]f[err]t + [err]) 20

In a wireline communication system the thgnosmtted signal s(t) is coupled
to the wireline by a suitable device, such as a subscriber |ine
interface circuit (SLIC), and the coupl ed signal passes through the

wireline Chann%dxtﬂﬁ‘@h@l‘%ﬁés f‘ lfdﬁloﬁﬂq\apé‘ﬂ'é efkied (ht %%“fﬂah'g'}?gﬁ‘?{‘,‘é# {iﬂt at a

second transceiver such as 4 user are determ ne
| npedance prod wmscsmmnmms such as the SLIC, and the transm ssion

[LTES 00U e AR R SRR At SR a8 e B o
havi ng doubl e- aredledorﬁamdl by p@sigeahrotgithk t¥mMufiichtidn’chanel. If the REGHGationGs-
\F/)\gT? L/Sgglzégé 4.8 Substantially complete, then the amount of work an eavesdropper must do to break the
system approaches that of an exhaustive search for the key sequences k,, k.
1t will be appreciated that the two tones may have equal energies and cqual initial
phase offsets, which are easy to obtain with a phase-locked loop for example. In general,
it is only necessary for these parameters to be predetermined, viz., known a priori to their
10 respective transceivers.

. Also,.the preceding. analysis. considers only two tones transmitted at any one time,
but in general. the comb could consist-of more than two simultaneously transmitted tones
and the preceding analysis would apply to successive pairs of such a comb of tones. In
fact, the sequences r,, ry could be generated all at once by substantially simultancously

15  transmitting a comb of the appropriate number of tones, and estimating and quantizing
the phase difference of each successive pair of tones. |
Simuitaneous transmission of the two or more tones is desirable because it is casy
then to control the initial phases of the tones, leading to a less complicated system.
Nevertheless, it is necessary only that the tones be transmitted "substantially
20  simultaneously", which is to say that each of a pair of tones can be transmitted at
different times, pro.vi'd_ed the effective bi-directional impedance of the channel has not
changed substantially in the interim. Again, a "substantial change" in this context would
be a change that leads to the determination of a changed key sequence.
Moreover, 1t Iisi not necessary that the frequency separation between the tones in
25  one pair of tones be the same as the frequency separation between another pair; in other
words, the "comb” can have unevenly spaced "teeth". Also, it is not necessary to
consider only pairs-of successive tones; in other words, the "teeth® in a pair can be
separated by other "teeth”. For example, if the comb includes ten tones f,, £, . . . fi

arranged in order of increasing frequency, the necessary uniform distribution of the



-1 1 - ‘ In accordance with one aspect of Applicants'

I nvention, the second transceiver sinply transmts the received
signal, w thout substantial change, back to the first transcei ver.
Thus, the second transceiver sinply acts as a repeater for the signal used
to est aM®99M4921Be key sequence that it receives from t hBCYPPY({09348
transceiver. Since the 5 conponents needed for repeating this signal,
i.e., transmtting the received signal back to the first transceiver,
are well known and conventional, they are jpdicated in Fig. 2 sinply

by the bl ock | abel ed repeater. The anplitude and phase of the
signal repeated by the second transceiver that arrives at the first

Lranscel ver arc futd RfferclEl Shiod ool SR R UIRUT pelrFROUDWE s | i 0%

devi ces and transm ssion nes t hrough 5es on
back to the andffl; fsandtfy; ates deis oally nedessary fordhe mnesrm emh\pnrr tolbevortkioporallys and
anplifies the si naI

obtains fro necessary
(t he.downconvert chnWéhﬁﬁFﬂ?eé?yﬁPQaW'g‘%{% Sem @l b“’d“?}’ €.and

correlates the resulting signal r(t) with its locally generated ver si ons of
cos(2[err]f[err]t) and cos(2[err]f[err]t). As shown in Fig. 2, each
correl ati on dan be cdHLOdS a 15 suitable mixer 205, 207 and a

resettabl e int egrator, r t
signal during succeSS|égﬁtqf%"%%lpw@vgadbw&%%f&?ferr]%&rﬁ'ﬁgﬁ ﬁcqurlgﬁr%PH"’
ot her devices |k, cantbhaitalﬁli‘saedmmrtcmly h pluealivy oDpilbit nﬁnbbl§§uchhsﬂﬁbit§1ﬂﬁt m)t
can be used. The O‘P@? nal ener gte f”z%/lfét he correl tors

ut . e
conventional |y f99tansmte fg‘l %’ﬂ%ﬁ%‘gmw fhgé?P?aﬁ‘i 0 t {ragscetver and’ 5P SSI ng
the sum (up- conv:%:ﬁesik)ersm%%ss oﬁ&tdbﬁéﬁm@ﬁnc@c@f%amtﬁhé pdt sPnBAIS afeQiestiiBed O

20 near by signals. Assum ng the sinusoids
cos(2[err]f[¥rrikeJownd cos(2[err]f[err]t) are orthogonal and separated by

T T 1S coner SR R ] UBIE v RO Lt

interval is givesynmbypistdnd rﬁapbing%errgsnﬁmgrseqmnmof decoded pilot symbols to the center of a

Lerr] sphere. It is believed that any errors in the sequence decoded by the first user will be the
same as errors in the sequence decoded by the second user. Thus, the two pilot symbol

15  sequences will be mapped to the same sphere and yield the same key. Even if the errors
in the sequences decoded by the first and second users are slightly different, the two
sequences will still be mapped to the same sphere with high probability, yielding the
same key. A possible shortcoming of this method is that many pilot symbols are needed
to make it computationally difficult for an eavesdropper to exhaust all possibilities. If

20  the pilot symbols were the sync bits in a cellular radio teiephone system, it is currently
believed that at least sixty bits would be needed.

It will be appreciated that the necessary pilot symbols need not be transmitted
together, viz., it:is; not necessary to use consecutive biis, such as all of the sync bits in
one time slot of a TDMA signal. For example, any one or more of the sync bits in one

25  time slot can be used with any one or more of the sync bits in other time slots. It is only
necessary that thc'.groups of bits used (e.g., bits in _different time slots) be separated by a
time interval that is longer than the coherence time of the channel as described above.

A more refined method of establishing a key sequence based on the pilot symbols

uses channel state information rather than hard-decision decoding. In this method, the



wher e the equival ent inpedance terms described above are given by the

follow ng 25 expr essi ons: WO 97/ 49213

_PCT/ US97/ 09348 -12-

[err] It wll-be appreciated that it is not necessary to use
si nusoi dal sWMeI492830 est abl i sh a key sequence. Since PCTIUSIMS348SSary

only to determ ne phase differences, it is possible

-18-

first and second us_e:s interpolate known pilot symbols an'd..quantize the outputs of the
interpolators in a manner similar to that_deseribed above with respect to the method of
establishing the ke){f_b_ased on a comb of tones.

For example; after downconverting, 'Mplifying, and filtering as necessary a

S  signal returned frorh the first user, the second user determines an estimate for each of the
bitsina predetermined digital word in the signal, which mey be the sync portion of a
time siot. Of course,' the first and second users could agree to use another set of known
bits. The second us_er'idetermines the differences between each of the estimates and the
respective predetermihed bits. These difference estimates are then quantized and
10 providedto a mlmmum distance decoder as described above in connect:on with key

estabhshment by transmlttmg a comb of toncb

Fig. 4 is a-.bloqk diagram of a system for carrying out this "refined method" of
using pilot symbols. ln user A’s first transéeiver, data to be transmitted is encrypted

according to a key"Seduence by an encryptor 401. Of course, before the key sequence has

15  been established, the encryptor would sxmply pass the data to be transmitted without
alteration. A multlplexer 403 combines the encrypted data to be transmitted with the
known pilot symbols, which may be bits used for synchronization and overhead signaling
in conventional teliebij_ony. It is necessary only for the piloi symbols to be transmitted
with known phases. 'fhe sequence of interleaved data and pilot symbols formed by the

20  multiplexer 403 is provnded to a pulse sheper or other device for coupling the information
to the communicatién‘fchanncl which in gericral is characte__ﬁzed by an equivalent
impedance and add \?e white gaussnan noxsc

Atuser B’s. second transceiver, the 51gnal sent by the first transceiver is received
and is simply transmltted without substamlal change back to the first transceiver as

25  described above. Accordmgly the second transcewer is mdlcated in Fig. 4 as merely a
block labeled repeater The second transcelver sends the ﬁrst transceiver’s

predetermined dxgltal word through a commumcatlon channel which modifics the word

in the manner descnbed above.



to use pairs of other signals having predeterm ned shapes, e.g., pairs of

pul se trains (rectangul ar waves). The mathematical analysis of a
system usi ng such "tones" mght be 5 nore conplicated than that described
above (a Fourier transform wavelet transform or ot her spectral

deconposi ti onWHMM3" t ones™ mi ght be needed), but the pri ncPETESIHR4E
remain the sanme. Thus, for this application, the term"tone" should be
understood to mean nore than: a sinple sinusoidal signal.

In the first user's transceiver, the filterBd correlator output signals are
provided to 10 a differential phase detector 217, which generates, for
each time interval T, an estimate of the difference between the phase

terns in the precedi rfhesignabarsiving at the first taneeivenRom the chapfehEatodhichaverRE 8r

estimates are proyided to.a quantizer 219, which allocates a respective
one of a number e’ﬂ’l‘%d’@l‘@?‘ﬁ%ﬂ@@"ﬁ?%’ @gépﬂ%e%tggq\lgBHMQI ﬁft@’r@ﬁcggé@gwﬂat e.

I n accor dagys ] ' - i L& sd at
the phase. di 11 or Bncatdty URDRcRaNHikr A0TSR by 4 duitably QohtoIE SRASP, b
uncorrel at ed wi tdecisaaior, itnasigng icomptising thelreosived data that was trnstitted and d eignil

wi || be dropped en. it resul.ts i.n. no.ambiguity. The baseband
di fferential i g%p”é‘/?gé@%ﬁg‘?%i’eé’c?‘@%/sﬂ@?bi 45 H\t‘%h‘z‘?‘a’[ 4 Jrfacasures the PE%P&% Br
217 in the transeedivedpilot symlpls/md foms the diffehdnod\bét@e@idatIPmeasBitd phase, which
[err] wherﬁyNLer r]..and N err] are conpl ex-val ued

gaussi an- di st ri b3Rre@lly? H&Bﬂ%ﬁfb@&!&‘_”%ﬂ% Fhapneles equiglent impagiance; and thaknawe es
User A quant | zes SaRd phES) M Sar AR A1 syl P RSN T prorBbly 1 i e
val ues, lowpass filters thgse difference estimates. The difference values generated by the
10 interpolator 41 l are quantized by a quantizer 413, stored in a buffer memory 415 if
necessary for.accumulating enough difference values, and then.decoded by a decoder 417
for generating g::lﬁéy.-sequencc as described above in relation to Fig. 2.
The difffe:rieﬁce values generated by the interpolator 411 are also provided to a
demodulator 419'.'s_u__.ch as an error correction decoder for recovering the data that was
15 transmitted. Tﬁe_""-.démodulator 419 also receives the data that was transmitted, which
may have passeij_-if_hfough a delay device 421 suitable for synchronizing the difference
values and the data ;that was transmitted. Assuming that received data was encrypted
according to theii'l:_c'e'y' sequence before transmission, the encrypted transmitted data
produced by the demodulator 419 and the key sequence produced by the decoder 417 are
20 provided to a_de;ﬁnfyptor‘ 423 for recovering the data transmitted.
Ina marj"x:ijéi'_':__and-wiﬂl hardware similar to that described above, the second
transceiver estaﬁi;: -lfu:c's jts own key sequence based on its own predetermined word sent to

and returned byt 1 5¢ﬁ'rst transceiver, and that key sequence will agree with high

probability wiﬂi';gihg"fkey sequence established by the first transceiver. Thus, the second

25  transceiver can decrypt encrypted transmissions sent by the first transceiver.

SPHERE PACI{[}\__I_G AND ASSOCIATION
Assumir_i__g_. that K is given and the spheres are predetermined, the general problem

of mapping an arbltrary sequence to a sphere is NP-hard, viz., the computational



-13-° ' generating a quantizer output signal Q[err]). Fig. 3

Il lustrates phase-space deci sion regions for M =4. The
differential phase detector 217 may produce either an analog or a digital.
measur enent of the baseband signal's instantaneous anplitude and phase. A
suitable 5 wa¥mdmsential detector is a combination of twoPOT/USMIBISase

detectors described in U S Patents No. 5,084,669 to Dent and U.S.
Pat ent No. 5,220,275 to Hol ngvi st. By repeating the above
estimation-quanti zati on process at each of20tines k = 1, 2, n, the
first user A establishes a sequence of quantized phase-difference estinmates
that is given by the foll ow ng expression:

[err] 10 h@lﬁﬁgwnﬁq;r@beemis ptapottinalRNRE Alrfber oY pdssibieisphbres 2 Bor tRBO i s
stored in a buffer 221, such as a random access nenory, a shift

register, or ed@plicationof srevredeansmissipmantbsproading, e Rumbgriof spheres is profibitively ned
by par anet er s Yhrgl. ﬁe@érﬁ%ﬁk@ nﬁﬁ%g@eal sﬁ%@fqg‘%ﬂ-ﬁﬂtﬁ&tdﬂﬂe %&?mﬁrs tgufe n%es}{:

error correction coder ranscei ver ranst
sequence of qugotrresponding fodherepresentatives ¢ of the spheres) serves to reduce the computational

5 complexity to an acceptable level.

In accordance with Applicants' invention, the set of candidate sequences is
limited to the set of sequences of a linear block error correcting code. The radii of the
spheres are then determined by such a code's error correcting capability, i.c., the number
of errors that the code can correct, and the received sequences r can be mapped to the

10  candidate sequences k by an appropriate known decoding procedure.

As one specific example, linear Bose-Chaudhuri-Hocquenghem (BCH) codes can
be.used as the set of candidate sequences k; such codcs can be decoded with low
complexity using either the Peterson-Gorenstein-Zierler procedure or the Berlekamp- -
Massey procedure, or any procedure for decoding cyclic codes, as described in the above-

15  cited book by R. Blahut. If the codc parameters are (n, k) with minimum Hamming
distance d and with code symbol alphabet GF(2™), candidate sequences of length mn can
be established from a set of size 2™ The Hamming radius t of the sphere, or
equivalently the error correcting capability of the code, is given by t < [(d — 1)/2]. (The
spheres need not be closely packed).

20 The sequences r,, Iy, and ry are the inputs to error correction decoders
implementing the Berlekamp-Massey procedure. The o_ixtputs of the decoders are the
sequences k,, kg, and k;. Again, it will be noted that no encrypting need be performed
by the transceivers. The decoders substantially limit thé number of possible sequences,
thereby increasing the likelihood of sequence agreement between the first and second

25 users. It may be noted that decoders are not be needed if the signal-to-noise ratios
(SNRs) are very high, which might not be too difficult to obtain in a practical wireline
communication system. '

In many communication systems, an information sequence to bc communicated is

block-coded for correcting errors. In orthogonal block coding, a number N of



estirmates’ and generates an output signal that corresponds to the receiver's
key sequence k[err] or 15 user A In effect, the size of the
buffer 221 is determ ned by the Iength of the key sequence desi red.

| f the decoder 223 has a block length N and di mensionality k '
buffer delay WOSTMRB N for this exanple in which the conb cd’ff&f’%ﬂ‘%’(}% onl y

two tones sinmultaneously transmtted at each of N tjnes descri bed
bel ow, nore than two tones can be 20 sinult nﬂ.ﬂgsg%mrms;ﬁm d, which

reduces the buffer delay accordingly. For ada 'F{EPLA £D qQnes are
sinmul taneously transmtted, T - 1 phase differ i zed at
once, and the buffer delay is NN(T - 1). The vect or

r[err], gener at eidfdomatidrebitsuré eonverded thane bF 2 Nybitrorthpgomalcdodewvordsi Becadingsuely v
o L e 5o cbdeol P oo e R B2
O oy PV, SHTB s of e o e oo
AVENDED SHEET  desired information. For example, if the correlations of a received 16-bit codeword with
5 each of the set of sixteen orthogonal 16-bit codewords having indices 0-15 produce the
highest correlation on the tenth codeword, the underlying information signal is the 4-bit
binary codeword 1010 (which is the integer ten in decimal notation). Such a code is
called a [16,4] orthogonal block code. By inverting all of the bits of the codewords, one
further bit of information may be co_nveyed per codeword. This type of coding is known
10  as bi-orthogonal block coding.
A significant feature of such coding is that simultaneous correlation with all the
orthogonal block codewords in a set may be performed efficiently by means of a Fast
Walsh Transform (FWT) device. In the case of a [128,7] block code, for example, 128
_ input signal samples are transformed into a 128-point Walsh spectrum in which each
15 point in the spectrum represents the value of the correlation of the input signal samples
with one of the codewords in the set. A suitable FWT processor is described in U.S.
Patent No. 5,357,454 to Dent, which is incorporated here by reference.
The use of a decoder is desirable for the first and second users, although not
strictly required as described above, but use of a decoder does not help the eavesdropper.
20 For spreading the information transmitted or despreading the information received, the
sequence produced by the decoders can be used as it is, or a binary representation of the
whole or part of the sequence can be used. It will be understood that this "spreading”
does not refer to" the spreading carried out in a CDMA communication system. The key
sequences are generally unsuitable for use as CDMA spreading sequences due to their
25  uncontrollcd cross-correlation properties, although Applicants' key sequences can be used
for encrypting and decrypting information communicétéd in a CDMA system. Of course,
the key sequences can be used as COMA spreading sequences by implementing the
techniques described in Applicants’ U.S. Patent Apphcatlon No. 08/555,968.
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-14-- ' chapt. 7, Addison-Wesley, Reading, MA (1983). The decoder 223

maps the N synbols generated by the buffer to another N synbols,
which is the cryptographic key sequence k[err] of interest, as
~described in nore detail bel ow It will be ap reci ated that.
the signal pWeOSIMAIAg operations carried out in the BTPEM8 can be
performed in the digital domain by a suitable di ‘La. g? -@S ggﬁpsm ng
(DSP) device. Wth such a configuration, alnost |a tion can
be detected by progranm ng the DSR2gevicg to j& erpafe y
mani pul ate digital sanples of the recei ved—signal, as described for
exanple in U S Patent Application No. 07/967,027 to Dent et al. for

"Ml ti-Mde Signal Rppfcmss w.uencbhgf&d\éntmmwamemstﬁwdamemP 10

device may be inplenented as hard-wired |logic circuitry preferably, as
an integrated computationpl seerecyiagwall approbabilisfic seareem l&%“&a‘hpphm invention, 10"8

appl i cation-spe

under st ood that%%ﬁ&ggﬁéﬂ%eﬁg@%gﬁ ehd&ﬁ%l&gsf@(&%ecg? P?:%P?ﬁ?)ﬁgdma
optinal for perd‘ommmiwum Ysespion” eth 4 typical commantication systenn, lawmddlgedesmble to
commonly sel ected speed ano her erf ormanc araneter is nore
i mpor t a%t t Ran %ﬁhlﬁ;‘éﬂ&e&‘tqulsﬂ&ﬂ?" %ﬁ?ﬁt eac P%n‘l‘?ﬁ |TEBIY F'{:’ﬁi g’é‘?’ OF WGFfal
processor . authenticated by'the. amﬁﬁﬁmseruoa@yswmw%:@a&mrﬁr & bdtrhaicdtion s&3ion,
descri bed above ﬂe secgnd user establishes its own sequence

rlerr] of quantanrl ede@wlwxs dioré frequenty, such aseaclstime a predeteingined time interval
conprising a pallr or conb of tones that the second user transmts to the
first user and ©@5: recejves back fromthe first user. 20 It will
be understood that heidadusasiag alintardlckzods atsbmre conempdction eysiram canldf t ones -

inatine perlodthat S ible with res et scale of the
i npedance d@ t Hawploy cm@szﬁﬁL?'%‘qg‘”é“ I torjef, Lrapspy ’%’%n‘?jf'eesacélﬂief 'ré}’% SYEm
before the i W%%%aﬁm@%@ﬂﬁﬁnan@e.& a bIBAL &de system, but the-comb system requires a much

larger bandwidth""aé.' required by orthogonal signaling, and a more complex frequency

synthesizer for generatmg the tones.
In either systcm the performance measure for security is taken to be probabilistic,
1S  and different frqm.:_:t_he_ Shannon measure of perfect secrecy. In particular, in the block-
code system, the -'ﬁ}"obability of two users' establishing the same secret key sequence is
close to one and the probabnlny of an eavesdropper’'s establishing the same sequence is
substantially zero 'I'hxs is probabilistic secrecy. Also, the number of possible key
sequences is largc cnough that finding the correct scquence by exhaustive search is
20 impractical. 'I]ns is: .computational secrecy.
While partlcular embodiments of Applicants’ invention have been described and
illustrated, it should ‘e understood that the invention is not limited thereto. This
application contemplates any and all modifications that fall within the spirit and scope of

Applicant's mventlon as defined by the following claims.
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the si gnars are assigned to a di fferent communi cati on path The tine scale
of a wireline tel ﬁmmm‘lmmm Il ml expected to be considerably |onger
than the tinme scales co Applicants' prior applications, on
t he order of | i secondd r&ther thdn i croseconds. Mor eover, the

frequenci es o™A¥¥ ¥ 3nes initially transnitted by the first BSHFSYMSMBJ pe
cl ose enough to the frequencies of the tones initially transmtted by the

WO 97/ 49213 THIS SHEET HAS BEEN
PCT/ US97/ 09348 -23- LACED . - 18-
second user so that the effective bi-directional i dannel

at those frequencies are substantially the sane. I n
addition, it wl Mﬂammllﬂmls.hat each transcei ver nmust return the

ot her transcei v Qut substantially changi ng the phase
di fferences between t e 'Beti‘g‘{]%‘lrf'é?b mgs%nb’é’ts&ﬂ‘ﬁ“&‘fgéﬁ%ﬁifé’“mmi‘mﬁt@n theoughat
woul d be a chang@oembmhickion dhaktR] Bave&ERR}E ransc iverafd ?ecom@hq«ngcéﬁédc&%rﬁmg

di fferent key sequence) in conparison tot ase efrects arisin
fromthe effecti stepaoficl i npedances Z[err] Z[err] Simlarly, in a

systemthat uges the . | it.ude each transcei ver nust
return the other tranfBf 9@?[}8 s&'&ﬂa?’ mlﬁmg\%foﬂ(gﬁ{ral%s foaes, pacntgne g}%ﬂél“ng
the anplitudes. késpedtive pledeteimsiédiretfdndy idid al predelPmine® S phase;

in the second transceiver, receiving the first plurality of tones transmitted by the

first transceiver and transmitting the received first plurality of tones without substantial
change back to the first transceiver;

10 in the second transceiver, transmitting a second plurality of tones, each tone
having a respective predetermined frequency-and a:predetermined initial phase;

_ - in the first transceiver, receiving the second plurality of tones and transmitting the
received second plurality of tones without substantial change back to the second
transceiver;

15 in the first transceiver, determining differences between phases of pairs of the
received first plurality of tones, quantizing each difference into a respective onc of a
plurality of phase decision values; and decoding a plurality of the quantized differences
into a key sequence according to a predetermined block code; and

in the second transceiver, determining differences between phases of pairs of the

20  received second plurality of tones, quantizing each difference into a respective one of a
plurality of phase decision values; and decoding a plurality of the quantized differences
into the key sequence according to the predetermined block code.

2. The method of claim 1, further comprisiﬁg, in each of the first and second
transceivers, the step of determining a magnitude of-éeéach of its respective received

25  plurality of tones, wherein the magnitudes are used m the decoding step as soft
information.

3. The method of claim 1, further comprisin“é._ in at least one of the first and

second transceivers, the step of éncrypting information to be transmitted according to the
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10 ‘of returning a signal to an orlglnaflng transceiver, a receiving
transcei ver m ght add im,w"umwuliﬁ of fsets fromthe phase differences
or mght apply gains t ﬂ" whi ch ordinarily woul d be
consi dered "substanti al chang s"® grovi ded the magnitudes of such

changes are kWOWH¥d3t he ori gi nat i ng transceiver. PCT/USYII9M8 t hese
condi tions, and since each signal initiated by each user passes 15 ;
t hr ough the comuni cation channel in both directions TﬂfsesngpbahSIBEEN t hat
t he sequences rferr], r[err] fall w+2di-n the sgne s pw neary y
unity, and thus use of the decoders results in a L obust—key
di stribution schene. Fromthese transmtted signals, the
eavesdropper E dap seuendenaml inas tastihk other one®f iHedirsthi sdcosid ﬁml:eﬁé?éj the step of
sequence rferr] Hg Bhase difference estimtes, but not those 20

deterni ned by t HECHPURE snorypied fEansmitied infornation,secosding taghe keyseauearmel bet ween
users A and B. I rleerr]
falls within the samﬁggﬁg‘rk éﬁ’l?séfcld’uﬂ% aﬁ??@gﬁ%’?@* H?%teé @?nﬁtfs?%ﬁnr@ &
substantial | y zeombining the key sequence and thetinfdrmationdo beumisnuﬁeduinasﬂr&mmapher
sequences or sve%k&&ﬁ rferr], r[err], and r[err] that are est abl i shed
I s provided as I nput S|gnal to a respective error correction decoder.

The 25  out put si gnzsl mw&tcﬁ'@ldﬁnﬁMeﬁﬁﬂﬁd&fcﬁyp@iﬁéﬁt@ﬁ&ﬁﬁﬁns&ﬂh@ﬂﬁ logy

sequences Kkf[err], % kK[ err] will be noted that no encrypt| ng
need be perfor né’ﬂmgl“"! ek%memcoemmm@rmwmbe transmetteda@a block-atientee
number of possi l?:'i;ﬁwl‘ﬁ&%rﬁ.o increase the probability of the first user's

and second user est’abl1shing the sanme key as described in nore detail

bel ow. In 6\\Aroappaafss Jor establishing a key sequence for secure communication

PCT/ US97/ 09348

through a communication channel between a first transceiver and a second transceiver,
comprising:
in the first transceiver, means for transmitting a first plurality of tones, each tone
having a respective predetermined frequency and a predetermined initial phase;
in the second transceiver, means for receiving the first plurality of tones
15 transmitted by the first transceiver and transmitting the received first plurality of tones
without substantial change back to the first transceiver;
in the second transceiver, means for transmitting a second plurality of tones, each
tone having a respective predetermined frequency and a predetermined initial phase;
in the first transceiver, means for recciving the second plurality of tones and
20 transmitting the received second plurality of tones without substantial change back to the
second transceiver;
in the first transceiver, means for determining differences between phases of pairs
of the received first plurality of sinusoidal signals; means for quantizing each difference
into a respective one of a plurality of phase decision values; and means for decoding a
25  plurality of the quantized differences into a key sequence according to a predetermined
block code; and
in the second transceiver, means for determining differences between phases of
pairs of the received second plurality of sinusoidal signals; means for quantizing each

difference into a respective one of a plurality of phase decision values; and means for

This Sheet Has Been Re
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-16- ) addi ti on, the tonesf{erri;-fferr] should have frequencies
that are sufficiently s their phases are independent.
The securi ty of the sys Egmrlm”mn degree to which the phases of the
t ones re decorrel ate passag hr ough the comuni cation channel .

If the decorre‘VQt’? substant ially conplete; then th e
wor k an eavesdr opper rrust do to break the system approaches t hat of
an exhaustive search for the key sequences k[err], Kkt
will be appreciated that the two tones may h3%e equaIT"BﬁeS E@sH%gEQ& al
initial phase offsets, which are easy to obtailjn wit REBLAHBse- | ogked
| oop for exanple. In general, it is only necessary for these
paraneters to be gecodiagampiurality of the uantizad diffesenpes intoi the keytshqiencelddcording to the

respective transcejuers Al so, the preceding analysis
considers only tmﬁepqﬁrgg"?d%ﬁ%ﬁof’?ed at any one tine, but in general,
the comb could consist7, crthmfp&ahb%nclam6Sfumqértoaﬂ@ﬁmgmnb5c%$metﬁr§dmh§

and the preceding analysis woul d apply to successive pairs of such a co

of tones. In transamers,tm@nsw@eﬁee@mg[aemaammﬂq efraath efgtsirespeativg eersivad ed
all at once byecsu ttl?anxﬁ conb t he
appropriate nusnbepﬁ'}@g{ %ﬂéﬁéﬁ @hég& st rrg#ﬁ!u);‘es]ée U&d%ﬁﬁﬁgzéetﬁ%ﬁgg r%eanstaf]go hase
di fference of eacinfewmatessi ve pair of tones. Si nul t aneous
transm ssion of the t nor e tone i rabl e because it is

then to control the in tﬂ’;ﬁapﬁﬁ’é@é?%‘%‘“ﬁ‘ﬁe‘d“[‘g?fé’gmpf'%“a‘&l'ﬂﬁt]Fﬁtﬁnq‘gsl?fsfsta“d
conpl i cated syst egacond transceWf€ rniéﬁﬁi %?%ncr?ﬁtxdgsinfaﬁﬁﬁﬁﬁ% Ye f?ﬁ}is)hl&éa%c&ﬁ'iﬁ YPMES
be transmitted "substanti al Ié si mul t aneousl Is to say t ﬁ

each of a pair of keyowguence;andin atieasthe pﬂ@aorwtofthe first a;ndfsec@némnqcmm,,means for
provi ded t he fe not
changed substgint | g% ’{j bnﬁgﬁt?ﬁ%%@ﬂﬁém%g};bﬁﬂ&%% g{n? Fspgéﬁa%%g" in this
context would beB aTlkehapperatus lofi tlaine 8 dgherein tﬂe&nde'pmgmm's icamprdses means for

changed key seq ueg&r?bining the key sequence and the information to be transmitted in a stream cipher

system.
10. The apparatus of claim 8, whercin the encrypting means comprises means for
15  combining the key sequence and the information to be transmitted in a block-oriented
cipher system.

11. A method of establishing a key sequence for secure communication through a
communication channel between a first transceiver and a second transceiver, comprising
the steps of:

20 in the first transceiver, transmitting a first predetermined digital word including a
plurality of bits;

in the second transceiver, receiving the first predetermined digital word and
transmitting the received first predetermined digital word without substantial change
back to the first transceiver; |

25 in the second transcciver, transmitting a second predetermined digital word
including a plurality of bits;

in the first transceiver, receiving the second predetermined digital word and
transmitting the received second predetermined digital word without substantial change

back to the second transceiver;
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Moreover," it is not necessary that the fr frequency separation between the

tones in 25 one pair “lllmm""'" nﬂu me as the frequency separation
bet ween another pair; in ' s, the "conb" can have unevenly
spaced "teeth". Also, it is fot" ndceSsaty to ~consi der only pairs of.
successi ve tWOIIMIMB ot her words, the "teeth” in a pai r canPgRUSI7/09348
separated by other "teeth". For exarrpl e, if the conb ingcludes . ten-tones

flerr], flerr],... flerr] arranged in ordel 1Afg REFEAAB BEENrlequency,
the necessary uniformdistribution of the26- ' gﬂ_/,@%lB
PCT/ US97/ 09348 =47 -

phase-di fference random vari abl e coul d be obtai ned by pairing, say, the
tones f[err] and f[ démthe ﬁrﬁt[tmnsc}eiver, hard-dznidicrh[dewdjng tfa[:haoft]:eghthlift)[ of bits;in eieC .

It is onIy necessar ar.t n_ea hr to ort, L1y,

spaced. i e aHE Helsrmined i8S e ob g sips PR g oahing e
above. 5 hard-decmd?ll de@doﬁﬂ@ﬂﬁtﬁof bits into a key sequehtsiceardingfto b bﬂiﬂéﬁéhﬁihéd‘g a
comb of tones as described above, the key sequences k[err], kK[ err]

can be establi Dk Bds@Adon only a plurality of pilot symbols such as the

bits that ngy in the second transceiver, hard-decision decoding each of the plurality of bits in

the second predetermined digital word received from the first transceiver; and mapping
the hard-decision decoded plurality of bits into the key sequence according to the
predetermined block code.

12. The method of claim 11, further comprising, in each of the first and second

10 transceivers, the step of determining a magnitude of each of the piurality of bits of its

" respective received predetermined digital word, wherein the magnitudes arc used in the
mapping steps as soft information.

13. The method of claim 11, further comprising, in at least one of the first and
second transceivers, the step of encrypting information to be transmitted according to the

15  key sequence: and in at least the other one of the first and second transceivers, the step of
decrypting encrypted transmitted information according to the key sequence.

14. The method of claim 13, wherein. the encrypting step comprises the step of
combining the key sequence and the information to be transmitted in a stream cipher
system.

20 15. The method of claim 13, wherein the encrypting step comprises the step of
combining the key sequence and the information to be transmitted in a block-oriented
cipher system.

16. An apparatus for establishing a key sequence for secure communication
through a comrﬁunication channel between a first transceiver and a second transceiver,

25 comprising:

in the first transceiver, means for transmitting a ﬁrst predetermined digital word
including a plurality of bits;
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be transmtted for synchronizing the operati-on of a first transceiver and a

second transceiver.| bl i shing the keys based on the
pi |l ot symbols are descri diﬂMH"'MWﬂﬂ!ﬁ"T A sequence k can be
crudel y established by hard-decitsi an decodi ng the pil ot synmbol s and -
mappi ng the r MX¥PV4RY sequence of decoded pilot synbols to t REVOENEMEof 3

sphere. It is believed that any errors in the seque  he first
user will be the same as errors in the seqlempes SHEEDIAS B N he second
user. Thus, the two pilot synbol 15 sequeRtes Wil | baePEN¢ERd to {he same

sphere and yield the sane key. Even if the errord HTtTTe - sequences
decoded by the first and second users are slightly different, the two
sequences will still incthesgspeditransceives, means fernesivingihe firstipradetsrmived digitalyword

yi el ding the _ ' r ] - N LS that
many pil ot synbol“s?"%‘?i ggdng’gg‘géﬁ t?r%ﬁs%k?éf far%{%eh%qg?o@n%ﬁ@g?é#ﬁ'g%&g‘?ﬁﬁcuI t
for an eavesdr oppesdetefminxd dightil word withowtisbbstaritiabchangd badto thé fifst Rhnseéivéery nbol s

were the sync bits in_a_cellular radio tel ephone sté(stem it is currentl.é
bel i eved that at | easin @ sgcpndiransceiysy Means fpflEapsmitiing a second predetermined gigital e

appreci ated t hat g heiRRARESANraRylopbitsynbol s need not be transmtted
together, viz.; it I's not necessary to use consecutive bits, such as all of

the sync bits in in the first trawsceivest mednsfomprgiviog ghesecond predetesmipeddigital ywod e
or nore of the sync hbits. i ne tie slot can he used with any, one or
more-of the. oync ARty e 37kEpd Ranset e, 8 pegil Rofapdtiingtht ol RIS,
the groups of bi peddeainé@digital Word WithOutdhbstatial dhahge Backlothé Yechiid Sdadivsk £d
by a time interval that is |onger than the coherence tine of the

channel as descri bed b st transceiver, means fON‘WE"i?i%’F decading gachof theplurality of
establishingg keys gﬁﬂy BRG ‘Emﬁ@t@ﬁﬂn&f‘diéi‘&ﬂ wWoird Rceiv¥d"B6th %hle secqnd tHﬁ&f[éiﬁ/gg ahde

state information r er than hard-dec€i si

I
I sion decoding. In IS ne , the
means for mapping the hard-decision decoded plurality of bits into a key sequence

according to a predetermined block code; and

in the second transceiver, means for hard-decision decoding each of the plurality

of bits in the second predetermined digital word received from the first transceiver; and
1S means for mapping the hard-decision decoded plurality of bits into the key sequence
according to the predetermined block code.

17. The apparatus of claim 16, further comprising, in each of the first and second
transceivers, means for determining a magnitude of each of the plurality of bits of its
respective received predetermined digital word, wherein the magnitudes are used by the

20 mapping means as soft information.

18. The apparatus of claim 16, further comprising, in at least one of the first and
second transceivers, means for encrypting information to be transmitted according to the
key sequence; and in at least the other onc of the first and second transceivers, means for
decrypting encrypted transmitted information according to the key sequence.

25 19. The apparatus of claim 18, wherein the encrypting means combines the key
sequence and the information to be transmitted in a stream cipher system.

20. The apparatus of claim 18, wherein the encrypting means combines the key

sequence and the information to be transmitted in a block-oricnted cipher system.

________
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first and second users 1 ntcer po ot synbols and quantize the

out puts of the _ interpolators in a manner simlar to that described
above with rWO9%d92130 t he net hod of establ i shing the R@U%@Won a
conb of tones. For exanple, after downconverting, anplifying,

and filtering as necessary a 5 signal returned fromthefirst-—user, the
second user deternines an estinate for ea28r of tiys SHEET BHiASSBERY
predeterm ned digital word in the signal, which may bREerp@EBync portion of
a time slot. O course,the first and second-use+s—couttagree to use
anot her set of knowal. A methdd dfestablishingad@ndeqirfce feicttndicoMmunitatich thicy %ﬁlces
bet ween each of the esti tes nd th rrespective predeterm ned

These di f f er enEXNPURLE ﬁﬁh‘ﬁ“ﬁ‘éﬂv"éﬁﬂ 3 gecondyTaRsPei e, eammising

m ni mum di st angg sgpgefler as descrl bed above in connection wth key
establishnent by transmitting a conb of tones. Fig. 4is a

bl ock di agram of a wtbc irst tramsceivers (yansmittog a fingt predetetminedidigitalivoutd insluding a
using. pilo sxp‘%ﬁltg & user A's first transceiver, data to be transmtted
IS encrypte 8%‘6' ding to a key sequence by an encryptor 401. O

course, before the imalie Sah®aascdiveg, rEEewm@ﬂ@rﬁra’Sﬁredetdnﬁhﬂddxgﬁtblew&BCfyptOr
woul d sinply pass the data to be transmtted, w thout alteration. A

mul ti pl exer 403%?41@%@ﬁ@“éﬁ%‘ﬂ?’eﬂ“‘ﬂ‘&%‘ﬁ“‘ﬂ@“&@%‘?‘&%ﬁfw@Efdﬁeﬂwﬂ?‘he
known i oty RSkeworthltibuTieltsPblshgl 581 1 B (URGAIERLEAL  on and

over head signali'ng I n convention t el ephony t 1S necessary only
for the pilot synboinsthe second transeeivdrt trangmitting a seqondpriedeserminsidatigital wohie

sequence Oiol n&,‘%wg?%%@r]%g%@ ’ pi l ot symbols formed by the 20

mul ti pl exer™ 40 pul se shaper or other device for coupling
the information in the first transceiver, receiving the second predetermined digital word

0

transmitted by the second transceiver, and transmitting the received second
predetermined digital word without substantial change back to the second transceiver;
in the first transceiver, determining a phase of each of the plurality of bits of the
15  first predetermined digital word received from the second transceiver; determining a
difference between each phase determined and a respective predetermined phase;
quantizing each difference into a respective one of a plurality of phase decision values;
and decoding a plurality of the quantized differences into a key sequence according to a
predetermined block code; and
20 in the second transceiver, determining a phase of each of the plurality of bits of
the second predetermined digital word received from the first transceiver; determining a
difference between each phase determined and a respective predetermined phase;
quantizing each difference into a respective one of a plurality of phase decision values;
and decoding a plurality of the quantized differences into the key sequence according to
25  the predetermined block code.
22. The method of claim 21, further comprising, m each of the first and second
transceivers, the step of determining a magnitude of eachf;of the plurality of bits of its
respective received predetermined digital word', wherein :t:he magnitudes are used in the

decoding steps as soft information.
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to the comuni cation ch h |n general I's characterized by an
equi val ent |npeda whi t e. gaussi an noi se.
At user B's. second transc nal sent by the first transceiver

is received and is si rrply transmtted wi t hout substantial change back
to the first WO ver as 25 described above. Accordi ngPFIUSAH93B: ong
transceiver is indicated in Fig. 4 as nerely a bl ock Iabel=d
repeater. The second transceiver sends the fir: 3 & BEE

predeterm ned digital word through a comxidft cat Tc% %‘%&x@u ch nodifies
t he word in the manner described above. 07/. 13

PCT/ US97/ 09348 -19-

ghe si gnal ar(r]I I vi ng2at Thhmﬁfhodsfclhmstfmﬁmcompmg,heatdmrnmlofﬂm first and

own- converted or ot herwi se coupled as. n ary and ssed th h
mat ched filter sagpd trapsceiversnthp Step of en g Jnte 935‘? ?‘h@/ ﬁ%a agqording °4‘§ .

divided by a sy g@%n&oﬁw 1H|a{ﬁ%tﬂ¥¥6tﬁé? oft@ 8F the First and sec&ﬁpti'a'iﬁée%’ers Hfétsibpd)f

signal conprisin recel ved ta that was transmtted and a signal
conpri sing t he deenypfing=xhcpipteditrapymitied informatipn aecopstingtodhe ey seqienctur es t he

phases of t 2E54! \é\eegmﬁ ok Qhint Y3 RHeFeif Y h&yPlinglskp triphiSes HE Qe 51t VEEN

each neasurgd phase,
combining the key sequence and the information to be transmitted in a stream cipher

system.

25. The method of claim 23, wherein the encrypting step comprises the step of

combining the key sequence and the information to be transmitted in a block-oriented
10  cipher system.

26. An apparatus for establishing a key sequence for secure communication
through a communication channel between a first transceiver and a second transceiver,
comprising:

| in the first transceiver, means for transmitting a first predetermined digital word
15  including a plurality of bits;

in the second transceiver, means for receiving the first predetermined digital word
transmitted by the first transceiver, and means for transmitting the received first
predetermined digital word without substantial change to the first transceiver;

in the first transceiver, means for determining a phase of each of the plurality of

20  bits of the first predetermined digital word received from the second transceiver; means
for determining a difference between each phase determined and a respective
predetermined phase; means for quantizing each difference into a respective one of a
plurality of phase decision values; and means for decoding a plurality of the quantized
differences into a key sequence according to a predetéhnined block code; and

- 25 in the second transceiver, means for determining a phase of each of the plurality
of bits of the second predetermined digital word receifw_f/fe_d from the first transceiver;
means for determining a difference between each phase determined and a respective

predetermined phase; means for quantizing each difféggnce into a respective one of a

I
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t he known t ransnil. respective pilot synbol. The

i nterpol ator 411 prefer ss filters these difference
estimates. The difference vaI ues generated by the 10 interpolator 411 are
quanti zed by VOJUMRLY zer 413, stored in a buffer nenory 415 BATAUSY7/09348

necessary for accunul ati ng enough difference val ed by a
decoder 417 for generating a key sequence ag’HdBa%EEbé‘(Asam in
relation to Fig. 2. The di f f-80ence \al uesREm_mEﬁt ed by the

interpolator 411 are also provided to a deregtator—24T9 Such as an
error correction decoder for recovering the data that was 15 transnmtted.
The denodul at oplutally of phase decisiorevaludspamianenns ﬁatdemﬁngaﬂnﬁmytdfeﬁh quahii£ea
may have passe hr ou devi ce tabl.e faqr roni zi ng the
di fference q“éf%f°ﬁg§“%ﬂ’8?‘?¥%’-qaﬁﬁ°ﬁ af??é‘?m%\g’ghf PrEretsrmin é&s‘é’dﬁﬂ ng t hat

recei ved data was epgr Yhé @gﬂaaratus ofcmﬁqsdfuﬂﬂertceniphﬁngque cﬂgﬁf}cﬁrsﬁ&ﬁ%&nd

transm ssion, the encrypted transmitted data produce
denodul at or 414TaBsEIVEReMRANS g@!ﬁmwngﬁ magnitge bfjeﬂch@fﬂnmhu&lltyai[ﬁltsaofetsZO

provi ded toga . trans t ed.
In a manner ang&&ﬁe&ﬂkg&eﬁéép faeaétfﬁi ftﬂgﬁﬁ-@ ggec ! 8 areysed bysthg g
transcei ver estdad:ﬂdingrmmassuﬁ/\mfdrmytlmequence based on |ts own predeterm ned
word sent to d.feturn d first transceiver, and that key

il Fialy 361 atsh
sequence will agree“W e’flﬁpﬂﬁ‘ s of Claiy S’btlHB §TiCORPIFIng, in H'e’eﬁéw‘s@dhféﬁ@éand
est abl i shed by skdofid ’trhﬁéi:&w&ﬂ%axﬂ%ﬁE‘Wnayﬁh&%imf&rﬂﬁtt&?ﬁ%@%ﬁsﬁmt&& LSR5 theS AN

decrypt encrypt ed transm ssi ons sent first transcel ver
SPHERE PACKI NGkeXgsapenseiamain aNeast the othe one of tb@ﬁtﬁh’ﬂmbsecmtraﬂsmega, meanssfor

h h ]
b SPary 105 QB SRR tant e ARG Rlof RSB o e gy SfuBR *"

29. The apparatus of claim 28, wherein the encrypting means combines the key

general ly will have bejm !M! channel 's equi val ent inpedance, and

sequence and the information to be transmitted in a stream cipher system.
30. The apparatus of claim 28, wherein the encrypting means combines the key

sequence and the information to be transmitted in a block-oriented cipher system.
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conpl exity of the problen1|s“proport|onal to the nunber of possible
spheres. For this appl.j-¢@ti on of secure transm ssion and zpreadlng, .
t he nunber ofwepwess is prohibitively 174 arge. Nevert hel®IEFBHI ng a
sinplifying structure on the candi date sequences k (corresponding to
the representatives ¢ of the spheres) serves to reduce the conputational 5
conplexity to an acceptable |evel. In accordance with
Applicants' invention, the set of candi date sequences is limted to
the set of sequences of a linear block error correcting code. The radii of
t he spheres are then determ ned by such a code's error correcting
capability, i.e., the nunber of errors that the code can correct, and
the received sequences r can be mapped to the 10 candi dat e sequences k by
an appropriate known decodi ng procedure. - As one specific
exanpl e, |inear Bose-Chaudhuri-Hocquenghem (BCH) codes can be used as
the set of candi date sequences k; such cod e decoded with | ow

conpl exity using either the Peterson-Core /HE% ZPerIer procedure or the
Ber | ekanp- Massey procedure, or any procedure for decoding cyclic
codes, as described in the above- 15 cited book by R Blahut. If the code
paranmeters are (n, k) with m ni nrum Hanm ng di stance d and with code
synbol al phabet GF(2"), candi date sequences of |ength nm can be
established froma set of size ZLegyr). The Hanm ng radius t of the sphere,
or equi valently the error €orrecting capability of the code, is given
by t [err] [(d - 1)/2]. (The

A Zyp—=— Af -. -f
e |




spheres need not be closely packed). 20 The sequences rferr],
r[err], and rE are the inputs to error correction decoders

~i'npl enenting the Berl ekanp- Massey procedure. The outputs of the decoders

. are the sequences k[err], k[err], and k[err]. Again, it will be noted.
' that no encryp™MOJX4Pd be perforned by the transcei ver SCT/¥§i/09348

‘ decoders substantially limt the nunber ofz/possi bl e sequences,

t hereby increasing the | en the first
and second 25 users. lIlt may be noted that decoders are not}be needed if
t he signal -to-noise ratijos (SNRs) are very high, which] mght not be

too difficult to obtain]in a practical wirgline communi cati on system
- In many communi cation systens, an informatfon sequence §o be conmuni cated
iis . bl ock-coded for correcting errorg. |nger+hegengl—btoek—coding, a
: nunber N of /
; -21- information bite are converfed tp one of—2#=~iabit orthogonal
- codewords. Decoding such an & or t hggonal, codevvo'cli_i nvdl ves correl ating
it with all nenber™ of the g6t of 2[err] codewords. = [The bi narycwdex

* of the codeword giving the &ghest corfelatjon yieldp nﬁ?h§qesi red
information. For exanple, if~the corr¢latigns of a receivedq 16-bit co rd

with each of 5 the sg¢t of sixteen forthogonal 16-blt codgwords havi gvo

“indices 0-15 produce theg highest // LL
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correlation on the tenth codeword, the underlying, information signal is
the 4-bit binary codeword 1010 (which is the integer ten in deci mal
notation). Such a code is called a [ 16, 4] orthogonal bl ock code. By

i nverting aL{;ng%ﬂ@HRits of the codewords, one further bit of
~information may veyed per codeword. This type of codi ngPFHUROM#8as
bi- 10 ort hogonal bl ock codi ng. 3/4 A significant feature of
such coding is that sinultaneous correlation with all” the ort hogonal
bl ock codewords in a set may be perforned efficiently by neans of a Fast

- Wal sh Transform (FWI) device. In the case of a [128,7] block code, for

. exanple, 128 i nput signal sanples are transfornmed into a 128-point

+ Wl sh spectrumin which each point 15 in the spectrumrepresents the val ue
~of the correlation of the input signal sanples with one of the

- codewords in the set. A suitable FWI processor is described in U S Patent

. No. 5, 357,454 to Dent. The use of a decoder is

"~ desirable for the first and second users, although not strictly

requi red as descri bed above, but use of a decoder does not help the

. eavesdropper. For 20 spreading the information transmtted or despreading
. the information received, the sequence produced by the decoders can

be used as it is, or a binary representati & tR?e whol e or part of
t he sequence can be used. It wll be undedéﬁé at this "spreading” does
not refer to the spreading carried out in a CDOVMA comruni cati on system The
key sequences are generally unsuitable for use as CDVA spreadi ng
sequences due to their 25 ncontrol |l ed cross-correl ation properties,
ces can be use% [
decrypting information conmuni cafed in a CDVA frse, t he
""" spreadi ng sequences by jJplenenting the
U.S. Patept Applicajfon Nd. 08/555, 968.
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-22- . Applicants' sequence agreenent nethods and apparatus
provi de superi or conput ational secrecy as well as probabilistic
secrecy. Using Applicants' invention, |ong arbitrary key sequences
can be sharied, and a key sequence can be changed even during a :
connunlca_yoqw RPN . In a typical smommuni cation syst em PBCIUSBI0%8 ¢
desirabl e:to g establish-a new key sequence at |east each tine the users
reglstered Wi th or were aut henti cated by the conmunication systemin
preparation for a communi cat i opyggrssi on, and -even perhaps nore
frequentlyu such aswgych tlnegnwnqueternlned time interval el apses.

4 hnear -bl ock code, a secure comrunication systemcould
10 enploy conmbs of 2M orthogo pl tones transmitted by each user. Such a

=y S ANC bl ock- code it t he
conb’ syst el = 6%%}4 , 1
ort hogonal.. S|gn* : e
gener ati ng:'t he t ones ahkhgﬁ—syitenl t he perfor
ﬁms t aken t%oabe pr obab i 15 and diff

| f or
neasure for securit stic, rent from
t he Shannon neasure of perfect secrecy. articular, in the ckcode
system the probability of two users' establlshing the sanme sectet key
sequence.is close to one and the probability of an eavesdfoppe
est abl i shing the sane sequence is substantially zero. Th| i
probabilistic secrecy. Al so, the nuj |bIe key Uences i s
| ar ge enough that finding the corregt W ce eﬁggéﬁaﬁ'f $ 20
inmpractical. This is conputational Secreey- Yrte—par=trtul ar
enbodi ment s- of QFBMG?anﬂ i nvent i on have been described and
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illustrated, it should be understood that the invention is not limted

t hereto. . saer el - 23-
WHAT IS CLAIMED I S: .. 1. Anethod of establishing a key -
sequence for secure communication through - - a ‘comuni cati on ehannel
" between a first transceiver (A) -and a second transceiver (B),
- conprising the steps of: 5 insthe first transceiver (A,
transmitting a first plurality of tones,-8each tone havi ng a

. respective predeternm ned frequency and a predetermined initial phase; -
~in the second t rEigstisiahdeck @gramef ecommynichtiorf systsm ysing pilot symibxdls foones

ftransmtted % . the first transceiver and transmtting the received
“first pl ur at &;slgqg?g?yesbeqm%out substantial change back to the first
~transceiver; 10 in the second transceiver (B), transmtting a

+ second plurality of tones, each tone havi ng a respective

- predeterm ned frequency and a pPEJAEER RESCRIPTIGN phase; in

" the first . transceiver '(A), receiving the second plurality of tones and
~transnitting the received second pl urality of tones w thout substantial
~ change back to While tHelf6lli68 dekcHp@tSie @i thelcontéRt of wireline telepghBnd §8tefs! Bt

. transcei ver .ﬁA), determ ning differences between phases of pairs of
: will be understood by those skilled in the art that Applicants’ invention may be applied to

other communication systems that use reciprocal or non-reciprocal communication
channels.

10 As explained in Applicants' U.S. Patent Application No. 08/376,144 filed on
January 20, 1995, and U.S. Patent Application No. 08/555,968 filed on November 13,
1995, Applicants' invention provides methods and apparatus for establishing two
sequences, one at a transmitter and another at a receiver, such that with high probability the
two sequences fall within the same one of a plurality of "spheres”. The "spheres” are

15  constructed by t-sphere packing M" vectors r into S spheres, where t is the Hamming
radius, in an n-dimensional vector space consisting of all vectors having elements that are
contained in the Galois field GF(M = 2™), viz,, all r = (1, r;, ... r,) where r; € GF(M =27).
(In this déscription, vector quantities, or sequences, are indicated by bold type and scalar
quantities and functions are indicated by plain type.) The vectors in a sphere are mapped

20 into a representative consisting of the center of that sphere, and the set of S representatives
is {¢,, €y -y €,}. Each representative vector ¢, has a length n and can be mapped into a
binary vector k having a length mn, and the set of corresponding binary vectors is K = {k|,
Ky, ..., K} '

In accordance with Applicants’ invention, the transmitter and receiver establish,

25  with high probability, a common sequence k; that is contained in the set K, and use the
sequence k,, for spreading an information sequence communicated from the transmitter to
the receiver. Since the probability is substantially zero that an eavesdropper can determine
that common sequence k,, secure communication is also achieved - without incorporating

an extra encryption and decryption algorithm to achieve cryptographic

2
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the received first plurality of tones, quantizing each difference into a
respective one of a pluralityiof: phase:decision val-ues;- and decodi ng
a plurality of the quantized differences into a key sequence "+’
according to a predeterm ned bl ock code; and S in the 'second

" transceiver (B), determining differences between phases of pairs 20 of
the received second plurality of tones, quantizing each difference into a
respective one of a plurality of phikse decision values; and decodi ng-
a plurality of the quantized di fferences into:the key sequence

accor di ng tgendritingos uatizar witpetsigabQ®Y)ofig. 3 illustrates phase-spade dddiorRioasl of
claim1, f t&;a_r conprising, in each of the first and second
transcei ver® Té step of determ ning a magnitude of each of its respective

recei ved 25  pliyeafiffiréntl phd38 8&tectdT7hdY grolficERRNr bi d8Hog % diged 1 n the
decodi ng step as soft i nformation. . : 3.” The t hod of
claim1, fuoreabaementnsthetiasepand signal's instastanenue amplitude ard phase. Anghiitable  second

Lranscel ‘é -e[dgffer&ﬂleal 848805 a BOGHMRE W ol bPRTBAL S VefeQioR el A0S T &'SPhatents

- 24- Nd. B©8k 689 seDeR asEU.S2 Pateht NG 5,220295 td Helnejvlker one of the first .
and second transceivers, the step of decrypting encrypted transmtted

i nformation accdhiEpgptipg therbovasptinatioroanagtization process at each of timepk =rlehod of
claim 3, Wh..?lh,efh@ M%S&%E%ﬁikﬁ@_a%cﬁx@n&mﬁéﬁﬁ% blth%e-ﬁh?e@en% estimates that is

given by the following expression: >

ry = [Q((D’z‘), Q(CD;'), e QDY) ]

10 This sequence r, of values generated by the quantizer 219 is stored in a buffer 221, suchas a
random-access memory, a shift register, or equivalent device, which has a length thaf is
determined by parameters of a minimum distance, error correction decoder 223. The error
correction decoder 223 in the transceiver A transforms the sequence of quantized difference
estimates and generates an output signal that corresponds to the receiver's key sequence k, or

15  user A. _ |

In effect, the size of the buffer 221 is determined by the length of the key sequence
desired. If the decoder 223 has a block length N and dimensionality k, then the buffer delay
is N for this example in which the comb consists of only two tones simultaneously
transmitted at each of N times. As described below, more than two tones can be

20  simultaneously transmitted, which reduces the buffer delay accordingly. For example, if T
tones are simultaneously transmitted, T - 1 phase differences can be Quantized at once, and
the buffer delay is N/(T - 1).. |

The vector r,, generated by the buffer 221 has N elements, each of which is M-ary,
and this N-element vector is the input to any of a wide variety of minimum distance decoders

25  223. One useful decoder is the bounded distance decoder, which is a low complexity |

decoder described in R. Blahut, Theory and Practice of Error Control Codes
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conbi ning the key sequence and the information to be transmtted in a
stream ci'pher 5 system ' 5:" The net hod of " cl*&a m, 3., ;Wmerein
the encrypting step conprises the step of . conbi ni'ng the key:seguence
and the information to be transmtted in a block-oriented -  cipher
system . 6. An apparatus for establishing a key sequence for
secure conmmuni cation 10 through a communi cati on channel between a first
transcei ver (A) and a second transkdei ver (B), conprising:
in the first transceiver (A), nmeans for transmtting a first plurality of
t ones, eacichapt. 7, Addisan-WeslepReadings MeAc (1988). pT leddeicederi23d andps ¢hpdd sgmbalsd a
predeterm ned initi se; i,n i second transceiver (B),
eans for egeargiiny Tor BR R pnosher ety wiichis i BB BRI oy Seponse Rire
first trangg a’tgﬁgt,'@@??gﬁmgitﬁ(tga&aﬁgao?gcei ved first plurality of tones
C ac [ '

W t hout substantia ange to the rst transceiver; . I n
t he second trandceilVes afpbiciatedthastht signhlrprocsssing operatiomsaaivd qut itf @i ty of
t ones, each tone haying a respective predeternined frequency and a

pr edet e} ni HeBsqelver Fan be performgd ithe digtal domain by a sujtable digtte] sigral progsssing ver

(A), means | K e . | it t d -
transmtti ggg?%é&?‘gééma{l%e%%ﬁlﬁg%& B{AH’ >°/§to Yy neeogn@\ﬁ‘ﬁ%ml ‘2 Bg figtﬁ‘ftle‘él
change backypfogramming the DS @dvikeltb apsiopHinely manipulate digital sampl8s e f i 1 St
transceiver (A), neans for determ ning differences between phases of
pairs of t reseivedsignel as described for sxdnple of UsS. Rateot Anplicstign Mos 07/863027 foor

auant | o 19 e 8 b S bR PSR PR B 7,
quantiged difiteha) 58 ImblhiRnfed'es haitWeNfogicAGfcaitF), B pr&Febly, as an integrated
predet erm ned bl otk code; and in the second fransceiver (B),
means for dgitel sigmilpgoadsdor,cueneea dpplivatiom-specifiesntegrated circuit (ASIC). Of
course it will be understood that an ASIC may include hard-wired logic cifcuitry that is
optimal for performing a required function, which is an arrangement commonly selected
when speed or another performance parameter is more important than the versatility of a
15  programmable digital signal processor. |
In a manner and with hardware similar to that described above, the second user B
establ-ishes its own sequence ry of quantized phase-difference estimates from a signal
comprising a pair or comb of tones that the second user transmits to the first user and
receives back from the first user. .

20 It will be understood that both users must exchange their respective pairs of tones
in a time period that is negligible with respect to the time scale of fhe impedance of the
channel, i.e., the exchanges must be completed before the impedance changes, e.g., before
the signals are assigned to a different communication path. The time scale of a wireline
telephony channel is expected to be considerably longer than the time scales considered

25 in Applicé.nts' prior applications, 6n the order of milliseconds rather than microseconds.
Moreover, the frequencies of the tones initially transmitted by the first user should be

close enough to the frequencies of the tones initially transmitted by the
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- 25- of pairs of the received second plurality of sinusoidal

signal s; neans for quanti zing -‘each difference into a respecfive one

of a plurality of-phase decision values; and nmeans . *, * [ for" decuogling a

plurality of the quantized differences into the key 'sequ&nceé accurding to
-the predeterm ned bl ock code.. 5 .. 7. The apparatus of claim®6,

: further conprising, in each of the first and second transcei vers,

- means for determning a magniitude of eaeh-of its respective received

- plurality of tones, wherein.the magnitudes are used by the decodi ng neans

. as soft  informatipp bitsasesanverted to one of 2" N-big ortirpgongliinsewords. Récodingisneltan

- further conprisi L0 at. | t_one.of. Lk irst, and. 10 &on '

transcel vepahosgitod SR inifiicoRR itk jAR AlspathRER B8 ot I Sdemardn

- accor di ng TRe binryiadexssibesaRvor Hving il hifieasdortehtion ylvids tho@esitbd t he first

- and second, . transceivers, nmeans for decrypting (423) encrypted
transmit t cEHomIAEORR FPLeKampiS, Hdhewprrelations efa lteh@"%blﬁqblé gedewozd with each of

5 " ot gp Ot siee B HEGH Ebdholonfe Bl A PR R bR °°°

. transnitt egbridlativn on the teth @aswoidPthe undet B information signal is thelbit Finery
i apparatus of claim8, wherein the encrypti n? nmeans conpri ses neans

for conbi nfaslgworhlQE(wich e Hiedntsgra temia de Retetign: Pucthecedednealicdeed in a
bl ock- [16,40rBBEGH GloBEESdeS B3 ifiVerting all of the bits of the codewords, one further bit

of information may be conveyed per codeword. This type of coding is known as bi-
10  orthogonal block coding.
A significant feature of such coding is that simultaneous correlation with all the

orthogonal block codewords in a set may be performed efficiently by means of a Fasf
Walsh Transform (FWT) device. In the case of a [128,7] block code, for example, 128
input signal samples are transformed into a 128-point Walsh spectrum in which each poiﬁt

15  in the spectrum represents the valué of the correlation of the input signal samples with one
of the codewords in the set. A suitable FWT processor is described in U.S. Patent No.
5,357,454 to Dent.

The use of a decoder is desirable for the first and second users, although not strictly

required as described above, but use of a decoder does not help the eavesdropper. For

20  spreading the information transmitted or despreading the information received, the
sequence produced by the decoders can be used as it is, or a binary representation of the
whole or part of the sequence can be used. It will be understood that this "spreading" does |
not refer to the spreading -car;iéd out in a CDMA communication syétem. The key
sequences are generally unsuitable for use as COMA spreading sequencés due fo their

25  uncontrolled cross-correlation properties, although Applicants’ key sequences can be used

| for encrypting and decrjrpting information communicated in a CDMA system. Of course,

the key sequences can be'used as CDMA spreading sequences by implementing the
techniques described in Applicants' U.S. Patent Appiication No. 08/555,968.
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20 _ 11. A method of establishing a key sequence for secure
comuni cati on through a communi'cati on channel between'a fjrst .
ctransceiver (A) and a second transceiver (B), sconpri si'ng ttee st eps
of : in the first transceiver*(A), transmtting a first
predeterm ned digital word including a plurality of bits; 25

i n the second transceiver (B), receiving the first predeterm ned digital
word and transmtting the recei vega-fi rst predeterm ned digital word
wi t hout substantial change back to the first transceiver;

in E:I he second tAppiianis\sequény agreemens meathodsgnd apparaing ppavidesupenmdrned di gi t al
Wwor . e e . . . -, 26-

i ncl udi ng C@“fﬂ“ﬁﬁ"&ﬂ?]ti‘f’c’iﬁ'f’y as ngl:I as probabilistic secrecy.Using Anpliganty’ inyention, Jong (A,
receiving 19 | giqt r t he
recei ved s%@%r%&égg&e@rgnﬁéﬁ cf ?g??’ﬁna&@g séﬁ{eﬁgﬁfﬁsbuebc&aggn{di egriéﬁ ?Fl\%é\%gg
back to thengeatedstion"sasal' VERr 4 typital communicatidnrsystem, ftiwaild be dessrablever ( B),
har d- deci si on decodi ng each of the plurality of bi in the first

. Is .
pr edet &r niestablish gnewkeyspanencecatispsirach Bmetth%u%eéwaawﬁdaw% ST Ve and.

D 0 v iR e8P} eV AREAARn B bt beparibh bt o lfinfhilifion SERENCC -

and even perhaps more frequently, such as each time a predetermined time interval
elapses. '
_ Instead of using a linear block code, a secure communiéation system could
10  employ combs of 2M orthogonal tones.transmitted by each user. Such a comb system has
the same performance as a block-code system, but the comb system requires a much
Jarger bandwidth, as required by orthogonal signaling, and a more complex frequency
synthesizer for generating the tones. | N
In either system, the performance measure for security is taken to be probabilistic, \
15  and different from the Shannon measure of perfect secrecy. In particular, in the blockcode
system, the probability of two users' establishing the same secret key sequence is close to
one and the probability of an eavesdropper's éstabli_shing the same sequence is
substantially zero. This is probabilistic secrecy. Also, the number of possible key
sequences is large enough that finding the correct sequence by exhaustive search is
20  impractical. This is computational secrecy.
While particular embodiments of Applicants' invention have been described and

illustrated, it should be undérstood that the invention is hot limited thereto.
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predet*efmﬁe,d\l ock code; and in the second transceiver (A,
har d- dggd.si-on™ dmeach of the plurality of 10 bits i.m.the..second
pred_e_t_gi

”Hm ord received fromthe first transcei vérs *and..’
_ Ty on decoded plurality of bit:s-into.-the key..Séglience
according - to ' sth*e predet erm ned bl ock code. - '12. The
nmet hod of claim 11 further conprising, in each of the first and second
. transceivers, the step of determ ning a-2sagni tude of each of the plurality
. of bits of its 15 respective received predeterm ned digital word, wherein
t he magni t WERA RIS CISKIMED 1Se mappi ng steps as soft infornmation.
13. The nmethod of claim 11, further conprising, in at |east one of the
first and 1s eAanethed ahestablisking a keysequenge foir seeure gommugicatiémtmmighon t o
be transmtted according to,, . t key sequ e;.and in at |east_the
ot her one 8f° Hﬁ%“q‘?art’é’f”g %BEWﬁB“??Eﬁé@é‘FQFé‘%?RS phd géecongttgasqﬂveaég bypting
encrypted t Lmati on according to the key sequence.
Eﬁﬁ&gﬁg‘p& LFéjstb 1§F. 9 . y seq

14. The met , Wherein the encrypting step conprises the step
of 5 conbi niimehe first teeysceivepi@y)c cransmittidgea first pturality of ténes beach tenesmi t t ed
In a stream ci pher system 15. The met hod of claim 13,

© wherein thba¥gg ﬂfﬁﬁ?%ﬁ"%t’@ﬁe@gﬁlﬁ?‘? frequengy and a pregetorminedigivigl BRASE: t he key
 eauence and gyl ALSRE Kokl SRR Bl bl ol g o
e e SRCVSESRETIAL ephgling e g o idons a7
SUBSTI TUTEs@sESTial change back to the first transceiver; _
ANENDEP SHEET in the second transceiver (B), transmitting a second plurality of tones, each tone
having a respective predetermined frequency and a predetermined initial phase;
in &e first transceiver (A), receiving the second plurality of tones and
transmitting the received second plurality of tones without substantial change back to-
the second trarisceiver;
15 in the first transceiver (A), determining differences between phases of pairs of
the received first plurality of tones, quantizing each difference into a respective one of
a plurality of phase decision values; and decoding a plurality of the quantized
differences into a key sequence according to a predetermined block code; ahd
in the second transceiver (B), determining differences between phases of pairs
20  of the received second plurality of tones, quantizing each difference into a respective
one of a plurality of phase decision values; and decoding a plurality of the quantized
differences into the key sequence according to the predetermined block code.
2. The method of claim 1, further comprising, in each of the first and second
transceivers, the step of determining a magnitude of each of its respective received
25  plurality of tones, wherein the magnitudeS are used ixi the decoding step as soft
information. |

3. The method of claim 1, further comprising, in at least one of the first and

second transceivers, the step of encrypting information to be transmitted according to
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-27- —transcetrver—(B)5-—conpri si ng: in the first
transcei vaiigafeimi VE transnmtting a first predeterni ned digital

word incl j{!mﬂ)mlﬂmamgmt'of bits; in.the second .tl anscei ver
(B), means-4.0fc reCehVvigig A he first predetermned digital 5 watt"..
~transmitted by the - first transceiver, and neans for transmtting the

received first - predetermned digital word without substantial change
back to the first transceiver; -24- in the second transceiver (B),
means for transmtting a second predeterm ned digital word including

a plurali tee &by béduence; and in at least the dthert di@ Jfithe first and S&RnY HandcbiversTaans for
recei ving the second predetermned digital 10 word transmtted by the

second t r astecef desryptingengevptes rapsmittedisfarmation)acdoeding tethedety sequencssecond

pr edet er m ned d&_glllhglme ordjo%atxiho twl?q‘f%?xt eptlalmchan e(éorggrlé%ta ts??e?r(')sfecond

transcei ver; :

har d- deci Sdoﬂibugilﬁg(lﬁé RSy f36EnRfanll AR informatibh t B¢ irhdisriifte®id £ strdhnd Bnde T St

pr edet er mi ned ital "word received fromthe second 15 transcerver; and
means Bor system.ng the hard-deci sion decoded plurality of bits into a
key sequence aCSC .O [I‘gg rrltc?etttxo% c?f c%i:%dft“%erriig%ﬁje gllccxz_}?gtincgosctigp; co%rrl]griseé'me step of
combining the key sequence a::d the information to be transmitted in a block-oriented
cipher system. | '
6. A’n apparatus for establishing a key sequence for secure communication
10  through a communication channel between a first transceiver (A) and a second
transceiver (B), comprising:
in the ﬁrst transceiver (A), means .for transnﬁtting a first plurality of tones, each
tone having a respective predetermined frequency and a predetermined initial phase; ~
in the second transceiver (B), means for receiving the first plurality of tones
15  transmitted by the first transceiver and transmitting the received first plurality of tones
without substantial change back to the first transceiver; |
in the second transceiver (B), means for transmitting a second plurality of tones,
each tone having a respective predetermined frequency and a predetermined initial
phase; |
20 in the first transceiver (A), means for receiving the second plurality of tones and
transmitting the received second plurality of tones without substantial change back to
the second transceiver;
in the first transceiver (A), means for determining differences betweeri phases of
pairs of the received first plurality of sinusoidal signals; means for quantizing each
25  difference into a respective one of a plurality of phasé decision values; and means for
decoding a plurality of the quantized differences into a key sequence according to a
predetermined block code; and .

in the second transceiver (B), means for determining differences between phases

>
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|n the s (B) means for hard-deci sion decodi ng each of the

IOI uraI I tgmﬁ“ltanﬂﬂmﬁm second predeterm ned digit.al. wor.d.f.eceixed.,from
manscerver; .and neans for .mapping t Ae. hait d-decl.st di”

decoded plurality of bits into the 20 key sequence’actarding t.Q' the

predet erm ned bl ock code. 17. The apparatus of claim 16,
further conprising, in each of the first and second transcei vers,
nmeans for determ ning a nagnitude of ea@s-of the plurality of bits of

its respective received predeterm ned digital word, wherein the nmagni tudes
are used  of pairdf the 2ed¥RRAi sBrARMNEIiGSofSHusoidal Agnas; Irﬁéhns%é‘r iantizin

The apparatus of claim16, further conprising, in at |east o 0 %he f| rst
and secondeachatifferenoginto a mnstlwemne@rﬁ arpjyralitygof(phase décisfian miueso and mebes
transmtte acc t he ke uence in at |east the other
oo of . t hetdridegpdinh g Rualcor the kel aREMACRS o, B key Refieass pcperding i 453)
encrypted ) on according

- 28- ﬁfeﬁgéﬁéeﬁfgggld g‘%%gu;ﬁ:éé. 19. The apparatus of claim
18, wherei n t he7erkheyspparagisrofaiaim(6) Gigther@ohipnising, in eachtdfehd<Est agdiseena® and
the information to be transmtted in a stream ci pher system

20. The apisansgeiysrsymeans fon detprmiping emagpweecﬁcqaygp ﬁgrmme(mmx)edconm nes

plurality of tones, wherein the magnitudes are used by the decoding means as soft

information.
8. The apparatus o; claim 6, further comprising, in at least one of the first and
10  second transceivers, means for encrypting (401) information to be transmitted
according to the key sequence; and in at least the other one of the first and second
transceivers, means for decrypting (423) encrypted transmitted information according
to the key sequence.

9. | The apparatus of claim 8, wherein the encrypting means (4(51) comprises

15 means for combining the key sequence and the information to be transmitted ina
stream cipher system.

10. The apparatus of claim 8, wherein the encrypting means comprises means
for combining the key sequence and the information to be transmitted in a block-
oriented cipher system.

20 : 11. A method of establishing a key sequence for secure communication through
~a communication channel between a first transceiver (A) and a second transceiver (B),
cornpﬁsing the steps of: .

in the first transceiver (A), transmitting a first predetermined digital word
including a plurality of bits;

25 . in the second transceiver (B), receiving the first predetermined digital word and
transmitting the received first predetermined digital word without substantial change
back to the first transceiver; '

in the second transceiver (B), transmitting a second predetermined digital word
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5 t he _key-

segquence and the information to be transmitted in a

bl ock-oriented Sunknigli : system - - - 21. ‘A net hoe: of -- ..

est abl |EM\ Qﬁlm‘mumnce for secure communication through: -~- “oe a

communi tAMMBIRENGONS] “Bet ween a first transceiver (A) and-a -secord '’

transceiver.i(B), " " conprising the steps of: 10 inthe first

transceiver (A), transmtting a first predetermned digital word.

including a plurality of bits; -26- in the second transceiver (B),
- receiving the first predetermned digital word - transmitted by the

first trangwhidigg a phurdlityrofrodtsj tting the received first predeternined
digital word w thout substantial change back to the first transceiver; 15

in Ei he second ][ ﬁhﬂ@c@ﬁ"\/@ilms&ﬁ)’?f ) aFespivIng the S%%@W‘Wﬂﬁgiﬁﬁl feod @ndyi t al
{Vanscei verpitytid e ieRniiebond Readiridned sigial worg witief hoiGaptyf Hange

transm tt egadkytolthe s&®al Mntdeprgcei ver, and transmtting the received second
predeterm ned digital word w thout substantial change back to the second
‘transcéi ver; 20in the first transceiveri(®) f hardecisian sleedding eqch)of theplaralityohbita phase
of each of ,the plurality .of hits Qf e first predeterm ned digital.

-~ word recei U’e@efﬁrétrﬁr?ﬂ@eéfé‘e%8‘gft?la‘ﬁ%rélé'ie%}’"fdt Hom thé ag"t"gﬁi ﬁ‘iaﬂf'qﬂj'eéi ad‘gf ference

- betveen ea ilelistichiedbdbdph it k Gk ase;

. quanti zi ngﬁégﬁﬁgzﬁ ?er er?cesmlpnnto a ?peslgg tlve1 Oﬁg_%%geya&gﬁgx%a%ﬁﬂ;&%g 84
phase deci piredeterrnined blockrubdeeamddi ng a plurality of the quantized
differences into a key sequence according to a predeterm ned bl ock

25 di .
© code; and in the seCond; transerives  Apnprg-dgeisiondeerdingpachnfiths plumlifgof phase
. of eacl, of | A B : f ' di gi tal
- word (r:lg)cei l\)/II(E‘Jd]ﬁ’f @8 #néfcjr?g p%?%&?&tlé%n%%%ﬁl\%orrg reée%dsﬁd(%@ gtr?e mﬁlﬁsﬁﬁg}‘% %Hj’ﬁaggence
bet ween eagpping ke Badaletisiatieatdbdphiraifestbikeinto the key sequence according to

the predetermined block code.

12. The method of claim 11, further comprising, in each of the first and second

transceivers, the step of determining a magnitude of each of the plurality of bits of its
15  respective received predetermined digital word, wherein the magnitudes are used in the
mapping steps as soft information.

13. The method of claim 11, further comprising, in at least one of the first and
second transceivers, the step of encrypting information to be transmitted according to
the key sequence; and in at least the other one of the first and second transceivers, the

20  step of decrypting encrypted transmitted information according to the key sequence.

* 14. The method of claim 13, wherein the encrypﬁng step comprises the step of ‘
combining the key sequence and the information to be transmitted in a stream cipher
system. |

15. The method of élaim 13, whérein the encrypting step comprises the step of

'~ 25  combining the key sequence and the information to be transmitted in a block-oriented
cipher system. _

16. An apparatus for establishing a key sequence for secure communication

through a communication channel between a first transceiver (A) and a second
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Ag/gNDEmm“Eﬂm]rlmuuu ‘rm ed phase; quantl zi ng each difference-~knto-a --

respect] v€ one of a plurality of phase deci si on val ues ~and- d-ecodl ng
~aplurality of the quantized differences into the-key - 3 sequente
. according to the predeterm ned bl ock code. 22. The net hod of

‘ claim21, further conprising, in each of the first and second 5

- transceivers, the step of determning a-Ztagni t ude of each of the pl uraI ity
. of bits of its respective received predetermn ned digital word,

wher ei n tha-ansmgmer(ﬁ)es:ompasmged |n t he decodi ng steps as soft

I nformati on. met hod of claim 21, further conprising,

in at |east oneilbthefiat ‘FW&?W‘%@) means fgp Hapniting& Hrst pedstermingd digital of

encrypting smtted according to 10 the key sequence;
and in at Weg&s?{c&e %?H ﬂﬁotf% the first and second transceivers, the

~ step of decrypt imthesscondni@dcdiver(BYli thée forfeoéivhig the fiekt Goéddtethined diﬁl&l key
sequence.

word transmitted by the first transceiver, and means for transmitting the received first
predetermined digital word without substantial change back to the first transceiver;

in the second transceiver (B), means for transmitting a second predetermined
digital word including a plurality of bits;

in the first transceiver (A), means for receiving the second predetermined digital _"

10  word transmitted by the sec&md transceiver, and means for transmitting the received
second predetermined digital word without substantial change back to the second |
transceiver; _ _

in the ﬁrs.t transceiver (A), means for hard-decision decoding each of the
plurality of bits in the first predetermined digital word received from the second

15  transceiver; and means for mapping the hard-decision decoded plurality of bits into a
key sequence according to a predetermined block code; and

in the second transceiver (B), means for hard-decision decoding each of the
plurality of bits in the second predetermined digital word received from the first
transceiver; and means for mapping the hard-decision decoded plurality of bits into the

20  key sequence according to the predetermined block code.

17. The apparatus of claim 16, further comprising, in each of the first and
second transceivers, means for determining a magninide of each of the plurality of bits
of its respective received predetermined digital word, wherein the magnitudes are used
by the mapping means as soft information. | '

25 18. The apparatus of claim 16, further comprising, in at least one of the first
and second transceivers, means for encrypting (401) information to be transmitted
according to the key sequence; and in at least the other one of the first and second

transceivers, means for decrypting (423) encrypted transmitted information according
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24 The rret'hod of - cl-arm23;—wherein the encrypting step conprises the step

of J ”mum n sequence and the:informati-en o be.t ransmtted
fn a str ’ ﬂ” ystem 15 - 25. The met hod - 0k “elsdlivin 23,
e

wher ei n t he- énc!‘yp'l'l ny.'step conprises the step ofver o econbi ni ng"t'he key
sequence and the |nforn’at|on to be transmtted in a block-oriented

ci pher system 26. - An apparatus for establishing a key
sequence for secure communi cation -28ar ough a communi cati on channel
between a first transceiver and a second transceiver,-20 conprising:

in the firsdtherkegsequenee. (A), neans for transmttl ng a first predeterm ned
digital word including a plurality of bits

secgnd transcei V8r hs)appasati-or r@@éﬁhﬁ%ﬂﬁf@cmﬂt@g maags (0d) ﬁ?lﬁb’@eﬁjl gital
rat
Fecei veq 1 Hesketlentss Bad e BRGH B W& fransiteROY Sroebl b Rets ' 011 g

to the first traoscEievdparatus of claim 18, whbfblﬁﬂfééilefﬁmﬂ tmeaﬁspmyeémbﬁ):s nmeans
for transmtting a second predeterm ned |taF word including a
plural iy 8fe ksytsequence and the information tecber ﬁfwmltﬂ?‘hﬁ!s%:bﬁoﬁéﬁﬂéﬂfd cipheths f or
recei ving th%\ second predeternined digital -

- 30-

[1]

21. A method of establishing a key sequence for secure communication through
a communication channel between a first transceiver (A) and a second transceiver (B),
comprising the steps of: ;’
10 in the first transceiver (A), transmitting a first predetermined digital word
including a plurality of bits;
in the second tfansceiver (B), receiving the first predetermined digital word
transmitted by the first transceiver, and transmitting the received first predetermined-.
digital word without substantial change back to the first transceiver; '
15 in the second transceiver (B), transmitting a second predetermined digital word
including a plurality of bits;
in the first transceiver (A), receiving the second predetermined digital word
transmitted by the second transceiver, and transmitting the received second
predetermined digital word without substantial change back to the second transceiver;
20. in the first transceiver (A), determining a phase of each of the plui'ality of bits
of the first predetermined digital word received from the second transceiver;
determining a difference between each phése determined and a respective
predetermined phase; quantizing each difference into a respective one of a plurality of
phase decision values; and decoding a plurality of the quantiied differences into a key
25  sequence according to a predetermined block code; and
in the second transceiver (B), determining a phase of each of the plurality of bifs
of the second predetermined digital word received_ from the-ﬁrst transceiver;

determining a difference between each phase determined and a respective

SUBSTITUTE SHEET

AMENDED SHEET



word tr “m“mm ﬂm‘second transceiver, and neans for transmtting the
recei vem‘““‘ edet erm ned di gi {al wor d -wi-thout--subst anti al. change
to the secdnd‘trdansceiver: . in-the first- transcel wet. T(A). nmeans
for determ ning a phase of each of the .+ plurality of bits ottt first
predeterm ned digital word received fromthe second 5 transcei ver; neans
for determning a difference between each phase determ ned and a

respecti ve predeterm ned phase; neans f-@8-quantizing each difference into a
‘respective one of a plurality of phase decision values; and nmeans for

decodi ng apgeketefrhirieyl phhiset qRantizing eadiy differered igtofd REPHRECS onélbpa ?lukzﬁbty ggquence
according to a predetermned bl ock code; and he second

t r anscei vephasgyecigioaryalues; andedeseding m’@xrahtwqfshe quanéla@dndxﬂemmes ing the key

plurality of b|ts of the rede digital word received from -
the first SCAUCHCE ‘ﬁ rfgﬁﬁ ‘ﬁ‘g&,’q{ i'ning a difference between

each phase det eﬁﬁ“ VI?E n?élﬂocﬁofclaxmzf @Eﬁﬁ&tdo@rﬁiﬁd% 8£d1'ﬂdﬁﬂe ARRARd séeads for
quanti zing each difference into a respectiVve one of a pl uraflty of
phase deci samceivatsy tw stemaf datemsniiga m@mtddmgf wcplaﬁ itid plurality of bies of its

gquanti zed differences i nto the .key..sequen ccor to the predeterm ned
bl ock codefespestive received prede %‘é’ﬂ W CIey nitdes;age pseddaphe si ng,

i n each of cond transcel vers, neans for determning a
magni t ude %%Bglé% eg)%at@ﬁgft fglr:% t|fbl(:ﬁy of bits of its respective received

predet erm ned d23)i Tae mmmﬂ ofrdisgire2 fhhl@errmgmrism(em ay leasy @€l of the firstyadt he
decodi ng neans as soft information. 4 28. The appa rat us of claim

26, furt heseceashiFRSSEIVGTS, ithe Hep plenstypsing informafior ﬁOrlyt tramgmitt
hccor d0ng 8 eRseRipe S anian ab b ik oo dnd & B8 HRY &s%&exﬁimé%?v%%ﬁ?. st

- and secondseep of dedry YRS riiaiiged @fordRAEHN a&wmmﬁ@ He 1QFSeY NS
transmtted i nfornati on accordi ng to the key sequence.

29. The appar at24 The oletiiod ofS:lainas, evherein sheeensrymingratepneampyisest 0i)staporfbi nes

25 t he ke se ue and the i for tion t e transm.tted in a stream
2D her oy SRR RS Rey qubdig ol iR MBSO oh o BE noh AN b 8 Srpdi BBl 22

encrypti ngARans (401) conbines - t he key sequence and the information
to be transmtted in a bl ock-oriented cipher
15 25. The method of claim 23, wherein the encrypting step comprises the step of

combining the key sequence and the information to be transmitted in a block-oriénted
cipher system.
26.. An apparatus for establishing a key sequence for secure communication -
through a communication channel between a first transceiver and a second transceiver,
20  comprising: | '
in the first transceiver (A), means for transmitting a first predetermined digital
word including a plurality of bits; '
in the second transceiver (B), means for receiving the first predetermined digital
word transmitted by the first transceiver, and means for transmitting the received first
25 predetermined digital word without substantial change to the first transceiver;
in the second transceiver (B), means for transmitting a second predetermined
digital word including a plurality of bits;

in the first transceiver (A), means for receiving the second predetermined digital

‘SUBSTITUTE SHEET

AMENDED SHEET



S stem

e

10

15

20

25

-30-

word transmitted by the second transceiver, and means for _tr'zf;’f_rjxsnﬁtting the received
second predetermined digital word without substantial change to the second transceiver;

 in the first transceiver (A), means for determining a phase of each of the -

. plurality of bits of the first predetermined digital word received from the second

transceiver; means for determining a difference between each , phase determined and a
respective predetermined phase; means for quantizing each dlfference into a respective
one of a plurality of phase decision values; and means for decodmg a plurality of the
quantized differences into a key sequence according to a predetennmed block code; and

in the second transceiver (B), means for determining a phase of each of the ?
plurality of bits of the second predetermined digital word received from the first
transceiver; means for determining a difference between each phase determined and a
respective predetermined phase; means for quantizing each difference into a respective
one of a plurality of phase decision values; and means for déc_;'fdding a plurality of the™
quantized differences into the key sequence according to the predetermined block code.

27. The apparatus of claim 26, further comprising, in each of the first and
second transceivers, means for determining a magnitude of each of the plurality of bits
of its respective received predetermined digital word, whereiﬁ_‘ the magnitudes are used
by the decoding means as soft information. | |

28. The apparatus of claim 26, further comprising, in at least one of the first
and second transceivers, means for encrypting (401) informgtion to be transmitted
according to the key sequence; and in at least the other one.;_?)fj the first and second
transceivers, means for decrypting (423) encrypted transmltted information according
to the key sequence. |

29. The apparatus of claim 28, wherein the encrypting means (401) combines
the key sequence and the informetion to be transmitted in a:stteani cipher system.

30. The apparatus of claim 28, wherein the encryptihfgﬁmeans (401) combines
the key sequence and the information to be transmitted in a;??;iéj‘fck-oriented cipher

system.
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