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TECHNICAL FIELD OF THE INVENTION

10 This invention relates in general to containers which
can hold one or more items and, more particularly, to a
method and apparatus for sealing and tracking such

containers.

15 BACKGROUND OF THE INVENTION
One common use for containers is the shipment of goods
from location to another. One known type of container is
known as an intermodal container. Goods are packed into the
intermodal container, and a door of the container is closed
20 and latched. Then, the container is transported to a
destination by one or more vehicles, such as trucks, planes,
trains and/or ships. At the destination, the container door
is unlatched and opened, and the goods are removed.
The transportation industry has recognized that it is
25 important to provide security for goods which are in such
containers. As one aspect of this, the containers need to
be tracked, in order to avoid the type of loss which results

when the container is stolen or inadvertently misrouted or



containers, there is a need to prevent goods frombeing renoved froma
container while it is in transit toits destination, even if the container
itself iswomB/ossten, 5 msrouted or m splaced. For thisPoOysoye394z here
are existing seal devices which are used to seal or lock the latch
mechani sm for the door of the container. The nbost common type of sea

devi ce includes a disposable bolt and reusabl e housing. The bolt is 10
inserted through the [atching nechani sm of the container, and the reusable
housing is then pressed onto an end of the bolt, which causes cooperating
structure of the bolt and housing to conpletely prevent the end of the

bol t fromheifng .y tRdrans i nyp HidiRCti on QRPOSIdddi ¢ Qonh t S conSefddaind
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thi ef 5 winksyproped PatekfRIZCeAn cut the bolt in order to gain access to
the container,papd 20 LOEBoUS® BRekACAbChibRiinSelll iditdeunahile
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i nt ended purposes, they have not been satisfactory in_ all ,

10 inserted through the latching mechanism of the container,
and the reusable housing is then pressed onto an end of the
bolt, which causes cooperating structure of the bolt and
housing to completely prevent the end of the bolt from being
withdrawn in a direction opposite to its dinsertion

15 direction. In order to remove this seal device from a
container, the disposable bolt must be cut with a Dbolt
cutter. The end of the bolt which remains in the housing
can then Dbe removed from the housing, for example by
continuing to move it in the insertion direction until it

20 has passed completely through the housing.

Seal devices of this known type often have a unique
serial number on the reusable housing. However, a thief
with proper materials can cut the bolt in order to gain
access to the container, and can then use an identical bolt

25 with the reusable housing in order to again seal the
container. Since the serial number on the housing remains
the same, the seal device gives the impression that there
has been no tampering, when in fact tampering did occur.
While these types of existing techniques for sealing and

30 tracking containers have been generally adequate for their



respects. In this regard, tracking of containers and inspection of

exi sting seal devices typically involve a significant 5 degree of manua
activity,wotwoksss rel ati vel y expensive. Further, for reagemgisdd/sdussed
above, even careful manual inspection may not reveal the fact that a seal
device has been renoved and replaced. The National Cargo Security Counci
has estimated that, as of 1998, the annual cargo 10 theft in the United
States had reached a | evel of approximately $10 billion per year, which
after adjustnent for inflation is still approximately 5 tinmes higher than
20 to 25 years ago. And this estimate reflects only the value of the |ost
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to Council has esgstimated that, as of 1998, the annual cargo
10 theft in the United States had reached a level of
approximately $10 billion per year, which after adjustment
for inflation is still approximately 5 times higher than 20
to 25 years ago. And this estimate reflects only the value
of the lost goods. When  the cost of incident
15 investigations, insurance paperwork and insurance claims are
also taken into account, the actual annual business impact
of cargo theft has been estimated to be $30 billion to $60
billion per year.
The Council noted that 85% of all business security

20 losses are attributed to the theft or loss of products while

in transit. ‘Moreover, it ig estimated that 80% of theft is
perpetrated internally. Many losses go unnoticed until

final delivery, due in part to the nature of multi-modal
transportation. By the time of delivery, backtracking to
25 the exact point where the loss occurred is often difficult

or impossible.



address this need, and involve: effecting a seal between first and second
parts novable relative to each other between first and second positions,

i ncl udi ngwohg/op9swi si on of sealing structure cooperabl e wCrhusohesofiz r st and
second 10 parts in the first position thereof in a manner limting

novenent of the parts away fromthe first position; sensing a nmagnetic
flux characteristic which is a function of the sealing structure; and
detecting a change in the magnetic fluyx characteristic which represents a
di sruption of the 15 sealing structure. BRI EF DESCRI PTI ON OF THE DRAW NGS A
better understanding of the present invention will be realized fromthe

det ai | edﬁ@@gwgw%w!ﬁ@&ﬂ QYs, taken 20 in conjunction with the

acconpan Fraw ngs, in FIGURE 1 is a bl ock diagram of an
appar at us whi Gronerdiadi fsrdaaing esi binahepranwrrcirht et FIRRKE 2 is a

di agrammatic view of _a digital rd.which _.h vV j t fields of
i nf or mat ite® &¥d-SAT dPT gq?%%?%%ﬁ?ﬁ% ?%?%%ﬁ%ﬁleﬁ{ ?éoa}%%j;'{ oﬁraé]dat a
transm tted hy. vangus sdeyjsescidcthe appairi pseof FAGBREIINg RGUREE3 is a

bl ock diagramof circuitry within a seal tag which is a co o&en(t) of the
appar At UpmHsdFGURE ent WM 031 ouetgod FRITd SR7 53949 252 [P 2%i%°a

di agr amat i ¢ vi.ew,of . tyo. i aligl 1 0ctlse . wbicheash hayeasoverabesiffer ent

fields of® an ich represent standardi zed formats for data
transmitted -y atdesseshd tpgri e hdealapparatasivé 0 GRENI1OEBEFIGURE 5 is a

1. “and Al stronet o ook RGP P OB EL TR S e Lo dBN o hor PEPRES Oek and
cont ai ner - bei ng; CONPOPEst §rOf cbbSe ARPBE aktteh ot n&l ELREL land second
10 par£s in the first position thereof in a manner limiting.
movement of the parts away from the first position; sensing
a magnetic flux characteristic which is a function of the
sealing structure; and detecting a change in the magnetic
flux characteristic which represents a disruption of the

15 sealing structure.

BRIEF DESCRIPTION OF THE DRAWINGS
A better understanding of the present invention will be
realized from the detailed description which follows, taken
20 in conjunction with the accompanying drawings, in which:
FIGURE 1 is a block diagram of an apparatus which
embodies features of the present invention;
FIGURE 2 is a diagrammatic view of a digital word which
has several different fields of information and which
25 represents a standardized format for data transmitted by
various devices in the apparatus of FIGURE 1;
FIGURE 3 is a block diagram of circuitry within a seal

tag which is a component of the apparatus of FIGURE 1;



FIGURE 6 is a diagrammtic end view of the seal tag and 10 |ock of FI GURE
5, and al so shows in cross section two elements that are part of a

| at chi ng woebamosm on the container; FIGURE 7 is a di agr aematsnz2mipl oded
perspective view of an armwhich is part of the seal tag of FIGURE 1; 15
FIGURE 8 is a circuit schematic showing a detect circuit which is pa’rt of
the circuitry in the seal tag of FIGURE 1; FIGUREs 9 through 11 are each a
flowchart showing a respective portion of a firmmare program executed by a
20 microcontroller which is part of the seal tag of FIGURE 1; and FI GURE
12 is a diagrammatic view of a m'ni ature reader that can be used in

association w pparatug.af El G 1riap BETAWEDIDESERY PHMNLOF THE
| NVENTI ON FI T‘%&Fsga Bl o%:k rag]m ?E an lappar at usVHl)EOd ich enbodies

f eat ur es yafidhecpersaatvel Im\e@@atnaan dlmmmrmebds 10fi Aeifedestd o gHpbst
11, a seal tag 12, a reader

station I/éll%i'l VWeRFeIent h%ﬁﬁﬂg?ﬁgﬁﬁ?@cgg%{ng%oﬁ% ?&4 é% qz;—'ets%?aialqz%ﬁe
| ock 19. %apﬁz@ 221 fp{ﬁgogﬁgggggus oA herdwek 19 secures a latch

provi ded on the contai ner and the seal tag 12 cooperates with the | ock
19 i nsa nannerFIGEREr$ bed andmgeam@a‘anp pgrepectR¥Cayp&ratils I i$3

of "the t Y8 SFO GG ZPRELET S ASndnSIRE uhi t St THE tJne ahour ot 17
2;‘& Zle‘r/“e;]xglhtc%lga%r sifd the depne shesntatnds, Howevkockf emdcleomiityiner
being components of the apparatus of FIGURE 1;
FIGURE 6 is a diagrammatic end view of the seal tag and

10 lock of FIGURE 5, and also shows 1in cross section two
elements that are part of a latching mechanism on the
container;

FIGURE 7 is a diagrammatic exploded perspective view of
an arm which is part of the seal tag of FIGURE 1;

15 FIGURE 8 is a circuit schematic showing a detect
circuit which is part of the circuitry in the seal tag of
FIGURE 1;

FIGUREs 9 through 11 are each a £flowchart showing a
respective portion of a £firmware program executed by a

20 microcontroller which is part of the seal tag of FIGURE 1;

and

FIGURE 12 is a diagrammatic view of a miniature reader
that can be used in association with the apparatus of FIGURE
1.

25

DETAILED DESCRIPTION OF THE INVENTION
FIGURE 1 is a block diagram of an apparatus 10 which
embodies features of the present invention. The apparatus
10 includes a signpost 11, a seal tag 12, a reader 13, a
30 control system 14, a wireless base atation 16, a wireless

handheld unit 17, a container 18, and a seal or lock 19.



present invention, FIGJRE 1 shows only one signpost 11, one seal

one handhel d unit 17, and one reader {3. 10 Fgcgsi ng first on tﬁe tsiagnétz)ét
11, the swompospsdl is a device of a type known in the aPCI/tsn2i23982
therefore described here only briefly, in order to facilitate an

under standi ng of the present invention. The signpost 11 could be either
nobil e or stationary, but in the enbodinent 15 of FIGURE 1 is stationarily
nmounted, for exanple on a post or ceilgng. The signpost 11 includes a
not-illustrated microcontroller. Persons skilled in the art are famliar
;Nlt:‘l Ejhe fact that a microcontroller is an integrated circuit which

ncl udes m . Cr opr 0gesso rea PESPL 0 C h
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i ndi cate rrequency range Is that the signpost signals 22
10 Focusing first on the signpost 11, the signpost 11 is a
device of a type known in the art, and is therefore

described here only briefly, in order to facilitate an

understanding of the present invention. The signpost 11

could be either mobile or stationary, but in the embodiment

15 of FIGURE 1 is stationarily mounted, for example on a post

or ceiling. The signpost 11 includes a not-illustrated

microcontroller. Persons skilled in the art are familiar

with the fact that a microcontroller is an integrated

circuit which includes a microprocessor, a read only memory

20 (ROM) containing a computer program and static data for the

microprocessor, and a random access memory (RAM) in which

the microprocessor can store dynamic data during system

operation. The signpost 11 also includes a not-illustrated

transmitter, which is controlled by the microcontroller, and

25 which transmits a low frequency (LF) signpost gignal 22
through an internal antenna.

The transmitter within the signpost 11 generates the

signpost signal 22 by effecting amplitude modulation of a

carrier signal, which can have a frequency within a range of

30 approximately 30 KHz to 30 MHz. In the disclosed

embodiment, and with due regard to compliance with



wi Il exhibit near field characteristics. The localized nature of signals
in this frequency range helps to facilitate conpliance with governmental
regul ati one o496 10 specific context of the present inveotiusnz2aml al so
hel ps minimze reception of these signals by other tags which are in the
general vicinity of the signpost 11, but which are beyond an intended
transm ssion range of the signpost signals 22. As known by persons skilled
inthe art, a 15 signal with near field, characteristics has a roll-off
which is roughly three tines higher than the roll-off for a signal wth
far field characteristics. Consequently, the signpost signals 22

| ntentionally Dave r:?é 1Y€l Y ShoF tvati 8AENHEEHER 1 EaNGea thhicdhtien e
di scl osed er%nzr% % ad) u%t abl evgnd typi cal | ylabout aLfour to twel ve
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than a radi Jéﬂyer@ych&cpypgtg rm{zAs shovvn at 24 in FIGURE 1, the
signpost 11 Ts coupled to the control system 14 by a_standard %ﬁ%
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10 specific context of the present invention, and also helps
minimize reception of these signals by other tags which are
in the general vicinity of the signpost 11, but which are
beyond an intended transmission range of the signpost
signals 22. As known by persons skilled in the art, a
15 signal with near field characteristics has a roll-off which
is roughly three times higher than the roll-off for a signal
with far field characteristics. Consequently, the signpost
signals 22 intentionally have a relatively short
transmission range, which in the disclosed embodiment is
20 adjustable and typically about four to twelve feet. Due to
the fact that the signpost signals 22 exhibit near field
characteristics, the transmission and reception of the
signpost signals 22 may be viewed as more of a magnetic
coupling between two antennas, rather than a radio frequency

25 coupling.

As shown at 24 in FIGURE 1, the signpost 11 is coupled
to the control system 14 by a standard RS-232 gerial
interface. Although the interface 24 1is an RS-232
interface, it could alternatively be some other suitable

30 interface, such as an Ethernet interface, an RS-485

interface, or a wireless interface.



are discussed below. The bits of the digital word 31 are transmtted in
the signpost signal 22 by serially modulating the bits of the word 31 onto
the 132 KMp os@e295®r using anplitude nodul ation, as nenti ecedsabessez The
bits of the 10 word 31 are transmtted serially, fromleft to right in
FIGURE 2. The first field is a preanble 32, which is a predefined pattern

of bits that will allow a device receiving the signal to recognize that
the signpost signal is beginning, 15 agd to synchronize itself to the
signpost signal. In the disclosed enbodinent, the preanble is

approximately eight bits, but the specific nunber of bits can vary in

dependence on,the rLsti t-he, Tt r i ve Beh 11s
expected to be%aucgleqéc?%{lrgcg%‘gi %gg?%g g?gﬁpoﬁliﬂgnal %%Oegrﬁe\éngi?bfi eld 33 in
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have a n 1 of oS BPPOSEEURR, 2ands t hedusgrahmaichibereintw 26£ shgrpesittaodes

33 by different sigriposts 11 pernmits the systemta distingyish si.gnpost
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next field in_.the wor 1q0f FIGRE 2. a CQrgnch 13 i i
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10 word 31 are transmitted serially, from Ileft to right in

FIGURE 2.

The first field is a preamble 32, which is a predefined
pattern of bits that will allow a device receiving the
signal to recognize that the signpost signal is beginning,

15 and to synchronize itself to the signpost signal. In the
disclosed embodiment, the preamble is approximately eight
bits, but the specific number of bits can vary in dependence
on the characteristics of the particular receiver which is
expected to be used to receive the signpost signal.

20 The next field 33 in the word 31 is a signpost code,
which in the disclosed embodiment is a 12-bit integer value
that uniquely identifies the particular signpost 11 which is
transmitting the word 31. As mentioned above, the system 10
may have a number of signposts 11, and the use of different

25 signpost codes 33 by different signposts 11 permits the
system to distinguish signpost signals transmitted by one
signpost from those transmitted by another.

The next field in the word 31 of FIGURE 2 is a tag
command 36, which is a command to the seal tag 12 that can

30 affect the operation of the seal tag 12. The tag command
field 36 is a 2-bit field. The next two fields in the word



5 the extent that they each instruct the tag 12 to d i

difference is that the control comand 37 generallyorezgrfgglgg. The
acconpanywog@3paanet er 38, whereas the tag command 36 do®E€TrsD2/289¢2 a
paranmeter. Further discussion of conmands is deferred until later, after
the tag 12 has 10 been explained in nore detail. In the next fiela of the
word 31 is an extension flag 41, which is a 1-bit field. In the disclosed
enbodi ment, this field is always a bimary 11011 for the word format 31 of
FIGURE 2. It is provided for the purpose of facilitating 15 future
conpatibility. For exanple, if it becane necessary at sonme future tine to

m)dify tggcforma cgorﬁj]:%]t 5gm§4mdtgq 4@ 0a 4 baveiet che 3wt wnlahblalmy
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10 been explained in more detail.
In the next field of the word 31 is an extension flag
41, which is a 1-bit field. Tn the disclosed embodiment,
this field is always a binary "0" for the word format 31 of
FIGURE 2. It is provided for the purpose of facilitating
15 future compatibility. For example, 1f it became necessary
at some future time to modify the format of the word 31, the
flag 41 would be set to a binary "1" in each word having the
new format, so that a device receiving the signpost signal
22 could determine whether the word 31 received in that
20 signal has the original format shown at 31 in FIGURE 2, or
the new format.
The next field in word 31 is an error control field 42.
Since communications between the signpost 11 and other
devices are essentially one-way transmissions, and since
25 many applications for the apparatus 10 of FIGURE 1 involve
environments that have relatively high noise levels, it is
important for a receiving device to be able to evaluate
whether the word 31 received in a signpost signal 22 is
correct, or whether it has errors. Consequently, the error
30 control field 42 is included to provide a degree of forward

error correction (FEC).



31 is changed, or if a different one of several well-known 5 parities
schenes is selected for use. In addition to use of the error control field
42, the oweroaloh29evel of reliability and accuracy coul d IpeTIUS0Z/2Z3982d by
causing the device which receives the signpost signal 22 to save and
conpare two successive transm ssions of a given signpost signal 22, in 10
order to verify that they are conpletely identical. The last field in the
word 31 is a packet end field 43. This,field signals to a receiving device
that a transmission is ending. In the énbodi nent of FIGURE 2, the packet
end field 43 has eight bits which are all set to a binary "0". 15 As

menti oned above, the si ost . signak. LS [ R tetied 4 moa
relatively noﬂgy1%H%i$%$ﬁi§ﬁ?dl%%%$%%$g?%’ g%gu%gkkglfg%%e Si ﬁal '

recepti on,&nRWE t 8CHREqyRS-iNBY bets enpludy eché¢ onumpeovef heasigraloite noi se
ratio (SNR). In the disclosed enbodinenL of IGUEE .thei%nQHén%g%d

nodul at i aew2dl dee t déLisyerty idarfh%ertPsdef PEEPED 'ﬁ%l§ e el T -known

t echni que, .of . ' shift.: keyi St 1dhOrder sk@eranprala tkreoviiNR.

Q her teg%%iﬁ%gghééggg’ap%irﬁgt?vggﬁﬁﬁé used to ingrose.the SNR, such as

f r equencybahitf te &k eyiingme ¢ FBK) setephag ef ehi isekeyilag adAdky o g oAdlSfot ¥l
above, communi cations bet n e sigppost 1 n I Yo ML F

one- way dﬁﬁhﬂﬁﬁ%%ﬁi%ﬁ%t¥ﬂ£§§%?ig ?%e g@?gﬁggéﬁlgigﬁéﬁﬁ'%%fzﬂéﬁ%?%%%égfnl
mnd, it i3 desinable teulBr 9 demdrddem@apf carsingt yhehatevdnsurdsi cihe

field tag 12 wll react only to valid signpost signals 22, es eciq%lg 30
Wi th respesteies heheonragdBorh f9EIRRL 36238C0THRAET 0PEC  SOMRAEF at® of

11710 SectH 1 R ot obT R LS AE el T Kho ey yheT o Tt cChrr duea Jor
al t erpat i yedar ush nge ety - Kinownt pag sawe dcompletely identical.
The last field in the word 31 is a packet end field 43.
This field signals to a receiving device that a transmission
is ending. Tn the embodiment of FIGURE 2, the packet end
field 43 has eight bits which are all set to a binary "0".

15 As mentioned above, the signpost signal 22 is typically
transmitted in a relatively noisy environment. In order to
ensure reliable signal reception, known techniques may be
employed to improve the signal to noise ratio (SNR). In the
disclosed embodiment of FIGURE 1, the amplitude modulation

20 of the 132 KHz carrier is effected using the well-known
technique of amplitude shift keying (ASK), in order to
improve the SNR. Other techniques could alternatively be
used to improve the SNR, such as frequency shift keying
(FSK) or phase shift keying (PSK).

25 As noted above, communications between the gignpost 11
and the seal tag 12 are one-way communications involving the
signpost signals 22. With this in mind, it is desirable to
provide a degree of security that ensures the field tag 12
will react only to valid signpost signals 22, especially

30 with respect to the commands in fields 36-38. Therefore,

some or all of the fields 33, 36-38 and 41 can be subjected



techniques. Turning to the seal tag 12, FIGURE 3 is a block diagram 5 of
the circuitry 51 of the seal tag 12. This circuitry operates on power from
a not-illwetisaimd® battery, which is provided within the ealuspzagol2. The
circuitry 51 includes two receive antennas 52 and 53, a receive circuit

56, a control circuit 57 having a mcrocontroller 58, a transmt 10
circuit 62, a transmt antenna 63, and a detect circuit 64. The detect
circuit 64 is also shown diagrammaticahhy in FIGURE 1, using broken I|ines.
The circuitry 51 is a type of circuit used in pre-existing tags, except
for the detect «circuit 64, two signals CLK500HZ and DETECT that couple the
15 depec%xglrcgé& §§F§o tg&q%égg¥§Hﬂroﬁgfﬁ958,W@Qq_ﬁgbmaineﬂﬁﬂgéﬁﬂﬁhof
the firmware (control“program) for the mcFocontroller 58. The circuitry
within theedeiepies) rcoirt H4antdtibreldescusbed | Weddtdnowrat GPaSHIYHY wit h
related portions of the firmware in the mcrocontroller 58. First, 20

however, t}fﬁﬁl'.tlﬁﬁiée%f the circuitry 51 which are known will now be
described briefly,ite 89 exteptawhieh tagi [Frcakes sans undsrstlandiagrah t he
present invention. re specifically, the two receive antennas, 52 and 53

are obi em@dthe acirghitangl® tefedcit ofREE, §3P ofder t &85 THCTYT Y e
better reﬁgﬁééfn Ognsﬁgﬂﬁ%ﬁifyéﬁ as the s 1K§igB§£§e§99WQﬁﬁkﬂ22ién

FI GURE 1.° Tterve K processes the signals fromeach of these
ant ennas Howied3witand then sauis tdwe 2 gnallheseitieat trdye St r baglrdas gnal

the. i or deERt RO SBARRCEHESOH r 671 5al B 87°ChbYBa/THaoeg o0 &
PCT/ US02/ 239421 12:TR& :kr s nhhvehECUW tmbrdSoiraitea Begh o reguesayt
(UHF) transmitter, which transmts through the transmt
10 circuit 62, a transmit antenna 63, and a detect circuit 64.
The detect circuit 64 is also shown diagrammatically in
FIGURE 1, using broken lines. The circuitry 51 is a type of
circuit used in pre-existing tags, except for the detect
circuit 64, two signals CLK500HZ and DETECT that couple the
15 detect circuit 64 to the microcontroller 58, and certain
portions of the firmware (control program) for the
microcontroller 58. The circuitry within the detect circuit
64 will be described in detail later, along with related
portions of the firmware in the microcontroller 58. First,
20 however, portions of the circuitry 51 which are known will
now be described briefly, to an extent which facilitates an
understanding of the present invention.
More specifically, the two receive antennas 52 and 53
are oriented at a right angle to each other, in order to
25 facilitate better reception of signals such as the signpost
signals shown at 22 in FIGURE 1. The receive circuit 56
processes the signals from each of these antennas 52 and 53,
and then sums the signals so that the stronger signal will
essentially dominate. The resulting signal is then passed

30 on to the microcontroller 58 in the control circuit 57.



antenna 63, using a carrier signal having a frequency of 433.92 MHz. Using
the transmt circuit 62 and antenna 63, 5 the mcrocontroller 58 of the tag
12 can traogigobeacon signals 71 (FIGURE 1) to devi ces PaTlUsax29Me reader
13 and the handhel d unit 17. The beacon signals 71 are generated by FSK
nodul ation of certain beacon information on to the 433.92 Miz carrier
signal . The frequency of 433.92 MHz is 10 used in the disclosed embodi ment
because it is available for use in a fglatively w de number of countries
under prevailing governnental regulations regarding transm ssion of

el ectromagneti c signals. However, other frequencies could alternatively be

used, such 91 H\4—|z LansSm.sSi . . .
. tribeoiiansei-ggien db riangaenf on1the heagon fegnahey7l is
substantial l'y o_ngeF: Flhan tEat ?or t he sli gnp(r)lst signals 22, and in ,tyhe

di scl osed(umEbodimenrmicarehe whitah aboEnBOG § edthropah bddion tEGFIE 71

are transmtted using a technique known ji.n _the : I
prot ocol 2M5PBRIeP3to0 tetfiRe % n‘f%??le?]éngelgnfg blg%‘\%\%lgﬁ %eagﬁﬁ&lg?g%gl gﬂa
transm ttegd by dinhf er erfs Pt hé nehasi sclodsedientenli ardt antkensedton
information transmtted in the beacon signals 71 nmay take ong

di f f eBenttleor mécrbephtebldsirch5ér ©fshbm 59 BUREH! R/B?Esmébegf}cﬁa:‘%‘%Hy,
If the segl r%%'&‘,aﬁglPﬁg‘Ih%%%l ‘ﬁ@d B VALl dcds $L9RPeY Shanakbaddrt mougi the

ant ennas %Jﬁ_ recei’ve circuit 56, the beacon information
transm t tiggk | Ranfihel heaedt sipnhal The widdcdmvel gl sword paendeRHAESt 76

in FIGURE 4. | trast, duri i : .
0t T ecei N8 GSEsighaPS A hePS 36 HenT Lot A HE bedson® THe |

1L R L T b Wi, Lo wnnsstotm s
f or man 76u£éd7ﬂhiEheudienﬂbyeEeEm@odiment because it 1s availé%le %or wor
use 1in a relatively wide number of countries under
prevailing governmental regulations regarding transmission
of electromagnetic signals. However, other frequencies
could alternatively be used, such 915 MHz. The transmission
15 range for the beacon signals 71 is substantially longer than
that for the signpost signals 22, and in the disclosed
embodiment can be up to about 300 feet. The beacon gignals
71 are transmitted using a technique known in the art as a
slotted aloha protocol, in order to reduce interference
20 between beacon signals transmitted by different tags.

In the disclosed embodiment, the Dbeacon information
transmitted in the beacon signals 71 may take one of two
different forms, both of which are shown in FIGURE 4. DMore
specifically, 1f the seal tag 12 has zreceived a valid

25 signpost signal 22 through the antennas 52-53 and the
receive circuit 56, the beacon information transmitted in
the beacon signal 71 will have the word format shown at 76
in FIGURE 4. In contrast, during periods of time when the
seal tag 12 is not receiving signpost signals from other
30 devices, the beacon information transmitted in the signal 71

will have the word format shown at 77 in FIGURE 4.



used, the disclosed enbodiment will transmt the information in the word
usi ng Manchester encoded FSK nodul ation at 27.7 Kbps. 5 The word format 76
will be owewassws first. It begins wth a preanble 81, WRCTHS0Z23942
functionally conparable to the preanble 32 of the word 31 (FIGURE 2). In
the disclosed enbodinent, the preamble 81 [asts 1,296 m croseconds, and

i ncludes 20 cycles which each include a 30 mcrosecond |ogic 10 high and a
30 mcrosecond logic Iow, followed by ppe cycle which includes a 42

m crosecond logic high and a 54 microsecond logic [ow. The next field in
the word 76 is a 1-bit format field 82, which is provided to indicate to a

recei ving, devige i . t-he s +&1 21N SUREDLA ingy t h
format u «?&afrg(riets\#; oﬁs‘tg%lrf%ﬁbggﬁgnffgf%gﬁgl .7% %ngﬁt#e ?%glrgh& is afm\%\llaysea
bi nary " Usdd) wored J6scbmekbd semdbdayenia i hhr yrapsmis #bed IRLOTMRE 198kt

field in the word 76 is a,4-bit t type field. 83 [ ' cpde Jthat
provi des omEbenf YPEt | Bﬁlpggapﬂﬁ?%]gesggr ho%l?%%e%arﬁgﬁgu%d@%l%pi e ng
used in Eﬂﬁrﬁgégggl This type field in the seal tags 12 may indicate that
the seal tag 12 is being used to nonitor the lock_ 19, on theﬁgontaLner 18,

22:;3?2 }Reitg?Fiy@?rdiéfa@aTOFGQMﬁéﬂ tegdiRgueRre tHftfere &5%@§F3for
devi ce oWﬁ%@ %t%??%ﬁgi?lgﬁﬁoﬁg?gglé%;??E%%%§E§F%%}ggﬁga?ﬁﬁ$ﬁgkg{ggFgggg
enbodi Mefpeddi & ag2t ye ende wdddcod d (RISURPr & de somethinfdraraidssd about
the container_ 18, such as its volune or. its height. 3Q T fi [
the word SP&qdinerd bi FhgssECAYpes Pilel tF ¥ e o iea i e 05' mor &
SpeCIfI(xﬂAéﬁﬁég%\g%(E¥£%g§5§hfgﬂyé§@ﬁ/2§8ﬂadelé 30 microsecond logic
10 high and a 30 microsecond logic low, followed by one cycle
which includes a 42 microsecond logic high and a 54
microsecond logic low. The next field in the word 76 is a
1-bit format field 82, which is provided to indicate to a
receiving device which of the two formats 81 and 82 1in
15 FIGURE 4 is the format used for the instant beacon gignal.
Thus, the field 82 is always a binary "1" in woxd 76, and is
always a binary "O" in word 77.
The next field in the word 76 is a 4-bit tag type field
83, which is a code that provides some information regarding
20 how the particular tag 12 is being used in the system. This
type field in the seal tags 12 may indicate that the seal
tag 12 is being used to monitor the lock 19 on the container
18, whereas the tag type fields for other tags may have
different codes, for example indicating that the tag is
25 being used with some form of mobile device or 1is
stationarily mounted on some fixed object. In the disclosed
embodiment, the tag type code 83 could also provide some
information about the container 18, such as its volume or
its height. '
30 The next field in the word 76 is a 3-bit asset type
field 84. The field 84 can identify more specifically the



particul ar type of device with which the tag 12 is associated. Wile the
tag 12 in the disclosed enbodinment is associated with a contai ner 18,

ot her tagwoOesioe®™so whi ch are transmitting simlar beacon PCygnshy23mi| be
attached to 5 other types of devices, and woul d therefore have different
codes in the field 84. The next field in the word 76 is a beacon code 86.
In the disclosed enbodinent, this is an integer value which uniquely
identifies the particular tag that is %gansnitting 10 the word 76. As

menti oned above, the apparatus 10 may have a nunber of different tags, and
the use of a different beacon code 86 for each tag permts the systemto

di stingui_sh bheacon_si S angd tt.ed By e 1o r ophthosag tnansnidt ed
by anot h&2 - tr's” %%neggs%ieﬁg iﬁﬂ%ﬁgﬁhord 76 is a seal statug,bit 87,
which is ssdodidtdd el dwhbae thdi cages2t he ther gissiomas aseodimentocks 19
(FIGURE 1), in a manner_described in e detail, _la : e field is
a seal eAFROTHRIEBSIWAI &h Q@%élnf-rbﬁg of i%elaeﬂsgﬁgi ﬁgé’%s%% z‘iA’t?l?L)é:tnh vﬁl‘]?éh

”Dnitorir%kéﬁ%ﬁiﬁkiﬁ§kisf$&ﬂé% iHezdraneegndescr vhed i benvaetaehad| tater.
The next fie inthe word 76 is a signpost code 91. This is_j ﬁntically
t he sbgnpmsitercodgpest rect delvaces3 ﬁﬁéquqkﬁsFBﬁﬁ%g?rﬁoP@V?L@&# F RS nost

recently received t he e tag 12. The next field in the word 76 is a
| ast 25 dﬁﬁ%ﬁ%dlqiggﬁ gﬁ?léhgéh is identically the code for the |ast

command whi ch was regei ¥edlun iei ther wafrd es fiel dsb8acon 3@depf8he In

si gnpost word 31 received fromthe signpost havin t he sign t whi ch
i s presenthe ndieliosgd oTPOFABSREXL ‘%?jgffdlisn ?ﬂe%\ﬁﬁe@% i%saegl% e‘r&?g(?h

Corme’h (e Thaakd e, e st emal cht s sl it
PCT/ Y802/ 2894@0rd 76. As mentioned above, the apparatus 10 may have
a number of differenﬁ tags, and the use of a different
beacon code 86 for each tag permits the system to
distinguish beacon signals transmitted by one tag from those
transmitted by another.

15 The next field in the word 76 is a seal status bit 87,
which is a 1-bit field that indicates the current status of
the lock 19 (FIGURE 1), in a manner described in more detail
later. The next field is a seal event code 88, which ig a
4-bit field used in association with monitoring of the lock

20 19, in a manner described in more detail later.

The next field in the word 76 is a signpost code 91.
This is identically the signpost code extracted at 33 from
the signpost word 31 which was most recently received by the
seal tag 12. The next field in the word 76 is a last

295  command field 92, which is identically the code for the last
command which was received in either of the fields 37 or 38
of the signpost word 31 received from the signpost having
the signpost code which is present in the field 91.

The next field in the word 76 is an error control field

30 93. In the digclosed embodiment, this is a 16-bit field

using a cyclic redundancy code (CRC) of a known type, which



15 is calculated using the information in fields 82-84, 86-88 and 91-92.
The beacon signals 71 transmtted by the tag 12 are essentially one-way
si gnal s, wod3pimserror control field 94 is therefore proecaasoyzoshat a
devi ce which receives 5 these signals will have a degree of capability to
detect and correct sone errors in a received word 76. The receiving

devi ce can al so increase accuracy and reliability by receiving and
conparing two successive beacon signal§s71 in order to verify that they
are identical. The last field in 10 the word 76 is a packet end field 94,
which in the disclosed enbodinment is a logic |ow of 36 m croseconds. The

packet end fiféglgg?én%s%q{?estﬂg Qn_rfggﬁ;lgg'%gﬁ deyi £€c1hat sbhesf i edglsd4 is
I'C

the end of tRé wor is currently being received. 15 Turning to
the altersiad i ¥e-$Dr matrhé? befaddre diepedre  Wor drangmibasdcbi fher &7 ¥4 om
the word 76 is that t fields 91.and.92 of .t he wor it drom
the wor darﬁ?.eqfrﬁ%t?ﬁfﬁ%caﬁgéw?ﬁesfgaﬁag’ 9T & 52 e&%ﬁ%i%ﬁ%ﬂorfn% on

extract 6894 row theetasbré egRINAdS 98p0%hator d 2 dikce | whdoht rasteiess
nent i oned above, the beacon word 77 is used in situations nggfe the tag 12

is nob curhese | gignatei vihy BayespgREeFESsOEn&ePand ThdL SfF AT ent
information to put into th ield . r re, rdherddel-gsndl and
92 are orﬁ?‘f]ﬁe%f:?nsﬁﬂl?d ef%]?c(?arra% ?719 %2% n tﬁ%%ry,ggiat e7fV\G)./t;ul d be possi bl e ?o use
the word do¢i@é ZEneven sthenindeedsy 12césracy candentdel iadudiibvhg by
informati on fromany signpost, and to sinpl ut "du ", __cQde such_ as
al | zer ostr¢eR BV EREhaBf Fﬁ@gqqﬁqi;?ﬂpzﬁﬁﬁgkgéf&%mg§gF?ng &@P%%%ui; I

regul ati Oﬁ?éfgé‘&db@%ﬂf@ﬂit@xaﬁt‘) iHAPSISSi Qest 1€l t 0Thavalase o hell @ntih ng

between factors such as the power |evel at which a beacon signall71 és

10 the word 76 is a packet end field 94, which in the disclose
embodiment is a logic low of 36 microseconds. The packet
end field 94 indicates to a receiving device that the field
94 4is the end of the word 76 which is currently being
received.

15 Turning to the alternative £format 77 of the beacon
word, the basic difference from the word 76 is that the
fields 91 and 92 of the word 76 are omitted from the
word 77. This is because the fields 91 and 92 contain
information extracted from the last received signpost word

20 31. In contrast, as mentioned above, the Dbeacon word 77 is
used in sgituations where the tag 12 is not currently
receiving any signpost signals, and thus has no current
information to put into the fields 91 and 92. Therefore,
the fields 91 and 92 are omitted in word format 77.

25 In theory, it would be possible to use the word format
76 even when the tag 12 is not currently receivinq
information from any signpost, and to simply put a "dummy"
code such as all zeros into each of the fields 91 and 92.
However, governmental regulations regarding radio

30 transmissions tend to involve a balancing between factors

such as the power level at which a beacon signal 71 1is



WO 03/ 042959 PCT/ US02/23942 16 transmtted, the tine interval between
_su](c:cess![yeO transm ssi ons ﬁf beacon signals 71, and the anount of

i nf ormat iwo opoeyent in each beacon signal. By using the

when the fields 91 and 92 are not neeged, thg 5 du?ati on \g?triilhsgmm !
transm ssion of the beacon signal 71 is reduced, which in turn facilitates
conpliance with governnental regulations. There are two other differences
between the word format 77 and the woyg format 76. First, the field 82 is
always a 10 bipary "1" in word 76, and a binary "0" in the word 77, as

di scussed above. Second, the CRC value used in the error control field 93
of word ég'n%r@%lt%ta ated,_yisi ng.9pLy figlidsvH2- 84pande8h- 88 subeeauwdeet he
fields 9 n are‘ not "~ present, and thus cannot be taken into accqunt.
15 The r aterainiwWiichd hef agpebdr amsgined st hd lbeacdd  $ihgnaP&OrRtwi 9f vary

under different operational circumstances. For. | e t 12 i
recei vi ng MIgHIOR™ sPT@ﬁﬁF?%r”? segﬁbj RN sg%é)ﬁggﬁer , g‘t{)i:"%?%lg@t gzh% e
transmt, he dagk? W | hhih ansai £18eago shgaabs Zremaoe 2@etiedquénie y. | n

contrast, in other operational circunstances, the tag will tra i t, beacon
si gnabs Autagsion f pEquehe| yeranemwigsiean cgde, tide t?r’rgnf"‘ﬁlt Qﬂ?aliés

bet ween sucgessive transm ssions th Lgnal - I eqyiwiH h
degr ee pfrer%’rﬁfo#mesg",hlt%l de?ﬁeasga%ﬂe ﬁ%ﬁ?}fz%%%é%S o?nfﬁse%luir}/ﬁg i
col | i si Qusveetiwvesl beeporasignal s from different tags. The variations in

conform 1o kiBEFS VR GUGsOLARA BFETPRERERD: Eondr Sloser: B herd Th
further defaily BcSiReR tHRenGir 6l t ryrbletd Nothdesiahll sapdli lalwayef a
10 binary "1" in word 76, and a binary "0" in the word 77, as
digcussed above. Second, the CRC wvalue used in the error
control field 93 of word 77 is calculated using only fields
82-84 and 86-88, because the fields 91 and 92 are not

present, and thus cannot be taken into account.

15 The rate at which the tag 12 transmits the beacon
signals 71 will vary under different operational
circumstances. For example, when the tag 12 is recelving

signpost signals or is subject to some other stimulus to
transmit, the tag 12 will transmit beacon signals 71 more

20 frequently. In contrast, in other operational
circumstances, the tag will transmit beacon signals 71 less
frequently. In either case, the exact time intervals
between successive transmissions of the beacon signals are
varied with degree of randomness, to decrease the likelihood

25 of recurring '"collisions" between beacon signals from
different tags. The variations in the rate and timing of
the transmission of beacon signals 71 by the tag 12 conform
to known techniques, and are therefore not described here in
further detail.

30 Since the circuitry 51 includes all capability of
certain pre-existing tags, the tag 12 has full capability of



certain pre-existing tags, the tag 12 has full capability of WO O
PCT/ US02/ 23942 17 a known type to facilitate tra(F:)ki ng 01}/ t he mvggﬁfgg?
assets suwboaw4pie container 18. Since that type of capalpCiriusy2/2i42
wel | -known, it is not described here in detail. 5 Referring again to
FIGURE 1, the reader 13 is a stationarily mounted device of a type which
is known in the art, and is therefore described here only briefly. The
reader 13 receives the UHF beacon signgls 71 transnmitted by the seal tag
12, and then forwards the beacon word (FIGURE 10 4) from each received
beacon signal on to the control system 14, through a network 101. In the
d'hSC' osed eqpod cthe nelwank 1@l tsaaxivge of ngisvomoveafesrtr edfto in
the art as an Eth et network, but it could alternatively be sonme _other
1;( (r)]rm of a?tﬁmsk. SﬂlﬁhghaSWi theescobbatneTat1dn 16 Si0%e ddhdte 5PF t Phe

own in e art, and is cqupled to the cqontragl..s : th
net wor k f@@.ab!llgrlttﬂe dissclng d BB rréL%t , q{éhe%oﬁeg%r%k@l%g}g% shgﬁgzgt %élr net
networ k, Jayt siht could alternatively be some other type of network.
Further, 1t 20 would alternatively be possible to use a singleg network to
Lm!{ e!in;n_t blot igietﬂ@efn;elgmralgam &y tﬂﬂ?@%@ wdrk : ﬁ?@dxsﬁrr ellgss *fandhel d

I ncl udes a .key ] a,pl ur gk - nyal efabl

but t ons, S&r"f’&lémaﬂf!lslﬁfl a@oq%i%é%\h?%\%£?es gEI ngﬁll cr‘@{sltd(';lfliat g?sjglﬂgﬁﬁ( EgD)t?lel?'ﬁthS
handhel d jyii,t 4Adi sipontrahlefor@nddeperabesd orebrat CaLY pbﬁé?.fi/YThe H&¥fdhel d

Thi s of r WY ok FRERIES LHE. BEScir - hal AL T Ans GPr el by the't ag
12, use ragdi o, 41 egugnay ,(RRa staeal gokkbrider dlie dﬁaémbhowah:dcdr%ﬁﬁﬂﬁia??ons
10 4) from each received beacon signal on to the control system
14, through a network 101. In the disclosed embodiment, the
network 101 is a type of network referred to in the art as
an Ethernet mnetwork, but it could alternatively be some
other form of network.
15 The wireless base station 16 is a device of a type

known in the art, and is coupled to the control system 14

through a network 106. Tn the disclosed embodiment, the
network 106 is an Ethernet network, but it could
alternatively be some other type of network. Further, it

20 would alternatively be possible to use a single network to
implement both the network 101 and the network 106.

The wireless handheld unit 17 includes a keypad 111

with a plurality of manually operable push buttons, and a

display 112 which is a liquid crystal display (LCD). The

25 handheld unit 17 is portable, and operates on battery power.

The handheld unit 17 includes not-illustrated circuitry

containing a microcontroller. This circuitry can receive

the beacon signals 71 transmitted by the tag 12, use radio

frequency (RF) signals 116 for bi-directional communications

20 with the control system 14 through base station 16 and

network 106, and transmit low frequency signpost signals 118



30 with the control system 14 through base station 16 and network 106, and
transmt |ow frequency signpost signals 118 WO 03/042959 PCT/US02/23942 18
whi ch ar eweiogiohxs9 t o t he si gnpost signals 22, and which ecmfusezee2 t he
word format shown in FIGURE 2. The use of the handheld unit 17 will be

di scussed in nmore detail later. Turning nowin nore detail to the seal tag
12, FIGURE 5 5 is a diagranmatic perspective view of the tag 12, and al so
shows the lock 19 which is used to secyge the container 18. FIGURE 6 is a
di agrammatic end view of the tag 12 and lock 19, and also shows in cross
section two el enents 151 and 152, which are part of a |atching nechanism

on the cor};ti%'kpegr;eo Q%Piggﬁhl{% di-gel Os ﬁg@@dism&%ﬁalé heagondadnevhikdh i s an

i nt er modal “cont &i ner own type, ich is relatively large. A ntunber
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housi ng \HQ%%%P@?%&H%% J\p,)ufo"\’/}r]of%e a@%%cggs?%@a}]ﬁ%{)%i gét%g%gi gﬁtg?. t he

housing, and ifghides @6 ackessrdoaetuhi chocaneneealbetagear?, GPEHRING

closed positions in which access through the opening is respectjv

Eerm EtZSstsra]m@I dbgg_ﬁfa@tﬂétg.lcﬂﬂéﬂiﬁi?ﬁﬁln‘é@ Y'Y ulés tg"e] ateh ﬁgchg‘ﬁ]idsnﬁ%%t can
eep e _cont ai r hn his cl Skkl tdy i

_mechan! _srﬁl'fcﬁ'ﬁ ut 6% ?ﬁékeﬁgm‘a’dg’tqg hlgllsca%%&%%? F%bg?&%%@e,dbrﬁ:ﬁeﬁ%ﬁé% 152

i s provi dedzore t be ibousidip@fartree: toneaineiew arfd the ehemdAt arsh teck

provi ded on the door of the container. \Wen, the, do i
el enent s 151 aRd 2BL9%2 SRPWS| iR hEXHSS| t?%%t%%mﬁ“ﬁogrﬂ%%?%?qﬁﬁt ggr‘%%r to
open theﬁ%}ipgﬁwﬁ £lemBht-c15¢ BUSLtRDMeT eledtiare dnp dihecled enemtaids?. The

el enent s _ 152 have cylindrical openings 153 and 154, which are
coaxilal | ylal i gried wheh @behlesddr epediment,  the container 18 1s an

intermodal container of a known type, which is relatively

large. A number of these containers may be loaded onto a

ship or a plane, and are configured to stack neatly with

each other. The container 18 includes a housing with an

15 opening providing access to an interior region of the

housing, and includes an access door which can move between

open and closed positions in which access through the
opening is respectively permitted and obstructed.

The container includes a latch mechanism that can keep

20 the container door in its closed position, and this latch

mechanism includes the elements 151 and 152. In FIGURE 6,

the element 152 is provided on the housing of the container,

and the element 151 is provided on the door of the

container. When the door is closed, the elements 151 and

25 152 are in the position shown in FIGURE 6. In order to open

the door, the element 151 must move relative to the element

152. The elements 151 and 152 have cylindrical openings 153

and 154, which are coaxially aligned with each other when

the container door is closed and the elements 151 and 152

30 are in the position shown in FIGURE 6. The openings 153 and

154 are not aligned when the container door is open. The



the container door is closed and the elenents 151 and 152 30 are in the
position shown in FIGURE 6. The openings 153 and 154 are not aligned when
the cont awpes/oesr is open. The WO 03/042959 PCT/ US02/ 239#2T/U582/23942
configuration of the elements 151 and 152 shown in FIGURE 6 represents
only one possible configuration. There are a variety of configurations of
the el ements 151 and 152 with which the present invention would be
conpatible. 5 The seal or lock 19 is aj;kype of device which is
comercially available and well known in the art. It includes a bolt 161
and a housing 162. The bolt 161 has a cylindrical shank 166, with an

enl ar ged head. 1 th :
: a% £ YRRel 18Rt Ehe d owekg end2 okhbhe sharscige: has
been i nserte éggalltﬁjf% tﬁe hou5|eng 16?2, and structure within the housing 162

mefﬁijngl yrlgjﬁ@fim&tehmﬁyof othe reEko 66 confiomaardent-hat THHE& et 2
drawal of e shank fromthe housing, 162 i t- et tr oy t he
housi ng T HELUPEi FPHEUTEHAR 166" gﬁ%iﬁ%ﬁﬁﬁﬂ%ﬁl%f% aggig%%ngrﬂg?, in

order to k5 apemd herdosk: 19nvéhei shankulgbbef cofipabbblenust be physical |
cut. The‘ﬁ%h5|ng 1 may have not-illustrated indi i%. novideﬂ.g§e¥eon, i%
2! &

the formof a TUmquedldesti flefk fb? dachahob¥Pfig <t &e ¥ ousT ng

162 includes such .indici Ihee i ndigi g,& : i

an ke Juecondedcha ogder to hel
detect 28°HHT T u%% t%ﬁ%%}lng? A Shown in FlGURES 5 and 6. the seal Pag
12 i ncl udescBudabeusi nelformed dydt wohpastsg20k2and 2. bPAtt A& 1T oded
enbodi nent, the hou5|nqyfarts 201 and 202 are.each

plastic, andiadelerkediiAecdféd tBlEgcﬁﬂbtﬁg%afgeggaﬁg?é;g%%%2a§g[%?%;9rdy
ovever] RSB e TEbeLnba: e S e Imdetynietries
def i ned byntbethe housing 162, ;ggaséguéghggnﬁigﬁygrf%gﬂgéﬁgiggelQSUSIng
lockingly grips the end of the shank 166 in a manner that
prevents withdrawal of the shank from the housing 162
without either destroying the housing 162 or cutting the
shank 166. The intent of the design is that, in order to
15 open the lock 19, the shank 166 of the bolt must be
physically cut. The housing 162 may have not-illustrated
indicia provided thereon, in the form of a unique identifier
for each housing 162. Where the housing 162 includes such
indicia, the indicia can be recorded in order to help detect
20 and reduce tampering.

As shown in FIGUREs 5 and 6, the seal tag 12 includes a
housing formed by two parts 201 and 202. In the disclosed
embodiment, the housing parts 201 and 202 are each made from
a very sturdy plastic, and are fixedly secured to each other

25 Dby ultrasonic welding. However, they could alternatively be
made from some other type of material, and could be secured
together in some other fashion. The housing defined by the
parts 201-202 contains a not-illustrated circuit board,
which carries essentially all of the circuitry shown at 51

30 4in FIGURE 3, except for two wire coils which are discussed

in more detail later. The tag 12 also includes an arm 211



parts 201-202 contains a not-illustrated circuit board whi i
essentially all of the circuitry shown at 51 30 in FIGURE 3|02xg2L:|$2r t wo
wire coi lwowhieesare di scussed in nore detail |ater. ThePC&gISmﬂzahso

i ncludes an arm 211 WO 03/ 042959 PCT/ US02/ 23942 20 whi ch has one end
securely anchored w thin the housing defined by the parts 201 and 202, and
which projects outwardly through an opening in the housing part 201 ihe
openi ng bei ng surrounded by an annul ar,follar 213 which is 5 an inteéral
portion of the housing part 201. The outer end of the arm211 is

approxi mately U shaped, and has two spaced |egs 216 and 217 coupled by a

bi ght 218, . The | egs 216 and. 217 alj end; h h k

hawv ed th
shank 166’1'16?@‘? hjgagbo??elﬁn%xt%énc S. %6 él GURE e(725Pi gﬂlgg%iﬂagfgﬁ%?ggbgggl oged
per spect igee iwew 8f the apex2sl, 26howang addRti opal deharhs BFOURETE m

The arm 211 includes two bent, platelike rts,_226.and th
di scl ose@uswbasdilvethreyh part £ %dlﬁzpf%:?r :h%%%:’ﬁn%agé%ﬁ rz‘odn]% St gihﬁl ess

steel , b%tpe%qﬁx%a(si%éi!r%ggﬁfiéaﬁﬁ&\é&l by riBgendbafr emlsene Thevhtype iof

mat eri al ,”*SUuC ust plastic The part 227 includes the leg 2
_ | . : . 6 and
t he b ghtan?liSiteaychlt heortpaot @26thachodednsh@arémd Haer El'fletﬂlét‘ﬁF?ne 1. The

parts 226 and 227 are fjxedly wvel ded i
Phe. | nt efdedtitortidh Ahe 1 g ree HhedT B 30 The arm 2 s of  he.

part 226 llré%?r By dndr beal deripa edBby whibhokxt ends verld chedy 2hfoagh! it,

and a cyl ical counterbore 232 of Iar}ger di anet er 'h%\ngr %i d%qf itrgllthe
imlar™ ho

upper sidg dfaveheldrgned OreRTRl CRFPROE hEhhoR 3315 e 233

and counterhbor.e.234 are; provided i h i

7 34 AL 8 P! [ in the |l eg 216 of 25 the part 227, in a
manner st(.)bq at E‘gl]‘ney are coaxial with each other, and with the hole 231 and
counigrbore 23%GURE 7 is a diagrammatic exploded perspective view O

the arm 211, showing additional details of the arm. The arm
211 includes two bent, platelike parts 226 and 227. In the
disclosed embodiment, the parts 226 and 227 are each made
from stainless steel, but they could alternatively be made
15 from some other type of material, such as a robust plastic.
The part 227 includes the leg 216 and the bight 218, and the
part 226 includes the remainder of the arm 211. The parts
226 and 227 are fixedly welded to each other at a right
angle, at the intersection of the bight 218 and the leg 217.
20 The arm 217 of the part 226 has a cylindrical hole 231
which extends vertically through it, and a cylindrical
counterbore 232 of larger diameter is provided in the upper
side of the arm 217, coaxial with the hole 231. A gimilar
hole 233 and counterbore 234 are provided in the leg 216 of
25 the part 227, in a manner soO that they are coaxial with each
other, and with the hole 231 and counterbore 232.
A recess 236 is machined in one edge of the counterbore
234, and two similar recesses 237 and 238 are machined in
the edge of counterbore 232 at circumferentially spaced
30 locations. As indicated diagrammatically by a broken line

241, a bore extends from the recess 236 through the arm 216,



A recess 236 is machined in one edge of the counterbore 234, and two
simlar recesses 237 and 238 are machined in the edge of coimterbore 232
at circumveroastioad | y spaced 30 |ocations. As indicated di grarsezzisenl |y by
a broken Iine 241, a bore extends fromthe recess 236 through the arm 216
WO 03/042959 PCT/ US02/ 23942 21 bight 218 and arm 217 to the recess 237 ’
Simlarly, as indicated diagrammatically by a broken line 242, a bore .
extends fromthe recess 238 through thg part 226 to the | over end of the
part 226. The bores 241 and 242 are formed 5 by drilling holes in the parts
226 and 227 before these parts are bent into the shapes shown in FIGURE 7.

The arm 211 %I én% Léde wo, jBobpiLn i
. . 1Bobpins 1246 -a8ds34 3 The  dbubhiasleachsh
an out si éggl a%]t er \lf\}m c%rlrns appr oxi matel§ eaual to the di anet e}faof St ﬁ\e/e
count er banes ca32dandi234amanditelégchbhave brokesi déidrantter i OFTEs

approximately equal to .the dianete f . the hole 3 i
di rect i oR*tEREShobbPRs B ARGSTET %%@et erioaﬁ?ls ?I\%}Ilgc#ag{tg %ggbr%ﬂi %Eltegr;/al

equal to4tfe depihs, of fde,Louni 26 borese 288reand4 234ndThe 2balsbi 2484 s
received in the counterbore 234, 15 and the bobbin, 247 is recei vel in the
PEfSEL 1T,

count®rbane @8211Thg lwkgs ndn24ehan®gA? afeb et nadd ¥ ainiess

steel, and .,are fornmed tQ lh(gavg 1y fdt o dgrgount er bores 233

! d
234. The B5H5 r"f\featbee_nseclunr ed V\nefahl Nt he éc}%)ount elrh%)(r)brxies @233 and 234 by a o
sui t abl e knowrradhasi vel 1 Thesdobhi hsdesut do 2boabisenatitvery Bé madeFF om

ol ace. by beda ot Rrdh CROYR GRCOFST SExABIEr ST YT RE ar SHr T he BARbI s
‘t"’ﬁreea?H eégPaﬁﬂﬁeP%ogBB' A Bt 65# abnet beubekbiaseeoul 3 bendeanuyelaetl to
in 246 has a coil 251 of wire wapped around

10 each have an inside diameter whlch is approximately equal to
the diameter of the holes 231 and 233. In an axial
direction, the bobbins 246 and 247 have heights which are
approximately equal to the depths of the counterbores 232
and 234. The bobbin 246 is received in the counterbore 234,

15 and the bobbin 247 is received in the counterbore 232. The
bobbins 246 and 247 are each made from stainless steel, and
are formed to have a press fit within the counterbores 233
and 234. The bobbins are secured within the counterbores
233 and 234 by a suitable known adhesive. The bobbins could

20 alternatively be made from some other material, such as a
robust plastic, and could be secured in place by some other
technique. For example, if the arm and the bobbins were all
made of a plastic material, the bobbing could be seam welded
to the arm.

25 The bobbin 246 has a coil 251 of wire wrapped around
it, and the two end portions of this wire extend through the
bore 241 and the bore 242 to the interior of the tag 12,
where they are coupled ¢to the circuitry on the not-
illustrated circuit board. Similarly, the bobbin 247 has a

30 coil 252 of wire, and the end portions of this wire extend

through the bore 242 to interior of the tag 12, where they



it, and the two end portions of this wire extend through the bore 241 and
the bore 242 to the interior of the tag 12, where they are coupled to the
circuitrywonsphmdsnot- illustrated circuit board. Sinmlarl pCTiusez/bokbi n 247
has a 30 coil 252 of wire, and the end portions of this wire extend
through the bore 242 to interior of the tag 12, where they WD 03/ 042959
PCT/ US02/ 23942 22 are coupled to the circuitry on the not-illustrated

circuit board. It will be recognized that the nmetal shank 166 of the bolt
161 extends through each of the bobbins 246 and 247, such that the coils
251 and 252 each circle the shank 5 166 at axially spaced | ocations

E Eer ea'f]on& F&ééﬁfé% Wit *?;élef ef erancery Oofrl GHRES R -and ustddted Iditeuimt ed
at the elenents 151 and 152 of the | atch nmechani sm are eac Iocatgg
et ect

bet ween %Hésltmmbj | s T251wahll P62 reffngrsicidds DBAt ak@e23%te PP <of %the”
circuit ¢ 1 i scussed above in_as ation Wt Iq#ﬁgg- 3.

det ect pﬁﬁEﬁigogE i%girl ﬁqésdégﬁf1§ n %%E%Ré%%,gaﬁic |sl%§aggfcd?%@e
schemati ;A t Boughtthe bald d6l1is2Bat apar t23f eheh détrede dircushaldd, it
is shown in broken lines in FIGURE 8 .in order tao facil

under st anthgabf e dper aprerdofl ofs tiRBSId et E i t SR B hovs
the coil ls%%zl?lréarq 232, ﬁ?gggﬁls' ng Lhg shankcofyine bel tnd6dd a&haaxishey

spaced atT ons. e Si CLK500HZ i's generated by the mcrocontrol
58 (FlI GUREL&pehtist helcantlr als2ciofcuyite 3Atd metdk@ltﬁeﬁtf@ér%i et 1eA2teRi s °

signal is coupled throu a_20 resi r 301 to one end of the coil 251, the
ot her endb%¥we?%et%%iFoggf Bégnanﬁog%?ed to ground. A capacitor 302 is

SE1P She"cort Tug RUBdnesl oot ammi i ool anihescol

10 discussed above in association with FIGBRES 1 and 3. The
detect circuit 64 is shown in detail in FIGURE 8, which is a
circuit schematic. Although the bolt 161 is not part of the
detect circuit 64, it is shown in broken lines in FIGURE 8
in order to facilitate an understanding of the operation of
15 the detect circuit 64. FIGURE 8 shows theﬂcoils 251 and 252
encircling the shank of the bolt 161, at axially spaced
locations. The signal CLK500HZ 1is generated by the
microcontroller 58 (FIGURE 3) in the control circuit 57. In
the detect circuit 64, this signal is coupled through a
20 resistor 301 to one end of the coil 251, the other end of
the coil 251 being coupled to ground. A capacitor 302 is
coupled between ground and the node between the resistor 301

and the coil 251.
The coil 252 has one end coupled to a plus input of an
25 amplifier 311, and has its other end coupled to one end of a
capacitor 306 and one end of a capacitor 307. The other end
of the capacitor 306 is coupled to the plus input of the
amplifier 311, and the other end of the capacitor 307 is
coupled through a resistor 308 to the minus input of the
30 amplifier 311. A capacitor 312 1is coupled Dbetween the

output and the minus input of the amplifier 311, and a



25 anplifier 311, and has its other end coupled to one end of a capacitor
306 and one end of a capacitor 307. The other end of the capacitor 306 is
coupl ed twotobe4295us i nput of the anplifier 311, and the eCmarsopz¥nf t he
capacitor 307 is coupled through a resistor 308 to the m nus input of the
30 anplifier 311. A capacitor 312 is coupled between the output and the

m nus i nput of the anplifier 311, and a WD 03/042959 PCT/ US02/ 23942 23
resistor 313 is coupled in parallel wgh the capacitor 312. The capacitor
312 and the resistor 313 provide feedback for the anplifier 311. Two
resistors 316 and 317 are coupled in series between 5 a supply voltage and

ground, ag;%-t b edikemiis pooupled fothhenpl usparptorofdihe
anplifier ffggﬁﬂog % %%ﬁ%s % npuﬁ'oﬁ)an amplifier 321 which functions as a
conpar at afhe depapicdtoBl322nds tdwupfesh Hernedh gpsarddand RN LT i nput

of the conparator, 321. The output of the anplifier 10 311 is coupled to the
pl us ianﬁﬁbﬁ“ﬂﬁﬁuéﬁﬁBa?Qfor 321. The output of the conparator 321 serves

as the DETECT @ prdsiftonst besdghect1vi bewi cofhledhiich dericeupiaddvaan t he
m crocontroller 58 (FIGURE 3). The i nput signgl CL%%%OFZ for thg'detqgt
circubt 64 BSPP1B geNdrasiedahy CROURCer GE¥ht FBFI &1°958 BEEYSHlr SP°8F t%n

squar e- wayg ééeéoaﬁhg éiﬁgU§H§¥tOBfSQgeHéﬁﬂﬂﬁfﬁ%ﬂﬂyﬁﬂ“&ﬂd e Igindde
capaci tor serves as orm | ow pass ilter, which rounds the edges
of the squase: Wweye ssp dtglifbach3pul shich thevkieior aFagpl $EPIFEHE coi

or aci ol A { GARATECuPdE. Th SDREE sPaRir-Paste e Phdeirfo TG 0
Varyi“9.q%&&%iBfﬁﬂﬂéch&pébgtBEt@blboltThédeﬁpwﬂeGEn&hdrumpﬁiﬁ&ﬂfc
field wll "act through the bolt
10 311 is coupled to the plus input of the comparator 321. The
output of the comparator 321 serves as the DETECT output
from the detect circuit 64, which 1is coupled to the
microcontroller 58 (FIGURE 3).
The input signal CLK500HZ for the detect circuit 64 is
15 generated by the microcontroller 58 as a burst of ten
square-wave pulses at a frequency of 500 Hz with a 50% duty
cycle. The capacitor 302 serves as a form of low pass
filter, which rounds the edges of the square wave SO that
each pulse of the waveform applied to the coil 251 looks
20 somewhat like part of a sine curve, although not conforming
precisely to a sine curve. This pulse signal causes coil
251 to generate a varying magnetic field. If the metal bolt
161 is present, the magnetic field will act through the bolt
to induce a signal in the coil 252. In the absence of the
25 bolt 161, the magnetic field generated by coil 251 is not
strong enough to induce any significant signal in the coil
252.
When the bolt 161 is present, the flux of the varying
magnetic field induces a signal in the coil 252, which is
30 supplied through an AC coupling capacitor 307 and a resistor

308 to the minus input of amplifier 311. The capacitor 306



to induce a signal in the coil 252. In the absence of the 25 bolt 161, the
magnetic field generated by coil 251 is not strong enough to induce ény
significawpogiogread in the coil 252. \Wen the bolt 161 isPprasent3ssthe fl ux
of the varying magnetic field induces a signal in the coil 252, which is
30 supplied through an AC coupling capacitor 307 and a resistor 308 to the
m nus i nput of anplifier 311. The capacitor 306 WO 03/042959 PCT/ US02/ 23942
24 serves as a |ow pass filter that regpves any high frequency noise which
may be picked up by the coil 252, such as RF signals. The anplifier 311
anplifies the signal detected by the 5 coil 252, and supplies it to the

pl us inpugmqjc%g he, £oparaboLs 3211 Bestaher sebbeadndndl hildi Mrequeriage

di vi der, 1 mai ntains the mnus I nput of the conparator 321 at a

pr edet er mgiesk veht afe makhebe oppakatorud2y tiher efot e RdAct | HH ad5a For m of
t hreshol d detector, which 10 produces an out put when a magnetic pul se
detected %ﬁBQ?ﬂf' coil 252 produces an output pulse fromthe anplifier 311
whi ch exceeds e y@biageetr ennt hepualtiage i degndl6dateéctethiny ttten

causes the conparator 321 to produce a pulse at its output whent
t hr eshol o sl ex2eededandhesepPpEufee i§t15t@onFP§ur§hu§b FEEF“théﬁ%oggﬁ?ator

321 will be driven i sat yrat.i i po t pPEbeR t-hsl ut of
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circuit 64 wll be ¢iscussed idy NBprecdat ald vhibsheler eeeector, which

10 produces an output when a magnetic pulse detected by the
coil 252 produces an output pulse from the amplifier 311
which exceeds the voltage from the voltage divider 316-317.
This then causes the comparator 321 to produce a pulse at
its output when the threshold is exceeded. The circuit 1is

15 configured so that the comparator 321 will be driven into
saturation in response to a pulse at the output of the
amplifier 311, thereby clipping the peaks of the rounded
pulses produced at the output of amplifier 311, so that the
DETECT signal will be approximately a square wave.

20 With reference to FIGURE 3, the manner in which the
microcontroller 58 of the controller 57 operates the detect
circuit 64 will be discussed in more detail with reference
to FIGUREs 9-11, which are each a flowchart showing a
respective portion of a firmware program executed by the

25 microcontroller 58. FIGURE 9 depicts an initialization
routine, which is executed relatively infrequently, for
example when a new battery is installed in the tag 12. The
tag 12 may then well operate for several vears without
executing the initialization routine again. Various

30 operations occur during the initialization routine of FIGURE

9, but at some point in this routine, with reference to



to FIGUREs 9-11, which are each a flowchart showing a respective portion
of a firmware program executed by the 25 mcrocontroller 58. FIGURE 9

depi cts awoionios198d i zation routine, which is executed rel CIrEshy23942
infrequently, for exanple when a new battery is installed in the tag 12.
The tag 12 may then well operate for several years without executing the
initialization routine again'. Various 30 operations occur during the
initialization routine of FIGURE 9, b at sone point in this routine
with reference to WO 03/042959 PCT/ USO%/%23942 25 bl ock 252, the ’

m crocontroller 58 initializes the seal status bit which it maintains

within i tli][%ﬁ eri%‘t %@éy mjp o&ér?@féf@e hi g blinf@lgl:pié@.r Vehd" .addi S 1S

t he seal ich Transmtted at 87 (FIGURE 4) in the beacon 5
signal s 7§t<’:|1ﬂ|:_1!1é3l-1REt 1@hﬁhnwstamamutamasmm¢hms 1¢>eeau1tarrbyl tihgnory, by

m crocontroller 58 when the tag 12 receives a post n xanpl e
one of thelergipdsEnssgRals tohswP e ) ' $ @1? I%FGBIQI? 1. aé&t %’? 3[3?

the m cragont raliler 58 J&Aﬁs%&e&eédta% t@«g qqrmmts 36- 3l7n(Eh6UF!Ee£c)omn t he
recei ved signpost signal 31, in order to determ ne whether the signpost

tsi lgllrlaIStlhrm%gnd@ﬁsanaLtl cular type of command, which is a comand that

ells e tag n n|tor| s c 19&: a t he
cont ai ner 18. E%Glﬁﬁ% %gj sf&%ﬁ’gst S|Iggbr#e{¥%c?oe§7ﬁr|118 |JrL1%IEe %ti%? pgé/fld%:lﬁ?ar
command, nihescbhoek1 262 isgskipped.tHa h&ra\g sa2 atrebkdvks362, $henpost

m crocontroller 58 carries_ out the comrand %gBd earing_t he seal staﬁys bi t

which it shanatai AeTi FXAPlee@ty @b tRat SEHBPBPE Sd9Ra a3t

essence, g t nuct edy-t ha h r t
and t hat %%elg%ntl;rlgngic;pgﬁvall i dlgtsg)alﬁje%?iy?i ehb %l@ldcorg&bllseﬁo gsen

10 inspects the tag commands 36-37 (FIGURE 2) in the received
signpost signal 31, in order to determine whether the
signpost signal includes a particular type of command, which
ig a command that tells the tag 12 to begin monitoring the
seal or lock 19 installed on the container 18. If the

15 signpost signal does not include this particular command,
then block 262 is skipped.

Otherwige, at block 362, the microcontroller 58 carries
out the command by clearing the seal status bit which it
maintains in its memory so that the bit is a binary "0". 1In

20 essence, the tag 12 is instructed to assume that the bolt
161 is present and that the container is validly sealed or
locked. The tag validates this assumption in a subsequent
step, as discussed later. In block 362, the microcontroller
also sets an internal <variable OLDDRIFT to be zero.

25 Thereafter, the microcontroller 58 determines a random
number using a well-known technique, and stores this random
number in its memory as the seal event code. This 1s the
same seal event code discussed above in association with the
field 88 (FIGURE 4) in the beacon signals 71. The seal

30 event code may be determined using a known technique which

produces a true random number, Or alternatively by‘using a



| ocked. The tag validates this assunption in a subsequent step, as

di scussed later. In block 362, the mcrocontroller also sets an internal
vari abl e WDOBRIPIOt 0 be zero. 25 Thereafter, the m crocontcaoliser2P8
determ nes a random nunber using a well-known technique, and stores this
random nunber in its menory as the seal event code. This is the sane seal
event code di scussed above in association with the field 88 (FIGURE 4) in
the beacon signals 71. The seal 30 evept code nmay be determi ned using a
known t echni que which produces a true random nunber, or alternatively by
using a WO 03/042959 PCT/ US02/ 23942 26 known techni que whi ch produces a

pseUdO‘r ndom nu e code fagihbtahg§oreheabeen ofTiee
situatio rf% V\Eﬁggﬁﬂ%cﬁgg wgég% eeen taérpered WlthO in a manner
di scussed:dqlt eeventFokbae ngabibn:kaeee ddizecl e et r@l | éitt%‘el%rfﬂd? s

ot her processing which does notf ne d to e describ Sar SUCH
as check fiukchyt t yPEE of Pcoi@n br‘ e coduréeug reac es“tﬂﬁock 363,

where it {é&%eééd iL@0sm ssions of the beacon si gnal 71 These beacon
signals 1 , of course, conformto one of the formats_shown
4, ang will tHEslloelugdebdock7 26, 8EDEhd SERCLR UL Sbi AP ot

code fromthe menory of. the rne8q The nut hraceibEECGURE 10
then endsXERFGURE® SSlna?ff”th %88%0\?\2(%8 g routine which is 15 executed

once per seeond hyréhe siicer egondlicanit efo58otEatr yypes e qosunange -of F GURE
11 is effected in response to a_tiner, eith

in t e for m of re
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detect itsS éexpiration ock 371, the

10 will, of course, conform to one of the formats shown in
FIGURE 4, and will thus include at 87 and 88 the seal status
bit and seal event code from the memory of the

microcontroller 58. The routine of FIGURE 10 then ends.
FIGURE 11 is a flowchart showing a routine which is
15 executed once per second by the microcontroller 58. Entry
to the routine of FIGURE 11 is effected in response to a
timer, either in the form of a hardware real time clock
(RTC) interrupt, a hardware timer maintained by the
firmware, or in the form of periodic software polling of a
20 timer to detect its expiration. At block 371, the
microcontroller 58 initiates a seqguence which supplies a
burst of ten square-wave pulses to the CLK500HZ line at a
frequency of 500 Hz with a 50% duty cycle. If the metal
bolt 161 is present, then as discussed above in association
25 4in FIGURE 8, this will cause a corresponding burst of ten
pulses to be electromagnetically induced in the coil 252,
which in turn will cause a burst of ten pulses to be
supplied to the DETECT line running from the detect circuit
64 back to the microcontroller 58. on the other hand, if

30 the bolt 161 is not present, no significant signal will be



m crocontroller 58 initiates a sequence which supplies a burst of ten
squar e-wave pulses to the CLK500HZ |line at a frequency of 500 Hz with a
50% duty woaBe4295¢ the netal bolt 161 is present, then agcCuitsous®den above
in association 25 in FIGURE 8, this will cause a correspondi ng burst of ten
pul ses to be el ectromagnetically induced in the coil 252, which in turn

wi |l cause a burst of ten pulses to be supplied to the DETECT |ine running
fromthe detect circuit 64 back to thg;mcrocontroller 58. On the other
hand, if 30 the bolt 161 is not present, no significant signal will be WO
03/ 042959 PCT/ US02/ 23942 27 el ectromagnetically induced in the coil 252,

and no pul-s W s SUpRL i ed h i
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received wthin a reasonable tinme.interval xa e u th olt
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58 assunes; dhtodtheselds SOMBoRiebtenhai DATELE Lbhegfioty thle thesgeaf or

lock 19, and control 10 proceeds to block 376.. In bl ock 376, the
mi cr oonttte | Een speksese esmactadat HESBPt told b‘?‘?\aﬁ’r&sf' IEnd ST s a

nuhi ch N Uhar SERTTERI 67 T QORE B ek breary G11 Ay device
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_ y of the reader 13, the control 20 sgsten114 wil | receive pronpt
noti a® t hatotdmdsesb drloddck376. In block 376, the microcontrolle
sets the seal status bit to a binary "1", and triggers a
beacon transmission. This will cause the transmission of
beacon signals 71 in which the seal status bit 87 (FIGURE 4)
is a binary "1". Any device within the vicinity of the tag
15 12 which is receiving these beacon signals 71 can detect the
fact that the seal status bit is a binary "1", and will thus
know that the integrity of the seal or lock has been
compromised. For example, with reference to FIGURE 1, if
the tag 12 is in the vicinity of the reader 13, the control
20 system 14 will receive prompt notice that the seal or lock
19 for the container 18 has been compromised. From Dblock
376, control proceeds to block 377, where the routine of
FIGURE 11 ends.
Referring again to block 372 in FIGURE 11, assume that
25 the microcontroller receives the first of the ten pulses
expected on the DETECT line. The microcontroller sets this
first pulse aside, and then proceeds to block 373. In block
373, for each of the next nine pulses received on the DETECT
line, the microcontroller 58 determines the time interval

30 Dbetween the rising edge of each such pulse on the 1line

CLK500KZ, and the rising edge of the corresponding pulse



19 for the container 18 has been conprom sed. From bl ock 376, control
proceeds to block 377, where the routine of FIGURE 11 ends. Referring
again to Wbmek4B32 in FIGURE 11, assunme that 25 the nicr ®CTNtSHBLIeT
receives the first of the ten pulses expected on the DETECT |ine. The

m crocontroller sets this first pulse aside, and then proceeds to bl ock
373. In block 373, for each of the next nine pulses received on the DETECT
line, the mcrocontroller 58 determ neggthe tine interval 30 between the
rising edge of each such pulse on the |ine CLK500KZ, and the rising edge
of the correspondi ng pul se WO 03/ 042959 PCT/ US02/ 23942 28 induced on the
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of thé terhpupbese hahift eRkpeteed &P?W@E’é@gl' 8% Ot W9 nofS then

the mcrocontrol ber 58 asSUMBS hOEEGel§ LROMBoSEOB] €Mew thodkeaktnteghe ty of
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triggers a beacon transnmission, in the manner already descri bea above.
Referri nga%]a}wa%' bl ock 374, assunme that the mcrocontroller determ ned

that all ten of,.theraW-%eS373, control proceeds to block 374, where

10 the microcontroller 58 checks to see whether it received all

of the ten pulses that it expected on the DETECT line. If

it did not, then the microcontroller 58 assumes there 1is

some problem with the integrity of the seal or lock 109.

Control proceeds from block 374 to block 376, where the

15 microcontroller sets the seal status bit to a binary "1",

and triggers a beacon transmission, in the manner already
described above.

Referring again to block 374, assume that the

microcontroller determined that all ten of the pulses

20 expected on the DETECT line were received. Control will

proceed from Dblock 374 to block 378, where the

microcontroller 58 sums the nine time intervals determined

in block 373, and then puts the sum into a variable called

NEWDRIFT. Next, at block 381, the microcontroller 58 checks

25 to see whether the variable OLDDRIFT contains the wvalue

zZero. If so, it means that this is the first time the

routine 11 has been executed since block 362 was executed in

the routine of FIGURE 10. In that case, blocks 382 and 383

are skipped, and control proceeds directly to block 386,

30 where the variable OLDDRIFT is set to contain the same wvalue



20 expected on the DETECT line were received. Control will proceed from
plock 374 to block 378, where the mcrocontroller 58 suns the nine time

i nt erval swoesesayshed in block 373, and then puts the sumPCRiusOz239a2 i abl e
called NEWRIFT. Next, at block 381, the mcrocontroller 58 checks 25 to
see mhe;her the variable OLDDRI FT contains the value zero. If so, it neans
that this is the first time the routine 11 has been executed sinée bl ock
362 was executed in the routine of FIGYRE 10. In that case, blocks 382 and
383 are skipped, and control proceeds directly to block 386, 30 where the
variable OLDDRIFT is set to contain the sane val ue WO 03/ 042959

PCT/ US02/ 239 { calcyhatrdiak BleckERdRifrar, NENRIFIut e
routine @l%&ﬁ (\ﬁ 39121%(‘?%% g&i ?gg gt 3gl ock 37% 0%[ t he ot her hand,
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an zero, ich wou 5 typically be the case dugj I i
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m croconty o] | g, 58 gpeulrat 6$ad hg absokutned ughad theo,divifietenoeubeét ween

NEVWDRI FT and OLDDRI FT, and places this value in a variable call NGE
In ef becttypieallly nles octie r b2 ef | QU ariPig ' ho RELESEPVe v%c?%%]g;f\ -

cal cul ated for EMQRIFT, 0 r i i in PDRL e bl k
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s oot DR MR BERRAER Ly SRR e 2
produce ppr mapel g t Rg rSAk Si@iele@n thANBETECT lime epfdct ) methae
m crocontroller 58 generates its standard pul se burst on the |ine
CLK5QQHZ. microcontroller is comparing two successive values
calculated for NEWDRIFT, the older of which is in OLDDRIFT.
Then, at block 383, the microcontroller 58 checks to see
whether the wvalue in  CHANGE is greater than 305
microseconds. As long as the integrity of the lock 19
15 remains intact, the magnetic £flux characteristic in the
region of coils 251 and 252 should remain about the same,
and the detect circuit 64 should produce approximately the
same signal on the DETECT line each time the microcontroller
58 generates its standard pulse burst on the line CLK500HZ.
20 Consequently, the value of NEWDRIFT calculated in block 378
should typically be about the same for each successive burst
of pulses, and dimmediately successive calculations of
NEWDRIFT will normally be within 305 microseconds of each
other. If so, it is interpreted to mean that the seal or
25 lock 19 is still intact, and control proceeds from block 383
to block 386, where OLDDRIFT is set to equal NEWDRIFT, and
the routine ends at block 377.
Referring again to block 383, if it is determined in
block 383 that two successive calculations of NEWDRIFT
30 differ by more than 305 microseconds, this 1s assumed to

mean that the metal bolt 161 of the lock has been removed or



20 Consequently, the value of NEWDRIFT cal culated in block 378 shoul d
typically be about the same for each successive burst of pulses, and

i mredi at evp 0sewessi ve cal cul ations of NEVWDRIFT will nor mlrn;sobémm thin
305 microseconds of each other. If so, it is interpreted to mean that the
seal or 25 lock 19 is still intact, and control proceeds fromblock 383 to
bl ock 386, where OLDDRIFT is set to equal NEWDRI FT, and the routine ends
at block 377. Referring again to block,383, if it is determined in block
383 that two successive calcul ations o? NEWDRI FT 30 differ by nore than
305 microseconds, this is assunmed to nmean that the nmetal bolt 161 of the

| ock has been renoved W0, 03/ 042959 PCT/ L23%42+¢ 3 '
] SAHBI Oith Sedh
t her eby CEIEHTIES 'gngﬁf SR cg%ﬁ%eg?n thg§%%ﬁgnetig f?ﬁx gﬁaraoterf;tic,

whi ch innkﬁﬁﬁﬂgkie@u@xthehamhaserdbtﬁenenwhibbtmben typen pufeactst e
signal s CLK500HZ and DETECT. Control then proc eg from blhack.383 dif; bl ock
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can be optional |y used inh association W - GYRE
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si gnpost signals; £24 andahd8 tiescusseihahoye, tamismhsshovondr mhenadie wor d
format shown 15 in Fl GURE 2. Further, the miniature reader 401 can receive
the UHF bsiaponisignals 71 transmitted by the tag 12. The miniature reader

401 has 2 s1 26, A0 £ophT qur at | hgthivelt A evsarEYbat Sismidaandes shwrelevi ces

10 401, which is a portable, battery-operated device that can
be optionally used in association with the system 10 of
FIGURE 1. The reader 401 can transmit low frequency signals
402 which are similar to the signpost signals 22 and 118
discussed above, and which conform to the word format shown

15 in FIGURE 2. Further, the miniature reader 401 can receive
the UHF beacon signals 71 transmitted by the tag 12.

The miniature reader 401 has a size and configuration
which are somewhat similar to the devices used for keyless
entry to automobiles. It includes a manually operable push

20 button 406, a green light emitting diode (LED) 407 and a red
LED 408. When the button 406 is pressed, the miniature
reader 401 transmits a signpost signal 402, which causes the
tag 12 to transmit beacon signals 71 (if the tag is not
already doing so). The miniature reader 401 then receives

25 the transmitted beacon signal 71, and checks the seal status
bit 87 (FIGURE 4) in the received signal. The reader 401
turns on the green LED 407 if the seal status bit is a
binary "0" (indicating that the lock is intact), or turns on
the red LED 408 if the seal status bit is a binary "1"

30 (indicating that there is currently no lock which is

considered to be intact). The miniature reader does not



entry to autonobiles. It includes a manually operable push 20 button 406, a
green light emtting diode (LED) 407 and a red LED 408. Wen the button
406 i s prwedgm429she mniature reader 401 transmits a si gmpediSos2yymal 402,
whi ch causes the tag 12 to transmt beacon signals 71 (if the tag is not

al ready doing so) . The mniature reader 401 then receives 25 the
transmtted beacon signal 71, and checks the seal status bit 87 (Fl GURE 4)
in the received signal. The reader 401;;,turns on the green LED 407 if the
seal status bit is a binary "0" (indi catlng that the lock is intact), or
turns on the red LED 408 if the seal status bit is a binary 111" 30

(indicatin L, ther S 0ok OEKe WAL EAKESS CORSI der & TCUREE
i ntact). Beye (’im a@;r%}# e%d%%%p“éy%%to% 03/ 042959 PCT/ US02/ 23942 31 have

all of theg capabilntpestotulhe Haedhelcd umive 1t7h¢ Fe@DREILi}Y, tandsiset
particul ar does not have the capability to re g eal
tag comendta¥ PHe IPEIRE sRuSES 3 CAsHVECTRe ]ﬁésgm g_tl'lgegnt%t h%h Cr(gl]%esl%funit
17 and bl gcks 361 a%%a?t@%d neFtSUREnEBe1A hinef ewplanat bbacks! 136iow be

provi ded ot one exanple of the operation of the system 10 shown in FI GURE
1. The contdigerirl&IGRBaded with itens to be shipped, and the door of

the contalner |5 then clesed, .50, hal: 118, 0BENLBGS: UaL5E Ahd Kathripld he

el enents 151 tai ner at c ani smnove into alignnent.
The seal dmagcil b@etﬂ&riomqsftthaecéymetmalotlahowpemngIG‘ﬁRE hk- ar il 1

thereof are aligned with the openin 153- 154 in_the l.atch, el nt 51
and 152, mqnﬁ@rtﬁé SHanROBAEOOMIHE BEFTS1GE oPot M IRRE 15508 | 'tshel

i nsert ed Juough gl Qior{\!};e.lhr?éli]gf@dtﬁgﬁmcﬂ%edancbé heRnatt htfheemi)e)‘flﬂdre
shank 166°1s presse into ousi ng 162 The result at thi S pai nt wil |
be the cordi gumdti®sa showhei plements 151-152 of the container's latch
mechanism move into alignment. The seal tag 12 is then
positioned so that the openings in the arm 211 thereof are
aligned with the openings 153-154 in the latch elements 151
and 152, and then the shank 166 of the bolt 161 of the lock
15 19 is inserted through all of the aligned openings, and then
the end of the shank 166 is pressed into the houging 162.
The result at this point will be the configuration shown in
FIGURE 6.
A human operator then uses the keypad 111 of the
20 handheld unit 17 to send the seal tag 12 a signpost signal
118 which includes a command notifying the seal tag 12 that
a seal or lock is in place and should be monitored. The
seal tag 12 responds in the manner described above in
association with block 362 of FIGURE 10. This includes
25 clearing the seal status bit, and also randomly or pseudo-
randomly determining a number which is stored as the seal
event code. Then, as discussed with respect to block 363,
the seal tag 12 transmits beacon signals 71 which include
this seal status bit and seal event code.
30 These beacon signals 71 are detected by the reader 13,

and forwarded to the control system 14. The control system



FIGURE 6. A human operator then uses the keypad 111 of the 20 handheld
unit 17 to send the seal tag 12 a signpost signal 118 which includes a
comand rwOIBPINNG t he seal tag 12 that a seal or |ock isPca/yshzazm4and
shoul d be nonitored. The seal tag 12 responds in the manner described
above in association with block 362 of FIGURE 10. This includes 25
clearing the seal status bit, and also randomy or pseudo- randonly
determ ning a nunber which is stored agythe seal event code. Then, as
di scussed with respect to block 363, the seal tag 12 transmts beacon
signals 71 which include this seal status bit and seal event code. 30

These beagcon ¢ lv%r;a'% 71.ar g det eehedrbyelineqsea8gse 13recand flasuiar dedk t
the contro systen1 The control system WO 03/042959 PCT/U802/239§2 32
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on the tag 1 on the container 18, on an

10 the partlcular container. In this regard, it is possible
for the operator of the handheld unit 17 to use the unit 17
to enter some or all of this information. This information
may be entered manually using the keypad 111.
Alternatively, the unit 17 may be provided with a not-
15 illustrated bar code reader, which can be used to scan bar
codes provided on the tag 12, on the container 18, on an
identification badge of the operator, on an identification

badge of the driver, and so forth.
The container 18, with the lock 19 and seal tag 12
20 coupled to it, are then shipped. Assume that the integrity
of the block 19 is not compromised, and the container 18
arrives at its destination. The destination will include a
system with a configuration similar to that shown in FIGURE
1. A signpost 11 operated by the control system 14 will
25 produce signpost signals 22 that cause the seal tag 12 to
generate beacon signals 71, which will be detected by the
reader 13 and supplied through the network 101 to the
control lsystenl 14. The seal status bit received in the
beacon signal from the seal tag 12 should be a binary "O",

30 indicating that the seal or lock is intact. In contrast, if



identification badge of the operator, on an identification

driver, and so forth. The container 18, with the |ock 190andbggg?a '?;gt 2(23
20 coupl ewotoa/oar959 are then shipped. Assune that the integrcmyusonissthe bl ock
19 is not conprom sed, and the container 18 arrives at its destination
The destination will include a systemw th a configuration simlar to fhat
shown in FIGURE 1. A signpost 11 operated by the control system 14 will 25
produce signpost signals 22 that cause;jhe seal tag 12 to generate beacon
signals 71, which will be detected by the reader 13 and supplied through
the network 101 to the control system 14. The seal status bit received in

the beagon signal.frgmghe sealita [ 0
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4 d ﬁ@gsa&é}ngl %’lle canggéﬁgg g@u% r &gt eaheacoRontede &5 tHnCURE
) and t ! e code read direct ylafromthe seal tag 12 with
the corregpopdi nthenpbiias idf t beigdat abkhsEheecohiphenin t heThoi OB i gi n
of the shipnment. They should be, unchanged. I1f, one or qh grhe qidfenent
tlgeﬂ t he sstsrhaol 16y stlem=pe a@e?%@%%%??n&airbntlﬁﬁ%mc%“}?gﬂ % he sea% or | ock
. has becec{hecoé?r?ﬂéﬁﬁlz 15 g hire regar devaessusedthas semeonk teariper s
with the ock 19 at sone point during the shipnent, for exanple by

10 from the seal tag 12 with the corresponding entrlgg in “the
database record from the point of origin of the shipment.
They should be unchanged. If one or both are different,
then the control system 14 at the destination knows that the
seal or lock 19 has been compromised.

15 In this regard, assume that someone tampers with the
lock 19 at some point during the shipment, for example by
cutting the bolt 161 and removing the lock 19. This will
cause the seal tag 12 to detect the missing lock, change the
state of the seal status bit to a binary "1", and transmit

20 ©beacon signals containing the modified bit, in the manner
discussed above in association with blocks 371-372 and 376
in FIGURE 11. If the seal tag 12 is within range of any
device that can receive its beacon signals 71, such as a
reader 13, the control system associated with that device

25 will receive immediate notification that there is a problem,
and could notify someone such as a gsecurity guard to take
appropriate action.

Assume, however, that the seal tag 12 does not happen
to be within the range of any device which could receive its

30 beacon signals 71 at the time that the seal or lock 19 is

compromised. For example the container with the seal tag 12



cutting the bolt 161 and renoving the lock 19. This will cause the seal

tag 12 to detect the mssing |ock, change the state of the seal status bit
to a bi nawp 03042959 and transmit 20 beacon signals containi RgTiUse2/amdi f i ed
bit, in the manner discussed above in association with blocks 371-372 and
376 in FIGURE 11. If the seal tag 12 is within range of any device that
can receive its beacon signals 71, such as a reader 13, the control system
associated with that device 25 will reggive inmmedi ate notification that
there is a problem and could notify someone such as a security guard to
take appropriate action. Assume, however, that the seal tag 12 does not
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with. On ghe, pfher bandi e ser] €38 322w br alswc. 15TRMkONENICtdYse
determ ne and save~a new random or pseudo-

10 the seal tag 12 to clear its seal status bit, as discussed
above in association with block 362 in FIGURE 10. This
means that the seal status bit will provide no indication
that the container has been tampered with.

on the other hand, the seal tag 12 will also

15 automatically determine and save a new random oOr pseudo-
random number to serve as its seal event code, as discussed
above in association with block 362. As a result, when the
container 18 reaches its destination, the seal event code 88
(FIGURE 4) which is obtained directly from the tag 12 at the

20 destination will be different from the seal event code which
was obtained from that tag 12 at the point of origin for
storage in the database record associated with container 18.
Therefore, when the control system 14 at the destination
compares the seal event code obtained from the tag 12 with

25 the seal event code from the database, it will detect that
they are different and thus that the lock 19 was compromised
during shipment, even though the lock 19 has been replaced
with an effectively identical lock.

It will also be recognized that, if the person

30 tampering with the lock 19 replaces not only the lock but

also the seal tag, the new seal tag will contain a seal



random nunber to serve as its seal event code, as discussed above in
associ ation with block 362. As a result, when the container 18 reaches its
desti nat iwn,030m55eal event code 88 (FIGURE 4) which is @braisameBodirect!ly
fromthe tag 12 at the 20 destination will be different fromthe seal event
code which was obtained fromthat tag 12 at the point of origin for
storage in the database record associated with container 18. Therefore,
when the control system 14 at the destégati on conpares the seal event code
obtained fromthe tag 12 with 25 the seal event code fromthe database, it
will detect that they are different and thus that the | ock 19 was ’
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the seal tag, the new seal tag will contain. a seal, WO 03/042959
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10 tampering may be detected even sooner.

At any time during the shipment, a person in close
proximity to the container 18 can use a miniature reader,
such as that shown at 401 in FIGURE 12, for the purpose of
interrogating the tag 12 and determining the state of its

15 seal status Dbit. In particular, the person presses the
button 406 and looks to see if the reader 401 turns on the
green LED 407 or the red LED 408 Activation of the green
LED 407 means that the tag 12 believes the lock 19 remains
uncompromised, whereas activation of the red LED 408 means

20 that the tag 12 believes the lock 19 has been compromised.
This permits detection of a situation where the lock 19 has
been removed and replaced with an identical lock, but where
the person who tampered with the lock did not have a device
1ike the handheld unit 17 which is capable of electronically

25 resetting the tag 12 in the manner discussed above in
association with block 362 in FIGURE 10.

The miniature reader 401 would not be capable of
detecting a situation in which the individual tampering with
the lock had a device capable of electronically resetting

30 the seal tag 12. This is because the miniature reader 401

does not have the capability to access the seal event code



15 seal status bit. In particular, the person presses the button 406 and

| ooks to see if the reader 401 turns on the green LED 407 or the red LED
408 ActivaDioof4159 t he green LED 407 means that the tag 12ChalSozyads2t he
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10 advantages. One such technlcal advantage results from the
provision of a seal device which is relatively difficult to
defeat. In one form of the invention, the seal device
includes a circuit which can electrically detect virtually
any disruption of the seal. 1In a particular embodiment, the

15 geal device includes a bolt which cooperates with the
latching mechanism on the container, and which affects a
magnetic field monitored by the circuit in the seal device.
The seal device is structured so that wunlocking of the
container requires sufficient movement of the bolt to change

20 the magnetic field in a way that can be detected.

A related advantage is realized where the seal device
uses a wunigue and internally generated sealing event
identification number which is separately recorded at the
point of shipment, such that any tampering with or

25 replacement of the seal device is readily detectable. In
fact, even replacing the seal device with a visually
identical seal device will mnot defeat the ability to
reliably detect that tampering has occurred.

gtill another advantage is realized where the circuit

30 has the ability to respond to detection of tampering by

immediately transmitting a wireless signal. While the



any disruption of the seal. In a particular enbodiment, the 15 seal device
includes a bolt which cooperates with the |atching mechanismon the

cont ai nerwoand4md ch affects a magnetic field nonitored IPETIUSe2/ZIMZUIt in
the seal device. The seal device is structured so that unlocking of the
contai ner requires sufficient novenent of the bolt to change 20 the
magnetic field in a way that can be detected. A related advantage is
realized where the seal device uses ajuynique and internally generated
sealing event identification nunber which is separately recorded at the
poi nt of shipment, such that any tanpering with or 25 replacenent of the
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pass through facilities which have receivers for these wireless signals.
| f thé cobtmpaeingappenkdt e irmediatef vt ndtkeebet i t5EN a?eefﬂ% t t he
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such capagl ty. tllw anot her advantage is that, even while the

10 event will be detected virtually immediately upon arrival of
the container at a facility with such capability.

gtill another advantage is that, even while the
container is in transit between facilities with wireless
monitoring capability, the integrity of the seal can be

15 quickly and easily checked by a person with a handheld
device, in a manner involving far less manual time and
effort than pre-existing inspection techniques. The
wireless signals transmitted from each seal device to the
wireless receivers not only facilitate monitoring of the

20 integrity of the seals implemented by the seal devices, but
also facilitate automated tracking of containers with little
or no manual involvement, in order to ensure that each
container moves reliably along the proper route to its
destination.

25 A further advantage is that, through the improved
tracking and sealing capabilities provided by the present
invention, cargo theft from containers becomes significantly
more difficult. This promotes a reduction in cargo theft
and associated costs, such as investigations of theft,

30 insurance paperwork, and insurance payments covering loss.



container is in transit between facilities with wireless nonitoring
capability, the integrity of the seal can be 15 quickly and easily checked
by a perswo miosresa handhel d device, in a manner invol vi n@Crarsot/zs®s2 manual
time and effort than pre-existing inspection techniques. The wreless
signals transmtted fromeach seal device to the wreless receivers not
only facilitate nonitoring of the 20 integrity of the seals inplenented by
the seal devices, but also facilitatesgutonated tracking of containers
with little or no manual involvenent, 1n order to ensure that each

contai ner noves reliably along the proper route to its destination. 25 A
further advantAalg:%d&fﬁg hat .t heoueh i kBe Ll MRy edhed ackingsandtedal iang
capabilities provi by the present invention, cargo theft from,

cont ai nerdedaeciyes dingndeteaht | yit mord 1di bei cenderThPedprighl ed3F 1@ uct i on
in cargo theft, and associated costs, such LG ti I QRS f 30
i nsur anc YRS P nd U 8ht l%%§n%ﬁ?s%§8§g¥?%gh@ggggﬁVfg%g%%%é 9
PCT/ US02/ 2138 Abthoughapne eidiadi Nt thas beesent| ustvertietorand as
described In detail, it wll be understood that various substitutions and
al t er at | alest iares] possilpt ef ol 1ewiRg debat®$ng fromthe spirit and scope of
the present invention, as 5 defined by the follow ng clains. WO 03/042959
PCT/ US02/ 23942 39 WHAT IS CLAIMED IS: 1. An apparatus, conprising: first
and second parts novable relative to each other between first and second
positions; 5 sealing structure cooperable with said first and second



parts in said first position thereof in a manner |limting novenent of said
parts away fromsaid first position; and detection structure operable to
sense a mMagraidsd | ux characteristic which is a functi onPofi/tsa/eBogral i ng
10 structure, and to detect a change in said magnetic flux characteristic
whi ch represents a disruption of said sealing structure. 2. An apparatus
according to Caiml, including a 15 container having an interior, said
first and second parts being portions;gf said container, and wherein
external access to said interior of sald container is respectively
obstructed and permtted when said parts are respectively in said first

and Secoﬂ&gﬁ?Sﬂ%iéﬂﬁﬁMéﬁ Bg. An apparatus according to Claim1l, wherein said
detectio Fucture 1nc ud%é a wreless transmtter, and transnmts a

wirel ess signa. cont aampagaioans j ncbmgati oinaf whet her said change in said
magnetic flux characteristic has 25 been _dete . a at
e e 1 e T R o e

according to can recel ve sald

wi rel ess 1signaly apd-o Pr 9¥a d8e@And heodasisns her eof a visual indication of
whet her 30 sal d change in said magnetic flux characteristic has been
det ectbed. WO 03¢0UROS9s PCTLUSDE/ 280RSTaROSSWLER SFI&r S b b FRFID

Claim 3, wherein_said .detecli L r.uct u asSea iy edetiped UM Ohecin
identifié??r%%dlniﬁ%rﬁ%eglgg%d%gﬁﬁﬁ%#%%eﬁﬁ?ﬁ W reless sﬁgnals transmited
by 5 saifgbseathfgost saclupartS. avay appanasasdattosti pgstbichai #n8, wherein

sald detection stiUelur e SIS SUSe 8l "eo! L ERPORSGlhdic flux
characteristic which is a function of said sealing

10 structure, and to detect a change in said magnetic flux
characteristic which represents a disruption of said sealing

structure.

2. An apparatus according to Claim 1, including a
15 container having an interior, said first and second parts
being portions of said container, and wherein external
access to said interior of said container is respectively
obstructed and permitted when said parts are respectively in
said first and second positions.
20
3. An apparatus according to Claim 1, wherein said
detection structure includes a wireless transmitter, and
transmits a wireless signal containing an indication of
whether said change in said magnetic flux characteristic has

25 been detected.

4. An apparatus according to Claim 3, including a
portable unit which can receive gaid wireless signal and
provide on the basis thereof a visual indication of whether

30 said change in said magnetic flux characteristic has been

detected.



predeterm ned event, said detection structure being 10 responsive to said
predeterm ned event for substantially randomy determ ning a nunber which
sai d det ewDioon4359 ucture thereafter includes in wrel essPsirgrsat/s3942
transmtted by said detection structure. 15 7. An apparatus according to
Claim1, wherein said detection structure begins said sensing in response
to a predeterm ned event which includes receipt by said detection
structure of a predeterm ned wreless gipgnal. 20 8. An apparatus according
to -Caim7, including a manually operable portable unit which can
selectively transmt said predeterm ned wireless signal. WO 03/042959
PCT/ US02/ 23942 41 9. An apparatus according to Caiml, wherein said
sealing structure includes an elongate part; wherein said detection,
structure inclsdes Ahrstpmnrhtus seconddénpl ssahiCdriangg r cvbessiid ebdhdat e
part at spaced , |ocations thereal ong; and_wherein.said d td.an. st ture
i ncl udes eFFRGFIPy SEPEFENTE g@sca%sgrg‘g?ﬁl??gstlmcl %1'3 tlo&élrg%lufcle%’ rréagﬁeti c
field and,tp,gausea3ai d ReAAND &Oiintpisenegssaiidnamgneitandniiced B9 10.
An apparatus according to Claim9, wherein said container has a |atch
mechami sneahdcheal hopgudbsushiigefirst and second parts; and wherein said
sealing structure includes a |lock 15 nechanism said el ongate el enent
being part of said lock mechanismand being made of a magnetically
pereabl e materi al aAnllapgsrstppar acesrddagr diog Cllei@ abm Qqhamﬁei aasdi d

detection structure begins said sensing in response to a
predetermined event, said detection structure being
10 responsive to said predetermined event for substantially
randomly determining a number which said detection structure
thereafter includes in wireless signals transmitted by said

detection structure.

15 7. An apparatus according to Claim 1, wherein said
detection structure begins said sensing in response to a
predetermined event which includes receipt by said detection

structure of a predetermined wireless signal.

20 8. An apparatus according to -Claim 7, including a
manually operable portable unit which can selectively

transmit said predetermined wireless signal.



20 detection structure includes a housing, and includes an arm which
extends from said housing and which has said first and second coils
suppor t edwetosspased | ocations thereon, said housing havi RgTAISKZ2A9Z Y
therein which is electrically coupled to said coils. 25 12. An apparatus
according to Gaim9, wherein said first and second parts have openings
through which said elongate part extends, said first and second parts each
bei ng positioned on said elongate part,between said first 30 and second
coils. WO 03/042959 PCT/US02/23942 42 13. An apparatus according to daim
9, wherein said magnetic field induced by said circuitry in said first

coil is a varying I ield; ; i hdh detection structure
carries out saél'd ﬂﬁg%ﬁé%ﬁ%g%f cg%? n%%@ng%fgc@%fﬁg %als a function of a phase
shift betweenyiidiee i gnalisl i mesdiichdf | ssruezh@lr%céﬁ@l@@?ﬁs.aI14.e]7QP3ﬁ)tp%r at us
according to Caim13, wherein said circuitry causes said first coil to

i nduce I®Bald magnetic field by supplying to said first coil a plurality

of pU!ses;_andﬂ%g§%%%Ilgg&&ifﬁ@%édﬂldﬂ= st@irgcrageet iacihdesbyfsagd and
circuitry includes determning for at least two of said ul ses a hage
shi ft 5bet%mncﬁ heqillssewhachheeng grale | §ad8 ©18NFRTSt ' ﬁﬁd W\%e
correspondin ul se_jnduced in d second coil. 15. An apparatus
accordin ?%ggﬁ?% E%?r%g?% h %lg!lid circuitry causes said ﬂorst coil to

LPdgﬁfseg? Zﬁhﬂh@ﬁgﬂ@ti§aiae|@eb¥05ﬂ@9|y$Ugu¢buseidim¢l@@e%oi¢i%¢u%¢ﬁYality
operable to cause said first coil to induce a magnetic field
and to cause said second coil to sense said magnetic field.
10
10. An apparatus according to Claim 9,
wherein said container has a latch mechanism which
includes said first and second parts; and
wherein said sealing structure includes a lock
15 mechanism, said elongate element being part of said lock

mechanism and being made of a magnetically permeable

material.

11. An apparatus according to Claim 9, wherein said

20 detection structure includes a housing, and includes an arm

which extends from said housing and which has said first and

second coils supported at spaced locations thereon, = said

housing having circuitry therein which is electrically
coupled to said coils.

25

12. An apparatus according to Claim 9, wherein said
first and second parts have openings through which said
elongate part extends, said first and second parts each
being positioned on said elongate part between said first

30 and second coils.



wherein said sensing of said magnetic flux by said circuitry includes
determning for at least two of said pulses other than the first of said
pul ses a whase4®ht ft 25 between the pulse in the signal i ®C3aiSd2/23nst coi l
and the corresponding pul se induced in said second coil, then calculating
a sum by addi ng said phase shifts for respective said pulses, and then
eval uating whether a difference between said sumand a

previously-cal cul ated value of said 3@,sum exceeds a predeterm ned val ue.
WO 03/ 042959 PCT/ US02/ 23942 43 16. A nethod, conprising the steps of:

effecting a seal between first and second parts novable relative to each

ot her between fjrst @%%5f555§ £® ¢nedidd Ng the provision of
seal i ng strucfﬁ%é é%?%%?a e wth said first and second parts in said first

posi tion ther agferdim asmadneradriatiid n§iebdedBaucer A dSpaft £HEY From
said first position;, sensjng a magnetic f r I stig§ Wwhich is a 10
functi on ¥t %Qﬁ@i@%ﬁﬂ?rﬁf%irﬁ%t%r¥§&¥ﬁEchééﬁﬁ§£€ gf%ﬁ%hg% in said magnetic
flux characterj§ii&inWhkghyr egeesentisna disnuupuiren chrsdies seall ngpal

structure. 17. A nethod according to Caim 16, includgﬁg the step, 1 of
transsit tsemgs o o Bl essdsiganetéentari a§ an IRGtLan SfPRHET Her™sai d
change in_ said netic fl a efl sticynhasebsen detested. 18. A

met hod agg%?%ﬁ%@ ok %?ﬁ%,fﬁnéggging t eagtepe 20 of providing within
said wireless signals a unique identifier. 19. A nethod according to Caim

18, including the step of responding.to a _predetermned event by
commenci ng sai # - 25RBeRBPAHE AR Bﬁcgg3§?%nF$a§?§l$a£%bn1y determ ning a

number wherein said circuitry causes said first coil to induce

10 said magnetic field by supplying to said first coil a
plurality of pulses; and

wherein said sensing of said magnetic flux by said

circuitry includes determining for at least two of said

pulses a phase shift between the pulse in the signal in said

15 first coil and the corresponding pulse induced in said

second coil.

15. An apparatus according to Claim 13,
wherein said circuitry causes said first coil to induce
20 said magnetic field by supplying to said first coil a
plurality of pulses; and
wherein said sensing of said magnetic flux by said
circuitry includes determining for at least two of said
pulses other than the first of said pulses a phase shift
25 between the pulse in the signal in said first coil and the
corresponding pulse induced in said second coil, then
calculating a sum by adding said phase shifts for respective
said pulses, and then evaluating whether a difference
between said sum and a previously-calculated value of said

30 sum exceeds a predetermined value.



which is thereafter included in said wireless signals. W 03/042959

PCT/U802/23942 44 20. A method according to daim16, including the steps
of : |pdudN0gB$amd)nagnet|p field in a first coil as a varPgrrponeysetic
field;, and 5 effecting said sensing of said magnetic flux using a second

coil;

and effecting said detecting of a change in said [

eff ( magnetic f
characteristic as a function of a phase shif? bet ween : '
first and second coils.

the signals in said
10 21. A methoghaccording to Claim 20, wherein said

i nduci ng step includes supplying to said first coil a plurality of pulses;

and wherein said detecting step includes determning for at
of said pulses other than the first of said pul ses

15 | east two
a phase shift between

the pulse in the signal in said first coil and the_ cor i
_ _ _ rsi respondin ul se
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exceeds a.prpdeferphnedval dher between first and second positions,
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10

15

20

25

including the provision of sealing structure cooperable with
said first and second parts in said first position thereof
in a manner limiting movement of said parts away from gaid
first position;

sensing a magnetic flux characteristic which i1s a
function of said sealing structure; and

detecting a change in said magnetic flux characteristic

which represents a disruption of said sealing structure.

17. A method according to Claim 16, including the step
of transmitting a wireless signal containing an indication
of whether said change in said magnetic flux characteristic

has been detected.

18. A method according to Claim 17, including the step
of providing within said wireless signals a unique

identifier.

19. A method according to Claim 18, including the step
of responding to a predetermined event by commencing said
sensing and by substantially randomly determining a number

which is thereafter included in said wireless signals.

ulated “val ue of said sum
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20. A method according to Claim 16, including the
steps of:

inducing said magnetic £ield in a first coil as a
varying magnetic field; and

effecting said sensing of said magnetic flux using a
gsecond coil; and

effecting said detecting of a change in said magnetic
flux characteristic as a function of a phase shift between

the signals in said first and second coils.

21. A method according to Claim 20,

wherein said inducing step includes supplying to said
first coil a plurality of pulses; and

wherein said detecting step includes determining for at
least two of said pulses other than the first of said pulses
a phase shift between the pulse in the signal in said first
coil and the corresponding pulse induced in said second
coil, then calculating a sum by adding said phase shifts for
respective said pulses, and then evaluating whether a
difference between said sum and a previously-calculated

value of said sum exceeds a predetermined value.



