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performing permission control on a data interaction instruction sent by the computer 

device according to a current protection mode of the target device, wherein the data 

interaction instruction is used for data interaction between the computer device and 

the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102
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FIG. 2c 

 



3/36 
 

performing permission control on a data interaction instruction sent by the computer 

device according to a current protection mode of the target device, wherein the data 

interaction instruction is used for data interaction between the computer device and 

the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102

identifying a device type of the first interface if a communication connection 

request between the computer device and the storage device is detected

establishing a communication connection between the computer device and the 

storage device if the device type is a preset permissible communication type

S301

S302

 

FIG. 3 

 

identifying the instruction type of the data interaction instruction

determining that the data interaction instruction meets the permission 

requirements corresponding to the current protection mode if the instruction type 

is a preset instruction type corresponding to the permission requirement

S401

S402
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performing permission control on a data interaction instruction sent by the computer 

device according to a current protection mode of the target device, wherein the data 

interaction instruction is used for data interaction between the computer device and 

the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102

returning a read-only parameter to the computer device in response to the 

parameter read request sent by the computer device, wherein the read-only 

parameter is used to cause the computer device to identify the storage device as a 

read-only device

S501
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FIG. 6b 
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performing read/write operation on the target file in the storage device in 

response to the data interaction instruction, wherein the read/write operation 

include at least one of a read operation and a write operation.

S601
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FIG. 9c 
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FIG. 10a 

 

 

FIG. 10b 

 



11/36 
 

 

FIG. 10c 
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performing permission control on a data interaction instruction sent by the 

computer device according to a current protection mode of the target device, 

wherein the data interaction instruction is used for data interaction between 

the computer device and the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102

performing abnormal verification on the read/write operation based on 

preset read and write rules

determining that the read/write operation is abnormal if the read/write operation 

does not comply with the preset read and write rules

S701

S702

 

FIG. 12 

 

performing permission control on a data interaction instruction sent by the 

computer device according to a current protection mode of the target device, 

wherein the data interaction instruction is used for data interaction between 

the computer device and the storage device

responding to the data interaction instruction if the data interaction 

instruction satisfies the permission requirement corresponding to the current 

protection mode

S101

S102

connecting a target sector range to the computer device as a storage data 

source, wherein the target sector range is obtained by dividing the storage space 

of the storage device, and the storage data source includes the target file.

S801

 

FIG. 13 
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FIG. 14a 

 

the computer reads/writes directly/or the protection module does not perform logical 

splitting

16G

1. read the capacity information of the 16 GB of the storage device (number of formattable 

blocks/or last logical block address) 2. start reading/writing from the 0x00 sector

connected external 16G storage device (such as USB flash disk, TF card, etc.)/or 16G memory chip inside the 

protection module, or logically 16G storage space

0x00 sector

position

end sector position (number

of formattable blocks/or last 

logical block address + 1)

 

FIG. 14b 
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FIG. 14c 

 

connected external 16G storage device (such as USB flash disk, TF card, etc.)/or 16G memory chip inside the protection module , or 

logically 16G storage space

8G

the computer read/write the storage device

the protect device performs logical disk 

splitting, and selects disk 1

1. read the capacity information of the storage device with only 8G

2. only 8G sector positions can be read/written

offsets 0 sector to start reading/ writing from the 0x00 sector, and only 

operate up to the subsequent 8G storage space

1. want to read the capacity information

2. want to read/write from the 0x00 sector

0x00 sector

position
end sector position

(number of formattable blocks/or last logical block address + 1)
 

FIG. 14d 
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FIG. 14e 

 

the computer read/write the storage device

the protect device performs logical disk 

splitting, and selects disk 2

1. read the capacity information of the storage device with only 4G

2. only 4G sector positions can be read/written

offsets 8G sector position to start reading/writing, and only operate up to the subsequent 4G storage space

1. want to read the capacity information

2. want to read/write from the 0x00 sector

4G

end sector position (number of formattable

blocks/or last logical block address + 1)

0x00 sector position is actually offset to the 8G sector position

connected external 16G storage device (such as USB flash disk, TF card, etc.)/or 16G memory chip inside the protection module , or 

logically 16G storage space

 

FIG. 14f 
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FIG. 14g 

 

the computer read/write the storage device

the protect device performs logical disk 

splitting, and selects disk 3

1. read the capacity information of the storage device with only 4G

2. only 4G sector positions can be read/written

offsets 12G sector position to start reading/writing, and only operate up to the subsequent 4G storage space

1. want to read the capacity information

2. want to read/write from the 0x00 sector

4G

end sector position (number

of formattable blocks/or

last logical block address + 1)

0x00 sector position

is actually offset to the

12G sector position

connected external 16G storage device (such as USB flash disk, TF card, etc.)/or 16G memory chip inside the protection module , or 

logically 16G storage space

 

FIG. 14h 
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the computer read/write the storage device

Protection device

send a data interaction instruction to read/write data in the root sector

16G

the computer wants to

read/write root sector data

the protection device wants to read/write

specific folder directory sector data

16G storage device, external USB flash disk, TF card, internal memory chip, or logically 16G storage space (does 
not perform logical splitting)  

FIG. 14i 

 

the computer read/write the storage device

the protection device performs logical disk 

splitting, and selects disk 2

send a data interaction instruction to read/write data in the root sector

the protection device reads/writes

specific folder directory sector data

the computer wants to

read/write root sector data

4G

16G storage device, external USB flash disk, TF card, internal memory chip, or logically 16G storage space (logical 
split disk 2 is selected)

want to read/write the root sector position
(real physical sector position not manipulated)

the actual root sector position after offset

 

FIG. 14j 
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performing permission control on a data interaction instruction sent by the computer 

device according to a current protection mode of the target device, wherein the data 

interaction instruction is used for data interaction between the computer device and 

the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102

connecting an image file to the computer device as the storage data source, and 

the image file is generated based on a preset mirroring policy

S901

 

FIG. 15 

 

performing permission control on a data interaction instruction sent by the computer 

device according to a current protection mode of the target device, wherein the data 

interaction instruction is used for data interaction between the computer device and 

the storage device

responding to the data interaction instruction if the data interaction instruction 

satisfies the permission requirement corresponding to the current protection mode

S101

S102

connecting the target networked image file as a storage data source to the computer 

device, wherein the target networked image file is at least one of a plurality of the 

networked image files, and the storage data source contains the target file

S1001

 

FIG. 16 
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performing permission control on a data interaction instruction sent by the 

computer device according to a current protection mode of the target device, 

wherein the data interaction instruction is used for data interaction between 

the computer device and the storage device

responding to the data interaction instruction if the data interaction 

instruction satisfies the permission requirement corresponding to the current 

protection mode

S101

S102

reading the power demand information of the storage device

configuring a circuit current limiting protection strategy of the storage device 

according to the power demand information, wherein the circuit protection 

strategy is used to control the power consumption status of the storage device

S1101

S1102
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Computer 

device

Intermediate device (Protection module)

(in the form of stand-alone hardware, such as 

middleware)

Storage device

(e.g. USB flash disk, card 

reader)

Computer 

device

Storage

device

Protection module

(in the form of stand-

alone chip)

Control chip

Storage chip

Computer 

device

Storage

deviceControl chip Storage chip

Protection module
(in the form of 

Software-only)

Computer 

device

Storage

device
Storage chipControl chip

Computer 

device

Intermediate device (Protection module)

(in the form of stand-alone hardware, 

such as card reader)

Storage chip

(e.g. SD card)

Scenario 1

Scenario 2

Scenario 4

Scenario 5

Scenario 6

Protection module
(in the form of 

Software-only)

Computer 

device

Storage

device
Memory chipControl chipScenario 7

Protection module
(in the form of 

Software-only)

Computer 

device
Scenario 3

Storage

device

External 

storage 

device 

interfacee.g. TF reader)
Storage chip

Protectio

n module

e.g. USB flash disk 
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Protection 

module

Computer 

device

Storage 

device

the protection module is powered and activated

1. Preparation steps:

When a storage device needs to be analyzed in advance,

the storage device data is read and analyzed:

1) When used as an intermediate protection device,

obtain hardware characteristic parameters and store 

information-related parameters
2) When the protected mode involves the file system, further 

read the relevant storage space data. For example, when a 

specific folder is read or written, the first sector address of the 

root directory and the first sector address of a specific folder 

are obtained

Return data

The device type of the storage device is allowed (Unique to

intermediate protection devices), when the preparation

step is successful, a signal can be enumerated is sent

Send data interaction instruction  (Obtaining hardware charistatic

 parameters) (obtain hardware descriptors, interface descriptors,

 port descriptors, endpoint descriptors, string descriptors)

returne data based on the data acquired in the preparation step,

 combined with data processing in protection mode

2. Enumeration Step 

(Establish Connection)

Send data interaction instruction (Obtaining parameters

 related to stored information) (Obtain the read/write status of 

the device, the maximum formattable capacity, last sector address,

 number of bytes per sector, maximum number of logical units)

returne data based on the data acquired in the preparation step,

 combined with data processing in protection mode

Send data interaction instruction (Read)

(Includes: Read instruction  + Sector address)

Send data interaction instruction (Read)

(Includes: Read instruction + Sector address)

According to the protvtion mode:

1. If the sector address is forbidden to be read, no data

interaction instruction will be sent

2. If the computer host sends the sector address

in accordance with the rules, modify the sector address

 to the sector address preset by the rule

(e.g. logical split disk, specific folder read/write, etc.)

3. Data interaction step  

Return the data corresponding to the sector address

 (read data + read status)

Returns the data corresponding to the sector address

(read data + read status)

According to the protected mode, if the sector address sent by

the computer host meets the rule, the sector address data

is modified to the sector address data preset by the rule 

 (e.g., decryption read, file type restrictions, etc.)
Send data interaction instruction (Write)

(Including: Write instruction + Sector address + Data written)

According to the protection mode:

1. If the sector address is forbidden to be written,

no data interaction instructions will be sent

2. If the sector address sent by the computer host meets

the rule, modify the sector address to the sector address

preset by the rule (such as logical disk splitting,

specific folder read/write, etc.).

3. If the sector address sent by the computer host meets

the rule, modify the sector address data to the sector address

data preset by the rule (such as encrypted write, etc.).

Return read ststusReturn read ststus

 

FIG. 20a 
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Storage device

Descriptor data

(Hardware Descriptors, Interface 
Descriptors, Port Descriptors, 
Endpoint Descriptors, String 

Descriptors)
(Note: The above is USB device-
specific data, such as USB flash 

drive.) If it is a memory chip, there 
is no descriptor data)

Storage informational data

(Read/write status of the device, 

maximum formatable capacity, 

last sector address, number of 

bytes per sector, maximum 

number of logical units)

Data corresponding to the 

sector address of the 

storage space

Protection module
(1, 2, and 3 are non-hierarchical progressive 

relationships below) 
(Executions that fall under the following 
rules can be performed automatically or 

manually confirmed.)

Computer host

Enumeration phase

Establish an interface 

connection

1. Access control. According to the access 
control rules, the descriptor data of the 

storage device is read to determine whether 
the preset requirements are met, and the 
computer device is allowed/or prohibited 

from establishing a connection.
2. Content modifications. According to the 
content modification rules, the modified or 
replaced descriptor data is returned to the 

computer device.

Enumeration phase

Read storage device 

information

Data interaction phase

Read/write storage address 

data

When it is read out, the data 

corresponding to the sector 

address is read.

When writing, data is 

written to the corresponding 

sector address.

1. Access control. According to the access 
control rules, the storage information data of 
the storage device is read, and whether the 

preset requirements are met, and the 
computer device is allowed/or prohibited 

from establishing a connection.
2. Content modifications. According to the 
content modification rules, the modified or 

replaced storage information data is returned 
to the computer Device.

Determine whether the read/write sector 
address of a computer device matches the 

preset:
1. Access control. Read/write operations on 
the sector address are allowed/prohibited by 
computer devices according to access control 

rules.
2. Address mapping. According to the 
address mapping rules, the data of the 

corresponding mapped sector address of the 
storage device is read/written and returned to 

the computer device (read data or write 
status).

3. Content modifications. According to the 
content modification rules, the corresponding 
sector address data of the read/write storage 

device is modified and returned to the 
computer device (read data or write status).  

FIG. 20b 

 



25/36 
 

55 53 42 43 07 00 00 00 04 00 00 00 80 00 06

1

A
00 3F 00 04 00 00 00 00 00 00 00 00 00 00 00

CBWSignature
CBWT

AG

Byte number 

returned back

Operation 

LUN

Transmission 
direction

Command 

block length

Command 

block

Operation 
instruction code

Operation instruction 
parameter

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW package)

 
Take the SCSI (or UFI) protocol as an example: 1A stands for requesting MODESENSE6 data, which is used by the computer to ide ntify 
the read and write status of the storage device, etc., where when the second offset bit is 0x80, the computer considers the s torage device 

to be a read-only device

03 00 00 00

The length of the 

reply data
Allow read and 

write status
0x00 stands for 
Readable and 

Writable

03 00 80 00

Read-only (write-

protected) status

0x80 stands for read-only

Protection device operation:
In the read-only mode, the protection device modifies the read

/write status parameters of the connected storage device
and/or directly returns the read-only (write-protected) status

Access the original 
parameters of the 
storage medium

(MODESENSE6 data)

The parameters returned to the 
computer host are modified by 

the protection device
(Read-Write-Only Protected 

Status)

 

Reply data to 

a computer 

device

(DATA 

package)

 

55 53 42 53 07 00 00 00 00 00 00 00 00

  

Reply data to a 

computer device

(Status package)

（CSW 

package）

 CSWSignature
CBWT

AG

The number of 

bytes remaining Error code for execution

0x00  indicates success
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55 53 42 43 06 00 00 00 08 00 00 00 80 00
0

A

23 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

CBWSignature
CBWT

AG

Byte number returned 

back

Operation 

LUN

Transmission 

direction

Command block 

length

Command block

Operation instruction code Operation instruction parameter

 

Computer device

sends instructions

(Instruction 

package)

(CBW package)

 

01 DE 20 00 00 02 00

The total number of 

formattable blocks 

  512 8G)

Parameters that are returned to the 
computer host as modified by the 

protection module
(READ_FORMAT_CAPACITIES data)

 

Reply data to a 

computer device

(DATA package)

 

55 53 42 53 06 00 00 00 00 00 00 00 00

  

Reply data to a 

computer device

(Status package)

（CSW 

package）
 CSWSignature

CBWT

AG

The number of bytes 

remaining
Error code for execution

0x00  indicates success

Access the original parameters 
of the storage medium

(READ_FORMAT_CAPACITI
ES data)

The total number 

of formattable 

blocks   512 16G)

Byte length per 

logical block

（512）

00 EF 10 00 0000 02 0000
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55 53 42 43 06 00 00 00 08 00 00 00 80 00
0

A

25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

CBWSignature
CBWT

AG

Byte number 

returned back

Operation

LUN

Transmission 

direction

Command block 

length

Command block

Operation instruction code Operation instruction parameter

 

Computer 

device 

sends 

instructions

(Instruction 

package)

(CBW package)

 
Take the SCSI (or UFI) protocol as an example: 0x25 stands for: request READ CAPACITY data, which is used for the capacity 

information of the computer computing storage device, calculated as: capacity = (last logical block address + 1) * length of each byte

01 DE 1F FF 00 00 02 00

The last logical block 

address

  512 8G)

The parameters that are returned 
to the computer host as modified 

by the protection module
(ReadCap10 data)

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 06 00 00 00 00 00 00 00 00

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG

The number of bytes 

remaining
Error code for execution

0x00 indicates success

Access the original 
parameters of the storage 

medium
(ReadCap10 data)

The last logical 

block address

  512 8G)

Byte length per 

logical block

（512）

00 EF 0F FF 00 00 02 00
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55 53 42 43 01 00 00 00 24 00 00 00 80 00 06

12 00 00 00 24 00 00 00 00 00 00 00 00 00 00 00

CBWSignature
CBWT

AG

Byte number 

returned back
Operation LUN

Transmission 

direction

Command block 

length

Command block

Operation instruction code Operation instruction parameter

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW 

packAge)

 
Take the SCSI (or UFI) protocol as an example: 0x12 indicates: request inquiry data,

This includes the vedor, product, and version of the storage device

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 01 00 00 00 00 00 00 00 00

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG

The number of 

bytes remaining
Error code for execution

0x00 indicates success

FF FF FF FF FF FF FF FF00 80 04 02 1F 00 00 00

FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE
FD FD FD 

FD

Vendor information 

string

Product information strings Product version 

information string

00 ..

Storage media raw 
parameters

(Inquiry data)

Protection device operations: In privacy protection 

mode, protection devices to modify and/or directly 

return data such as strings
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Determine whether it 
meets the characteristics of a normal 

mass storage device
 does not conform

Terminate 

Communication

 conform

Read the 

hardware 

characteristics of 

a mass storage 

device

Replace the built-in device 

descriptor and configuration 

descriptor template with the 

vendor ID, device ID, and 

string of the USB0 device

Hardware feature 

parameters

USB1 simulates USB0 access to 

the computer device according to 

the hardware characteristic 

parameters

The disk name of the 

"virtual disk" is displayed 

to the computer device on 

the USB1 port, indicating 

that it is an abnormal 

device

Save the text file of the 

original hardware 

parameter data of the 

removable storage device in 

the root directory of the 

virtual disk

Hardware 

initialization 

failed

Corresponding to 

scenarios 3~6
Corresponding 

to scenarios 1~2
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Protection module

RuleOperation

Control
(Allowed/
Prohibited)

Modify
(Edit/Map)

Modify data 
content

Modify (Map)
Access address

Specific 
folder 

mappings
(There is 
already a 

folder, 
access the 
modified 

sector 
address)

Blank folder mapping
(Create a new folder, 

access the modified sector 
address)

Logical 
splitting
(Access 
to the 

modified 
sector 

address)

Logical splitting
(Modify storage device 
capacity information)

Whole-disk read-only
(Modify Storage Device 
Attribute Information)

Encryption write/
decryption read

(Modify sector read/write 
data information)

Hardware characteristic 
parameter modification 

protection
(Modify descriptor 

information)

Hardware characteristic 
template substitution
(Modify descriptor 

information)

Judgment of hardware 
characteristic information

Judgment of storage 
device information

(Prohibit connections to 
non-allowed types of 

device )

Whole-disk read-only
(Prohibit all write 

instructions)

Sector limit read/write
(Disable write/read/read-
write of specific sector 

ranges)

Based on 
hardware 
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Based on 
read/write 
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Set the 
hardware 
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ics that are 
allowed to 
be accessed

Based on 
fixed 

settings

executive 
mode

Files are restricted from being 
read/written

(Hidden files)
(Modify file attribute 

information in sector data)

Notification message 
when prohibited

Automa
ted: 

Automat
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actions 
when 

rules are 
met

Manual 
confirm
ation: If 
the rule 
is met, 
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operation 

is 
interrupt
ed and 
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manual 

confirma
tion
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and 

write 
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storage 
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Computer 

device

Computer 

device

Computer 

device

Intermediate device or

storage device with protection 

module

Storage devices (such as USB 
flash disk, TF card, SD card, 

etc.); Storage media (e.g., 
storage chips, memory chips, 

etc.)

Send a data 

interaction instruction

Convert the sector address

operated by data

interaction instruction 

Intermediate device or

storage device with protection 

module

Storage devices (such as USB 
flash disk, TF card, SD card, 

etc.); Storage media (e.g., 
storage chips, memory chips, 

etc.)  are internally stored: such 
as U.dd file

Convert the sector address

operated by data

interaction Instruction,

e.g., convert to read/write

operation on U.dd file data

Send a data 

interaction instruction

Intermediate device or

storage device with protection 

module

Send a data 

interaction instruction

The server-side stores 

files such as U.dd

Convert the sector address

operated by data

interaction Instruction,

e.g., convert to read/write

operation on U.dd file data

Scenario1: storage device or storage split disk

Scenario2: storage device or storage medium split disk

Scenario3: storage device or storage medium split disk (server-side)
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55 53 42 43 09 00 00 00 00 20 00 00 80 00
0

A

28

CBWSignature
CBWT

AG

Total number of bytes 

transferred

Operation 

LUN

Transmission 

direction

Command block 

length

Protection device operation, combined address 
+ quantity:

1. Determine the read permission of the sector, 
if the read is prohibited, the actual read 

operation is not performed, such as the sector 
limit read/write mode, logical Split disk (out-

of-range read), etc.
2. Adjust the actual operation sector address 
(mapping), such as logical Split disk mode, 

specific folder mode, blank folder mode, etc.
3. Trigger other modes, such as decryption 

read mode, abnormality judgment, etc.

Operation instruction 

code

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW package)

 Take the SCSI (or UFI) protocol as an example: 0x28 stands for: READ(10) 

directly, requesting to read sector address data (example: single-sector read)

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 09 00 00 00 00 00 00 00 00

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG

The number of bytes 

remaining
Error code for 

execution

0x00 stands for 

success

FA 33 C0 8E D0 BC 00 7C 8B F4 50 07 50 

BF 00 06 B9 00 01 F2 A5 EA 1D 06 00 07

...

Data of 0x00 sector 

is  total of 512 

bytes

00 00 00 00 00 00 00 01 00 00 00

Operation sector address
Number of operation 

sector

Protection device operations:
1. Determine whether the data of the 
sector conforms to the preset, such as file 
type restriction read/write mode, etc.
2. According to the preset, the whole 
block or byte by byte  i s  modifi e d , the 
modification can not modify the original 
stored data, such as decryption read 
mode, file type restriction mode, etc.
3. Auxiliary modification of other 
modes, such as specific file modes 
(modify the root directory address), etc.

Protection device operations:
If the sector does not have the read 
operation permission, it can not 
return the real data packet: the byte 
May be changeD to non-0x00 and 
directly return the status packet; Or 
it returns a non-real packet and 
directly returns the status packet of 
that byte 0x00, making the computer 
think the read was successful.

operationL

UN

 

FIG. 28a 
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55 53 42 43 09 00 00 00 00 40 00 00 80 00
0

A

28

CBWSignature
CBWT

AG

Total number of bytes 

transferred

Operation

LUN

Transmissi

on direction

Command block 

length

Protection device operation, combined address + 

quantity:

1. Determine the read permission of the sector, if 

the read is prohibited, the actual read operation is 

not performed, such as the sector limit read/write 

mode, logical Split disk (out-of-range read), etc.

2. Adjust the actual operation sector address 

(mapping), such as logical Split disk mode, 

specific folder mode, blank folder mode, etc.

3. Trigger other modes, such as decryption read 

mode, abnormality judgment, etc.

Operation instruction 

code

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW package)

 

Take the SCSI (or UFI) protocol as an example: 0x28 stands for: READ(10) 

directly, requesting to read sector address data (Example: Multi-sector sequential read)

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 09 00 00 00 00 00 00 00 00

  
Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG
The number of 

bytes remaining

Error code for 

execution

0x00 stands for 

success

FA 33 C0 8E D0 BC 00 7C 8B F4 50 07 50 

BF 00 06 B9 00 01 F2 A5 EA 1D 06 00 07

...

The total amount of data 

read to the 0x00 sector is 

512 bytes

00 00 00 00 00 00 00 02 00 00 00

Operation sector 

address

Number of operation 

sector

Protection device operations:

1. Determine whether the data of the sector 

conforms to the preset, such as file type 

restriction read/write mode, etc.

2. According to the preset, the whole block 

or byte by byte is modified, the 

modification can not modify the original 

stored data, such as decryption read mode, 

file type restriction mode, etc.

3. Auxiliary modification of other modes, 

such as specific file modes (modify the 

root directory address), etc.

Protection device operations:
If the sector does not have the read 
operation permission, it can not return 
the real data packet: the byte May be 
changeD to non-0x00 and directly 
return the status packet; Or it returns a 
non-real packet and directly returns the 
status packet of that byte 0x00, making 
the computer think the read was 
successful.

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

...

The total amount of data 

read to the 0x01 sector is 

512 bytes

Protection device operations:
Ditto. During the continuous reading of 

multiple sectors, sector-by-sector 

operations can be performed.

Operation 

LUN

 

 FIG. 28b  

 

 



34/36 
 

55 53 42 43 09 00 00 00 00 20 00 00 80 00
0

A

28

CBWSignature
CBWT

AG

Total number of bytes 

transferred

Operation 

LUN

Transmission 

direction

Command block 

length

Protection device operation, combined address 
+ quantity:

1. Determine the write permission of the 
sector, if the write is prohibited, the actual 

write operation is not performed, such as the 
sector limit read/write mode, logical split disk 

(out-of-range write), etc.
2. Adjust the actual operation sector address 
(mapping), such as logical split disk mode, 

specific folder mode, blank folder mode, etc.
3. Trigger other modes, such as decryption 

write mode, abnormality judgment, etc.

Operation instruction 

code

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW package)

 
Take the SCSI protocol as an example: 0x2A stands for the WRITE(10) instruction, which 

requests data to be written to the sector address to protect the device: In read-only mode, the 

instruction is not actually executed (the instruction is prohibited) (example: single-sector write)

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 09 00 00 00 00 00 00 00 00

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG

The number of bytes 

remaining
Error code for 

execution

0x00 stands for 

success

FA 33 C0 8E D0 BC 00 7C 8B F4 50 07 50 

BF 00 06 B9 00 01 F2 A5 EA 1D 06 00 07

...

Data of 0x00 sector 

is  total of 512 

bytes

00 00 00 00 00 00 00 01 00 00 00

Operation sector address
Number of operation 

sector

Protection device operations:
1. Determine whether the data of the 
sector conforms to the preset, such as file 
type restriction read/write mode, etc.
2. According to the preset, the whole 
block or byte by byte  i s  modifi e d , the 
modification can not modify the original 
stored data, such as decryption w r i t e 
mode, file type restriction mode, etc.
3. Auxiliary modification of other 
modes, such as specific file modes 
(modify the root directory address), etc.

Protection device operations:
If the sector does not have the write 
operation permission, it can not 
return the real data packet: the byte 
Ma y be changed  to non-0x00 and 
directly return the status packet; Or 
it returns a non-real packet and 
directly returns the status packet of 
that byte 0x00, making the computer 
think the read was successful.

operationL

UN

 

FIG. 28c 
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55 53 42 43 09 00 00 00 00 40 00 00 80 00
0

A

28

CBWSignature
CBWT

AG

Total number of bytes 

transferred

Operation

LUN

Transmissi

on direction

Command block 

length

Protection device operation, combined address + 

quantity:

1. Determine the write permission of the sector, if 

the write is prohibited, the actual write operation 

is not performed, such as the sector limit /write 

mode, logical Split disk (out-of-range write), etc.

2. Adjust the actual operation sector address 

(mapping), such as logical Split disk mode, 

specific folder mode, blank folder mode, etc.

3. Trigger other modes, such as decryption wr ite 

mode, abnormality judgment, etc.

Operation instruction 

code

 

Computer 

device

sends 

instructions

(Instruction 

package)

(CBW package)

 

Take the SCSI (or UFI) protocol as an example: 0x28 stands for: WRITE(10) 

directly, requesting to write sector address data (Example: Multi-sector sequential write)

 

Reply data to a 

computer 

device

(DATA 

package)

 

55 53 42 53 09 00 00 00 00 00 00 00 00

  
Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

CSWSignature
CBWT

AG
The number of 

bytes remaining

Error code for 

execution

0x00 stands for 

success

FA 33 C0 8E D0 BC 00 7C 8B F4 50 07 50 

BF 00 06 B9 00 01 F2 A5 EA 1D 06 00 07

...

The total amount of data 

write to the 0x00 sector is 

512 bytes

00 00 00 00 00 00 00 02 00 00 00

Operation sector 

address

Number of operation 

sector

Protection device operations:

1. Determine whether the data of the sector 

conforms to the preset, such as file type 

restriction read/write mode, etc.

2. According to the preset, the whole block 

or byte by byte is modified, the 

modification can not modify the original 

stored data, such as decryption write mode, 

file type restriction mode, etc.

3. Auxiliary modification of other modes, 

such as specific file modes (modify the 

root directory address), etc.

Protection device operations:
If the sector does not have the w r i te 
operation permission, it can not return 
the real data packet: the byte May be 
changeD to non-0x00 and directly 
return the status packet; Or it returns a 
non-real packet and directly returns the 
status packet of that byte 0x00, making 
the computer think the w r i t e  was 
successful.

  

Reply data to a 

computer 

device

(Status 

package)

（CSW 

package）

 

...

The total amount of data 

write to the 0x01 sector 

is 512 bytes

Protection device operations:
Ditto. During the continuous w r i t ing of 

multiple sectors, sector-by-sector 

operations can be performed.

Operation 

LUN

 

FIG. 28d 
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Computer

(Host)

Protection module

(Slave) (Master)

USB physical connection:

control transmission,

enumerate;

batch transfer,

SCSI protocol;

Storage device (USB 

flash disk)

(Slave)

As an intermediate device,  use

the USB interface to connect

to the same USB (i.e., the above 

mentioned CBW,  DATA, CSW

need to be forwarded to the USB flash

 drive)

Storage chip

Use SPI and SDIO protocols as a

new USB flash disk (convert

received SCSI instructions into SDIO

Or SPI sector read/write instructions)

TF card, SD card

SDIO protocol related to the use of

 new card reader devices (converting 

received SCSI instructions into SDIO

 sector read/write instructions)

 

FIG. 29 
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