S101

—

performing permission control on a data interaction instruction sent by the computer

device according to a current protection mode of the target device, wherein the data

interaction instruction is used for data interaction between the computer device and
the storage device

l — S102

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode
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S301

—

identifying a device type of the first interface if a communication connection
request between the computer device and the storage device is detected

l — S302

establishing a communication connection between the computer device and the
storage device if the device type is a preset permissible communication type

S101

: ~

performing permission control on a data interaction instruction sent by the computer

device according to a current protection mode of the target device, wherein the data

interaction instruction is used for data interaction between the computer device and
the storage device

l — S102

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode

FIG. 3

S401

-

identifying the instruction type of the data interaction instruction
S402

l -

determining that the data interaction instruction meets the permission
requirements corresponding to the current protection mode if the instruction type
is a preset instruction type corresponding to the permission requirement

FIG. 4
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S501

—

returning a read-only parameter to the computer device in response to the
parameter read request sent by the computer device, wherein the read-only
parameter is used to cause the computer device to identify the storage device as a
read-only device

S101
/_'

performing permission control on a data interaction instruction sent by the computer

device according to a current protection mode of the target device, wherein the data

interaction instruction is used for data interaction between the computer device and
the storage device

l — S102

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode
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FIG. 6d

—

performing read/write operation on the target file in the storage device in
response to the data interaction instruction, wherein the read/write operation
include at least one of a read operation and a write operation.

FIG. 7
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S101

—

performing permission control on a data interaction instruction sent by the

computer device according to a current protection mode of the target device,

wherein the data interaction instruction is used for data interaction between
the computer device and the storage device

l — S102

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode

S701

' ~

performing abnormal verification on the read/write operation based on
preset read and write rules

l — S702

determining that the read/write operation is abnormal if the read/write operation
does not comply with the preset read and write rules

FIG. 12

S801

—

connecting a target sector range to the computer device as a storage data
source, wherein the target sector range is obtained by dividing the storage space
of the storage device, and the storage data source includes the target file.

S101

: ~

performing permission control on a data interaction instruction sent by the

computer device according to a current protection mode of the target device,

wherein the data interaction instruction is used for data interaction between
the computer device and the storage device

l — S102

responding to the data interaction instruction if the data interaction
instruction satisfies the permission requirement corresponding to the current
protection mode

FIG. 13
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FIG. 14a

the computer reads/writes directly/or the protection module does not perform logical
splitting

T
1. read the capacity information of the 16 GB of the storage device (number of formattable
blocks/or last logical block address) 2. start reading/writing from the 0x00 sector

connected external 16G storage device (such as USB flash disk, TF card, etc.)/or 16G memory chip inside the
protection module, or logically 16G storage space

0x00 sector end sector position (number
of formattable blocks/or last

position logical block address + 1)

FIG. 14b
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the computer read/write the storage device
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FIG. 14¢e

the computer read/write the storage device

7/
7

s 1
/J/read the capacity information of the storage device with only 4G
- 2. only 4G sector positions can be read/written
1

7
7

’ the protect device performs logical disk

1. want to read the capac/ity information e :
2. want to read/write from the 0x00 sector Sp"ttmg’ and selects disk 2

7/
7 offsets 8G sector position to start reading/writing, and only operate up to the subsequent 4G storage space
N

7
7/

N

/ N

Ue the protection module, or

connected external 16G storage device (such as USB flash disk, TF Card, etic.)/or

logically 16G sggrage space

end sector position (number of formattable
blocks/or last logical block address + 1)

0x00 sector position is actually offset to the 8G sector position

FIG. 14f
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FIG. 14g
the computer read/write the storage device
// T
/
1read the capacity information of the storage device with only 4G
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7 2. only 4G sector positions can be read/written
s 1
/ . - .
i e . the protect device performs logical disk
1. want to read the capacity information e :
2. want to read/write from the 0x00 sector Spllttlng, and selects disk 3
7
// offsets 12G sector position to start reading/writing, and only operate up to the subsequent 4G storage space

connected external 16G storage device (such as USB Tlash disk, TF card, etc.)/or 16G memory chip 1
logically 16G storage space

Side the protection module, or

0x00 sector position end sector position (number
is actually offset to the of formattable blocks/or
12G sector position last logical block address + 1)

FIG. 14h
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the computer read/write the storage device

7/
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T
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4 |
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7/ I
the Computer wants to Protectlon deV|Ce
read/write root sector data
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, the protection device wants to read/write
s specific folder directory sector data

/

"16G storage device, external USB flash disk, TF card, internal memory chip, or logically 16G storage space (does
not perform logical splitting)

FIG. 14i

the computer read/write the storage device
//

/ . - - . - -
send a data interaction instruction to read/write data in the root sector
4

/ I
the computer wants to . - - -
read/write root sector data| L€ Protection device performs logical disk

/ splitting, and selects disk 2

N
, Tm—— the protection device reads/writes
/ ==

’ ~~~—_ specific folder directory sector data
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S901

—

connecting an image file to the computer device as the storage data source, and
the image file is generated based on a preset mirroring policy

S101

: ~

performing permission control on a data interaction instruction sent by the computer

device according to a current protection mode of the target device, wherein the data

interaction instruction is used for data interaction between the computer device and
the storage device

S102

l ~

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode

FIG. 15

S1001

—

connecting the target networked image file as a storage data source to the computer
device, wherein the target networked image file is at least one of a plurality of the
networked image files, and the storage data source contains the target file

S101

’ ~

performing permission control on a data interaction instruction sent by the computer

device according to a current protection mode of the target device, wherein the data

interaction instruction is used for data interaction between the computer device and
the storage device

S102

l ~

responding to the data interaction instruction if the data interaction instruction
satisfies the permission requirement corresponding to the current protection mode

FIG. 16
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S1101

—

reading the power demand information of the storage device

l — S1102

configuring a circuit current limiting protection strategy of the storage device
according to the power demand information, wherein the circuit protection
strategy is used to control the power consumption status of the storage device

l S~ S101

performing permission control on a data interaction instruction sent by the

computer device according to a current protection mode of the target device,

wherein the data interaction instruction is used for data interaction between
the computer device and the storage device

l — S102

responding to the data interaction instruction if the data interaction
instruction satisfies the permission requirement corresponding to the current
protection mode

FIG. 17
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Computer Intermediate device (Protection module) B Storage device
Scenario 1 . -t p (in the form of stand-alone hardware, such as | » (e.g. USB flash disk, card
device middleware) reader)
Intermediate device (Protection module) .
Scenario 2 ComPUter - p| (in the form of stand-alone hardware, |g > Storage chip
device such as card reader) (e-g- SD Card)
F External
, Computer | _ [ e USB flash disk | orage | | Protectio |  Storage .
Scenario 3 device - P evice o module device Storage chip
e.g. TF reader) | interface
Protection module H
Scenario 4 ComPUter - - (in the form of stand- Storfage Control chip
device alone chip) device Storage chip
Protection module
(in the form of
Sconario & Computer | _ _ Software-only) Storage
cenarto device ~ >1| Control chip device Storage chip
Protection module
(in the form of
Software-only)
Computer . Storage .
Scenario 6 P - > Control chip ag Storage chip
device device
Protection module
(in the form of
Software-only)
Computer . Storage .
Scenario 7 P - > Control chip ag Memory chip
device device

FIG. 19
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Computer Protection Storage
device module device
—

—1. Preparation steps:
| When a storage device needs to be analyzed in advance,

the storage device data is read and analyzed:
L the protection module is powered and activated 1) When used as an intermediate protection device,

obtain hardware characteristic parameters and store
information-related parameters

2) When the protected mode involves the file system, further
read the relevant storage space data. For example, when a
specific folder is read or written, the first sector address of the
root directory and the first sector address of a specific folder
The device type of the storage device is allowed (Uniqueto | are obtained

K— intermediate protection devices), when the preparation — <4 — — — — — — — — Return data—m — — — — — — — — -
step is successful, a signal can be enumerated is sent

— Y __

2. Enumeration Step
(Establish Connection)

Send data interaction instruction (Obtaining hardware charistatid
parameters) (obtain hardware descriptors, interface descriptors, p-
port descriptors, endpoint descriptors, string descriptors)

returne data based on the data acquired in the preparation step, |
combined with data processing in protection mode

Send data interaction instruction (Obtaining parameters
related to stored information) (Obtain the read/write status of R
the device, the maximum formattable capacity, last sector address,
number of bytes per sector, maximum number of logical units)

-r———7\————|

|
|
|
%returne data based on the data acquired in the preparation step,
| combined with data processing in protection mode . .
3. Data interaction step

Send data interaction instruction (Read)

|

|

| (Includes: Read instruction + Sector address)
| According to the protvtion mode:
|

|

1. If the sector address is forbidden to be read, no data

2

. L . — interaction instruction will be sent
Send data interaction instruction (Read) 2. If the computer host sends the sector address |
| (Includes: Read instruction + Sector address) in accordance with the rules, modify the sector address |
! Returns the data corresponding to the sector address to the sector address preset by the rule |
: (read data + read status) (e.g. logical split disk, specific folder read/write, etc.) :
_‘

_Return the data corresponding to the sector address _

l<_Ac00rding to the protected mode, if the sector address sent by
(read data + read status)

the computer host meets the rule, the sector address data
is modified to the sector address data preset by the rule
(e.g., decryption read, file type restrictions, etc.)

L
I~

Send data interaction instruction (Write)
(Including: Write instruction + Sector address + Data written)
According to the protection mode:

1. If the sector address is forbidden to be written,
no data interaction instructions will be sent

| 2. If the sector address sent by the computer host meets
the rule, modify the sector address to the sector address
preset by the rule (such as logical disk splitting,
specific folder read/write, etc.).
3. If the sector address sent by the computer host meets
the rule, modify the sector address data to the sector address
data preset by the rule (such as encrypted write, etc.).

- d - _y_ ___

FIG. 20a
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Computer host

Protection module
(1, 2, and 3 are non-hierarchical progressive
relationships below)
(Executions that fall under the following
rules can be performed automatically or
manually confirmed.)

Storage device

Enumeration phase
Establish an interface
connection

1. Access control. According to the access
control rules, the descriptor data of the
storage device is read to determine whether
the preset requirements are met, and the
computer device is allowed/or prohibited
from establishing a connection.

2. Content modifications. According to the
content modification rules, the modified or
replaced descriptor data is returned to the

computer device.

Descriptor data
(Hardware Descriptors, Interface
Descriptors, Port Descriptors,
Endpoint Descriptors, String
Descriptors)

(Note: The above is USB device-
specific data, such as USB flash
drive.) If it is a memory chip, there
is no descriptor data)

Enumeration phase
Read storage device
information

1. Access control. According to the access
control rules, the storage information data of
the storage device is read, and whether the
preset requirements are met, and the
computer device is allowed/or prohibited
from establishing a connection.

2. Content modifications. According to the
content modification rules, the modified or
replaced storage information data is returned
to the computer Device.

Storage informational data
(Read/write status of the device,
maximum formatable capacity,

last sector address, number of

bytes per sector, maximum
number of logical units)

Data interaction phase
Read/write storage address
data
When itis read out, the data
corresponding to the sector
address is read.

When writing, data is
written to the corresponding
sector address.

Determine whether the read/write sector
address of a computer device matches the
preset:

1. Access control. Read/write operations on
the sector address are allowed/prohibited by
computer devices according to access control
rules.

2. Address mapping. According to the
address mapping rules, the data of the
corresponding mapped sector address of the
storage device is read/written and returned to
the computer device (read data or write
status).

3. Content modifications. According to the
content modification rules, the corresponding
sector address data of the read/write storage
device is modified and returned to the
computer device (read data or write status).

Data corresponding to the
sector address of the
storage space

FIG. 20b
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IL CBWSignatu re CBWT Byte number Transmission ~ Operation Command

AG returned back direction LUN block length
ComPUter | | | \ ’_‘ Command
device 55534243 07000000 04000000 80 00 06 Digek
instruction

(Instruction B 00 3F 00 04 00 00 00 00 00 00 00 0000 0000
package) %

(CBW package Operation Operation instruction
S instruction code parameter
Take the SCSI (or UFI) protocol as an example: 1A stands for requesting MODESENSE6 data, which is used by the computer to ide ntify
the read and write status of the storage device, etc., where when the second offset bit is 0x80, the computer considers the storage device
to be a read-only device

1L Protection device operation:
In the read-only mode, the protection device modifies the read
Reply data to Iwrite status parameters of the connected storage device
d/or directly ret thi d-onl ite-protected) stat
a computer and/or directly returns the read-only (write-protected) status
device —{ 03 008000 —— 03 mm—l
(DATA The parameters returned to the .
k compﬁter host are rgod_ified by Access the rlglnal
aCkage the protection device
P 9 ) (Read-Write-Only Protected parameters OT the
® Status) storage medium
Read-only (wrie- The length of the (MODESENSES® data)
J protected) status reply data Alloy;/ rgtati and
] write status
Reply data to a 0x80 stands for read-only 0x00 stands for
computer device Readable and
(Status package)) 55534253 07000000 00000000 00
(CSW | | I l_‘
package) : CBWT The number of
o CSwSignature AG bytes remaining  Erfor code for execution

0x00 indicates success

FIG. 21
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- CBWT  Byte number returne Transmission ~Operation Command block
CBWSignature AG back direction LUN length

s
: | | |_‘ \ '_[(|) Command block
A

Computer devicy 5553 42 43 06000000 08000000 80 00 -

sends instruction|
(Instruction™

package) 23 0000 00 00 0000 000000 00 00 00 000000

1"

(CBW package
5 o h 5
Operation instruction code Operation instruction parameter
Byte length per
logical block
(512)
L ¢ l
Reply datatoa
computer deviee{ | 00 EF 1000 | 00 0002 00 01DE2000 |00 000200 ==
(DATA package) I
® The total lumber of Parameters that are returned to the The total number I
formattable blocks computer host as modified by the of formattable
. protection module blocks (*512~16G) Access the original parameters
(*512~8G) (READ_FORMAT_CAPACITIES data) of the storage medium
d (READ_FORMAT_CAPACITI
ES data)
Reply datatoa

computer device

(Status package) 55534253 06000000 00000000 00
o) | | .
package) |—|
) CSWSignature Ci\(/;VT The _nL_meer of bytes Error code for execution
remaining 0x00 indicates success

FIG. 22
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. CBWT Byte number Transmission ~ Operation ~ Command block
L CBWSignature AG returned back direction LUN length

Computer /~ | I | / ,—'

device 55534243 06000000 08000000 80 00
sends A

instructions— o

(Instruction | 555 0000 00 00 00 00 00 00 00 00 00 00 00 00 00
package)
(CBW package)~ 4 |
Operation instruction code Operation instruction parameter

Take the SCSI (or UFI) protocol as an example: 0x25 stands for: request READ CAPACITY data, which is used for the capacity
information of the computer computing storage device, calculated as: capacity = (last logical block address + 1) * length of each byte
Byte length per

Command block

L logical block
(512)
Reply datatoa ¢ |

computer

device 00 EFOFFF | 00000200 O1LDEI1FFF 00000200 =

(DATA _l
P merstigicabiock e s sy Th e oga ]

3) address by the protection module o1 Access the original
#512=80) (ReadCap10 data) (*512~8G) parameters of the storage
v data t ( medium
Reply datato a (ReadCap10 data)

computer

device

(St;tus) 55534253 06000000 00000000 00
package |

(Csw | CB!NT Th b|J fb -
CSWSignature e number of bytes Error code for execution
package) AG remaining 0x00 indicates success
A
FIG. 23
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L CBWT B issi
. yte number  Transmission . Command block
CBWSignature AG returned back direction Operation LUN length

Computer
device | | | l Command block
sends 55534243 01000000 24000000 80 00 06

instructions
(Instruction

package) 12 00 00 00 24 00 00 00 00 00 00 00 00 00 00 00
(cBw I_I |_|
packAge) Operation instruction code Operation instruction parameter
o)

Take the SCSI (or UFI) protocol as an example: 0x12 indicates: request inquiry data,
This includes the vedor, product, and version of the storage device

Vendorin_formation Storage media raw
1L strlng (#]Z(i]ﬁ:\;&ear; )
Reply datato a | I
computer 00 80 04 02 1F 000000 | EFFF FF FF FF FF FF FF
device e e
(DATA FEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFE | —
package) ‘ —I—
o Product information strings & Product version
d Protection device operations: In privacy protection information string
Reply datatoa mode, protection devices to modify and/or directly
computer return data such as strings
device
(Status 55534253 01000000 00000000 00

package) | | |
CSW |—|
pac(kage) CSwSignature CBWT The number of Error code for execution

AG ini S
- bytes remaining 0x00 indicates success

FIG. 24
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Determine whether it
meets the characteristics of a normal
mass storage device

does not conform

conform

Terminate

Corresponding to Corresponding Communication

scenarios 3~6

to scenarios 1~2 #

Read the The disk name of the
hardware "virtual disk™ is displayed
Hardware feature characteristics of to the computer device on
parameters the USB1 port, indicating
amass S_,torage that it is an abnormal
[ device device
A 4 Save the text file of the
Replace the built-in device original hardware
descriptor and configuration parameter data of the
descriptor template with the removable storage device in

vendor ID, device ID, and the root directory of the

string of the USBO device virtual disk

| }

USB1 simulates USBO access to
the computer device according to . H?rd_wa':e
the hardware characteristic 'n't'al_'zat'on
parameters failed

FIG. 25
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Protection module

: executive
Operation Rule mode
J Bas\ela on Based\lén pre
(gﬁ 8552:1 / Modify fixed set/automatic 'c\{')ﬁ?#;'
Prohibited) (Edit/Map) settings analysis ation: If
\,/—I—\L the rule
Set the Automa | ismet
Set hardware d
Based on Based on : - hardware || 5% Ml Analvsi o o
; Modify data Modi Ma characterist || Cnaractersic nalysi ; ted: _
_hardware _read/write c onft)(,ent Acc es];ya(d dr eg)s ics that are gfgz“cfl‘g: Based ?ar;ilél Z'; Automat | operation
information || instructions Qlowedto | informaton on file ically | . 18
o — physical system | executes interrupt
Judgment of hardware Logical splitting storage | “ies | actions Edﬂ? nd
characteristic information (Modify storage device ¥— a space when €
Judgment of storage capacity information) Specific Setthe rules are operation
device information - Logical | | Nework )| folder A \l/ \l/ rfIS
(Prohibit connections to Whole-disk read-only splitting splitting || mappings limit met performe
non-allowed types of (Modify Storage Device &— (Access (access (There is read/w Set the d after
device ) Attribute Information) to the to the already a rite of Determi manual
Encryption write/ modified storage folder, th s’?gfe ne confirma
Notification message decryption read sector address || access the € dividing whether tion
when prohibited (Modify sector read/write K address) of the modified sector the afileis
data information) server) ey || Tange || iogical | reader
Whole-disk read-only = artition | Wrnten
Fonmtaie. | L
instructions .
protection — abn
— - (Modify descriptor Blank folder mapping | om || File | Othe
S_ector Ilm[t read/write inforpation) (Create a new folder, ityc | reas r
(Disable write/read/read- k| | Hardware characteristic access the modified sector onfi | and | rules
write of specific sector template substitution address) rma | write | confi
ranges) (Modify descriptor Set the Seta | tion | valid || rmati
information) Set sector/ ation | on
Set the mapped ’
rea_d/ encryption sector file
Files are restricted from being write write/ address read
read/written limits | decryption F and
(Hidden files) a on | readofthe | TOf _?_ write
(Modify file attribute files file Specitic excepti
information in sector data) folder on
FIG. 26a

Only one separate data physical storage space

Computer

device

Send a data
interaction

Switch control

+Protection module

instruction
Effect

{ achieved

operation: select
disk 1 or disk 2, etc.

E.g., flash card in USB flash disk or
external SD card
Start and end sector positions: 0 to 1999,
512 Bytes per sector, capacity 20000k Bytes

Set operations in advance:

After protection: Separate removable storage device
(set to 2 storage spaces, which can be switched separately)

seenario 3, set start and end

disk 2 (not limited)

Disk 1: Capacity 1000k
bytes (start and end sector
positions 0 to 999)

Disk 2: Capacity 1000k
bytes (start and end sector
positions 1000 to 1999)

same as the above 1, or set

space

1. In implement scenario 1 and|
sector positions of disk land |
2, In implement scenario 2,the |

directed data physical storage |

plement scenario 3: map or modify sector
addresses as card reader or integrated
separated hardware device

Implement scenario 1: map or modify
sector addresses zls#ntcrmcdizllc component

Implement scenario 2: map or modify seclor addresses as card reader or integrated

separated hardware device

Real removable storag,

(internal hardware interface +
physical storage space can have one or more, but due to the control of the
control chip.only one physical storage space 15 identified externally

e device hardware, onginal disk such as USB flash disk
control chip +

physical storage space): the data

directed data physical sto

{can be split into more disks) + select

rage space (can be isolated physically)

Separated data physical storage sp

Data physical storage space
Start and end sector positions: 0 to 1999,
512 Bytes per sector, capacity 20000k Bytes

Start and end sector positions: 0 1o
(Separated storage chip such as flas
1 in USB flash disk or external 5D

Separated data physical storage space 2
Start and end sector positions: 0 o 99%
(Separated storage chip such as flash card
2in USB flash disk or external D card 2)

ace |
5 099
hocard
card 1}

FIG. 26b
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Scenariol: storage device or storage split disk

Computer
device

- Send a data |
interaction instruction

Intermediate device or
storage device with protection
module

Scenario2: storage device or storage medium split disk

Computer
device

. Send a data ]
interaction instruction

Intermediate device or
storage device with protection
module

operation on U.dd file data

Convert the sector address
operated by data
interaction instruction

Storage devices (such as USB
flash disk, TF card, SD card,
etc.); Storage media (e.g.,
storage chips, memory chips,
etc.)

Convert the sector address
operated by data
interaction Instruction, —
e.g., convert to read/write

Storage devices (such as USB
flash disk, TF card, SD card,
etc.); Storage media (e.g.,
storage chips, memory chips,

etc.) are internally stored: such

as U.dd file

Scenario3: storage device or storage medium split disk (server-side)

Computer
device

- Send a data
interaction instruction

Intermediate device or

— storage device with protection

module

—— interaction Instruction, ——

FIG. 27
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Convert the sector address
operated by data

e.g., convert to read/write
operation on U.dd file data

The server-side stores
files such as U.dd




. CBWT Total number of bytes ~ Transmission ~ Operation Command block
L CBWSignature AG transferred direction LUN length

Computer - | | |_| / ’T‘I—‘

device 55534243 09000000 00200000 80(00| 4
sends A A
instructions | ]
(Instruction * * * Protection device operation, combined address
+ quantity:
paCkage) @ @ W m M m m m 1. Determine the read permission of the sector,
1 1 1 if the read is prohibited, the actual read
(CBW paCkagek | | 1 operation is not performed, such as the sector
Operation instructior operationL Operai tor addresc Number of operation limit read/write mode, logical Split disk (out-
code UN peration sector address sector . of-range read), etc.
Qake the SCS| (or UF1) protocol as an example: 0x28 stands for: READ(10) 2. Adjust the actual operation sector address

(mapping), such as logical Split disk mode,
specific folder mode, blank folder mode, etc.
3. Trigger other modes, such as decryption
read mode, abnormality judgment, etc.

directly, requesting to read sector address data (example: single-sector read)

L
1
Reply datatoa Y Lo .
Protection device operations:
Computer FA 33 CO 8E DO BC 00 7C 8B F4 50 07 50 1. Determine whether the data of the
. sector conforms to the preset, such as file
device BF0006B90001 F2A5EA 1D 06 0007 type restriction read/write mode, etc.
(DATA 2. According to the preset, the whole
e block or byte by byte is modified, the
modification can not modify the original
package
I stored data, such as decryption read
® Data of 0x00 sector mode, file type restriction mode, etc.
J is total 0f 512 3. Auxiliary modification of other
modes, such as specific file modes
Reply datato a bytes (modify the root directory address), etc.
computer
device * |
(St;tus 55534253 09000000 00000000 |00 N
ackage Protection device operations:
P ( c Sg/\/) | If the sector does not have the read
. - operation permission, it can not
acka E) CSWSignature CiVGVT The nrf:qz?r:i?]f byter Errorc d_efor return the real data packet: the byte
p g 9 execution  May be changeD to non-0x00 and
® 0x00 stands for  directly return the status packet; Or
success it retuns a non-real packet and
directly returns the status packet of
that byte 0x00, making the computer
think the read was successful.
FIG. 28a
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CBWSignature
L

Computer /~ | |

device 55534243 09000000 00400000 8010

CBWT Total number of bytes ~ Transmissi Operation Command block
AG transferred on direction LUN length
|

/[ 1 '

sends

(@)
> 10—

7y

instructions| * * *

(Instruction |~ 28 100 | 00000000 | 00| 0002

package)

(CBW packa%ee
5 code LUN address

ration instructior  Operation Operation sector ~ Number of operation
sector

Take the SCSI (or UFI) protocol as an example: 0x28 stands for: READ(10)
directly, requesting to read sector address data (Example: Multi-sector sequential read)

Protection device operat'on, combined address +
OO 00 OO quantity:
— — = 1. Determine the read permission of the sector, if
the read is prohibited, the actual read operation is
not performed, such as the sector limit read/write
mode, logical Split disk (out-of-range read), etc.
2. Adjust the actual operation sector address
(mapping), such as logical Split disk mode,
specific folder mode, blank folder mode, etc.
3. Trigger other modes, such as decryption read
mode, abnormality judgment, etc.

L
Reply datatoa Y Protection device opelrations:
computer FA33COSEDOBCO0O07C8BF4500750 1. Determine whether the data of the sector
. conforms to the preset, such as file type
device BF OO 06 Bg 00 Ol F2 A5 EA 1D 06 00 07 restriction read/write mode, etc.
(DATA 2. According to the preset, the whole block
= or byt by byte is modified, the
paCkage) modification can not modify the original
0} The total amount of data stored data, such as decryption read mode,
J read to the 0x00 sector is file type restriction mode, etc.
512 bytes 3. Auxiliary modification of other modes,
Reply datatoa such as specific file modes (modify the
computer root directory address), etc.
device ) 4 ]
(Status Protection device operations:
Ditto. During the continuous reading of
package)
e multiple  sectors, sector-by-sector
(CSW operations can be performed.
package)
o The total amount of data
@ read to the 0x01 sector is
512 bytes
Reply datatoa
computer *
device
(Status 55534253 09000000 00000000 |00
Protection device operations:
paCkage) | CBlNT ,_‘ If the sector does not have the read
- operation permission, it can not return
(Csw CSWSignature AG  Tne number of Error code  for the real data packet: the byte May be
package) bytes remaining ~ execution changeD to non-0x00 and directly
0x00 stands for return the status packet; Or it returns a
() non-real packet and directly returns the
success status packet of that byte 0x00, making
the computer think the read was
successful.
FIG. 28b
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L

CBWSignature

CBWT

Total number of bytes

Transmission

Operation Command block

|
Protection device operation, combined address
+ quantity:

1. Determine the write permission of the
sector, if the write is prohibited, the actual
write operation is not performed, such as the
sector limit read/write mode, logical split disk

AG transferred direction LUN length
Computer | | |_| / ’T‘I—‘
iee‘:d": 55534243 09000000 00200000 80}00 A

i I Y

Instructions |

(Instruction * * *

package) 28100| 00000000 00| 0001 {00 00 00
(CBW packagek ! ! I !

Operatio:oidrftructior operj:\i‘onL Operation sector adress Numberseocftgrperation

Taie the SCSI protocol as an example: 0x2A stands for the WRITE(10) instruction, which
requests data to be written to the sector address to protect the device: In read-only mode, the
instruction is not actually executed (the instruction is prohibited) (example: single-sector write)

L
Reply datatoa
computer
device
(DATA
package)
®
d
Reply datatoa
computer
device
(Status
package)
(CSW
package)
®

(out-of-range write), etc.

2. Adjust the actual operation sector address
(mapping), such as logical split disk mode,
specific folder mode, blank folder mode, etc.
3. Trigger other modes, such as decryption
write mode, abnormality judgment, etc.

]

FA 33 C0 8E DO BC 00 7C 8B F4 50 07 50

BF 0006 B9 0001 F2 A5 EA 1D 06 00 07

Data of 0x00 sector
is total 0f 512

bytes

55534253 (09000000 (00000000

CSWSignature

CBWT

AG

The number of byter
remaining

FIG. 28¢
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Protection device operations:

1. Determine whether the data of the
sector conforms to the preset, such as file
type restriction read/write mode, etc.

2. According to the preset, the whole
block or byte by byte is modified, the
modification can not modify the original
stored data, such as decryption write
mode, file type restriction mode, etc.

3. Auxiliary modification of other
modes, such as specific file modes
(modify the root directory address), etc.

00

\
0
E\r:rc‘ode

Protection device operations:
If the sector does not have the write
operation permission, it can not

for return the real data packet: the byte

execution  May be changed to non-0x00 and
0x00 stands for  directly return the status packet; Or

success

it retuns a non-real packet and
directly returns the status packet of
that byte 0x00, making the computer
think the read was successful.



CBWSianature CBWT Total number of bytes ~ Transmissi Operation Command block
L g AG transferred on direction LUN length
] |
Computer /~ | | L‘ / l (l)
device 55534243 09000000 00400000 80|00 A
sends A
I(ﬂS'[I’UC'[IOﬂS— * * * Protection device operat'on, combined address +
Instruction quantity:
package) @ @ W @ M @ @ m 1. Determine the write permission of the sector, if
(CBW package L | the write is prohibited, the actual write operation
P % eration instructiol  Operation Operation sector ~ Number of operation 1s not per_formed,v SU.Ch as the sector I|m|t Jurite
5 code LUN address sector mode, logical Split disk (out-of-range write), etc.

Take the SCSI (or UFI) protocol as an example: 0x28 stands for: WRITE(10)

directly, requesting to write sector address data (Example: Multi-sector sequential write)

2. Adjust the actual operation sector address
(mapping), such as logical Split disk mode,
specific folder mode, blank folder mode, etc.

3. Trigger other modes, such as decryption write
mode, abnormality judgment, etc.

1. Determine whether the data of the sector
conforms to the preset, such as file type

2. According to the preset, the whole block
is modified, the

modification can not modify the original
stored data, such as decryption write mode,

3. Auxiliary modification of other modes,
such as specific file modes (modify the

Ditto. During the continuous writing of
sector-by-sector

If the sector does not have the write
operation permission, it can not return
the real data packet: the byte May be
changeD to non-0x00 and directly
return the status packet; Or it returns a

L
Reply datatoa Y Protection device opelrations:
computer FA 33 CO 8E DO BC 00 7C 8B F4 50 07 50
deViCe BF OO 06 Bg 00 Ol F2 A5 EA 1D 06 00 07 restriction read/write mode, etc.
(DATA
package) T or byt by byte
(0] The total amount of data
J write to the 0x00 sector is file type restriction mode, etc.
512 bytes
Reply datatoa \
computer root directory address), etc.
device 4 |
(Status Protection device operations:
paCkage) s multiple sectors,
(CSW operations can be performed.
package)
o The total amount of data
@ write to the 0x01 sector
is512 bytes
Reply datatoa
computer
device *
(Status 55534253 09000000 00000000 |00
package) | | ’_‘ Protection device operations:
(CSw CSWSignature Ci\(IBVT The number of Error code for
package) bytes remaining  execution
® 0x00 stands for

Success

FIG. 28d
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non-real packet and directly returns the
status packet of that byte 0x00, making
the computer think the write was
successful.



Computer
(Host)

USB physical connection:
control transmission,

enumerate;

batch transfer,
SCSI protocol;

Protection module
(Slave) (Master)

As an intermediate device, use

the USB interface to connect
to the same USB (i.e., the above
mentioned CBW, DATA, CSW
heed to be forwarded to the USB flash

Storage device (USB
flash disk)
(Slave)

drive)

SDIO protocol related to the use of‘

| new card reader devices (converting
received SCSI instructions into SDIO
sector read/write instructions) ‘

TF card, SD card

received SCSI instructions into SDIO |
Or SPI sector read/write instructions)

Use SPI and SDIO protocols as a
new USB flash disk (convert

Storage chip

FIG. 29

Data security protection device

Control unit

| — 1301
/

Response unit

—— 1302

FIG. 30

FM

Target device

(— 141

r 140

\ 4

Processor |«

Memory

142
(_

Computer program
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