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PEER- TO- PEER DI G TAL CONTENT DI STRI BUTI ON BACKGROUND
wQ 0@803076% gi t al content (such as video, audi o, PCTYHE®E7/077256

data, playlists, nmultimedia 5 content, text,

docunent s, Ereadsheets and el ectronl C books faQr

exaPkM ASPELCESQEPBERHAsBRIR RIGITAL CONTENT

ever-increasing varie The content may

be used for professi oﬁl%ﬂ%ﬂii&ypur poses. Sone

exanpl es of devices us k€ Oor consune

digital content incl ud?’%@@&ﬁ@ nmputers (" PCs").,
[omﬁr]sqa%lnal %I%ﬁtadsu@i% 84 $1RB! SudiB Oﬁﬁe?é?:'sed&h %15? 1?t§r,elﬁhﬁimedia

pl ayers, and nobi e phones. Specifit 10 digi
conent,eatt, teadaeits, dprcadshsctwpshdylectnolii¢ibdiobt $omextample) is
common traits, interests,  or job functions. Because
acguiee anipensymadsuseRg an eggw@reasugewequ iofh dguitsEs. cTaﬂ gontent

i PGB BRSSP oRE 1S8R S RED el B GBicRg used

to ?ﬁc@ﬂf‘e %Pé’dﬁsﬁg?edl fhr &ﬁ{téﬁ%clﬂgﬁﬁ ‘Phoog}hpﬁ%p@{eg@f?@n? personal

digientasdittahit géﬁ@lﬂb git4) iR s, Ryidandbildphidnesul Specific
person is physically |ocate a device (which may

dlgmll@ngtetnotemdm be cosswnyd by mdwmalmwath cohamop érasteninterests,
Li kew se, ople wt n in eresscr te. virtual
or Q. BAICBRES e RS CISHE B DRIV 1081 ileﬁ Q2RHICE i PHRYc and
y
prlglla%gﬁrg | n%td% atlﬁ%%ﬁqg rtlzl%s {mﬁﬂ)}ﬂzﬂyﬁ??ﬁm&g?ﬁ t%ﬂfan@

cuwsrﬂylghtﬂﬁh@odsagho 1ﬁg hfdhs, Guluirht Mﬁlacw@ﬁd%&@@umta%s and
on a corporate 20 cohputer, buddy lists within an

tha hk¢,agh¢rems adagl helhout toat dr@taﬂ conteaningerestianto anhdeded by a
forum hosted on a website, or in_ other online

paﬁmmqrgprsﬁar&wcaﬂg Iogated op @d’gﬂ"écq (reftich mayeb gl FQﬁSQT}}eOHG

el R st MERBRE ISR el Sl ks, Bt ol SR RAOT G805 Sreate
virtt &l qoéa‘h&ﬁ@‘(ﬁﬂﬁ?rfhf(ﬁ‘%a'tleh@{ﬁbﬁbﬁ(s in \WitiBh "thée{“ﬁu %ﬂt% \A?%eﬁate.

wor | d peopl e often ot her parti

Exahtpied dlyow Shdésetlecaiinsangy bs definedlimfedd buttdre moakimited to
sonmeone sitting physically nearby. Again there is a
contagts Withial anw@malfn@gr@mga vituad orarkgrovpriasiedsen ﬁ@omprate
| ocated on.a devi ce somewh

cofiptsrapdin Bk it Spdndant FoBezRE PREFERSPHGEpARS in an
onfifVESER, AESEAHIPREGN, LD EOIRPBhINE b SR E3LAAS with

evices to ¢omunic evi ces

pedylerthaeihagy fﬁﬁ)x1MlIt§}Qth@§h;ﬁ@éWdfﬂd BAving\AANS3) irdéRsts, people
wirel ess or wired geographically disper sed net wor ks’

thaysheregiroyimidpvethiinghgeogrbphirk aley tmdstodfavmtraﬂammerasts
Wlft}eu\ﬁ tli’]lg thljrrtga vggrtl E)gopl-yg)eftelnnfteee:lr trﬂg% otlh%:r participants with whom they
interact are as immediate to them as someone sitting physically nearby. Again
there is a high likelihood that digital content interesting to a particular person is
located on a device somewhere virtually near that person.

[0002] Increasingly, devices are equipped with connectivity features that allow the
devices to communicate with other devices over networks. Wide area networks

(“WANSs”) are wireless or wired geographically dispersed networks generally

covering geographic regions of more than a few hundred meters. The Internet is
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WD 2008/ 030759 PCT/ US2007/ 077256 one exanple of a

WAN. Local -area networks ("LANs") are w rel ess or
wWaweem3o7aet wor ks that facilitate the transm ssPORUS2007/077256

receipt of information within relatively small

on 85 5Bh o SO T A R BREL 0055 e SORE N Ko
ne{ PR B TR i ST aRET 2B iy thim pefgsively
smlall§tisical Afe@s k@gBudiAk ACRVIG) ot 1AéntTv IsBLE 85 a PeafInest a

devi ¢es use for communication with W rel ess access

busindes(gerenal lygup iy sifewlhvadeabsmetdtsh are referred to

as "hot sg,ot s". CQurrent]y pogul ar WAN air interface
[0YR: deen ypemdildiY i Revipless bON FIWEANY). WiWilsgre generally

i f or | d i | AN i f 10
defiftd B3 ohLaP B9 Rrdbsall P b Reiileg deioes s for
corrMMirfic AN %ritg’%?ig’tr?l'é'sdsr SRISSROIS &Mngtp%gbfgai AQ¥s QWhich are

syst em usabl I rect communi catioh between
refprred es ak fijotsposat Caunsenclygagulay WIpEX tircintatacegrs@itols include

(for exanple, up to a few neters). Generally, an
theBGedessporakity € Widhrsstje obaraiocehabHahe HEpErLAN serics of

co ni cati on, but PAN 15 technol ogi es or systens may
pr%ﬁ%nally be used to connect to other LANs or WANs

' [ AW el I ¢
040, e e A ST AN E o RN (IR R B AP rgepns any
tedhRbRydyasiesyRiedi 054H1€ $or difddt cvhirRlEisst @NBOMRLNGRYERSTH

use or conmmuni cation, may be used to establish PANs.
lod@tione nidsy tpepartacularpdreon (fopeasmpmupdora femt mefeagle Generally,

prot ocol s .i ncl ude Bl uetooth, Wrel ess USB, %nd vari ous
an pCess OIS APYqIuECE B IeBabIeREChE pMIREH IO, %Péﬁ%em s

tec@é}o%%sg%lﬁ%stéﬁsd tagiog)zifoﬁﬁggi)g fulsé\qi goe!:&?r?ec‘t: ?obl) er %ANS or

opol O communt Ca

WANYRG hccdsRponak 09 RSlecaNEhIe Yé I 8Se gt 18R] B8 es!SPRich Are
form PANs. [00051 Increasingly, content acquisition

gemrdllprdetinnd byphé an idevface pratoeolfe) thgt wankdsk-edabled devices use
participate in comunication built on WAN, LAN, or PAN

fongmeeRelieg &gy beriisea g cstablish PAdke deijpribspopweanpatde

to interact w.th other. physi I rwirtua | ocal .
reRjEeATReg A AR IR LB T ol Y elslsR U, S arious
profi e Tocols R IFTY S8t pIBIdCOROREY oRefe bk tablish
witdysicadld septicedient tgddlygikoclleac fishiLlgume@unatide (I NEE™)

woul d al low individuals to easily acquire or consune
tedhnplrgees ambdeiiggstapy ebottenasedgadbrmpdekNs.o- peer 30

@dsjt ri buti.on techni gues .cauld al so reduce caontent )
[OQN: ApeiserigRlye GOPENE SCRIHSTHEN aRdrf COPRYTIBHER gleyiggs are being

en%lff& i gbﬂhic‘ﬁ@aﬁé o E&@M&fﬁééﬁfo% SRR WARULASE (PAN
entities's as

technologies. In many cases these devices are able to interact with other physically
or virtually local devices. As networking opportunities become ubiquitous,
implementing network-based peer-to-peer content distribution techniques operable
with physically or virtually local communication devices would allow individuals
to easily acquire or consume interesting digital content. Such peer-to-peer
distribution techniques could also reduce content distribution costs (such as

marketing costs and distribution infrastructure costs) incurred by entities such as
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WD 2008/ 030759 PCT/ US2007/ 077256 enpl oyers, content
and/ or service providers. Such entities, however, are
w@k®s/3general |y concerned with reduci ng the | PREUSINOTONT256
of illegal shar| ng of digital content that IS
rotected enforceable in rty ri Is
CIEYOXHPr @ taln or SGE‘GE%P%%“%%’ 859 E@VGV%@E S0

Al I S R P

cohteRPRMat i ﬁﬁ%‘f@l@é@ @ﬁforcéa@ﬁ@ ﬁit@l@&ﬁuﬁ"iﬂb?értf Yigh&net thﬁfﬂﬁ)arttes
been devel oped to protect the intellec property

such ghpatentf canyrighits patemt dighist, sdadematlenghiss or tredasquiret, rights.
content encryption schenes, client- serve

1004061h e%ltlil%h wrustdigitalAxghty m&négﬁmpah@ DR taedpplogies,

el A e e gt Sy E0he 4 SRy RGCRbal property
rlgﬁ%tpé}ﬁﬂleg Qh dﬂﬁ%l‘ﬁ’bhfént ?tfor ERamPRP Qbhteft E fi6f ls@[%@ﬁéss client-

t hat encourage” the use of, peer-to-peer Ita
ser@@ﬁh@ﬂhén‘dd:ﬁtdﬂ/dmthd)ﬂmtmﬁeehiﬁlqaés taﬁdhdeymelset HaR0D71 |t

is therefore desirable to provide cost-effective,
autheetamt@vmh@ﬁmm@hsyst@m) E@@W@@W implearsindafiongrade not

geﬁ#’r% g tejéw%%atbsgtqéot BEROT G RBEI TS PG e Bitourage
se.[ Ho g@ il di n%lkt’eﬁ dRRLE ﬁﬁﬁﬁ&?ﬂo&?ﬂﬁéﬁfg or té?:ﬁhicﬁfé?

al me er 1s not

[00017F|| Q%ﬂh@fdf@ﬂésddsﬁ@ble&@|pt6v1@l@¥:o@tf efédtivef fleRfble DRM options for
di sadvant ages of specific DRM systens or peer-to-peer

acehisgingamanoegingnand heedurggingshe hagal Sigkiron LOO9de variety of
.Mhods systens, apparatuses, and articles of
digrih GPRIENLPENG PSELTERsBRCT SINREAKAHON NV ol ve aspects of

06l Y it b0 R TR AP ALl ERRISIERS s, pot

access agement or pt O- peer conten

hnﬁ'teﬁf fol 1ﬁtﬁlétﬁeniah@fi§ﬁi%& SORZ-any 3 6 rdlé%téltvh fges of specific

transactions involve the di st ribution of digi
DRMdngyatdms depecr-tovieee digitad cpnieheshiathgbsysames.or  mor e

intellectual property rights ia portable or non-

port abl e communi cati on ngwaéﬁch as nobil e phones,

106 MBS b aoRies, by BFleS S Bt B deussed

he B8R EI1ve Q%fe‘g sc(?’{} (ﬁ{gtt&ll' ﬁt@lm gt:ﬁfgftt cbﬁﬁ%leﬁ&fb‘he[ﬁaﬁgeﬂqent

conputer-r y acce via a source
an@ aovass in@ﬁialg@ﬁteﬂﬁﬂdrq&eﬁm@lp@éledhghm @or&emﬂcnetrﬁmmhyranamlons.
identified. The digital content iten(s) are available
Sutbdisgiibetiomtransnetions immlee thsedistridiusioniodigitnl opintena items,
eer , conmuni cation e55|€n bet ween the sou

t
WS Besrvaiciet P ANEET ML ARATISC PR, RIOBSTY Y IENgT, PigpTIGDIE or non-
pofHeRlonk AGNEALIY gBL 0K, URlE, e SADRMO HEALANIARA BSistanc,

urce
personal computers, and personal audio or video players.

[0010] In general, particular digital content items stored on a computer-readable
memory accessible via a source communication device operated by a source entity
are identified. The digital content item(s) are available for distribution, or have
been distributed, via a peer-to-peer communication session between the source
communication device and a physically, virtually, and/or logically proximate sink

communication device, which is operated by a sink entity. The source
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devi ce, the sink conmmuni cati on device, and/or a
Woea0s08dsser vi ce provi der arranges for a di giR@l/US2007/077256

license to be distributed to the sink comruni cati on

devi ce. .Thgeservig%g. rovi der. may provi de network-based .

comgnyicaion devife U onghinicy g deKices kOB RMPLyoTkGervice
e {EleR o DU PGP, R BRERRDRDR sl Effppunication

delic8 Mk seREBObEHEIANARR DI AdE BeBI GRLbRBE seRficd¥Rbhe source
rights to an entity under one or nore intellectual

enpryomethe wink gitity, grbesetviiogpravidérghapbe aanhéepenidernthird party.
Exanpl es of grants under intellectual property rights
[001d| fydigita diCensgnis anglegitandc UameQT EidgRPeratiye g grant one
reproduce, or distribute a particular, digital content .
or PRt ocBF etk b Br BRI LR ed by FHBIS Hotecting
a (ﬁgi%r&l)ln%t 1Rndi BLahBIGIAT gréﬁtﬁ gkt ArelldcBBN$BSHrey rights include
col l'ected and used, anong ot her things, to trigder
theerighpeacted evdot sosuiphtat ewensdptedadd, on distabsttergarticular
~Consideration transfers include but are not Iimted
digitsl eeuteahtjer infaccervapablith eartaie business wihss datagegarding
. none nd. m ses.to performservices. : .
disggnaidne Eieyal fenses iscrlfrsiadin v damgns athrsdhingsgto trigger
e-éoli&%néfcrél%v%ﬁ{y%g%ll%?.tc'oﬁﬁdgﬁxi'toﬁetiegsgé}s.eﬁ%ﬁgi!d%ratiorﬁ transfers include

response to a ing eve romses to pay noney
buvhRwAdeitéd & dGhafed bretesianplkei@ficies, mohiisdsad payGhoney,
as reward points may occur via the sink communication
and pvorosps anpgedormeceiicasd Gomidarhgos oaydee ashennédtt boprovided
.device (for exanple, aft successful distribution of
Vladﬁ%&isﬂ%li CIBHTENEALION 46 vagedOL ERAMBIS. HelRsPONSIPrt RillHg event,

orB0E P B b o PSR TR ARY e
rew SN dihd 1RAP BECBGAE Bife $iAk RERIMEMATRESE dENi8Ef #ld/6OREERkd via
di stribution transactions are al so described. In one

theescanpd aoyniumpdaandeati ¢eoffor etdreplebhfter greaessifalrdiscbasion of
.to digital content itens accessible via a source )
digiteonicahtaropleg syglees Tesvase MOIHs ophrmey 1pay be eegeayed via the
associ at ed wth a sink entity and/or a sink

i dentit
SO@SWW‘%‘&WF%%O% ?/YISQ‘i S §e| ect epl for present fati on to
(0072, ARG, B pEATIHE BB AN o Foss 19 prEeft-hld dieifyl content

disstibjteet trafisdchions dendlssé deddndledane oas eeeindthr anmpéerdahthtion,
and are verifiable (for exanple, by the source
flestrlengranalar aecedeta digital canteni empaeespyiblessia mwmirce

o SR, B SRS 9P ST BB 5B 8 P i
en@%ﬁﬁér %Einﬁcc%%ﬁuhf?:agblg !dtegf[cF géﬁ Qéjlggt%g 2619125%\5\%&8&31”? 't(;J J[hee source

source communi C

coBA&i0RIDIeRET! NaZ2@OHH I 1hR@es one or more pieces of information

about the subject of the identity that are asserted to be valid and are verifiable (for

example, by the source communication device or a third party). Various
identities/items of information may be presented by the sink communication device
to achieve varying amounts of access to digital content items accessible via the

source communication device.
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[00131 In this manner, a wide variety of digital
content is discoverable and distributable by

W@ 0981811768t | on devi ces and entities operating BEEUS2007/077256
devices, the intellectual property rights of third

he d
(O 15t do et Radshserarty iR gm@f?@%ﬁﬁ%tagsg S sedtblgendn
dlsglrlbl?ljag t@ cGRRR ) o ede%l(f5 d®iies L)BQPaI%gYHé ?ewces the

i"s provi uce ase
1nt@H&9cﬁﬁ’It1§rop8rt§\ ngmmf ﬂhﬁﬂd%rﬁ@sf A ttha@Dgel% ROARINS af¥ Protected, and
further described in the Detail scription
flesehd¢ earmmiBberenodelotha teapsumapb disttibatmot bbdritdesomnteheae
in this Summary are possible, and no elenent or step
SUPEOTFF‘éjcessari ly required. This Sunmmary is not int ended

00 i Slinadn IS hro e P Mg R 33 Bop of Tl o
s1 PfiéP fth. aTHe b@n (40 EAEr 488 1iBERE RS DEQ@IGG |[§’és@ﬁﬂt10n
subject matter. BRI EF DESCRI PTI ON OF THE DRA

sedtitml SHlehletits dr stepeothentHanfthest deseibednathid Saﬁkn@hyme ossible,
of a conmuni cation architecture over which
ang @@rel‘trnelpte@rrst@iomﬁmcwrﬂb s WeedweldHs Sugvnayds 18t intended to

oG EL  ER B Ml P SRS R
intgﬁng%(ﬁﬁ)gq{se ak ggja?d‘ i h&b Iﬁlﬂl %ﬂlegéecgpl_e tofgl_ﬂ?ég(élfgﬁﬂ&ﬁ kl%}@!:t matter.

_ ~diragram o asys _
di stributi orBIQIEdemS(mImm}en)F THIODRAWINGS is a
nmessage sequence chart illustrating certain aspects of

[0@1 Stetod 1 i2@ simplified fundiquabblatkstiagtont 0 b commdimgeatain
ontent bet wgen a source conmuni.cafi on device and a
1R IUES AMENT, %Rﬁ?fﬂ%\ﬂeéécommat% CHVEE 3SPHISS age

GG DA LA ARy

deﬁﬂc%bfdw@bglm%k@mﬂy&h%'éufi' agram of an exenplary

operatin 5 environment with which aspects of the
[0Ghet ditGs Iiama simphtied fénctrodadbblackediaghhodf a sydterstfoapee -to-

in FIG 3 fy be used. DETAI LED DESCRI PTI ON [ 00201
peqrdisiritios affhgidaamicss. where li ke nuneral s desi gnate

onent s FIG 1 i ed functional
1004 S FIETRR b ssag® inedier B S Rhakink el &redh B ggmetbod
fox‘é&%e‘r‘ Rol ef‘ ARt oSt @i% Jhﬁéﬂrﬁ@nt%@%%ﬁ 6bHRRTREhWRRAtion
our conmuni cati on~devi ce 102 and a SiI nk

demmdlacmk oomileiic&iohl@evi€ammuni cation 5 WO

[0021%(])8/F%%(.)315i2 aF;ans/sggg Sgcfu/e?lzg %ﬁgrt illustrating certain additional aspects of
the method shown in FIG. 3.
[0019] FIG. 5 is a simplified functional block diagram of an exemplary operating
environment with which aspects of the system shown in FIG. 2 and/or the method
illustrated in FIG. 3 may be used.

DETAILED DESCRIPTION
[0020] Turning to the drawings, where like numerals designate like components,
FIG. 1 1s a simplified functional block diagram of a communication architecture

100, which is used for establishing communications between a source

communication device 102 and a sink communication device 112. Communication
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architecture 100 i ncludes one or nore networks, which
may be wi de area networks ("WANs") 125 or |ocal area

WORG03080s9 ("LANs") 120. [00211 WANs 125 repr esSRCI/USIQ7/077256
or nore geographically dispersed netmorks general ly
re t few. hundr ed

orgigieghuse TBNIgrs o HEMGET R Voski.orhip hanobuB rea netvorks
(AT G DR Ren AR IBANG PR, et wor ks, hybrid

Fé ne over-the-air

[OMIQaQV@@‘I 4 0B5 l’@iré‘%hk%n@b? nfEBeoLrPRRIES dépisnetfrorks,

N may be a packet-swi tched network or a circuit-
geﬂwatly lredleneg woodraphicpagions -odmdrettbah adewdnindralmesers. Cellular
ackets of data between equipnent based on

neyyerkp il Refwosks dibegoptigdic @lkén%(?rﬁma'l'ﬁébIPﬁEéWﬂ@iS hybrid

nelyforRarooDr S narsH 2R S ek BSHiARhg pltwdrks are some
ex%ﬂ fofaAN £hdnne |mé‘fb§j§ ?‘agl@ét%qvﬁ&eﬁ rﬁa@\K}Bﬁ@M OBircuit-
et ween equi pnent . of circuit-sw tched WANs

sw&bhecﬂ)ﬁeﬁwams Aoba¢kee-smt¢lhed ngtw drkhedtdsglaeéte g danaelbemreken
("PSTN') and w rel ess comuni cati on networks such as
eqeipment hages o destinationgddedsses ef hemaummaenti dhenlateipekis one

ex Pl BN B L TV AR, T Fbre tEauhYd Befihekya BRVEat path
or SQAPMTICALHPONE8] RNcicdld DET cSAEGSN SOMTU 67T Ao

evi ce or Sln conmuni cat1 on device

Exafp3@ndf difci@newEhdAsENS apap@ittidnk oF dhe p@BIRIELGetiddoelephone
regions. Further, given established networking

netvearkr(6PBINE'S and wmelp&ssrmnbﬂnantcxatlon metwerkstshelh as oentaia cellular or
0ﬁmmni cati.on.device 02 an si nk communi ca&\l] on ﬂ%
satghlfe gpmmypnigation pevwoske Itopllhe %RPJPC@WM Nerd25 may also

ser @9 Hhidseto EBYRXE %?%vr'eg A1 RERBSH R ANZh g

ommuni cat’i on reg

Eith®Nsdide ks nminMit &I @5 8eios 2b2 ak §Mﬂlﬁﬁhlcﬁt1%ﬁ%lcellﬁ@ may
accessed by one or nore access points 117. Anot

be tpygeenofn e\l 2@s¢ separpedscrl@ommueaatiet veyiény.' lﬁmt\l‘le)r given
118, such as a wireless cable replacenent systemthat

establlﬂw;f,i %Werklégtte@@@mﬁ%ﬁtl$ @ﬂssalélﬁ\xfé eAngigden abl‘éfwfé@s

.ar.e nera | i shed .wi.thi rt cul
corgRyELGHRTR ot P AT siikcrep o e Ra igekE Wilfin the same
Vit @t e 9ok RGN 1t n@agf ?A@B%%'vl’ r gﬁ r;rléog Yisk %ﬂéﬂo qus to a

up ew hun

ar ea or exanp re serv

lodayctdl&mmﬂ;dﬁl(ﬁnﬁgmn PANs 118 within which | ocal
conmuni cati ons such as wirel ess communi cati ons are

[0@22A]aPistypd BdiAlel2thsdesireBss lacahiieh ngevarkpt d¢LAND 116,
s S B PRI 37010 B BT B A Ghersona
are%%&lgg_}ﬁ g’g%%@,%ﬁ@ﬁ 35 AL 1eSs YHBI2 9&35&%9671153 %ystem that allows
direct communication between local devices. LANs are generally established
within a particular local communication region (not shown). A local
communication region is a relatively small physical area (for example, up to a few
hundred meters) served by WLAN 116 and/or PANs 118 within which local
communications such as wireless communications are established between nodes.

It will be appreciated that the physical boundaries of a local communication region

may be defined by dynamic parameters such as signal strength, access point
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| ocation, bridging capabilities of WANs 125, and
rel ati onshi ps between network operators, anong ot her
w@aranat7eys. It will al so be appreciated that B¢EUS2007/077256
physi cal boundaries of a | ocal comrunication reglon
for and = PANs hose

loqgﬁalpaggag%@%\eﬁrﬂﬁg Higigs OW\N#\#@S@ 8’&%‘#@8%%%%? iesRaeovork
Qi%¥or§ %b%% OYHGtr%a}[a% QHS RIRHNS, Of o eg?pr%&[a%gizpt%lggw myswal

verage (or no- ov er apping covera

bo&ﬂ@ar[é%ﬂﬁ%sl%%lscd?ﬁﬁmﬁ[caﬁ@h%@@ﬁ%aﬁb@ Glfﬁ@&:ﬂ@f&SWE@[N 1118 and
a particular |local conmunication region. A WAN

PAgenei &hhy thaterttridged byb¥ ANe 125 r Muitipid auﬁmLmnchmcrlegs))ls may
used for_ comruni cation between nodes therein, A node
exjst wathpyastaais mpeynts gk av¢réapmg RO YETREAOTt Irfa@vqarb?sppalg coverage).

(0231 IR0 3 B Pl T EEELR SR ‘(mlﬂﬁ Servihg a particular
lo AU EbERSInicARALR TR, ReW A s égl‘i’ﬁfra{l\f R rmbl ﬁl?scﬁr interface

points 117 (dis ussed further

pré&wesipd )eised donmanimtmt ¢aviondstwees nodds theteiby Apesdd 8 a processing
within a | ocal comrunication region). Currently
logasign veithy Wiy AN thatras raf e quep pédiseso(sueh a5 aghedia aperss control

CYASERres By heidiotonol TSP Eadesdt  odRanay be fixed (for
exEhBRL OOUC ORI TP Rl LR e LMETHPRIGHA (B Ll

ope ropean

coffﬁhﬁﬁ@ﬁf@iﬂd&&téﬂ!ﬁn@d @9@)@69& \lvftﬁiﬂ 4 Weal camehBlicricaieRion).
protocols. It wll be appreciated that any air

Currmelwfmmellqrrww’d‘d Ialmwrﬁawmomcol(a) mcluevibb dpadlesy Fidudity

t hi WLAN 0024 t. 117
(BRES) Baichst mighcoli DiomugaEdyan hyORisat BlSuBIcH Sed

e B RSO RASELART DU o g veoped s
theaEQI‘dfkamle%%%mﬁﬁl‘é§§§ﬂlsb‘5ﬁn9é(rd% QAFROLC ahi BluSBBiPPRcols. Tt
operating wt hin a | ocal comruni cati on regi on.

willriteerppa¢ciated dhgemyrdis interfade grecdcol @swalatbwipoi tatepdeeloped by
of operation of access points are well known. Although
be@ﬁ@d%%@WbélNﬂn6ll7 is shovvn |t wi |l be appreciated

00 ifitess Pofie FEGTER PRy e AT disiRl Pud f g point of
en%gcﬁﬂ:ﬁl BB cHhnmh %]'Eghlh%%b bifto fiRfradbdc@Gte orGRRAILEY e&%élﬁféd with

tween processing locations close to a particu

WDhams 0n6 afdee 3B AN 02 At dcepsslBlé b?/rcﬁ)rﬂ@lhn[@qun legdipn@ent operating
enabl e such conmuni cati on, but PAN technol ogies or
withjg taéﬂgalrmmmpmcamm regipe. lisfethal errepgeiventst @ertth@ures and

PrgERRE St P G hitcer e PRSI s bRagy np A grizanccess point
1B LB 0 8 PRl P TPk
lodaCEbMBANIEA RN #eRfon.

[0025] PAN 118 represents any technology or system usable for direct
communication between processing locations close to a particular person. Access
point(s) 117 are not required to enable such communication, but PAN technologies
or systems may optionally be used to connect to other LANs 120 or to WANs 125.
The reach of a PAN is generally a few meters. Most wireless PANs utilize some

form of wireless cable replacement technology. Wireless cable replacement
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technol ogies are generally identified by the air

interface protocols used for comunication between
WEe@sexssng | ocations. Currently popul ar air i PCEUSHOT077256

protocol s include Bluetooth, Wreless USB, and vari ous

roprietary protocqls..T W Fi .serjes of protocols
te%ﬁﬁ%l%&fﬁé@ﬁ%@@%l@@l&%ﬁ &y mq@ré%@tfe%wt? P Hee
coftmh AR Gewebl Bonse Bl 1SETTR SR pdfiy i nprtce
prétodsls 804 Blkdtabiha W zeRt TS Bliant Mabihis Foprietary protocols. The
N

systeniservice 101 (discussed further bel ow, i
Witaseees oDprotodds Fla@ al@) bé asdd ot atate wiraless taktle oepladement
digital content between a source comuni cation device

topadogispe Neek Helsh camuwaicasiondi NE(- 1 techaglpgesnskdemees may also
b Si nﬁlf 19 co%i cation device 112 operated by a sink
© &REY {3 Oy -

a peer-to-peer ("P2P') comunication
06553 S 'T91RithPontéitt BERWIioASPEEhTsGicd! 191t @H ek ther below, i
[ 0gl@tri %bti onn system slgrv?ce 1%)1 E\re ho@tsé: 9?)(/1 erbeiow, i
copiicat@asyiy HIGc ) fahlstaas shistribtigon oif dipiediconteat between a source
networ k-side entities, such as within WAN 125, WLAN
comp@nigaticedesgee po2 apsratadrby asadreasyéity 4 0dpndiagirogimate sink

content.distr.ibution systeniservice are als T
CoRGEBEA 481800 ¢ SPEGHHL B il Guvilea 1 8PeEREP-BRHP2P")
co&%‘iﬁﬁi@ét?%éze%&oﬂel‘éz? ead 'ﬂ?owﬁ%%é@étts %%%éémﬂ’ne%%}s?ﬁ‘buﬁon

session represénts any peer-to-peer physical or
systefldeatice A0Neeé hosted Bl \WRECesS RIS 10Cati@TA4Bb Eiatedanithl utioes

102 and sink comunication device 112. Al though in

netwaktdidakbnipgs, seclt aowithint WAN bty W LA eaddcess points 117,
regi ons P2P.conmmuni cation session 152 may often be
an%a?@%gf et beOREN| lﬁféﬁwﬁﬁpéafﬁt&ﬂ&aerm&t Ppzgse also hosted by

' i o i e [ - V]
oM A AF L8 10330 BB kSR B o
[0088d . PIR2ER ARNTHDI SRk S&Ion $83 %}%‘ésérﬁg aﬁf‘?egﬁto%é&‘f)hysical or

Wi rel ess, or any conbination thereof. wi Il al so”be
virap ceanadtaxh hdtakeh heurco moumnheacaton tlewhadD2gndsidnd

protocols used within a I ocal conmunication region
commpuiHeatiqmaesdrad &2y Addwyahiinpeacticat applicappe widunileed

such '25t' as_sour glafpormuni cati on devi ﬁS 102 apd ?)i nk. it
co Rt fee° ¢ BB AHIONERSION; ﬁilﬂa%oﬁﬁ? FUrElpss. 1
il Ay TR AT L PR 23Ry b KbBriaRlsi

WA, a8é titn inedpestippof thd Hipe sdnetwork(amed! PPP eommunication
conmuni cati on protocols. Additionally, source '
sessemldd oryi enwiedi wirelesporamy eonpiknglopmrihereett ilomill also be
device, 112 may be physically located within differ
e i !

nt
apRiEeiated KRUipSGeeinoliidas BYd Rrajagels dised pitin a local
col DRIl A TP R G gy MR FoP Ry BEIR. doyices such

as Woiired commuMEniZeV84A30769 aRETIAISEAM ATcHEo8 device 112 operable

within a particular local communication region may not necessarily be able to
communicate directly with each other if the devices do not support the same or
compatible communication protocols. Additionally, source communication device
102 and sink communication device 112 may be physically located within different
instances of a LAN 120 bridged by a WAN 125. It will be understood that the user

impact of such incompatibilities may be managed by applying various wired or
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Wi rel ess bridging techni ques between comuni cati on
protocols, which are generally known to one skilled

WO p0oBl030789t, to enabl e a conmuni cati on sessi onPGUITR200HB77256
P2P conmmuni cati on session 152 to be established even

wi?rﬁ%‘abﬁ?c{gé%°%&%taiq'%?ea@%F%é%ffcgﬁ%@?l‘iémﬁﬁ%%g{o%oEsBe
geg&ﬂﬁg ?{npmrgn%astléﬁl?s | T 'eca‘f‘t 19 gnébsl %Q%()e iy nﬁltc'éﬁgﬁ §e§§|10n such

or an or’l'og

as PReCloneniificdBYh §&sidH 15810 Bé é‘ﬁ%lﬁ%e@' QBR vicn pdretipdade
in other devices), which is configured for

decioasrdonoasiupportihe sanye crehmoinkcationtprotocosnomsaineat. Adh120.
architecture 100 (for exanple,. using one or nore WANs
AuIes CoRBInicationgdeaieea KOs Ay gCtEnig s‘axc@.(@ww

Phgﬁf"'?lt“ opal Syheal SEaih Y4 &Rrp i ESRRL SN S Bpd Rt el or
t &Pt &QGIS@WIG@% CRATRAN ‘E@hﬁ%ﬁrg@eﬁ‘& GSm%lcﬁWa% etwork

I ngs, source comunicatio evice 102 tfacilitate
wit}he cOishunibatioroarchitetoened@|foy examele, tismgsoriessi 0ore0W)ANs
ne or nore digital content itens 103 to sink

126, antioileaNp dR0, sl aseW1¥eN\iil§ @zrpassigmianiPAaY ild or both) and
152 d d it t di st

WG RAPRER R i el Gt Palir it Saaromes usiness

opli 3 RV S0 103iccaP! Lol o] Bhben

conmuni catl1 on sessi on

connmslerisitaardéiad 162 salitalddSthawlystiibaliotlof Oreer A BTehOr

all digital content itens 103. The derivation of
traauhmtonl@iﬁ Ongtoir mmomuygm:lmwmtem iwnwi 483 meﬂrmlet:yrrmﬁumaqﬁmn
3| scu d further below, i connect n wth F FGRP
deyice] [‘G@) qgn@nﬂamegntsewon {shand gigitad ﬁ%@@hfiwg tion

sy%té%?%e?%l%% q%g“ glut%s?t IQjStdl%ngS{% neég(r'&ﬁr%ﬂl gcg ﬂgl (golﬁttel?tofems 103
av&%l@ Br dllﬁﬁfﬁmoﬁ%a PQP' dé%nﬁﬂfcaﬁf)ﬁ s8Q@ford 140t F[Glzvﬂlooe
audio file video files, image files, text files,

undestovelthaf sdbest lwamgdﬁtﬂede ohk) ssne ouihil |d|r@da|1aoﬁtelnestems 103.
data files, and playlists and netadata associated .
Thgjderiveties of sulkses 10few Akt may chwmwmrleéﬁo WY SIS

b h Ex |
dlsaflssr?éltoféatﬁ%gﬁ%ﬂxv PR o I biedi on, - owner T
(000N 0Bon BRI 21 )5l RDOIAPLRRISIn SRR fma,

lze Informati on, and

indlﬁ&heg bt @bt Biniedrb ehgitdltresdia 1RSsarexgeples af digisl obetcént items
nButer readabl e nedi a, such as_conputer-readabl e
IOBremlade ut guetriot rhmaltqahtq attdw é’lﬂes voteouitics.aimage fdesitext files,

di scu ed fur el ow | ction

oty Ea0t fray ir e Ses BultBReRangte Bonplscrd bbb and
mé@&lt? %ﬁ%cgdfté(?kl E?@fteﬂl%e t}PRa iRy ﬁﬁbﬁ‘f‘naﬁ@n,a}ﬂ%ny form or

avall a s or oCOT'S ‘OF conbi nat 1 ons
fornhR! gdut tBeIgIbiRAS 1t8m\é\01§3@91§ﬂ@§&7 BRtddeld R ArAdtAia & mation,
owner information, publication date, photographs, graphics, descriptive text, file
size information, and the like. Digital content items 103 are generally stored on
computer-readable media, such as computer-readable media 504 within a particular
communication device (discussed further below in connection with FIG. 5), but

may also be stored on remote computer-readable media. Digital content items 103

may exist in any available formats or protocols or combinations thereof, such as
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portabl e network graphics ("PNG'), joint photographic
experts group ("JPEG'), noving picture experts gr oup

W@ 200PR89759 nul ti pl e-i mage netvvork graphi cs (" MMOA/YS2007/077256
audi o video interleave ("AVI"), exten5| bl e mar kup

POﬂa@% %wé&aapb O@W teXt r)'%’tp%n pe 5@5‘%&%'}")&3”),
o S P BT

(¢ MH\HET)ahu@l@t@dé@Mlt&%difeql‘fA‘iﬂd) dxfferlsesik nﬁdrﬁﬁp Pdnguage (“XML”),
streaned. [00301 Digital content itens may be
hypeltbd:ﬁcrnmdatup)lamglmge (“HIML &n fAatobe bt rebat (h‘PEH”Q,cMaiosoft@ Word

R R e

WASRARMT RO RPN gl b ani R ERR g GRS Bbrovided

m%ttﬁﬁlé SLEYddr8edl 61, Whl ch is discussed further bel ow)
are electronic items or techniques operative to grant

[06304 dDigital eontentgindras 103 amyelnd ptofedtadiby odB®renomnéorceable
intell ectual property rights protecting articul ar
mtdllgqttl&h propeity mights einenel3mors sl @ag“tm, sgehns sopyrdglts, patent

righRafiagar b opy Frheare s, Lhgidisesss [Phown in
coﬂﬁectttft' 'nthtﬁ gglteﬁ’ Eﬁé b rlq%'tl%ht g E‘ér%g"{? féle @'hlaﬁ ?bh(ﬁﬁcussed

grante property ri

ful’@l@ermé\b) gteesled tForMalifeisSorwaytiniqh &y opfraivd gﬂaﬁt one or more
accordance with business rules, which reflect

rightst tel dneattitpiundeopas Oy mMOIg httslldmudemeperpy afzbtseprotsting
copt ent ms are distri

h d t
paﬁw&ég&@%@@m*% eEa@@Phs {Ets JRdenigt UHJe property

g@ﬁ%ﬁﬁ%ﬁgggq¥% gglts %I%F{eg%})d%? c8é¥11£§’|%9 o F§< q?ﬂ()erg)ﬁ%lo 191 d1§tr1bute a
paﬁfbuﬂé}%lgﬂﬂt@fm&ft ifeliTBR nght{s) gfdﬂt@hﬁdeﬂhﬁé'llte@iu% ﬁfﬁ]&% rlghts

item may be reproduce rendered, or distributed
mayhdsd Ypeestfictedndeniings deys.clor Ehaﬂnplermly abeordsiedt with busmess
render the digital content item (it my often be
rulgscebichrgtlee mtel cghebaeongrtyitights eelseentorefeaenses segaidimg how

digfhl £iedt s aro kb aTed Y nSe o SHtns b EnE i tripyyeg,and
WIRKASTR Sorc the] 42 ddlgeﬁ%%%re&r 8O ABIBY SYh U LGARS e bu

may grant rights to render versions o

arcostlenited té hﬁﬂarorpﬂnl’etrﬁlrﬂibdiwﬂtlr@ﬁﬁa phrtieanireligital@ontent item
rights to render content for short periods of tine or

mea' b4 reprediasdnteadersid, or dissribiBedi @fetbg tmﬂ @%remdyribg device that
| ement ed usi . eXpressi ons VI n [ cal

maydhe e derdvaF G GO anr Topar 458 tiRasesge te-

encf‘&{\éDdlg% lq%nt?ﬁ)tqgemg\@g wuse P gdl?fg%ﬁﬁler?&é? (ﬁe%ée%ngﬁd 8&rtain

fieF a0 use i ne sirc
buSKBELRHEOMEy rédtrivd ﬂe'—cdlﬁn BPEMRS). Aneshet Halin dp;b Iisaakd Yicenses

unlinited 10 WO 2008/ 030759 PCT/ US2007/ 077256
(such as preview licenses) may grant rights to render degraded versions of content,
render certain portions of content, or rights to render content for short periods of
time or a limited number of times. Business rules may be implemented using
expressions having logical references to variables. Boolean operands such as
“AND,” “OR,” and “NOT,” along with other operands or types thereof, may be

used to define such expressions. It will be appreciated that virtually unlimited

10
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busi ness rul es and conbi nati ons thereof are definable.
Busi ness rules nmay be predeterm ned, or nay be

WOorees 3@ based on operation of digital conteneCT/US2007/077256
di stribution systenfservice 101 or digital license

oA AT ARSI S BadE ol R TR b o
N e T

diétﬂiB@tﬁkﬁﬁ%yslj@fQ/ sERMcd 01 BRURTRINiRendediSkihRitioRBYBRAFservice 161.
[ 00311 gital license distribution systen Service 161

In papers@ptay amylangitaadn,rdighildicemsesa@henttain” DRML) keys used to
system or techni que oPer abl e to enabl e acquisition of .
unfgicliangrypted digitad sonisot Biess dLinald be gppiasiatad. veney that digital
lic102 ﬂr si_nk co ni cz%t' on device 10 112. Digital
Pses ?8 IH?%PFHP&B% nE gﬂll/éncg §81NER- 161 i s general ly
[06F19 € I3ichh BliViRe INIABGRESH t{:&%wiee%wr& eBe OB $ Hidi&? rights
or LAN(S) 120. In one exe ary 1nplenentation,
magpenkeat OIDRIMY) spdteh @epsienidiis bpetabld wremphs sousstivh o€ digital
161 are inplenmented using one or nore server- or '
licenges AOOSydw uappLoaTINGe R onadavines F@Ao1$iak communication device

ST R BE5RE S S ARl e R TSRS i vi
prFSHE RS SO IS8 67 00 ol Sl

impRAMRHIA A, ia9pede vl dRStal Fueddeadis@idubibhsystergasticed 61 are
_ operational inplenmentations of server-side and
implenemtted Lisiag\WPRVImargmeircat bookerdrsedelapplustieds belimg, features

i ti wth F . 2 . 00321 Si .. )
or %m’g%t f'isggmvamke\sﬂi wlﬂ ﬁ@r@@%ﬁ ﬁ ng&tsﬁﬂﬁfi@l@g 5&&1@& rights

i . i C | [13 29 O
e g Rt Rl R ENPRI BT ufenablg gver-he-
airl RquiRit oF&NiaPRenseh il 60 by o8 AlihBYfi8H dbfices. Further details

conmuni cation via any netwdork within comunication

regardhigtapetrational 00 pehontexamspl feservesiside ame clentrmde WAIBRM
125 and/or LANs 120, such as WLAN_ 116 or _a particul ar
applapations age disevssed betpwiningennpetiorewpibreiGee 2tapdsi- nk
it 14. Sink entity 1 .S a person oy business .
106, SiphGomenaniaosiing S52 1onRuBEr B8Me Heviiel of REF physical
i . is . . . .
or BEQI TN SRR ANTREIRic AEyiol oiBRFSUBYR, alope or included in
otlee evives Riwlach deaordRule@ f@i domemudicheion vya iy hétwailvithin
the use of internmediate Dbridging technology. Anpbng
commh@rcatiimarshite¢tike EYhbioniesamplen ugiegiane aripore WANs 125

faciljta the distr,i i.on of (.general th :
andBE AR 050 iBeoVhauN it 6 i reafi SRR P Ay Y38 o ety apggvhich
- - ' i - viig P i ' -
s RERBRIRR to ShucRhilty B SEpr it 0 T oEEBH R GTFIRS operating
sinkQmhuMichfiof @ iceui 179 matirreqifk chnifcation Fé&vFee 212 95

a sinplified functional
capable of establishing P2P communication session 152 with source
communication device 102 either directly or through the use of intermediate
bridging technology. Among other things, sink communication device 112

facilitates the distribution of (generally, the receipt of) subset 105 of digital content

items 103 on behalf of sink entity 114 via P2P communication session 152.

11
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bl ock di agram of digital content distribution
systeniservice 101, which is a peer-to- peer digital

W@ o0v808175di st ri buti on system and i s herei naf t ePCT/US2007/077256
referred to as "P2P Content Distribution Systent 101.

1000, \¥bani R fstbiR ookl o -Sae2ina Sanglifad furctional

cont. . ‘ e ¢
R R S G TR
pedildigth PcorftORMa sribatibA Ry steaSaiRNistRteindfier feferr@fid dd AP

t he dlstrlbutlon of d|g|tal licenses 160 associ ated

Conitdrtt Risgitadonclystemt 101 e 2 PX0Gtent DistrilsutieeSytOH 10 is usable
sink communi cation device 112. 10 [00341 P2P Cont ent

to fa%lﬁﬁareoﬁbﬁdéﬁﬂéygp@ of selecied digiglcontand glemsntQy withi supset 105
el pui oot sl iy o Rt hink 2apBERwERon Bgtict 12 via
cobhEllc St @ §3si0RMY aRY tfk?factﬂh'ﬂa g (ﬁ'étgi'bhﬁbn ‘E)?'dﬁf%ﬁfl licenses 160
distribution 1informtion digital lice

asgbicidted bwuth dipitandontemtitcans 2(0)37 mﬂn@m vasdet 10htesinkawiisthunication
210; digital content acquisition nmanagemnment engl nes
depits 1 1&hi ch 15 include a device discovery eng| ne 212,

10E541E 58 GoaRRT BT BhiSR SyREo 1! i hiGia the? ihGhfoce 202, which
FulfGAREREEL ARBENRS A20sncPBoni AL vk o IR BN LOGLENBl Bfnation

eration nanagement e

re;ﬁﬁﬁ@?aQOS deBRicHRt&o) a@ﬁ@n@b@kﬁﬂﬁn@@&%@ﬁ@oﬁt@t A biens
PZP Content Distribution System 101 are

informpheor 208 dnd Sugitalfliceosd dnsribonoe fompitemesiie ahetm)nkg
. 20 hard% ) softvvare or firmvare, or conbi nat|%
InteHag A} - %bg%a wé?nt.aﬁﬂ@rsﬁg@em%@gmt@@g% gwhich

ini P B0 Y QB BLANE 2) 20,208, AL 208 193ha o

er ac

digleN c6Btend Hﬁﬁﬂﬁﬁlorﬁé n@QWH%@t‘al th%%hﬁ@%eﬁ%t @hgine 220; an
source communi cation device 1 Di'spl ay(s 204 are

actisieg ntetenigcengiee 22Puand 2 oomsiderappomategonteptiengiae 234. In
user. An exanple of a 25 physical display is a nonitor
genrigl, esignrheicaplietatsrh %lewl’éalfumtmswf 12P qomtgnkDistribution

A S Rl o R
hafd\]?%r‘éog()ff twi W R war 2816C(§Iﬁ5 ﬂa'tlB ﬁ?fsr ecei pt of

Foma user. exanp i cal control

[0035]arU don praerfdey 02 rep;leiemth@ crcﬁnmnetlo@ oﬁtirsglay(@) 204 and
di spl ay, a nouse, a pen, a stylus, a trackball, a
cokleglf®ath that d@:f&ln@ﬁh:oﬁ@y a 3geiinteraets arith ﬁ@aﬁwlr@eievm, such as
control is a data organiz

SIS 1P SRR AP S0 T DR Cegteeal 12ay display(s)
2O R B T PR pngamle ot
ph#sipsledikslaeds b ﬂ@dmidi*@ie&%ﬁiée Ahygieple sRYIRENWisplay is a data
organization technique (for example, a window (such as an Internet browser
window), a menu, or a layout thereoft). Control(s) 206 facilitate the receipt of input
from a user. An example of a physical control is an input device such as a remote
control, a display, a mouse, a pen, a stylus, a trackball, a keyboard, a microphone,
or a scanning device. An example of a logical control is a data organization

technique (for example, a window, a menu, or a layout thereof) via which a user
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| ogi cal construct may function as an interface for
both inputs to, and outputs from a user. [00361
wor@soal7szont ent i nformation repository 208 r eRCEHEBWDH077256
general data storage 5 capability for information
relating to on of. di conte 103
may; I§SucEPIEE, ic‘%ﬂ a@é@%]ua%ﬁﬁigt%?theu %%E}edgk% aEEEVIHStOT
ont t fo
loéjh{? co%gtrlé& Iﬂ%g Ilfﬁ]?étlé)gln%ea dltntetr‘flelc%: ft& BH&LI l?lgg{rsqnat 5%?;&5@@& from,
aukgital content distribution information represents
data regarding distribution of subset 105 of digital
[0@36]t diigitat eorsediOB fornmationdiepgsibary 208trepiesents (general data storage

identifyin Olnformatlon assomated with digit
capaphiBnior jip ation relatipg &9 1§@15 1@{,10@@%@1@1‘[@1 ggntent 1tems 103 via

P bt hBen e SRR T T MER b Ay NG NG e Men
diERBLEN infBFh&H QO? and %Egltﬁ PEASe dlgt‘i"fﬁl'tlfoheiﬁﬁ)mféﬁ(}h%m

di stribution story, twork service providers of

Dignalrcmtandistibktientinfor@atioh agatscns ddta rdgatingdudisirtbution of
transaction, and consideration transfers); digital
subsentl 8Atof digitalicoutenbitens 163; inoluding bt pat kmitsdde: identifying

infogReBRL aSuc e B S Caii e [0fisyBlitdRisdiisdests of

o ERATEL LOEALDs Ry g0t & 348 PORGELARRDer
meﬁ@@[tﬁi ké@fr@lnﬁcboﬁtdﬂt berigianl einted eet@didehafitd! cemehedittribution
item(s) within subset 105. Digital |icense

histidryt netwarkserviod prqmd¢re f 20Trceepdesenestitast toasgarodi ng
d| stribution .of ‘Hgl tal 20 i cens fes 1‘2118 anl udl(g
bumqqﬁr@wcpgn FHEFR1SE r?f@ori‘ HeByiREY Gigltakeuurat @strt uuon
cri ah302j{(9§ctu%ge(i fu%ﬁl%?%% e’r et onﬁgcpt %t&/ltﬂfFI?Sl %2 1?9[5 (%htent

f&nsdct T ons fe sUch
dls@ﬁ&?t?(b@fe%@rdﬁ 30 dilsd &ﬂs@tﬁ’stsb@'i‘n @I)mﬂ%cgﬂohailltﬂl FT@”§F%naQﬁLta
(di scussed in connection wth 4) and meteéring

storadeoelontenty) sadsacvatuat foldels (H)(Rh(m cemefitstused to godelinate
sgr anted by digital licenses 160 (al so discussed in

butéen phselogted drgigl cagltengtgm(g wglgmos(%b@@tn]tOS Digital license

i R0 T Hrkalai B o R AR R FPa il e
hc%ﬁ g é?oﬂlc%gjdlﬁ? %gt\f;ﬁ% lfll\lleﬁtlit&\g? :R%'tnglr 13?2?2(;}9%%%%&189&121‘[% with
digiepliesssss 100 raspads of dikysbetadn ghndaedbsdlelatbh@tnéts, such as

such as connectivity devices or conputer-executable '
staituses ressiciaind witedistrAoitional] cbglct@irim@ms@ﬁalé%(dlmtsmm connectlon

ggﬁ e4 connunj cati.op devi ce 102 aa I nk comm. c
wi )ps! DEETHZANHMIGIOR Fhsigied vt PX"?TSLSF?

/ 7

T e S RS AR s
coﬁt%ﬁhﬁif@ﬁﬁ%orpfepeﬂibl%/lﬁﬁ may be implemented using various types and
arrangements of computer-readable media 504 (discussed further below, in
connection with FIG. 5).
[0037] Network interface(s) 210 represent one or more physical or logical
elements, such as connectivity devices or computer-executable instructions that

enable communication between source communication device 102 and sink

communication device 112 via one or more protocols or techniques (such as WAN
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protocols or techniques). Information received at a
given network interface may traverse one or nore of

W@ b@sssnren vertical |ayers of the OSI | nternet d€r/KBI997/077256
Model : layer 1, the physical layer; |ayer 2, the data

2Bk R et RS PP RSP bR o TR
o RGP thng B STl RS R oy

traQB8k 88 of HoreWT RO sévtdl Wifical 1ap@¥iofehdDSE W RENetRBALAE Model:
212, an access nmanagenent engine 213, and a digital

layeo rll’; dret pldisstal idyetj lapeehghadatilldnk byer;deydn Jjuhedetwork layer;
i mpl ement certain aspects of P2P 10 digital content
laygr 4 thepitiansparttpxers oter snthesessie haysst Baer @) the presentation layer;

rticipants.in.such transactions. Device discovery
an@i@feﬁgl, giezagﬂhézéggléﬁ%yeénd determines the proximty of
[O(Pﬂﬂe rﬁi‘gﬂhl @&{tEﬁthoglﬁﬁtiﬁoﬁ ﬁlatnagerﬂbﬁ’tt &iditds PI%, which include a
transactions based on nessaging between the potentia
depiae tdigiopant sngiMe 2 $20imgrcess acoagghestheging 21 hemnder digital
interface(s) 210. 15 [00391 In one inplenentation,
cowignt dstrigmmengned bt rise 2onfignisddaampicroet esrtaimagpscts ofP2P

B ShE EhaeaeRuhs OSBRI SR e
i - he Uni . Pl -t 0- o
TS, B 02 50k AR PO BRI provinit

of pbicfial pardicipanyeinsib dsdtAbdasE traRsRMohy dhed Sy nlcbeaging
PnPTM Forum and by the Wb Services Dynam c

beBrenahe pptcddial pudicihartovitepijgipg ot aromplished Nid setwork
. St ndaif t hat defines how services are discovered
mt?{fg%‘éﬁ 19, using SOAP) on a network. Ot her now known

1068 3h S BPUF ARG oh i Bl 28l BaR B Biefone or
mde FEAth RS of AN ek 60 M d allak @ h W oNetnvREKH B8 Examples of local
("ZeroConf') techniques. Exanples of wi de area

netvednknrgksargicse nid defmedrisy thediversat Blupodnd Playtpedr-t@-peer
services 25 such as instant nmessaging services, enail

cog@c\‘yliv(l;tggqrcwWe,{é‘yf@giT M g&rgbﬂwtgges’), whigh 1s ﬁmersal standard
oS R ERE SR HE % WS  frk Discover

B P e R R o R M TR e

discbeeddpemernAyeussys SO P Y oiDNGedweRt \@ther Ay Kadwn or later
enpl oyed. Alternately, prograns involving data proxies
deggoped tashhyetwaikingsmybmen@fions sromsppgsiiblel bych as customized

o1 S R ot aSED R0 BTN SA0 Hees
e SRR GBS TR BRI e
such as instant messaging services, email services, short messaging services, chat
room services, file exchange services, and the like. In environments when WANSs
are used, different implementations of device discovery engine 212 may be

employed. For example, when WAN 125 is the Internet, the domain name system
(“DNS”) servers may be employed. Alternately, programs involving data proxies

or relays that enable devices on physically separate networks to discover and

communication with each other may be employed.
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engine 212 is to reply to requests for information
frompotential participants in P2P digital content

waele@BH03lIee i on transactions. Device di scovery ePQi/ng2002@77256
may al so handle certain aspects of establishing P2P

[ [ i on. 152 vi ) k.5 i f .
O™ 810 7R S v Y R cscover
eng819, 288 e 1S UTRSE RGP aBoL B oAbl PDBbipnag m pop
didifaplcenrnt gRtimyutdRVirsieadiissLVBEYice @%c@@e@l&n&g’%ﬁ@Zu may also
di scussed below, in connection with FI . [00421

hahdleesstampapgetserftes abhsmagPlP ¢cemnmespaeinsessidnrl 52 via network
establishing a level of 10 trust. between two

intgiapRiphi K).idndamaw peivRios acicdpersppsiraion UPRMsngientih

SRR R TR ET 88051 APetRruR i enling ppets of the

sery e inHle REh K& @exﬁ@@’ﬂ}é@bf;@lﬁr!éﬁ i1feY1 £ 8rediStiRsed below, in
network-side entity in a client-server-type

condunioni wah IFdG. Bsuch as a communi cati on bet ween si nk
conmuni cation device 112 and digital |icense

[0Q4 2t rAengss Branggement egring 283 IsaEpporssbledoapstaklivheng adevel of

TP LS9t G B 55 Sy R B e
o 05 2583 AR A2 iy esion

seRich 1SUMRRUScEl bogsniaaiti P&/ it®an®athabldikhding ehfitisin a
bet ween parties through authentication and

clienttdeovérzype conssheneatson Suahpk escopfimanicagnt ibetwéansiakd
2 hori [ h incl [im
copgn e e S R et g an g AL 1),
. l.ogi r f1( r h i
esBS A0 oo RRBLH ke FECACARER PO AEE CAOHEP B
defice RN e HEMRIiIAP W, diBRhEMBINEALdiQRDutibRA3he! M 4 (discussed
general, however, access nanagenent engine 213
furithngyl beraew), ord3RBE esgin2 220f(alBo diskensdd frthenbglementThere are
systemin conjunction with such authentication and

nugigroisy methods g vaidpdlgder estpdishigntrisibatwaerpaiies thipsieBm

oo BRI S50 B et ISP R
aufhdfiZh B SH SEh by i%@ldﬁ%ybuf? I%(rjé H(?tslzfgﬁbg 4 u‘séﬁ%}pﬁef d ?é‘s‘%%?&

entity) asserts are va preces o ntornmati on

sclegnees, &eebéred téchnatogied, AitBooft® CddSpaced” :hnologies,
conmuni cati ons between identity providers, relying
promiatiysauthberdicatien nechagisbjse oné othegkaopmoeroletsr deyekoped
. _handl i n<131 clainms. Aspects of the identity nmanagenent
IMPEIRARAIQRS. \\p 2008/ 030759 PCT/ US2007/ 077256 nay be

[0(;{33 lh ﬁﬁg@%g@é@ﬁ%e@;&%ﬁgﬂﬁnﬁelﬁaﬁ e\qﬁﬂlesfﬁ" in‘fﬁ%ments aspects
of an identity management system in conjunction with such authentication and
authorization schemes. The identity management system provides for:
representing identities using pieces of information about the subject of the identity
that the issuer (which may be the subject itself or another entity) asserts are valid
(such pieces of information are referred to as “claims”); conducting

communications between identity providers, relying parties, and identity subjects;

and protocol(s) for handling claims. Aspects of the identity management system
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W5- Trust protocol, the W5 Met adat aExchange protocol,
and the WS SecurityPolicy protocol, or in other
woresesEsnow known or | ater devel oped. I n one PCT/US2007/077256
exenpl ary inpl enmentation, sink comuni cation device
112 facjilitates .sel ecti on aof articul ar. identit
m@i@%@g@%&ﬂ@ﬁf Ysing pROtRFRLS thqﬁv%qﬁ?rapeéi itecture sucl as the
G 0 rce
Qb AR R S R O IR el
SelhrifPefiss pidodbDiok M ofRRheMnetd B® khBRnasiagrs idelElopb@ In one
source comruni cation device 102. Qperational details
exemgbrdimg]as@estien,cink bemhdentdtion devneeg ErEfucilitatestselaction of
i mpl ement ed by access nana%:%‘ent engi ne 213 are o
a parid@iiaisignbiel Swocintedrith § tityd 1¢tame/qr sk gompppueation
D qi.t.gl. content .distribution engine 214 .ha S the .
deglsPd 17 REBIRsREaGPn T Sufith cPRuRT e a6 SR TB 0 abfEyp varving
anfuditd &t acOfd t%rﬁigitél%téigqte?rgpt W?Ecc%@éiﬁféevia source Cé)mmunication
comuni cat1 on dévice 102 and sink comuni cation device
deilitg 102a afaticaidetdiBatgamigesspeots dfiRe iddngity alanagement
content distribution engine 214 may al so 15 handl e '
sygemt igilemspiedihy afcessmabhgeanemignRRe hhatgrdiseuspehbelow, in
se%?j on :Iﬂg% éi network interface(s) 210, and nmay
coupgilonyith F rSer application to DRM engi ne 220
(008412 BERE o Eh{ bRt B engl BOSR HERIE e cbre Moy of
iddredicdties afll dastEBONGE Bf Hidital deftehf HémMg,108 HeREST sdiGc@nd
exchangi ng obj ects between 20 source conmunication
conevirneati@pdande $0Aknd smiknncaunoatideieyeelll2, viz2P
servi.ce. inplenmented by .digital content distri i on
cowrﬁ@atmswnblée?d@&%%@ﬁat SHTEDUAI 0B Hisag ?%m‘/ﬁéw
t er.vi i ; Vi ' )
hofflg AR R BIRRL B AL OB ARAER SRR i gevork
intBFRYA(ER2 I hlaindindFldERe 9is %%cl)%é}ra%p% atié'® DRNIRhgine 220
service, for exanple. 25 [00461 I n one exenpl ary
(disogsedréuntladrib@howy.he service i npl enented by digital

content distribution en%ge‘ 214 provides support for
[0Q4N noeiteraldy . shgitd rcongsid Kigigbwigon BRgiae 2 1 dsmpleneits #ne or more

fee}-ﬁrp%'rs] 2)&%#@15{1?% ﬁgrollfiﬁétngg&f?e@gh%g%{ﬁ%gﬁé g%g%g%in%[ %I?J egts between
sofich %Bhﬁﬁﬁ(ﬁi@%@&g déﬂ'cé’t&b% Anfi Qink E(ﬂgffﬁﬁﬁédt ARMOT 12, The

exchangi ng obj ects. er now wn or |ater devel oped

serfviideeingdleitncatesi{ 8y diaidl osntdht distribiyionamgthesdl Uinagre ds®verable
“al so possible. ~ 16 WO 2008/ 030759 PCT/US2007/ 077256
vig ®propET IRMTEedi ethe 3erHemtnplemenéediby the demicodisepvery engine

21y S Tasiarsgiv s eo i bsaran gorase Binids the IBGRRers aangit of
thfothie sér@ce, for example.

[0046] In one exemplary implementation, the service implemented by digital
content distribution engine 214 provides support for enumerating and/or
exchanging objects using Media Transter Protocol (“MTP”). In another exemplary
implementation, the service provides support for a directory-based solution for
enumerating and/or exchanging objects. Other now known or later developed file

transter and/or directory-based solutions are also possible.
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Distribution of digital |icense(s) 160 may occur
before or after distribution of selected digital

W@ ovBesN7s9 t ens 103 wit hin subset 105 between SRPCF/T82007/077256
comuni cation 5 device 102 and sink contmuni cati on

106§ 1orSRBE Shine 22D Psetles dhe diohatios aciessl BERFEL00 Graveen

. t-hat- enablk-e. -Lacqui siti i ncl.udi na. - )
o R A SRS A R oL 12
Di§@Mﬁ6hQﬁ‘Hﬁ§l¥hIQ@éh§&§) lémnﬁyflﬁzwpbgfo_%é 8€after distribution of

i npl enment ati on, DRM engi ne “220 may i npl enent aspects

selettedidygitall cointere meensdi 3 withurt subses 133 batthwensourcel®imiinication
a 10 client-side inplenmentation, DRM engi ne 220

dewisa 0SNG emnHEIeHION ¢arete bl Antrenerally, DRM engine 220 is

PG BRar G daweGe e Brete B DR Rl R Eonglhi enable
acitﬁ%i!tfo}'r %@éﬁﬁlﬁlﬁgﬁﬁ nBIRRHAEE o eRth&hir l%@&ﬁi%itﬂﬁ‘ll) Q@Mﬁ%i‘hal licenses

ngi ne ' ementations may enabl e the creati

16ahg ainsthuhizationkeoicenen ametesikvete vaplethaitatiddn, DRM engine
| i censes from source conmuni cati on device 102 to sink
229 snasunplgtican ags ctient digitahcensp disaribethen sytsemisesvie¢ 161. Ina

R 0B R SEABERLE R B PR
RPN 5P S 03y TR AR LT s

to Aingtwédk-dide ensss ARGrmantemBy&intdrasopElidritHds DRMEngthe 220
by the digital |icenses. Sone general types of

impemnegritatgoiB0mdpeaakie ¢hel cwatios @dd estabntion o€ hedi orglepyiative
.hot Iimted to statuses gener at ed. vvhf)g diqgital .
digifal diggmses AFam squrcecomynpjicager dgwige Vg tos rgmunication

tor y : . dowi ‘
defiP iz, AN EAFEIIRM Bl P80 s AR R Bslownin
cohh@M®nkdeh E3Gs agdhow of ten a particular digital
content itemis reproduced, transcoded, distributed,
[0048]r eaterindneteSpecirfgice 222 womkgesathd wllicendn st det@&ing data,
i.mpl enentations of activity netering engi ne 222,
whiehwsaformtwnmsyegiatediuith dipdisgibutiomeofsdigjtalclicanges £60 and
di scussed  herein 0491. si der ati on nmanagenent .
xS TS RERLEy BT LR et o R R TP of metering
N i h i R - diai .
Ao i S b A SRR L Ro i b Blar SR e Phen
di%i‘tzﬁ lickesiaoe s@dcedi By abcdive(foesxditipley b@rel )iyt sihk 30

i cense distribution system service 161. Consideration
coingnupaitdil deyieds arel dada gelated tobhe opeopdistybutwnapiodiggal content

oo s09ass oY/ HesoO PP BT E L Pt Jenbi TR
oA SR 5855, gy, RGNSl ect
imBfendaMidts GhatEe,, metefiik $BSide®22, however, are beyond the scope of
the subject matter discussed herein.

[0049] Consideration management engine 224 handles exchanges of consideration
associated with distribution of digital content items 103 via P2P Content
Distribution System 101 and/or distribution of digital licenses 160 via digital

license distribution system/service 161. Consideration is something of value given

by one party to another in exchange for an act or promise. Examples of
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perform services (such as providing digital content or
recei ving advertising), or the providing or

w0 espi7son of a redeemabl e article (which i s BeHURINY)77256
such as a 5 certificate or points, issued with the

expect.ati.o f being taken pack by or on behal f . of
00{lﬂﬁeﬁa§§aé¥u§bgﬁéﬁgar&é%3m@ﬁe oRFONEses toayHNguey lirectly or

' ot ; c ovi di . .
SR AL 5300 BB 28 CAPBLAREAR E0n ] SEb DY
peffBEfiseivieds GAOIS hSBFALAAB dYitd R Dre8dditing\idReRising), or the
source comruni cation device, may be used to create
préwidmighdraedemptior ot @ radelrhsble haicle (whiohagangilsng,isnohiasa
of . digital, 10 content. Aspects of the operatiagn of
ceidfiratciel RRINtn 1vapd yatheie cxpgstabion of baing takensbaakslayjor on behalf

f.urther. bel ow, i n. connegtion w th, Fl 3. [[00501 Wth
of I SR o oRaligtlisb P e aic s Bngraihopvpdi SR Tetpritidng
rt i af. | i t
coFREAN SR, S Lo el gspeeL g
regegstriconsileratinhpdg sourck leusity ataedsdurcd-t&mnBinidptidnedevice, may

i mpl ement ed usi ng conputer 15 executable instructions
be aged ta eatsyfloribleor-comnierge madgis, thatendoupagepdis@ibugion of digital

coRisipubspEux e T aLr cRts e 0B AAEC B By 224 are
i RN b L R RIG: 347 e et hods.

[06Btc Wit oheihaing Rf@eied toClIG. Nainded RIG. 3 iparhéssdE@Eequence
order or sequence. In addition, sone of the described

chant i hesdradin gedeetaenaspet tserfeomethad foc distri@@ing digetal content in a P2P
performed concurrently. As it is generally desirable
M3 Ch WFeﬁin%‘éh?qY@i%ﬂﬁ%sg&{ﬁdr@ I SaBAB PETBPIe R e aiingreomputer-
' [ l.on: kD, Lt W nd t hat_ -
exEiotp iAokt PREEREA B onb ordhore el BLRLPRbe-Eysinele-

puffREHrOtsEOR (EXANPRSY tOMpuittxebM@bleiRSiruHY I0Yan@P@cessor
i'nmpl enmentation of specific nessaging is a matter of

S02 mpd divendsatliforthgr flewe nceon25tipO @G 1H FRor 5 exéniekaspecitically
pur poses, one distribution transaction is discussed.
statgek theimethadsidesenbed bersiraicdivticavgiraiaed e particular order or

distribution of selected,digital ntent, itens, wthin
seigfict, 1 pudiaRwadifc S IR asScBhnd maBes Sreisailiegist tah occur
Rt i, : i Cati
or BEFALP ORIk L Ry edg A A
redqliifedus Hodippier ppaesular distSbaseuneasachiah, 8 eutlde @fiderdtyod that
104/ source comuni cation 30 device 102 and sink entity
allnf4he dederbstmetsegmigarecd et oecuron eack doysebeti erdtransasiian, and

a | ocal communj cation region. served by a. LAN. It wl
they PR a8t e B, IHRIGBBIATION ) SPESSG0BFHaBHEGS a matict o

m %é&%@(ﬁiﬁ%@%ﬁ& that source entity 104/ source

onmuni € evice 102 and sink entity 1 14/sink

[0GBATMUTYr @RENPMardiirSSsed lend @i trittitiod®ihytidiP adisehs8ed The
conmuni cate via one or

distribution transaction involves the distribution of selected digital content items

within subset 105 between source communication device 102 operated by source

entity 104 and sink communication device 112 operated by sink entity 114. For

discussion purposes, it is assumed that source entity 104/source communication

device 102 and sink entity 114/sink communication device 104 are operated within

a local communication region served by a LAN. It will be appreciated, however,
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nore WANs (directly or using bridging technol ogies).
It will also be appreciated that a particular
W@ 0oRs176at i on devi ce may function as both a sPCF/US20aTI077256
a sink in 5 the sane transaction or in different
transacti.on The exenpl ary distributiqgn transactio .
thajisguiss Loty iof‘/éaw@%@gﬁ?w 4P 4CKGRTHIR AN ER N | 4/sink
. d;ac LEV] Loy (] .
coﬁlmr}lx\ﬁ%n dé)\%éjﬁtl% Ef?agﬁbet f’&l&efér logg%fl eanﬂrb%fngﬂl{lhi%ta d\g% one or

peopl e usi ng por or non-por comuni cat'l
mdt8WASSs @t §or st 95&cif akdhedismed)a TP als® be appreciated
(referred to gs " GeI%lor ge gnd " Dad\gd')) are in PP

thgymgarntilygr cematunaction devwidRnahdusgain anba@heofoueee dd a sink in
shop. It is assuned that George is_the operator of .
thes e HaRHTHOR 0E AR ﬁa‘ﬁerﬁew@ésaC%QQS- ahge exanpay distiiution
traogecr%t o({i ofssdenkecorgrmnhcati on devi c% 112.,[. Az[ utsegl 1d oceur
HeACAIOR, diBGissEQ S FEPERSERIAHER PF 8 voTEHAM fEPAStPRdpaLyould occu
[
WISy RALTY GlIALCR e pRCling BEIABI TR holportable
cotmmansitstion deyvicel gichals wingieetndbled mudieplagomruntfeatd oo as
device 102 or acts associated with 15 receiving

“Ggprge sandc dpaadt) &y 18 proxisuienelcas inom Widvihetspetl m) a gaidee

AR5 551 05 PP ISR ISPLA Sy Bimistanctvi
1088k %éﬁﬁﬁ%\mﬂ i Q%Vé)ﬁje‘?ﬁ% %? si&! Mxﬁuﬁ%ﬁ?ﬁ eFicet lckl 230X Gifed
evice ) Wor

conmuni cat1 on provi ders of net

hefegii, whe edrd) “digtriiutionC emaUbB A thedBotiaviudes bdth cl@nt-side acts
| ndependent third-party network service providers).

petforined hpposuhaniedtiomdevibs (sech e acsfassensted 30itle sangeoing

.makes use of a nedia player applic Ei on and refers to
dlgﬁ-?z CanEHhPE APUCRICONIBUNIGEHOR aew@ﬁﬂ@ P FriscreeJategrvith
bl B R B0y BRSO B TR B, G DO o

peHdAed BONodd18MES or Rd-h&AldcPRrkeduehy s o séRis (such as acts
processor or a spreadsheet program to discover and

pesthaned diy girdeidersoott rentvodt s@amicepprtopouakeonypenic2bon device 102,
[00521 Initially (and optionally at appropriate pqQints
PrevigensgH aetw e Heseayises) b s inkncompamdeaitanodnvice bld.«s independent

TS o) S SRRtk
ex%‘r@fer REd QR &4 ﬁl%ﬁiagp%g%r a};glﬂh{iéﬁ afi@LRRL to media content this is
I Stri p 0

ution criteri resent any I nformation
notiridigy hppBedticreocdigihndsmatntappe devdlc mal®e distribundd using P2P
conmuni cati on device 112 for deci sion-naki ng regarding
cogagiisatrarbeaspion 1612. S@thet eabodimentaimayonseedther viemes)

i.thin sul%ilet 105 bet ween source cl(immni cation device
apRIAEATIONg. S S CONRIPSETs ca SPLeadshest DARSyLRO discover and
sh%{egitiéi?% coﬁ?en‘(@f%ﬁ%ﬁ?go%g%ggt rpg / US2007/ 077256 cont ent

( ution cri €' used to: identify
ORI 0 pibiet Snpropflenk b leatel gy
traggdagion@dsource communication device 102 and sink communication device 112
receive and/or evaluate digital content distribution criteria 302. Digital content
distribution criteria 302 represent any information usable by source communication
device 102 or sink communication device 112 for decision-making regarding
distribution of selected digital content item(s) within subset 105 between source

communication device 102 and sink communication device 112. As such, digital
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item(s) wthin subset 105 are distributed; determ ne

where or when selected itenm(s) wthin subset 105 are
waele@sosiee ed (for exanple, before or after appPCTEEI087/077256

digital 5 content Ilcense(s) 160 are recei ved) and

determne to vvhom I ected thin bset 105
content gﬁsgﬂ}q‘tm (‘ergerl g%qvﬁse ‘qog nl-gig}ntng s w1 1n subset 105;
selg&lf\gv[ﬂ cl?lqgéﬁ(gp] gyl{htllq rshﬁ’se%q §5 aaﬁ%) %ce afs'tr\f‘t?tg[e{i r(?e{lél%? MEGow selected

sinkenti user i ace
iteA92) wftﬁfn s Rare (ﬁht‘fﬁ)ﬁf@i 'd%ﬁirﬁfun@iw%bfe%r wheh §é1%cted item(s)
di'stribution criteria 302 may be received in other
witlay substid A5 ase Oistimitad (for expmpdg, dehed ornifier applicable digital
connunlcatlon devi ce 10, 102 or sink communi cati on

coa@m beenpets) 16 are éféieveedi)wrai deirrmpig terwhemy sqlzstedl igem(s) within

su% tl@ ! 5aé%§rlﬂ§93 Vgﬁéﬁp hgl aﬁEblgt%tnbgpfryarlltt?oﬁcr?tgrla 302 are
r t
o O i RS SR (24 BRG thlehce 02, for
examnplirg actlternativdd0od gitekeomémsdisttibatigh tcaltertoBdZniay be received in
distribution criteria 302 include but are not 15 '
othearnvaysdsuch asyoberagipser pregranmerdyintea sogise' conmenichtign device

b 2P BB i B30I, S A 25
anﬁfﬁ@{rg aﬂv%tscﬁgltél CJn%ﬂtQﬂSQtrlgfltIHH %h?er a%dfﬁfaxpéttotnée fI‘OBﬂ a third

ning p of a user's purc asing

patt§ €for axaafplé esloCAI0sT @A bérvides rshpathantiRcHgifra theich
as nane, address, gender, and age); service profiles

paftwiedriie m ‘dleuhﬁlrlbhasnd)mmmthm to participation
[O@Lﬁ%ﬁégéogg{ 1ta E:éllg,tgg‘qt éllgg}éﬂl%i?l?g‘g%g %g é]écﬁude but are not
linfifdd tI[o Ak ANSioh S Qrdzﬁ?g L{gs%}( sllhfﬁtf‘& (cﬂ%ﬁ% O IR HS&%Q flssertmg

ocation 1 n OFITH I on, S mahageine

abbid WhoRE i ONa /SSO§ LAtk Pﬁvbﬁtéi' & ﬁr@fer&%’éﬁ &10r example a yser’s
information itenms 103 (such as whether a user has the

ratigghdf rhosidj s tisdrbulise@nparattems| ar a dsei’s plirchasing lpatterrtsgmser
pursuant to an applicable digital license 160, or any
prqféel@s (o exame o peEenal Qéom@tmr@uchmsgwm aéidmsmender and

g SeMe Ry or e et iR o8 bp b fo A P eBe P pERlonpcer
O ST SLTLS0E ShEhig e

affali aivghsubiidh @:ﬁﬂnﬁidyomg)@ﬂéslcergaﬂy@es lddacioadhforimyioRgand digital
used to define such expressions. It will be
rlghpﬁom@na@r@@lttlh@trmmtmn@amcyatgd With digatablcefitenl indemmaastan items

10§&puctias ﬁ’et%gr P esO0S) BOEI PR B0 S Peg Sasdiciiabeaent
1tei%s%1ijglg i %)gl‘n ak)?l{:gble?ﬁ ﬁqlc%gggm& Gttaln! r}egt?l\':glggs ?Jgguch

ent Stri on cri erla
righegl Slgﬂalr@iﬁt&ﬁ digeiduebn @ rigdre 360 rrf%t?r&lﬁmnclude expressions

identification 304. Digital contenf identification
ing0vingdpgeskrafsreacestoastbecdigitetcantemt distemitiopicmgeria 302 or to
digital content items 103. Boolean operands such as “AND,” “OR,” and “NOT”,
along with other operands or types thereof, may be used to define such expressions.
It will be appreciated that virtually unlimited digital content criteria 302 and

combinations thereof are definable.
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subset 105 of digital content itens 103 that is

avai l able for distribution by source 5 comruni cati on
W@l20080807302 usi ng P2P Content Distribution Syseenusmaiioii2se

It may be desirable to represent and/or store digital

102 75 g il G husoiees moraisebn Bt 13 ypepdigtal conten
aiiblich SO BT B AR EMARI IO i LRS! [sBRcation

scenari o,

3080 Wl?ﬁale(fﬁﬂtéﬂt 1déiﬁ1ﬂ&ﬂ] oMEIU4RlehYeseRisqetd ék@o@laﬁ:d%ltﬂ‘i’dfﬁltlfymg
di gi content itens 103 for inclusion in subset

subsea 10S e digitad chateat itdths 103 thaoishenilsklerfar dxstrl‘toiltglrt laj' source

content .identification 304 involves_ saqur
copMERIRRtE dorice) éOZ saingd2Bonivat Digribytice |Séféte|nh éO bn#t may be

deZfulRs Sttty AhoPESiEL i EnkBhuc s 103RERGosA 105 na
deéi‘%er@l%r&?HFH%‘fﬂ%ﬁEéﬁ@n% Yoi5€at e ¥1t OS%ﬁhm source

expr essi ons digital conten eria
con@surgositbrt devicen02fy itenms within subset 105 For
exanple, the last audio file without DRMrestrictions
[003N] eiluearciscomaram shigial contant edendidiention S8t ilavolyey s@uce antity

10 b e e SR e RIS | fastpsion i

SBLPTR S B e B B Y BB enication

30RehedIvENgorsatdmturtibidl @t 02 ahtomdacaBy ssRUTiIAE one or
comruni cati on device 102 proceeds to publi sh digital

mayonligitl canteintt abivisi 103 forsisegsoB0s sulseot Her Wish e@pect to

associated. wth a particular network (for ex
AU CISEASC IO, SOUTEE ﬁgﬁ@wca%hgmp%ép SRAYIRNA 7%6 gxpressions of

dléd{aclI cgnf% E'HFeglatﬁﬁt (iiessg% egieoqawzl? ngnﬂgﬂ} %ﬁb%% 102 For

conmmunt Ca Vi Cce er ed

ex&rﬁﬁles ﬂf@la@@zﬁﬂ'&i@ iatlitidul @Klﬁ&'e@ﬁ‘wﬁ%ﬁ@ bec@$verl fr@ﬁladnother source
communi cation region or a virtual location within a

cotiN)nicatieh dawiee aca partedldrPVatdidiesmesmay bpastessicatlpeelected

endpoint identifiers. It will be appreC| at ed,
owmgv&n in; sybset Bl é@e@l%@r\ﬂmwlgr@lﬁa r@@mky@ay%musw may

be gPBEAT0t TAPIP " EFCITL AP cont ent avall abi 1ty
y (g‘glﬁtsg%[q‘eég‘% f%lé I%' Whhér% aﬂgF@f"t %,?S%élgc%s&gnﬂﬁh}ﬁicaﬁon device

y or on our ce

102 paveseids a6 p@lﬂhﬁﬁ&ﬂg@t@l déRehtarvailabilivynpssee030nat dthyt ngdes
ot her nodes within a 21 WO 2008/ 030759 ' ' '

asChteSa0h7y parRBBI nebrknifenctamnplaeWloAR bFo)t eluding sink
avai l.abi | ié .of ? gi t.al con%(fg%]1 for distribution

COBABIL U 2 pliis gasusped Hiat soHrce coBERNIERIET é@vwe 102

I
BRI e e -
regd8i (SR h132 Tokal capMuRida%ion rf:gl‘Un&ﬁ%C‘l'ﬁﬂuﬁﬁlocatlon within a WAN)
and have acquired IP addresses or possess other endpoint identifiers. It will be
appreciated, however, that IP-based services are not required to implement aspects
of the distribution transactions discussed herein. Digital content availability

message 305 is any signal transmitted using any suitable protocol by or on behalf of

source communication device 102 for the purpose of notifying other nodes within a
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5 about source comuni cation device 102 (such as the

nodel name and nunber, serial nunber, or manufacturer
wo2008/03078€nt ity clai ns requested by source entPEClHUSDOA)77256

and/ or services inplemented by device discovery engine

212 ar digital content .distribution engine 214 (for .

CORARMICHIRN J&%t}"’otfg é??éll%f‘s%‘ﬁlg‘%’ﬁ&ﬁ glitarricﬂoﬂgf‘élt 2011 ‘%léiﬁb&ﬁlon via
and. Al ef i ce responds to, and

Pzg’g?%_1%?‘?§5?%¢1§3°3‘1e§?§6%9frmea_ch 10 conmand/ action), and
[0G5OIMiRh] E6ntERY £/adabaitY %ﬁ’es'sé,’geoli(msifﬂa?_rbe ahRes SefRmitted a

contentt may be defined using properfies encoded using
nuarbee ot @nsistbyssomekepnhamgesiga def’iod0?) thae bemminsra few specifics

anot her techni que. XM prﬁg?srti es generally have nanes

abaesOUr ¢ eePTIBIURECasiop; deyice HEMSugh 8% ¢plezame gad number,
assu si npl e fixed val ues. 581. Referring.again to..

se oMbty PP ol et B idaaleahip ot Gur Bl O gRy e hity

O ] R AR BRI RERIAR AP En g hE 7 hifllfeonten

dismbstagecdite R34 dfor aichRatvits, als dedctiptionusaynncande a list of
suitable protocol, by or on behalf of sink

cogpmandsiasaphs thedwyvice raspenfly fo.tang psuaipetses/afguments for each

oS B A T e
m% 5d 5éiﬁlﬁgdt Qﬁngs\ggé;fegfé 1%‘5;0%1% ngﬂlgg%nf éﬂe@s@ﬂférrﬂﬁrkuf)' lgﬁguage

onmuni cat 1 on naybe Igured to
(‘X/MIONBEhERhloy afgtice fechnRjiRdeX MIepropReti@SEenkdlly have names
di scovery nessages sent by potential participants in
spetiifjed abingottiegs, hdive nssumad types,raadsastinossnpledited vadees.
inforpation in he di scovery nessage.to da . .
lﬂfiﬁqﬁk Referitng dacan F%ﬁléés%@lécel@myra%m ice'1 77 detects digital
i.cati ' r ivel V.. ~SiF
cof STAER AR 303 050 R GIRA i ympgce 307
SiMeidehvfichtidn Bltkidos JobAsRink Qigrtd? tBadMeR DN Gsfi@ any suitable
di scovery nessages or sehding sink identification
protessladyg 0307. behhlfadsminceativoncatemi deyidel P12 for the purpose of
configured to noti ftyt sink entity 114, then sone form
S

idegtifyiggrthe ayveilanby okthgshey epmipunigasipngleyicg fr digribution
interface . 06Q1 The seryice i.npl enmented by
waRiedsE e B Gt D R Bt Fgured 30 to
0 .
(06 SAT AN Echeral SHEEL Ml Fo AL P12 bigBeedMiqurad o
autongatiatlyisegrchRopredefingd eddresefos@lisdosery megeires a¢itby potential
able to 22 WO 2008/ 030759 PCT/ US2007/ 077256 respond
pagimipands Iydigatal pepet disedutionrteansgelionssandaiodisp by infermation in
|l east a "property nqt .found".result if th ropert
thg dSGeeTy phrPas 10 S TRk ARSI TATIAN RasARRI BT BRRS of
' I: t \Ll: ' engi
coBRTERL Ao BT A5 0 LSRRI KRR Py
coRAEiR%o HOH POk dnity 315 il €6 séFHIENgaSr dise8VtyGRessages or

sending sink identification message 307. If communication device 112 is
configured to notify sink entity 114, then some form of user interface is generally
provided via user interface 102.

[0060] The service implemented by discovery engine 212 1s generally configured
to respond to requests for information from sink communication device 112

regarding the properties of the service. For example, the service is generally able to
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5 inplenmented by Digital Content Distribution Engine

214) responsible for enuneration and distribution of
waele@snal7scontent itens 103 within subset 105. PODEID01/077256

some cases anonynobus access may be supported via a

S%Engr al system of hand-shaki ng/n goti%%i on, andg it
respRyd £PE5CHE TefediopgHics 1t tCPEpIZe Rravidsd Ieast anRronssty not

Cnvol vi ) ) " di
oG KB AL BB UG BB o g B groperyof
theSQUIe ifpldh¥te@BlaiecNscd AEQIVERY eRBindAtis bhfop&@ntiat Yrovides
of the other parfy, but the other party does not
infoanetive aboetthe dBaddtegs and pontefor aserlice Guchex argelacy
. limtation, however, sink communjcation device, 112
implegpendgc b IRigitel Gontsat Pisirikuhan Engrie 2Hyitawonsihle for
facilitates,. sent atd pn.. qf a Lticu Lgital
em gt o ECU Sl REERh N fR QiR e AL et 105,
[ [
0Bl R R i Pri T B8 hpBRBTVIERUGM system of
haed-ahpliag/megotistesn,iantldt iragenlsmle besimbdy tol@aplemest nirious
entity 114, and sink entity 114 nay be pronpted to
scenaries tineolying keselsiodenonymityr sieahaasordirest Britygfcases where
on G S e s B SR BBl BUSRE, ahout the identity of
L oat , tical L '
B N T e B B foPHek TR S B My Y EmAB In an
ex@npRLN liakikfidn0 ho Rk e sikdsmitialdadidndrRvideel ID0For Efnple, via
nore clains, which my be self-issued and/or
acemss inidrnagbment engoe 2d8) tentmates pacicatatiotenti cpartit@lapdigtal
third-party verification servi.ce, are generally ma

idendigw ABRORHALPG Wi STk epiipol Mbet Y &g%eﬁnaf:jétéomﬂ@wceégﬁ to source
coﬁlﬁﬁfng?glt?oq 86\59@ Tb% W élhﬁ ggérﬂﬁ{calti%ﬁgﬁg%sgg%&% gé?r FE%(%}?%F%ISG, a

ains are referred to as “cre
us@f infdr BRERhARDE prARd S BPGhRIAH M 14 dndantil bh@S 11AChH|®e
but are not" limted to SIMcard information, "email
promptedratselmot a payited nderitivg tramrantonigrd mumbet efposstvde edentities
nunber information, _affiliation information, and nane
prgsgRigbiato icq ouBUnREton dayiccalfyd- nAttermatieelys sikas ed

oA SRS N VB0 00 oo
pogs%l%rd%ﬂﬁtiheﬂti@&\%qﬂgge@%g@% E%ﬁ@%o%ﬁﬁ%ﬁ@n device 102. One or

communrcation de , Sink conmmuni cati on device

moké 2lainB[ whidhhmalbexeti-isyuededrly o vaifidble 3QBsoeps es@nitthication
one or nore autonatic or nmanual 23 WD 2008/ 030759

depice/1US2007tho77B ey verdiieation servicerdra geoeralligtmadd rigatding items
t her. source comuni cati on devi ce 102 and,si nk
of I RHHIAIh PORIAEY PUD CAED PEFENEAPLS Fapisy ftegethRp1igs 9ds e

‘ i 4 g ‘ ; 1 ‘

B T M Y 1

assbRiatedathi idkhtitiEPYBRIdS R P AediBited P SIVOEHrE iRR¥Ation, email
Al t hough the exenpl ary

information, payment instrument information, phone number information,

affiliation information, and name information.

[0062] Referring again to FIG. 3, based on digital content availability message

305 and/or sink identification message 307, a proximity determination 308 is

performed by source communication device 102, sink communication device 112,

or both. Proximity determination 308 represents one or more automatic or manual
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5 distribution transaction involves source

comruni cati on device 102 operated by source entity
waQusasdssi nk conmuni cati on device 112 oper at eRBCHYSRNTIKI7256

entity 114, it will be appreciated that proximty

determ na%i 0&308 may jnyol ve autonmatic or @%anuala )
ac‘rg&ré:r]&erl% (?I‘t ql‘g’llp]d’lrg W ? PH(}HI‘H% cwﬁl@%q{ggat&qq \TICG 1. 2 and sink
cofrHRASRE H&Hcg?ﬁ giﬁes% iﬁbleaf"o?'théaghﬁofsg bf QQs?ﬁﬁﬁtgl%H%gtal
ransactions, “and that proximty determ nation : y
coR@nf REMk 1 OB Relcd et firbhCaibk &Nl 0 usﬁrclg PoPatombntD R P®IGh System
devi ces and/or entities. [00631 e circunstance under
10whiPeoxisaty maydendataintiatd on adeariakc hods.aAdtheughk the exemplary
.conmuni cation device 112 may be deened to be in
dissribuion trynsastiqn dpvelyes suirce pamiHIeationdeyacs L& opgratadiby

si nk ication device 112 are w.thin rtain .
ol snby 10t atdnil sophubiteRoRREEe 117 Ctelied Bk eptity 114,
: ) . j .
PSRl GRS ST 300 SO B i o
mdmhly Reoceieaafondethoringexhetieer bBRerasvthisunication devices are

conmuni cation device 112 are both within the sane
avipidahae ferodmihudianitemspeiiinsnang ey iproxipnitysdetesnwdtipn 308 may
exi.st... I n. another a e, proximty may, be emed to
resi B AT OO SSE SO AR 565 dBUHE SrUBS® and
ok 5 . . Co .y ‘
O T BB R S 6u T R ot h Ra b Lk ficg 03 nd sink
coR@IIHBAE®RT O cE ¢UR aihy bEdadmédm B¢ irSp@ikimitphy sihealsbirce

defi nabl e sub-regions of a local communication region '
commabnudaiqprdevicall G2 ageé sgrkapimouanicagighalesiceuld? @&s within a certain

oS S8k SR G Bheen e
oyl B55on B0y HOTRER P BT REAFSThppever

bot§dute oRnRIEER IR ddigd] 0B xhdIBiInkHopbRNERa06H ¥BSRe 112 are
source conmunication device 102 and sink

bottowmnthni thetsaore ldexl aenrhiiRicatfaniregion, poxmaityiiakdegmed to exist. In
avai |l abl e systens and/ or products may be used for
anpihenexynpledraximiiyanpy he degerddg skistsvhendodh spusduct s

R o e el S
oy okl 30y Al S ALy el Uyl ek

Ex20p8¢ 030t pojditBROGoAM hbI2 Bth-r¢QomAdf Hldval communication
ci rcunst ances under whi ch source conmuni cati on devi ce

region inmlude panticubos geagiaphidabregiens sushiasxdapaytnpatsietrpsail
to be in proximty are defined one or nore .vi.ttual
lodsfiopg G Dsk SRl AcpBrEIT IS o vBa) sPei. Brlpe of DBt Siaar
i i Bt ce ‘
oo, SRLRIAnotedy Tt pela® g A8 spbapgion ofdoca

co@MiH B dPFe b hehiRickal pre@dfh iRl HhSha @estandebetween source
det er m ne when source

communication device 102 and sink communication device 112. Various

commercially available systems and/or products may be used for location
determination. Such systems and/or products are generally based on technologies
such as global positioning system (“GPS”) technology, triangulation technology,

signal strength analysis technology, or time-distance-of-arrival technology.
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comuni cation device 102 and sink conmuni cati on device
112 are in proximty. For exanple, source and sink

wWenisn3iEsd within a | ocal conmunication regi on RCT/E81907/077256
reg| ons thereof that have predeterm' ned zi p codes,

OISR BTG e bSO R e g 26 an
smﬁ&!o%r%ﬁbﬁaﬁpﬂrd%%c%rl' tﬂlgg b@@ée&%dqg %gplﬁ ptr&f Q‘ﬁt); e deﬁned by

n -anot her irtua
on8BY nkfte Wtu:ﬂ&ﬂ légéhﬁ&latf&fsh%%%@en §antaehity™ Géhéuﬁl ﬁﬁk
email program Dbuddy lists within an instant
entrgs ki Sgclpviograor lgpacdl irelapansteps magrbeomdedradond, @r amfilters in
hosted on _a website, and the |ike) or discovered, and
copacipR Mith certainphysishi Pstancesedo deteraing wher S@ir@szu mi t y

A l.ogi cal or
Com@w&ilf%tﬁ%?%“ﬁ%@@% god Rink iR et e, HaB TR bfedimity.
FoPbxafhRe uﬂéE %nﬁ%hﬁ@éﬂtﬁ[@%%ltﬁfnfd lokat é&ﬁﬁruniéatﬂﬂhl Fgl%% or sub-
accor |ng y appreciated that proximty nmay be
regiéns tireoad] thatoiavegre dstesmaed des codeh, gemdasnRes) psigces of
everyone/ every device or only select entities or

enpday vest,; p@ﬂfqre@g@sq(spcbm musjc pegfersries), Hiwndecor ashel kogwlly-

te are arou

relafRble ChiFEHE TY BECREEIG 9 6C [DIREUID ofh dnogaet Sxatiple.

Vil @%P?@ﬂsg PR MRAEeR A By SRR < haRas ) f email

prép¢anp baddp eRanaitkinyan ﬁhlsfaﬂﬂrnﬂs@dgmg) prodréie peRte@shnts in an online
wthin, digital content availability nmessage 305 or

forsinn kostdé onidf webditeonnd nﬂmhb@a)rah?govamﬂ endlthmtfﬂfdia}byelationships
nk conmmuni cati on device 112 or sou conmuni cati on
usefiem deierppleBoyB ey i dogsaldnaner o %lffadaﬂr VAl pppxipate

rel?ﬁé@%ﬁﬂ ﬁlaf%'er f?%la{: \S@[ﬁlp& %:}Yls%eﬁg‘gdeﬁlt gg rﬁ%ﬁ‘gglj é}r{eo%gtéb]tlshed
affiiSatRRMAAWIP be )ébé(‘jrduﬁg]y agiéﬁa'cheﬁ@d tiak Yro@h By e 38E as

is optionally performed by source conmuni cati on
bratelly oe ndGdwlyyusdeatdd, ehyordpassing exatriom/ 809y rdeproesardmy select
one or nopre automatic or, manual acts or criteria for
entideseoiaHiens, Ahe sHEt ProityBa RYiShbettsesngities sbthesame
1mSO cagrmunl on devi 102 .i.s avail.able fo

EBrGn SRl AR e Grie s M e 1B Ens

[0@4??} gﬁltl Ifbg%tﬁgﬁié?%ﬁgtl ﬂ%%eﬂéiéﬂggﬁg oﬁﬁgﬁt%étrlbutlon criteria 302

corldTBd 520040 40 exdfihget i famnsaande@epantely, along with, or
I npl ement ati on, source comuni cation device 102 may
refgeamced N@thlaedigitayccptte@weldbwﬁ nyispdgecHimonsioktidenification
devi c 12 to ranul ar . cantrol. over, what
messateei Dangi bt b o i chup Bpis BPhiduistriin Exoress
coﬁjﬁf(ﬁrﬁgatl(}rfgé\%@lmf s H&t Eﬁlﬂnde e%ﬂe:y% ca?)é?(ygjnﬁzé é)'rr]{)x@h[&kbetween

Ion devrice s an
solride leelyh 004 hed s inkCatidy nwn‘oer information via sink
i denti fication nmessage
[0066] Referring again to FIG. 3, assuming proximity is deemed to exist, an

availability determination 309 is optionally performed by source communication
device 102. Availability determination 309 represents one or more automatic or
manual acts or criteria for determining whether, and the extent to which, source
communication device 102 is available for the purpose of distributing digital

content items 103 selected from subset 105 using P2P Content Distribution System
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307, sink entity 114 may be granted access to nore

servi ces supported by source conmunication device 102
W@ b@s/03(75%i nk communi cati on device 112 presentBCEOS2007/077256

identity including only phone nunber i nfornation via

ink identifjicatio rress 307 or requests anony
10]cdBgue CXQMPEBE 71D @?tﬁﬁla‘@ SQYEGeCQ é:aﬁ‘»@%%gg:e "may use

the’1 %@Hﬁﬁ’c}gﬁ%’ %a §%[)s1ﬁf< Contnufig Mﬂ%?é M2 5 ??(?\}189 granular

occurs. nnun catl on se

cofSbPH dr SR RYst3ADseri 1R hkesyagab ROl sshlt BEmARMication device
communi cati on session 152 between source

1126miuentagtlildn Kieeixampl@af siné connkucicatomideatce di 2geesends an
104. .1t should be noted that comrunicati.on session

ldE‘é%lttfa BIGlagiRg fre@l oAy IBReTGBENEIIOS HavEkdeenfieaiopgmessage

SRR Blion b4 G0 8 fraRR st T T ey thiatpurce
co%&ﬁ@ﬂ%h 48/102Y62 Aecuiris ek é’kﬁﬁﬂm%%éﬂh%ﬁ de‘s‘v%’ﬂ@ 5RELAT an
devi ce 102 and sink conmuni cati on devi ce

ideaoinyrinuleding nly phonk gihdkr tdotremioravial §1lﬂbldelnt1ﬁcﬁ’&61$ agssage
305 and sink identification message 307. In general,
30ﬁmmrest8c@wmm%@tacomest abl i shmant 310 invol ves

ORI BRI TR 1 ey e sga PP eSSt kg i fo Srimcation
selsRHPLsfiskiiat BTIEER. S ﬁﬁn&%@%fgggféga ARV GE O

conmuni cat 1 on devi ce aspect

invflv&séstdblissi B2 R cbe@ini@Ati g $e85ionMR e & ebRSource
performance of authentication and authorization

comuminitatiesd¢bye $02noe snﬂmmnmatqaunndievw@el 01 At shouldde noted
a network service prOV|d respe t to, the
that &emmwﬁatrl@a agie10a %Swghl éﬁﬂ Pecdecame i bas erpurred

wh%%iék é rg‘ aﬁ eq? dlgc%@t& Eéc%a(gt'fhgp 45 fg}?agwgl?]l%og()mmumcatlon

i‘OR he pr'ocess g’ a us

ses%%rhé&tétﬂ?s‘hh%t '351 Otrﬁ'§y Bé ae&ned @cﬁ ha&‘é‘&%&fe‘@lgwﬁ&i E&ires
relating to what types of qualities of activities,

comasmicates device $62 und emkt doanmsiarcation plewr raet ]tléck:dmmumcated via

access. Authentication may al so enco ass the 3
digital kenrienhayalnbpliyonesagad 5@@@.8#%1@ ﬁwtmfbm@swge 307. In

eendhEhoWever ?&%ﬁﬁ%@ i s Bhli ey QR 5@%%/@%%@8
¥
(wflorhit? be R nea b L3 okl ARG 1) BelafRE 6"

estabhghing @&Evelrbfdﬁlslt betvde:ba soqueactmhmsmm‘atlantdeemei 2t arahsink
and aut hori zati on schenes i nclude but are not limted

Comluééattiqmd@'iafhéll%}assmr d schemes, Kerberos

ORS00 LR L ST BRI S AT a8 e o
autfRRNPan At §ﬁth93¥§th&f)§&1\hﬂ@4 PJ&%&?& OHimunication device 112 or
a network service provider) with respect to the identity/credentials presented by
sink communication device 112 via sink identification message 307.
Authentication is the process of identifying a user. Authorization is the process of
enforcing policies relating to what types of qualities of activities, resources, or
services the user is permitted to access. Authentication may also encompass the
authorization process. Any desirable now known or later developed authentication

and authorization scheme or technology may be used to establish a level of trust
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[ 00691 Once P2P conmuni cati on session 152 has been
establ i shed, sink conmunication device 112 and source
W@ 20981081765t i on devi ce 102 conmence conmuni cat PCHUSIOTU077256

a specific digital content distribution transaction.
shown. in . FIG 3, sin i cation device 11
an@%ﬁ&%valil@f 'thgud%lamfgq%%lmso@ﬁm y.sgﬁk qMpPRRiEadion device 112.

Exg%gﬁ%gﬁ?f i n?ﬁt?ciaﬁgﬂ d’i?él ltl%ﬁts'cﬁ&ngg i’ﬂcﬁ:l?del&?t arg f?t limited

en Ication reguest nessage
to BBt rnS@d AR %él@e@ne#ﬂe@ﬂer@@l’ecﬁiﬁbl &£ Mﬁ:"r@é&'f@'
by or on behalf of sink c¢ommunication device 112 for
CatrdiepgueF'h esinofogiess guemtiétary pahéntaiapaninoechanisas, and other
di stribution transaction via P2P Content Distribution
kngwt(&rlﬁtfoﬂw@pg@d HNPleBfnEHtonsdent i f | cat i on request

b
10gRA, RS B o soSniSna P ST o8Bl dink
coffinGhdidAti SPELERE 1 12i bl bRk BthiRNgIc o d8vick 102 commence

operation, digital content identification request
coﬁﬁS@ﬁgﬁiorﬁdﬂomyspbeifﬁ; digitaiguthtergslistdibbyios itmksaction. As shown
~ comuni cation device 112 to the URL or service for
in §i@i 3.8ink epmanmieatyay doues dh2 eerdsrbgralacoptentiiderdifycation
source conmuni atl on. devj

e DS Reld P e POt Gorisf 1030 A Al cditent
iddrfiiRtalibh G PSS TR NG Al hanl At B8R SRl

protot i, By o% l@‘ﬂ%aﬂﬂlﬁ“ sifl cémhRai@sionf Vi LES fortthe paFIRE Bf
serV|ces avail abl e via source conmmunication device

requ@gting paHrcqadtt(HrlmlaEt dsihutpingnesoatioromia k2R Coatent dnsterbution

|denié at | n request ssage 311 |ncludes a request
Sygigny gl&"i POFFegt dggnt m{lgmrqug:sgme@grgeg ldgpay He sent to a

se%?éeﬁéﬁe%é%w% 1r‘fl %quc% %qﬁ%@f:? 69 I1 g%‘,lt siu%ﬁr%vl %ital content
disHib@&dn éﬁ’%ﬁé oflpom %b@ﬁtl%ﬁt Hiogital éénteﬁ)! ﬁl‘ehﬁﬁcat?&f‘ie%l%st message
criteri 02 may be comuni cated to source

31¢ onapbe aabrmnanﬂemsmﬁ B Rinkusinmguaicates dgeicsud taghe URL or
digital content identification request nmessage 311 or

selé{lcesf%ﬁegﬁ?é@pn@w%@bwﬁpmmgm@glém@:vmm yiobiained froansource
crlterltas ?[ge attached 30 to a nessage, or the

CO%@H&%I eVlﬁ% B ‘e a pointer to digital content

O SR e AR o NP ERLARAT R mssge 31

incuéds siqyiesti fot b hddrtdivativanszath dipitae toerent Gear s wahth
Davi d, o are both near the same WFi hotspot in a
subpsst 165, @t‘ra)rﬁqugatvﬁoai apess thpecisparsarviees avrelablatiaseutse

hi s nedta e nk conmuni cat i n devi.ce
comIBREHTLIPSE e Lhin BIGTRNGADIF S Sr it (0 ponion
1den@%ﬂﬁbﬁ &gﬂgt %egé%e%all lglfd{:ﬂlg@% hg?q‘ﬁ@% ud céfPaI%' al egrltal content

criteria 302 to automatically identify one or more digital content items 103 within

subset 105 for distribution without direct input from sink entity 114. Digital
content criteria 302 may be communicated to source communication device 102
using a message such as digital content identification request message 311 or a
subsequent message in various ways--digital content criteria 302 may be attached
to a message, or the message may include a pointer to digital content criteria 302,

for example.
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has detected George, and David would be pronpted to

i ndi cate whether he would |ike to investigate digital
we@omsesit’savai | abl e for distribution by George. PEDDS2007/077256

exanple, a reference to George (such as an avatar or

(07 FHIerV i asTeaper<raha cheoler cisth e@%&'&gﬁ%‘gﬁbﬂ@%@éﬁ Ggoree
an% Tia"?f'é(ﬁ &bfo, a (%tﬂ rffggy 1 ssélﬁlcpw ief ﬁ n%er n c%‘ﬁl‘e %ﬁqp, David may

rdenti rom-anong
belo@@fgtintgl tBe f&ﬁu&eorphﬁ%ﬁé’&lﬁ%léﬁr@ﬁﬂk%n&nﬁﬁ%ﬁolﬁi dayiee -112) that
Each digital identity nmay be used to present
1mp1dnﬁcmtseBQP((E(HdemuIDBtr$bl(tmn SydtemolfQ 1cine theantuiadi! m)ode@r n
Ceorge' s nedia player for verification Exanple

“aufoamticr SRR | @an%hru@ée Boavid ayqiléh be allﬁ?fFﬁdt thgt hl@ medla player

hag s F el afTEe Py TR ronhed BE RtiRke whsthes he would

1ike &b ?&\Iésﬁg t@fdlgﬁéﬂr&b%t %Véﬂégdlg' ﬁ@&lgﬁﬂﬁﬂfdﬁt Gb@r N&or

user erface res s In sin entificdation Tressage
ex30pld elrl&reﬁc&rtsrﬁ}édrgd ($urwhGeangevasar oredicenplaayeor therde) may

David's identity has been verified by George's nedia
apptaayar Dayid’ Sauwétlmrﬁacgm IRevidmasy selbet Gewgeniathemiseh

intp g enDay ey s b monaten st fe et 2L igeftift b among a
nuﬁfb%? dr aﬁg&l 1d %eg &bk g¥onnfe}% t@?&ﬁgg 1%' Iﬁ%%lla%l%e(l)r $och digital

yer, pendi n

idemties Q{Hye&% use'ﬂftﬁ ptés!dn@ deff&envéreediils (SsefPyT Bedentials) to
presented via a nechani sm such as an HITM.- style web

Gopage's naliXplayonSedvqifestionatixamplesdel suodarcradmltmﬂmmclude but
sui tabl e mf)cha(gl smor techniq 5 ﬁjh?t all ows .a_user. to
af@o?@v%@“ﬁ%?‘t Gul ks napict BRERE Mesbreballing dreeuntgtasmagion, email

ad&%e o AL ﬁkgr %?d’%%‘é e%ﬂoﬁ%?@eo?g%%ﬁ gllé}l?eh 1§&f t?%a the user

|ca i oh F equest nessage
intbFARS Fshit§¢h 5191{%&&&?03%0@%@21@& 3y 'beu{gothYr?shl’tt@d to George s
aut omati c node, Dav may or nay not be alerted that

mélis phe. aOpbamld had;eniﬂy dat bderGeerified bDi(@gdrge’sanedieplayer or
avai |l abl e for distribution bﬁ George woul d be

a neﬁweﬂqsqmcnga‘ams @r@ﬁ@nfqdcmt fvarlaéﬁwfvyce@@gmsas@al as “browse

aigflg amh) FpBiy rr i vk PRV Biss E?eeﬁﬁ BPG weritheg: and the ike)
ac%a%%g@gla?@e @tsergE(éi‘%'p?. oérrbaeé 1t1 ﬁillél glggtgglrgggltlg/ presented.

Thehayes vewtiick epticarahay be bYGSEhEHdS\FIaTa BédHanism such as an HTML-
identification nmessage 307 and 28 WO 2008/ 030759
StytcjwebmemoXMBdbasqa? grasantagiontraedel; oiegity @ﬁh@atsmtﬂble
request nes / ital content di strl o
mdPATER of So5n He BSOS i 40 Brayes Ja ey e ppRatspDavid’s
sel@gﬁ&g of F?ﬁrtﬁ:\{ﬁﬂ S\MP\%E? Bﬁﬁég I‘G%?tgllﬂ %11%%2 dhi ;nrf 5&%1‘1“{3@ 10n

ansactron 1 n nmanua ose 10 co

rec}d&@t mieEige A1 i@ fraR&hittednd Gé’tﬁg@@fmédlaﬂéﬁﬁmt I C
node--that is, David may choose a 5 particul ar

[00724 nﬂntagatomatuchmmiseDamquy@smwmotdmulelfted: dtat bms wkdia player
gch di th al cont ent

has detected George. Digital content available for distribution by George would be

investigated, and a particular identity associated with David or David’s media

presented, without further input from David, based on pre-determined digital

content distribution criteria 302 on David’s media player (for example, David’s

media player would automatically transmit sink identification message 307 and
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Item George has available for distribution, or he may
choose to allow certain digital content itens to be

w@eiosmsi7scal |y identified and/ or distributed beGEUSINT/077256
digital content distribution criteria 302. [00731

.Referring.agai.n to FIG 3, inr se to digital. .
dl%&%@@ﬂ{@ﬂ? | flﬁcmegla rweibmﬁéﬁgégtiqﬁéﬁggwn i dilgjhntien
eI G5 B0R ARG, Ao A Sthen Do
begi%\é ite€ dibkbutldrdiridacGON e Hanuh O@BHE f hCatal QRoBRS ®AG@SNDlete the

13 is any signal transmtted, using any suitable
trapsazttioaalr, posfionothecsothe hatdmatic modeeéhat asymiid atdyochoose a
devi ce 102 for the purpose of communicating .. .
pajtiudaridentdy. abehoserie reiesba idsntidigaen OEG@qbdl%mbwrﬁpnt
.. coptent .15 i nf.or ion. itens 103 to Sink c nicatjon . .
ieiEeE e B ARG Tor ARuilRy o1 Bs it s e 3 Bl R atraR dieital
costeRKith A8 bE G @ih A AR SARYEH AP InFOPHARLMG & 'b@éjeﬁit ok%ﬂ algital

sufficient to allow access to digital conten
costedt dstrimrtiamndritatin 302devi ce 102). [00741 In the
scenari o where content identification request nessage
[0 iRefbutiasagain fehles?. ihaespomst dedigifal canteohidshtification
cerfain digi.tal content itens 103 .within subset,. 105,
re%%m%&%étlt PHCE ﬁgmmwec%%g%v&%ﬁ 5% (RRSHAHTS dé%}%? ¢cantent
iOTRANDS s hiee THL B AR SoufihhibBion SAALETHY, Digjal content
idénftigicatioh endssagdf 3 B3 s siglﬁhl(tﬁdi@hliﬂ&,alsihg;g dnaduifadliéprotocol, by
or a catalog) within data repository 208 in (or
or avbebslfvif sovica)cosvuneisatomdavice d02dnr thevpuwrpoddEf t hat
i ncludes information about digital content_ iten]s)

CONUIFALEHEEOTMEEPT RANT At POHENY 9 uset knglsyigital content
infbRBIRGA YRk 10830 Wk EORBARCarlln dRed PEPANGRY T ity 114 (it

arranged or referenced I n a manner €ena

is 8QUAfed tRAYJiAY ideldificativh avbsanst RYALMRhRcH Ree &AM RYufMERNL to
a user interface. Exanples of suitable content

allawr acgenterdi gitalnontete of ablies, conimtisichtoe deased 02).
(gl aylist), or catalogs. To view the content, sink .
[0¢HmIpiteassemarigevicere conteniidentidicgion requpsbriessagg 311 includes a

di gj I tent distyibuti . i 14
el o AR O el 3 BRaS0 e Ren P ag R UG syt 105
or E@cé%b % 5ha e&ﬂ@%@ﬂﬁcé Qﬁﬁfe'dféiﬁ 2B JIRRABLR At dedike Wob! digital
e appreciated that the nmethod of access to content

coflfest fdeltitficatio® n@sspe3UA iy idude apdiMe R008/3ENEOof a
PCT/ US2007/ 077256 been provided in a previously
loqatignd piieht asda Wt delder ar 2 hitglagiswithididgita egposisentyeS in (or

i dentification nessage 313 may e .necessary. .
GOV SOHEE SERRANTGAURIAAEY LoD AReT Baes FEgimeion about
UG TERBRA A LBELOES iy IR IR SRR
Ther@n&ntdofMied ottt @dhy BNk fmlpell o MdfeldhR eWih RiRariiéP 314t enables

105 for distribution W thout direct
source entity 114 to view and evaluate the content via a user interface. Examples
of suitable content arrangements include tables, lists (such as a playlist), or
catalogs. To view the content, sink communication device 112 may issue a request
to digital content distribution engine 214 on source communication device 102 for

the location provided in digital content identification message 313. It will be

appreciated that the method of access to content distribution engine 214 may have
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input fromsink entity 114, digital content

identification nessage 313 nay identify certain
waele@snal7scontent itens 103 within subset 105 tPEL/UN®OT/077256

digital content criteria 302 (for exanple, based on

the best, match of digital.content criteria 302. .
begnpeavyded M3 arearﬂw?h TapYRItEh MPHIE ?1? @Hf C8%6 ﬁ&}@ég?ntem

- : I.Qi 10 content

1d%§%?ﬁ§9%%%f%%§%ge%§% n%ﬁgés%%él ude a pointer to

[0078] dRThESEchabib wherk @eatcn® Mattifthlod 2k PRSI M 1288ludes a
in (or accessible via) source communication device

redi@2t tohasde dentainudigstal obrtentatritona 30Aud ankyreati iy sebhéon one or
subset 105 (and optionally the objects thenselyves)

marg ghigital contngiterms Bnvehn gibseelxTozahstribution without direct
i SRS Tt SOPA RS R B398 e

ceinQUTBAAICRInk ot iBSRE | Ay WiBiPafosRE IQS)H%‘[ %%‘t it @BhE&AE criteria
itens” 103 wthin subset 105, such as additional

300i(rtexbanpdaittevéd dh she béstthatoh of idigital @oB3RAt caks@3 (X ®deived
W th source conmuni cation device 102, or information

viadigitel poysntidentifieatuhersquestanesisegs 3 Hl stirataxanple, digital

[ ia.302 of th | Nk icati devij ce. h
cofiehbR iGN Msresy HemaL RIS & POUHEREY " EGBIG P oA
loc MRS Ferlin R O (8-Sl E8) SR MRy RhBficarion

deiet A0RLths@ink buded @ifolhti6R ab@utro e wathis enbgntl 05 (8N
W thin subset 105. [00761 Next, sink conmmrunication

optewaltethbichjese shamsgplve) tasmenttdigitaltoontunt cateriac3(2.er i a
RS O B R S & P AT e
1nf§}1%a{18ﬁ) @glftﬁlryn’?t a&ﬁt%nﬁ%?élflg E}%%%ﬁ%gﬁiﬂ%r%%ge (11%}511 content items

onmfuni €at on deVi ce 1. P SPrk ent
109%%h%hg§5etwotsbs&@i £C4ddidonad F?Egi'tzﬁ'c%nﬂi'n@'tdihﬁﬁb&t%ﬁ &fferia 302

items 103 within subset 105 from anong ose
assoomatec vt tht sairce/¢@ndiugii ¢aadonatevi@nt 02, de mi fiok inatdbh @bout possible

nmessage 313, as_being available for distribution from
majelipsde digithdistelhtition caésriad02 obthepingh camnusneatinn device. Such

N Y I

coBh BB 2L, M 0SB PR 77 fch dosgnca
to hmAtichytidentEoepaninodighter eordediitenhs gathirefibset 105.
identification 312 is inplenented wth real-tine

[00FdutNegxtosmk icarmawmicatyon dayice il hR uses digjtal santgeindisaibugion
an igjtal content sel.ection criteria 3. /1 a
crifgiBy 0% s e Rion- Gk treapiing < im CoplabidentpRatiofal2,
. . L QWi t hi
Digfin Tt Grioh 29GRIRENS 6ls (RFokAERTY A 11 1
coh@auasitidodéNee di D iahé,‘_or SRkt @ity qil&} &és*é@faitémw@tﬂigsie[&ti%y

on source comuni cati on device 102 for the |ocation
spembviddathliconttingitenis 103wehin subset 105 from among those
communicated, via digital content identification message 313, as being available
for distribution from source communication device 102. Digital content
identification 312 can be implemented in at least two ways—with real-time input

from sink entity 114, or automatically, without real-time input from sink entity 114.
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identification nmessage 313 or anot her nmessage). Sink
communi cation device 112 identifies the digital

W@ vBesN7sdtem t o be requested based digital coP€@EOS2007/077256
selection criteria 316. 10 [00781 Wth reference to

R R R RARC BN
o EAEb P FELPETRESEH 24 L habaCE e B

cofRAt SIEtRAT Miitefia 396188 hetePihté®yded wBYh 8RBRAK thécontents of
David's user interface, in the vicinity of "the

subset ¢ 081ife axantphe thekenteeth aithe i@datioanteimn/searcd @asmunication

Davi d's 15 subsequent sel ection of one gor npore digital
devisatl&Rt agacssasl Wamvieques taithy digrtakepmtendistsbusiopicpgine 214 on

[ [ 316.th . i hi s. nedi a. pl ayer. .
solfigg oo NG iof ae iGF o Be EoleRr A Riedi B El Yieigansnt
1d6{n%%%‘31?ﬁ Mhdst @%l?"@f hio bR R g%t SnkCYM@Rhication die?/ice 112

Identificatio 2 1s 1nplenmente automatically,
idethitifick ahe diitabbdntedenéinfto batrequestabbagd dididalicoakamdesleation

final 20 identification of one or nore digital content
crifargndld.r om subset 105 to be distributed, further

i Qi . t t i tifi ti 312. t b
(ol 8 ih s traF Grp by P Eudl trafgicran besyganpeoree
an§ SEREAfiF PRIER chfatif RETAEERDay e ifi iy AT HIIAE Ak ances 1o

didita@@Bnieht Bl dllabldstdidi@ibution by Gesrgesifthe hasiableatigithie
eval uation (for exanple, a determnation of the best

coneht’kdrvafes delgctedl by R5vidanagappetirstry Dbvidl onser niteeface, in the
.302 (qr other informatjon) recejved fromsource .
ViRt A icaief SRNERo BE SeEstes c&gﬂafg@qrﬁ@nt@@mls?&- Bavid's
' i fi j S 13 . e,..digital .
sl R Ao B o R Sy g concen
seletfidREHRrRI3 1 BHHRE RS8]tONShHaALUAG R iﬁéﬂtif?fngr @eeliyied content
content by type (such as nusic fil'es, further
itefu fotler mdubstedriteri a such as artist, title, genre, and
the |like); general favorites or 30 preferences;

[0072; dgsheregparienyhere cogits! songat idangdicatipn 81diig anplemented

R ARRUToH i Ryer SRR AR s aLS NG g

id%@ﬁﬁ’aﬁé%%%n@%? %&%%@giftﬁ%%%?&u 't'éEJ[saf}&ﬂ sﬁﬁﬁfz“itﬁs%soe distributed,
such as battery power or avalfla e nenory). It wl

furdleer digivalemnaéeddémiicadioney12anhy @bt Be aecexpiyesAltenmtiaely, if
al so possible. [00801 Wth reference to the exenplary
furdhertdigtsalt domtent nders Heaaition Hetinmepessays genk egrdmbaidadion| device

12 5 PR R B R G s SR & foppe redcstcd
o0 0 L5y B, B8, SRRSO of e
cofd@Mt distriitbn criteria 302 (or other information) received from source
communication device 102 via digital content identification message 313. For
example, digital content identification 312 may involve evaluating criteria or
expressions designed to filter received content by type (such as music files, further
filtered by criteria such as artist, title, genre, and the like); general favorites or

preferences; ratings or parental control settings; file size; source entity (for

example, only receive content from friends of friends); or communication device-
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George's nedi a players may be necessary to sel ect
digital content itens for distribution, but such
Wome@ensEse ons are conducted wi thout further i npCE/US200T077256
David. [00811 Referring again to FIG 3, digital
content request. nessage 318 is any 0 si gnal .
relfedparppeies (6 A3 aﬂ%ys@ﬁ\v%rbqrew&ﬂabééaﬁm%@- di vl be
I ' - ' ' [ ~for the
st By SR BRI ARH A IRLIRE daduher the
[068gCiWith refedbd toGRE eREpidre MBstABGtioh rihshcsishHRIwd@PGeorge
Source communi cation device 102 receives digital
and drveditif Dague st opeestsagkis 318Jia sy e as edtoomtich@ode sthag e,
distributes the specifjic digital_ content item(s) 103
refgrencgeift fiital ceytenisadilpble lobhdastibwigon By (rorgp ariyrergnay not
digit content .itenm(s)(Lf such. information-.has;,not
oo ARl b LT yEbheSr G aRof BT Pag R e fid
: r
N S A e e R
distigbuest, udksuch sedigttiont honcdmiuctgihaithsutofurthegidpalt from David.
content iten(s) 103, or both. [00821 If requested .
[0081]i (Refentrg again it EHis3. digdalprantenstreguesy nissagsr 3 Hoisany

3} R ShUEE ST SR AL o b S 0

coffiRlibAthEdedifs 112 foSRETRAD &2 o fRYhE it b W one or
mdr 8Pt &Ticldigisdl onEteRisCRI3 Withfemibset 102 SbineerstrhliSication

delivery, Indicated at |icense acquisition step 320)
device d0Reecalivet digntat cantent retjhest mesgags3 68 atiddrased on the message,

BN Y TR I
T L R R

prdvili&®). Bigktal B6MERERGLEstThEagE I MRUIGAS Qthed @t‘fbgﬁ‘esl%?r a one-
in response to digital content request nessage 318

tin{eadidtritadmint o fahgitaldiogitdretliteng(n) €02 or eqeqstst for a subscription to
rressage[ digital content transfer steps may need to be

updates oF fidltaf oviehpitemes)dios: or both- on of the act ual

i-gi tal t LAt . In the 3 foli
1068, B eRief gl Eante e R8sl Shetrt BRVE®
S SRR ool g GG oS 1

to BOABtABMEE o Bk 4620 AT6R TR viden! 12reitel e ftat idv@ribution of the
inplementation, a limted digital |license to use,

requspteddligidalaanatent itegi(s) o $ok eodingunightioroaeene 1il2 éheense pre-
rotected by one or nore.intell ual roperty .ri ghts
defig ey aChcune aCaHe it o) SR ansipbubh 31 ks

Lo o L ital . al |
re AR Feld TS LR sprin ERRRG TG | BiBrgnoc post-
delivergenffi@dted at BeditBheflisftionsstée 3Ry, Inahe 28YEHBlichRE pee-

rel évant to obtaining a digital license: a security
delidenyt idenéifie(ss seth asheadeeyof cmrientffiles.)gre actuimgd tal sink

l'i cense. acgui-si tion URL; an .
communication device 112 in response to digital content request message 318 (and

additional digital content request message/digital content transfer steps may need to
be performed to complete distribution of the actual digital content items(s)). In the
case of license post-delivery, content file headers associated with the transmitted

digital content item(s) 103 indicate where digital license(s) 160 may be obtained.
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i ndi cator of whether the digital license is delivered
before or after the digital content it protects; and
wa2eensent file type or format. [00831 Wth coP€i/nsiong077256
reference to FIGs. 1-3, FIG 4 is a nessage sequence
chart 10 il stratln ps |ated W th
In gn ltprngtave Aegple Ao Esed GEKsRreta e frgoduce and/or
- [ 12 S [
dlﬁ%ﬁﬁ{e (ﬁéﬁ&% c%n?eg{t \ft%ﬁ{s ﬁ%i@cfe%n]?i 3NE o?hﬁ)%gwggggapglbél%beﬂ% rights

i cense~distribution ervice
rlﬂ@de’t‘ﬁ@itﬁfthé’\ﬁi‘\lﬁeé@é cBhtedt #SIF.CRor Q4P ﬂ%tlhﬁﬁed digital
evice 102 hosted server/service to a client-sid
licemsenmay aHbivansindkeviseeayr disteibution af clonprotécted mmteﬂ‘ev]n(:@neral a
(direct license distribution) or to an 15 | ntermsdl ate

corfent His kenclhT Bas s vPElIBIiRPleNaRHe QunRing ¢ didin ligetseea

b
sedyBity FRT TRt ReD fbufieDR A Rt iehsy A figh TRL: an
infESbF bPWhkafer %1% &%ﬁt’ais fEMiseSs H@HV&E?Y)'GF@G %?ta‘f@f khe dliglty

services to the source entity and/or the sink ent
contentrtyproecanand depatreaefiic typerat foanhy. It will be
appreci ated however, that peer-to-peer distribution of
[%tfﬁi tWiith|dopgins g re6aenes Wl Bleis20- hd%éi B ie ainessago seqience chart
ation device 1 erfor uncti

ISt o e it (SR etidhfi kbt 280 f§im a license

[ sto
dison i) S HROARE Ohiedibatn Blaital TLERE o BRRSET
S étbmﬁc@qwla&hﬂaﬁlﬁ VDY AINES20 Bﬁ‘d/@ﬁ gV AfNsal AFe@desource
identifying the location fromwhich a digital |icense
cofmpnuitibaticoatant | H2obted 28rveeseiwelto 4 oligiissds canarninggation
the client-side comunication.devjce is msd) to be
dexioRKUSH ARG BN UBHAHED GCa 1o (airegrbicanne Cinth Aoy kDsyTde an

indG AR Rast BE TG tith 4R SR BlatdFRTSs et e
cohﬁbc’ﬂ‘t@e (thdiREElGRRE 'd@s%ﬂbﬁﬂ@n@ W dn- #8028k RhFasle |cbﬁﬁ‘éc)f10n
|'i cense post-delivery scenarios-it is assuned

The hhgltasll Idensodistmmbtatn semveteseireiee hid ]lma)sqdeawwme]d sa'v1ces to the
content file header 30 associated with the dig

sowsAtcakty MdEa( e stolgentityt or guwythe arémd@p@nctﬂné\ﬂiuaéﬁalay Uk will be

apgggwg?(gb{)/\%lgﬁgo aﬁ%ﬁ?lg{osﬁéérggs%ﬂgé% Q%g‘}ﬂj?ﬂg él\clzleﬁsees]l%b is also
po?@fe%ﬂgg{l&z%%gﬁ? lkl'cﬁt‘?'_ﬁﬁ geﬁEQLIDQ nge ﬁl@%ﬁﬁﬁ:ﬁoﬁé‘ Bf digital

si npl e protocol to exc sages

lichedevdiemibaitiol syowRmlsirerkl 11 idekidber ddnkratich df gilt af limited
license distribution system server 161. To enable
licensehde degitahgantsat.i on bet ween these entitles, the

(0QKER et ieis? e o it Vs LTS3 TR 085! 3k Al header
|

SRS 5 TIRD Sk N

rece¥ BN NinGAls RBn&eY, the clidrt-aad cehBhidbation device is assumed to be

sink communication device 112, and the network-side server/service is assumed to
be digital license distribution system/service 161. The steps illustrated in FIG. 4
are applicable to both license pre-delivery and license post-delivery scenarios—it is
assumed that sink communication device 112 has received a content file header
associated with the digital content item(s) 103 that identifies and provides a URL

for digital license distribution system/service 161. Exemplary embodiments of
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license distribution systenfserver 161, the ability to
communi cate additional information about the device,

W@r0080B1569 pi eces of informati on deened necessarPgT/Ug2007/077256
i mprove the distribution of digital |icenses. The

. content . file header may al so 10 ?OEJ;amﬁgditi %gal
licppserAcdiis R paiMesHs e AR EmoRET Dk it THdr foexahgRe messages
. Moy ut- .

e RS FRITMERAR ARHLEF1A 45 W th HERRAG Ribuion

sy @bl drCiagli. Ong andile richat ¢ @finiumi QR TTAL @R cbm eledel@ntitles, the
type or nethod of authentication/authorization to be

heazdof drgitaheohtenensm(s)riddsasy speriBntheide mifirtcher pteadeds, such
or informtion ogn where to retrieve such clains,

as Hrasgibgeer oy Welk Serieas tephnodogigst dhedise of happrotegqigenables a

or f . aut hentication/aut hori zation. . nformati.qn ..
bl EFufish e Bh bR P e i D La AP BRI 2y gita
e B PR b u! (oL MU GASLORBNLAALE afRional
inforangsdeaboumghdidgiice] ot dthenprsed 60irHothaddisdassat hedesshry to

~with receiving digital licenses 160. 20 [00851
imprrivei the (dystribivaen ebdigital baensss. déeicoatent file headarimay also

| i cense .chal.lenge nessage 402 t.o digital |icense .
copalt FRGHOT O SYS ReHroBr e aU s tica il pudoriraftERpsink
co AR e B 1S R IR ot ipe 181 o dbles o
audRytie&i dPauthbEzpusPRFerRitidrefiasdd the tepelometlod dftense

(or a renewal of atine-limted digital license) for
authepacatiauhethodigiiarato bonsesnfor thehcd38 trapsadGamer el idgntity

DRM engi.ne 220 (optionally with hcia&use of .he&ger L
clagps) PCE{OTHRAIONPR WhaTe &) TRRIGEANGHI LaiMSo ArQade ¢ By disribution

f ' i - -

TR e ALV S S R e
cohdis@neRHAGh&hRsHeMdbdtrbedRRhéinGHARRISH NG dstl. PaNiseAtherein, the

item 103. Sink communication device 112 may display a
termeSdiagythutving and dormstheré@cacllid?s both dotd assionlatahtvithy

114 know that the digital license 30 is being . . )
tragslguiingdigiighbeenses éﬁgtanéfacm asspeiatedhuith segravirgghigiga licenses
16§02’ certain security- related authentication and

ut horization activities nmay be perforned to establish
3 Q%% J.ev

O R KSR TE 1 R e Rl chiMSlee
mdsbHeE toddigithl hiedrise isyiblieod sytvinderiiod 16One iexseRrheallenge

of aut hentication/authorization activities is the use
mespageet (i s, anyeigiea raas wetjed, ustgany switabdppisiesnl, by or on behalf

manuf acturers , and/.or i ndivi du%J devi 'Cesa‘@%d .
of 3 (PRYPIHIEAUPDH eYiSe T0F the RITReSE Huerdrrtivga/digiablicense (ar a
rorcdiel of By L TiReAEL Bl e ARETHE £RORC BB cbitent fom 10,

Ge?lségdalég 11)'01?1% ¢rine 200 SoptimlaligSvithaie tidtcot halp@sHpliRations) within
sink communication device 112 arranges for sending license challenge message
402 to the license acquisition URL found within the header file associated with a
particular digital content item 103. Sink communication device 112 may display a
message, via user interface 102, to let sink entity 114 know that the digital license
1s being acquired. Upon receipt of license challenge message 402, certain security-

related authentication and authorization activities may be performed to establish a
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bound to the device, which holds the specified keys.
Since users may have nore than one device, or one

waelewsoa7amy be used by nore than one user, thiBCT/US2007/077256
requires additional work for distribution

e o Grat Bavset an 10;5%1?1@15%?9%?193%@1@%”% el s
BRI S5 R SIS bR BE ARG ration

eren creators a ner

actiigies & thle'u%@ RFQeclire! fevbedn1e ke§y SERIFUID e BIPH &R (AnukBturers
The end result is that distribution of P2P content

and/ec endiedlufat devioeeandhsuthonoeedforliseemisle dditsbutidugdroer/service
systenf service 161 may. not be pOSSI ble to a user, who

16] 5 Iy ghip gneded smkegapmunicafign devios 1d12 isigeapiadly considered to

d b 161...[0 f
sl Biieacd S ERU Rl Wi oplender b SePet G Miide
bogﬁ(‘l' kERR dQiEEtHisy ﬁoRﬁQh@ edifiO@kene S’l'hcg‘&rs@rs [nay have more

di stribution’servers/services I rrespective o

thaseew devics\ooabldvkeynay bswsed bo nesreithaeohe user, th1s requires
manuf act ures and/ or  individual devices. In this case
additipephwarloforalisthibution seTvsi/seiysee bl tstrath arhawnage devices

oSRHT TG AP ol R GH D, 1 KAEH FREIB ¢ h
1mgps‘?né'1ﬁ8q %& ??0;%; tﬁl@efaglﬁlgﬁ%e% crédt ld Crﬁﬁi'n?zﬂners of

evi ce I S-exanpl e I nvol ves

dighd iasae dbtrivRitien sl_s;l@ﬂelfrﬁé)ﬁérkliée(sﬁ degnirctendiestlt id B9t
Cenerally, information for this additional |evel of

distmbinteort 0L B2P snnznt hazeivedt fram anel instasce phheerisctdesiribliboy
W|thIlcesefchalleneZSnessae42 Thegaﬂ?l i onal
SYSIEMGTERECE 3R 1 pRax Nl Respile Ae 8aek why iHupng é?rem mstance

Of@%,f:l{lg}e(ﬂsﬁlﬁ[,ﬁ gﬁr 9S%E}/§e(}v%eplr6qprl etary standard defi ned

I cense lon servers/services 161.

[0(583]' 'Mhﬂuﬂ@fu‘r&@ %ﬁbﬁﬁﬁ@lﬁl@&l%ﬁeﬂ@e@w t%' eﬂaBlé"@ée%f'i 8f ese
domai n specific. Exanples of publicly defined

desllcasn tharets evaagortet fuoka, orteudr moee distribultiom seewkrs/serviie
) |dent|f|ers used by cel | ul ar phone carriers to
irrgspsative 9f thediopip. s¢vazabledsivs nesued de cquiparaiyt imanufegdares and/or

indi§iduaPieYise B (8 AaRtb s T feabRbfidn REL Ak 5 yjshed

030759
WHI%? @%g%é)@llsgk@ﬁg%l pr eéstgg\t%g% ?gr%\{gp %{?{ﬁ?}é i nformati on
autRyitieatien/hetharizatish gatvioes wixhtthe regpiencef thedicehbe sink
user of sink comruni cation device 112 has authori zed

comingirtigdtiqrn d@ﬁg@ 142 sn thipaxample, syhielemvodrasdhe eschangeadynore
conS|Hg{er ati on | nme. associ ated. wth t hefe tﬁouqr%jtéﬁ f O tevel of
UNHEE Y eB?gIB? e@gﬂg§ -detCath B’&APBB%%%H A fgonal level o
au@%éﬂ%ﬁ&?é@tﬁgﬁ?%“ﬁ?%’&%2’?*%%2‘?2%& PETERoMENaHER TRlEReS
meSSAgeet( B eTNé Q@dﬁi@ﬂia]plﬁi%ﬁkﬁf provife@riiBy coRforithiocpihlidally
be transmtted along with
defined standard or to a proprietary standard defined by license distribution
servers/services 161. Publicly defined standards may be general in nature or be
domain specific. Examples of publicly defined standards may include, but are not
limited to, SIM identifiers used by cellular phone carriers to identify individual

customers or a security token retrieved from a Microsoft® Windows® operating

system that supports CardSpace™ identity technology. In each of these cases the
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i cense chal | enge nessage 402. Sink conmuni cation

device 112 may require information be provided in the
w@omsesit’sheader to determ ne the correct type BET/US2007/077256

met hod of authentication to supply when sendi ng

i cense chal l.epnge nessage 402. It. 10 will be :
Prespasen s éﬁ{stlﬂggm@%lﬁérm mlm%sr?al indicaopdy g‘]“‘oif‘é&lcﬁdh%the
s L CRRPLGRAGPLRH 0T |28 QRpOEPATR LB cgouvon

sy$tbimlks P PETTY RisE %hkgﬁnﬁ@&a@ij%njela'irﬁsoas%éiﬁié!di wih #hdse\edlinRffor
trust. [00871 xt, digital license distribution

bilayg toe mtlsroonseelfibnonepoes. Altéraetesmthoresponse thetzragen
404, which is transmtted back to sink _conmunicat.ion

schgapescmay sisq methedscuislas pigppeiduonseiseapkiont stareghgtribution
signal .transmtted usin ny suitabl rotocol, b .

sergpASRissn TPty ST AP aR ik UChe BBt albe win

1ic§ys%t&fm%ﬁ%é/hfe‘§si r4020 %inﬁ&bﬁﬁﬁﬁni@&ti&ﬁ axyidk nqzqn%» Eﬁqﬁr\%‘e

icense for a particular digital content item 103. The

infor@atiah bk ipeevided g &t contérgeadéotosduragine i tyrrendgpe or
certain intellectual property rights, but may al so

mqthed afiauthestiedton torsapply when seirding digensegthadlenge message 402. It

SRS Sl B B BRSPS SR, et o0
auﬁfenti&étf@ﬂ&étﬂ&iﬂzﬁ?o@sdﬁ%ﬁ{é%' @r V5 %épli‘?d b@m%%%ﬁ)d' stHbElibA
I cense response nessage 416 may al SO I nC uée a

sevef/e&eitee] 6 10a $iak *bhARufishGHn dévide WRR tb BStabHda ¢y el BE trust.
header of |icense response nessage 404) to which

[008:%] e N ey, digital hedrisorndistabatdin ngstemésedvige tlall crédteembieense
be t itted by sink. i cat. device 112. .
roSDRHER MBS e it BB IR Bank I 118k soAvBUNEadaevice
04 . it Ui ; )
11? 108 '?%Hg)glggﬁs?aée APt E{ ostlélga&/ 2@53@11@5% ru%fﬁ%ngﬂyesdl{éble

he event nse 1's

préYENEBY 08 ¥hi MU MOdiLAAL Qhse \W@driDRioP 9ptéilRivict For the
may al So contain a URC to anot her network-side service

puvpdsh of\phowidirgy aligiat tiabhse foompanticdii digitdesortentlileédn 103. The
_nust_interact before the license may be retrieved. In
digited lispgs grentsdaghds theowre epdly wrder seainaptalieemahpraperty

rigfih, P il 15 Bids s FisBons BEUEh fETrEfbafagtdiance wim
ceftyin RS, RRL Lo Sk M e B ep 3§ty SPRafter a period of

tinRABLEIBA0Q TEMR2D GveekNabd dayl). dDigdlal licemsesessbst méyghgo©n04
server/system 161 to deliver a |license response
mayedls@ g ludea wictmce dnedpension @heh aah URkénduded i the header of

. addition other ne ds of. redirecti.opn exi.st now.or Y. .
g R e RS aRE A B0 B eishaneeigkenRraationr g fig (e digita

I : o . S in [
icBEIFAPE AR RO SIS 2, 1958 e
cirbh®8R9Bed BEARDTE&PIRSS Atfsagtlf4 Mag AP Leh@iHA didiall license (for

license is present, although in sone inplenentations

ex&mpk in the event that a license is not available or authentication/authorization
was not possible). It may also contain a URL to another network-side service with
which sink portable communication device 112 must interact before the license
may be retrieved. In the simplest case the URL may be to a web site with which
the user of sink communication device 112 must interact before the license may be

issued. Alternate methods of delivery exist for license response message 404 to
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or other security devices may be provided to activate
pre-existing digital |icenses stored on sink

W@ 0va8176at i on device 112. Ot her |icense scenaPCDESWNE077256
al so possible. In one exenplary inplenentation, a

engle oAl CoBte ds i icu e Ry eTouP 5 40 bio Orli  Gifn® despgnse
me‘ék%oél(%p a?dgig&glet%lgg gvdlgf?{tl llc%ngéejshh%(?&ﬁéh g@ﬁe\; ngée%ﬂgds of

redifechiof \exeke Ghot0oSmAlk keI feCRIeNWHEM £@ cbhdistehR@Ath the
rights to specific content, pursuant to the terns of

prinbiplesomtd priocedses daﬁye(ﬂ)hemnf erred by "leaf' |icenses
as the specific content is obtained. 15 ][00891 Upon

lﬂqweuwmalﬂy,&m@b& disiisd fisenseas affgeheqnig a license response message

4085 ORISRl PAUTHER s Possenf mBERA I e MnTisBintations keys
or %ﬁ?er s?@{rltg'd%’?/ @Y rﬁaﬁégﬁﬁﬁ ed't dfﬁl%fe %ﬂ%t &hi{AGLIEPAL libhses

ntity 11 at t ital license i1s

stobed o8 satkoccatmuaidafiouglevide e (dtl@lr thabndd wensgoy\ae alt
successfully obtained, the nessage nmy indicate that

possiblende caeguresiplaryrinipdémentationna § t?bcci:rnapl whigit iepresants the
baip GRS WOGHIGY @ ECe e e o BleF (S0 & Ak fgron-demand
prdxqa&I o fh&dic ?&%é@gen ¢ | B ?Es]eﬁﬁe}—@#—gleél’:ﬁféssg]agiﬁg%grvice),

transaction i lrer

mdyab’@@'ﬂvi/d@ﬁ@eeﬁﬁlt edmnhbmiaich dévdent 13.i Then, rights to specific
base- 64-encoded to forma 24 character stri ng or

conficot, lparstiagé t thiei terdps of ﬁtemoon beerse, viayitteatonferrehby “laafa
conmput er-rea tabl e menor .and generating a |icense 25
licghses 3¢ Upe tRYF1IAG CANIEBIISIAWHIESN t hat the di gi tal

[O@ﬁ n\/\@e%eﬁftl geﬂai% %)o@ggﬁ)é‘étsgé d464§ apaple s@f‘ﬂ%@@ps 406

nnunlca i splay a ness

ar/y &foﬂ*@e‘%f atl M IEEdRGRintORiont @Vigd 1 B2, nSuﬂ(‘%drﬁﬂmﬁ%ﬁbﬁQ}é’Vlce 112
ether storage of the digital license was successful

mayr display acessshgt, visSiuser midrifdog IRy t@led sirkeerpitoripttdahotothat the
accept the terms of the digital license, and if the

digityl ﬂﬂ@eléﬁeels Msingest @ihougle I the digital Wisanse was ngpsuseesstully
d addi t | hts to.th i cabl

obfigid the BEsfied Bt TR Tttt gpaTe BRD: 358

iméMIgg’[@JI?%C% dée 3¢ Ceg%fe%gz@%an LJIQP%%C&% thé'l B¥nse response

ommuni cat’i on opti ona creat ICGﬂS

mesb@tadd nERttge eﬂﬁ&qu%hd@hlﬁ@ atsgcﬁﬂﬁtﬁﬂt\m&dtﬁ@&hgltaldicense (such
digital license distribution systenfservice 161. |If
as gitginsa¢tian idengBer € 9Abns tharmeaya %@a aplonplyl gesetnted, 16-byte

idsndiier argotracaie o . of bt gﬁﬁ%ﬂéﬁ%@ﬁ%‘)@gﬁtlﬁer)
LSRRG AR BB, AT LA s
stal® (shaashicbaflrhatibMendt 'tl@e?&l‘fg@taliﬁgéﬂsélwasoﬁored in the computer-
readable memory). Sink communication device 112 may display a message, via
user interface 102, to let sink entity 114 know whether storage of the digital license
was successful or unsuccessful. Sink entity may also be prompted to accept the
terms of the digital license, and if the terms are not accepted, the license would not
be stored and additional access/rights to the applicable digital content item(s)

would not be granted.
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URL. License status nessage 408 is any signal

transmtted, using any suitable protocol, by or on
whetakso7ef a communi cation device, for the purPCdBESHWHT/N77256

confirmng receipt of a digital license. In one

L.l ntatjon, the uniqye .identifier associated 10
[Omh%@ o icpg}m‘i“iﬂé%‘ﬁ%g?‘élﬁ%ﬁ lé@PleBa BjcateRd lagenizg status
i i.a b . ) ) 4 s
m QBRI P BEISEARRI B e
sydtbm@desfice diost T BighaP NcSKelresPoIRE ih&s8addbA0/Be lhdudl £&8ence to
a tinmeout service, so that if license status nessage
a ld@Bidnstonwhicheretemag information regardetgethaidngchl licersa mne,

or if the |Iicense was not stored (because of_ an .
traggioitibdaitliceast sfalisgnessaga 48 mayebe Bppgmpteditadhatgocation.

i cense. were not accept f or, exanpl eljvery of
OthigeF it EiE plls BEFES S8 mdl vEURT D fleg Bich¥ Brghs¥acaquisition
URJLC ?L'i‘%s@_%%’t%’eé’s%%% 498§ andlis ntaf‘{rahérﬁﬁféﬁ,eusing any suitable

di stribution systenfservice y transmt a contént
préfbolt by ir ok ebatfiotiaccaimmnnitavioaeledic2, fortte patposg dfitenfirming
| ocation fromwhich the digital content jtergés)' '
recgterfeddigitak heenge giln ane umpgqms@tmqn, the unisugiifentifigassociated
.[,0091 i.nk communjcatjo vigce, 112 . al.so ..
Wil e e e hnr D b e QRifudta igense response
oRt A ' i enS)ait
mRRISPRA K oMK IRRER San S RO 264, Dol Rense
disHtiBliti @S ysdmSerigh 161 PaysSidslemeat & fiendbu@bédiicd, k6 EMaef license
Such netering informati on may be coll ected and
stapusomessigd 409 1s dopiccaivediviginge pliedeteruteddammetrame, or if the
. system service 161 or third party, 25 [00921 \Wile
licgiscewpt NJrstaredi (ﬁpwse@ 4D ERRITRER AW QFbecamteANRderms of the

- di Qi ' r i RfQr: j LS t:he (si S
e SRR O hol Y. i O R eemed
faiflge C i PRlicdst ?fré]-@%ﬁv&?/td&_@étsdig%l 1 eské Hﬁlﬁﬁﬂblﬁ’tﬁbrpg(stem/ service

digital content and asSoci ate i censes using digital
mayotndresmtit dicehtenb UiRIomo sykteemirmaenichtien d6ticarld 2porkcdiing, the

In one scenario, source comruni cation device 102
logagipariremsyiirh demehgitot sentent dan{9soseredy thestigitnldicense may
b cg)nt.enﬁs item 103 is avail abl e using digital content
COREHE?Y i cati on nmessage 313 and that it requires a

jigi t ' ' thelit;
00815658 SBT3 Rl EAS3he 1 §2950ER% opfrRall hd:RRcRY
mddyageR k@ ectaomppraaidte pridayy conckdids asd proteénivngntciiposen
device 112 may use one or nore services of digital
metenn @ htfornation mgardingshe exerciserofisok amity s tightadpucsuant to the

.i.s affiliated to deterpine if the, digjtal ,content an
digifal 3&@%8%%»@@8&6%@ rpgtiondiay be cgbe%tﬁﬂ R TOEsse by

{ of: | Vi i S i.ce 102. For
TSP Rel hSRD S S0 SR Ge 102 For
[0092]h WRAE & st Gl d @ditanéSiteRt heddeARAh GoRaint ideésitAicense

musi ¢ track on a particul ar

request information is the simplest method to initiate a direct license acquisition as
described, alternate methods for distribution of digital content and associated
licenses using digital content distribution system/service 101 are possible. In one
scenario, source communication device 102 informs sink communication device

112 that digital content item 103 is available using digital content identification

message 313 and that it requires a digital license in order to be used. Based on the
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al bum by a particular artist that sink device 112 is
able to ask the nusic service wth which it is
wa@tdoslsEsed whet her or not the track is avail abCBUSI0D7/077256
avai l abl e, sink device 112 may retrieve the content
. directly fr. he service rather than vi .our ce
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lla|bgf acéingdo hebalf of ﬂl@qu@sdlswﬁw@géem/swﬁtynb&b bopye example
nd, or ke an

ommand, an MIP Cet O(ijg ct c

SofiRE CPBUALTIAIAHAETIES A2 fopiaied & fsian giReanith iresdpetesl
[ [ f
pe 4 0 bR S8 1 ESon00 o oo,
s1rﬂ<%ﬁr@ﬂnﬁnidaﬁoh Qeatdean 2f QUn@irdthed c1fd%!ﬁﬁ§£‘ﬁce’stsﬁﬂ1 Somiddication
digital content request nessage

device 102 may be authorized to stand as proxy for license distribution
system/service 161 and issue a full license. The authority for source
communication device 102 to issue licenses for digital content item(s) 103 may be

included as a permission granted with receipt of the license for the digital content

or it may be delivered through some other mechanism.
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318 may request the addresses, and source
comruni cati on device 102 and/or sink conmunication
wQ@lews0807392 may then initiate the command. |t RET/USIHE7/077256
appreciated 10 that other file transfer protocols or
hni ques are.al so. possi bl e. 941 To acconplish a
lﬂéﬁs%q%ﬁ SHHNG odRE smptbqng% AC TRERAgNEeqUcang shart f FIG.
r - 1S : s
3, B B AR SR AR L MRl PeBond oo
ac&HpRh déliniBdisRRURT0R\J fUR Sital Qo@ tR RieRAS N1 6 3 1di Hidd1Honfht
subscriptions is to establish (or contract wth a
reduest thepsage)d 18an)y de welvpyaronimend, abSMAdtesEdyket aanamddd or
125 (for exanple, the Internet), to which source

the-Bkern s locaion shecitied for thaligital conteadem(ahyipdigital content
Sl Lcat ' 112 L Th b :
oA BETTANRE Y bR ooty T FandpshofEy s 13 did not

coHﬁ%ﬂf"{h%Slo@zﬁti(LrPf?gt(ﬁ g VOGBS ‘?ﬂgﬁf(E) g 1%1"[39%&1%‘[ qi&?ﬁle%?message

102 and sin ni cation aevice are not
318maagt raquyst the addeessarp hedread@t icommuhigatiel devoé é02 and/or sink
di stribution engine 20 214 can be configured to be an
CORBBIH LN é@i&s@@gﬁ sn than iIRE8te hedonvibandl Bevill be appreciated

avai | abl e whenever cess .to WAN 125 is ayail abl e.
thayofaser B AR P e DRI derrankes it SR BRI ongt ne
(0B R B SRR b R PRSP oL PR ARe AL ARt
serdi&OtonRsgldbioh dﬁcb@c&%tml (Such ROA bé@ic @ipldin@hied by digital

content iten(s), such as content slices, may be
confiest disbubwgthraenginey | Pemby bemproenail!l dreeappusaaigior hendling

ub/ sub nodel, for exanple). .In another exanple, if.
subfcepfioBats BressiblEh ot GPmEsh et 2 ?‘%lg_irp%l)ty Fedienyeh peryicsd

e PR AN IR RYB AL 1@ 1R ShRANL LB ke

SUT on tra avel's out’ of range of P2P

coRRTHBAER HQACS ¢63 h?di/ Wwhto, a8l fRAAHSH Ak WiEMUBIRRGR device
or other data distribution 1loss), the distribution

112 mamseati dheregb sertvareas itkal dyaitabfumeanheerntdtrary for updates of
partici pants 30 next becones proximte. Alternatively, .
conigst When gpeiceicpunppicatiam davice dA2faged sitecomanmiehtifin ¢gvice

11 og%g&;ilni él‘ﬁél S?%‘F?%P%g ifg%%%glb giggigaétc%gl[ein% r(‘1‘1;"s(1?ribution engine
218¢EHh lﬂ@%%gﬁlgggeﬁzt%%e eﬁf’FanéwMeesyﬁ%ﬁ) 56 g&ﬂ(@g lrahlsevbiiaBe
It W preci ate Wi de

anot her sodrce. be ap that a

av¥iddblewheatvéremtssed, WANARE anavaitdbde Usdterexpety, eligies content
may be created using aspects of the digital content
disgiiibatiobengion 24 ¢ sa@nsupnedt asyohhiog@es nikssaging edrdsagms quch as

[00951 Referyi into FIG3, digital cant

DGR St - B B Db Seled (AR &CaimarTaae p LRt FraHple
o dTRHL S ARt fehfls o BE L REnPitel, ol B dipFBIRR as they
be€ME a08ilatB dusifs YReCRu @Y hidRles fot ByahyRY., I gesthef stdidple, if

i nformati on associated with the digital content
disttibmtie) of diggat edntent item(s) is interrupted for some reason (such as if a
participant in the distribution transaction travels out of range of P2P
communication session 152, or because of interference or other data distribution
loss), the distribution transaction may automatically resume when the participants
next becomes proximate. Alternatively, another distribution transaction for the

same digital content item(s) may automatically be established whenever the digital
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i cense distribution information (for exanple,

transaction identifiers), where the transactions
W@ewenswedy consideration transfers, and the |iR&)/PSAOE077256

created and 10 managed Digital content distribution

coBR {tgl%i areo%waa@ﬂ&)fr %@ﬁ%&rﬁﬁ?nﬁ 8 epeipled hat a
w1§@ %ﬁét{yo(ff f%tu?gspg&%? Uzttncpﬁéetr e&?%ﬁf&s it eﬁ%ggedoﬁsmg

i cense I on sys SEr Vi
as &nggfith'e'(ﬂgittﬁlco%?éﬂt%l‘ikttrlghﬁéﬂb érh@%nﬂ%@&f e32ftscribed herein.
(specificafly i nformation suc uni que transaction

[009 ntRdfbrirg) agry t@FEG. 3bdlg1&&donte:nc annemitionresbids 324, which
consi deration 15 managenent activities (handled by

sugorE i Zg¢greatiner lnﬁamxjgl@namfooeh@ngﬁel confynt angl digitggkeense
si.deration tr Consi der ati o% transfers

dlsé?@“@%ﬁ%?%ﬁ&"%? fﬂ &) Wfé(%ﬁﬁ’@“%ﬁ gdevicgyfidggrvice providers

1mQ)r19£8 Si& t fﬁar%aﬂéfgﬁ?ﬁ}/qn &rs8§ﬁ‘%t°e%5whﬂ tl?@&{g?{ammiﬁ%ﬁf ﬁ&’a(s) digital

one exa
hcél@sfﬁﬂi@ﬂrﬁﬁﬂhbﬁﬁnﬂﬁﬁia@l@n 1ick exah@g, mé@aéﬁ&?ﬂﬁﬁtlﬁ%@) U¥here the
message 408, a network-side b||||ng event may be

transdogipas ed c@@eq lwionkidetptoenytranes farey drat thedilsy, are mremed:l end

of s rV|ces to the so rce entity he S|nk ntity or
maélag?ﬁ? @1&% tcy’}ltenéﬁiéﬁt@ WRO%FRQOF‘%/S ?ﬁ%‘é psource entity

1021 f Fﬂ<§ﬁtl é’v%ﬁ{ 2 f&g?‘ﬁ%ﬁia%ﬁ% 5’55%198@%@%%1%% og)%rcjftnﬁl of P2P Content
Dl%'mﬂeh%te%‘ 109Yid ta]f 12efde dl@trﬁﬁﬁ%ﬁesgrsmgﬁ‘iﬂce' 51.

anot her l e, tra sm ssion of licenSe status
[Oﬂﬁfﬁ]si@gltéDeorhyntsdmﬂmbmaﬂﬁuemrdt 384 (simociiGenllylidforayation such as

trigger a_ transfer of 25 consideration (such as a
unigsigetasgciyon sientficrsgwraytalse hemsed in peniessien pyitlogorgideration

ma&%&ﬁﬁlﬁ”ﬁﬁ%ﬁﬂéﬁ@%@”{%ﬁ@k@dqtlvig&{s?&faeﬁﬁgfﬂ %@%5%?3%@?%?@%5?%&0
trigg%f yhlh@pitﬁ)nnt?e‘(ﬁs MglerdByE ltI% elrd 4 geﬁansfers of things

protocol s tec ni ques may e use
hagi@gomphd, shclk aaptdinisas tcﬂpa}i frvnel epromisgtot gerform services, and
third-party service providers may handl e aspects of
redsgnziblieatitciesn Inraesixempls/avheusinB@osnnimicegor devike 442

content owners, distri users, . retailers that
tfaaﬁ%lttﬁu ISERSS ToiNG Spfissagsh ﬁ’dfé c”e‘%‘é‘éf@f é%@ﬁgﬂg Henharay be triggered

e R A A e Lt

entl’@/ & £iaidipdaty )C ane kBRIt mag'iﬁbvﬁiéaﬁpFﬁ)mﬁé $& BRoviB&tpayment
first participant in a P2 stribution transaction

in r@panseemtﬂae bolfing dviens t Payoneenhag be prawded vissgobedmmunication
participant in the P2P distrjbution transactl on ? a
deyigpld? QN ANQEIEH ﬁwnn@bnlrémoth@rr%aé@ e alfieNsHgs PN g dicense
buted a cont to the Sec ond. 5

{
s bBEADS Byt S A ling  E2n) GioRar REgMrer or
coﬁﬁﬂ&%ﬁbn'(’sl?&f 58 Ifop@taher B'tHe?trewﬁﬂi'”sﬁéﬁ a§ﬁfe‘ﬁ‘e€&gt bhe
first content service could notify the second content

redeemabteaicle)ttbsostieaesisy U104 vecsipte odbminhenicatmndeiby 112. It

t he second participant, and the second
will be appreciated that any suitable now known or later developed file transfer

protocols or techniques may be used to accomplish consideration transfers, and that
third-party service providers may handle aspects of consideration transfer. Various
entities (such as content owners, distributing users, retailers that distribute content

or licenses to users, network service providers, or advertising services) are
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content service could transfer consideration to the

first content service, and the second content service
wW@ouwBM3kFY | t he second participant. In this naPCEDS2007/077256

flexible e 10 commerce nodel s that encourage | egal,
Opgeer to-peer distributian of. digital. B conten

are
OpIby PRECTRGOI? WWAH of SPB}IERIEEOD o FoR @X%%Qiﬁ; pgyme that a first
peug!a Vé%{tgﬂ%%i’c 1sﬂ‘%%ht9%hs§§t%%& %fé}?t%f‘ of % F@S’ﬂtgnt service, a

seddiRlt paigiphat inCthetPerpt dlsﬁibﬁﬁlbhht&rﬁgctidrpﬁ‘ dRehfier 8PRSAESHd
W|th| n a folder configured to store information 15

conteoesarettey hiad BRATGE partichpenit drsttibated actanderd.iteBato thealesond
notices _that the digital content is tagged as being
papticapanied hgtseeprd paticamans gopl fcrbsﬁa\n@emj,@nt 1G¢05¢ érom the first
scen

cotgefE i ¥ieg g TS} pyEENEERR EhB iy nf Sl gl sthffce of
th@élﬁ%@é'sfulbl% W?t BPEHeel'IEenQSB?%? fddond( u@ighhﬁ knd e &cBhd

icating where a digita | cens cont ent
conﬁeaetér)zlcrea:y)uhbtrabstfat oetidaatioe setie fmst boistenegtiraice, and the
pl aye 20 David is pronpted to indicate whether he
semsily epniteritsenace eeuld ik rﬁl@lfewwgdtmétl@pmte rn thisihennsycBexible e-
ont ent f i s downl o

h f
cofiads atoqsii el ERRaccloeR kit RS E bhfiphhelieital content

aréﬁ[ﬁ;; gtion. In the Iicense post-delivery scenario,
d “hotices that a content file is present. David

[0697] enpith referéiederthe BRewpRirgdistfibliton BBfsacti®f PeveserdGeorge
nmessage that he is required to obtain a |license before
and &hoed.i Dgyvitihetefadtewithshis mdsba hlayks dnidomrises that digital content

d pr.e- del |ve scenari o and.t he {dr@censfe a -del i vetr
lsé%‘htﬁ £° PRRGS Matiyadoldst spriagedie SHIrgR Qrmation
reéeéﬁe%??%ﬂégﬁﬂﬁtlgﬂ r%%agﬁgcetﬁ(f%s; 2?5\? ag%)t n(gt (!e ’thatgﬁé( d?gd al

cohﬂeﬁ?ﬁstﬁ,lggéd é‘sclt)élﬁg ré&?%ﬂ"&tﬁﬁe RBfEEERHP ?ﬂon? CROBRS. | }i’l”thb Sicense
avai | : Ff the service supports it, connect

prehdehvmghsaemﬂr&x arid nbtiseshihiretieCGctad doatemaifite tsheot present on his
digital license |nd|rectly usi ng. the 30 .Internet

megkih ABYET. dwit fsontand hpalerdre éopaliny th@r@gégadwmwg ydess pgligital

r

licgie dandibpouSRREn nd¥ Bt Al BReEs SuBied 8 S st plaer.
Da\ogi OA8hIOT ﬁ?lﬂ%@&(‘[%@%&@l@m&ﬁd Hk%ttYﬂHﬁ Eé;rréiggn]g (;[}rle content

met er’i ng 'servi ce, and sone tine later,

filé becdegiighl of the contkat ﬁmasaicﬁmﬂaadme(aﬂer [Damnscé' a&:quisition) to
accounts that he designated for billing {Jur poses
rergisn mleecﬁleowthbmwnuzmmlosit rlingbe iliganserpossale IV@B’SSC@Q@m% la@Vld

nolydh BRUAEIIERT [ GoewIcisb: avid afhnisdp Erdenihe poRea: hle. and
redﬁé‘?\ﬁésaa leﬁ%g{e thz?[%i-: 1?9%&]@?&1 {03?51? Of&e bRy ?1? ﬁlggﬁle file.

€ revea IS | in the co
In GQMQQ%HSG RIEcIBfery Beerfhiridl 4l th@ Qi&’éﬁw p&s@fdeﬁ‘%@ﬂﬁé’c%narlo

thereof) Ceorge made avail able for
once David decides to obtain the digital license required to render the content file,
David can either use his media player to obtain the digital license directly
(assuming an Internet connection is available), or, if the service supports it, connect
his media player to his home PC, and obtain the digital license indirectly using the
Internet connection for the PC. Once David successfully obtains the digital license,

David’s media player (or PC) automatically sends a license status message to a
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di stribution via P2P distribution transactions. Sone

time later, after David has successfully obtained a
wa@lt@sn3l7s9 i cense associated with the digital cReE/E82007/077256

George 10 notices that he has received redeenmabl e

reward points .fromthe sic service from ich he.
net‘xﬁ%ﬁ?&?&%‘&%&% REY ¢ angsgedime it AC aggeﬁpqrébﬁgkgltal
. | g
ekl B BP9 BRI ot Pl gROTPMBYFIL e purposes
in Sy SicRMBnaNith PepPRiitivaRoR @65 S g;ﬁl&ﬂ 4% hiS RRYIiR photedsll,
variety of digital content to be discovered and
cradiitstard statadeinty ol baidlostatemhere).i on devices in a
[O(E(fer-to- peer manner. The intellectual property rights

8t Hyeaagp atsoilateragis prith ki gnedip phayist.ciid ngticep tht semegne
distribution cqosts are reduce and fl exispl e
DRV Pb il e R LR i T PeiiiRisingp downloaded
h .
sofle i AR E0hicRl Qo IRHARRTRECo N e TRE Pl hlalBle for
distribms@ctiadt®R dishéhapiponansactioes $enditseolaesr, afier David has

distribute fresh digital content can 20 becone
sugdessiudly optaibedaidigited-licghse assporateshwithdhe digitabraentent George

occu tentiall wherever partijci.patin : :
nofgcial Belorrcantradecpitls revandpRiRt fonpdhe pusis service from
whiE heBLg Y Cora BTG PR EREACE PR (OF BEH B 2content
vid #PPPavNNGuRRAA6E byMteines for cross-pol lination of

digital content. A sink comunication device that
[009 ei Mresdigitak ¢apuertrdistriputiah sgstamsrandrtaghiigues de@dribed herein

becone. a source_conmuni cati on device that supp)ies.the
endblfa Widgi Vgl ehelieRtl CoReR fochadseavared ene Ststr uted by

coRTHBER TR e gLl BSOL 2 LR ooy i

of davEpARRE iRk diBRaLoR tentOfre prbeeRUEHIsHLH @ dRls are reduced,
content is reduced in a secure, |egal, unobtrusive

anddlerérle e-dangintede modele thatreaygolnage ki siihedomb € driat content are
i ndi vi dual s having commpn traits or. 30 interest gather

suppRjtachehs maig §ntitiey pasicigte HeP3B digitalicapieat distibwiih

t heri . Us, . t W t.h t.
PSR o TE sppPERaTiS S dRePam it doh I HE Pesh AR al caniegpan
beg&gg%ﬁ%ﬁg{g{t%Q(ﬂz{rf%ﬁzi%ﬁﬁrarﬂgéctfﬂrﬁ%é(f b, c&g&t%nt%aély

di stribution Ions. For exanple, users are
wheeanag@artiiigatigd codaninidats duvessdoegkistonpbt phvysiahl or virtual
participants in distribution transactions, and to
wdr]dyi Comprunasgiznmadepegs inay pamationms bothsomiceantd serkgas the same
within W{Sch, di.stri bution. transacti @15 can f()éé:.url. 5
trapgacsipd. (RUSHICISAYPE QRROTBR Kies fecrogs-ppEinatipn of digiggl agntent. A
oA BRLRRIRA APy S BIREIY R0 Mt b, e
be€ANBURoG Al Bt cation GRvicei thkt KPPIEE tHeadan@Ndided] E6ntent,

112, or a network-side
providing an interesting business model for digital content distribution.
[0100] From a user perspective, a diverse network is developed and the chore of
discovering digital content 1s reduced in a secure, legal, unobtrusive manner.
Digital content may be obtained wherever individuals having common traits or

interest gather together, thus increasing the social impacts of such gatherings.

Users are presented with abundant, flexible, options for customization and control
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server/service) in which all or part of P2P Content

Di stribution System 101, and/or the nethods shown and
waele®snysed in connection with FIG 3 and 4, neRCDHESD07/077256

i npl enented or used. Operating environnent 500 is

enerally indicative of a wde variety of
of @éﬁqei/%ny-%@r%é%@%mw@@w f‘ﬁa FidBlec Bisa e gple to manage
. |- -1 g .
o B O 2Bl B RIBET o SHORRSl A, and
to 1t (o1 ¥xbeAd SparfbihaARLRRH vIfRS CarldoRhuRS MEtHIn WiEh, distribution
exanpl e, operating environment 500 may be a type of

trapsadtiaink eaf ionclhudi ng i n-vehi cl e devi ces) or
non- portabl e device 15 such as a digital nedia player

(01U o/ Weth coatipeed safarenes spfil@s. (-4PLIG, S i pblogkshiagram of an

o2 o SR e PG AR R
colghHESFoPIARES $07, é&lecoﬁl%wﬁ&ﬁfqn a&ag%glz ég%dﬁaw%%side

and conput er - execut abl e 1 nstructions . e or nore
setvet/e¢véde) b séscibll or phitadf PRPeCon@at DiavbuliabSestem 101, and/or

el ements, may be used to carry data, 20 addresses,
theewgthasis sspynaing diselissehar comestigamignt it hand 4t maydre

implsPRIeEP el O PagBE MY Byt B0 & Seeralfy iR i wide
f ' f t] .
BBy SORHOR) B RURPEA SR RS ops. s o

inteAGdd 16Cduig@Bst a'ing@imﬂ’aﬁﬁﬁéé‘pﬂf the@opayf axestfidictionality of the
instructions 506 at the assenbly, 25 conpiled, or

systeiis rmerdl eehiods deprerrbfedrherei np dioriexaingpie, mpecdsg. efvirb@aient 500

Conput er -r eadabl e nedi a 504 represent any nunber and .
mayRhi Has Frpytable gagludye mem}%léfecfiwwé of pﬁn-wtabfﬁ%vwe

0 . vel ope e. Qf ¢ Nl
o B KB BBl o B PRI Bl L0 Blgna
digt] GNTRHhEor 28%EEII ﬁf%ﬁ‘e 'aﬁﬁirfg%hé%%ng@%g di gi t al
content itens 103, digital content distribution 30
[0102]t eX3 shaRO2, opdiradittgadnvarntnegtit iniélates processor 502, computer-
informatjon/records 324, digital license _distribution
regdablsy mgediao42end compyiaraexscptalifeinsiregisonssSQuchngr more
virtual folders.,In 44 WO 2 [ 03075
intSkol Bas 1o Ml oy By ARebTe SRR anhebre iy data.
! : " :
adiids Yool Aenfnd BRIcH oria ARG 1 BF froffEfEsiting

enpire@nannsdl er 8eMen(s'tRBfId) , a random access nenory
"RAM'), or a flash nenory, for exanple); a mnagnetic
[0E¥Xr dYyeceseor 2@2.(wlich nagy be flregdpy advistabipiogessos, dratepls

di sk dr.i , net i 5 ti t ,
furfe e 0 opptat e cranoement 10B 091 el Tere Fambulsaee hb o
! | PSS i
ingficAbs SURS PRIcAINAR iy ¥ellie thithlclony OB tleassembly,
cofpiredyor MabPinedevd b pefBrMIyparficiRFPrdcess.i Ck; a paper

[Oltﬂallr])e’C(?mputer—readable media 504 represent any number and combination of
local or remote devices, in any form, now known or later developed, capable of
recording, storing, or transmitting computer-readable data, such as computer-
executable instructions 506, digital content items 103, digital content distribution
criteria 302, digital content distribution information/records 324, digital license

distribution information 207, or data storage elements such as virtual folders. In

44



10

15

20

25

30

punch card; or any conbination thereof.
Conmput er -readabl e nedi a 504 nmay al so include

W@ e@posn78si on nedi a and data associ ated t her ewp@HUS2007/077256
Exanpl es of 10 transm ssion nedi a/data include, but

are not limted dat.a odied in any. form of .
Paghudt; ﬁ@nawtewr?@a%%%rr{e%g@ gRY e, 08 lagﬁlﬁgc% g¢picggductor

- ' & >Ry I '
oA G B A CBS T o ELR TS e B SR P SRR iIE ROM
(“PRONESER kadBm S ER3 Imdh OSSR AN ), Bt Askh Pen®i @I Bd example); a
i nstructions. Cenerally, "conput er-executabl e
magnstic stoiragndeios (suth aarefloppt dskdiied, abkasbdskdree, a magnetic
conmponents according to well-known practices for .
drggnp BreRetLs 5 O 8 fRqgcto-galiedlshsih an opHealstegge devige (such

conmput ersr eadabl e ,nmedi.a.. {(such..as,.cqnput er - r eadabl e
os AR SRSk oBgl SRS R BB R agRR: % cache
Cetri . ari ) b '
S8 A Lt 6 U AW CRORALS RSB 8 s aps
puhcipbaiddeot ahy oombynaion thpeof.f Congrhedicadabls média GOduhey also
prograns, 20 and in other instances nmay be inpl enent ed

indlyde ansnissignatiedia and sagwesseciatask thagaveth. Examadasedf or
SR R S bt O OSa Seh hi lap any form
of IS FURS! S0, MUl JRbBIR pRIR L da

calG Bt & inRkeavd abirferisiifaluct i ons 506 i npl ement net wor k
interface 25 functions 510, which inplenent aspects of

[0 HE] wdrknputeeckaaddisle 1250 ctivas Db repEsenangTsigad puociskiag
instructions 506 inpl epent device discovery functions
maéﬂ@és ORAPER mﬁtﬁm%ngt C%&é@f}é cefnm%@rr@@ca_r%()éw@w?tlons 506
e . CEel - - i i
oS Rt B e sP PR EocE S REMEUHORMALBhHSRESS for
coRpdnentiBised sbfii@EBBYcl8SRRAL %n_@feng%&d &l corptiteRteadable media

distribution engine 214, certain
(swwhrpuwoarprexemiatiableenédia tiOd ¢t Congpu@itpriogpdnesranly kecaeslisined or
_managenent functions 513, which inplenment aspects of
disiibeied InyAEGeNEEYS-ehgiIterigxecutablinstiosHpug 890, hpsvaner, are

T et g
an@$RB&He? iﬁgta&%glggﬁgll)@np ﬁPél%glen?&{ Bf‘,' dt SRERHSH; ; geut@Rbaware,

I nstructi ons ment activity neterin

firinwigt] @nenybednbinhiich therpbenment aspects of activity
met er | n% engi ne 222, and certai n conputer-executabl e
[0106dt rAcshicons BOBIN egrnpwishiexecuiablsiitsireations SPanaypdensant user

AR B0 A VN AU ORG] #9osbT 1RBTOTIGE A2 (shown in
Flgnﬁﬁ rcfeftﬁ{# @()méﬂt@r—%&@c&%’lﬁ'iﬁ&hlc"?irong %@5‘%&1@&{1@%&1&1@ Rlterface
aci’litate el pt

re
functions 510, which implement aspects of network interface(s) 210; certain

computer-executable instructions 506 implement device discovery functions 512,
which implement aspects of device discovery engine 212; certain computer-
executable instructions 506 implement digital content distribution functions 514,
which implement aspects of digital content distribution engine 214, certain
computer-executable instructions 506 implement access management functions

513, which implement aspects of access management engine 213, certain computer-
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of input to operating environnment 500. Input may be
recei ved using any type of now known or

wo 2008103108 el oped physical or |ogical el enents,PEUUR08%077256
user interfaces, 10 renote controls, displ ays m ce,

n | uses, rack alls, oards one
exEqHable ﬁ@g/tHL@\‘ﬂuO@é 6&@@ Fntt19§ Hictigas .S?Q ffgﬂt naplgment

asﬁ%?sdo }Rﬁkg n% 21(10 %Qﬁéﬁle%r# ﬁ{{tﬁ FB%&? e?tﬁg t(u’?s%tru%%lgnég%
imPBledYdritia@Ai it n‘iétel%'g BitictiohBoP&hadh ighleméht MPFBRIo1ABvity

t put may be provided wusing any type of now known or
mdtertieg en@ve 28@eah pbgrsain@bnyutiregriecatabdd astntsonsihimplsment
as user interfaces, displays, printers, eakers,  disk
cogyifigiagion apnagrent ﬁélctl[oeiééi Ngt%mplﬁlﬁlﬁef aeepdf 210
éﬁ ssed in rmr det ai,l, ,above, in connection wth
co 1efrag1 2%ﬁ

?népaena(gﬁgleg CHePE ysical or logical elenents
ty
[Odeag g@ﬁ%lgergér& e%ge?% {pﬁg%légl %ﬂ%gtﬁgg ﬁ@lrrge@‘éésﬂﬁf‘ PRiMbtate receipt
of ﬁr@;ilit@d oppecinglenz@dnhendfiad.e Ifd niepbe seivedanyng any type of
hardware or firmwvare that inplenents functions of

nowl lerawnar ttereddsdopraiophysicainor i@al adpraental suchichs user interfaces,
relflo%%lgg) t Id?%)é%?s{, g%v\l/gir: ?yedflgg%% SE%t {agﬁgglg%jﬁreg/ggar gerglf’crophones

scdHiRPPHEEs. S S Bes SPAE APl TR Yo ) e
[0B08)T @mtﬁhﬁﬂltéﬂf@de(i)?ﬂ I8 &4 Iphiysicandit Bgical elmser®d that facilitate

operating environnent 500 or P2P ntent Distribution
pré&ysivemglafioutpyt frocl eptrafiegenyiromoemt, SUfk (aufpue neytbe provided

conponents or functions than those descrlb
USIRGAY; tyRC 0 f paWdin oy er &y@ﬁﬂ fqggcal elements, such
os S HRMIREL RYRL0L pPHLE Jegﬁefgaalsg%miegfgan%@ﬁﬁ{% by

or nore are to-located or renotely
[010?9] atestwork 11§t9rf§cé(§f UACY Ydl@(fus‘é@d/ﬁl m'o"re Wetall bWkt @rcop@ection
appreci ated that although digital |icense
with ElG.i Dutre one 9y st@Eriphgsicater b@ical elabests ilednalslebei ng
i mpl enented using features or _ 46 WD 2008/ 030759
copaISHEDTPY PP ngreay HaBsg 660 yiserg ot w@repraiocols or
te q%lgcrosoft(r) W ndows Media(r) digital rights
msnt systens that enable over-the-air .
[0 }ia‘?ﬁe&’fhafﬁ Lk a3l 1%@@1%% a 9gwaré\{19ﬂ@&q§rmgfesthgte
se ve s/ services y comTu I catlion” devices, any now
1m¥§lmmht§)fundt1@h§ of dixcabapedevitg40@| Exhables dfmpagiaﬁgm
eatures or technol ogies may be used to i mpl erent

comepevcaief hardgiaraf o) indndecaiogier/doerdesh (‘é(s}@ Sardeiceypters,

for e DRM 2.0 or, anot her technol.o
ORI A G S T CpESHIS Yoo SIPgPREsRe Ligital
&b ! LRHQkd T ansact i ons

[0111] It will be appreciated that particular configurations of operating

environment 500 or P2P Content Distribution System 101 may include fewer,
more, or different components or functions than those described. In addition,
functional components of operating environment 500 or System 101 may be
implemented by one or more devices, which are co-located or remotely located, in
a variety of ways. It will further be appreciated that although digital license

distribution system/service 161 is described as being implemented using features or
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have been described. Although the subject matter

herein has been described in [|anguage specific to
w@reaosaTsal features and/ or nethodol ogi cal actBCT/US2005077256

al so to be 10 understood that the subject nmatter

techielogaeapptiaresay O Sicarodop Y Gibum Wedl b SEito” RebfRer
R e T e

fron? hd@orkLsidd bdrvEildehEitedBy oA Gl OAT daticdd) @Ry @8BS known or

el enment is indicated as being responsive to another
latet éevetdped digitel eghts tisamaggnieat tatees by tevhnbldiiesemny pe used to
. coupled. 15 Caonnect.ions depicted herein nmay be

implegneid aspectppl digital licensgrdistiioation sy sfeny/sayeicy 10d i argmple,
r hcative interface, between el enents.

O%ﬁmgf ﬁ%?/t%%{éc_ﬁ%]io_g%ént ed, anong ot her ways, as

[011% erVéH(ﬁﬁe%?e&Q BECR-H O SRNDNAt [&FiBution transactions

processes, I nter-machi ne conmuni cati ons anong

haneberar dedribedp wltrosigh([tBd ddijedihaaner lbreexiesbegnydestsbed in
used herein to nmean serving as an exanple, 20

lanigngge ppecifipto pirnetvral deatores andyori mpthedelogigal eatsoit is also to be

oS00 LS BB T BRLEH S SR sl b o

Vi i i :
SR RARS BY s RO MLBTTONRE, AEBERSRARKR anc act
desdritRid dbdad atd@iseeed bt ex afprAoMRL T imPRSHeHthpdthakeMes.
may be devised wi thout departing fromthe spirit and

[06I} pdt wfill iimsherd® wipdeestded tldtayinm one elemenhisandmdtadast being
t he scope of the subject matter herein will be.
respePeivRde ap9then elemantoe SIETRERLS FRAY be,difgs thoopImgiis78Y coupled.

P US2007/- - t i | A 1S L A
A TRORHRR AR L sl ou RBaShE Ui dachivea
co&@%&ﬁéorﬁﬁ%ﬁ’éa@ﬁz‘e%te‘rfé%& el NS efnelR) @Mﬂé‘étioﬁ@ﬁﬁy be

executed by a processor, performa nethod for 5

imglestentbditannenglothiet alays,castiater-prdOSp coatmericatosoamorg software
communi cation device (102) gperable by a source entity
prqcesses, ahter-Biagking SRMImIRIgailons daong actwarkyd sparpairs.

o2 e e U BT Bl et
0 BERTS oA I 8 RO ) gt o

“exanpuir gl sreadebdssariBdiolss engassicdl (dwfetrﬁd @audvagtageous over
conmmuni cation device; determning (308) a proximty
othsfr imipéersotadensconaspacisdh¢real.devi ce and the sink

[OfIOSTNKSI ﬁ% {lr? ergt%\(/)ldq[ﬁe;tt embodiments other than the specific embodiments
described above may be devised without departing from the spirit and scope of the
appended claims, it is intended that the scope of the subject matter herein will be

governed by the following claims.
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if the source conmmuni cation device and the sink
communi cation device are determned to be in

wW@e@Rr0sG78%, arrangi ng for distribution, via a PCI/US2007/077256
peer -t o-peer 15 conmmuni cati on session (310), of the

digital content itemfrom i he]é\égn'put er- readabl e
medi um accessi bl e by the communi cati on device

. .er- readabl e medi um associated with the
Wé@ﬁgcgagﬁm%ﬁ?'cati on devi ce; and arrangi ng (320/322) for

1. di sty tHuplRAreAdad]dh@dhdh (500eaR8ded §9ih dmpier-skkutable
comruni cation device, the digital |icense operative to
inggnanons(506hhith, when skedute by antrotessom gerforinen method for
.predeterm ned intell ectual property right, wherein
distidbtiing digital pentantyi103) beiveeeasesqyce pamaikcation device (102)
co ni cation devi rigger.s, an __e-conwerge .event,, 2.
DGR B SR L bR iR R B G R4 fRT i) operable
b o B I S QRERT b BTRY by SR Bhined intelectual
prapeotsi Sglan thef metiosl den@idiog: vi a the sink conmuni cation
device, and arranging for the source entity to
r ecédapsifpingdBaad) &%igmlvpatenh #erio trecdigtiohermiertatanastored on a
devi ce, i copsi derat i nbseLect ed fromthe &r oag .
co H%ﬁf' @aﬁ% Be W&?Eﬁ%ﬂ@% gt & SPYdESREbIe ICareT EYECa
oL AE O PR TR 30 BB Rl PaRFL IS g peink

cofndiritdtiondi@rieé;n the right 30 granted to the sink
entity is configured to enforce predeterm ned busi ness

r ul eSthe andrcewtvenmimicahien deygtet aind the bmktadnmfinomatine device are
roup consisting. of. the ri gg (ﬁo render the 48 WO
de WRIGSHINAEPKIRBHOVIANEPES 60T HPIUEON cYAARRCT IO PFET

cobifghin 48+ oGRSPANER A By burRThRumh Pyl
reatlABlCRBBRING hcd RFBADH ¢ tHERH R 8&GARTHI iU &A@ 18 dleomputer-
wherein the method step of identifying a digital

reaziabicemediune assoomped sath thdaentki ¢mmgnatatioaaketicenend
selection 5 option fromanong a plurality of )
sel egangmedgePedd) femdstiyitioalof aotigiak ligansen( | efbripithe siak
[ t.he. at .| t . ecti ti . 5. Th .
cofiiylitSich aib e ARG SR B et 170 ek
e R PR B A e BRI pr SR BB a1y and

wheh€ingtedipt d0the @igitdlil ehi©by davsiak cowlignigicatiéhdevice triggers an
plurality of selection options are based on the
c-cpyBetcgiavedt.i dentity. 6. The conputer-readabl e nmedi um

2. acc%%iclg) ]g}u?ergrle%idgﬂ)lg’me\{mﬁrrneeitcrgzotr(ﬂ%g r{gtcra?r% 1, wherein the e-
commerce event comprises one of arranging for the sink entity to authorize
provision of consideration via the sink communication device, and arranging for the
source entity to receive consideration via the source communication device, the
consideration selected from the group consisting of: an exchange of a redeemable
article; a promise to pay money; and a promise to perform a service.

3. The computer-readable medium according to claim 1, wherein the right
granted to the sink entity is configured to enforce predetermined business rules, and

wherein the right 1s selected from the group consisting of: the right to render the
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step of ascertaining an identity associated with one

of the sink entity and the sink comunication device
W@op3Ees: 15 selecting at | east one identityPET/O8007/077256

anong a plurality of identities; and presenting the

.selected identity to the source communi cati.on devjce. .
digtal papteat Hpws dre fghiderrarailids Hie dieaar EQTHENk ifeTR %nciﬁﬁ@, right to
dis\f\iqg{lt%it eh[gtaﬁn%ﬁt%ﬂt i&f,ep of identifying the digital

content r1t®m conprises! receiving the plurality of

4. sel qhkicomARéi-RATaPRIBEIOM dRBrAhEISRILH 1, reirythe M&thod
and requesting access to the at | east one of the

steplafridentifyingf a deditad tontenopemamsnpdses Thentifying at least one selection
conmput er - readabl e medi um according to claimb5, wherein
optip. fipse pBwngs Rlyrality &f selecipniongonn theidmtal gontent item

..a iated wiith one of t.he si.nk entity and the sink

oA B S ethuiRE sBleshif oBBN. 55 1 eleiving o

5. Pr egeRtgthd 80 dabiybiE R ihﬁlea&'oﬁﬁ‘ingQgﬁgﬁ'fnc@t\bﬁ’é}eﬂﬁﬂe‘}ﬁethod
9. The comput er-readabl e nedi um according to claim 8,

funtheare@niprides: met hod step of identifying the digital
content item conprises: publishing the plurality of '
sel estarginisginddentiysespoarted vethpee ehtherinkl entiiyt and the sink
recei.vi 2@%3 rrequest from the sink communication device

COPURUIHEAULALASYCEne at 30 | east one of the published

WDy bt SR O R AT pATE (TERE PR, oy

6. 2008he APt EGHAERR ié Qe ordidg td Btrim 5, wherein the method

conput er -readabl e nmedi um according to claim1, wherein
stephd ase¢itmdingsarepleofityaassacigiadgwitbondiodtthe binkientityfindthe sink

digital .ligense occurs one of before and after the
CORBTHYEAEQERACBEC SPMRASES g for distribution of the

i dentqi fi i gi.tal - . it : e
conptibeyTE atlsds dhe B8 hobsfine A Plordi; of identiiy apd
t he pRRERAAg e &A@ idMitPRIIRG oLt intfiuhRidtioAe9iced
digital licCense conprises: receiving a first nessage
7. ( 103 hehanipngeraraadhleleenediuhoabrding as s tminah, edheve tohthe trhethod
digital |icense; based on the reference | ocation,
steprairidentilyingths digikdlrr@niea degecompnyes equest i ng t he
digital .license; 10 i esponse to.the second ness o
" ec ST VIgE PPl A1 el cSBREDDIRYS Paigh O U e poicd mentity:
and§406) the received digital license in a
conmput er -readabl e nenory (504) accessible by the sink
conmgtiiesaihg atcede Vo ae atdadhbt one of the plurality of selection options.

8. The computer-readable medium according to claim 5, wherein the method
step of ascertaining an identity associated with one of the sink entity and the sink
communication device comprises:
receiving a presented identity from the sink communication device.
0. The computer-readable medium according to claim 8, wherein the method
step of identifying the digital content item comprises:
publishing the plurality of selection options based on the presented identity;
receiving a request from the sink communication device for access to the at
least one of the published plurality of selection options; and

based on the request, identifying the digital content item.
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generating a status (408) associated with the digital
license, wherein the status is usable to trigger the
we2e80sesce event. 15 12. The conput er - r eadabl BCTESI00T077256
accor ding to claim1l, wherein the method further
onse t.o the second

10y o fcggﬂf&{t%r éﬁ%@g@m PREAOFBE 10 41 f?}ﬁh@f@%@eﬂﬂ@hod
ste%)roq{&pa%%ﬁ%fdrqig 1815 OTQ (ﬁgﬁ?alqﬁ:%ﬁ @g&%g Bﬁ% up befolilg and after

ransac

theEmeEHOWEIES o@xﬁaﬁgmg%ﬂ&sﬂmﬁuﬁm& @@eﬂtﬁmgﬁath item.
according to claim1ll, wherein the reference |ocation

111 s dbeessifhiter- madalalepnexi/mﬂmcoofdlwgdechmem nehevokthe method

(125) services. to the sink entity. 14. A nethod for

stegh @Earm@.gmgq@rahﬂrléuﬂan of g etigital hqeaf’ﬁ @qrosylse& he digital
conten e
ot b By g pfuRe SefPeiRe i atioassociated with

th&@%ﬁ%fﬁéaﬁ@adable medi um (504) accessible by a source

nication device (102), the nethod conprising:

basezcei tengfarendeslochtion, temshiittimpacsdcondnmtdsage (4029 requesting the
di stribution transaction notice conprising

digitef dicssi on (205) regarding distribution of the

Seal BrPpRy ecHEU hehesticce i ettl s o4 To0)
deV%ﬁ)‘?lﬂ%O?) ﬁiber&‘éc&%ﬁ‘d 1faqtlfcg{11sed1?1ha{ G&né&t%?)readab > Bemory

det erm n pro mity urce por

(5EPMArdSdstsit ibgthd ek mdUnRt3ARA RROIHY
PCT/ US2007/ 077256 based on the distribution

t r agsmmting armutm: &40&rassorgatad Wit theti digrtaldutense, of a
| I'icense 160) to the sink comuni cation
Wb&é‘?}iﬂé © Stafs 18iugPRI8It0 [Migesidhe SRoManFIRE evept gr ant a
rig I r
12 i g%e cld%gf;‘%elé %?id?ﬁl%qﬁé f(ﬂr elycgcg dd Eg ?{)) 5%?’(53[ L1, e(}g% tﬁkﬁé method
SRS Bk gon device; 5 collecting infor matl on (207)
regarding distribution of the digital |icense; and
bas edrespohdeetol the cecmtd messagk] ectring egansiotgn identifier; and
distribution of the digital |icense, arrangin i326
f or incledingithe ﬁraflwﬁlonrlgmtff&r ingthe g@m@tedesﬂ%tws,d%e ransaction

sfer 1 cf one_of consideration authorized
A b e TS ARt e R brek B car on- dovt oo
13and TRRNYhARkAL fe%gal%l%%édﬁﬁﬂl %dc% rdifg t§ BHAALL |, wherein the

conmuni cat’l on evi ce e net aécor Ing to
refeledicen] déhtionhie hetaysite vaE eproafidardfangienged astwork (125) services

distribution of a digital license to the sink

to the sink entity.
14. A method for distributing a digital content item (103), the digital content
item protected by a predetermined intellectual property right and stored in a
computer-readable medium (504) accessible by a source communication device
(102), the method comprising:

receiving a distribution transaction notice, the distribution transaction notice
comprising information (205) regarding distribution of the digital content item via a
peer-to-peer communication session (152) between the source communication

device and a sink communication device (112) determined to be in proximity to the

source portable communication device;
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conmuni cati on device conprises arranging for a
net wor k- based (125/120) service provider to

waele@soslise e t he digital |icense, one of beforeP@nts2007/077256
after the digital content 15 itemis distributed

bet ween, t he saurce comuni cati on.devi ce and. the sink

commatid ﬁ”&@afé LN ERRGAGHRLY BRteey Aarerdpkdbsdhion of 2
o SRR e ok U A LA 56 R fgeppgperaie
to §tdhf aGRIAILIM ded ith @ PrededirBheRintEIlRYihA Propdrty MO kK an entity

services to the source communi cati on devi ce; and a

authirizdd paopgrat2thersenkvooknaensdtose qavosd;der . 16. The
met hod according to claim 14, wherein the ste

. p. of .

ar r SARGNE Bfornatinns(20d) smaasding distgibution ofhg digitablicense; and

provi der of W de-area n rk (125 ervi ces angi.n

For botidl bl pEFafih TR ahdidle A8 EDSH HRRELN
lic?ﬁs‘é‘,’ hﬁﬁﬁgiﬁg (B EPERTLEDRRIMRIN BRINEC R behsd@r8Gs e tanster

romthe roup consisting of. a provider of w de-area

compirisrgoesViaasidaratidnguthbriked émrpronist@tin@widitieistek a

provi der of wi de-area network services to the source
copwmfl pateat dorceevidaensigention eceiyeg aia thesogeceg¢aamunication
d network service provider. 17. The nethod according to

C¥I°&i m 14, 30 wherein the information regarding

15.0” stIrhie ét'hga ag&nrdg%]g)i (?'h%ﬁ\gﬁcontent item and the

i nformation regardi Stribution of the digital

| i conegeinghs ﬁeg@f%‘ﬂrafngﬁi@ fo? HidtEbdeBo03 TG I license to the sink
PCT/ US2007/ 077256 the group consisting of.

coingamticdtyomdeviod comptisemnarasEneg doreaneiivtdrk thased (IS §20) service
cantent . item .a npunber of distrjbutions of the . .

PIRNIGFT 8] dl‘é‘é‘?ﬁ’f"_@“rﬂhei drgig! lirenpeucqidedqisrn kesahagigital content

itel fsrliiét?i%ugéd%ettafle?ﬁ AU Efkcd E&Iﬁ}nﬁrfce{é%%{ﬁ Vide ’%)I{d {hlgesiink
soUrce comiuni cati on” ~devi e, an identification o

coRPsli 88 Rt H®&AcORIdons recei vabl e by the source 5
conmuni cati on device; a location of the source

commiriraatthe netevkdmsednevi¢egproaider sosglegted ffranh¢he group
digital content item an identity of .a provider of )
congisiengpEaa REAVIBeNO! redyvorle 8oy vicss th ehasgnk eemmunication device; a

cQ nicatign device; .an identity of a.provider qf ..
pryigiet ol ey oplestigiaeS Lo A SiCe gonhumtsdtioN itk anda tird-party
ne i Cs%i'vi@@plkdiﬁﬂ&j.ty clai m presented by the entity

authorized to operate the sink comuni cation devi ce;

16an The rhetdod iatteding dhingddsi deration options
provi dabl e by the sink comruni cation device; '
i nf ovheseindhe plegaridirraggtigelon iagiemsiglesattandtransdes carhprises a

prQiier v dsrr gapepg s iy KeS Brop e g e Giideaarion
traﬂgi%?,rantdh €

wherein the provider of wide-area network services is selected from the
group consisting of: a provider of wide-area network services to the sink
communication device; a provider of wide-area network services to the source
communication device; and a third-party wide-area network service provider.
17.  The method according to claim 14,

wherein the information regarding distribution of the digital content item

and the information regarding the distribution of the digital license is selected from
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predeterm ned intellectual property right. 18. A
system (101) for distributing a digital content item

W@ 208)p3078he digital 15 content item protected BYI/HS2007/077256
predeterm ned intellectual property right, the system

conpri sing;. a conputer-readabl e. medi um (208) ..
thec%rﬁlpm%tlflg 0@% g&‘éﬂ Ygeia Ore&%oarﬂsswd%éﬁrw%fheowgltal content

tehf eGP RS S0 BRY LI diBlal BRI GuRBlE R e
asdoiAEARGHOMe CRFIRAli con Gt GhahA ahadertety T tRO s6lhiSk ChRimhii®Bation
of the digital content itemvia a peer-to-peer

devieanumideatifioatice s§ comiddratiore eptians tavec@bbobyrti watr¢on
devi ce and a .sink communication device deternined to . .
copanHeatiqadevied a lpsadenpE Biesot e cenBRHGAT QLIS WA an original

devi dthe digital i istri.qution.
sof it fos AL ORI EIGE: el SFPRTAPHBIE O &l Pidsumeanepyors
ser®i@sgb R S(%dr@@ NenhAniddGof idekice OFRNGR bPR gg@\YlHﬁFof wide-
the digital I'itcense 25 operative to grant right,
ardangigwotlhserpiceded ergdinie ccdmin@hlicacibualevipep peidontity ghitim

to an entity authorized to operate the sink '
presentedrityciciconity avihesized talpperat the shitke somageicatien device; an

) [ (215). fi d,t the .
A AP GG RO BHHOGH SOAPHAn BF T OF Mt hB ATk igation
i ah NG : :
T N S e
prépergf figig end Mifohation Bettardimotxetdise 6 Getradhtldr§€88 @ndédthe

the sink conmmuni cation devi ce; and 52 WD 2008/ 030759
préRieTrugaod niteliaasd prapedynsigier at i on nmanagenent engi ne

N W e
co B R8T 5L G0 TR RERIEIL SRALRS gt g e

coRpsRfheen the digital content distribution information
and the digital license 5 distribution information,
t he acongiuderahdebletmahahe2089 opnfigined toswreidigital content
consideration, provided via the sink comruni cation

disgabutéen indpamatiers {20y and shgitd disicpeidisirzbutioa indgrgration (207),
co n ni.c%i/\ﬁn td_ev&.c& U 9. iT ? Sy.st _%m acrc?r di nt%rtGO i
cl 't 4§ AWRAHETHIFRIDUEDR Y PiCOBPTRI fiafresying

R DG ooy A et o Bt ssion
besRsenes solgté eowpRImtdtivg @&wtd amberink(@hunkAtion device
determined to be proximate to the source portable communication device, and

the digital license distribution information comprising data regarding
distribution of a digital license to the sink communication device, the digital license
operative to grant a right, under the predetermined intellectual property right, to an
entity authorized to operate the sink communication device;

a digital content acquisition management engine (215) configured to process
the digital content distribution information;

a digital rights management engine (220) configured to process the digital

license distribution information and to arrange for distribution of the digital license

to the sink communication device; and
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a consideration management engine 224) responsive to the digital content
acquisition management engine and the digital rights management engine, the
consideration management engine configured to arrange for a consideration transfer
based on the digital content distribution information and the digital license
distribution information, the consideration transfer comprising one of consideration
provided via the sink communication device, and consideration received via the
source communication device.

19.  The system according to claim 18, wherein the system comprises a client-
side operating environment (500).
20.  The system according to claim 18, wherein the system comprises a server-

side operating environment (500).
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