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BACKGROUND OF THE INVENTION

Over the years, security has become of major importance. The number
of sites or regions in which surveillance is desired has increased. As the number
of sites has increased, so has the demand for the number of surveillance security
systems. In an environment in which surveillance of a large site or region is
desired, a conventional system typically monitors the activity within the site or
region using a variety of sensors including video, radar, RFID and access control.
The sensors are positioned throughout a site or region, and the sensors provide

event (or threat) information relating to the activity within the site or region. For
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There is therefore a need for a method and system that will overcome

the disadvantages of earlier systems.

SUMMARY OF THE INVENTION
A security system is disclosed in which several separate sites or regions

are connected over a network. A variety of sensors are available at each
networked site along with its own system and network, devices, computers and
sensors. The system includes an assembly of software components that run in a
distributed manner on the networked sites. The security system with these

software components makes all sensors visible in an integrated display from any
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at | 9a3L NG t& binbfifer SEYLEESF the invention, a security system comprises a
computer network, a plurality of managing modules each connected with the
computer network, and a plurality of sensors, each connected with a respective
managing module by a communication link other than the network. Each managing
module has a rules engine defining at least one action to be taken in reaction to an
output from one of the sensors. One of the managing modules receives a
transmission over the network from another of the managing modules acting as a
proxy server for a sensor attached thereto and displays on a display device thereof

data from the sensor.

According to still another aspect of the invention, a method of security

monitoring and management comprises providing a modular managing terminal
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Figure 1 shows security system 10 in accordance with a preferred

embodiment of the present invention. The security system includes an assembly
of software components that run in a distributed manner on a set of networked
“sites” or instances, each of which includes potentially its own system, network,
devices, computers and sensors. Generally, the security system is run by one or
more HAWK terminals, which are supported either on a PC computer with the
usual components, i.e., RAM, disk drive and other data storage devices, a mouse,
a keyboard and a monitor or a display, or else on a PDA, with the usual

connectivity and 1/0 alternatives thereof, and connected with the network.



with the systemof the present invention displaying

the capabilities and functionalities of the system
WOBDAMTEE DESCRI PTI ON OF THE PREFERRED EMBODI MENITUS2005/019681

Figure 1 shows security system 10 in accordance with a

preferred enbodi nent of the present invention. The
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for the device or devices on the network.

For example, a simple rule for a HAWK terminal might be “if motion
detector 1 senses motion, turn camera 2 to point in a preset direction”. Other rules
might be “if camera 2 transmits images, direct camera 2 to transmit its video to
digital video recorder 1 on the network for recording”. More complex rules,
including some that affect the display shown to the operator or administrator on the
screen of the HAWK terminal display device associated with the PC computer
supporting the HAWK terminal software and functionalities, may be created, such
as “if smoke detector 1 is activated and motion detector 1 has been triggered more

than three times in the last hour, and if it is after midnight on a weekend, then
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directly through the URLs of the recorder 23 or the sensor server 20.

Site 16 includes a variety of sensors of different types including a fence
sensor 28, an access control device 30, RFID sensor 31, video camera 33, and
video alarm device 35 all connected to HAWK terminal 19, that links them to the

network 22, and also provides a management functionality as shown in Fig. 2.
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remotely connected sensors and devices. The contents of the console and

attributes of the HAWK software components are described in detail below.

Security system 10 incorporating Hawk software components allows for
control, configuration and visualization of multiple sensors of all types across many
sites. For example, HAWK terminal 19 can have a rule that the video from sensor
33 is to be recorded on recorder 23. When video is available, the HAWK terminal
rule will cause the video to be sent to the server 18 and be recorded on recorder
23. It also allows monitoring and configuration of sensors from a single location.

The security system is designed to integrate a variety of sensors including alarm
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which sends a control signal to the alarming device if applicable.

This view also lets the operator view additional data related to the alarm
such as a video clip, photograph, report or other data about the alarm from the

alarming device.

Alarms are device events, and for each HAWK terminal in the system
that has set up a communication rule with the device indicating the alarm condition,
there is a rule in its rule engine for what action or actions if any are to be taken

responsive to the alarm, as discussed below in greater detail.
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can be viewed as a whole, .or the cogfs{oiﬁtu nt taI arns . i
glebe) 156 \eewing raselulioBs Anst i an Verah el taimaly oft s 1gFaghto provide
s%ﬁl 'Bthe%%an"ge%gﬂ%ﬂﬁsﬂaﬁlati MNAtdrAstivel n&Vightibm id po&dible over the
Ichsends a control signal to the alarmng device if
régiph.i UainigetheThicaise] dve alsep chptpan he appdatitude andpngitude at any

additional data related to .the alarm such. as ' :

heeslipg agswﬁf-%@mdarer Q@&PtC%F'”HPH%HT‘%rH}eé- iﬁ@uﬁofﬁﬂéh%@%‘”"eg the
¢ 1,Ng device. Alarns are device events,

f(g{?%%ﬂﬁqecgigﬂé WK terminal in the systemthat has set

up a communi cation rule with the device indicating the |

al ar Displaylof sensortlpeation; at their goerechpesiion with reggesdo the site.

for what action or actions if any are to be taken

responsiy ' i &8
s RPSAT o Sohi 2h3FER B SLaTa Lotk nepplen
interface into a database containing the

Animated display of sensor coverage on the ground and above the ground

for moving sensors

Animated display of alarms at their reported locations with graphical
indications of sensor type, priority and response status. Other graphical
attributes may be used to indicate additional attributes of the alarm.

Animated display of tracks from radar, video and other devices. The
includes the ability to show individual or fused tracks from external fusion

processors.

Display of connected devices at their appropriate locations. This display

may be animated if the devices are in motion.

Display of connected users at their location.



Alarnms. Alarnms can be searched by any attribute. C

Large area visualization This scene view displays a
w@ovbionese on of schematics, aerial/satellite PCT/US2005/019681

phot ographs, maps and 3D nodel s of arbitrarily large

regions (up to the entire globe) at varying

r esoDigplaynef sexlrithzanesari ety of formats. It is meant

to provide spatial context for a security

install ati . lnteractive navi i i j .

e Bl S och R SBAE A AR BB, ebeR 3Rk fainates as
| at i [4flederaAd IHyube @ ir@bit@%?ebiﬁ@db@@limtészoom in or

out In a continuous manner. This component provides

the followi ng functionality. Display of s

) LY nsor . ..
| ocafueny &f preeerties der éetltl%§h@we@wtgfapg%gebﬁ% Thig includes
site, . DLsplay . strength of
cove?lzil %i’ fjgg'ﬁ%%’i %g%?gg’k%%ﬁ%tzggga?és}gl ay of sensor
coverage on the ground and above the ground for noving
sensQonitdhiofederdort opldeviads alaslickingt thefire graphigalr trepeesentations.

pri o Sy Tilete SIFERG Hotegp u LS hgr Safiaasy pareors! BBntrol devices
attr t i nai ddi ti |
attr ?Eﬂtrgﬁo(@?ﬂ}{geﬁg}?ﬁﬁgn@%ﬁ&dfsp: ;Iyocr;? tracks

fromradar, video and other devices. The includes the

abi | Copfiguratioovefideviossdyatlicking theis graphieakrepresgntations.
Sxternal fusion processors. Display of connected

evi ce {. Lhai.r rQpriate | ocations. This display

may bemvkwﬁgz\é@ﬁmfdevi ces are in notion. D splay

of connected users at their |ocation.Display of
securi tyhigoes Qoatryl ¢d Vievatrealtirhy yideot stieamsl| ikcach stream is
and report accurate coordinafes as latit Qe and - .
dispiaylact ifleat 0N §6TR AWIBNRW; AN Paykieg; Gatel Tor padse and zoom. This
will be simple NxM Matrix of the different video feeds, where N possible video

sources will be seen in one of M windows on the screen.

E. Recorder controls

This provides playback, play-reverse, seek, pause, single step and other
controls of both Digital Video Recorders and Meta-data (Alarm) recorders. Data
recorders for radar and other sensors will also be controlled by this recorder.
Essentially this as a device control window for a recorder, and the result of clicking
or otherwise activating controls is that the HAWK terminal transmits a command
signal over the network to the recorder device directing the indicated action, and

receives streamed back over the network video being played back.

F. PTZ camera controls

This would contain controls to all the PTZ units that are connected to the

system. It provides the capability to configure presets, control pan tilt and zoom
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Query of properties for entities shown as a graphica

object. This includes al arns, devices, sensors, users,
wQowen712e4 c. Control of sensors or devices by CT/UKI008019681

their graphical representations. This includes alarm

devi ces, recordi ng devices, sensors, control devices
fmationsnana geh eups dounsi Whensaoamnandscﬂresenmd,i ther AWK terminal

of .devices by clicki their aphi c o
SPRF Al (BT LM HEnGE JBITORERE MoV orRriameters, o.g., direction or
z66RH feRb]. tThesetBnhitahd ttrdMsnYik§i6Rs aké @ARBr Ideaf fb e BARVK terminal,

is displayed in an on-screen w ndow and provi des

asonte ol, diter 1paanck sanidby degal cohnectian lingz osingbiverkNreKMremote as in

ol oy b B R SRR AR P o

t@ﬂ{ee@ad&esseﬁméi@ém@wmpl s This provides playback,
pl ay-reverse, seek, pause, single step and other

controls of both Di gltal Vi deo Recorders and Met a-data
(Al ar m) Gr MidgoAMatyix sy £0HlalSrs for radar and ot her

sensors will also be controll ed by this recorder.
Essent i Yol 4
o oS prhhs B aBfiRa oA FOboBkOMRY e (e Matrx swicher

treattwoudt idefine avhiat oided feetdbatouldh go litAfdka bankiohaionitors.
transmts a conmand signal over the network to the
recorde!r! gevi c!e ai recti n& Ithe i ndi cated action, and
recej vels=—5il 0 t he network vi deo being

pl ayed back. F. PTZ canera controls This would contain

cont r ol phikOisabh ihkgabiihve l\mh@@Ntlhathe”lﬂ-ﬁAWfﬂmﬁlﬁél tiat allows the
t he ;ﬁ/stem It provides the ca&gblllty to configure

teyminak o trapsmitalignals tei cantmph @xiesonk devcedmychrms $&k, Dy contact

cfo%ﬁgés oﬁ%%@lgﬁgzgﬁmm%%se%@nggp %}hgpgﬁ%gﬁél@ tﬂg are received
froad aeRicessover. gpacifit hacdware pterfaoe® besides tFEBGﬁwork interface. It

command transm ssions are either local to the
alser aloyes the HAWK terminal to generate signals or dry contact to interact with

devices that accept such inputs.

|. Rule Engine

The rule engine is at the heart of the security system with Hawk software
components. Each HAWK terminal has a rules engine defined by stored data that
tells the HAWK terminal what action to take in reaction to some event at a device in
the system. The rules engine various components to be connected in a dynamic
manner, and it manages and it brokers internal component connections and

communications in the site and throughout the network.

Events are dynamically bound to actions that respond to those events,
meaning that if an event occurs, the HAWK system will take an action prescribed

by the relevant rule. This enables the security system components to be developed
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as in e.g., site 16, and sent by | ocal connection

lines or network, or renote as in canera 24, in which
weawe/ 0t signal is sent via | P address from tPeT/BEaK5/019681

termnal to the I P address of the canmera 24. G

Video/ Matrix switcher controls This provides a
inglepehtently and grdrabeund tagetheratirundinge.\i fitulevengine also starts and

sw tcher that woul d define what, video .feeds uld go
STORESOMBAAIANTS BS FBAYIFeSH &) TepPOi& 1. e MEEIINSY Sn%nt rol s

This is an interactive window in the HAW term nal

that altsekhAtyt 8ysiend! suppoits athaTidliciggafupctionalities which are
control external” déevices such as TTL y contac
[

Dr
giviensas examplaser Haweyernit shew %@Q_’feldw@éﬂ- aypl ggheg_tﬁwgtionality that
el AnpefbidiBhogt Hiulhd Tt Kefiche VaMdRAG, tdized by the

s8bsity BybRws ist A180 IAVFated M thid inventiencTiad eulsiepgiriescan dynamically

dry Contact to interact with devices that accept q?]fgajh )
tienpomponentsrane i giefworheandl U gPYRN sbaiwade g, pr remote

ol ARG HHIEh SXERTUckBnk Yo B8/ buRsey component s.

nal- has a rul es”engi ne defined by
stored data that tells the HAWK term nal what action
t o t akeview Meaipuilatiort o sonme event at a device in the
system The rul es engi ne various conponents to be

ted | d ' d it '
br oker s MSRroBiR Oh SHD e (Bt (b ian et bochb.
conmuni cations in the site and throughout the network.

Events ar g;élyaBh§akd Yodkoatnbe boshiohi thasa chaiera éspointed.
to those events, neaning that if an event occurs, the

HAWK systemw || take an action prescrjbed by thﬁ
rel evant Alare tiiggereshisneointhehanga;rwhgn syser erficks on the alarm

cormponent $ otq? Jﬁstﬁ%ﬁ%.%éfﬂggsdkrﬂ?d%%%‘%@énﬁf?%ﬁ tﬁBeé]aHﬂqggation and

toget her at € engine al'so starts an
st ops conpeBATRLte it 4 paedefieddilevelesponse to energi ng

events.
PTZ Based Controls

Direct control of a PTZ view using GUI buttons

Map based PTZ control: a PTZ camera points in the direction of the

location clicked on the visualization view
Matrix Control

Camera selection for an output monitor

PTZ selection for an output monitor
Recorder Control

Pause

-12-



The security system supports the follow ng
functionalities which are given as exanpl es. However,
w0 pooslozbl be noted t hat any ot her functi onal i PET/URRDS/019681
results froma conbination of actions that can be
individually realized by the security systemis al so
enbraced Playt his invention. The rul e engine can
dynami cally tie conponents on the network, and route
events begween | ocal or renote conmponents which all ows
new f unct PEWal | ty to be realized. View Mnipul ation
Mouse controls or scrollbars for navigation over the
scene. _Vi Revetsenge to | ook at the position that a
canera is pointed. Alarmtriggered viewpoi nt change:
when user _clicks on the alarmicon, the rule causes
the view FaR@FCEVa%h the al arm | ocati on and zooms to
it to a predefined |level. PTZ Based Controls Direct
control of g ERever&v using GU buttons Map based PTZ
control: a PTZ canmera points in the direction of the
| ocation clicked on the visualization view Matri x
Control Caeek:slicer ever tmefand text enlryiieldfenrylépaste sime
sel ection for an output nonitor Recorder Control
Paus&ﬁ‘e%y Stop Reverse Frane Forward

Connection Rules: These define the assembly of components that
comprise the security system console. This could be different for
different sites of the security system. For instance the security system
on a PDA may only have an alarm view, but one on a PC may have
the alarm, device and visualization components. All of these views

are controlled by the rules of the individual HAWK terminal involved.

Configuration Rules: This allows a user to configure the system and
set device and visualization parameters. Generally this allows for
flexibility and also scalability of the system. It is not a complicated
matter to add a large number of new sensors, for example, using this
type of rule. In fact, the present system affords especially desirable
scalability, meaning increase in the size of the system, because the
HAWK terminals are modular and adapted to connect to the network
and to flexibly control any devices that the configuration rules for the
terminal devise. New devices added to the network can be accessed
by their IP addresses or URLs, or by any other method when the
appropriate rule for communication of the HAWK terminal to the

device is set up.
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Frame Reverse Seek: slider overtine and text entry

field for cut/paste tinme Rules Connection Rules: These
waledosne2she assenbly of conponents that conpriBEI/UB®05/019681

security system console. This could be different for

different sites of the security system For instance

t he secur BventyRBulem GettindPhdreditong yuleaviorarelaliemships between

view, but ope.on a PC may have t al ar devi ce an :

Vi Sual | 2aCPBPEDAIEAETES PR ot NE-e AW VafE Shd actions are

control | edefatdd fromunBAud anthissor@itivhe wré esMished or modified by

termnal involved. Configuration Rules: This allows a

user to ciig iupereThese syleseguigedthseruntiinne: §ehadior of the security
vi sual i zat,j on I ter.s. nerally this allows for
flexibili %y&gﬂﬁggﬁgsuitclﬁﬁgﬁﬁq‘?}e@kyof the system It is

not a conplicated natter to add a | arge nunber of new

sensor sRulesrcaexioanfdity intscate. Fbr exampee, ef rulelntight Pe “responsive to
fact, the present system affords _especially desirable

agpafiemhaetaciion seasphglarmc Fatateea iFT 4 erMeTa 0 epvarirespecific location”.
o ‘ .
AT YRR oK oo gt gl TR Sbyfins by @ sonsor

inopedseosersitivitieof sasotdimt an aeea’o of I'igpspansive to wvadalblervideo from a

the term nal devise. New deyjces added to the netwprk
CamiersAitRal dag BBCRoF 1ReTaCor ta 6 18SREES? TR Shange ftemperature

ifRYady fhe' raf@Ehf)l—?:omﬁ@ of DRIcRARIARS féttcﬁ vfcﬁ%ﬁcérﬂéras in the system”

communi cati on e"HAWK termnal to t device iIs
set up.Event Rules: Setting and editing rules for
rel at i daehenady batrweds tripgered &y avevent cirsdnae sodngitioé device with

h stem and. actions ar.e sel ected from nenys
iy EESEVanT SANK @MoBlls RS G Rt terrisyShReacton can be
aH§®ing \tﬁhﬁﬁﬁtﬁeulfeﬁﬁ;e%f' Wewlrde cortrol, i iBn&fdtA¥hO6r 8thdrt@pabilities of
securl
the HAW}%/ terminal acting as either a front-end interactive device or as a
controller/proxy /server connected with the network 22 and with the many devices

available thereon directly or through another associated HAWK terminal or locally.
User Roles

The HAWK security system supports two distinct user roles:
administrator and operator. Administrators configure the various devices into a site-
specific security solution. Operators use the system to monitor alarms and video
and control sensors and other devices in real-time. The user interface and
authorization for configuration and control is customized for the user. The security
system features single logon to the network for a user who must be authorized only

once.

The security system is the next step in situational awareness for security
at medium-to large-scale facilities. As tactical situations become more complex and

the number of sensors grows, security forces are increasingly challenged to quickly
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systemand result in functionality. Rules can be

fairly intricate. For exanple, a rule m ght be

wOe@sponsd ve to a notion detection sensor al arPCT/D8108%5/€19681

a PTZ canera to cover a specific location". Another

rule could be "responsive to a high nunber of radar

intetpret amﬁsemomd RneemrgmgthQ msecwMytsystémmphfres the task
in an. area onsj V‘fﬂ'[ag avail abl e video f

by HATS o ituive S RL EaR s thal PRERLY T (o ASSesSriERtbf the type,
lodefioR ] ecgﬂg dt rﬁlﬂﬂﬁl@%lbﬂh&e%"%\?@t & %té@fété@frﬁorﬁlﬂﬁlng for video,

rate o i ng of froma set of video caneras
radart laeceasssd:mﬂ'ol@edé?lﬁl] gqmapednfmlllmstrl ggered by an
event of sone sort with a device with which the

o kSR e g eegoines

vi ew ng, control, managenent or other capabilities of

Vlé],%lllz%tmmpwbemﬁelcﬂge %&eo@lrépb}ﬁc view rafrd stte(k), along with visual

“interactive device or as control |l er/ proxy, /serve
dispimeet iatpriationtapoul §?Wﬂ<‘09@t'%§d CW‘?’I@QPH@%@V“ Cond't'O”S
devi ces avail abl e thereon directly or through anot her

'ﬁﬁlﬁ& w SrShBHR 'thé’r lﬂe?étﬂiria}’ chhBRiedRc8Sof |ous Sensors,

secu systems pports two distinct user ro
lm&ndmgsﬂaltam Eardmepsrs aglarm rAdnitoring mmesramdcaiafmglptlens including

AT, N epaiaiD abe ofuey TR 6 e TrouhaRRZ) cameras,
V'é&%sén RSN St RNSRED 2 RASbcH M C@ﬁstérﬁs and matrix-

reaF e user I nterface and authorization for
swﬂnhe@urau on and control is custom zed for the user.
The security systemfeatures single I ogon to the

SIglaB; RePryPa BRI ATl HbERS ety zd SRffor information

GRS drif speeurity at nmediumto | arge-scale
facilities. As tactical situations beconme nore conpl ex

and the nunber of sensqrs grows, securltﬁ\{) forces are
e

Rules: d=gia dok systam bekaydor $ias anablgs Hewiispioedeting system function in
résepsoq]%%dwté’n ?ggr%;%ew 568h Sis AN 8IAEC Y ddréeR R such as a mouse

I'f1es
C|ICk or an internal system event, such as an operation completion.

As apparent from the diagram of Figure 1, the security system is
scalable and capable of supporting hundreds (and eventually thousands) of
sensors. Expansion simply requires the connection of the new devices to the
network with a discrete IP address ofr URL through which each can be
communicated with. Larger systems having LAN networks with numerous devices
can also be added by providing a HAWK terminal to act as a local proxy server
connecting the LAN to the network and the resources thereon, either through
HAWK terminals also acting as servers, or thorough servers linking devices directly

o the network.
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by creating an intuitive visual context that permts

the rapid assessnent of the type, |ocation and out put
wokooanrspl e al arnms, as well as integrated nonPCDUB29G5/019681

for video, radar, access control and RFID equi pped

facilities. The HAWK based security system provi des

the folThevdystne épebnsaduently edsiyiaxpardakie:and able to plug and play

Mul ti pl e- perspect.i ve ogr aphi,c _vj e a site(s),
neyy 6AEPRINEAS W @"l%lt dd%@ﬁ%& t%gﬁtﬁmo(#ﬁ?ﬁéﬂ' about sensor
| ocati ons, coverage and alarm conditions. Control:

Abi e PeSBreddingud! ditectéte toRaisddiarmits of the present invention,
characteristics of various sensors, includin

g: 1) :
othenand fartherembodina¢nts ofitbaiinwntieg maye Qﬁlﬂ'%ﬁqj é&'m‘)“t departing
ﬁﬁtbons includuﬁg a#arn1on/off; configuration and
fryR-the bastoFioPs e pan/ ti | t / zoom (PTZ) carmer as,
radars, access control systens, RFID and RF | ocation
systens and matri xswitchers. Storage: Recording and
retrieval of raw or processed/ anal yzed sensor
information (data) in tinme and space. Rules: Logic for
syst em behavi or that enables users to define system
function in response to an external event such as an
alarm a screen event such as a nouse click, or an
i nternal system event, such as an operation
conpl etion. As apparent fromthe diagram of Figure 1,
the security systemis scal abl e and capabl e of
supporting hundreds (and eventual |y thousands) of
sensors. Expansion sinply requires the connection of
the new devices to the network with a discrete IP
address ofr URL through which each can be communi cat ed
with. Larger systens having LAN networks wi th numerous
devi ces can al so be added by providing a HAWK term na
to act as a |l ocal proxy server connecting the LAN to
the network and the resources thereon, either through
HAWK term nals al so acting as servers, or thorough
servers |inking devices directly to the network. The
systemis consequently easily expandable and able to
pl ug and pl ay
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new conmponents w thout disruption to system operation.
Wiile the foregoing is directed to enbodi nents of the
w@e@sense nvent i on, other and further enbodi mneEPCEHUSH005/019681
the invention may be devised w thout departing from
the basic scope thereof.Wat is clainmed is: 1. A
Vet i claymey &t em conpri sing: a conputer network; a
plurality of sensors each connected to the conputer
Thet wOrSECHELYSYSERIBEATRISINEt wor k address and each

genegabhiditSenstivigkdata relating to a respective area;
a managi ng conponent connected with the network and
conmma miluratityrod seinsbrs éacts eorymctedio theceyppiteenebyork at a

t hroygh the associ at ed, net wor k address on net.wor, k
resachvo BeRGrR SeeEs A frcH BabeGinpaEbefliatp SHELEBIC =
re%g@gﬁ\r,@ére%qi d managi ng conponent having a display with

an interface screen showing to a user all the sensors

i n t Bananaging comppseshronrnrttethwithhe nedwerkeandhe@nghnicating

i ch th : . . .
o35 A For PR G NErd B IRAABRCadess on e
nERIrk @nldi precEsyimg BbASG! inftRmiatiof Recdivadfron shid &esgvss;

and having a rules engine storing rules therein, each

of sagpid managingsoMPANEsbbpYNe@ NEPlRYaWitb Andpigriace screen

S5 A b, Ao SRS SR8 i
thrbugle asiichothe (afer sainterderintaractiva in$tractierutol thy regsaging

of claim1 wherein the display shows a description of
caMpPepaRt on of each of the sensors. 3. The security

syst err : : > _
2oL S O IR B Bkt SO Ao NP6
sensors and having a rules engine storing rules therein, each of said rules being
associated with a respective device on said network, and causing the managing

computer to take an action in response to output from at least one of said devices.

2. The security system of claim 1 wherein the display shows a description of a

location of each of the sensors.

3. The security system of claim 1 wherein the display shows a coverage area

of each of the plurality of sensors.

4. The security system of claim 1 wherein the sensors each fransmit to the

managing component a signal indicative of a condition of said sensor.

5. The security system of claim 1 wherein the plurality of sensors includes at

least one camera, and said managing component directs said camera to transmit
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4. The security systemof claim1l wherein the sensors
each transmt to the managi ng conponent a signal
w0 pabsoz2fve of a condition of said sensor. 5. A¢EUS2005/019681
security systemof claim1l wherein the plurality of
sensors includes at |east one canera, and said
vitdeoaherafrarorp enrecordsir device easingcteshwith theynetwork so as to record
trqanarri vi deo therefromto a recorder device connected
SR HOPALECRor k so as to record said video thereon.
6. The security systemof claim1l wherein the
plurality of sensors includes a plurality of canera

[ S,
tone Jhessaauritaaystar efaiaig 4 whareindhe hiraliypleselsorancludes a

an.have _vi ew n t i ' i
AR Gl ng B ST Rl Tord el Pt SA R caficha that can
HeRd SAVAAD Ysremistersithefeef utlpstet) spitt mambging ¢drapenént sending a
The security systemof claimé V\h?r{g{% .said rran%gi n% h ;
conmand i saEeamensdocasa rdlyImet g thendewingparghgiers thereof.
adj ustnment of the view ng paraneters thereof in
response to a transm ssion from anot her sensor on the
Met Wiite sdourityeystenuofi dlgins gstresreiy, saidananagingerarnponend sends

{56 RapToAnd fo SR RoRSTAdP Caiiss P el R P Y B e hters
tﬁ&“eplf It %s@éﬁ%@% oftrrsRhiB3idn fitdn 'éfﬂbtﬁ“e@ ¥BhESH BF tide network.

configuril conmponent providing for a user to add a
sensor on the network to the plurality of sensors or

4.0 T Lo R0 Sl BGRB8 A4 By BB R i processes
tREVRIos Al GoliEaR S Riapsbthengd ésxior alsplaybythd iplay.

sensor i mati on under control of the managi ng
conmponent. 11. The security systemof claim1 wherein

he urality of sensors. | LS 1 PO

oo P bt S SARSEE it LRS00 o Biig component
FHREMCRAGI s addiZ sdivorvpche Hetweikstbetheqlurality of sehsors or to
wherei'n the managi ng conponent receives the alarm

spgiflaaR aspakel canamupigation Mathaset aid §6ASgEher at es a
list of the alarns

10.  The security system of claim 1 further comprising a component storing and

retrieving the sensor information under control of the managing component.

11.  The security system of claim 1 wherein the plurality of sensors includes
sensors that generate alarm signals in response to predetermined alarm

conditions.
12.  The security system of claim 11 wherein the managing component receives

the alarm signals transmitted over the network, and generates a list of the alarms

for the display device.
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for the display device.13. A security system
conprising: a conputer network; a plurality of
worawaging nodul es each nodul e connected wi th tPET/US2005/019681
conmputer network; a plurality of sensors, each
connected with a respective managi ng nodul e by a
18omiénsearritpaystenmkcampesinghan sai d network; each

managi n dul e, having a rul es engi ne defining at

| eas %ﬂ@p@@f PSWVQ%’ be taken in reaction to an out put

f r omoh\graity SPMENagMZINSduies eaeh madule anageted wittdtHeesomputer
receiving a transm ssion over the network from anot her

nefwsrki d managi ng nodul es acting as a proxy server for

35?%2&{!@@%@?@%0 geéa%ﬁwoco?\'ﬁ%cfgos\ﬁltﬁ%i H%gp%l\% ﬁ’x%ﬁb@tg module

fromsal d sensor. e secu y

b§¥p ESfiinicdtiwninkothbethansatdingtwork; of sai d managi ng
nodul es configures the sensor connecte

ot hereagh raanaging MRAug hﬁﬂag|%@?%@699@ﬁgqﬁwﬁnr§q§ta‘i§gsf one action to
b%oqgg?ﬂgn Hé%'ﬁgﬁ?otaﬁ:élﬂggt.f?ﬁh%n%t&eéai@geﬁ%r@; managi ng

as a serve e security systemof claim
13 whpieatfrsalchmapiagira) imodules reeeivingsa tnaobmiksiornaveiotheanetwork
plurality of video devic devi ces, acce

Rash enginel el seleLMaRpABOHNIeh BETa8 A8 B10) SET i or a sensor
a?nt%gtl%g tt%elrgﬁéﬁ%%fﬂéé}rnﬁ%ﬂh Bivhay dievidd her@dtatita rom said sensor.

ays | tion relating to a | ocation of
the sensor with the data fromthe sensor. 17. The

Bnecir D Soath i T W b g 13l D mosuies
ORI she SRAEEHF EdnriBUIEd Rith Raietheif @grRMABhaging modules by
conprising the steps of: providing a modul ar managi ng

trasvsmiittialg acoomensttheretn taronghwaidk otherhisal managing modules as a

server.

15.  The security system of claim 13 wherein the plurality of sensors includes
one of a plurality of video devices, radar devices, access control devices, RFID and

fence sensors.

16.  The security system of claim 13 wherein the managing module displays

information relating to a location of the sensor with the data from the sensor.

17.  The security system of claim 13 wherein the data from the sensor includes a

condition of the sensor.
18. A method of security monitoring and management comprising the steps of:

providing a modular managing terminal connected with a network to which
are connected a plurality of sensor devices each having a respective IP address;
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are connected a plurality of sensor devices each

havi ng a respective | P address;configuring for said
woremwagine t er mi nal comruni cati ons with the senBOF/US2005/019681

devi ces; receiving at said managi ng term nal

transm ssions from said sensor devices over the

net weonfiguriigrfoasaidmyanagisgiterninalsepmaumigiiioas avithuhesensor
Clengi ne having stored a respective rule for each of

QUFeS sensor devices, the rule for each device

det efddehling ateail tRanAdIAg 1EMEEENEaEidsiontdkeA sail sensor devices
action in response to a transnission fromthe

ovardbeingtwarkievi ce or takes an associated action in

response to sajd.Lr 1.SSi [ IhCE;

The” BBl 8 o FARRYRT IS SHURE Shdi¥ bfing Sored 2
respbe6ve FLIE Foreddheofisaid Benstrsdalicary tied rule feceadiodevies

sensor device to communicate with a recordi hg device

determining whethesdbe qaanaging madide Fkesdio aelion & TeseaRfs iy 2

d . [ ' t ' o
R PSSRl 8851, B4 s 1 response
todaid atathshaissigh o eaidi dedice di spl ay corresponding to

the transm ssi on of’ t he sensor device. 20. The net hod
of claim 18 and further conprising: adding additional

sensgp deyig ?ﬁetgag gfa? NG 1 Ef’ﬁ/h\%éiﬁ‘ sh aé’:ﬁiﬁ"@?iﬁ? s8lRted from the

confi guring sail itional sensor devices
isbstirigoof diveicting dhel seasarglavicentodedramunicate With a recording
rre_thz(g of ¢l aimlqz%Jg )@lner in the rules of said rules q
deyige fe recardbiritidata fom i S dey (CneaTif9 LB to
afiShkF S8nsérdevitietdRdjeta PhrathaleftiteréofRhdf dispIBFihg on a display
conprising displaying to a user on a display device of.
device ateaibinagagiegrterminahardigplay sprespanding it the trargmission of

t he senspr.devices are indicated, and
the sensor device.

20. The method of claim 18 and further comprising:
adding additional sensor devices in connection with the network; and
configuring said additional sensor devices for communication with said

managing module.

21.  The method of claim 18, wherein the rules of said rules engine controls the

transmissions from said sensory devices.

22. The method of claim 21 and further comprising

displaying to a user on a display device of said managing terminal a map
display wherein all of the sensor devices are indicated, and

receiving from a mouse of said managing terminal a click input identifying

one of said sensor devices;
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receiving froma nouse of said nmanaging termnal a
click input identifying one of said sensor devices;
waele@ploznzsng on sai d di splay device an interactP@BUS2005/019681
wi ndow wi th control comrand interfaces for said sensor
device; receiving a further click input related to
sai ddisplaying ohwaiddisplay device 3rinterastige wiadaow with control
outputting.a co nd over the network to said sensor
g iaélﬁ' TaGRBOFSAKGPSP" 8FYCH 22 wherein the sensor

devi f&ediving RIVBBE BlickGAPUT Rl Ated 16 BRI iRterBEtIN Wi fréh said
command transmtted causes the canera to reposition

mausel and24. The met hod of claim 18 wherei n one of the

tr anSLEG & olndind bHESnERERBr B Y SR SAERGrsig
termnal. 25. The nethod of claim 24 wherein the

managi ng term nal displays said stream ng video on a
23 spll g methiodsf qlzﬁgy%gwherem the sensor device is a movement controlled

camera and the control command transmitted causes the camera to reposition

itself.
24.  The method of claim 18 wherein one of the sensor devices is a video
camera, and the camera transmits streaming video therefrom to the managing

terminal.

25. The method of claim 24 wherein the managing terminal displays said

streaming video on a display monitor thereof.
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