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METHOD AND APPARATUS FOR DETECTING ON-DUTY STATE OF 

DRIVER, DEVICE, AND COMPUTER STORAGE MEDIUM 

 
 

CROSS-REFERENCE TO RELATED APPLICATIONS  

 
The present application claims priority to Chinese Patent Application No. 201910580618.2, 

filed with the Chinese Patent Office on June 28, 2019, and entitled "METHOD AND 

APPARATUS FOR DETECTING ON-DUTY STATE OF DRIVER, DEVICE, AND 

COMPUTER STORAGE MEDIUM", which is incorporated herein by reference in its entirety. 

 
 

TECHNICAL FIELD 

 
The present disclosure relates to the field of driving monitoring, and in particular, to a 

method and apparatus for detecting an on-duty state of a driver, an electronic device, and a 

computer storage medium. 

 
 

BACKGROUND 

 
In the related art, the functions of a driver monitoring system mainly include monitoring 

functions such as driver fatigue monitoring and dangerous driving behavior monitoring, can warn 

the driver according to a monitoring result, and can well improve the intelligent driving safety 

level and improve the driving safety of a vehicle. 

 
 

SUMMARY 

 
Embodiments of the present disclosure are expected to provide technical solutions of 

detecting an on-duty state of a driver. 

The embodiments of the present disclosure provide a method for detecting an on-duty state 

of a driver, including: 

determining that a vehicle-mounted image acquisition device is not blocked; 

extracting a face image from an image acquired by the vehicle-mounted image acquisition 

device when a vehicle is in a starting state, where the vehicle-mounted image acquisition device is 
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mounted on the vehicle and is at least configured to acquire an image of a driving position region 

of the vehicle; and 

in response to the case that no face image is extracted from the acquired image, 

determining that the driver is off duty. 

Optionally, the method further includes: 

in response to the case that a face image is extracted from the acquired image, determining 

whether the features of the face image extracted from the image match the features of a pre-stored 

face image of the driver; and 

in response to the case that the features of the face image extracted from the acquired image 

do not match the features of the pre-stored face image of the driver, determining that the driver is 

off duty. 

Optionally, in response to the case that the features of the face image extracted from the 

acquired image do not match the features of the pre-stored face image of the driver, determining 

that the driver is off duty includes: 

in response to the case that the face images extracted from the acquired image include a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and 

in response to the case that the features of the selected face image do not match the features 

of the pre-stored face image of the driver, determining that the driver is off duty. 

Optionally, the method further includes: 

in response to the case that the features of the face image extracted from the acquired image 

match the features of the pre-stored face image of the driver, determining that the driver is on duty. 

Optionally, in response to the case that the features of the face image extracted from the 

acquired image match the features of the pre-stored face image of the driver, determining that the 

driver is on duty includes: 

in response to the case that the face images extracted from the acquired image include a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and 

in response to the case that the features of the selected face image match the features of the 

pre-stored face image of the driver, determining that the driver is on duty. 

Optionally, the method further includes: 

in response to the case that a duration during which the driver is continuously off duty 

exceeds a first set duration, sending first warning information. 

Optionally, after sending the first warning information, the method further includes: 

after determining that the driver is on duty, stopping sending the first warning information. 
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Optionally, the method further includes: 

locally saving the image acquired by the vehicle-mounted image acquisition device when 

the driver is in an off-duty state, or uploading same to the cloud. 

Optionally, the face image of the driver is pre-stored by using the following operations: 

after authentication succeeds on a mobile terminal, uploading the face image of the driver 

to a cloud server by means of the mobile terminal and saving the face image in the cloud server; 

and 

after the face image of the driver saved in the cloud server and related to the vehicle is 

updated, sending, by the cloud server, the updated face image of the driver related to the vehicle to 

the vehicle after the vehicle establishes a connection with the cloud server. 

Optionally, the face image of the driver is pre-stored by using the following operations: 

in the case that the vehicle is in the starting state but does not travel, after the authentication 

succeeds, acquiring the face image of the driver by means of the vehicle-mounted image 

acquisition device and saving same. 

Optionally, determining that the vehicle-mounted image acquisition device is not blocked 

includes: 

determining, according to the image acquired by the vehicle-mounted image acquisition 

device when the vehicle is in the starting state, whether the vehicle-mounted image acquisition 

device is in a blocked state. 

Optionally, determining, according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, whether the vehicle-mounted image 

acquisition device is in the blocked state includes: 

determining the average brightness of the image according to the acquired image; and 

in response to a duration during which the average brightness of the image is less than a 

first brightness threshold being greater than or equal to a second set duration, or a duration during 

which the average brightness of the image is greater than a second brightness threshold being 

greater than or equal to the second set duration, determining that the vehicle-mounted image 

acquisition device is in the blocked state, where 

the first brightness threshold is less than the second brightness threshold. 

Optionally, determining, according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, whether the vehicle-mounted image 

acquisition device is in the blocked state further includes: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; and 



4 

in response to a duration during which the ratio of a foreground area of the acquired image 

to an effective area of the acquired image is greater than a set value being greater than or equal to a 

third set duration, determining that the vehicle-mounted image acquisition device is in the blocked 

state, where the foreground area represents the area of a foreground portion of the image 

recognized from the acquired image, and the effective area is preset and is less than or equal to the 

area of the acquired image. 

Optionally, determining, according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, whether the vehicle-mounted image 

acquisition device is in the blocked state further includes: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area of 

the acquired image is less than or equal to a set value, where the foreground area represents the 

area of a foreground portion of the image recognized from the acquired image, and the effective 

area is preset and is less than or equal to the area of the acquired image; and 

in response to a duration during which the number of contours in the acquired image is less 

than a set number being greater than or equal to a fourth set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, where the number of contours is 

the number of target contours obtained by performing contour detection on the acquired image. 

Optionally, determining, according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, whether the vehicle-mounted image 

acquisition device is in the blocked state further includes: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area of 

the acquired image is less than or equal to a set value, where the foreground area represents the 

area of a foreground portion of the image recognized from the acquired image, and the effective 

area is preset and is less than or equal to the area of the acquired image; and 

in response to the number of contours in the acquired image being greater than or equal to 

a set number, determining that the vehicle-mounted image acquisition device is in an unblocked 

state, where 

the number of contours is the number of target contours obtained by performing contour 

detection on the acquired image. 
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Optionally, the effective area of the acquired image is preset according to relative positions 

of the vehicle-mounted image acquisition device and a light supplementing lamp, and the light 

supplementing lamp is configured to supplement light for a region where the vehicle-mounted 

image acquisition device performs image acquisition. 

Optionally, the vehicle-mounted image acquisition device is an infrared camera. 

Optionally, in the case that the vehicle-mounted image acquisition device is determined to 

be in the blocked state, the method further includes: 

in response to a duration during which the vehicle-mounted image acquisition device is 

continuously in the blocked state being greater than a fifth set duration, sending second warning 

information. 

Optionally, after sending the second warning information, the method further includes: 

after determining that the vehicle-mounted image acquisition device is in the unblocked 

state, stopping sending the second warning information. 

Optionally, the starting state of the vehicle includes that the traveling speed of the vehicle is 

greater than a set speed. 

The embodiments of the present disclosure further provide an apparatus for detecting an 

on-duty state of a driver, including a first processing module, an extracting module, and a second 

processing module, where 

the first processing module is configured to determine that a vehicle-mounted image 

acquisition device is not blocked; 

the extracting module is configured to extract a face image from an image acquired by the 

vehicle-mounted image acquisition device when a vehicle is in a starting state, where the 

vehicle-mounted image acquisition device is mounted on the vehicle and is at least configured to 

acquire an image of the driving position region of the vehicle; and 

the second processing module is configured to: in response to the case that no face image is 

extracted from the acquired image, determine that the driver is off duty. 

Optionally, the second processing module is further configured to: in response to the case 

that a face image is extracted from the acquired image, determine whether the features of the face 

image extracted from the image match the features of a pre-stored face image of the driver; and in 

response to the case that the features of the face image extracted from the acquired image do not 

match the features of the pre-stored face image of the driver, determine that the driver is off duty. 

Optionally, the second processing module is configured to: in response to the case that the 

features of the face image extracted from the acquired image do not match the features of the 

pre-stored face image of the driver, determine that the driver is off duty, including: 

in response to the case that the face images extracted from the acquired image include a 
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plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and in response to the case that the features of the selected 

face image do not match the features of the pre-stored face image of the driver, determining that 

the driver is off duty. 

Optionally, the second processing module is further configured to: in response to the case 

that the features of the face image extracted from the acquired image match the features of the 

pre-stored face image of the driver, determine that the driver is on duty. 

Optionally, the second processing module is configured to: in response to the case that the 

features of the face image extracted from the acquired image match the features of the pre-stored 

face image of the driver, determine that the driver is on duty, including: 

in response to the case that the face images extracted from the acquired image include a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and in response to the case that the features of the selected 

face image match the features of the pre-stored face image of the driver, determining that the driver 

is on duty. 

Optionally, the second processing module is further configured to send, in response to the 

case that a duration during which the driver is continuously off duty exceeds a first set duration, 

first warning information. 

Optionally, the second processing module is further configured to stop sending the first 

warning information after sending the first warning information and after determining that the 

driver is on duty. 

Optionally, the second processing module is further configured to locally save the image 

acquired by the vehicle-mounted image acquisition device when the driver is in an off-duty state, 

or upload same to the cloud. 

Optionally, the first processing module is further configured to pre-store the face image of 

the driver by using the following operations: 

after authentication succeeds on a mobile terminal, uploading the face image of the driver 

to a cloud server by means of the mobile terminal and saving the face image in the cloud server; 

and 

after the face image of the driver saved in the cloud server and related to the vehicle is 

updated, sending, by the cloud server, the updated face image of the driver related to the vehicle to 

the vehicle after the vehicle establishes a connection with the cloud server. 

Optionally, the first processing module is further configured to pre-store the face image of 

the driver by using the following operations: 

in the case that the vehicle is in the starting state but does not travel, after the authentication 
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succeeds, acquiring the face image of the driver by means of the vehicle-mounted image 

acquisition device and saving same. 

Optionally, the first processing module is configured to determine that the 

vehicle-mounted image acquisition device is not blocked, including: determining, according to the 

image acquired by the vehicle-mounted image acquisition device when the vehicle is in the 

starting state, whether the vehicle-mounted image acquisition device is in a blocked state. 

Optionally, the first processing module is configured to determine, according to the image 

acquired by the vehicle-mounted image acquisition device when the vehicle is in the starting state, 

whether the vehicle-mounted image acquisition device is in the blocked state, including: 

determining the average brightness of the image according to the acquired image; and in response 

to a duration during which the average brightness of the image is less than a first brightness 

threshold being greater than or equal to a second set duration, or a duration during which the 

average brightness of the image is greater than a second brightness threshold being greater than or 

equal to the second set duration, determining that the vehicle-mounted image acquisition device is 

in the blocked state, where the first brightness threshold is less than the second brightness 

threshold. 

Optionally, the first processing module is configured to determine, according to the image 

acquired by the vehicle-mounted image acquisition device when the vehicle is in the starting state, 

whether the vehicle-mounted image acquisition device is in the blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; and 

in response to a duration during which the ratio of a foreground area of the acquired image 

to an effective area of the acquired image is greater than a set value being greater than or equal to a 

third set duration, determining that the vehicle-mounted image acquisition device is in the blocked 

state, where the foreground area represents the area of a foreground portion of the image 

recognized from the acquired image, and the effective area is preset and is less than or equal to the 

area of the acquired image. 

Optionally, the first processing module is configured to determine, according to the image 

acquired by the vehicle-mounted image acquisition device when the vehicle is in the starting state, 

whether the vehicle-mounted image acquisition device is in the blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area of 
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the acquired image is less than or equal to a set value, where the foreground area represents the 

area of a foreground portion of the image recognized from the acquired image, and the effective 

area is preset and is less than or equal to the area of the acquired image; and 

in response to a duration during which the number of contours in the acquired image is less 

than a set number being greater than or equal to a fourth set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, where the number of contours is 

the number of target contours obtained by performing contour detection on the acquired image. 

Optionally, the first processing module is configured to determine, according to the image 

acquired by the vehicle-mounted image acquisition device when the vehicle is in the starting state, 

whether the vehicle-mounted image acquisition device is in the blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the first 

brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area of 

the acquired image is less than or equal to a set value, where the foreground area represents the 

area of a foreground portion of the image recognized from the acquired image, and the effective 

area is preset and is less than or equal to the area of the acquired image; and 

in response to the number of contours in the acquired image being greater than or equal to 

a set number, determining that the vehicle-mounted image acquisition device is in an unblocked 

state, where 

the number of contours is the number of target contours obtained by performing contour 

detection on the acquired image. 

Optionally, the effective area of the acquired image is preset according to relative positions 

of the vehicle-mounted image acquisition device and a light supplementing lamp, and the light 

supplementing lamp is configured to supplement light for a region where the vehicle-mounted 

image acquisition device performs image acquisition. 

Optionally, the vehicle-mounted image acquisition device is an infrared camera. 

Optionally, the first processing module is further configured to send, in the case that the 

vehicle-mounted image acquisition device is determined to be in the blocked state, second warning 

information in response to a duration during which the vehicle-mounted image acquisition device 

is continuously in the blocked state being greater than a fifth set duration. 

Optionally, the first processing module is further configured to stop sending the second 

warning information after sending the second warning information and after determining that the 

vehicle-mounted image acquisition device is in the unblocked state. 

Optionally, the starting state of the vehicle includes that the traveling speed of the vehicle is 
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greater than a set speed. 

The embodiments of the present disclosure further provide an electronic device, including 

a processor and a memory configured to store a computer program runnable on the processor, 

where 

the processor is configured to execute, when the computer program is run, any foregoing 

method for detecting an on-duty state of a driver. 

The embodiments of the present disclosure further provide a computer storage medium 

having a computer program stored thereon. When the computer program is executed by a 

processor, any foregoing method for detecting an on-duty state of a driver is implemented. 

The embodiments of the present disclosure further provide a computer program product, 

which includes computer executable instructions, where when the computer executable 

instructions are executed, any method for detecting an on-duty state of a driver according to any 

one of the embodiments of the present disclosure can be implemented. 

In the method and apparatus for detecting am on-duty state of a driver, the electronic 

device, and the computer storage medium provided by the embodiments of the present disclosure, 

it is determined that the vehicle-mounted image acquisition device is not blocked; the face image 

is extracted from the image acquired by the vehicle-mounted image acquisition device when the 

vehicle is in the starting state; the vehicle-mounted image acquisition device is mounted on the 

vehicle and is at least configured to acquire the image of the driving position region of the vehicle; 

and in response to the case that no face image is extracted from the acquired image, it is 

determined that the driver is off duty. In this way, in the embodiments of the present disclosure, 

after determining that the vehicle-mounted image acquisition device is not blocked, the on-duty 

state of the driver can be determined by determining whether the image acquired by the 

vehicle-mounted image acquisition device includes a face image; and therefore, the influence on 

the on-duty state detection of the driver caused by the blocking of the vehicle-mounted image 

acquisition device can be reduced, and the accuracy and reliability of the on-duty state detection of 

the driver can be improved. 

It should be understood that the foregoing general descriptions and the following detailed 

descriptions are merely exemplary and explanatory, but are not intended to limit the present 

disclosure. 

 
 

BRIEF DESCRIPTION OF DRAWINGS 

 
The accompanying drawings herein are incorporated into the specification and constitute a 
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part of the specification. These accompanying drawings show embodiments that conform to the 

present disclosure, and are intended to describe the technical solutions in the present disclosure 

together with the specification. 

FIG. 1 is a flowchart of a method for detecting an on-duty state of a driver according to 

embodiments of the present disclosure. 

FIG. 2 is a schematic diagram of a component structure of an apparatus for detecting an 

on-duty state of a driver according to embodiments of the present disclosure. 

FIG. 3 is a schematic structural diagram of an electronic device according to embodiments 

of the present disclosure. 

 
 

DETAILED DESCRIPTION 

 
The present disclosure is further described in detail below with reference to the 

accompanying drawings and the embodiments. It should be understood that the embodiments 

provided herein are merely used for explaining the present disclosure, rather than defining the 

present disclosure. In addition, the embodiments provided below are some embodiments for 

implementing the present disclosure, but not all the embodiments for implementing the present 

disclosure. The technical solutions recited in the embodiments of the present disclosure can be 

implemented at any combination form without causing conflicts.  

It should be noted that in the embodiments of the present disclosure, the terms "include", 

"comprise", or any other variant thereof aim at covering non-exclusive "comprising", so that the 

method or apparatus including a series of elements not only includes the elements that are 

explicitly recited, but also includes other elements that are not explicitly listed, or also includes 

the elements inherent to the implementation of the method or the apparatus. In the case that there 

is no more limitations, the elements defined by a phrase "including one ..." does not exclude that 

there are other related elements in the method or apparatus which include the elements (for 

example, the operations in the method or the units in the apparatus; for example, the units can be 

some circuits, some processors, some programs or software, etc.).  

The term "and/or" herein only describes an association relation between associated 

objects, indicating that three relations may exist, for example, A and/or B may indicate three 

conditions, i.e., A exists separately, A and B exist simultaneously, and B exists separately. In 

addition, the term "at least one" herein indicates any one of multiple elements or any 

combination of at least two of multiple elements. For example, including at least one of A, B, or 

C may indicate including any one or more elements selected from a set consisting of A, B, and C. 
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For example, the method for detecting an on-duty state of a driver provided by the 

embodiments of the present disclosure includes a series of operations, but is not limited to the 

recited operations. Similarly, the apparatus for detecting an on-duty state of a driver provided by 

the embodiments of the present disclosure includes a series of modules, but is not limited to the 

explicitly recited modules, and may further include modules needing to be configured for 

obtaining related information or performing processing based on information.  

The embodiments of the present disclosure may be applied to a terminal, which may 

operate with numerous other general-purpose or special-purpose computing system 

environments or configurations. Herein, the terminal may be a vehicle-mounted terminal, a thin 

client, a thick client, handheld or laptop device, a microprocessor-based system, a set top box, a 

programmable consumer electronic, a network personal computer, a small computer system, and 

the like. 

The electronic devices such as the terminals may be described in the general context of 

computer system executable instructions (for example, program modules) executed by the 

computer systems. Generally, the program modules may include routines, programs, target 

programs, components, logics, data structures, and the like for performing specific tasks or 

implementing specific abstract data types. The computer systems/servers may be practiced in the 

distributed cloud computing environments in which tasks are performed by remote processing 

devices that are linked through a communications network. In the distributed computing 

environments, the program modules may be located in local or remote computing system storage 

media including storage devices.  

Based on the contents of the foregoing descriptions, a method and apparatus for detecting 

an on-duty state of a driver are provided in some embodiments of the present disclosure, and 

may be implemented in scenarios, such as a driver monitoring system and an intelligent vehicle 

cabin. 

FIG. 1 is a flowchart of a method for detecting an on-duty state of a driver according to 

embodiments of the present disclosure. As shown in FIG. 1, the flow may include the following 

operations. 

At operation 101, it is determined that a vehicle-mounted image acquisition device is not 

blocked. The blocking of the vehicle-mounted image acquisition device means that more than 

75% of the visual field of the vehicle-mounted image acquisition device is blocked with 

materials having different life. 

Herein, the vehicle-mounted image acquisition device may be a camera. Optionally, the 

vehicle-mounted image acquisition device may be an infrared camera, and thus may acquire 

image data in the vehicle at night or in other dark cases. 
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In practical applications, whether the vehicle-mounted image acquisition device is in a 

blocked state may be determined according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in a starting state Exemplarily, whether the 

vehicle-mounted image acquisition device is blocked may be determined according to the feature 

information of the image acquired by the vehicle-mounted image acquisition device. 

As one implementation, the feature information of the acquired image may include at 

least one of the following: average brightness, a ratio of a foreground area of the acquired image 

to an effective area, and the number of contours in the image. Herein, the average brightness of 

the image represents the average brightness of the entire image; the foreground area of the image 

represents the area of a foreground portion of the image recognized from the acquired image; the 

effective area of the image is preset and is less than or equal to the area of the acquired image; or 

the number of contours in the image is the number of target contours obtained by performing 

target recognition on the acquired image. 

In practical applications, the foreground portion and a background portion of the mage 

may be separated by using multiple methods. Exemplarily, the foreground portion and the 

background portion of the image may be separated by using a dynamic threshold segmentation 

method. Specifically, for a process of separating the foreground portion and the background 

portion of the image by using the dynamic threshold segmentation method, different gray 

thresholds can be set for different regions of the image; and for pixel points in the image, by 

comparing the gray values of the pixel points with a corresponding gray threshold, it can be 

determined that the pixel points are foreground points or background points, and thus, the 

foreground portion and the background portion of the image can be determined. 

In practical applications, target detection and recognition may be performed on the image 

by using a contour detection method to obtain target contours, and thus, the number of the target 

contours can be determined. For example, after performing contour detection on the image, five 

target contours such as a vehicle seat and a human body can be obtained, and thus the number of 

contours in the image is 5. The embodiments of the present disclosure do not define the contour 

detection method. 

Optionally, the effective area of the acquired image may be preset according to relative 

positions of the vehicle-mounted image acquisition device and a light supplementing lamp, and 

the light supplementing lamp is configured to supplement light for a region where the 

vehicle-mounted image acquisition device performs image acquisition. If the image acquisition 

device is an infrared camera, the light supplementing lamp is an infrared light supplementing 

lamp. In a specific example, when the light supplementing lamps are uniformly distributed 

around a lens of the image acquisition device, i.e., when supplemental light is uniformly 
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distributed on the entire acquired image, the effective area of the image may be the area of the 

entire acquired image; and when the supplemental light is mainly distributed at the center of the 

acquired image, the effective area may be determined as the area of a circle taking a short side of 

an acquired image frame as the diameter. 

In practical applications, after acquiring the image, the vehicle-mounted image 

acquisition device may transmit the acquired image to a device such as a processor for further 

processing. The vehicle-mounted image acquisition device may acquire images in real time to 

obtain multiple continuously acquired images. For example, the vehicle-mounted image 

acquisition device may acquire images every N seconds, and N may be preset. 

At operation 102, a face image is extracted from an image acquired by the 

vehicle-mounted image acquisition device when the vehicle is in the starting state, where the 

vehicle-mounted image acquisition device is mounted on the vehicle and is at least configured to 

acquire an image of a driving position region of the vehicle. 

The starting state of the vehicle means a state when the vehicle is ignited and after the 

ignition and before a vehicle engine is turned off. 

In practical applications, the vehicle-mounted image acquisition device may be mounted 

toward the driving position region, so that when there is a person in the driving position, the 

image of the person in the driving position can be captured. Exemplarily, the starting state of the 

vehicle includes that the traveling speed of the vehicle is greater than a set speed, and the set 

speed can be set according to actual requirements. For example, the set speed may be 1km/h or 

any other speed value. In practical applications, the face image may be extracted from the 

acquired image by using a face recognition technique. The embodiments of the present 

disclosure do not limit the type of the face recognition technique, for example, a face recognition 

technique based on depth learning can be utilized. 

At operation 103, in response to the case that no face image is extracted from the 

acquired image, it is determined that the driver is off duty. 

In the embodiments of the present disclosure, the driver being off duty means a state that 

a preset driver is not in the driving position or there is no person in the driving position. When no 

face image is extracted from the acquired image, it can be directly determined that there is no 

person in the driving position, and thus, it can be determined that the driver is off duty. 

In practical application, operations 101 to 103 may be implemented based on a processor, 

etc. in the apparatus for detecting an off-duty of a driver. The processor may be at least one of an 

Application Specific Integrated Circuit (ASIC), a Digital Signal Processor (DSP), a Digital 

Signal Processing Device (DSPD), a Programmable Logic Device (PLD), a Field Programmable 

Gate Array (FPGA), a Central Processing Unit (CPU), a controller, a microcontroller, or a 
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microprocessor. It can be understood that: for different apparatuses for detecting an off-duty of a 

driver, an electronic device configured to implement the functions of the foregoing processor 

may also be others, and not specific limitation is made in the embodiments of the present 

disclosure. 

In the process of actually using a driver monitoring system, due to reasons such as the 

dislike of being monitored, some drivers block a monitoring camera by using some objects such 

as clothes, a paper cup, and an adhesive tape, resulting in the failure of the monitoring system 

and the inability to accurately determine the on-duty state of the driver. 

Moreover, in the embodiments of the present disclosure, after determining that the 

vehicle-mounted image acquisition device is not blocked, the on-duty state of the driver may be 

determined by determining whether the image acquired by the vehicle-mounted image 

acquisition device includes a face image; and therefore, the influence on the on-duty state 

detection of the driver caused by the blocking of the vehicle-mounted image acquisition device 

can be reduced, and the accuracy and reliability of the on-duty state detection of the driver can 

be improved. Furthermore, if a face image is extracted from the acquired image, whether the 

features of the face image extracted from the image match the features of a pre-stored face image 

of the driver may be determined; and in response to the case that the features of the face image 

extracted from the acquired image do not match the features of the pre-stored face image of the 

driver, it can be determined that the driver is off duty. 

Optionally, in response to the case that the features of the face image extracted from the 

acquired image match the features of the pre-stored face image of the driver, it can be determined 

that the driver is on duty. 

In practical applications, the face image of the driver may be pre-stored by means of 

driver registration.  

Optionally, the face image of the driver may be pre-stored by using the following 

operations: after authentication succeeds on a mobile terminal, uploading the face image of the 

driver to a cloud server by means of the mobile terminal and saving the face image in the cloud 

server; and after the face image of the driver saved in the cloud server and related to the vehicle 

is updated, sending, by the cloud server, the updated face image of the driver related to the 

vehicle to the vehicle after the vehicle establishes a connection with the cloud server. Specifically, 

driver registration may be performed in the cloud server by means of an application (APP) 

installed on the mobile terminal, and when performing driver registration by means of the mobile 

terminal, the face image of the driver is uploaded to the cloud server by means of the mobile 

terminal. Herein, the driver registration may be performed in the cloud server when the vehicle is 

not started; and the driver registration may also be performed in the cloud server when the 
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vehicle is started but does not travel. 

Optionally, the face image of the driver is pre-stored by means of the following 

operations: in the case that the vehicle is started but does not travel, after the authentication 

succeeds, acquiring the face image of the driver by means of the vehicle-mounted image 

acquisition device and saving same. 

In the embodiments of the present disclosure, accurate detection of whether the driver is 

off duty or on duty may be implemented by determining whether the face image in the acquired 

image matches the pre-stored face image of the driver. The matching detection of the face image 

avoids the unsafety of the vehicle or unsafe driving caused by only detecting whether there is a 

person in the driving position when an unrelated person or a person having no driving 

qualification is in the driving position. It can be seen that, in the embodiments of the present 

disclosure, the face image of the driver who should be on duty may be obtained in advance, and 

then the on-duty state of the driver who should be on duty is determined by determining whether 

the currently extracted face image matches the pre-stored face image of the driver who should be 

on duty, thereby further improving driving safety. 

In the embodiments of the present disclosure, the face image in the acquired image may 

include one face image, and may also include a plurality of face images; when there are a 

plurality of face images in the acquired image, for each face image in the acquired image, an 

image region where each face image is located may be determined; for example, one face image 

in the acquired image may be located in the driving position region of the acquired image, and 

may also be located in a non-driving position region of the acquired image; and the driving 

position region of the image may be preset, for example, the driving position region of the image 

may be the left half portion of the image. 

As one implementation, when the face images extracted from the acquired image include 

a plurality of face images, a face image in the driving position region in the acquired image may 

be selected from the plurality of face images; and in response to the case that the features of the 

selected face image do not match the features of the pre-stored face image of the driver, it is 

determined that the driver is off duty. 

Optionally, in response to the case that the features of the selected face image match the 

features of the pre-stored face image of the driver, it is determined that the driver is on duty. 

It can be seen that, in the embodiments of the present disclosure, for the selected face 

image of the driving position region in the image, subsequent feature matching determination of 

the face image may be performed, so that whether the person currently appearing in the driving 

position region is the driver who should be on duty may be determined, thereby further 

improving the accuracy of the on-duty state detection of the driver. 
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As one implementation, a duration during which the driver is continuously off duty may 

be determined by determining in real time whether the features of the face image in the acquired 

image match those of the pre-stored face image of the driver. 

That is, in a plurality continuously acquired image frames, for each acquired image frame, 

whether the features of the face image match those of the pre-stored face image of the driver may 

be determined; when a plurality of continuous determination results are mismatching, the 

duration during which the driver is continuously off duty may be determined according to the 

acquisition duration of the plurality of image frames; for example, for the plurality of image 

frames that are acquired within 1 minute, if the determination results all are mismatching, then it 

can be determined that the duration during which the driver is continuously off duty at least is 1 

minute. 

Furthermore, whether the duration during which the driver is continuously off duty 

exceeds a first set duration is determined; when the duration during which the driver is 

continuously off duty exceeds the first set duration (i.e., greater than or equal to the first set 

duration), first warning information is sent; and when the duration during which the driver is 

continuously off duty does not exceed the first set duration, the duration during which the driver 

is continuously off duty may be continued to be calculated. 

Herein, the first set duration may be preset according to an actual application scenario; 

for example, the first set duration may be 2 seconds. The form of the first warning information 

includes, but is not limited to: sound warning information, light-emitting warning information, 

vibration warning information and the like. 

Furthermore, after the first warning information is sent, if it is determined that the driver 

is on duty, the sending of the first warning information is stopped. In this way, processing can be 

flexibly performed on the first warning information according to the change of the on-duty state 

of the driver, so as to better satisfy the actual requirements. 

Furthermore, after the first warning information is sent, the first warning information 

may be locally saved to facilitate subsequent query; and after the first warning information is 

sent, the first warning information may also be uploaded to the cloud to facilitate notifying a 

remote monitoring person. 

Optionally, the image acquired by the vehicle-mounted image acquisition device when 

the driver is in an off-duty state may also be locally saved or uploaded to the cloud to facilitate 

subsequent analysis. 

For the implementation of determining whether the vehicle-mounted image acquisition 

device is in the blocked state according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, exemplarily, the average brightness of 
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the acquired image may be determined according to the acquired image; if a duration during 

which the average brightness of the acquired image is less than a first brightness threshold is 

greater than or equal to a second set duration, or if a duration during which the average 

brightness of the acquired image is greater than a second brightness threshold is greater than or 

equal to the second set duration, it can be determined that the vehicle-mounted image acquisition 

device is in the blocked state; herein, the first brightness threshold is less than the second 

brightness threshold. 

Optionally, if it is determined that the average brightness of the acquired image is greater 

than or equal to the first brightness threshold, and is less than or equal to the second brightness 

threshold, the ratio of the foreground area of the acquired image to the effective area of the 

acquired image may be determined; and if a duration during which the ratio of the foreground 

area of the acquired image to the effective area of the acquired image is greater than a set value 

is greater than or equal to a third set duration, it can be determined that the vehicle-mounted 

image acquisition device is in the blocked state. 

In a specific example, when a blocked area (the foreground area) is defined to be greater 

than 75% of the effective area of the entire image, it is considered that the vehicle-mounted 

image acquisition device (such as an infrared camera) is blocked. 

Optionally, if it is determined that the average brightness of the acquired image is greater 

than or equal to the first brightness threshold, and is less than or equal to the second brightness 

threshold, and it is determined that the ratio of the foreground area of the acquired image to the 

effective area of the acquired image is less than or equal to the set value, the number of contours 

in the acquired image may be determined; if a duration during which the number of contours in 

the acquired image is less than a set number is greater than or equal to a fourth set duration, it 

can be determined that the vehicle-mounted image acquisition device is in the blocked state; and 

if the number of contours in the acquired image is greater than or equal to the set number, it can 

be determined that the vehicle-mounted image acquisition image is in an unblocked state. 

In the embodiments of the present disclosure, the first brightness threshold, the second 

brightness threshold, the set value, and the set number all may be preset according to actual 

application scenarios, for example, the value range of the set value may be from 65% to 85%, 

and the value range of the set number may be from 8 to 12. The second set duration, the third set 

duration, and the fourth set duration all may be preset according to actual application scenarios; 

the second set duration, the third set duration, and the fourth set duration may be identical or 

different pairwise. In one example, the value ranges of the second set duration, the third set 

duration, and the fourth set duration all may be from 4 to 7 seconds. 

Furthermore, from the moment when it is determined that the vehicle-mounted image 
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acquisition device is not blocked, timing is started to obtain a duration during which the 

vehicle-mounted image acquisition device is blocked; whether the duration during which the 

vehicle-mounted image acquisition device is blocked exceeds a fifth set duration (i.e., greater 

than or equal to the fifth set duration) is determined; if the duration during which the 

vehicle-mounted image acquisition device is blocked exceeds the fifth set duration, second 

warning information may be sent; and if the duration during which the vehicle-mounted image 

acquisition device is blocked does not exceed the fifth set duration, the timing is continued so as 

to continue to obtain the duration during which the vehicle-mounted image acquisition device is 

blocked. 

Herein, the fifth set duration may be preset according to an actual application scenario; 

and the fifth set duration may be the same as or different from the first set duration. For example, 

the fifth set duration may be 5 seconds. The form of the second warning information includes, 

but is not limited to: sound warning information, light-emitting warning information, vibration 

warning information and the like. 

Furthermore, after the second warning information is sent, if it is determined that the 

vehicle-mounted image acquisition device is in the unblocked state, the sending of the second 

warning information is stopped. In this way, whether to send the second warning information can 

be flexible decided according to whether the vehicle-mounted image acquisition device is 

blocked, which is more in line with actual requirements. 

Furthermore, after the second warning information is sent, the second warning 

information may be locally saved to facilitate subsequent query; and after the second warning 

information is sent, the second warning information may also be uploaded to the cloud to 

facilitate notifying the remote monitoring person. 

In practical applications, if the image acquisition device is an infrared camera, it is 

required to consider the characteristics of the infrared camera; if the driver blocks all infrared 

light supplementing lamps by means of an adhesive tape and the like, the foreground area is not 

necessarily greater than 75%, and in this case, it is required to determine, by means of the 

average brightness of the image, whether the infrared camera is blocked. For example, whether 

the average brightness of the image is less than the first brightness threshold is determined; if the 

average brightness of the image is less than the first brightness threshold or greater than the 

second brightness threshold, timing is started; if the duration reaches 5 seconds, it is considered 

that the infrared camera is blocked; if the average brightness of the image is greater than or equal 

to the first brightness threshold and is less than or equal to the second brightness threshold, the 

segmentation of the foreground portion and the background portion of the image is started 

according to the dynamic threshold segmentation method; if the foreground area is greater than 
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75% of the effective area, timing is started; if the duration reaches 5 seconds, it is considered that 

the infrared camera is blocked; if the foreground area is not greater than 75% of the effective 

area, the number of contours in the image is obtained by means of contour detection; if the 

number of contours is less than 10 and the duration reaches 5 seconds, it is considered that the 

infrared camera is blocked; and if the number of contours is not less than 10, it may be 

considered that the infrared camera is not blocked. 

As one implementation, if it is detected that the infrared camera is blocked and the 

duration exceeds the fifth set duration, the second warning information is sent; for example, the 

second warning information may be a speech warning, i.e., "please do not block the camera". If 

it is detected that the driver is off duty and the duration during which the driver is continuously 

off duty exceeds the first set duration, the first warning information is sent; for example, the first 

warning information may be a speech warning, i.e., "please return to the driving position". 

A person skilled in the art can understand that, in the foregoing methods of the specific 

implementations, the writing order of the operations does not imply a strict execution order 

which constitutes any limitation to the implementation process, and the specific execution order 

of the operations should be determined by functions and possible internal logics thereof. 

On the basis of the method for detecting an on-duty state of a driver provided by the 

foregoing embodiments, the embodiments of the present disclosure provide an apparatus for 

detecting an on-duty state of a driver. 

FIG. 2 is a schematic diagram of a component structure of an apparatus for detecting an 

on-duty state of a driver according to embodiments of the present disclosure. As shown in FIG. 2, 

the apparatus includes a first processing module 201, an extracting module 202, and a second 

processing module 203, where 

the first processing module 201 is configured to determine that a vehicle-mounted image 

acquisition device is not blocked; 

the extracting module 202 is configured to extract a face image from an image acquired 

by the vehicle-mounted image acquisition device when a vehicle is in a starting state, where the 

vehicle-mounted image acquisition device is mounted on the vehicle and is at least configured to 

acquire an image of the driving position region of the vehicle; and 

the second processing module 203 is configured to: in response to the case that no face 

image is extracted from the acquired image, determine that a driver is off duty. 

In one implementation, the second processing module 203 is further configured to: in 

response to the case that a face image is extracted from the acquired image, determine whether 

the features of the face image extracted from the image match the features of a pre-stored face 

image of the driver; and in response to the case that the features of the face image extracted from 
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the acquired image do not match the features of the pre-stored face image of the driver, 

determine that the driver is off duty. 

In one implementation, the second processing module 203 is configured to: in response to 

the case that the features of the face image extracted from the acquired image do not match the 

features of the pre-stored face image of the driver, determine that the driver is off duty, including: 

in response to the case that the face images extracted from the acquired image include a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and in response to the case that the features of the selected 

face image do not match the features of the pre-stored face image of the driver, determining that 

the driver is off duty. 

In one implementation, the second processing module 203 is further configured to: in 

response to the case that the features of the face image extracted from the acquired image match 

the features of the pre-stored face image of the driver, determine that the driver is on duty. 

In one implementation, the second processing module 203 is configured to: in response to 

the case that the features of the face image extracted from the acquired image match the features 

of the pre-stored face image of the driver, determine that the driver is on duty, including: in 

response to the case that the face images extracted from the acquired image include a plurality of 

face images, selecting, from the plurality of face images, a face image in the driving position 

region in the acquired image; and in response to the case that the features of the selected face 

image match the features of the pre-stored face image of the driver, determining that the driver is 

on duty. 

In one implementation, the second processing module 203 is further configured to send, 

in response to the case that a duration during which the driver is continuously off duty exceeds a 

first set duration, first warning information. 

In one implementation, the second processing module 203 is further configured to stop 

sending the first warning information after sending the first warning information and after 

determining that the driver is on duty. 

In one implementation, the second processing module 203 is further configured to locally 

save the image acquired by the vehicle-mounted image acquisition device when the driver is in 

an off-duty state, or upload same to the cloud. 

In one implementation, the first processing module 201 is further configured to pre-store 

the face image of the driver by using the following operations: after authentication succeeds on a 

mobile terminal, uploading the face image of the driver to a cloud server by means of the mobile 

terminal and saving the face image in the cloud server; and after the face image of the driver 

saved in the cloud server and related to the vehicle is updated, sending, by the cloud server, the 
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updated face image of the driver related to the vehicle to the vehicle after the vehicle establishes 

a connection with the cloud server. 

In one implementation, the first processing module 201 is further configured to pre-store 

the face image of the driver by using the following operations: 

in the case that the vehicle is in the starting state but does not travel, after the 

authentication succeeds, acquiring the face image of the driver by means of the vehicle-mounted 

image acquisition device and saving same. 

In one implementation, the first processing module 201 is configured to determine that 

the vehicle-mounted image acquisition device is not blocked, including: determining, according 

to the image acquired by the vehicle-mounted image acquisition device when the vehicle is in the 

starting state, whether the vehicle-mounted image acquisition device is in a blocked state. 

In one implementation, the first processing module 201 is configured to determine, 

according to the image acquired by the vehicle-mounted image acquisition device when the 

vehicle is in the starting state, whether the vehicle-mounted image acquisition device is in the 

blocked state, including: determining the average brightness of the image according to the 

acquired image; and in response to a duration during which the average brightness of the image 

is less than a first brightness threshold being greater than or equal to a second set duration, or a 

duration during which the average brightness of the image is greater than a second brightness 

threshold being greater than or equal to the second set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, where the first brightness 

threshold is less than the second brightness threshold. 

In one implementation, the first processing module 201 is configured to determine, 

according to the image acquired by the vehicle-mounted image acquisition device when the 

vehicle is in the starting state, whether the vehicle-mounted image acquisition device is in the 

blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the 

first brightness threshold is less than the second brightness threshold; and 

in response to a duration during which the ratio of a foreground area of the acquired 

image to an effective area of the acquired image is greater than a set value being greater than or 

equal to a third set duration, determining that the vehicle-mounted image acquisition device is in 

the blocked state, where the foreground area represents the area of a foreground portion of the 

image recognized from the acquired image, and the effective area is preset and is less than or 

equal to the area of the acquired image. 

In one implementation, the first processing module 201 is configured to determine, 
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according to the image acquired by the vehicle-mounted image acquisition device when the 

vehicle is in the starting state, whether the vehicle-mounted image acquisition device is in the 

blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the 

first brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area 

of the acquired image is less than or equal to a set value, where the foreground area represents 

the area of a foreground portion of the image recognized from the acquired image, and the 

effective area is preset and is less than or equal to the area of the acquired image; and 

in response to a duration during which the number of contours in the acquired image is 

less than a set number being greater than or equal to a fourth set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, where the number of contours 

is the number of target contours obtained by performing contour detection on the acquired 

image. 

In one implementation, the first processing module 201 is configured to determine, 

according to the image acquired by the vehicle-mounted image acquisition device when the 

vehicle is in the starting state, whether the vehicle-mounted image acquisition device is in the 

blocked state, further including: 

determining that the average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, where the 

first brightness threshold is less than the second brightness threshold; 

determining that the ratio of a foreground area of the acquired image to an effective area 

of the acquired image is less than or equal to a set value, where the foreground area represents 

the area of a foreground portion of the image recognized from the acquired image, and the 

effective area is preset and is less than or equal to the area of the acquired image; and 

in response to the number of contours in the acquired image being greater than or equal 

to a set number, determining that the vehicle-mounted image acquisition device is in an 

unblocked state, where 

the number of contours is the number of target contours obtained by performing contour 

detection on the acquired image. 

In one implementation, the effective area of the acquired image is preset according to 

relative positions of the vehicle-mounted image acquisition device and a light supplementing 

lamp, and the light supplementing lamp is configured to supplement light for a region where the 

vehicle-mounted image acquisition device performs image acquisition. 
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In one implementation, the vehicle-mounted image acquisition device is an infrared 

camera. 

In one implementation, the first processing module 203 is further configured to send, in 

the case that the vehicle-mounted image acquisition device is determined to be in the blocked 

state, second warning information in response a duration during which the vehicle-mounted 

image acquisition device is continuously in the blocked state being greater than a fifth set 

duration. 

In one implementation, the first processing module 203 is further configured to stop 

sending the second warning information after sending the second warning information and after 

determining that the vehicle-mounted image acquisition device is in the unblocked state. 

In one implementation, the starting state of the vehicle includes that the traveling speed 

of the vehicle is greater than the set speed. 

In practical applications, the first processing module 201, the extracting module 202, and 

the second processing module 203 may be all implemented by a processor located in an 

electronic device, and the processor may be at least one of an ASIC, a DSP, a DSPD, a PLD, an 

FPGA, a CPU, a controller, a microcontroller, or a microprocessor. 

In addition, functional units in the embodiments may be integrated into one processing 

unit, or each of the units may exist alone physically, or two or more units may be integrated into 

one unit. The integrated unit may be implemented in the form of hardware, or may also be 

implemented in the form of a software functional unit. 

When the integrated unit is implemented in the form of the software functional unit and 

sold or used as an independent product, the integrated unit may be stored in one computer 

readable storage medium. Based on such an understanding, the technical solutions of the present 

disclosure essentially, or some of the technical solutions contributing to the prior art, or all or 

some of the technical solutions may be embodied in the form of a software product. The 

computer software product is stored in one storage medium and includes several instructions so 

that one computer device (which may be a personal computer, a server, a network device, and the 

like) or a processor implements all or some of the operations of the method in the embodiments. 

Moreover, the preceding storage medium includes: various media capable of storing program 

codes, such as a USB flash drive, a mobile hard disk drive, a Read-only Memory (ROM), a 

Random Access Memory (RAM), a floppy disk, and an optical disc. 

Specifically, the computer program instruction corresponding to the method for detecting 

an on-duty state of a driver in the embodiments may be stored in the storage medium, such as an 

optical disk, a hard disk drive, and a USB flash drive. When the computer program instruction 

corresponding to the method for detecting an on-duty state of a driver in the storage medium is 
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read or implemented by one electronic device, any one method for detecting an on-duty state of a 

driver of the foregoing embodiments is implemented. 

Based on the same technical concept of the foregoing embodiments, with reference to 

FIG. 3 which shows an electronic device 30 provided by the embodiments of the present 

disclosure, the electronic device may include a memory 31 and a processor 32, where the 

memory 31 is configured to store a computer program and data, and the processor 32 is 

configured to execute the computer program stored in the memory to implement the method for 

detecting an on-duty state of a driver of the foregoing embodiments. 

In practical applications, the foregoing memory 31 may be a volatile memory such as an 

RAM, or a non-volatile memory such as an ROM, a flash memory, a Hard Disk Drive (HDD) or 

a Solid-State Drive (SSD), or a combination of the foregoing various memories, and provides 

instructions and data for the processor 32. The foregoing processor 32 may be at least one of an 

ASIC, a DSP, a DSPD, a PLD, a FPGA, a CPU, a controller, a microcontroller, or a 

microprocessor. It can be understood that for different devices, the electronic device configured 

to implement the functions of the foregoing processor may also be other device, and no specific 

limitation is made in the embodiments of the present disclosure. 

The embodiments of the present disclosure further provide a computer storage medium 

having a computer program stored thereon. When the computer program is executed by a 

processor, the any method for detecting an on-duty state of a driver recited in the embodiments 

of the present disclosure is implemented. 

The embodiments of the present disclosure further provide a computer program product, 

which includes computer executable instructions, where when the computer executable 

instructions are executed, the method for detecting an on-duty state of a driver according to any 

one of the embodiments of the present disclosure can be implemented. 

In some embodiments, functions possessed by or modules included in the apparatus 

provided in the embodiments of the present disclosure may be configured to implement the 

method described in the foregoing method embodiments. For specific implementations thereof, 

reference may be made to descriptions of the foregoing method embodiments. For brevity, 

details are not described herein again. The descriptions of the embodiments in the present 

application trend to emphasize differences between the embodiments, and for the same or similar 

parts in the embodiments, reference may be made to each other. For brevity, details are not 

described herein again. The methods disclosed in the method embodiments provided by the 

present application can be arbitrarily combined without causing conflicts so as to obtain a new 

method embodiment. The features disclosed in the product embodiments provided by the present 

application can be arbitrarily combined without causing conflicts so as to obtain a new product 



25 

embodiment. The features disclosed in the method or device embodiments provided by the 

present application can be arbitrarily combined without causing conflicts so as to obtain a new 

method or device embodiment. 

By means of the description of the foregoing implementations, a person skilled in the art 

can clearly know that the method of the foregoing embodiments can be implemented by software 

and a necessary general-purpose hardware platform, and also can be implemented by the 

hardware, but in many cases, the former is a better embodiment. Based on such an understanding, 

the technical solutions of the present disclosure or some of the technical solutions contributing to 

the prior art may be essentially embodied in the form of a software product. The computer 

software product is stored in one storage medium (such as a ROM/RAM, a floppy disk, and an 

optical disk) and includes several instructions for enabling one terminal (which may be a mobile 

phone, a computer, a server, an air conditioner, a network device, or the like) implements the 

method in the embodiments of the present disclosure.  

The embodiments of the present disclosure are described above with reference to the 

accompanying drawings, but the present disclosure is not limited to the foregoing detailed 

description. The foregoing detailed description is only schematic but not restrictive. Under the 

motivation of the present disclosure, a person skilled in the art can make many forms without 

departing from the purpose of the present disclosure and the scopes of protection of the claims, 

and these all fall within the scope of protection of the present disclosure. 
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CLAIMS 

 

1. A method for detecting an on-duty state of a driver, comprising: 

determining that a vehicle-mounted image acquisition device is not blocked; 

extracting a face image from an image acquired by the vehicle-mounted image 

acquisition device when a vehicle is in a starting state, wherein the vehicle-mounted image 

acquisition device is mounted on the vehicle and is at least configured to acquire an image of a 

driving position region of the vehicle; and 

in response to the case that no face image is extracted from the acquired image, 

determining that the driver is off duty. 

 

2. The method according to claim 1, further comprising: 

in response to the case that a face image is extracted from the acquired image, 

determining whether the features of the face image extracted from the image match the features 

of a pre-stored face image of the driver; and 

in response to the case that the features of the face image extracted from the acquired 

image do not match the features of the pre-stored face image of the driver, determining that the 

driver is off duty. 

 

3. The method according to claim 2, wherein in response to the case that the features of the face 

image extracted from the acquired image does not match the features of the pre-stored face 

image of the driver, determining that the driver is off duty comprises: 

in response to the case that the face images extracted from the acquired image comprise a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and 

in response to the case that the features of the selected face image do not match the 

features of the pre-stored face image of the driver, determining that the driver is off duty. 

 

4. The method according to claim 2 or 3, further comprising: 
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in response to the case that the features of the face image extracted from the 

acquired image match the features of the pre-stored face image of the driver, determining 

that the driver is on duty. 

 

5. The method according to claim 4, wherein in response to the case that the features of the face 

image extracted from the acquired image match the features of the pre-stored face image of the 

driver, determining that the driver is on duty comprises: 

in response to the case that the face images extracted from the acquired image 

comprise a plurality of face images, selecting, from the plurality of face images, a face 

image in the driving position region in the acquired image; and 

in response to the case that the features of the selected face image match the 

features of the pre-stored face image of the driver, determining that the driver is on duty. 

 

6. The method according to any one of claims 1 to 5, further comprising: 

in response to the case that a duration during which the driver is continuously off 

duty exceeds a first set duration, sending first warning information. 

 

7. The method according to claim 6, wherein after sending the first warning information, the 

method further comprises: 

after determining that the driver is on duty, stopping sending the first warning 

information. 

 

8. The method according to any one of claims 1 to 7, further comprising: 

locally saving the image acquired by the vehicle-mounted image acquisition 

device when the driver is in an off-duty state, or uploading same to the cloud. 

 

9. The method according to any one of claims 2 to 7, wherein the face image of the driver is 

pre-stored by using the following operations: 

after authentication succeeds on a mobile terminal, uploading the face image of 

the driver to a cloud server by means of the mobile terminal and saving the face image in 

the cloud server; and 
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after the face image of the driver saved in the cloud server and related to the vehicle is 

updated, sending, by the cloud server, the updated face image of the driver related to the vehicle 

to the vehicle after the vehicle establishes a connection with the cloud server. 

 

10. The method according to any one of claims 2 to 7, wherein the face image of the driver is 

pre-stored by using the following operations: 

in the case that the vehicle is in the starting state but does not travel, after the 

authentication succeeds, acquiring the face image of the driver by means of the vehicle-mounted 

image acquisition device and saving same. 

 

11. The method according to any one of claims 1 to 10, wherein determining that the 

vehicle-mounted image acquisition device is not blocked comprises: 

determining, according to the image acquired by the vehicle-mounted image acquisition 

device when the vehicle is in the starting state, whether the vehicle-mounted image acquisition 

device is in a blocked state. 

 

12. The method according to claim 11, wherein determining, according to the image acquired by 

the vehicle-mounted image acquisition device when the vehicle is in the starting state, whether 

the vehicle-mounted image acquisition device is in the blocked state comprises: 

determining an average brightness of the image according to the acquired image; and 

in response to a duration during which the average brightness of the image is less than a 

first brightness threshold being greater than or equal to a second set duration, or a duration 

during which the average brightness of the image is greater than a second brightness threshold 

being greater than or equal to the second set duration, determining that the vehicle-mounted 

image acquisition device is in the blocked state, wherein 

the first brightness threshold is less than the second brightness threshold. 

 

13. The method according to claim 11, wherein determining, according to the image acquired by 

the vehicle-mounted image acquisition device when the vehicle is in the starting state, whether 

the vehicle-mounted image acquisition device is in the blocked state further comprises: 

determining that an average brightness of the acquired image is greater than or equal to a 
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first brightness threshold, and is less than or equal to a second brightness threshold, 

wherein the first brightness threshold is less than the second brightness threshold; and 

in response to a duration during which a ratio of a foreground area of the acquired 

image to an effective area of the acquired image is greater than a set value being greater 

than or equal to a third set duration, determining that the vehicle-mounted image 

acquisition device is in the blocked state, wherein the foreground area represents an area 

of a foreground portion of an image recognized from the acquired image, and the 

effective area is preset and is less than or equal to an area of the acquired image. 

 

14. The method according to claim 11, wherein determining, according to the image acquired by 

the vehicle-mounted image acquisition device when the vehicle is in the starting state, whether 

the vehicle-mounted image acquisition device is in the blocked state further comprises: 

determining that an average brightness of the acquired image is greater than or 

equal to a first brightness threshold, and is less than or equal to a second brightness 

threshold, wherein the first brightness threshold is less than the second brightness 

threshold; 

determining that a ratio of a foreground area of the acquired image to an effective 

area of the acquired image is less than or equal to a set value, wherein the foreground 

area represents an area of a foreground portion of an image recognized from the acquired 

image, and the effective area is preset and is less than or equal to an area of the acquired 

image; and 

in response to a duration during which a number of contours in the acquired 

image is less than a set number being greater than or equal to a fourth set duration, 

determining that the vehicle-mounted image acquisition device is in the blocked state, 

wherein the number of contours is a number of target contours obtained by performing 

contour detection on the acquired image. 

 

15. The method according to claim 11, wherein determining, according to the image acquired by 

the vehicle-mounted image acquisition device when the vehicle is in the starting state, whether 

the vehicle-mounted image acquisition device is in the blocked state further comprises: 

determining that an average brightness of the acquired image is greater than or 
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equal to a first brightness threshold, and is less than or equal to a second brightness threshold, 

wherein the first brightness threshold is less than the second brightness threshold; 

determining that a ratio of a foreground area of the acquired image to an effective area of 

the acquired image is less than or equal to a set value, wherein the foreground area represents an 

area of a foreground portion of an image recognized from the acquired image, and the effective 

area is preset and is less than or equal to an area of the acquired image; and 

in response to a number of contours in the acquired image being greater than or equal to a 

set number, determining that the vehicle-mounted image acquisition device is in an unblocked 

state, wherein 

the number of contours is a number of target contours obtained by performing contour 

detection on the acquired image. 

 

16. The method according to any one of claims 13 to 15, wherein the effective area of the 

acquired image is preset according to relative positions of the vehicle-mounted image acquisition 

device and a light supplementing lamp, and the light supplementing lamp is configured to 

supplement light for a region where the vehicle-mounted image acquisition device performs 

image acquisition. 

 

17. The method according to any one of claims 1 to 16, wherein the vehicle-mounted image 

acquisition device is an infrared camera. 

18. The method according to any one of claims 11 to 17, wherein in the case that the 

vehicle-mounted image acquisition device is determined to be in the blocked state, the method 

further comprises: 

in response to a duration during which the vehicle-mounted image acquisition device is 

continuously in the blocked state being greater than a fifth set duration, sending second warning 

information. 

 

19. The method according to claim 18, wherein after sending the second warning information, 

the method further comprises: 

after determining that the vehicle-mounted image acquisition device is in the unblocked 

state, stopping sending the second warning information. 
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20. The method according to any one of claims 1 to 19, wherein the starting state of the vehicle 

comprises that a traveling speed of the vehicle is greater than a set speed. 

 

21. An apparatus for detecting an on-duty state of a driver, comprising a first processing module, 

an extracting module, and a second processing module, wherein 

the first processing module is configured to determine that a vehicle-mounted 

image acquisition device is not blocked; 

the extracting module is configured to extract a face image from an image 

acquired by the vehicle-mounted image acquisition device when a vehicle is in a starting 

state, wherein the vehicle-mounted image acquisition device is mounted on the vehicle 

and is at least configured to acquire an image of the driving position region of the 

vehicle; and 

the second processing module is configured to: in response to the case that no 

face image is extracted from the acquired image, determine that the driver is off duty. 

 

22. The apparatus according to claim 21, wherein the second processing module is further 

configured to: 

in response to the case that a face image is extracted from the acquired image, 

determine whether the features of the face image extracted from the image match the 

features of a pre-stored face image of the driver; and 

in response to the case that the features of the face image extracted from the 

acquired image do not match the features of the pre-stored face image of the driver, 

determine that the driver is off duty. 

 

23. The method according to claim 22, wherein the second processing module is configured to: 

in response to the case that the features of the face image extracted from the acquired image do 

not match the features of the pre-stored face image of the driver, determine that the driver is off 

duty, comprising: 

in response to the case that the face images extracted from the acquired image 

comprise a plurality of face images, selecting, from the plurality of face images, a face 
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image in the driving position region in the acquired image; and in response to the case that the 

features of the selected face image do not match the features of the pre-stored face image of the 

driver, determining that the driver is off duty. 

 

24. The apparatus according to claim 22 or 23, wherein the second processing module is further 

configured to: 

in response to the case that the features of the face image extracted from the acquired 

image match the features of the pre-stored face image of the driver, determine that the driver is 

on duty. 

 

25. The apparatus according to claim 24, wherein the second processing module is configured to: 

in response to the case that the features of the face image extracted from the acquired image 

match the features of the pre-stored face image of the driver, determine that the driver is on duty, 

comprising: 

in response to the case that the face images extracted from the acquired image comprise a 

plurality of face images, selecting, from the plurality of face images, a face image in the driving 

position region in the acquired image; and in response to the case that the features of the selected 

face image match the features of the pre-stored face image of the driver, determining that the 

driver is on duty. 

 

26. The apparatus according to any one of claims 21 to 25, wherein the second processing 

module is further configured to send, in response to the case that a duration during which the 

driver is continuously off duty exceeds a first set duration, first warning information. 

 

27. The apparatus according to claim 26, wherein the second processing module is further 

configured to stop sending the first warning information after sending the first warning 

information and after determining that the driver is on duty. 

 

28. The apparatus according to any one of claims 21 to 27, wherein the second processing 

module is further configured to locally save the image acquired by the vehicle-mounted image 

acquisition device when the driver is in an off-duty state, or upload same to the cloud. 
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29. The apparatus according to any one of claims 22 to 27, wherein the first processing module is 

further configured to pre-store the face image of the driver by using the following operations: 

after authentication succeeds on a mobile terminal, uploading the face image of 

the driver to a cloud server by means of the mobile terminal and saving the face image in 

the cloud server; and 

after the face image of the driver saved in the cloud server and related to the 

vehicle is updated, sending, by the cloud server, the updated face image of the driver 

related to the vehicle to the vehicle after the vehicle establishes a connection with the 

cloud server. 

 

30. The apparatus according to any one of claims 22 to 27, wherein the first processing module is 

further configured to pre-store the face image of the driver by using the following operations: 

in the case that the vehicle is in the starting state but does not travel, after the 

authentication succeeds, acquiring the face image of the driver by means of the 

vehicle-mounted image acquisition device and saving same. 

 

31. The apparatus according to any one of claims 21 to 30, wherein the first processing module is 

configured to determine that the vehicle-mounted image acquisition device is not blocked, 

comprising: 

determining, according to the image acquired by the vehicle-mounted image 

acquisition device when the vehicle is in the starting state, whether the vehicle-mounted 

image acquisition device is in a blocked state. 

 

32. The apparatus according to claim 31, wherein the first processing module is configured to 

determine, according to the image acquired by the vehicle-mounted image acquisition device 

when the vehicle is in the starting state, whether the vehicle-mounted image acquisition device is 

in the blocked state, comprising: 

determining an average brightness of the image according to the acquired image; 

and in response to a duration during which the average brightness of the image is less 

than a first brightness threshold being greater than or equal to a second set duration, or a 
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duration during which the average brightness of the image is greater than a second brightness 

threshold being greater than or equal to the second set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, wherein the first brightness 

threshold is less than the second brightness threshold. 

 

33. The apparatus according to claim 31, wherein the first processing module is configured to 

determine, according to the image acquired by the vehicle-mounted image acquisition device 

when the vehicle is in the starting state, whether the vehicle-mounted image acquisition device is 

in the blocked state, further comprising: 

determining that an average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, wherein the 

first brightness threshold is less than the second brightness threshold; and 

in response to a duration during which a ratio of a foreground area of the acquired image 

to an effective area of the acquired image is greater than a set value being greater than or equal to 

a third set duration, determining that the vehicle-mounted image acquisition device is in the 

blocked state, wherein the foreground area represents an area of a foreground portion of an 

image recognized from the acquired image, and the effective area is preset and is less than or 

equal to an area of the acquired image. 

 

34. The apparatus according to claim 31, wherein the first processing module is configured to 

determine, according to the image acquired by the vehicle-mounted image acquisition device 

when the vehicle is in the starting state, whether the vehicle-mounted image acquisition device is 

in the blocked state, further comprising: 

determining that an average brightness of the acquired image is greater than or equal to a 

first brightness threshold, and is less than or equal to a second brightness threshold, wherein the 

first brightness threshold is less than the second brightness threshold; 

determining that a ratio of a foreground area of the acquired image to an effective area of 

the acquired image is less than or equal to a set value, wherein the foreground area represents an 

area of a foreground portion of an image recognized from the acquired image, and the effective 

area is preset and is less than or equal to an area of the acquired image; and 

in response to a duration during which a number of contours in the acquired image is less 
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than a set number being greater than or equal to a fourth set duration, determining that the 

vehicle-mounted image acquisition device is in the blocked state, wherein the number of 

contours is a number of target contours obtained by performing contour detection on the 

acquired image. 

 

35. The apparatus according to claim 31, wherein the first processing module is configured to 

determine, according to the image acquired by the vehicle-mounted image acquisition device 

when the vehicle is in the starting state, whether the vehicle-mounted image acquisition device is 

in the blocked state, further comprising: 

determining that an average brightness of the acquired image is greater than or 

equal to a first brightness threshold, and is less than or equal to a second brightness 

threshold, wherein the first brightness threshold is less than the second brightness 

threshold; 

determining that a ratio of a foreground area of the acquired image to an effective 

area of the acquired image is less than or equal to a set value, wherein the foreground 

area represents an area of a foreground portion of an image recognized from the acquired 

image, and the effective area is preset and is less than or equal to the area of an acquired 

image; and 

in response to a number of contours in the acquired image being greater than or 

equal to a set number, determining that the vehicle-mounted image acquisition device is 

in an unblocked state, wherein 

the number of contours is a number of target contours obtained by performing 

contour detection on the acquired image. 

 

36. The apparatus according to any one of claims 33 to 35, wherein the effective area of the 

acquired image is preset according to relative positions of the vehicle-mounted image acquisition 

device and a light supplementing lamp, and the light supplementing lamp is configured to 

supplement light for a region where the vehicle-mounted image acquisition device performs 

image acquisition. 

 

37. The apparatus according to any one of claims 21 to 36, wherein the vehicle-mounted image 
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acquisition device is an infrared camera. 

 

38. The apparatus according to claims 31 to 37, wherein the first processing module is further 

configured to send, in the case that the vehicle-mounted image acquisition device is determined 

to be in the blocked state, second warning information in response to a duration during which the 

vehicle-mounted image acquisition device is continuously in the blocked state being greater than 

a fifth set duration. 

 

39. The apparatus according to claim 38, wherein the first processing module is further 

configured to stop sending the second warning information after sending the second warning 

information and after determining that the vehicle-mounted image acquisition device is in the 

unblocked state. 

 

40. The apparatus according to any one of claims 21 to 39, wherein the starting state of the 

vehicle comprises that a traveling speed of the vehicle is greater than a set speed. 

 

41. An electronic device, comprising a processor and a memory configured to store a computer 

program runnable on the processor, wherein 

the processor is configured to execute, when the computer program is run, the method 

according to any one of claims 1 to 20. 

 

42. A computer storage medium having a computer program stored thereon, wherein when the 

computer program is executed by a processor, the method according to any one of claims 1 to 20 

is implemented. 

 

43. A computer program product, wherein the computer program product comprises computer 

executable instructions; and after the computer executable instructions are executed, the method 

according to any one of claims 1 to 20 can be implemented. 

 


