10

15

20

25

Description
Title of Invention:
LOG ANALYSIS DEVICE, UNAUTHORIZED ACCESS AUDITING SYSTEM,

LOG ANALYSIS PROGRAM, AND LOG ANALYSIS METHOD

Technical Field

[0001] The present invention relates to, in an information system, an art to analyze and
audit an access log to a business server.

Background Art

[0002] In an auditing system using a log, a method has been mainly used, in which an
access log is compared with an authority of a user himself, thereby checking whether or
not there is an access or an operation to resource beyond the authority of the user.
However, even if it is the operation within the authority of the user himself, the
operation at an inappropriate timing (for instance, changing a module when a correction
module and so on is not updated) is possible. Therefore, there is a problem that it is
difficult to detect a malicious crime or an erroneous operation at the time of checking.
[0003] To solve the problem, Patent Literature 1 discussed below discloses a method
to analyze and audit a log using a usage application workflow and an access log.
Citation List

Patent Literature

[0004] Patent Literature 1: JP2009-75940A

Summary of Invention

Technical Problem

[0005] In the conventional auditing system, since the auditing is carried out using a

usage application log and an access log, it is impossible to detect an access between



10

15

20

25

business servers, data of which does not remain in the usage application log or an access
by an external perpetrator Within an applied period of use. Therefore, there is a
problem that an improper access cannot be correctly detected.

[0006] The present invention aims to provide a device which properly detects an
unauthorized access to the business server.

Solution to Problem

[0007]  According to the present invention, a log analysis device includes:

a log collection part to collect an application log from an application log
retention device retaining the application log in which a plurality of application records
to apply for an access to a server device to be accessed is recorded,

to collect an operation log from an access relay device which retains the
plurality of application records notified from the application log retention device,
receives a log-in to access the server device to be accessed from an access device,
determines whether the application record corresponding to the log-in exists, if the
application record exists, relays an access from the access device to the server device to
be accessed, and as well records access status to the server device to be accessed by the
access device as an operation record in the operation log, and

to collect an access log from the server device to be accessed which records
accessed status as an access record in the access log; and

a determination part to determine, based on the application log, the operation
log, and the access log collected by the log collection part, whether or not the accessed
status recorded as the access record is an authorized access.

Advantageous Effects of Invention
[0008] The present invention enables to provide a device which properly detects an

unauthorized access to the business server.
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Brief Description of Drawings
fO009] Fig. 1 is a diagram of a first embodiment; and is a configuration diagram of an
unauthorized access auditing system 1001,

Fig. 2 is a diagram of the first embodiment; and is a configuration diagram of a
WF server 200, and the like.

Fig. 3 is a diagram of the first embodiment; and is a flowchart illustrating a
changing operation to a business server 600 by an operator Y.

Fig. 4 is a sequenced diagram of Fig. 3.

Fig. 5 is a diagram of the first embodiment; and illustrates contents of
application information 401.

Fig. 6 is a diagram of the first embodiment; and illustrates a specific example
of the application information 401.

Fig. 7 is a diagram of the first embodiment; and illustrates contents of an
application log 211.

Fig. 8 is a diagram of the first embodiment; and illustrates a specific example
of the application log 211.

Fig. 9 is a diagram of the first embodiment; and illustrates contents of an
operation log 511.

Fig. 10 is a diagram of the first embodiment; and illustrates a specific example
of the operation log 511.

Fig. 11 is a diagram of the first embodiment; and illustrates contents of an
access log 611,

Fig. 12 is a diagram of the first embodiment; and illustrates a specific example
of the access log 611.

Fig. 13 is a diagram of the first embodiment; and illustrates a flow of a



10

15

20

25

checking operation.

Fig. 14 is a first half of a sequenced diagram of Fig. 13.

Fig. 15 is a latter half of a sequenced diagram of Fig. 13.

Fig. 16 1s a diagram of the first embodiment; and illustrates correspondence
between a type of access and a log.

Fig. 17 is a diagram of a second embodiment; and is a configuration diagram of
an unauthorized access auditing system 1002,

Fig. 18 is a diagram of the second embodiment; and is a sequence diagram
corresponding to Fig. 4.

Fig. 19 is a diagram of the second embodiment; and illustrates correspondence
between a type of access and a log.

Fig. 20 is a diagram of a third embodiment; and illustrates a determination
method at the time of éutor_natic extension.

Fig. 21 is a diagram of a fourth embodiment; and illustrates an example of an
external appearance of the log analysis server 100.

Fig. 22 is a diagram of the fourth embodiment; and illustrates an example of a
hardware configuration of the log analysis server 100.
Description of Embodiments
[0010] Embodiment 1.

With reference to Figs. 1 to 16, an unauthorized access auditing system 1001 of
a first embodiment will be explained.

Fig. 1 illustrates a configuration of the unauthorized access auditing system
1001 to audit an improper access using a privileged ID.
[0011] The unauthorized access auditing system 1001 is provided with a log analysis

server 100 (log analysis device), an operation application workflow server 200
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{application log retention device), a manager terminal device 300, an operator terminal
device 400 (access device), an ID usage control part 500 (access relay device), a
business server device 600 (server device to be accessed), and a user terminal device
700. Here, the ID usage control part 500 may be included in the operation application
workflow server 200.
[0012] Hereinafter, the operation application workflow server 200 is described as a
WF server 200, the manager terminal device 300 as a manager terminal 300, the
operator terminal device 400 as an operator terminal 400, the ID usage control part 500
as an ID control part 500, the business server device 600 as a business server 600, and
the user terminal device 700 as a user terminal 700.
[0013] In the unauthorized access auditing system 1001, the log analysis server 100,
the WF server 200, the manager terminal 300, the operator terminal 400, and the ID
control part 500 are connected to a business network 800. The business server 600 is
connected to the ID control part 500 via a management network 810. The user
terminal 700 is connected to the business server 600 via a service network 820. A user
transmits a request from the user terminal 700 via the service network 820 to a business
application of the business server 600.
[0014] (log analysis server 100)

The log analysis server 100 is provided with a log collection part 110, a log
information management part 120, and a log analysis part 130 (determination part).
(1) The log collection part 110 collects a usage application log 211 (an application
log 211, hereinafter), an operation log 511, and an access log 611 respectively from the
WF server 200, the ID control part 500, and the business server 600.
(2) The log information management part 120 stores log information such as the

application log 211 collected by the log collection part 110.
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(3) The log analysis part 130 receives the log information stored by the log
information management part 120 as an input and analyzes correspondence relationship
of records (discussed later) recorded in each log. Through this analysis, the log
analysis part 130 determines whether or not the access to the business server 600 is an
Improper access, and outputs a determination result,
[0015] (a) to (f) of Fig. 2 illustrate the configuration of the WF server 200, the
manager terminal 300, the operator terminal 400, the ID control part 500, the business
server 600, and the user terminal 700. The WF server 200 and the like include a
storage part, a communication part carrying out communication, and a processing part
carrying out information processing.
[0016] Hereinafter, in the unauthorized access auditing system 1001, a flow of the
operation related to an operator Y will be explained.

Fig. 3 is a flowchart illustrating changing operation to the business server 600
by the operator Y.

Fig. 4 is a sequenced diagram of Fig. 3.
[0017] When a correction module of the business server 600 is opened by the vendor,
or when a customer desires to use the business server 600, the operator Y logs in the
business server 600 using a privileged 1D (ID with an authority of Administrator) and
carries out a changing operation such as module update or setting change. Insucha
case, in order to prevent an access at an inappropriate timing (incorrect operation such
as unnecessary changing operation to the business server 600), the operator Y applies
for the usage to the WF server 200.
[0018] (S101)

The operator Y transmits application information 401 which is a usage

application to use the business server 600 from the operator terminal 400
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(communication part 420) to the WF server 200 (S101). The transmission of the
application information 401 1s like the following: The operator terminal 400
{communication part 420), through communication with the WF server 200
(communication part 220), calls an operation application workflow 201 (noted as an
application WF 201, hereinafter) from the WF server 200. A processing part 430 of
the operator terminal 400 displays the application WF 201 on a screen of the operator
terminal 400. The operator Y writes the application information 401 in the application
WF 201 displayed on the screen (the processing part 430 carries out writing process).

The communication part 420 transmits the application WF 201, in which the
application information 401 is written, to the WF server 200.

[0019] Fig. 5 illustrates contents of the application information 401,

Fig. 6 illustrates a specific example of the application information 401. As
illustrated in Fig. 5, the application information 401 includes the following information
(1) to (5).

(1) privileged ID 11

The privileged ID 11 is an account to log in the business server 600. [tis
desirable that password information is managed by the 1D control part 500, and
appended for relay (retention of the ID and the password for log-in by the ID control
part 500, which will be discussed later at S105, and the privileged ID); however, the
privileged ID 11 may be included in the application information 401.

(2) user information 12

The user information 12 is information to identify the operator Y; for instance,
it is an identifier (ID) of the operator Y.

%) business server identifier 13

The business server identifier 13 is an identifier such as a host name of the
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business server 600 to be logged in.
4) period of use 14

The period of use 14 (planned access period information) is a period indicating
from when to when an operation according to the application contents of the application
information 401 will be executed.

(5) command/protocol to be used 15

The command/protocol to be used 15 is a command or a protocol indicating
which protocol is to be used for accessing or which operation (command) is to be
executed on the business server 600.

[0020] (S102)

The WF server 200 (communication part 220) receives the application
information 401. A processing part 230 issues a slip of the application information
401, and as well the communication part 220 notifies the manager terminal 300 of a
manager X of an authorization request for the application information 401 via an
electronic mail and the like (S102).

[0021] (S103)

The manager X displays, through the communication with the WF server 200
by the manager terminal 300 (communication part 320), the application WF 201 on a
screen of the manager terminal 300. The application WF 201 is displayed by a
processing part 330. The manager X checks the contents of the application
information 401 using the application WF 201, and authorizes the application
information 401 if there is no problem (S103). The authorization status is written in
the application WF 201 by the processing part 330, and transmitted to the WF server
200 from the manager terminal 300 (communication part 320).

[0022] (S104)
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The processing part 230 of the WF server 200 records that the application
information 401 has been authorized in the application log 211.  Further, the
commmunication part 220 notifies the ID control part 500 of the application information
401 (S104).

[0023] Fig. 7 illustrates contents of information included in the application log 211.

In the application log 211, a plurality of application records to apply for an access to the
business server 600 is recorded. One application forms one application record (one
record). The application information 401 of Fig. 4 (§101) is one application record
recorded in the application log 211.  Further, the application log 211 of Fig. 7
illustrates one application record.

With one application record, a privileged 1D 11 is associated, and the
application record includes a period of use 14 (planned access period information). In
addition, one application record includes a command/protocol to be used 15 (planned
command information). Items from the privileged ID 11 to the command/protocol to
be used 15 in Fig. 7 are from the privileged ID 11 to the command/protocol to be used
15 in Fig. 5. Authorization status 16 is authorized result by the manager terminal 300.

Fig. 8 is a specific example of the application log 211. As for the contents of
the item of the command/protocol to be used 15 in Fig. 8, for instance, commands of
Telnet may be grouped into a white list, a black list, and the like, and information
showing which white list {or other than black list) is specified may be recorded.

[0024] (S105)

The operator Y carries out, by the operator terminal 400, when the planned date
and time (registered in the application WF 201) has come, a log-in operation to the ID
control part 500 for changing operation using Telnet or a remote desktop protocol

(RDP) (S105). The log-in processing of the operator terminal 400 is executed by the
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processing part 430.  An ID and a password are used for this log-in; a pair of the 1D
and the password to identify the operator Y, which is previously registered in the ID
control part 500, is used. For instance, the ID is an ID of the operator Y of the user
information 12 in Fig. 5 and the password is a password supplied to the operator Y to
use an intra-company system. In the ID control part 500, pairs of the ID and the
password are registered.

[0025] (S106)

The ID control part 500 checks, from the 1D and the protocol which the
operator Y uses, whether there exists the corresponding application information 401 and
further, whether it is an access within the applied period of use, to determine the
availability of the usage (S106). The ID control part 500 has already received the
application information 401 at S104. Therefore, the ID control part 500 compares the
ID for the log-in at S105 and the protocol to be used with the user information 12 and
the command/protocol to be used 15 of the application information 401 (Fig. 5), and
thereby it is confirmed that there exists the application information 401 corresponding
to the log-in at S105. If the application information 401 exists, the ID control part 500
determines whether the log-in at S105 is within the period of use 14 of the application
information 401.

[0026] (S107, S108)

If the application information 401 does not exist or the log-in is not within the
period of use, the usage is not available. In this case, the ID control part 500 discards
the request from the operator Y (operator terminal 400). In case of “available” (when
the application information 401 exists and the log-in is within the period of use), the ID
control part 500 relays the contents of the changing operation by the operator terminal

400 (processing part 430) to the business server 600 (S107). In case of the relay, the
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ID control part 500 logs in the business server 600 using the privileged ID written in the
notified application information 401 and relays the contents of the changing operation.
Further, the ID control part 500 records the contents of the changing operation to be
relayed in an operation log 511 (S108). Here, as discussed in the explanation for the
item of the privileged ID 11 in Fig. 5, if the privileged ID 11 is not written in the
application information 401, the ID control part 500 may be configured to previously
retain the privileged ID associated with the pair of ID and password used for the log-in
at S105.
[0027] Fig. 9 illustrates contents of the operation log 511 (access status) recorded by
the ID control part 500.

Fig. 10 illustrates a specific example of the operation log 511. A privileged
ID 11-5, a user information 12-5, and a period of use 14-5 (access period information)
in Fig. 9 correspond to the privileged ID 11, the user information 12, and the period of
use 14 in Fig. 5. Further, operation contents 17-5 corresponds to the
command/protocol to be used 15 of the application information 401 in Fig. 5. In the
operation fog 511, a plurality of operation records is recorded. One operation to be
relayed is one operation record.  Figs. 9 and 10 illustrate one operation record. The
privileged ID 11-5 is the ID which has been used for the log-in at S107. With one
operation record, the privileged ID 11-5 is associated. The user information 12-5 is the
user information 12 described in the application information 401 which has been
confirmed to exist. The period of use 14-5 (access period information) is a relay
period. The operation contents 17-5 (relay command information) is a command or a
protocol to be used in the relayed changing operation.
[0028] (S109)

The business server 600 (processing part 630) records, using a function such as
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a security log of the OS, the contents of the changing operation relayed by the ID
control part 500 in the access log 611.

[0029] Fig. 11 illustrates the contents of the access log 611 (accessed status) recorded
by the business server 600.

Fig. 12 illustrates a specific example of the access log 611. In the access log
611, a plurality of access records is recorded. One operation (one access) to the
business server 600 forms one access record.  Figs. 11 and 12 illustrate one access
record. InFig. 11, anuser ID 11-6 is the privileged 1D which corresponds to the
privileged ID 11-5 of Fig. 9 and is the ID which has been used for the log-in at S107
(Fig. 4). With one access record, the privileged ID is associated. Operation contents
17-6 correspond to the operation contents 17-5 of Fig. 9, and are information of the
operation or the command to the business server 600. A period of use 14-6 (accessed
period information) corresponds to the period of use 14-5, and is a period in which the
changing operation is executed to the business server 600 from another device.

[0030] With reference to Figs. 13 to 15, a flow of a checking operation in the
unauthorized access auditing will be explained.

Fig. 13 illustrates a flow of the checking operation.

Figs. 14 and 15 are sequenced diagrams of Fig. 13; “A” of Fig. 14 is the same
as “A” of Fig. 15. Fig. 14 is a sequence of log collection, and Fig. 15 is a sequence of
auditing an unauthorized access after collecting the logs.

[0031] (5201)

An auditor (a manager X, for instance), using the manager terminal 300 (when
the auditor is the manager), previously registers in the application WF 201 schedule
(implementing every night, for instance) to collect the application log 211, the operation

log 511, and the access log 611, respectively from the WF server 200, the ID control
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part 500, and the business server 600, thereby applying for the usage (S201). The
registration operation of the schedule is executed by the log analysis server 100, via the
relay of the ID control part 500 (S203, discussed later) to collect the access log 611 of
the business server 600. Further, by the processing part 330 of the manager terminal
300, in addition to the schedule of collecting the logs, “ID and the password” used for
the log-in at S203-1 (Fig. 14) and the privileged ID used for the log-in at $203-2 (Fig.
14), which will be discussed later, are registered in the application WF 201. The
information of the application WF 201, in which the above is described, is transmitted
to the log analysis server 100 by the communication part 320 of the manager terminal
300 (a terminal of the auditor). Here, the schedule and the like are registered in the
application WF 201 at S201; however, the schedule, the ID, and the like may be set
from the terminal directly to the log analysis server 100.
[0032] (S202)

When the planned time has come, the log collection part 110 is activated using
a scheduling function of the OS.  After activated, the log collection part 110 collects
the application log 211 and the operation log 511 using the protocol such as FTP and
stores the logs in the log information management part 120 (S202).
[0033] (S203)

Further, the log collection part 110 connects, via the ID control part 500, using
a function such as remote desktop, the business server 600 to execute the log-in
operation (8203). The automation of the log-in operation is implemented by the
control of a remote desktop protocol (RDP) or a reproducing function of the key
operation to the remote desktop function. For the log-in to the ID control part 500 by
the log analysis server 100 (S203-1 in Fig. 14), the pair of “ID and password” registered

at $201 1s used. For the log-in to the business server 600 by the ID control part 500
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(8203-2 in Fig. 14), the privileged 1D registered at S201 is used.
[0034] (S204, S205)

The processing part 630 of the business server 600 outputs the access log 611
of an auditing target period (S204). The log collection part 110 collects the file output
by the processing part 630 (the access log 611) using file-copying or other protocol, via
the ID control part 500, and stores the file in the log information management part 120
(S205).

[0035] (S206, S207)

Next, the explanation will be done with reference to Fig. 15, At the time of
auditing after collecting the logs, the log analysis part 130 extracts from the log
information management part 120, one access record having the earliest (oldest) period
from among the access logs 611 corresponding to the auditing period (S206). The
access log 611 includes the contents of Fig. 11; and in one access record of the access
log 611, one operation to the business server 600 is treated as one unit as discussed
above. That is, one access record forms one operation. The log analysis part 130
extracts, from the extracted access record, the date and time of operation (date and time
of operation 14-6), the implementer of the operation (user ID (privileged ID) 11-6), and
the operation contents (operation contents 17-6) (S207). Here, depending on the
contents of the access record, the correspondence with the privileged ID is not always
recorded in one access record. That is, it is sometimes recorded that one privileged ID
1s associated with a plurality of operations. In such a case, the log analysis part 130
searches retroactively to the record of the log-in operation, and determines the
privileged ID which has been used.

[0036] (S208)

5208 is to compare the access record with the application log 211.  The log



10

15

20

25

15

analysis part 130 searches for the application record, in which the privileged [D 11-6 of
the access record is equal to the privileged ID 11 and further the date and time of
operation 14-6 (accessed period information) of the access record is included in the
period of use 14 (planned access period information) among the application logs 211
(8208). Ifno comresponding application record exists, the log analysis part 130
determines that an improper access {unapplied operation) exists, and it is recorded as the
attribute of the access record (S213).

[0037] (S209)

S209 is to compare the application record with the operation log 511.  If the
corresponding application record is hit at S208, the log analysis part 130 searches, using
the privileged ID 11 (or the user ID) and the period of use 14 included in the application
record as a key, for the operation record of the operation log 511 corresponding to the
application record (S209). The following is the search condition: As discussed
above, for the hit application record, the privileged IDs (or the user IDs) are equal, and
the date and time of start and the date and time of end of the information described in
the operation log 511 are included in the period of use 14 of the application record. If
there 1s no operation record corresponding to the hit application record, the log analysis
part 130 determines that there is an improper access (an access via a wrong route), and
it is recorded as the attribute of the access record corresponding to the hit application
record (S213).

[0038] (S210)

5210 is to compare the application record hit at S208 with the operation record
hit at $209. The log analysis part 130 checks, when the operation record is hit at S209,
whether the used command included in the operation contents 17-5 (relay command

information) of the hit operation record is equal to the command/protocol to be used 15
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of the application record hit at S208 (S210). In this case, the log analysis part 130
confirms that the used command of the operation contents 17-5 of the hit operation
record is the command described in the application record, or within the range of the
white list and outside the range of the black list. The command is checked by defining
a command to be permitted and a command to be prohibited using a character string of
the regular expression, and determining based on matching with the regular expression
and the like.

Here, depending on the protocol to be used, there is a case where it is difficult
to output as a log the information of a command level by the ID control part 500; in
such a case, it may be determined by only presence/absence of the operation record.
[0039] The log analysis part 130, if the used command of the operation record is
outside the range of the application record, determines that there exists an improper
access {execution of an unpermitted command), and it is recorded as the attribute of the
record (S213).

[0040] (S211)

The log analysis part 130, if the used command is within the range of the
application record (the authorized command), records that it is a proper access as the
attribute of the access record (there exists no improper access) (S211).

[0041] (S212)

The log analysis part 130 repeatedly executes the processes from S206 to S212
until the final access record (the latest access record) of the access log 611 in the
auditing target period (5§212).

[0042] Through the above operation, the log analysis part 130 can determine the
access record which satisfies the following conditions (1) to (3) as a proper access, and

the access record which does not satisfy the conditions as an improper access.
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(1) There exist all of corresponding application log 211, operation log 511, and
access log 611.

That is, all of the corresponding application record, operation record, and
access record exist. This is a case of YES at S208 and also YES at S209.
(2) The operation record recorded in the operation log 511 is within the period of
use of the application record recorded in the application log 211.  This is a case of YES
at S209.
3) The command of the access record recorded in the access log 611 is within the
range of the application record.

This is a case of YES at S210.
[0043] Fig. 16 is a diagram illustrating correspondence between a type of access and a
log. “o” indicates there exists description (record) in the log, and “x” indicates there is
no description (record). For instance, “proper” indicates a case where all information
(record) of the corresponding application log 211, operation log 511, and access log 611
are described; and “improper (unapplied)” indicates a case where no information is
described for the application log 211, the operation log 511, and the access log 611.
“*> of “A” in Fig. 16 indicates the following: Since there may be a case where the
operation of an external perpetrator is accidentally executed within the applied period of
use (may be a case of 0); the application log 211 is compared with the operation log 511,
and thereby it is determined whether it is an authorized access.
[0044] Embodiment 2.

With reference to Figs. 17 to 19, an unauthorized access auditing system 1002
of a second embodiment will be explained. The second embodiment is a system to
check presence/absence of unauthorized access when call relation exists using the

privileged ID among the business servers, as will be discussed below.
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[0045] Fig. 17 is a configuration diagram of the unauthorized access auditing system
1002 in case where a call exists among the business servers. Different from the
unauthorized access auditing system 1001, in the unauthorized access auditing system
1002, the business server 600 being a provider and a business server 900 (access device)
being a requester are connected to the management network 810. In this manner,
among the business servers, there exist the business server 600 (provider) which is
called and the business server 900 (requester) which calls. According to the
configuration of application on the business server, the provider is sometimes also the
requester.

[0046] As for the network setting (and the business application setting), a call from the
business server 900 (requester) is to be connected to the business server 600 (provider)
via the 1D control part 500 connected to the management network 810.

[0047] Fig. 18 is a diagram corresponding to Fig. 4. In Fig. 18, the diagram operator
terminal 400 is a person in charge of the business server; further, while the operator
terminal 400 logs in the ID control part 500 (S105) in Fig. 4, the business server 900
logs 1n and accesses the business server 600 in Fig. 18. Information to be recorded in
the application log 211, the operation log 511, and the access log 611 are the same as the
ones of Fig. 4. Here, the information to be recorded in the operation log 511 and the
access log 611 are contents of the access by the business server 900.

[0048] In the audit of unauthorized access of the business server 900, at the step of
applying for usage (S201) in “a flow of the checking operation” of Fig. 13 (Fig. 14),
information such as a period of use, a privileged ID to be used and the like is input.

The subsequent processes are the same as the ones of Fig. 13 (Figs. 14 and 15) of the
first embodiment.

[0049] Fig. 19 is a diagram illustrating correspondence between a type of access and a
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log, which is the same as Fig. 16 of the first embodiment. The contents of Fig. 19 are
the same as the ones of Fig. 16.

[0050] The second embodiment enables to detect the access among the business
servers, and the access from the external perpetrator within the applied period of use,
and thereby the improper access can be correctly checked.

[0051] Since the access among the business servers can be properly checked, the
second embodiment eliminates exceptional processing at the time of auditing, and
thereby the auditing operation can be more efficient and automated. Further, the
access from the external perpetrator, which has not been fully determined, can be
determined to be improper.

[0052] Embodiment 3.

With reference to Fig. 20, an unauthorized access auditing system 1003 (not
illustrated) of a third embodiment will be explained. The configuration of the
unauthorized access auditing system 1003 is the same as the configuration of the
unauthorized access anditing system 1001 (Fig. 1) or the unauthorized access auditing
system 1002 (Fig. 17). The third embodiment is configured to, with consideration of a
case where the operation of the ID control part 500 is delayed, automatically extend the
permission of (or permit by setting) the period of use. An extension processing is
carried out in a case where the corresponding session continues beyond the applied
period of use and the like.

[0053] In a case of setting where the extension processing is permitted, the application
information 401 includes information of permission/prohibition of automatic extension.
Therefore, at the time of collecting logs by the log collection part 110, the application
logs 211 are collected including information of the automatic extension.

Fig. 20 is a diagram illustrating a determination method by the log analysis part
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130 at the time of automatic extension.

As illustrated in Fig. 20, the log analysis part 130 carries out determination
based on only the start time in a case where both of the following conditions are
satisfied:

(1) there exists a record (a record of the access log) of which the operation time
exceeds the period of use
2) the automatic extension is permitted

The other processing are the same as the ones of the first embodiment.

[0054] Specifically, the application record includes extension information indicating
the availability of extension for the planned period of access to the business server 600.
The log analysis part 130 determines, with reference to the availability indicated by the
extension information, whether or not the application record corresponding to the access
record 1 recorded in the application log 211 (8208), and whether or not the operation
record corresponding to the application record is recorded in the operation log 511
(S209). Accordingly, even if a regular session is continued beyond the applied period
of use due to the operation delay of the ID control part 500, it can be treated as an
authorized access.

[0055] The first to third embodiments have been discussed above; among these
embodiments, two or more embodiments may be combined and implemented. Or,
among these embodiments, one embodiment may be partially implemented. Or,
among these embodiments, two or more embodiments may be partially combined and
implemented. Here, the present invention is not limited to these embodiments, but
various alteration can be done according to the necessity.

[0056] Embodiment 4.

With reference to Figs. 21 and 22, a fourth embodiment will be explained.
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The fourth embodiment will explain a hardware configuration of the log analysis server
100 being a computer. Here, the WF server 200, the manager terminal 300, the
operator terminal 400, the ID control part 500, the business server 600, the user terminal
700, and the business server 900 are computers being similar to the log analysis server
100. Therefore, the following explanation of log analysis server 100 can be also
applied to the WF server 200 and the like.

[0057] Fig. 21 is a diagram illustrating an example of an external appearance of the
log analysis server 100 being a computer. Fig. 22 illustrates an example of hardware
resource of the log analysis server 100.

[0058] In Fig. 21 illustrating the external appearance, the log analysis server 100
includes hardware resource such as a system unit 970, a display device 953 having a
display screen such as CRT (Cathode Ray Tube) and LCD (Liquid Crystal), a keyboard
954 (K/B), a mouse 955, a compact disk drive 957 (CDD), and the like, and they are
connected via cables or signal lines. The system unit 970 is connected to the business
networks 800, 810, and 820.

[0059] Further, in Fig. 22 illustrating the hardware resource, the log analysis server
100 includes a CPU 950 (Central Processing Unit) which executes programs. The
CPU 950 is connected, via a bus 958, to a ROM (Read Only Memory) 951, a RAM
{Random Access Memory) 952, the display device 953, the keyboard 954, the mouse
955, a communication board 956, the CDD 957, and a magnetic disk drive 960, and
controls these hardware devices. The magnetic disk drive 960 can be replaced with
memory devices such as an optical disk drive and a flash memory.

[0060] The RAM 952 is an example of a volatile memory. A storage medium such as
the ROM 951, the CDD 957, the magnetic disk drive 960, and the like are examples of a

non-volatile memory. These are examples of a memory device, a memory part, a
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storage part, and a buffer. The communication board 956, the keyboard 954, and the
like are examples of an input part and an input device. Further, the communication
board 956, the display device 953, and the like are examples of an output part and an
output device. The communication board 956 is connected to the network.

[0061] The magnetic disk drive 960 stores an operating system 961 (OS), programs
962, and files 963. Programs of the programs 962 are executed by the CPU 950 and
the operating system 961.

[0062] The programs 962 store programs to execute the functions explained in the
above embodiments as “part”. The programs are read and executed by the CPU 950.

77 &k

[0063] The files 963 store information such as “determination result”, “calculation
result”, “extraction result”, “generation result”, “processing result”, and the like, data,
signal values, variable values, and parameters as each item of “file” or “database™.
“File” or “database” are stored in a recording medium such as a disk or a memory.
Further, information, data, signal values, variable values, and parameters stored in the
storage medium such as a disk or a memory are read by the CPU 950 via a read/write
circuit to the main memory or the cache memory and used for the operation of the CPU
such as extraction, search, reference, comparison, computation, calculation, processing,
output, printing, display, and so on. Information, data, signal values, variable values,
and parameters are temporarily stored in the main memory, the cache memory, or the
buffer memory during the operation of the CPU such as extraction, search, reference,
comparison, computation, calculation, processing, output, printing, and display.

[0064] Further, in the above explanation of the embodiments, the data and the signal
values are recorded in the storage medium such as a memory of the RAM 952, a

compact disk of the CDD 957, a magnetic disk of the magnetic disk drive 960, and

others like an optical disk, a mini-disk, a DVD (Digital Versatile Disk). Further, the
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data and the signals are transmitted on-line via a transmission medium such as the bus
958, the signal lines, the cables, and others.

[0065] Further, in the explanation of the above embodiments, what has been explained
as a “part” can be “means”, and further, can be also a “step”, a “procedure”, and a
“process”. That is, the “part” can be implemented by only software, by a combination
of the software and the hardware, and further by a combination with the firmware.

The firmware and the software are stored as the programs in the storage medium such as
the magnetic disk, the flexible disk, the optical disk, the compact disk, the mini disk, the
DVD, and the like. The programs are read by the CPU 950, and executed by the CPU
950. That is, the programs are to function a computer to be the “part” which has been
discussed above. Or the programs are to cause the computer to perform the procedure
or the method of “part”.

[0066] In the above embodiments, the log analysis server 100 has been explained,
howeyver, it is as a matter of course that the operation of the log analysis server 100 can
be considered as a program from the above explanation. Further, it is clear that the
operation of each “part” of the log analysis server 100 can be considered as a log
analysis method from the above explanation.

Reference Signs List

[0067] X: manager; Y: operator; 100: log analysis server; 110: log collection part; 120;
log information management part; 130: log analysis part; 200: WF server; 201:
operation application WF; 210: storage part; 211: application log; 300: manager
terminal; 400: operator terminal; 500: ID control part; 510: storage part; 511: operation
log; 600: business server; 610: storage part; 611: access log; 700: user terminal; 800:
business network; 810: management network; 820: service network; 900: business

server; and 1001, 1002, 1003: unauthorized access auditing system.



10

15

20

25

24

Claims
[Claim 1] A log analysis device comprising:

a log collection part to collect an application log from an application log
retention device retaining the application log in which a plurality of application records
to apply for an access to a server device to be accessed is recorded,

to collect an operation log from an access relay device which retains the
plurality of application records notified from the application log retention device,
receives a log-in to access the server device to be accessed from an access device,
determines whether the application record corresponding to the log-in exists, if the
application record exists, relays an access from the access device to the server device to
be accessed, and as well records access status to the server device to be accessed by the
access device ag an operation record in the operation log, and

to collect an access log from the server device to be accessed which records
accessed status as an access record in the access log; and

a determination part to determine, based on the application log, the operation
log, and the access log collected by the log collection part, whether or not the accessed
status recorded as the access record is an authorized access.

[Claim 2] The log analysis device of claim 1,

wherein the log collection part logs in the access relay device, and collects the
access log from the server device to be accessed via the logged-in access relay device.
[Claim 3] The log analysis device of one of claims 1 or 2,

wherein the access device is one of a terminal device of an operator of an
unauthorized access auditing system, in which the log analysis device is used, the
terminal device used with the log analysis device, and a requester server device being a

requester which accesses the server device to be accessed as a provider.
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[Claim 4] The log analysis device of one of claims 1 to 3,

wherein the determination part compares the access log with the application log,
thereby determining whether the application record corresponding to the access record
recorded in the access log is recorded in the application log, and if the application
record 1s recorded in the application log, the determination part determines whether the
operation record corresponding to the application record 1s recorded in the operation log,
thereby determining whether or not the accessed status recorded as the access record is
the authorized access.
[Claim 5] The log analysis device of claim 4, wherein

the application record, the operation record, and the access record are
associated with a privileged ID which is authorized to log in the server device to be
accessed,

the application record includes planned access period information to access the
server device to be accessed,

the operation record includes access period information to access the server
device to be accessed by the access device,

the access record includes accessed period information,

the determination part determines, based on the privileged ID corresponding to
the access record and the access period information included in the access record, and
the privileged ID corresponding to the application record and the planned access period
information included in the application record, whether or not the application record
corresponding to the access record is recorded in the application log, and

determines, based on the privileged ID corresponding to the application record
and the planned access period information included in the application record, and the

privileged ID corresponding to the operation record and the access period information
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included in the operation record, whether or not the operation record corresponding to
the application record is recorded in the operation log.
[Claim 6] The log analysis device of claim 5, wherein

the application record includes a planned command to be used for accessing the
server device to be accessed,

the operation record includes a relay command which has been used for relayed
access, and

the determination part determines, if the operation record corresponding to the
application record is determined to be recorded in the operation log, based on the
planned command included in the application record and the relay command included in
the operation record, whether or not the accessed status recorded as the access record is
an authorized access.
[Claim 7] The log analysis device of one of claims 5 and 6, wherein

the application record includes extension information indicating availability of
extension of a planned access period to access the server device to be accessed, and

the determination part, with reference to the availability indicated by the
extension information, determines whether or not the application record corresponding
to the access record is recorded in the application log, and determines whether the
operation record corresponding to the application record is recorded in the operation
log.
[Claim 8] An unauthorized access auditing system comprising:

a server device to be accessed which records accessed status as an access
record in an access log;

an application log retention device which retains an application log in which a

plurality of application records applying for an access to the server device to be
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accessed is recorded;

an access relay device which retains the plurality of application records notified
from the application log retention device, receives a log-in to access the server device to
be accessed from an access device, determines whether the application record
corresponding to the log-in exists, if the application record exists, relays the access from
the access device to the server device to be accessed, and as well records access status
to the server device to be accessed by the access device as an operation record in an
operation log; and

a log analysis device having a log collection part to collect the access log, the
application log, and the operation log respectively from the server device to be accessed,
the application log retention device, and the access relay device, and a determination
part to determine, based on the application log, the operation log, and the access log
collected by the log collection part, whether or not the accessed status recorded as the
access record is an authorized access.

[Claim 9] A log analysis program to cause a computer to execute

a process to collect an application log from an application log retention device
retaining an application log in which a plurality of application records to apply for an
access to a server device to be accessed is recorded,

a process to collect an operation log from an access relay device which retains
the plurality of application records notified from the application log retention device,
receives a log-in to access the server device to be accessed from an access device,
determines whether the application record corresponding to the log-in exists, if the
application record exists, relays an access from the access device to the server device to
be accessed, and as well records access status to the server device to be accessed by the

access device as an operation record in the operation log, and
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a process to collect an access log from the server device to be accessed which
records accessed status as an access record in the access log; and

a process to determine, based on the application log, the operation log, and the
access log which have been collected, whether or not the accessed status recorded as the
access record is an authorized access.
[Claim 10] A log analysis method implemented by a log analysis device having a
log collection part and a determination part,

by the log collection part,

collecting an application log from an application log retention device retaining
an application log in which a plurality of application records to apply for an access to a
server device to be accessed is recorded,

collecting an operation log from an access relay device which retains the
plurality of application records notified from the application log retention device,
receives a log-in to access the server device to be accessed from an access device,
determines whether the application record corresponding to the log-in exists, if the
application record exists, relays an access from the access device to the server device to
be accessed, and as well records access status to the server device to be accessed by the
access device as an operation record in the operation log, and

collecting an access log from the server device to be accessed which records
accessed status as an access record in the access log; and

by the determination part

determining, based on the application log, the operation log, and the access log
collected by the log collection part, whether or not the accessed status recorded as the

access record is an authorized access.



