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SPECIFICATION

INFORMATION PROCESSING APPARATUS, INFORMATION PROCESSING METHOD,
AND PROGRAM

TECHNICAL FIELD
[0001]
The present invention relates to a technique for assisting a manager's decision-making

relevant to a countermeasure against vulnerability.

BACKGROUND ART
[0002]

An example of invention in which information of each terminal is collected, and
countermeasures (measures) are drawn up against vulnerability present in each terminal is
disclosed in, for example, the following Patent Documents 1 to 3. The following Patent
Document 1 discloses a technique to analyze risk on the basis of the state of a system in
operation, and to provide an optimum countermeasure method, in consideration of various
restrictions imposed on the system in operation, from countermeasure alternatives for reducing
the risk.  In addition, the following Patent Document 2 discloses a technique allowing
appropriate countermeasure to be drawn-up in a combination of countermeasures that can be
taken in practice, in further consideration of a restriction such as an exclusive relationship
between security countermeasures. The following Patent Document 3 discloses a system in
which a set of countermeasures against a potential threat with respect to a technical system is

ranked on the basis of effectiveness, and the highest-ranked set of countermeasures is applied.

RELATED DOCUMENTS

PATENT DOCUMENTS

[0003]
[Patent Document 1] Japanese Patent No. 5304243
[Patent Document 2] Japanese Patent No. 5125069
[Patent Document 3] Japanese Patent No. 5406195

SUMMARY OF THE INVENTION
TECHNICAL PROBLEM
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[0004]

Countermeasures other than patch application coping with vulnerability are dependent on
the circumstances of terminals to be managed, and a single countermeasure may not be
applicable to all terminals.  For this reason, in a case where countermeasures are performed on
a large number of terminals, it is necessary to plan countermeasures against vulnerability with
respect to individual terminals, and a huge amount of operational cost is thus incurred. In
addition, in a case where a plurality of applicable countermeasures are present, it is not clearly
understood to what extent risk remains after arbitrary countermeasures are performed, and which
countermeasures should be performed later. Hence, it has been difficult to draw up a plan of
countermeasures.

[0005]

An object of the present invention is to provide a technique to visualize which
countermeasures are applicable to a large number of terminals and to what extent risk remains
after countermeasure, and to thereby assist a security manager's decision-making.

SOLUTION TO PROBLEM
[0006]

According to the present invention, there is provided an information processing apparatus
including: a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability; a
remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and a remaining terminal information
providing unit that provides the number of identified remaining terminals.

[0007]

According to the present invention, there is provided an information processing method
performed by a computer, the method including: receiving an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability;
reading out terminal-specific countermeasure information, indicating a countermeasure
applicable for each terminal against the vulnerability, from a storage unit that stores the
terminal-specific countermeasure information, and identifying a remaining terminal which is a
terminal that would be left with the vulnerability on the basis of the read-out terminal-specific

countermeasure information; and provide the number of identified remaining terminals.
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[0008]

According to the present invention, there is provided a program for causing a computer to
function as: a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability; a
remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and a remaining terminal information

providing unit that provides the number of identified remaining terminals.

ADVANTAGEOUS EFFECTS OF INVENTION
[0009]

According to the present invention, it is possible to visualize which countermeasures are
applicable to a large number of terminals and to what extent risk remains after countermeasure,
and for a security manager to easily perform the drawing-up of countermeasures against

vulnerability.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010]

The above and other objects, features and advantages will be made clearer from certain
preferred embodiment described below, and the following accompanying drawings.
[0011]

FIG. 1 is a diagram conceptually illustrating a process configuration of an information
processing apparatus according to a first example embodiment of the present invention.

FIG. 2 is a diagram illustrating an example of a screen which is displayed on a display
apparatus by the information processing apparatus.

FIG. 3 is a diagram illustrating an example of terminal-specific countermeasure
information.

FIG. 4 is a diagram illustrating an example of information which is output by a remaining
terminal information providing unit.

FIG. 5 is a diagram conceptually illustrating a hardware configuration of the information
processing apparatus of the first example embodiment.

FIG. 6 is a flow diagram illustrating a flow of processes of the information processing
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apparatus according to the first example embodiment.

FIG. 7 is a diagram illustrating an example of a screen which is output by the information
processing apparatus in a modification example of the first example embodiment.

FIG. 8 is a diagram illustrating another example of a screen which is output by an
information processing apparatus 10 in the modification example of the first example
embodiment.

FIG. 9 is a diagram conceptually illustrating a system configuration of an information
processing system of a second example embodiment.

FIG. 10 is a diagram illustrating an example of terminal information collected by a
terminal information collection unit.

FIG. 11 is a diagram illustrating an example of classification information which is stored
by a classification information storage unit.

FIG. 12 is a diagram illustrating an example of a screen which is generated by a display
processing unit.

FIG. 13 is a diagram illustrating an example of information which is output by the
remaining terminal information providing unit in accordance with selection inputs received in
the screen of FIG. 12.

FIG. 14 is a diagram illustrating another example of classification information which is
stored by the classification information storage unit.

FIG. 15 is a diagram illustrating another example of a screen which is generated by the
display processing unit.

FIG. 16 is a diagram illustrating an example of information which is output by the
remaining terminal information providing unit in accordance with selection inputs received in
the screen of FIG. 15.

FIG. 17 is a diagram illustrating another example of classification information which is
stored by the classification information storage unit.

FIG. 18 is a diagram illustrating another example of a screen which is generated by the
display processing unit.

FIG. 19 is a diagram illustrating an example of information which is output by the
remaining terminal information providing unit in accordance with selection inputs received in
the screen of FIG. 18.

FIG. 20 is a flow diagram illustrating a flow of processes of an information processing
apparatus according to the second example embodiment.

FIG. 21 is a diagram illustrating an example of terminal specification information stored
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in a vulnerability information storage unit.

FIG. 22 is a diagram schematically illustrating processes of a remaining terminal
identification unit of a third example embodiment.

FIG. 23 is a diagram conceptually illustrating a process configuration of an information
processing apparatus of the third example embodiment.

FIG. 24 is a diagram illustrating an example of terminal specification information stored

in the vulnerability information storage unit.

DESCRIPTION OF EMBODIMENTS
[0012]

Hereinafter, example embodiments of the present invention will be described with
reference to the accompanying drawings. In all the drawings, like elements are referenced by
like reference numerals and the descriptions thereof will not be repeated.

[0013]

[First Example Embodiment]

[Process Configuration]

FIG. 1 is a diagram conceptually illustrating a process configuration of an information
processing apparatus 10 according to a first example embodiment of the present invention. As
shown in FIG. 1, the information processing apparatus 10 of the present example embodiment
includes a selection reception unit 110, a remaining terminal identification unit 120, and a
remaining terminal information providing unit 130.

[0014]

The selection reception unit 110 receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability.
The selection reception unit 110 receives selection inputs of countermeasures against
vulnerability through, for example, a screen as shown in FIG. 2. Here, examples of the
countermeasures include the application of a security patch, the setting change of an application,
a communication restriction due to the activation of a fire wall, and the like.

[0015]

FIG. 2 is a diagram illustrating an example of a screen which is displayed on a display
apparatus (not shown) by the information processing apparatus 10. In FIG. 2, a screen for
displaying the number of terminals having vulnerability (risk), the number of remaining risks
(terminals that would be left with vulnerability) after each of the countermeasures is selected,

each of the countermeasures against vulnerability, and the number of terminals to which each of
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the countermeasures is applicable in association with each other are exemplified. A numeral
written within parentheses of the field of the column of each countermeasure indicates the
number of terminals to which a countermeasure corresponding to the column is applicable. In
the screen example of FIG. 2, it can be understood that, among ninety terminals having
vulnerability (risk), the number of terminals to which a countermeasure (1) is applicable is 28,
the number of terminals to which a countermeasure (2) is applicable is 69, and the number of
terminals to which the countermeasure (3) is applicable is 15. Note that the reason that a value
obtained by adding up the number of terminals according to the countermeasures is different
from the number (90) of terminals serving as a parameter is because terminals to which a
plurality of countermeasures are applicable are present. In addition, the information processing
apparatus 10 may generate a screen for displaying information (such as, for example, the
terminal name or MAC address of each terminal) capable of specifying each terminal, instead of
(or in addition to) the number of terminals.

[0016]

The screen of FIG. 2 is generated by the information processing apparatus 10 on the basis
of information (terminal-specific countermeasure information) indicating countermeasures
applicable for each terminal against vulnerability, for example, as shown in FIG. 3. FIG. 3isa
diagram illustrating an example of terminal-specific countermeasure information. The
terminal-specific countermeasure information includes terminal specification information (such
as, for example, a media access control (MAC) address) for specifying each terminal and
information indicating countermeasures applicable to each terminal. Here, the applicable
countermeasure refers to a countermeasure by which vulnerability is eliminated in a case where
the countermeasure is applied. The terminal-specific countermeasure information is generated
by examining a terminal to be managed in advance on the basis of, for example, information
(vulnerability information) indicating vulnerability, its countermeasure and the like, which is
provided from each vendor or the like, and is stored in a predetermined storage unit (not shown).
A storage unit that stores the terminal-specific countermeasure information as shown in FIG. 3
may be included in the information processing apparatus 10, and may be stored in another
apparatus which is communicably connected to the information processing apparatus 10.

[0017]

When the selection reception unit 110 receives selection inputs of countermeasures on the
screen as shown in FIG. 2, described later, the remaining terminal identification unit 120
calculates results on the assumption that the countermeasures indicated by the selection inputs

received by the selection reception unit 110 are executed, and the remaining terminal information
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providing unit 130 displays the results in the screen.
[0018]

The remaining terminal identification unit 120 reads out terminal-specific
countermeasure information from a predetermined storage unit (not shown), and identifies
terminals that would be left with vulnerability (hereinafter, also denoted by remaining terminals)
on the basis of the read-out terminal-specific countermeasure information.  As described above,
the terminal-specific countermeasure information is information indicating countermeasures
applicable for each terminal against vulnerability, and is stored in a storage unit in formats as
shown in FIG. 3. The remaining terminal identification unit 120 can identify terminals to
which countermeasures indicated by selection inputs are applicable, from a correspondence
relation between terminal specification information of the terminal-specific countermeasure
information and applicable countermeasures as shown in FIG. 3. Simultaneously, the
remaining terminal identification unit 120 can identify terminals that would be left with
vulnerability (remaining terminals).

[0019]

The remaining terminal information providing unit 130 provides the number of identified
remaining terminals to, for example, a display apparatus or the like connected to the information
processing apparatus 10. For example, the remaining terminal information providing unit 130
tallies up the number of remaining terminals identified by the remaining terminal identification
unit 120, and displays the results in the screen of FIG. 2, as shown in FIG. 4. FIG.4isa
diagram illustrating an example of information which is output by the remaining terminal
information providing unit 130. In FIG. 4, a case where a "countermeasure (1)" is selected on
the screen of FIG. 2 is exemplified. In this manner, when countermeasures against
vulnerability are selected on a screen which is provided by the information processing apparatus
10, results on the assumption that the countermeasures are performed are displayed in the screen.
[0020]

[Hardware Configuration]

FIG. 5 is a diagram conceptually illustrating a hardware configuration of the information
processing apparatus 10 of the first example embodiment.

[0021]

The information processing apparatus 10 includes a processor 101, a memory 102, a
storage 103, an input and output interface (input and output I/F) 1004, a communication interface
(communication I/F) 105, and the like. The processor 101, the memory 102, the storage 103,

the input and output interface 104, and the communication interface 105 are connected to each
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other by a data transmission channel for mutually transmitting and receiving data.
[0022]

The processor 101 is an arithmetic processing apparatus such as, for example, a central
processing unit (CPU), or a graphics processing unit (GPU). The memory 102 is a memory
such as, for example, a random access memory (RAM) or a read only memory (ROM). The
storage 103 is a storage apparatus such as, for example, a hard disk drive (HDD), a solid state
drive (SSD), or a memory card. In addition, the storage 103 may be a memory such as a RAM
or a ROM.

[0023]

The storage 103 stores programs for implementing functions of the respective processing
units (such as the selection reception unit 110, the remaining terminal identification unit 120, and
the remaining terminal information providing unit 130) included in the information processing
apparatus 10. The processor 101 realizes the functions of the respective processing units by
executing these respective programs. Here, when the processor 101 executes the respective
programs, these programs may be read out into the memory 102 and then be executed, and may
executed without being read out into the memory 102,

[0024]

The input and output interface 104 is connected to a display apparatus 1041, an input
apparatus 1042 or the like. The display apparatus 1041 is an apparatus, such as liquid crystal
display (LCD) or a cathode ray tube (CRT) display, which displays a screen corresponding to
drawing data processed by the processor 101. The input apparatus 1042 is an apparatus that
receives an operator's operation input, and is, for example, a keyboard, a mouse, a touch sensor,
and the like. The display apparatus 1041 and the input apparatus 1042 may be formed
integrally with each other, and be realized as a touch panel.

[0025]

The communication interface 105 transmits and receives data to and from an external
apparatus. For example, the communication interface 105 communicates with the external
apparatus through a wired network or a wireless network.

[0026]

It should be noted that the hardware configuration of the information processing
apparatus 10 is not limited to the configuration shown in FIG. 5.

[0027]

[Operation Example]

An operation example of the information processing apparatus 10 in the present example
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embodiment will be described with reference to FIG. 6. FIG. 6 is a flow diagram illustrating a
flow of processes of the information processing apparatus 10 in the first example embodiment.
Note that the following shows an example in which the remaining terminal information
providing unit 130 tallies up the number of remaining terminals, and the result is displayed on a
screen.  Without being limited the following operation example, the remaining terminal
information providing unit 130 may be configured to display information (such as a terminal
name or a MAC address) for specifying each remaining terminal on a screen.

[0028]

First, the selection reception unit 110 receives a user's input through the screen as shown
in FIG. 2 (S101). The user's input is an input for selecting at least one countermeasure out of a
plurality of countermeasures provided on the screen.  The remaining terminal identification unit
120 refers to a storage unit that stores terminal-specific countermeasure information, using a
countermeasure indicated by the input received by the selection reception unit 110 as a key, and
identifies remaining terminals which are terminals that would be left with vulnerability (S102).
For example, it is assumed that the storage unit has information shown in FIG. 3, and that the
selection reception unit 110 receives an input indicating a "countermeasure (1)" is selected. In
this case, the remaining terminal identification unit 120 identifies at least a "terminal B" and a
"terminal C" as terminals (remaining terminals) to which the "countermeasure (1)" is not
applicable. The remaining terminal information providing unit 130 then tallies up the number
of remaining terminals identified in S102 (S103), and updates the screen using the result (5104).
[0029]

[Operation and effects of First Example Embodiment]

Hereinbefore, in the present example embodiment, the number of remaining terminals
(remaining risks) on the assumption that the selected countermeasure is applied is provided to a
security manager. Thereby, according to the present example embodiment, it is possible to
exclude the ambiguity or complication of the drawing-up of vulnerability countermeasures due
to the presence of terminals to which a plurality of countermeasures are applicable. As a result,
it is possible for a security manager to easily draw up a plan of countermeasures against
vulnerability. In addition, in the present example embodiment, in a case where a plurality of
terminals having vulnerability are present, it is possible to visibly provide countermeasures
against the vulnerability and the number of terminals to which each of the countermeasures is
applicable. These pieces of information are helpful when a security manager draws up a plan
against vulnerability.

[0030]
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[Modification Example of First Example Embodiment]

The remaining terminal information providing unit 130 may be configured to further
provide information for specifying each of the identified remaining terminals, in addition to the
number of remaining terminals identified by the remaining terminal identification unit 120. In
this case, a screen as shown in FIG. 7 is output instead of, for example, the screen of FIG. 4.
FIG. 7 is a diagram illustrating an example of a screen which is output by the information
processing apparatus 10 in a modification example of the first example embodiment. FIG. 7
exemplifies a screen for displaying the number of remaining terminals identified and the terminal
names of the remaining terminals together therewith. However, the displayed screen is not
limited to the example of FIG. 7. For example, as shown in FIG. 8, the screen may be such a
screen as that on which a list of information of remaining terminals is displayed in response to
selection of a field of “"remaining risk after countermeasure” on the screen of FIG. 4. FIG. 8 is a
diagram illustrating another example of a screen which is output by the information processing
apparatus 10 in the modification example of the first example embodiment.  Further, the
remaining terminal information providing unit 130 may perform grouping of remaining terminals
using information or the like indicating the classification of the remaining terminals, and provide
the result to a display apparatus. Thereby, it is possible to recognize a trend of the remaining
terminals.

[0031]

[Second Example Embodiment]

In the present example embodiment, the first example embodiment will be described in
more detail.

[0032]

[System Configuration]

FIG. 9 is a diagram conceptually illustrating a system configuration of an information
processing system 1 of a second example embodiment.  As shown in FIG. 9, the information
processing system 1 is configured to include an information processing apparatus 10, manager
terminal 20, and terminals 30 to be managed. The manager terminal 20 is a terminal which is
operated by a security manager, and is a stationary personal computer (PC), a tablet terminal or
the like. The terminal 30 to be managed is not only a client terminal, a server terminal, and a
networking device such as a switch or a router on a network, but also every thing (thing included
in the so-called Internet of things (10T)) having a function for connection to a network or a unit
communicating through a network.

[0033]
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[Process Configuration]

As shown in FIG. 9, the information processing apparatus 10 of the present example
embodiment further includes a terminal information collection unit 140, a vulnerability
examination unit 150, a vulnerability information storage unit 152, a display processing unit 160,
and a classification information storage unit 162, in addition to the configuration of the first
example embodiment.

[0034]

The terminal information collection unit 140 collects terminal information from each of
the terminals 30 to be managed, and obtains information as shown in FIG. 10. FIG.10isa
diagram illustrating an example of terminal information collected by the terminal information
collection unit 140. The terminal information includes, for example, the type of operating
system (OS) of the terminal 30 to be managed, the version of OS, various types of applications
installed in the terminal 30 to be managed, and the like. However, the terminal information is
not limited to the information as exemplified in FIG. 10.

[0035]

The vulnerability examination unit 150 examines a terminal 30 to be managed having
vulnerability and generates vulnerability information including the terminal-specific
countermeasure information as shown in FIG. 3, in light of the terminal information collected by
the terminal information collection unit 140 and the vulnerability information provided from
each vendor or the like. For example, the vulnerability information may further include
information such as the outline of vulnerability or the description of each countermeasure, in
addition to the terminal-specific countermeasure information as shown in FIG. 3. The
vulnerability examination unit 150 stores the generated vulnerability information in the
vulnerability information storage unit 152.

[0036]

The display processing unit 160 generates a screen which is displayed on the display unit
of the manager terminal 20 using the vulnerability information stored in the vulnerability
information storage unit 152, and outputs the generated screen to the manager terminal 20. In
the present example embodiment, the display processing unit 160 generates a screen for
classifying and displaying, for example, terminals having vulnerability as shown in FIG. 12,
using, for example, classification information of the classification information storage unit 162
as shown in FIG. 11. It is possible to grasp a trend of remaining terminals by using the
classification information. FIG. 11 is a diagram illustrating an example of classification

information which is stored by the classification information storage unit 162, and FIG. 12 is a



10

15

20

25

30

12

diagram illustrating an example of a screen which is generated by the display processing unit 160.
In the example of FIG. 11, the classification information storage unit 162 stores information
(such as, for example, a MAC address) for specifying each terminal and classification (“server"
or "client") to which the terminal belongs, in association with each other. The classification
information is generated by, for example, a security manager in advance, and stored in the
classification information storage unit 162. The display processing unit 160 generates a screen
for displaying terminals 30 to be managed having vulnerability by classification into, for
example, "server" and "client", as shown in FIG. 12, using the classification information shown
in FIG. 11, and displays the generated screen on the display unit of the manager terminal 20.
The security manager checks the screen displayed in the manager terminal 20, and performs a
selection input of countermeasures applied to vulnerability. A result which is input herein is
transmitted to the selection reception unit 110. In a case where the selection reception unit 110
receives the selection input, as described in the first example embodiment, the remaining
terminal identification unit 120 identifies remaining terminals, and the remaining terminal
information providing unit 130 displays the number thereof on, for example, the screen as shown
in FIG. 13. FIG. 13 is a diagram illustrating an example of information which is output by the
remaining terminal information providing unit 130 in accordance with the selection input
received on the screen of FIG. 12. The selection reception unit 110 receives a selection input
for each classification ("server" and "client") through the screen as shown in FIG. 12, and the
remaining terminal identification unit 120 identifies remaining terminals for each classification
on the basis of the selection input for each classification. As shown in FIG. 13, the remaining
terminal information providing unit 130 then provides a screen for displaying the numbers of
remaining terminals on the assumption that countermeasures selected for each classification are
temporarily performed, and the number of remaining terminals obtained by adding up these
numbers.
[0037]

Here, another example of the screen which is generated by the display processing unit
160 will be described with reference to FIGS. 14 to 19. FIGS. 14 and 17 are diagrams
illustrating another example of classification information which is stored by the classification
information storage unit 162, and FIGS. 15 and 18 are diagrams illustrating another example of
the screen which is generated by the display processing unit 160. In addition, FIG. 16 is a
diagram illustrating an example of information which is output by the remaining terminal
information providing unit 130 in accordance with selection inputs received on a screen of FIG.

15, and FIG. 19 is a diagram illustrating an example of information which is output by the
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remaining terminal information providing unit 130 in accordance with selection inputs received
on a screen of FIG. 18.
[0038]

In the example shown in FIG. 14, the classification information storage unit 162 stores
information indicating the degree of priority (importance) of each terminal as the classification
information.  For example, a terminal having personal information stored therein is set to have
"degree of priority: high", and a terminal having only public information stored therein is set to
have "degree of priority: low". The display processing unit 160 generates a screen for
displaying terminals 30 to be managed having vulnerability by classification into degrees of
priority (for example, high/medium/low), for example, as shown in FIG. 15, using the
classification information shown in FIG. 14. The selection reception unit 110 receives a
selection input for each classification (degrees of priority "high/medium/low") through the
screen as shown in FIG. 15, the remaining terminal identification unit 120 identifies remaining
terminals for each classification on the basis of the selection input for each classification. As
shown in FIG. 16, the remaining terminal information providing unit 130 then provides a screen
for displaying the numbers of remaining terminals on the assumption that countermeasures
selected for each classification are performed, and the number of remaining terminals obtained
by adding up these numbers. In addition, in the example shown in FIG. 17, the classification
information storage unit 162 stores two types of classification information (the type of terminal
and the degree of priority). The display processing unit 160 generates, for example, a screen as
shown in FIG. 18, using the classification information shown in FIG. 17. In the screen of FIG.
18, the terminals 30 to be managed having vulnerability are first classified into a "server” and a
"client", and the terminals 30 to be managed belonging to the "client™ are further classified
according to the magnitude of the degree of priority. The selection reception unit 110 receives a
selection input for each classification ("server” or "client” or in a case of "client”, the degrees of
priority "high/medium/low") through the screen as shown in FIG. 18, and the remaining terminal
identification unit 120 identifies remaining terminals for each classification on the basis of the
selection input for each classification. As shown in FIG. 19, the remaining terminal
information providing unit 130 then provides a screen for displaying the numbers of remaining
terminals on the assumption that e countermeasures selected for each classification are
performed, and the number of remaining terminals obtained by adding up these numbers. Here,
as shown in FIG. 18, the remaining terminal information providing unit 130 can also provide not
only the entire number of remaining terminals, but also the number of remaining terminals

relating to the classification of the "client” further classified according to the degree of priority.
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[0039]

[Hardware Configuration]

The information processing apparatus 10 of the present example embodiment has the
same hardware configuration as that in the first example embodiment. The storage 103 further
stores programs for realizing functions of the respective processing units (the terminal
information collection unit 140, the vulnerability examination unit 150, and the display
processing unit 160) of the present example embodiment, and the respective processing units of
the present example embodiment are realized by the processor 101 executing these programs.

In addition, the memory 102 or the storage 103 also serves as the vulnerability information
storage unit 152 and the classification information storage unit 162.
[0040]

[Operation Example]

An operation example of the information processing apparatus 10 in the present example
embodiment will be described with reference to FIG. 20. FIG. 20 is a flow diagram illustrating
a flow of processes of the information processing apparatus 10 in the second example
embodiment.

[0041]

The terminal information collection unit 140 collects the terminal information of each
terminal 30 to be managed, for example, in accordance with a screen display request from the
manager terminal 20 (5201). The vulnerability examination unit 150 examines terminals 30 to
be managed having vulnerability, for example, on the basis of the collected terminal information
of each terminal 30 to be managed, and generates vulnerability information (S202). The
vulnerability examination unit 150 can identify terminals 30 to be managed having vulnerability,
applicable countermeasures and the like, for example, in light of the collected terminal
information of each terminal 30 to be managed and the vulnerability information provided from
each vendor or the like. Note that the processes of S201 and S202 may be executed in advance
before the screen display request from the manager terminal 20 is received. In this case, the
following process of S203 is executed in accordance with the screen display request from the
manager terminal 20.

[0042]

The display processing unit 160 generates a screen (for example, screen of FIG. 12) for
displaying a result obtained by examining terminals having vulnerability on the basis of the
vulnerability information generated in S202 and the classification information stored in the

classification information storage unit 162, and displays the generated screen on the display unit
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of the manager terminal 20 (S203). A security manager who operates the manager terminal 20
checks the contents of the displayed screen, and performs an input operation of selecting at least
one of a plurality of countermeasures. The selection reception unit 110 receives information,
indicating a countermeasure selected by the input operation in the manager terminal 20, from the
manager terminal 20 (S204). The remaining terminal identification unit 120 identifies
remaining terminals on the basis of the information indicating a countermeasure selected by the
manager terminal 20 and the terminal-specific countermeasure information (S205).

[0043]

It should be noted that, in a case where an operation of selecting a plurality of
countermeasures is performed in the manager terminal 20, the remaining terminal identification
unit 120 identifies remaining terminals as follows. First, the remaining terminal identification
unit 120 identifies terminals to which each of the plurality of countermeasures selected is
applicable. Here, it is assumed that the vulnerability information storage unit 152 stores
vulnerability information including the terminal-specific countermeasure information as shown
in FIG. 21, and that the selection reception unit 110 receives an input indicating that a
countermeasure (1) and a countermeasure (3) are selected. FIG. 21 is a diagram illustrating an
example of terminal specification information stored in the vulnerability information storage unit
152. In this case, the remaining terminal identification unit 120 identifies that terminals to
which the countermeasure (1) is applicable are a terminal A and a terminal E, and that terminals
to which the countermeasure (3) is applicable are a terminal C and a terminal D, on the basis of
the terminal-specific countermeasure information. The remaining terminal identification unit
120 identifies the remaining terminals on the basis of the logical sum of the terminals identified
for each of the countermeasures. In the example exemplified herein, as the logical sum of the
terminals to which the countermeasure (1) is applicable and the terminals to which the
countermeasure (3) is applicable, the terminal A, the terminal C, the terminal D, and the terminal
E are identified. As aresult, the terminal B is identified as the remaining terminal. This
process of the remaining terminal identification unit 120 can be shown as FIG. 22. FIG. 22 is a
diagram schematically illustrating a process of the remaining terminal identification unit 120 of a
third example embodiment.

[0044]

The remaining terminal information providing unit 130 tallies up the number of
remaining terminals identified in S205, and outputs the tallied-up number to the display
processing unit 160 (S206). Here, the remaining terminal information providing unit 130 may

further acquire information (such as, for example, terminal name and MAC address) for
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specifying each remaining terminal identified in S205 and output the acquired information to the
display processing unit 160. The display processing unit 160 updates the screen displayed in
the manager terminal 20 on the basis of the information from the remaining terminal information
providing unit 130 (S207).

[0045]

Hereinbefore, according to the present example embodiment, it is possible to obtain the
same effect as that in the first example embodiment.
[0046]

[Third Example Embodiment]

In the present example embodiment, the information processing apparatus 10 further
having a function of making the draw-up of a plan against vulnerability efficient will be
described below.

[0047]

[Process Configuration]

FIG. 23 is a diagram conceptually illustrating a process configuration of an information
processing apparatus 10 of the third example embodiment.  As shown in FIG. 23, the
information processing apparatus 10 of the present example embodiment includes a
countermeasure optimization unit 164 in addition to the configuration of the second example
embodiment.

[0048]

The countermeasure optimization unit 164 identifies combinations of countermeasures in
which the number of remaining terminals identified by the remaining terminal identification unit
120 is the smallest, on the basis of the terminal-specific countermeasure information. For
example, it is assumed that the terminal-specific countermeasure information as shown in FIG.
24 is held. FIG. 24 is a diagram illustrating an example of terminal specification information
stored in the vulnerability information storage unit.  In this case, the combinations of
countermeasures in which the number of remaining terminals is the smallest are a combination
of the countermeasure (2) and the countermeasure (3) or a combination the countermeasure (1),
the countermeasure (2) and the countermeasure (3), and the countermeasure optimization unit
164 determines these combinations as "combinations of countermeasures in which the number of
remaining terminals is the smallest".

[0049]
In addition, as in this example, in a case where there are a plurality of “combinations of

countermeasures in which the number of remaining terminals is the smallest”, the
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countermeasure optimization unit 164 may be configured to determine a combination in which
the number of countermeasures is the smallest among the determined combinations. In the
example exemplified herein, the countermeasure optimization unit 164 determines a combination
of the countermeasure (2) and the countermeasure (3) as the combination in which "the number
of countermeasures is the smallest".

[0050]

The countermeasure optimization unit 164 displays the determined “combinations of
countermeasures in which the number of remaining terminals is the smallest” or the
"combination in which the number of countermeasures is the smallest" among them, in the
screen displayed in the manager terminal 20. The countermeasure optimization unit 164
highlights the determined "combinations of countermeasures in which the number of remaining
terminals is the smallest” or the "combination in which the number of countermeasures is the
smallest” among them, on the screen displayed in the manager terminal 20, for example, at the
time of initially displaying a screen in the manager terminal 20, or in accordance with pressing
down of a predetermined button provided on the screen.  An operator of the manager terminal
20 can select countermeasures to be performed by referring to the information provided from the
countermeasure optimization unit 164. In addition, without being limited thereto, the
countermeasure optimization unit 164 may use the determined "combinations of
countermeasures in which the number of remaining terminals is the smallest” or the
"combination in which the number of countermeasures is the smallest” among them, as an
automatic selection input for the screen displayed in the manager terminal 20. In this case, the
selection reception unit 110 receives the countermeasures automatically selected by the
countermeasure optimization unit 164 as an input, and the remaining terminal identification unit
120 identifies remaining terminals on the assumption that the selected countermeasures are
executed. The remaining terminal information providing unit 130 tallies up the number of
remaining terminals identified by the remaining terminal identification unit 120 and displays the
tallied-up number in the screen.  An operator of the manager terminal 20 checks contents
displayed in the screen, and manually changes the selection contents if necessary.

[0051]

[Hardware Configuration]

The information processing apparatus 10 of the present example embodiment has the
same hardware configuration as that in the first example embodiment. The storage 103 further
stores programs for realizing a function of the countermeasure optimization unit 164 of the

present example embodiment, and the countermeasure optimization unit 164 of the present
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example embodiment is realized by the processor 101 executing these programs.
[0052]

Hereinbefore, according to the present example embodiment, at least the "combinations
of countermeasures in which the number of remaining terminals is the smallest” are determined,
and are set on the screen displayed in the manager terminal 20, at the time of initial display of
the screen or in accordance with a predetermined operation. In addition, according to the
present example embodiment, the “combination in which the number of countermeasures is the
smallest"” is further determined, and is set on the screen displayed in the manager terminal 20.
Thereby, it is possible to provide effective combinations of countermeasures from the
information processing apparatus 10 to a security manager, and to reduce time and labor for a
security manager to be taken to work.

[0053]

Hereinbefore, although the example embodiments of the present invention have been set
forth with reference to the accompanying drawings, the example embodiments are merely
illustrative of the present invention, and various configurations other than those stated above can
be adopted.

[0054]

For example, in each of the above-described example embodiments, a button for
executing a countermeasure with respect to each terminal to be managed on the basis of the
contents selected on the screen may be further provided on the screen. In a case where the
button is pressed down, the information processing apparatus 10 generates a command for
causing each terminal to execute a countermeasure in accordance with the selected contents, and
outputs the generated command toward each terminal.

[0055]

In addition, in each of the example embodiments described above, an aspect has been
described in which the number of remaining terminals is provided. However, it is also possible
to provide an index relating to the remaining terminals. The index relating to the remaining
terminals includes, for example, a ratio of the number of remaining terminals to the number of
terminals having vulnerability (risk), a color according to the ratio, or the like.

[0056]

In addition, in each of the example embodiments described above, an aspect has been
described in which the number of remaining terminals is provided in accordance with a selection
input of countermeasures against vulnerability. However, for example, in a case where the

number of applicable countermeasures is small, or the like, it is also possible to provide the
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number of remaining terminals on the assumption that all the countermeasures are applied, from
the beginning, regardless of the selection input.
[0057]

In addition, in each of the example embodiments described above, an aspect has been
described in which the terminal-specific countermeasure information generated by examining
terminals to be managed in advance is read out from the storage unit, and the remaining
terminals which are terminals that would be left with vulnerability are identified on the basis of
the read-out terminal-specific countermeasure information. However, it is also possible to
acquire the terminal-specific countermeasure information by examining the terminals to be
managed when the remaining terminals are identified.

[0058]

In addition, in a plurality of flow diagrams using the aforementioned description, a
plurality of steps (processes) are described in order, but the execution order of processes which
are executed in each example embodiment is not limited to the described order. In each
example embodiment, the order of processes shown can be changed within a range without
causing any problem in terms of contents. In addition, each example embodiment described
above can be combined in a range consistent with the contents thereof.

[0059]

Hereinafter, examples of reference forms are appended.

1. Aninformation processing apparatus including:

a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability;

a remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and

a remaining terminal information providing unit that provides the number of identified
remaining terminals.

2. The information processing apparatus according to 1,

wherein the remaining terminal information providing unit outputs information for
specifying each of the identified remaining terminals, in addition to the number of the identified
remaining terminals.

3. The information processing apparatus according to 1 or 2,
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wherein in a case where a plurality of countermeasures are selected by the selection
reception unit, the remaining terminal identification unit identifies a terminal to which each of
the selected plurality of countermeasures is applicable, on the basis of the terminal-specific
countermeasure information, and identifies the remaining terminal using a logical sum of
terminals identified for each of the countermeasures.

4. The information processing apparatus according to any one of 1 to 3, further
including a countermeasure optimization unit that determines a combination of countermeasures
in which the number of the remaining terminals is the smallest, on the basis of the
terminal-specific countermeasure information.

5. The information processing apparatus according to 4,

wherein among combinations of countermeasures in which the number of the remaining
terminals is the smallest, the countermeasure optimization unit determines a combination in
which the number of countermeasures included in the combination is the smallest.

6. An information processing method performed by a computer, the method including:

receiving an input indicating that at least one countermeasure is selected from among a
plurality of countermeasures against vulnerability;

reading out terminal-specific countermeasure information, indicating a countermeasure
applicable for each terminal against the vulnerability, from a storage unit that stores the
terminal-specific countermeasure information, and identifying a remaining terminal which is a
terminal that would be left with the vulnerability on the basis of the read-out terminal-specific
countermeasure information; and

providing the number of identified remaining terminals.

7. The information processing method performed by the computer according to 6, the
method including outputting information for specifying each of the identified remaining
terminals, in addition to the number of the identified remaining terminals.

8. The information processing method performed by the computer according to 6 or 7,
the method including, in a case where a plurality of countermeasures are selected by the
selection reception unit, identify a terminal to which each of the selected plurality of
countermeasures is applicable, on the basis of the terminal-specific countermeasure information,
and identify the remaining terminal using a logical sum of terminals identified for each of the
countermeasures.

9. The information processing method performed by the computer according to any one
of 6 to 8, the method including determining a combination of countermeasures in which the

number of the remaining terminals is the smallest, on the basis of the terminal-specific
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countermeasure information.

10. The information processing method performed by the computer according to 9, the
method including determining, among combinations of countermeasures in which the number of
the remaining terminals is the smallest, a combination in which the number of countermeasures
included in the combinations is the smallest.

11.  Aprogram for causing a computer to function as:

a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability;

a remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and

a remaining terminal information providing unit that provides the number of identified
remaining terminals.

12. The program according to 11, causing the computer to function as:

the remaining terminal information providing unit that outputs information for specifying
each of the identified remaining terminals, in addition to the number of the identified remaining
terminals.

13. The program according to 11 or 12, causing the computer to function as:

the remaining terminal identification unit that identifies, in a case where a plurality of
countermeasures are selected by the selection reception unit, a terminal to which each of the
selected plurality of countermeasures is applicable, on the basis of the terminal-specific
countermeasure information, and identifies the remaining terminal using a logical sum of
terminal identified for each of the countermeasures.

14. The program according to any one of 11 to 13, causing the computer to further
function as a countermeasure optimization unit that determines a combination of
countermeasures in which the number of the remaining terminals is the smallest, on the basis of
the terminal-specific countermeasure information.

15. The program according to 14, causing the computer to function as:

the countermeasure optimization unit that determines, among combinations of
countermeasures in which the number of the remaining terminals is the smallest, a combination
in which the number of countermeasures included in the combination is the smallest.

[0060]
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CLAIMS

1. Aninformation processing apparatus comprising:

a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability;

a remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and

a remaining terminal information providing unit that provides the number of identified

remaining terminals.

2. The information processing apparatus according to claim 1,
wherein the remaining terminal information providing unit outputs information for
specifying each of the identified remaining terminals, in addition to the number of the identified

remaining terminals.

3. The information processing apparatus according to claim 1 or 2,

wherein in a case where a plurality of countermeasures are selected by the selection
reception unit, the remaining terminal identification unit identifies a terminal to which each of
the selected plurality of countermeasures is applicable, on the basis of the terminal-specific
countermeasure information, and identifies the remaining terminal using a logical sum of

terminals identified for each of the countermeasures.

4. The information processing apparatus according to any one of claims 1 to 3, further
comprising a countermeasure optimization unit that determines a combination of
countermeasures in which the number of the remaining terminals is the smallest, on the basis of

the terminal-specific countermeasure information.

5. The information processing apparatus according to claim 4,
wherein among combinations of countermeasures in which the number of the remaining
terminals is the smallest, the countermeasure optimization unit determines a combination in

which the number of countermeasures included in the combination is the smallest.
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6. An information processing method performed by a computer, the method comprising:

receiving an input indicating that at least one countermeasure is selected from among a
plurality of countermeasures against vulnerability;

reading out terminal-specific countermeasure information, indicating a countermeasure
applicable for each terminal against the vulnerability, from a storage unit that stores the
terminal-specific countermeasure information, and identifying a remaining terminal which is a
terminal that would be left with the vulnerability on the basis of the read-out terminal-specific
countermeasure information; and

providing the number of identified remaining terminals.

7. Aprogram for causing a computer to function as:

a selection reception unit that receives an input indicating that at least one
countermeasure is selected from among a plurality of countermeasures against vulnerability;

a remaining terminal identification unit that reads out terminal-specific countermeasure
information, indicating a countermeasure applicable for each terminal against the vulnerability,
from a storage unit that stores the terminal-specific countermeasure information, and identifies a
remaining terminal which is a terminal that would be left with the vulnerability on the basis of
the read-out terminal-specific countermeasure information; and

a remaining terminal information providing unit that provides the number of identified

remaining terminals.





