METHOD, SYSTEM AND APPARATUS FOR DISCOVERING AND

CONNECTING TO DATA SOURCES BACKGROUND OF THE INVENTION

5 Generating reports is one of the tasks performed most frequently by users

of spreadsheet application programs. In order to author a report, access to a

data source located on an external computer system is often needed. For

instance, in order to obtain_the data necessary for a particular report, it may
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subsequently opened. However, If the location of the data source changes or
1 data source.

Once a user is finally able to connect to a data source, the information
needed to connect to the data source may be captured and saved in a data connection
file for future use. However, there is no easy way for one computer user to share a data

20  connection file with a multitude of other users. Therefore, in many cases, each user
needing access to the same data source must independently locate or create the
information necessary to connect to the data source on their own. This can be
frustrating and time consuming for each user. When an organization has a large number
of analysts needing to connect to the same data source, this can cause a great deal of

25 inefficiency.

When reports are authored with connections to external data sources,
information is typically stored within the report that describes the connection to the data
source. In this manner, the connection to the data source can be reestablished when the

report is subsequently opened. However, if the location of the data source changes or

1



the data source is disabled, the report will identify an incorrect location or
other parameters (such as a names, table names, catalog names, etc.) for
the data source. When the report is opened, a user may be confused as to
why the data source is unavailable. Moreover, if an organization utilizes a
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as a BRIEF SUMMARY OF THE INVENTION

In accordance with the present invention, the above and other problems
are solved by a method, system, and apparatus for discovering and connecting to data
sources. Utilizing the various aspects of the invention, quick access may be had to the
information necessary to connect to a data source, the data may be easily published and
shared with other users, may be modified in a manner that does not require a change to
reports utilizing the data source, and the data source connections may be easily
administered from a central location.

According to one aspect of the invention, a system is provided for
assisting in the discovery of available data sources. The system includes a server
computer operative to maintain a centrally managed repository of data connection
definitions. Each of the data connection definitions includes a data connection file that

stores connection information for establishing a connection to the data source, such as a

2



5

10

15

20

25

2 network address and a database location for the data source. Each data
connection definition also includes one or more metadata properties
describing the connection. For instance, the properties may include a name,
a text description, searchable keywords, instructions for obtaining credentials
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to the repository only by system administrators or other trusted users.
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So%gzat?lame data sources. According to aspects of the invention, the search may be limited
to data sources for which a user of the application program has security privileges or
limited to data sources having metadata matching filter terms provided by the user.
When one or more data sources have been identified within the repository, the server
computer responds to the request from the client application with a list of matching data
sources.

The application program is further operative to display to a user the list
of available data sources. The list of data sources may be sorted and filtered based on
metadata associated with each source. When a user provides a selection of one of the
data sources to connect to, the application program transmits a request to the server
computer for the data connection information corresponding to the selected source. In

response, the server computer returns the data connection file.
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response, the server computer returns the data connection file. 3 Once the
data connection file has been returned to the client computer, the application
program may utilize the contents of the file to establish a connection to the
data source. Data may then be retrieved from the data source and utilized in

calculations perferRaedrayddie apmicaiipNREBIa Y RROrAERP this GRYREYiputer,
the 5 application program, a reference may be saved within the report to the
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from the repository to the client computer. The application program then utilizes the
connection file to open a connection to the data source and utilizes data from the data
source within the report.

If the reference to a data source in the report is determined to be an
embedded data connection file, a determination is first made as to whether the data
connection file also exists in the repository. If the data connection file is contained in
the repository, a determination is made as to whether the information in the embedded
data connection file matches the data contained in the data connection file stored in the
repository. If the data matches, the contents of the embedded data connection file are
utilized to open a connection to the data source.

If the data connection file is not in the repository, or if the contents of the
embedded data connection file do not match the contents of the data connection file in

the repository, a determination is made as to whether the report is trusted. If the report
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If the data connection file is not in the repository, or if the contents of the
embedded data connection file do not match the contents of the data
connection file in 30 the repository, a determination is made as to whether
the report is trusted. If the report 4 is not trusted, no connection is made to
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operating, envirgnment for embodiments of the invention; %;f FIGURE 2 is a
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These and various other features, as well as advantages, which

characterize the present invention, will be apparent from a reading of the following

detailed description and a review of the associated drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
FIGURE 1 is a computer network diagram illustrating an operating
environment for embodiments of the invention;
FIGURE 2 is a database diagram illustrating the structure and content of
a centrally managed repository for data connection definitions utilized by the various
embodiments of the invention;
FIGURE 3 is a computer system architecture diagram illustrating a

computer system utilized in and provided by the various embodiments of the invention;



embodiments of the invention; FIGURE 3 is a computer system architecture
diagram illustrating a computer system utilized in and provided by the
various embodiments of the invention; 5 FIGURE 4 is a flow diagram
illustrating a method for discovering a data source utilizing a data connection

repository; and F{E{REE 2 iR @ filow diagramiilusFaincaaRPees @t tiscovering a data
invention for_loading and utilizing a report that includes a reference to a data
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the drawings, in piGCIREKe NYraefiRly rRtRaeNTI Il rifaspsstyasoti® invention for
aspects of the present invention will be described. In particular, FIGURE 1
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where tasks are performed by remote processing devices that are’ linke
thréyRjenas eoehptagisarimagulestwork. In a distributed computing environment,
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corfiatfusiicisterer and other types of structures that perform particular tasks or implement
particular abstract data types. Moreover, those skilled in the art will appreciate that the
invention may be practiced with other computer system configurations, including hand-
held devices, multiprocessor systems, microprocessor-based or programmable
consumer electronics, minicomputers, mainframe computers, and the like. The
invention may also be practiced in distributed computing environments where tasks are
performed by remote processing devices that are linked through a communications
network. In a distributed computing environment, program modules may be located in
both local and remote memory storage devices.

As shown in FIGURE 1, a number of computers may communicate via a
distributed network 10, such as the Internet. In particular, a computer 2 may be
connected to the Internet that includes a report authoring application 4 and a report
consuming application 6. The report authoring application 4 comprises an application

program for creating a data report. For instance, according to one embodiment of the
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distributed network 10, such as the Internet. In particular, a computer 2 may
be connected to the Internet that includes a report authoring application 4
and a report consuming application 6. The report authoring application 4
comprises an application program for creating a data report. For instance,

acGavdbO ene espbrrdimeatiahthepidaientioncdhfp POk asihadstket application
application 4 comprises a spreadsheet application program, such as th
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the report 15 consuming ication 6 may comprise the same applicatio
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As shown in FIGURE 1, a server computer 12B also connects to the
network 10. The server computer 12B is operative to provide a gateway to the data
source 16. The server computer 12B is also operative to receive and respond to requests
for data stored within the data source 16. Accordingly, the server computer 12B may be
operative to execute database software for providing access to the data contained in the
data source 16 via the network 10. Such database software is well known to those
skilled in the art.

As also shown in FIGURE 1, a server computer 12A is also connected to
the network 10. As will be described in greater detail throughout this document, the
server computer 12A is operative to maintain a data connection repository 14. The data
connection repository 14 comprises a centrally managed repository of data connection

definitions. Each of the data connection definitions stored within the data connection
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25 skilled in the art. As also shown in FIGURE 1, a server computer 12A is
also connected to the network 10. As will be described in greater detail
throughout this document, the server computer 12A is operative to maintain
a data connection repository 14. The data connection repository 14

Coﬁﬁ@ﬂ§ﬁ§r? centiadiydeanaaedareRpsitetiv Rt ARlaEANRRFEONIZR dﬁﬁnﬁ@&lﬂishing a
Each of the data connection definitions stored within the data connection 7
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and additional information necessary to connect to the data source 16.

18URiSdiments of the invention, the data connection repository

14 may also storagediignese enfiediptanesoperties aasesiried with &aghconnection
data connection file. The properties m |nc e, for instance, a ¢
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stored in.the daét§ﬁ 15 connec |o(rr}]€§p itor é/'im For instance, when the report

auﬁ'ﬁ?ﬁ?ﬁjngp}ﬁﬁ DA EuEN2& 1%5a data source 16, the report

authoring applicaticsodlimayo eqhershsfiests e thereyepais uies ié’rﬁealboﬁtﬂjlﬁer 12A
data connection f| s avall le for conne tlon In reSﬁonse t?ﬁreto
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S€ Hrps c{h\éltlee gﬁetoA | Ens%trl\\;grl%otrgguter 12A may search the data connection repository
14 for the available data connection files and return a list of these files to the reporting
authoring application 4. According to aspects of the invention, the search performed by
the server computer 12A of the data connection repository 14 may be limited to data
sources for which a user of the application 4 has security privileges. Alternatively, the
search of the data connection repository 14 by the server computer 12A may be limited
to data sources having metadata associated therewith that match filter terms provided by
a user of the computer 2. When one or more data sources have been identified within
the repository 14, the server computer 12A responds to the request with a list of the
matching data sources.
Once the report authoring application 4 receives the list of available data
sources, these data sources may be presented to a user of the computer 2. The list of

data sources may also be sorted and filtered based on metadata associated with each
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search of the data connection repository 14 by the server computer 12A may
be limited to data sources having metadata associated therewith that match
filter terms provided by 25 a user of the computer 2. When one or more data
sources have been identified within the repository 14, the server computer
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30 ¢liResabRCEtetAYradpoemsOttethang B dfasas @R Metagisonse thereto, the

associated with each 8 source. When a user of the ap%ication 4 selects one

of FEVEAEPERHEL I 66\ IGHRES SO NepSIROSHBRY pkb JParARPtPRAEHRial connection

5 reclilRiri@ i&ieras e frefonHtek paAd domdiengalsh IRaaaction file
corresponding to the selected data source. In response thereto, the server

computer 12A retfe6ederdAaTanTE Gt HeL A3 eSSt G-l computer 2, the

conpgitiano® fileandileitithe doattiestefthie: epe™dciehalnm apprlitatiancbnnection to
Once the data connection file ha be?ilrﬁ’]f return%&io the comﬁﬁuter 2, the
appl

R4 SPURSE HiliZ8akeedn {REIRYSH Bt iRy HifsATy utilized in
corareiigivi’s peefelatadsoyrte pphataomaydhembe retrirves feporthe atd by the
sourc?_and utilized in calculati%gs performed by the a@olicatil%n prOéJram 4.

10 AR ACAEBB RSB d by 3hE e&ﬁ%li@?ﬁo#%r%@{%% 1D ffe BRI Al pie data
savedwithion thigerepprtpartheldata tarnerijondilsadedpaitisinathe tupomay lige data
saved within ?%r@)ort 0 thﬁgdata connection fiLE?lgc ted on the server 50 b
corPUtET ¥hd! G2 eEArRE IS FieY vh 49 ARG P SAMRFHTHY & fyalso be
repgnbaddeenadtrepait daakinclpoles a reference to a data source is
subsequently 1 ened by the report consuming applicatjon 6, the .
pplication may W ERGSR T AISHIRR ARERIRS A faia gy dsisrapavently

15 an gpeheati dgdthiategonneeiiomiig. dppiativierendeiagplicktionardajabe operative to
conpectian file, g determination may he made by the lication 6 as.to ..

oo SRS QA RSB A i o D C LR R, 1F the
If thefelatrednrediianttie igatat corthectiepofitry Létdheinariont Rgdiesumaitegby the
AR Y B Rt D e iR 293 R8BS SOt & Bnnection

repository 14. If the data connection file is not in the repository 14, the report

20  consuming application 6 will load the report without establishing a connection to a data

source. If, however, the data connection file is located in the repository 14, the data
connection file is copied from the repository by the server computer 12A to the
computer 2. The application 6 may then utilize the connection file to open a connection
to the data source 16 and utilize data from the data source 16 within the report. If the

25  reference to a data source in a report is determined to be an embedded data connection

file, a sequence of operations are performed in order to determine whether the
embedded data connection file should be utilized. The sequence of operations is
described in greater detail below with respect to FIGURE 5.

As shown in FIGURE 1, the computer 2 may also include an

30 administration tool for data connections 8. The administration tool 8 allows an
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source. If, however, the data connection file is located in the repository 14,
the data connection file is copied from the repository by the server computer
12A to the computer 2. The application 6 may then utilize the connection file
to open a connection to the data source 16 and utilize data from the data

souggRiAB IR AR FREE the CEMAB HTBTCHER D Mmdalid s piyeSthAIePMgrticular,

determined to be an embedded data connection file, a sequence of

op SRR S ORI ALY YR MO SRR GAMOt e HOE Y R RIS Rt pXisting

conapatienviile sheugebrutlizass Bhe&eguﬁacgq@ﬁmp@éap@@ﬁuweoﬂﬁw@ﬁ%vm|ab|e
greater detail below with respect to FIGURE 5. As shown in FIGURE 1, t

corfitRerhfay %I%SlH@UB%ra?Pr%”a%‘?ﬂﬂﬁ%‘t‘r%ﬂ?oﬁ‘%d?%xﬂﬁﬁdc%ﬁ%@féﬂr@ oups of

8. TberadmiristiaicdipetBoalams @it. IweshoinshakppiedagtpeRItI®R administration
contents of the data connection repository 14. In% articular, the system

ad iR R FOI3PHER e RBM /ORREPRUIRL ORRIRF 1B A LR A URRYIRG2 or another

conpestigngp Andtrne elyatvns P s eEsvhiat shputerbexpernmdiethteamivthe server
available connpections. Inthc{;/ j]ner certain connections n%a%/l be e>32 osed
H

to COMRIYrdhs BIY (RIaH YREEIREnMAEn JaRnAdR. it dH Otk hénterface for
apmeﬁa@iﬂg thatcheeatiunigigation ctsmieatmﬁmmmwwem sEMerigpss of interfaces

o SR o e e S AESISA e e
12,edm@cmamatb55peu -text markup Ianguage ("HTML") interface for
e e e P R eI s o
storiel suiticotiedlgia repmaﬁyomrenusn@rmd%d&ﬁfemmgumé@ bleeERREbdve, the
S e S LA ReBtE L Fction
stofed diBcoBNestiantfitedalBAedBdarY e mmdﬁmd&éﬁeﬁlﬂﬁﬂ@hbular the
RN B B R BN S B o rosting
128 halatm[glreedaa swlnenhﬂyAdﬂlmmUynﬂeetdmt& lorgkatian Stlerd 8Aditiayal data
sto %&ed% il nt| ct)DFc %I%%?fagﬁet att li'sf%%r%/gra%argsmeralt IIEIS Other
mformatlon may also be stored in the data connection file 18A necessary in order to
obtain a connection to the data source 16.

According to the various embodiments of the invention, data connection
properties 20A-20N are also stored that correspond to each data connection file 18A-
18N. As shown in FIGURE 2, the data connection properties 20A define metadata for
the data connection file 18A. In particular, according to one embodiment of the
invention presented herein, the metadata includes a friendly name 22A of the data
connection, a text description 22B of the data connection, and one or more keywords
22C that may be utilized by a user of the computer 2 to search for a specific connection.
The keywords 22C may be filtered upon by the server computer 12A when identifying

the data connection files that should be returned to the computer 2.
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information may also be stored in the data connection file 18A necessary in
order to 20 obtain a connection to the data source 16. According to the
various embodiments of the invention, data connection properties 20A-20N
are also stored that correspond to each data connection file 18A- 18N. As

shown in FIGURFR, rHeeadatastereaseiinm Rrerpities attinlipepeaiasatnieiay also
the data connection file 18A. In particular, according to one embodiment of

the' BEUAG htgPE ISR el nORLIASAR IR B fith IOUES LFriRtRRaRNRe, such as

22/ pEthe doBBCoBEAR @ tepficdeseidntiobfAAB giph¢iclatazonnggtinutilized to
and one or more keywords 22C that may be utilized by a user. of the

of th :
coﬁ‘\?ﬁﬁ’ig}‘%twggﬁ%yrgv?o?sé%%%@#iBrc9(‘!r‘ﬁ?édﬁ§HPpﬂﬁ@q<eﬁ%P6§'Q@@ ARpments of

filteredMRARdY heaRiME GernPUETidRFP M a0t yingrdlie«daldthin the metadata
connection files that should be returned to the computer 2. 10 The metadata

stol¥adRRHIA e ER RO R AR TS SRREER00 0 A St1dBe RAEIIE Jaffmpurce. For

fielthagRtéhatidfslifiamyhadtatansosi geuprvalosidativatheusieaer Gkkigds,should be
ODBC, SOQ%Z;g etc. The contents of the tﬁge 'faijld 22D may be utilized to
- i

GRS TRk SR AL JtDar o STad RL 355 o IRE 0, fRestghe data source,
emhp@lu'geemﬁ ofer?éhﬁai@\f@ﬁm;eg%w&%oﬁdsme&m ﬂ;@@%?cﬁ _mlakala@rbg network
prOVI ed.within the metadat or SCIripl the type of credentials ecessary .
B BRI DI B IRE T oA AR R OTE AP LRET Aty I this
foureyatdes ipdeptingxwhriider2RengebshaifiddoetpepatptedHenexedepialad with a

crcR PR G FHLPRGED SR oLt AL 3 e KRB B RRRER 0 ener

10 thgtherizsitgeepigdntticatiovhatmtsdhaeragentidimartostorediedandsleto access a
Ioc$tio . In this regard, a prompt text field 22F may be utilized to specify the
tex %}?sqcﬂ%ﬁzed with a prompt for user supplied credentials. For instance, a

user may be promieathto esirectiveirpeopeltigec2tientitigadlon storebeicasatkd by field
th dentials t tab .15 The dat ti
or A A e S s S BB B9 et okl DL (iR 22+

creftgddingifiatateomsee ctian ddemadifiutifiee dxyafieddriz2tiontfét igentifresdified on field

UL IRLARMRTGE S T8 GoomGHich the R Smedlisr Al Vel modified. The
data connection properties 20A may also store the connection string 22J needed to
establish a connection with the data source 16. The connection string 22J may be
copied from the contents of the corresponding data connection file. According to
embodiments of the invention, the data connection properties 20A may also store a
single sign-on service (“SSO”) application ID field 22K, SSO user name field 22L, and
SSO password 22M. The contents of these fields are utilized when the value of the
credential retrieval field 22E is set to utilize stored credentials. These fields identify the
stored credential service and the user name and password that should be utilized to gain
access to the data source 16. It should be appreciated that other types of metadata may
also be stored within the data connection properties 20A and utilized herein. For
example, other types of metadata may include QueryTimeOut and DataCacheL.ifetime

fields (not shown), which identify values that allow the server computer to override

11



221 that identifies the last date upon which the data connection file was
modified. The data connection properties 20A may also store the connection
string 22J needed to 20 establish a connection with the data source 16. The
connection string 22J may be copied from the contents of the corresponding

dalgefeatingsfite- Aesoie it sampdpertic e hadnavestiwatitie saa Location

connectjon properties 20A may also store a single sign-on service ("SSO"

apPIRABAtIHTY whIENSiare 1 MReLTiia SBYersRimriLes fon salbrgesaont will be
Thempeients ehdhessafietdsaterilizrdusdtan fhietvelsendhiseadbreegdsmtiattions on

retrieval field 22E is set to utilize stored credentials. These fields identif3é the

stoltl EYEESRAIRERTicS IS DstataA S U BeSCaNB a Hvsr%HaAR B2 command

5 utiliged thgal) insaesadrid)afi@ieret eatalsbshoutorbe appiraiaieghtaabnnection
other types of metadata may also be stored within the data connection

prdJOR7ELES@RAnd utilized herein. For example, other types of metadata
may include Quergfdrria@ubant PatdRE B ldfelimarafvietdmimatshemdcture for a

which identify values that allow the server computer to override .11 default
R s D AR MEH S EPOOREN B ONRBLRO b goscribed. The
Locatisputéietdhieicshevenbwhith SICEREhe flaxeatsthecsaneaticaanReiRiridpurpose
databases. It will be ap reciate‘:j the Location field r@%be useful for the

t

10 o RAIRH o GTYBAReL il Bh RIRSESSIRr Yihastute - Rdditidh &Y Fetadagory 26,
forlide&mmlr@mé@aﬁméaug&rﬂﬁm?z?m}&mtau@da’@d@ﬁytn@lm @rdM") 30,
select) may also be stored within t ata connection rties 20A. .

e AT PR st O e B Lo ur AP inputioutput
comptdar coutdinkd) ithéhsasiarroutsreabadimints vatorirnventienivilbbgveen elements

d ibed, Th t hjtect h in FIGURE 3 jllyst
oGNS SR P8 6 DB T AIGEH g BE AN e i gomputer 2
15 unifi@th€r@tllijesasyatastoraymdeyi2e J4ndustngng sangeratiecegsemesdogyplication
28 ("RAM" d-onl "RQM" d a.system bus 32 th
R L e W S b
the basic routineSbandws|pttvatyanisidcirdorimationebrtivecthelemeats twiigh a mass
M 30. The computer.

2 SRS g B AR TS G o TG s gy ce 34 and

sydtersse)appoatmuter-readable media provide non-volatile storage for the computer 2.

20  Although the description of computer-readable media contained herein refers to a mass

storage device, such as a hard disk or CD-ROM drive, it should be appreciated by those

skilled in the art that computer-readable media can be any available media that can be
accessed by the computer 2.

By way of example, and not limitation, computer-readable media may

25  comprise computer storage media and communication media. Computer storage media

includes volatile and non-volatile, removable and non-removable media implemented in

any method or technology for storage of information such as computer-readable

instructions, data structures, program modules or other data. Computer storage media

includes, but is not limited to, RAM, ROM, EPROM, EEPROM, flash memory or other

30 solid state memory technology, CD-ROM, digital versatile disks (“DVD”), or other

12



programs, and other program modules, which will be described in greater
detail below. The mass storage device 34 is connected to the CPU 24
through a mass storage controller (not shown) connected to the bus 32. The
mass storage device 34 and its associated computer-readable media

proyfigieanosioradatilenaimiane fasstiR COMRIHEN@ tape, AMRgHET thiIsKeserRjionr other
of computer-readable media contained herein refers to a mass stora

e MEENEHE R B4R sy BB L RS PR EFB O R R Er he desired

thopgosHiiRsh ilnthe/@dHiaah eendudteed egdableompaié oan be any available
media that can be accessed by the computer 2%%/ way of example, and not
r %fopggg)uter 2 may

limitation, comput&~PEHAGARVALRHE SIRP BRI EE LSRRy

5 megliarardifOMARUNIRES e eGANGIAMIBHIG IStREaD e dnetifoMRClydesmvtabvnputers
and non-volatile, remavable and non-removable media implemented in an

meHHOH U 2EWEIB P 1SHERFSE SRR m A6 SMDHIEE 2 Bl ERBRSELIgBFNetwork

instyIclipsgitladarsifveiiraatdpfagH aum in sl Wesnettetheb daw. faenutent should be
storage media  includes butgis not limited to, RAM,

OM, EPROM,
= PRGHERAL LiR  BHUP St AR S B HEg, connect (0 ther
CDrJRex\df diigtifairke raadiledits cOrNURD spstotner The eptigakstragss also include an

magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

10 ot PR A CORT R Ao R T 855 T Aol SLOM syt other
infejanirdeNia¢lddiviy ch ke dre lanease cob y ldwerenimptitkis Andcsiosdingri-IGURE 1).
varjous, embodiments of the inventjon, the computer 2 may 5 operate in a
7 i S o it 0 s e S RN
thrprigten oettverkyil slolt@as theitternet. The computer 2 may connect to
the network 10 throu%h anet Oéﬁpiérgﬁrface unit 68 cgnnected to th

It should bo. apeECERBUAE B NEAUGHE ANABEr b9 i T e ta fles
15 utiliney e stnee ot the)ﬂm §Wﬁga)tﬂmwed<armhmkwme)f:mwotap&wﬁtemscluding
R A R AR RSP L0 B prson
keydooguatemosiseh ogseleiatromeNDOW S0KBh@pweratihd GLyEnd ). frsimilMICROSOFT
PHKBHIRIL RIURIIE A0 AN PRIASS IR 36 SRR Y SH6%: BN RAM 28
may also store one or more program modules. In particular, the mass storage device 34
20 and the RAM 28 may store a report authoring application 4 and a report consuming
application 6. According to one embodiment of the invention, these applications
comprise the EXCEL spreadsheet application program from MICROSOFT
CORPORATION. It should be appreciated, however, that other application programs
from other manufacturers may be utilized to embody the various aspects of the present

25 invention.
As shown in FIGURE 3, the mass storage device 34 may also store a
report 42. In embodiments of the invention described herein, the report 42 comprises a
spreadsheet file that includes a reference to a data source external to the computer 2.
By utilizing a reference to an external data source, the report 42 may utilize data

30  contained within external databases when performing different kinds of analysis.
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As mentioned briefly above, a number of program modules and data files 15
may be stored in the mass storage device 34 and RAM 28 of the computer 2,
including an operating system 36 suitable for controlling the operation of a

networked personal computer, such as the WINDOWS XP operating system

from MICROSORs $pRPRARAG I of Redmanrdstiyvaghiegies 3ihadpags store an

storage device 34 and RAM 28 may also store one or more program
moMliTUBISHAHARiBRAr Sthe/MadSQterety P eic oo R PHHRIRARANSS Hpg) 8 may

stopeoRitRPAIhEIEhRNYIfa P REGAEMY 4RGN PRt ¢RBRStENHRgtispHiRatiseed in the
According to one embodiment of the invention, these applications comprise

. prise
the' BR8 PNYs e adAle LANMIRIAIL Al o J1ar RRoATR-C RO EIRYEd to the repository
CORRARAHONnirmSieatidbappredatrdofawye ves . dhakatier apprlicatiosttion files

programs from other manufacturers may be utilized to embo% the various
as

YPBIRE HRESRAA DB AASRTIAI AR AR SH9EFA e Baleheoppgstion properties

stozegerﬁ%ymgqifeéaﬁang@o i‘l@d?ti@nmg?th%giﬂjl mmmmtéwﬁmﬁratLon tool 8, a
Invention descriped herein, the report comprises a spreadsheet flle tha .
incRYGEEAFERUPEHIAE Ao T % rc%%&%maﬁ%aa eoédlﬁm BZS W&ﬁ'ﬁﬂﬁmé‘) VIEW

a rederpate inatexsnaddiia SrYrcen thes reagrrbdpsayr uliliiendatandy be created
cogtained. Wifhin external databases when performing different kinds of
an

W&éﬂi%’&&%‘i%&ﬁ?ﬂ?%\ ‘3, the mass storage device 34 may also

store an administretinndoelaPpisidisdusset dsiellyradoaystthe 12dmindsiZBighown in
the data connectjon

t ide functionality f trall i

1oE GOTEK th B IBHAGH TN oAk CORYRILG S AP e S B respect o
renfavednipitee feposiiGyRAISlizingdite@dininisiredioortoohPuteddiipnally, thelude a
content %%atacongéc jon files may be modified and their associated he dat
meRHa BRI e d a@&ﬁﬁ’éBﬂo?PﬁréB%“r‘?i’é 9o i) &b e access the data

chapgeettidddiienstbyedhrotighépesiteeyaf4her aelpunisiteipticatioh d6ansy sierform the

R T T e S

crest@dhdOdbthratticutandettaorepestiony filds altdstwootbebeisp presivadashdh@tpond to

thergc?lﬂgsetg PoW%Hee rgo%%ﬁtgrn 9 ;rloerac':sgler\sN?oi%e repository 14. Additionally, the portal
application 46 may provide a HTML interface for administering the contents of the data
connection repository 14. The functions described above with reference to the
administration tool 8 may be performed through a web based interface provided by the
portal application 46. According to one embodiment of the invention, the portal
application 46 comprises the WINDOWS SHARE POINT services server application
from MICROSOFT CORPORATION.

As shown in FIGURE 3, the server computer 12B may also include a
database application 44. As known to those skilled in the art, the database application
44 is operative to receive and respond to requests for connections to the data source 16.
It should be appreciated that the server computer 12B may include other conventional
software such as the operating system 36 and other components known to those skilled

in the art.
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FIGURE 1 may include many of the conventional components shown with
respect to the computer 2 in FIGURE 3. Additionally, the server computer
12A may include a portal application 46 for receiving and responding to

requests to access the data 15 connection files stored in the repository 14.

The portal applicrégiriy Maw REFGURbEe, RAGASSREYfdneliane J00IAYIdR described
data connection files only tg authorized users, to filter searches of the data

conHeURIN AP BEREHSE 18" FREQUEHIRL AVHELA SRR iRP R ih AR Gelipi RS tory.
from HheWantRUEpHAIMIeEaRSSs MibegieRRS@Nbddintetitionally . itvemiitabescribed

application 46 may praovide a HTML interface for administering the contents

of AR A SBESHHE B pOitshPL 2 SPHRAGTIRRIRD HEAAHBEP A5G it vention

5 refeigner taithedadmnisyatier WoASMAYISE Pedrimenkthéoneta el data source.
based interface provided by the Porta_l application 46. According to one

embYdiSERCET i SRDORHIAN ! JBRAIVERAR S H P8 BRRR BN e utilized within

WIH Drayiahbi Rip RIS proyiaas setvawarpbeatmpliterndéd RexRfaRabplication
CORPORATION. 25 As shown in FIGURE 3, the server computer 12B ma
alsB" AR IReP Y S RERRES I ARBHERT AR PRI B ?d}/ﬂﬁ%@ées&ﬂfétﬁﬂ‘{’ﬂé’%&‘éram-

the database appiipatiqBadifgSiRPEIssisitn SCeiveanthse spesRA el IeggRstR should
for connectiqns to the data source 16. It should be. appreciated that th

10 oS GHAEN Lo 1, InCHErls SRR e e BT S a8 (i present
opengtingosysieimgrRanataiiie) eompaents heomjotthose ekiketBakis therogram
art. 14 Referring now to FIGURE 4, an iIIustra}iveéiutine 400 will be

deQAPHEES iK% Y £ ATRLLRG, YREB ARAGR dAdS B EL IS aghine logic

comieaiternorepesiiernotiusdowitiie anprecigethdalsihoughhthémplementation is a
embodimenpts of the invention described herein are. resente(ijj.ﬁ the context
of MEBFE G oL, AEREIAR R S AN LR DT iR AESTRHENG system

15 anyriyheneihapplichtioimpeageam thatcomieglts tehe deigicdungrrationinsthrtated in
the&%ﬁ%ﬁg s of the inventiont escr\ib)ée% herrfin liaa/be utili%ed Véiﬂ‘nin % ibed
or AP Ao 6T A N U3 her R gion Bescrive
apjpleeiticare pebgradnioa/wivdsly asepeing appltatnngp teyiaes, ataciatadaks. It will
AP D g e P A R AP RS Ot D s QLR A 8805 hcts and
her&iHeTOSRLG

modules may be implemented in software, in firmware, in special purpose digital logic,

20  and any combination thereof without deviating from the spirit and scope of the present

invention as recited within the claims attached hereto.

Referring now to FIGURE 4, an illustrative routine 400 will be described
for discovering available data sources utilizing the contents of the data connection
repository 14. The routine 400 begins at operation 402, where the report authoring

25  application 4 receives a request to connect to a data source. Such a request may be

received programmatically or from a user. In response to such a request, the report
authoring application 4 transmits a query to the server computer 12A requesting the
identity of the available data sources at operation 404. The query may include the
identity of the user of the report authoring application 4 and one or more filter terms

30  provided by the user for filtering the contents of the data connection repository 14.
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10 be appreciated that the logical operations of various embodiments of the
present invention are implemented (1) as a sequence of computer
implemented acts or program modules running on a computing system
and/or (2) as interconnected machine logic circuits or circuit modules within

the computing systRi¥ing R vz MaTdAtRBVRTIad BRY efperoierHdaReNGMcation 4
on the performance requirements of the computing system 15 implementinfg

thel T iEnBBRY AL REINEIy COMPIBRfi LD g raRf Al YRS SaRENHNE EAD RIS gf dhe data
an@gnaddtiar i fosienyrriforanis ebthedais SN iy aMich tHe seabeptHasieiputer 2 is

are referred to variously as operations, structural devices, acts or modules. It

wilPBBYLESHINASGESy Bt WRIREITAtERCAaY: IS 155 BERASRETY BHR KRkt should

5 deyjeeppraiiiRidhan ek lastsaa Reolatpientented sodbrasetith fiibyeaties iIPOA-20N
special p%rpose digital logic, 20 and any combination thereof without

de VARG HOHRFRIBBRHCAAYS B SN B8 SARMHEE OIS SFUBREATAHIG: 12A 10

theigéating ddarhed deieisn iRefierip favietord- (iR hé uaey iltugitaiMectPtaiew and
400 B,j” be de cribe% for discoverin%]a ilable data sources utilizing the

coYBIRS B1E8 v BRI ESH PFRRITERORY 198 Hi& o (AIE 480 Blghisdypilable data
OpetAiROtHNZi WO BEe HrereRestralnéD iy ghiSsapplicaiinputeracayesIRtreftestiles is
to conne?(]:d to ﬁdata sour?f. Such ei_re uest mg)/ be. recei\f]ed

10 o rJGFAFRRIAR ARy ROHAMIPTIRE2RR Pé%ﬂ%h EXRING QB AR CPRUE Bort
authoring applicaxipwbtﬁa'ﬁﬁnﬂm,altmguiergdmmﬁ&w@g cpieiesi 2Ais operative to
requesting the identity of t vailable data sources gt pperation 404. The
SR A VN e A A R S B O e cer may
4 athdrobe mrompete ik se kesmm Soffarevidedabictistaiseurtes filt@rinpetiaisplayed list. At
contents.of the data connectjon repository 14. 15 Utilizing the, information .
or URBEH B 408 D IRPALLABHIR S BRELGEHO 47 8FE SRy miBes g Selection of

15 cormputeildRA daapertye ko ksponbetihe reositantssutihe Bidaiagrtheetiport authoring
repository.14 for data conpection files to which the user of the computer 2 is
NGRS AR R THAL 1 2 2Pl HEh, GRIRE B) AHE Jgeihe cerver
shauldfutee Eprcptestidred 10e metadata stored within the data connection
properties 20A-20N for eac{%)data. conn(ﬁcti.on fél

- hed
by the server CO%WT% or%eéxlﬁ%{ 2 'I?&n f%é@é%%&%ﬁ%%%%%%mn file,

to Whichrilee ceepigeaUbArizaghtoatiesvtametrieve the data connection file from the data
20  connection repository 14 and to transmit the data connection file, including the
information necessary to connect to the data source, to the report authoring application
4. The report authoring application 4 receives the data connection file from the server
computer 12A at operation 412.

Once the data connection file has been received by the computer 2, the
25  contents of the data connection file may be utilized to connect to the data source, such
as the data source 16, identified by the data contained within data connection file. Once
the connection has been opened, the report authoring application 4 may retrieve data

from the data source and utilize the data in the report 42.
When a user of the report authoring application 4 elects to save the

30  report, a link to the data connection file may be saved within the report. The link to the

16



which match any filter terms provided by the user. Once the list of available
data connection files has been determined by the server computer 12A, a list
of the files is 10 returned to the report authoring application for executing on
the computer 2. At operation 406, the report authoring application 4 is

operativerifedisRifailist RbtaerayinihklgatR GRBE olEOHIR GIBINE B source 16.
computer 2. The user may then be prompted to select one of the available

dafR¥BRIrdEE HBInhEGILHRFRENGSHRY Tip SPiRMUB N & EiosrAGhERIAGuUter 12A

appheaiendenaes vPhiraaatkensetidherielsetianiafthd anavaidadiateository 14.
source. In response to receivin% such a selection, the report authoring

apphit AR A% HsHMS RdNBicktR -BPIRE A dte G1Ate EbHIfetaRAS HE d fhwhen the

5 serygsugRemAYtepda, aherriatnftlolh fiespaRSadedseReddNadhRi et iDpdate all
of a particular data connection file, the server comd%ﬁter 12A is operative to

retFeRRE th AL IS TEHHICE clion HELFRSHVEN dhEad8% CORRECHER FHBdEﬁMr%EmbeddEd
andvtmtram@m@ﬁm daba pamggtdﬁr:liﬁlﬂn@ﬁd%?@aﬁb&:hﬂ@f_ﬁﬁ@ﬁ%lﬂ@ﬁﬁﬂ@é&ding the
to connect to the ta source, to.the report authorjng a ication 4. e
o RS SR iU OB A ERE B hon HIEFOH, Reaoess has been
sery&fopdetnttierdainatopemivinelid. dpnetithe taitakearRNestos file has
been received by the. com[g)uter 2. the 25 cont@nts of the data cogmecﬂogn fge ]

I %' escribed

10 may be utilized t WEHERPYS thé %Eoﬁ’r@@, HEHale R REPL0 M
idefyifirddiyidhendalecoritgine cepathithalatachanestionidetiéanee atliata source. For

B e BB M RS A on o 1
of tindlicepad Rathenthg@pplicatienbr efetist indadestheodettionrto aéndata sberce 16.
e B ey s e A9 45888 02
15 souvherd GheRgpber ctiheuiningafijsticatiarcorurestivinds evbetiainsear fgreiect® the data
pte b A
stodeth icothrecdposilorin 1hewbeositoeySldocifmdintkihapbeedniive data data connection
cor}ﬂg Cs ic?r%é”ﬁl ?rﬁ‘e'ydﬁﬁe?osn%%ﬁ?o? Pecggsﬁ?oF?/ ng %tg r%llljtine 500 continues to operation
504. At operation 504, a request is transmitted from the report consuming application 6

20  to the server computer 12A to determine whether the connection file is contained within
the data connection repository 14. If the data connection file linked within the report is

not contained within the data connection repository 14, the routine 500 continues from
operation 504 to operation 505. At operation 505 the report consuming application 6
determines whether the information in the connection file is cached in the report. If the

25 information in the connection file is cached in the report, the routine 500 branches from
operation 505 to operation 510 where the report consuming application 6 utilizes the
cached information in the connection file to establish a connection to the data source 16.
However, if the information in the connection file is not cached in the report, the routine

500 branches from operation 505 to operation 506. At operation 506, no connection is

30 made to a data source. However, if the data connection file linked in the report is
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reports that reference it. Alternatively, the data connection file may be
embedded within the report. The process of linking to the data connection
file or embedding the data connection file within the file occurs at operation
416. Once this process has been performed, the routine 400 continues to

OPRERMISINHLB, th RISl NG 341 thd HEDINE BOWERMRY RENPoper dliestsUiVe operation

routine 500 will be described for loading and executing a report that includes
a cefthection to a data source. For instance, this process may be performed

when the report ganspémifighasudlicatied Sstsisutilidedde deadpprehEseCHE®adconnection

report 42 that includes a connection to the data source 16. Once a repo

hadl5eBRTHERiRBLYSIncPBRHIEA, ke roVHITRD 400 ‘ﬂ?é@iﬁ%”&?%@?eﬁii@ni%é%gi‘@d at the

whefgote deeni e appnti A licalioni L steterendars whethrctivn tefeienee source
to the data connection has been embedded within the report or whether a

linkAZS BREAIGR 2 10 AR OBRREAYONHS e HE SRR 135 ReghsRtablished

hagmegaanadg be asriaiceanertiqueriesieiaddmins faia eporestions executed by
repository 14, the routine 500 continues to operation_504. At operation 504

a RS EREE GOSN B B RRA NG G oi B8 B3-eontinues to

senryisdreaonBLe IRékd o datisrmine whether the connection file is contained

ithin the dat tion ri itory. 14. If the dat tiop file linked. S
within the report 15 FoPEEFUAeq ot LA KB GE e EpBSREREAon fle s

theerabiéti G Qdthpntiuep dionthe paraie B Atm aRerfion iXrathsnopeZatiasperation
505 the report consuming application 6 determines whether the information
CCoMBEEH b 1 cald ]

in t SRTERIA e FRRhECRSHBIG: 3RV SAY AR SIS hdequest to the
corppeliaiiipuicaghet ideteamirofihéterabéirenbeftbiacwirestitontile is contained

operation 505 to aperatign f where ae report consuming applicatian -
A= RS ol R PR ROri b Y G canained withn the
conaesdimytoltheti@teoatineceds braimieyefroihthpdrdtiomaBis io tyration 526. At
connectjon (f)g? é's ot cached in the re%(ajrl tl}e r%gta‘n? 500 brancgbes éh?ﬁm i
op&ridH 505t E?ﬁerr%ﬂ% QRURISHAPRIIGH'SBE A HONRER YIRS (I Abfgrmation
to ardbéddzouveichikl oeeraponf thetchatathooatiing difehinket) icotrectpofils stored in
17 contained in the r itory 14, the rgutine 5?90 brapches from.operation
501t 5RERUAbh S8 ATG TG 55415 FERTELE TS TRE TP B o ighes the
dateontenieecfithe data connection file stored in the repository 14, the routine 500 branches
from operation 526 to operation 522, where the report consuming application 6 utilizes
the contents of the embedded data connection file to establish a connection to the data
source 16. At operation 524, the query contained in the report is executed by the report
consuming application 6. The routine then continues to operation 514, where it ends.

If, at operation 516, it is determined that the embedded connection file is
not contained in the repository 14, or if at operation 526 it is determined that embedded
data connection file does not match the data stored in the repository 14, the routine 500
continues to operation 518. At operation 518, the report consuming application 6
determines whether the report is trusted. A file is trusted if it is saved in a secure
location that only highly privileged users (such as administrators or users granted

administrative rights) have permission to save to, but to which other less privileged
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file from the server computer 12A. When the data connection file is received
at the 5 report consuming application 6, it is utilized to created a connection
to the data source 16 at operation 510. Once the connection with the data
source 16 has been established and data may be transmitted, the query

conjigipathvaiointhadenmtdtests ererugsbRYs e fRR&Y aABFBMMIAGS500 branches to

application 6. From operation 512, the routine 500 continues to operation

518PGIAEPE RethdkNery RO SPBRRA0R I SORIGR AAR TANEE it TAW R the report s

connResnNtite isu e bsotsled it the it Rpdr dhien 818 e50pckians e f@hre the
operation 502 to gperation 516. At gperation 516, the report consumin

apSREREEHCE arDR a2 ailiee 1B teeLahlishch sl 2BR # dhteRMbRaded data
5 wheghagdherembegidesicguasciiondirisicantasnatonshin thegepssitaniodd520 and

If the embedded data connection file is contained within the 15 repository 14,

the iR BHBNs AR GBRLIAYRS BHEPERIPE pé4o dlEsdlieR 826, At operation
526, the report cBasstMig aRrplieasisuy detesnyors pdhelhrethedafonamation various
embedded within h%re%?rt matche %Ee conteprllt of the data connection file
stofBP A RN TR S8 S5 AN HAR HDHEEN TS BER e MGLD e ARAASn ARL iepmPUter-
fileroaatehes thelivantfitsdiédbecdatp entneotinectivystaredata theurResItPRE  above
14, the_éoutine 500 brEnch%sqzo fromﬁgeration 526 to oPerationﬁEéZ, where d
10 thSPERBIE L YN 5P ACHRIR BAfECR COnPLR e BHATL L s dhag acture an
datgeonmnectomiisitivespdlisineeatonedintetming catsodimeree dfcthAtinvention can
contained in the report is execut the. report

operation 524, the quer db . .
oSG MR AR R el (HRIH e PSR S b ek ATSRTEOR: Uhvention
it erdiled intiapelativhobMmadftis depentdded that the embedded connection
file is 25 not contained in the repository 14, or if at operation 526 it is
determined that embedded data connection file does not match the data

15 stored in the repository 14, the routine 500 continues to operation 518. At
operation 518, the report consuming application 6 determines whether the
report is trusted. A file is trusted if it is saved in a secure location that only
highly privileged users (such as administrators or users granted 30
administrative rights) have permission to save to, but to which other less
privileged 18 users have only read only access. If the report is not trusted,
the routine 500 branches to
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operation 520, where no connection is made to a data source. If, however,
the report is trusted, the routine 500 continues from operation 518 to
operation 522 where the connection to the data source 16 is established as
set forth in the embedded data 5 connection file and the query is executed at
opetation AR From operations 520 and 524, the routine 500 continues to
operation 514, where it ends. Based on the foregoing, it should be
appreciated that the various embodiments of the invention include a method,
system, apparatus,negiticcbfopuliscoveadglarchtednectify tiscoaerisguered the method
coglaﬁgm ;(i;]data sources. The above 10 specification, examples and data
provi nplete description of the manufacture and use of the
composition of theceivergiaredsiestdomanyeehibadiatesisroéthe invention can

b de without. . AN : .
ivention residel ToTHo o P cso e S RRE B TIEN hate ources
meﬂ’mspi _fbe dﬁ@m_nt_aing armdrttraihemmrggeohd%aacsomcﬁomememyj using metadata
COW&f&ﬁBﬂngﬁSW '}.ﬂo?efﬁ%t%%?ﬁé? Fo?'lﬂ?lg‘gﬁﬁ{e %ﬂ?ct@ NG #ﬁ(\) rﬁﬁ?ﬁg?&&fﬂies of the

the reques identi INng one or more aval ata sources contents
of avselabldigatazoatped darspomedotibe egpesitory using metadata

describing one OFe%?\g?B@"tﬁB%E‘féa&ig?{ SPS AR AR UARIBNA I LG

identities of the avail ata sources in response to the request; re(_:elvmg_
the selection of dnaaspanseaigaihebielekitars devadnaadiatoresparttionoftleghaving data

sel ]".g(ﬂtr{(ﬁ%iH?Bpeﬁt%éh‘?ﬁg;gi%gﬂlé‘cﬁ'@w'}f}“ﬂﬂgs&%@e;ﬁ#ﬁ%nF‘Jﬁi” for

establishing a connection to ected data source. e method of
Claim 1, wherein the request to connect to a data source comprises one or

more filtenterms pRdimdiesai bR ATHY NAVPBR PI tMOFecREIIRDID SIRa BOAERES source
comprises identifying one_ or more data sources included in a centrally

MBS R B AIREE JH RS 8RS ANth W AT YR AU Hdae tepmer more available data

sources comprises identifying one or more data sources included in a centrally managed

data connection repository that match the filter terms.

3. The method of Claim 2, wherein identifying one or more available data
sources comprises identifying one or more data sources included in a centrally managed

data connection repository that a user transmitting the request is authorized to access.

4. A computer-readable medium having computer-executable instructions
stored thereon which, when executed by a computer, will cause the computer to perform
the method of Claim 1.

5. A computer-controlled apparatus configured to perform the method of
Claim 1.

20



3. The method of Claim 2, wherein identifying one or more available data
sources comprises identifying one or more data sources included in a
centrally managed data connection repository that a user transmitting the
request is authorized to access. 4. A computer-readable medium having
computer-executable instructions stored thereon which, when executed by a

computer will cayse the camputer to perform the method of Claim 1, 5.
computerSontrolo TR o SORSHTACS B e Sl they metnoc
20 émpnmetigod for discovering and connecting to a data source, the method

comprising: rece} &ﬂ@gaeg% %teg?t o&rh%%{?gl %%{g SQLSe:; in response to

the request, transmi a request to a centrally managed’ data connection
repository for a list EsHoasevailtis cedatsts transesftiegeivieqy ebthst oérvainbianaged

data so rally. ' cti ository and
dls&g?%/#rjgggﬁﬁ%qﬁsﬁqégggﬁ\ﬁ%%g r]s]g}r;(%ﬁ[gg %Q%tﬁgqu 31% %@gﬁgﬁle data sources
from the displayeeddisingdhshiting ake! ialdatitgtafsthecsslfetedtiateestralye tanaged

the r : neecti [tory; in response to

trarq(é%}%tﬂgé &i&g%@g}% thﬁ%%\ﬁ%ﬂégg&sﬁgﬁrce, receiving from the

repository a dataressiviegtithe filel¢tidingoé rabe ddethel arcadeble datacseirdes from the
est@f@%%g@&; ?Sf;onnection to the selected data source; and utilizing the

embedded Jaté stored in the data connection file to establish a connection to

the selected datdrsasimeéing. Tiee ineiiyd off aiselectathealain shereegteedheocentrally
co t i a request to connect to a data source to
obmﬁé{g SonfREctibin 98@6%85

or use in a report, and ’Whe_rein the method further comprises
storing a link in the regonse theteansniding tile iskrdly ivthibeselesigd data source,

ManRgRthdoRPIRE FUBBSRRYSHOMta connection file having embedded data stored

therein for establishing a connection to the selected data source; and
utilizing the embedded data stored in the data connection file to establish

a connection to the selected data source.

7. The method of Claim 6, wherein the request to connect to a data source
comprises a request to connect to a data source to obtain data for use in a report, and
wherein the method further comprises storing a link in the report to the connection file

stored in the centrally managed data connection repository.

8. The method of Claim 7, further comprising:
receiving a request to open the report;
in response to the request, determining whether the connection file
identified by the link is contained in the centrally managed data connection repository;
in response to determining that the connection file identified by the link
is not in the centrally managed data connection repository, loading the report without
establishing a connection to the data source; and
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8. The method of Claim 7, further comprising: receiving a request to open
the report; in response to the request, determining whether the connection
file identified by the link is contained in the centrally managed data

connection repository; in response to determining that the connection file

identified by the |inkeisppRidndiiRieanIRMY hanAeedMR@iearmeqtentified by the link
repository, Ioadin? the report without establishing a connection to the data

sotP et A e PeRTRIL, B98I AE AR GIPATRRRSEBRh R O Fitad B ibrcgnnection
by the linkadseeoinintbecpertr abhranaprcHa e erlioshrReAsHF e aockiidlish a

data in the connection file is cached in the report, then utilizing the data in
the"CBRRRIATLIP e fF8siAWifeh a connection to the data source. 9. The

method of Claim 8, further comprising: in response to determining that the

connectiogl file iiﬁﬁéiﬂ%%%' Lgilﬁ] @ %Hﬂ%ﬁ?ﬁg@&i anaged data

connection repository, copying the cohnection rom=the centrally managed
data connectionineeepitsy totiletenonithiogltitet sherechinetiion filta otemtidietioby the link

file, ' I 3 urce, and executing the
rerll L R e R SRR AIB & connect 0 a data
source comprises a regapging tunmeonestiodatdesdinee tieobeatraliwtaninaged data

useinar @tgg in the method further comprises embedding the
connectio%BﬁﬁeteF?if(t}ﬂerr ch%J. 1. The method of Claim 10, further comprising:

receiving a request to opidizing tiepdetaistoeshindeetdataccosneesen file to establish a
determiniragr]\?@&mﬁn[m%e%gpéﬁgg(agtgIgoﬁggbgﬁi&led in the report is contained

in the centrally' managed data connection repository; in response to
determining that the enfixeddidapdbaeraidn file is in the

10. The method of Claim 6, wherein the request to connect to a data source
comprises a request to connect to a data source to obtain data for use in a report, and

wherein the method further comprises embedding the connection file in the report.

11.  The method of Claim 10, further comprising:

receiving a request to open the report;

in response to the request, determining whether the connection file
embedded in the report is contained in the centrally managed data connection
repository;

in response to determining that the embedded connection file is in the
centrally managed data connection repository, utilizing the data stored in the embedded
data connection file to establish a connection to the selected data source, and executing

the report.

12.  The method of Claim 11, further comprising:
in response to determining that the embedded connection file is not in the

centrally managed data connection repository, determining whether the report is trusted,
22



centrally managed data connection repository, utilizing the data stored in the
embedded data connection file to establish a connection to the selected data
source, and executing the report. 12. The method of Claim 11, further
comprising: in response to determining that the embedded connection file is

not in the centraity raxpBAsEe toddte GRIMMES AR reRO&IFRNY . idatasaminglizing the data
whether the report is trusted; 22 in response to determining that the report is

trusStePduiifgnReded daReePINErEnTHE dacERRtS arRIRESHATeRothe selected
estghlisfo @ &oRRECHRBUIMEthsetpeiethdpta source, and executing the report;

and in response to determining that the report is not trusted, loading the
report without establishing a connection to the data source. 13. A

computer-readalie mpdid kadaeraanpgteaexacuiaia instvetiansedtosabing the
thereon which, when executed by a computer, will cause the computer to

pelRRP YHENRYE SRoEPBE NG NRACtOR Sp R AR 8PHFCRed apparatus

configured to perform the method of Claim 6. 15. A system for providing

discovery of datg,sQueas,ft ?%\s%ﬁ%%%ag}m'ﬁm n§‘ 8§H’ tté:rg&gbﬁ?:fble instructions
operative t0 ' maintain a'centrally managed repository for data connection
defstitieshtetiee rdata et nviectioredgfidiby aceopiasingl keduse hernosapiadarfie perform
hayj r ein for establishing a connection to a data source and
meﬁ@%%%(ggirﬁgﬁg%ghe or more properties for the data source. 16. The

system of Claim 15, further comprising a client computer operative to

execute afyappligatempiegiesntioneeppariasdeinarftmdne (RiforrUEE Hathod of
application program further operative to receive a user request to connect to

a datdMBurce, to guery the server computer for a list of available data

sources in response to the request, to display to a user the list of data

sources, qad 10 IROSINE I A uRal e elagtion Shane ghie,dalo Saess i
from the Iist: 17. ThE sy@tem RPEIEINY és wherein fhe appilcation p¥ogram P g
furtheserver computer operative to maintain a centrally managed repository for data

connection definitions, the data connection definitions comprising a data connection file
having data stored therein for establishing a connection to a data source and metadata

describing one or more properties for the data source.

16. The system of Claim 15, further comprising a client computer operative
to execute an application program for consuming data from the data source, the
application program further operative to receive a user request to connect to a data
source, to query the server computer for a list of available data sources in response to
the request, to display to a user the list of data sources, and to receive from a user the

selection of one of the data sources from the list.

17. The system of Claim 16, wherein the application program is further
operative to transmit the identity of the selected data source to the server computer, to
receive from the server computer the data connection file for the data source, and to
connect to the data source utilizing the data stored in the data connection file.
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operative to transmit the identity of the selected data source to the server
computer, to receive from the server computer the data connection file for
the data source, and to connect to the data source utilizing the data stored in
the data connection file. 23 18. The system of Claim 17, wherein the server

computer jg furthprofetativer tldinceivahérinesd Spvrtiertiat ¢oFIRHERoperative
for the list of available data sources and to determine the list of available

dat'd SERAVES ARAHESTdTOaN RG] RTL SRR JO5 T Bty abladg dafypources and to

priviiegas RsERCIRtash with aousesnitigRppisatian teeaambBaddieraysiRbly based
of Claim 18, wherein the server computer is further operative to determine

thefstaSHHRARANIEAST 2S0GIIEL YHAHEEE QA A IGARIAT 08P rRYES kory

based on one or more filter terms provided with the query to the server

computer Iglr a Ii‘f@% %?s\fﬂllha@flﬁparw i %ﬁ%ﬁei% eT &?\ﬂ?@ﬁhﬁ{eﬂ?ﬁ{ﬁ% operative

wherein the clien puter is further operative t0 execu application
prdgraatefonineatieglisy diecaitabletsiattheusesstriihynntiam agedaltgpositaggd repository

'°Cééggpa&%%é%?vﬁ%?eoﬁi{?gﬁt?&r%% gfbéﬁ]c%tg%}Eéﬁ%%@?@%@%%@?@%ﬁmgr for a

to a data source substantially as herein descr erence to
acdsimfaavpiiapfigdatass@@ces. computer-readable medium having
computer-executable instructions stored thereon which, when executed by a
computer, will cause the computer to perform a method for discovering and

conectingle §4ait Saae st siaRHatRSierR EbAsSEHRSAIMAK BRGERE o0

to the accompanying figures. 23. A computer-controlled apparatus configured

to ¥R ARAMEI POrPERSERSV AR B PRI ESHAE SORE RIS £ ik ceptially managed
substasiialy pediaratnitessubeshhiiitdielerence todhgeRtsPrOPaR¥RRring and

figures. 24. A system for providing discovery of data sources substantially as

he RARNRAARSHEICANY S PrERHEBIRR HALYRS BRHRIA ARG ARl nadh seference 1o the

accompanying figures.

22. A computer-readable medium having computer-executable instructions
stored thereon which, when executed by a computer, will cause the computer to perform
a method for discovering and connecting to a data source substantially as herein

described with reference to the accompanying figures.

23. A computer-controlled apparatus configured to perform a method for
discovering and connecting to a data source substantially as herein described with

reference to the accompanying figures.

24, A system for providing discovery of data sources substantially as herein

described with reference to the accompanying figures.
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