2 0 JAN 2004 HOVE PRI NTI NG FROM | NTERNET SOURCES BACKGROUND OF THE 70 JAN 2004
| NVENTION 5 Field O The Invention The present invention relates to
printing froman internet based source onto a printer located at a user's
home. Specifically contenplated is a situation in which the hone printer
is connected to 10 a set top box which, in turn, is connected to a cable
network, with the cabl e network acceﬁtﬁng print jobs fromthe

i nternet-based source and directing the print job to the hone printer. The
present invention further relates to 15 printing such as push printing
froma renote source to a hone printer connected to a set top box over a
digital cable network, wherein initiation of a print job is provided from
the renote internet source directly to the printer connected to the set top
20 box, ordinarily without intervention fromthe user of the set top box.
2 0 JAN 2004 - 2 Description O The Related Art with increasing
availability of cable television networks that also provide digital data

5 to a home subscriber, a new product is becom ng increasingly common in
hones: a set top box which provides access not only to conventional cable
tel evision, but also provides access to internet- based digital data.
Exanpl es of existing set top 10 boxes include those manufactured by
Scientific Atlanta under the tradenane "Expl orer 2000", Ceneral

| nstrument under the tradenane "DCT 5000+", and Mbdtorola, under the
tradenane "Streamvaster”. Set top boxes are hone-based, and are connected
to a 15 cable provider (often referred to as the "cabl e head

HOME PRINTING FROM INTERNET SOURCES

BACKGROUND OF THE INVENTION

5 Field Of The Invention
The present invention relates to printing
from an internet based source onto a printer located
at a user's home. Specifically contemplated is a
situation in which the home printer is connected to
10 a set top box which, in turn, is connected to a
cable network, with the cable network accepting
print jobs from the internet-based source and
directing the print job to the home printer.
The present invention further relates to
15 printing such as push printing from a remote source
to a home printer connected to a set top box over a
digital cable network, wherein initiation of a print
job is provided from the remote internet source
directly to the printer connected to the set top
20 box, ordinarily without intervention from the user

of the set top box.



end") over a high speed digital cable network. Set top boxes provid? JAN 2004
efficient delivery of cable television broadcasts fromthe cable hea£ g%d.
In addition, through an internet connection at the 20 cabl e head end, set
top boxes also provide the ability for a honme user to access the internet

t hrough web browser software included in the set top box. In a rel ated

devel opnment, sophisticated 25 printers-such as bubble jet printers,

desi gned specifically for home use, have becone increasingly affordable,

and have enjoyed w despread acceptance. It has therefore been considered

to provide a connection between a set top box and a printer, 30 thereby to
allow a hone u G tedy te printout of docunents

directly on his printergiwy holdrddig meesrd Draled BEparet ecepIputer. 1 n an
unrel ated devel opment in the field of —printing the ub'eci f _distributed
printing has SSGﬂéﬁéﬁHQPaﬁ%qWRﬁKRiQﬁ%%ﬁﬁ%%ﬁLpégﬁ&aﬁtgbﬂgya paﬁﬁﬂigns of
printing all owe{,0l Bond Qilbdc ibek 0 JANWGHodust Péipéesmeagnected to the
same computer or network as the source of the print %ﬁb' Accordjng to

distributed priMckedsingl s AAWOTHIIR ROBAST ht 3 oBet Nt RYY BBiEBnnected to

the same net wokoBladie Ricesd oS AM Y AcAleSvast idhel dgabiaation printer.
An Internet Printing Protocol has been proposed that allows for

di stributed priteflieVg s, IR iFhse RHCVIideRata¢eess rbtn R FRE8FAet - based

source to an i%%@aetaiga&%m destd natieimpiidie $0l ée¥bningossrents 10
descri be the Internet, rlntlﬁg}Protocol and are incprporated herein by
refered@e: RFCPPUSS ingigidendiese slanHaahixed by BFLe Elgﬁael and

Protocol for thg1laMe NBlad¥ itHd NG AN L80! "ExpDEFér 2000", General
Instrument under the tradename "DCT 5000+", and
Motorola, under the tradename "StreamMaster". Set
top boxes are home-based, and are connected to a

15 cable provider (coften referred to as the "cable head
end") over a high speed digital cable network. Set
top boxes provide efficient delivery of cable
television broadcasts from the cable head end. In
addition, through an internet connection at the

20 cable head end, set top boxes also provide the
ability for a home user to access the internet
through web browser software included in the set top
box.

= In a related development, sophisticated

25 printers such as bubble jet printers, designed
specifically for home use, have become increasingly
affordable, and have enjoyed widespread acceptance.
It has therefore been considered to provide a
connection between a set top box and a printer,

30 thereby to allow a home user of a set top box to
initiate printout of documents directly on his
printer without the need for a separate computer.

In an unrelated development in the field of
printing, the subject of distributed printing has

35 recently attracted attention. Conventional

paradigms of printing allow for printout to a



1999; RFC 2567, "Design CGoals for an Internet 15 Printing Protocol™, AgrjaN,2004
1999; RFC 2566, "Internet Printing Protocol/1.0: Mdel and Semantics",

April 1999; RFC 2565, "Internet Printing Protocol/1.0: Encoding and
Transport”, April 1999; and RFC 2569, "Mapping between LPD ad | PP

Protocol s", April 1999. 20 Distributed printing has not yet been

considered in the field of set top hoxes, primarily because the set top

box (and any attached pri nter) is not actual l'y connected to the internet.

Rather, it is nqé)r]ﬂﬁﬁ; 1 G hSedRoiRt gE Nt ;

thus, distri butptgt} pri nt| ng tec n| ques ? ia t Ilﬁ?eernet Pri n?l ng Protocol
are not able t¢hauﬂﬂu¥§£[ﬂﬂrﬂhQ(Hﬁ;ﬁﬁcﬂﬁhﬂ1|RﬂQ9¥Q&n%d§%d source to the
set top box. Thg qgé & essid sApY [ | y engaged
i n devel opnment 0 I nt er:yl{ @lﬁf pri nt| ng ot%/g?f &geg?t%% @Ee net wor k
to a set top bmeed oxotemmcmn@t&d atpﬂplﬁfe%ltsajﬁﬁ nglive¥ied oF nberakt - Based

Push Printing Qrer Cabl & odRLugl Ko el 100 ord 9981 d@l or ngy docket

P226) . e problem encoun ered 1 n suc roposal 1s the
limited comput |In|1;|:qwm:r Ruimrisimd P rotidebl e e momosed thatset top

boxes. Specifi I et 1{3%5& e access not
only to cable %te'Jl eV| SI on (ﬂ% al so t§5 ]h}é&iﬁzér net, %ﬁ@ Pé{j[_-ﬂﬁté, desi gned
for these crit atisd dts arfre muamteemewaﬁd\mmmgﬂty,am he conputing
power i ncl uded | ‘f‘ﬁ er y. a5 ensure
affordability WI reasonasb%w ncl‘tsrll on. ‘gec?i;}gée f‘#iﬂ} m t dé%asoﬁ%lgses in the
set top0 box, Hessugihe pientIntshmneto Bwhting Rrecebp dokt 216 can not

ordinarily be ﬁ%ﬁ:@p%i:ﬁyeé HeS8tn tlgp D0 i 4 hout W%ggl ays and ot her

frustratlons to
"Raticnale for the Structure of the Model and

Protocol for the Internet Printing Protocol”™, April
1999; RFC 2567, "Design Geoals for an Internet

15 Printing Protocol", April, 1999; RFC 2566, "Internet
Printing Protocol/1.0: Model and Semantics", April
1999; RFC 2565, "Internet Printing Protocol/1.0:
Encoding and Transpoxt®”, April 1999; and RFC 2569,
"Mapping between LPD ad IPP Protocols", April 1999.

20 Distributed printing has not yet been
considered in the field of set top boxes, primarily
because the set top box (and any attached printer)
is not actually connected to the internet. Rather,
it is the cable head end that is connected to the

25 internet; thus, distributed printing techniques 1like
the Internet Printing Protocol are not able to
address print jobs from an internet-based source to
the set top box. The assignee of the present
application is currently engaged in development of

30 internet-based printing over a digital cable network
to a set top box, for example, U.S. application
entitled "Internet-Based Push Printing Over Cable
Network", filed July 20, 1999 (attorney docket No.
36J.P22s6) .

35 One problem encountered in such a proposal

is the limited computing power currently available



user, all resulting directly fromlimted resources. Wat is needed,lUJANlm&
therefore, is a nore efficient way of printing via a digital cable network
on a printer 15 connected to a home user's set top box, for a print job
originated froman internet based source. 2 0 JAN 2004 - 5 SUMVARY OF THE
INVENTION 5 10 15 20 It is an object of the present invention to address

the foregoing difficulties by providigg for printout of an internet- based
print job at a printer connected to a hone user's set top box (or other

type of Dbroadcasf g&&%@&;%ﬁes' n m&ﬁimwl Ndet | ©8pi BoRES- masteri zed at

t he cabl e head en nt via the digital cable network in rasterized

format to the $&t despansd o BroviieiaaCespesnof elelYiokRsCRRERPuUdi ng
wirel ess or Sattgel 1% idH, a&l&g%iw NSTRE Kni@ynde, sehat hhdtegdel nst ead of
ca

the digital e network ecause the print job is pre-rasterized at the
cabl e head end desidimest faftr tithesptcx e pbx, at cabr EE_TdrblA0PTiREst ed at

the set ctop box :Wlﬁrﬁ ar ﬁﬂjﬁ Yp I akta theseabksphead
end. | nsaddl tion ece{{i%’ &%Déﬁ?% %ed&)é%imrﬁﬁ:%%tl on netsvvor Kk gl r eady
in existence b&omesn thealakiderHently bmllfeﬁ?fél t$ a2tLPopREBXE even | arge
pre- rast er i zed Jridila o GpNy1 e Per 44 20B14 O 188, St top box

un

reasonabl e anmp I e, easona i s situation neans
ordinarily nmore qui ckI y Repausey of t1inibed i Fesepneeest inakhengesetoPop box

that performedy, [astellaall Ofbf){nﬁ obé | Pbut OB e BBE 88pCBL! e

i nvention i nvoI ves recel pt of ’Jé%(ﬁ froman I nternet based source
at theldabl e hesh amt. Olihibllpﬂﬂrhh’j% ¢:ge¢1é vieyl theaspEi BPBr PP¥dependent

formt, such as,gn tgmﬁa%y@'%ﬁs%g% eindeSChé Pl Pst 2RPYBHS, taNEnery al so

i ncl ude addr ess ormat1 on ating one or nore home printers
connected to re&‘;ﬁac.tlaﬂel seesubpingx@ireck 1vnfepmptinibad sespyEces.

What is needed, therefore, is a more efficient way
of printing via a digital cable network on a printer
15 connected to a home user's set top box, for a print

job originated from an internet based source.



30 print job is desired. Upon receipt at the cable head end, a user 02 a
printout of the print job is determ ned, and a user directory is acc §9@@2m5
so as to determi ne user preferences such as information identifying the

type and configuration of the printer 35 (or printers) involved and/or a
printer driver of a printer (or printers) involved. A logical software
printer is created at the cable head end, and a print driver correspondi ng

2 0 JAN 20a~ - 6 to the printer_identity is _executed in the |ogical
printer. The | ogical printéﬂﬂﬂﬂﬂﬂééﬂlﬁgﬂ%éﬂgﬂgiﬁl&éhe printout by rendering
the printer-independent print job into a rasterized bit map inmage that is
5 specific for the ultimte destination printer. The rasterized bit map
image is thereafter transferred over the cable network to the set top box
to which the destifnahi 88PEE Bk HeSprOsIRCliedentlod N S@HresOPHOX,

another logical printer is created wth a 10 sinplified print driver that
accepss r Asregpiedl Bifficuhpies i provsdimphdorapr et owd 95 ennbpterieatt job is

accept ed ' i nt.er. i Lot i nt f vi sual
i ncout Pharamyt St I8b RE £ RRE LOANREAS €, L hordd SRk B Bt o T e
creat ed abokh¢orailerhegge enfl hmekindesingg Istanéeded jpr whitieh themmnids for t he
target pri.nter, and in addition, formats . the bi data _so that it is
speci fi c £8°t he BRS HREF°F h2Tfucyt it6h. c%—%re @?ﬁﬁp?&a gp?fﬁﬁf”%r?ﬁ?e?%e desi gned
for home usgit&OWdePhibl6Fk 20 SPOCEF] fo L FFFRALSLS hale eadePapesx €] ect
papei advance paper, and the |ike. Those printer commands are, included
in th8 radPePi zerflsint timps dak dedwerke il udies| syFekassornfaie ktittthe cabl e

head end. plp.qaddifiPRecbhBiE anhebzethdl i JTRR Phéfladldlrachs &Bgfonmat ted

in whatever formis heeded by the target printer. For exanple,” many
printers deblgreztvank) .hBeeausse theqpnrirt afb- of- peeumarterpeeatatdile f or each

cable head end, and not at the set top box, resources are not

wasted at the set top box when they are more readily available at

1> the cable head end. In addition, because of the high‘speed
communication network already in existence between the cable head
end and the set top box, even large pre-rasterized print jobs can
be transmitted to the set top box reasonable amounts of time.

20 * Reasonable” in this situation means ordinarily more quickly than

a situation in which it was the set top box that performed

rasterization of the print job.

Thus, one aspect the invention involves receipt of a print
25 job from an internet based source at the cable head end. The
print job is received in a printer-independent format, such as a
high level printer description language, and may also include
address information designating cne or more home printers

connected to respective szet top boxes for which printout of the

30 print job is desired. Upon receipt at the cable head end, a user
of a printout of the print job is determined, and a user
directory is accessed so as to determine user preferences such as
information identifying the type and configuration of the printer

35 (or printers) involved and/or a printer driver of a printer (or

printers) involved. A logical software printer is created at the

cable head end, and a print driver corresponding



of plural different colors printed by the printer, so as to accommobdate
physi cal offsets in print 30 positions of one color relative to andl%éﬁszL
Again, the rasterized bit map data created by the logical printer at the
cabl e head end preferably formats the data to its needed format. In
further preferred aspects, the cable 35 head end automatically detects the
Identification information for the-type and configuration of 2 0 JAN 2004
- 7 printer attached to the cable head end, by requesting such

information frem the $Aliftr bitent BNRf 1danaadited aith ophé i Tedliyadbtains a
suitable print driver, such _as by down] oadi ng over _ the 5 ig%gﬁnet. In this

' fiat future

way, it is posPBEREeTy ud doTikH RSN cES | W ke I
print jobs adgies$sd dtodthes aEhdiseindiyhdpPihté£dindépendent eased
efficiency. The invention prefera2%¥ supports one-tp- 10 oget one-t o- many,
one-to-al i, or PgAdt 3ok dfiFe & IR PHF rBR ot Y28E ot A al St he cabl e
head end incl udps ig ild Hooft ety 1toindixX afe 4101 Wit £bn Ppt Dt 0bS ThBy be
addressed. The preferences directory may, also define grou spo.as to
support mul ti cagsterized) bityRaRr oLagR thd-bFes? t%?ogﬁﬁnngﬁF?ﬂg. Upon

recei pt of a mghtdCatle RIdHMe Jidt U8 to f10M §&E toptBEREtobrR&dhsOUr ce),
the cabl e head end accesses, the user pyeferences irec%o&gsso s to
t

det ernine whi &eygast inaduiep RICHYWF 11 RMREeReE: prf bS€20 | f
desired, a mul tigAtodr PikateMBodEcal ipi Ze€e$0is asréataanditheaprint job

to selected set fop boxes for printout thereby. In a related.,aspect of the
i nvent 8n inv@lﬂﬂi}ﬂﬁﬁqf3¥%ﬂﬁcﬁfl%ﬁ¥uﬁb?§C%T¥%3t5r5?568rlz§§ §gﬁoms

notification ofyan piisit epyBd Nt erietrsét@rized bit map print job is
' accepted by the logical printer and transmitted to
the printer for visual printout thereby.
In preferred aspects, the rasterized bit
15 map image created at the cable head end includes all
needed printer commands for the target printer, and
in addition, formats the bit map data so that it is
specific to the printer in question. For example,
many printers designed for home use require printer-
20 specific commands that load paper, eject paper,
advance paper, and the like. Those printer commands
are included in the rasterized bit map data created
by the logical printer at the cable head end. In
addition, the rasterized bit map print data is
25 formatted in whatever form is needed by the target
printer. For example, many printers designed for
home use require out-of-sequence print data for each
of plural different colors printed by the printer,
so as to accommodate physical offsets in print
30 positions of one color relative to another. Again,
the rasterized bit map data created by the logical
printer at the cable head end preferably formats the
data to its needed format.
In further preferred aspects, the cable
35 head end automatically detects the identification

information for the type and configuration of



that a printing job for a downstreaminternet site has been successfm |J9N 00
conpleted. Thus, an internet site at which a push print job has originated
may be notified using such a notification protocol that the 30 print job
has successfully conpl eted, through notification protocols that are
transmtted upstream fromthe set top box to the cable head end, and from
the cabl e head end over the internet-tpo the originating site. 35 According
to this aspect of the invention, in conjunction with receipt of a print

Job by the 7 08‘}"}[ 0% e db dé&tté OphdOXabidensgl &ép@, bey builds a

notification l1Tent at the set top box sp as to
transnit conflmﬁmuaﬂtxﬁgt$ﬁ¢¢w1¢ﬁ°¥@ﬂﬁh@%kf¥%m the abl EOReR8%end.

correspondi ngl Yond Q%é@é%&é&e%éoxﬁ‘i@l@yﬂfsoﬁta%sfacgﬁh@abier ver

protocol, which ™ communicates to the clien rotocol built by the set top
box, so as to @itigith ¢oiHer me3Neth % BYiedpyR @ad}B% S¥Y&¥utPEnd so as to

transm;r, the priile. 0l | fi £21ERNs gk, tocthe pextippst eoanphater net 3.0

site such i's desired printihg froman internet source to a hone
printer connecnxﬂtncpﬁﬁéﬁxem©@ b@&oﬁﬁﬁtbPéoS%ethﬁFo@PHBHeerﬁﬂ present

| nventi on. 'ﬁiﬂ% A)(g#giséﬁreag&@ Qéﬁé%Béﬁdmgydbaggrw@édawd_itgi tal

cabl e 3-5 net e set top box and the cable head end are
connected to ea(m:mmd SLEhcpeneYi ng i ncl udes printing by unicast

(point-to-point) printi r O ént SRt Sri PLERBEY sSppbeest ena-gpecifically
designated printer 20 02%%%c?£% to a s%£C| frcally a%gressed set _top box,

nul ticd$t (one-ame.meeryd - BeiMeRYig PRenta-alhgl 8T PBROEE-HERYour e to
mul tiple ones of Pripdelss §PPOEELEY kLokeaPaE! tie egblkORela@xend and

one-to

includes a list of set top boxes to which print jobs
may be addressed. The preferences directory may
also define groups, so as to support multicast

i5 (e.g., one-to-many and one-to-group) printing. Upon
receipt of a multicast print job (e.g., from the
internet-based source), the cable head end accesses
the user preferences directory so as to determine
wﬁich users should receive the multicast print job.

20 If desired, a multicast protocol may be utilized so
as to send the print job to selected set top boxes
for printout thereby.

In a related aspect of the invention

involving notification, a notification protocol

25 allows notification of an upstream internet site
that a printing job for a downstream internet site
has been successfully completed. Thus, an internet
site at which a push print job has originated may be
notified using such a notification protocol that the

30 print job has successfully completed, through
notification protocols that are transmitted upstream
from the set top box to the cable head end, and from
the cable head end over the intermet to the
originating site.

35 According to this aspect of the invention,

in conjunction with receipt of a print job by the



group printing froma single renote web source to a 25 group of setzpdEsza
boxes defined at the cable head end. Both unicast and nulticast printing
are acconplished fromthe renpte internet site to a cable head end
connected to the internet, with the cable head end transmtting the print
job via a 30 digital cable network to subscriber set top boxes.

Notification of print status is provi@ed fromthe set top box back to the
cable head end, thereby allow ng the cable head end to provide

notification ektsteopesafxyl tid meduttdpadion duilels enoietifieabdon 35 site.

2 0 JAN 2004 - _9 ,This hrief summry has he r QW t bat _.t.he nature
of the inventi Bﬁomqée itfere d?tngoé:llc?ﬁ]?cclaq'y. A rr%erﬂqug%pst?%%egﬁna%rst andi ng
gf the |nven;t@ﬂUmamdmiﬂﬂﬁaﬂﬁﬁmhdndanﬁaﬁeﬁh&annﬁnﬁwﬂ@bfbﬁtbwﬁng det ai | ed
escription o e preferre enpodi e ' eclq ] t he
attached dr awit&i1 s.cpa?‘i(? Pﬁﬁ%chdgjb - W C%F’P% %ngFElE%DER,@\W NGS
Figure & is a eed d¢sdlidt isomaodfi fa aadtilon  dEwoeath b tretobr kwhigbdyi ng t he
present invention. 5.Fiqure LS. a n ' ripti
architecture. FOgMEE <3susr12°r ashees Cﬁ@p‘%@é%@%@% 0[;5"(1) %glair)g girlghlsfgct ure of
a sFt t op box. teipgitoe:,4 sshass ticheotdedimal dordiitam#t v o £ atheoppinht job from
a client nodule thrQugh tao . iis final | t nter. Figure 5is a
flow chart for :’(?tebscS% |unsg atrl'h&e soov%?e{:ﬁ q#a%%ﬁ?/%wa%)‘? Igf%)“ nt job froma
client nodul endtridiighatticon ttadk fal et inestty-upstrgamnieEernet

10 site, if such is desired.

Push printing from an intermnet source to a
home printer connected to a set top box may also be
provided by the present invention. Printing being
through a cable head end and over a digital cable

15 network by which the set top box and the cable head
end are connected to each other.

Push printing includes printing by unicast
(point-to-peoint) printing from a remote internet
source to a specifically designated printer

20 connected to a specifically addressed set top box,
multicast (one-to-many) printing from a single
remote web source to multiple ones of printers
connected to respective set top boxes, and one-to-
group printing from a single remote web source to a

25 group of set top boxes defined at the cable head
end. Both unicast and multicast printing are
accomplished from the remote internet site to a
cable head end connected to the internet, with the
cable head end transmitting the print job via a

30 digital cable network to subscriber set top boxes.
Notification of print status is provided from the
set top box back to the cable head end, thereby
allowing the cable head end to provide notification
of successful printout back to the remote internet

35 site.



15 Figures GA, 5B and 6C illustrate general arrangenents for unicast 20 JAN 2004
(point-to-point) printing and nulticast (one-to-many) printing. Figures 7A
and 7B are flow charts showi ng respective processing by the cabl e head end
and by 20 the set top box in response to a print job. Figure 8 illustrates
the relationship of the confirmation client created in the set top box

and the confirmation server created 4 rethe cable head end. 25 Figure 9 is
a block diagramillustrating secure printing of print data. Figure 10 is a
bl ock di agram show ng pmn&gxg&léﬁygmmmwbychagrpeahibrbedddurbbg secure
push-printing. 0 F| ure 11 is a block dla%r |Ilus%ratigg an %Iternate
net hod of secur ¢ Mt hitheiavenkien fey 29 PRAETFEERchart for
descri bi ng 1&:]@.@ Nt i Nanodd esmpleLé Suﬂdéi:.@t\éﬁhﬁﬁg t@r tescribing the
renmote plug- an&ﬂ{ feature. 2 AN, qu TAILE SCRIPTICN OF THE
PREFERRED EMBOS R0 PSP B&rﬁeieF?P‘a?t 8t &8€a regi onal

broadbamd di gi tfd1 Xwigy deedyrdd C@ém@_cipdmﬁ dhethat pli:ﬁﬂiter&l&d utilizing
t he present odi nents o

doscr bod it h SO GRS ((PEF 1Al CCRRPEEhebBrkE FDSSAOROTEE

drawings.



apparent that the present invention may be realized with other netmojg 2004
forms including wreless and satellite broadcasting networks as well% %ﬁ@
network i s capable of delivering analog and digital broadcasts, secure
anal og and digital broadcasts, analog and digital pay-per-view, anal og and
digital inmpulse pay- per-view, digital near video on demand, one-way

real -time datagram (broadcast |IP dgtgxgackets), and two-way real -tine

dat agram (addressed | P data packets). shown in Figure 1, the

above-|isted services ma Rbﬁ"F &%gdﬁfﬁ%éﬁ%@ ;ﬁ;é’ﬁ%*@é@ﬁ ructure 1

| ocated at the broadcas ., E ), the
infrastructure including val ue-added service provider systens 2 and
network control systens,3. \Valueradde i i der_s 2 include
digital satellite distri on isjyls e%&?“—é%%#ﬁﬁ??%‘%ﬁ gﬁx%cé?%?ﬁgson cabl e
servers (such ascpieiml puoypnse appbdeing onlse présestubiovebtdoservi ce
application, content gather applications etc.)e..digital L.a:servers

out puttisng MPEG- 2 dat astl'lr]le%%%) %n’cﬁ aanr%%’f)??%% %Jﬁmaa?g %agggisjgllﬁgefi ned by
t he DSM CC speciddicidtdatiure Net work control systens 2, consisting of the

Broadcast Control Suite 6 and t Power Key, Control Sui .Qrovi de nmanagenent
and control for the ser Eﬁﬁgegﬁpﬁgﬁf%%r%ge?hﬁe%§%%ﬁﬁgﬁal§8tmork.
Alternatively, seftwames amghieceireesfdafsem Vigp | dod de Web (WW 4
t hrough internet proxy 5,.for example, fromre C s _li ke mer chant
B. Exanpl es of merchant g"’r%%‘f%a% %O‘B%n%]i‘%g?"?g%ﬁ?%g? g??h Plkeg, and the
| i ke. lwp eitherpitiaste,jdihef sem va cebiente dediuVer ebiroogllabbeibeadingdd ( CHE)
(or other broaggﬁflin géaiion .qa whi ch serves as an 20 JAN 2001 -- 12
i nterface bet Jt‘ﬁ?(l%e it PO ers and the rest of the broadband
network. In particul ar, FHfe WichaiEloespbast bfer fescpibindi tieservi ces
to 500,000 to 1, 000,000 hones, Is connecte i i ber I.¢ cabling to
hubs 7, which Sf%F bRt en G £BPEE Plo¥, BrohDa” cRRERE, BEEY is, in
turn, connectedndduisd Hleasiglonee its final delivery to a printer.

15 Figures 6A, 6B and 6C illustrate general

arrangements for unicast (point-to-point) printing
and multicast (one-to-many) printing.

Figures 7A and 7B are flow charts showing
respective processing by the cable head end and by

20 the set top box in response to a print job.

Figure 8 illustrates the relationship of
the confirmation client éreated in the set top box
and the confirmation server created in the cable
head end.

25 Figure 9 is a block diagram illustrating
secure printing of print data.

Figure 10 is a block diagram showing
protocol layers which are utilized during secure
push-printing.

30 Figure 11 is a block diagram illustrating
an alternate method of secure printing of print
data.

Figure 12 is a flow chart for describing
secure printing.

35 Figure 13 is a flow chart for describing

the remote plug-and-play feature.



node 9, also using fiber optic cabling. Coaxial cable is then used t ol 0 JAN 2004
~connect each node to Set Top 10 Boxes 10 (STB's) of 500 to 2000 hones.

Finally, each STB 10 is connected to television 11, printer 12 or both.
Accordingly, services are delivered froma service provider to CHE 6, to

one or nore hubs 7, to node 9, to STB_ 10 and to television 11 or 15

printer 12. It should be noted that,'b§1vfrtue of the foregoing

=]

arrangenent, service infrastructure 1 may be distributed 2y E 6, hubs
7, or other faCHIATIED DRECAXFTIRROMIHE BRETERRER, BMBRDIMERTR | ot es
several relevant conponents of service infrastructure 1, CHE 6, and STB
10, as well as relevant internet conponents of 25 renote client nodul es

connected to CHE 6..via._int y._.S ril tr

representative clﬁgﬁbéﬁnéuﬁggﬁ%ﬁgggé ?IF%@F?%?E%ES%E?%%%UQ Eﬁ%yc%%%% are
cont enpl at ednétwaik aginhektetinpd errentiateomgt, sewchedl i eivg midupeeddnbei ng

| ocated 30 renotely of CHE. 6 and connected to CHE 6 over the _internet via
i nternet pro}JVertien-enthabauPRROGNENEE O e BEGEFRY B e P8 8Bper at ed
by a bank, ageHeWBRAPGIithOkePENS LR hYafdAHIWREENe andtsRIrIBY t £RSITE be
print data. O course, nore than three 35 client nodul es 14 nag be

connect ed t oapherenfy difiateEhar BYSIRAN LRHe uy @22, be yqaligepymith agher,ch
client nodul ' S gl ' [ I A | Servi ces
I nfrastruct urﬁ%é??ﬁg%%%i é%{:i‘%%{,nga%gg}e%%% na(ea{Ei js%;c Fﬁ%%‘g %%tdgg%}:% PP)
client 1170. Eaetwethents Yedppl i T inmtwdbki 5 preglebiabby dgldoiekiingt anakeyi ces

and digital broadcasts, secure analog and digital broadcasts,

analog and digital pay-per-view, analog and digital impulse pay-
per-view, digital near video on demand, one-way real-time
datagram (broadcast IP data packets), and two-way real-time

15 datagram (addressed IP data packets}).

As shown in Figure 1, the above-listed services may be
delivered from service infrastructure 1 located at the
broadcasting station (e.g., cable head-end), the infrastructure

20 including value-added service provider systems 2 and network
control systems 3. Value-added service provider systems 2
include digital satellite distribution systems, applications
executing on cable servers (such as special-purpose applications

like subscriber service application, content gather applications,

2> etc.), digital media servers outputting MPEG-2 datastreams, and
an application data carousel defined by the DSM-CC specification.
Network control systems 2, consisting of the Broadcast Control
Suite and the PowerKey Control Suite, provide management and

10 control for the services supported by the broadband network.

Alternatively, services may be delivered from World Wide
Web (WWW) 4 through internet proxy 5, for example, from remote
merchants like merchant 8. Examples of merchants include

35 banking, retailing, utilities, and the like.

In either case, the services are delivered to Cable Head

End (CHE} {or other broadcasting station) 6, which serves as an



being perfornmed at the client nodul e, such as banking services, nevvswia%é"?N 2004
services, and the like. Qher client-specific applications may al so be
executed at the client nodul es, such as applications 10 that generate data

or access databases for printout. Cient application 15 comrunicates with
CPSI client 16 using an application programm ng interface (APl). CPSI

client 16 delivers print data receiyeg, fromclient application 15 to CHE 6
through PP 15 client 17. Correspondingly, CHE 6 is provided with |PP

server 19 to receive.-the.print d . :% Ei] I e h t rint
data travel s ovél-% eqa%ehrtgeetweo nﬁ%& géjarérqlbcf’? p?%{iogfcl) spgggween
respecti ve onesfoftHéPhmodadvarsd etawalr K PP server 19. 20 Alt hough Figure 2
is illustrated with an PP clie serv, C onpj tion q I ent
nodul es 14 and CHE 6, ot rp%%trﬁﬁ%#aczg‘ticgir? pér)’ot oco@g,igo]fgﬁééﬁrggbg

protocol s, may faspiheridaly dexrviexanp 00 0Factditab@0ppPAting that is
secure, _an 25 SSL (secure. sock [0t oC I n such

an arrar?gement, oé"epsr'otjo%o(foglfea%e# g‘ylﬁa;)e%&e%o?é%is i%aggg%ﬂékk’b(z:ﬁﬁgﬁt 17 over
HTTP over SSL averwhikP/dfe dorontedrent OHE 6 rangenieet hebprdvi ded at  CHE
g I A B D o6 S0P JO AL gl ol > can be
arr angenent is:uxBﬂ,B,td&sQIusﬁngeﬁﬁbequprir(mnbdﬁmgateCoaHiaé CPS
cansport | everc el Lol 3o PIMGERL) O LLAMGE ERSkel peRt 10, 11
no data@0JIN2(Ebkes 10 (STHes) tdians G knovi ey cnemes - anBinhélyi ke)
LTonenory oy SR 8 GRS INEE A TR S EMbn 101 TR inRERAT OPS
12 or both. Accordingly, services are delivered
from a service provider to CHE 6, to one or more
hubs 7, to node 9, to STB 10 and to television 11 or
15 printer 12.
It should be noted that, by virtue of the
foregoing arrangement, service infrastructure 1 may
be distributed among CHE 6, hubs 7, or other
facilities.
20
[SOFTWARE ARCHITECTURE]
Figure 2 illustrates several relevant
components of service infrastructure 1, CHE &, and
STB 10, as well as relevant internet components of
25 remote client modules connected to CHE 6 via
internet proxy 5. In particular, three
representative client modules 14 are illustrated
{although many more are contemplated in an actual
implementation), each client module 14 being located
30 remotely of CHE 6 and connected to CHE 6 over the
internet via internet proxy 5. Client modules 14
may be executing on servers operated by a bank, a
newspaper, or other entity from which a user may
desire print data. Of course, more than three
35 client modules 14 may be connected to the

architecture shown in Figure 2.



| i ke. The sessions may be secure. The CPSI 5 transport |ayer is co %qwﬂqmﬂ
to hide any differences in the actual transport from CPSI client , SO
that the actual transport is transparent from the viewpoint of CPSI client
16, thereby making CPSI client 16 transport-independent. 10 CHE 6 incl udes
CPSI server 37, which is conplenentary in software structure to CPS

client 16, and acts to receive data ggansmtted fromCPSI client 16. CHE
6 further includes spooler 20, which assigns print data received fromlI PP

server 19 and 15 CPSI SN gfié:& Anb@Gi €344 PLHhAY GheEOENGERRNdI NG
logically to a printer 12, and queues print data for a physical device

correspondi ng tapphiecatiprals, ;i fakle Tpbrtipgofervioesssi gns print data

toa |ogical prjfter y-¢etdi RYbEE) acPLOht! 86l aAM2Pnpeehekences directory
21 which corresponds to a user |ID or other address _information received

with the printPriftingebrefeacetdiERE) i ¢t behht +8n, BREReFIAEBL directory 21
al 0 stayes ot hgsod LOEIBH | P8 161044 RGraiBy ! GpaUBBSE! ber sBEgfeEaNCes.  Such
intia

information is ' |y by t’he subscriber, during a registration
process, and niieinmreerfermed abdihe cglienbeBpude, EHEDSAEh preference is

a bl ocking featyig,; yhctehy; des SUBSEEbRBEr 20, PL0Ek PELA KRG NAbe t hat are

recei ved 30 from par _ nerbhant _can.accepf print jobs only if
they are recei Vthér ord bemt i speci £ herapphicat ipnst haly 3d4éER ference

| nvol ves sel ectdpl@iich £ON{hIURILRn fbadledl! BBH! GsdabphiinheEas on
delivery service. According to this delivery 35 service, and based on
subscrilfer preftratnc@ene e cdaperopdaeatsy dabebregsafes rdativditi-ng

agp'oircatigg 2 QPfth2000p11d2eidhi K6 EPRhbAEERPBSZS) thNebstaliakent
i mat i rom
16 using an application programming interface (API).

CPSI client 16 delivers print data received
from client application 15 to CHE 6 through IPP
15 client 17. Correspondingly, CHE 6 is provided with
IPP server 19 to receive the print data. It should
be noted that the print data travels over all three
of IPP, HTTP, and TCP/IP protococls between
respective ones of IPP clients 17 and IPP server 19.
20 Although Figure 2 is illustrated with an
IPP client/server communication between client
modules 14 and CHE 6, other communication protocols,
or layers of protocols, may also be used. For
example, to facilitate printing that is secure, an
25 SSL (secure socket layer) protocol may be utilized.
In such an arrangement, a protocol stack is used,
consisting of IPP client 17 over HTTP over SSL over
TCP/IP. A complementary arrangement is provided at
CHE 6. Similarly, other protocols may be used, and
30 multiple protocols can be used in parallel or in
stacked arrangements,

' Whatever client/server arrangement is used,
the client and servers communicate over a CPSI
transport layer that facilitates communication from

35 CPSI client 16. In general, data is pushed in one
direction from CPSI client, with little or no data



i nternet sources (such as news, coupons, theater schedules and the IiR&)JAN 200;
packages the information into a print job, and sends the print job to the

5 subscriber's set top box. CPSI spooler 20 is also connected to cabl e-
specific applications such as application 22 through CPSI server 37, |PP
server 19, IPP client 18, and CPSI client 23. CPSI client 23 is simlar to
CPSI 10 client 16. Moreover, applicatinen-22 is simlar to client

application 15, in that it provides an application executed to perform

services speci CL&Eé’r Eh&h | 8GknblieEQgethbLt 6abhe PRadlerd) geduganndel iver
print data to spooler 20, 15 |[PP client 24 is iﬁgnected t o  CPSI

spool er 20 vi alEAEre PERAF ABTeEt APRWPYREIGCPSIC6MERFcAPe WPEh each STB

10. CPSI clienty38:45 @Péﬁ'@faﬁ@;g@?@' ma¢! hgat schprandsidd®e, ang agai n
provi des for a conplenentary software architecture and data 20

communi cat i ons kike: a Tps| seeFi@Rs g2y hee sBecrEp- bdRe FRSEhis regard, only
two of r@any tho@%&ﬁ@? ot 15?@&31§r€ohfigﬁiéét€5 nEaehagyB 10 includes | PP

server 25 for connection to I PP client shoul.d be noted_that, to
deliver data fréhitsEences »8 Hre aotual skraesPPiteEram FERLISAS8ER 10 and

a correspondi ngg Clignthie @ﬁéagétﬁafdtwn r6. ikNtrsHePaget@SExrom
preferred transport protocol galn t he Sl transport %?éﬁ F WhICh S
/

usabl e regardl eshke Yﬁevﬁ@lﬁﬁr?fcg af chéeRtylhg thenepyrma 130 swmrp,
QPSK, DOCSYS, bgpaghangs t ffu8Pot P- SAdepaNdentt C. ) . Although Figure 2

illustrates an I PP client/seryer_comrunication between CHE 6.and STB 10,
other pk®tocols may al soCBR 6stRC1EEese%BRPpI 8STYST| A7a wpLERt i6n where t he

resources avail ahhg1 et Bry 10nas8cakaeadyt sheahredtol trsy Radsnkl e to use
SMIP 2 0 JAN 200b

16, and acts to receive data transmitted fxrom CPSI
client 16. CHE 6 further includes spooler 20, which
assigns print data received from IPP server 19 and

15 CPSI server 37 to a logical printer corresponding
logically to a printer 12, and queues print data for
a physical device corresponding to the logical
printer. CPSI spooler 20 assigns print data to a
logical printer by retrieving a profile from

20 preferences directory 21 which corresponds to a user
ID or other address information received with the
print data.
' Besides address information, preference
directory 21 also stores other information relating

25 to subscriber preferences. Such information is set
initially by the subscriber, during a registration
process, and may thereafter be modified as desired.
One such preference is a blocking feature, whereby a
subscriber can block printing jobs that are received

30 from particular merchants, or can accept print jobs
only if they are received from particular merchants.
Another such preference involves selection and
configuration of an automatic data/information
delivery service. According to this delivery

35 service, and based on subscriber preferences, CHE 6

periodically executes a data gathering application



- 16 and POP nail protocols to deliver print jobs from CHE 6 to STB 2004
Advant ages of such an arrangenent include the fact that many conventlonN
STB's already include mail protocols, thereby avoiding a 5 further

increase in STB resource usage, firewalls that mght exist in CHE 6 w ||
allow mail to go through, nmultiple mail boxes can be defined in each
househol d, and meil clients (at the_chkent nodules) can easily be
configured to support print jobs. In 10 the latter situation, CHE 6 and

correspondi ng c S. 14 r tion via
a mail protocol rﬁénih%% IE%F é@dﬁﬁﬂééﬂgnfﬂghﬁgaEﬁlent g@rver
fbpllarlé 1gtrm¥?uﬁxﬁétxﬂdur@ms b@uubemsbnemeenCQHEDBSandhﬁe§p§ct|ve STB
s, an mul ti o] S C t acked
arrangonent s. | SR A o Beef TuEF  FEGuede Bt RE  EreBimalio A0y
spool er 26, whiinitcantpoist ajcsbngdmd serde tbe prenhgtiebl 6gi &4k printer

correspaondi ng to 20 |ntgr h CPSI spooler 26 is nearly
i dentical to cPdl %ﬂé&ﬁ Oﬁ %s eﬂ%%’ server 39 and CPSI server 37.

The linited functlonalltGESIoépodIﬁk 3@0D$ea126 anunepbeds&pvenbie-are

Csour oo, STB RGeS | WP beac S Fref, S8 EppLELRETe57 T kgt

conmmruni cat es tctﬁ§§ﬂssrmeie37 26PP hsexygbxy CPS| tPPealiggt ﬂ@hngnd subset of

the APl used %?f% t%&? %ﬁcat§9§§ééklghts 509%:g§@§359”t0abb%ws an STB

user to initiat ] ob ure rates representative
sof t wari ar chi teriene D. seMotepvépy applinatgeneﬂal ist simideft Wer e

hi t ect h
architecture, éggg%ﬁg;a%# %%%%he h dlglFﬁ%E gEe§E55§d3§ the set top box,

supports the r g an rvices. In the case of
analog servi cesagp@lBcd0ion executed to perform serv1ces specific to

a client (here, the cable head end) and can deliver
print data to CPSI spooler 20.

15 IPP client 24 is connected to CPSI spooler
20 via CPSI client 38 to allow CHE 6 to communicate
with each STB 10. CPSI client 38 is similar to CPSI
clients 16 and 23, and again provides for a
complementary software architecture and data

20 communications with a CPSI server at the set top
box. In this regard, only two of many thousands of
STB's are illustrated. Each STB 10 includes IPP
server 25 for connection to IPP client 24. It
should be noted that, to deliver data from CHE 6 to

25 STB 10, a server is established in STB 10 and a
corresponding client is established in CHE 6. In
such a case, a preferred transport protocol is again
the CPSI transport layer, which is usable regardless
of the particular underlying transport (TCP/IP,

30 SMTP, QPSK, DOCSYS, broadband through IP gateway,
etc.).

Although Figure 2 illustrates an IPP
client/server communication between CHE & and STB
10, other protocols may also be used. For example,
35 in a situation where the resources available in STB

10 are already strained, it is possible to use SMTP



tunes to an anal og channel, extracts the NTSC video 2 0 JAN 2004 - 17 0 JAN 2004
signal, and drives the local television receiver. In the case of digita
services, STB 10 tunes to the appropriate digital channel, extracts MPEG 2
video packets, decrypts, deconpresses and routes the 5 resulting video to
an NTSC driver, so as to obtain an NISC signal to drive the |oca

television receiver. In addition, prigate data is received over the

digital channel. Print jobs can be delivered to STB 10 over a digital

channel of 10 i trlp SRIM Gt oW &o MéVAkEr dgt tnehpope! fremd i
delivered using the CPSI transport. STS 10 reconstructs the 1gack ts from

the CPSI transpdi® 6 thFTRhWCs tAVapkased heSuhyr 28 sRETARArEent pp

server 25. 15 Ty OuHL i Spfdmarieaanfdiy esdiént idhaBtsaged in Figure 3,
STE 10 hosts various_ applications that present to the hone_user

functional ity ¥¥%aady HRGHIdSR2 HhletRFAR Sesthesshy cavoidhfgcati ons are

a navi gafor, a%\%ﬁlﬁéﬁ%ﬁe@e@e P1O O PHN 1kl Serc @l @edgoNi eivewhlasd a web
browser. Mst of these appljcatjons are cj|ent/server,%iEﬁlenentations,

where STB 10 hddiat twighl i nist st (Gl & hb 4 @Y Bkt e9%er ver

software.  Compipi Gaji ONmbPRt WSRD hd { Bxed doServer deF heihen2Bachbl e
network is facilitated by an_ operating system execug on STE.10, and is

d
per formed t hr oltfiisghmld shaed Araik CHegRER h@toW?h‘élﬁ‘éPHV\BP UbESf form and

the operating Syst el sif\PSiSe apphf fqhi &St SB¥uPSort ept dant {absSTETR0, or can
be downl oaded from 30 servers situated at CHE 6 for execution it STE 10.

Thus, a9 shown tihe Rafter BiketieRe CHF chi 28 1 SPETSPRORFBNI0CLAERLdes an
interface 31 t QoA Wel £, 2R LPEE AbRELGYBECNESE, cafimbiiibatighneids,

a mail protocol client/server relation, such as an
SMTP client/server. Similarly, other protocols can
be used between CHE 6 and respective STB 10's, and

15 multiple protocols can be used in parallel or in
stacked arrangements.

STB 10 includes CPSI server 3%, and further
includes CPSI spooler 26, which controls a single
queue for a single logical printer corresponding to

20 printer 12. Otherwise, CPSI spooler 26 is nearly
identical to CPSI spooler 20, as are CPSI server 39
and CPSI server 37. The limited functionalities of
CPS1 spooler 26 and CPSI server 39 are advantageous
because STB 10 is likely to have limited computing

25 resources. STB 10 also includes STB client
application 27, which communicates to CPSI spooler
26 through CPSI client 29, using a subset of the API
used by client application 15. This configuration
allows an STB user to initiate local print jobs.

30 Figure 3 illustrates representative
goftware architecture of set top box 10. In
general, this software architecture, together with
the hardware architecture of the set top box,
supports the reception of analog and digital

35 services. 1In the case of analog services, STB 10

tunes to an analog channel, extracts the NTSC video



resi dent applications 35, and other applications 36. 35 The operating0 JAN 2004
system 32 is usually vendor-specific for the STB, and nmay include

operating systems such 2 0 JAN 2004 as PTV, WnCE, McroWare or QOpenTV.

HTML engi ne 34 provides a group of independent handlers that can be

pl ugged together in conformty to known plug-in specifications so as to
provide ability to handle 5 differeni7types of nmedia such as HTM., 4 F,
MPEG  HTTP, Java script, etc. The HTML engine 34 is used to allow STB 10

to render HTM. sfi%(latém‘?“ta%d Q8 vl A SEHIR0EE1 01 s dbs PLaYe oBethe | ocal
tel evision recel HTM. docunents may be retrieved from 10 IOCﬁFF cache,
T

fromin-band ard dute cfagmmf shasdeaktsexeicotisePEB VB tUpe8ah®, tAFTP proxy

servers |ocated, [pa} F% {@J‘Ptcﬂadﬂﬁr&Seé:‘(@féc@ﬁcﬁﬁﬁédzbvlabe STB user
over the inter né) I'n t he Iat er case, documents retrieved from external

web servers ar@aclgeltis | (GEYRHL a %W%%%%?%l%@ t5opEe8eFfed filtering
criterig (such as,5udn d@/\@&f&% i & SO dﬂ%fonysrasreauebtadndocument S

into formats supporte e HTM. engi ne 34. Resi dent appllcatlons 35
i ncl ude such 20 apFAG c@ﬂtglﬁk e Q%V%tf%h%n%@lﬁi%n%ﬁlﬁ‘%%ﬁ{‘or i nteractive

program gui de, .and li kg, £ P2r@ndass tackudeideneb browser,
an e-mail program %f%%lntf%rlverﬂ%%ﬁ q%?%ached %rlnter 12, and the |ike.

O particul ar 287ewttdle tdieget abpthanre bns PHENEdEOPRecaRroPEMENt | Oned

applications fr SPEe] Y S PE SETHEEiLR1 ckBShelPeel er 26, CPSI
client 29, and §¥g&aébappllcat|oﬁg 27. % | RASTERI ZATI ON] Because of

limteddesour cbigival | spielcedt oh Wlﬂrl\ﬁ?FﬁtdﬂéﬁaCH%‘PFﬁed afgdr printer
12 is not forwgy deth {008 J95hd endi@Pstevehndpybee- sTB 10

reconstructs the packets from the CPSI transport,
and routes the data to the addressee, here, IPP
server 25.

15 Through the software architecture
illustrated in Figure 3, STB 10 hosts various
applications that present to the home user
functionality offered by various cable services.
Typical applications are a navigator, an interactive

20 program guide, electronic mail and a web browser.
Most of these applications are clieht/server
implementations, where STB 10 hosts the client
software, and CHE 6 hosts the server software.
Communication between client and server over the

25 cable network is facilitated by an operating system
executed on STB 10, and is performed through
published API's. Depending on the hardware platform
and the operating system, those applications may be
resident at STB 10, or can be downloaded from

30 servers situated at CHE 6 for execution at STB 10.

Thus, as shown in Figure 3, software
architecture and STB 10 includes an interface 31 to
hardware, an operating system 32, an HTML engine 34,
resident applications 35, and other applications 36.

35 The operating system 32 is usually vendor-specific
for the STB, and may include operating systems such



i ndependent print |anguage (such as a page 35 description |anguage | ZKeJAN 2004
PCLS, PDF, PostScript or the like) for rasterization at STB 10. Such an 2

0 JAN 2004 - 19 arrangenent, which requires STB 10 to rasterize print

data based on a higher |evel printer |language would often overwhel mthe

avai lability of resources at STB 10. Accordingly, and because a high speed
5 data communi cation |ink exists betwegn-CHE 6 and STB 10, rasterization

is perforned at CHE 6, and rasterized data is sent fromCHE 6 to STB 10

for printout By Bt §finkd, mc%&%é%kdgé%iwes BrMi’ 8h§inedse

I npl ementation for achleV|ng this effect ure 4 shows the overal
data flow of apysvisey éb 9wV Qf MGW@E@%W%% BhaknBRR PHer chant

or a client apphiLAdPc 2 6 Ao ficy 146 Ok Oplag.- thnal del i very

to printer the STB user. “As shown in Figure_ 4, client 15
appl i cation 15 se:)esmﬁ:acwgtmqna:lscerﬁs Rl pEovide bl HEBsta Bandle| ob

addr essed 10 o HedBE LIS St P16, @1 emBTBser Fhempent o is

generated in a vel “page scription | anguage é such
Post Scri pt, PDIHTTI-H’TI\/LJthﬁr sdELRY keete 20 W‘QH*ITP@J&H%IPW 4 Hinljﬁﬁ@es such

as these PDLs qie 4 o%{%‘sedlo G Adey ﬁr&&ﬁéé’ﬁrﬁ‘énté‘d@Beﬂdent t her eby

freeing the cllent application froma need edge,of the
confi guration @ﬂnﬁﬂ¥5(ﬂﬁﬂﬂgﬁﬁlﬁﬂf[ﬁ1$ﬁ¥#Y]9P qﬂﬁai%¢?& F%%thSPEE f or mat

25 | s delivereq sy d e ghaneEitImIa Ghay 154 | el rdbvedr ofibhhe cl | et

nodul e 14 out through to where 1t Is_eventually accepted bé CPSI
spool e2020. At lagrg Qﬁﬁhﬂ&HfEHm %Rﬂ?%ﬂ¢rﬂn@cﬁﬂﬁso$é%%%¢|%Eﬁaﬁﬁéé

know edge of the egltg at\h?ﬁ ANtk dype @fTﬁO%P@:@}M é@ﬁ@ﬁsplbaa%dﬂ "uhi ch
in turn i s obtaine spool er from preferences dlrectory 21 based on
at CHE 6 or remote HTTP servers accessed by t TB

user over the internet. In the latter case,
documents retrieved from external web servexrs are
15 filtered by a proxy according to predefined
filtering criteria (such as surf watch), which also
may convert requested documents into formats
supported by the HTML engine 34.
Resident applications 35 include such
20 applications as the aforementioned navigator,
interactive program guide, and the like.
BApplications 35 and 36 include a web
browser, an e-mail program, a print driver for
attached printer 12, and the like. Of particular
25 note, these applications include the aforementioned
applications from Figure 2, namely IPP server 25,
CPSI spooler 26, CPSI client 29, and STB client

applications 27.

30 [RASTERIZATION]
Because of limited resources available

within STB 10, print data destined for printer 12 is
not forwarded to STB 10 in a high level device-
independent print language (such as a page

35 description language like PCL5, PDF, PostScript or
the like) for rasterization at STB 10. Such an



the destination printer address provided by the client nodule. The 20 JAN 2004
rasterized print job is delivered over the aforenentioned client/server 35
rel ati onship between CHE 6 and STB 10, where the rasterized print job is
eventual |y accepted by CPSI 2 0 JAN 2004 - 20 spooler 26 at STB 10. From
there, the rasterized print job is delivered to target printer 12 for
printout thereby. Figure 5 is a flowthart which illustrates 5 this

process in further detail. The process steps shown in Figure 5 are stored

on a conput er raq?% ned i MG A Al WBhove tePiyretiselE 6 (for
those steps performed by cable head end 6) or an unshown nennréeat STB 10

(for those pro®sdsitstidfis damrad an @ MOheX bR apyer st f#BEPFYCaccor di ng

to the procesg;hePS ML JHEA e dva Prdt1 A propt resohreesei ved by
a cable head end on a printer connected to a set top bpx that commrunicates

with the cabl @thé&P et oAFCH Hih Bpethf RREAUSE cOrEP c8PPBH net wor k,
the primgt job 'd%trae%%rr}iﬁ%eigﬁs’aetdfé}? bl eheads efsk vider tighs! exal spsi nter

descri ption | anguage addr to one or nore such printers. Based on the
address, the cdbl.e nraferirpt ¥ & P kFnsmrat i eb 18Rt he printer, the

20 software d”fé%rté&q]r{é‘émngstééwnﬁ&w@m of ©HdsTBYRE €brt he
addressed printer. Alogical printer is created jn the cable head end (if

a logical printrintgoes hotPldntamyl 2xi sEhis ($RCY e cRESpERREEr @
correspondi ng tQ 416504 I MRS Fe fEAVEF 3 0Nk NecDed DYy CEhi BT EREBELLS

executed so as to rasterize the high level printer description |anguage
print b into a rasterFHEEDI4 TROVS nEle TRt Gk FASWePFz@d bit map

| mage format is,ty,8ns{py tELRVET i edh endlidile SDECSu SR @5 CQMPBRbEAL | on net wor k
to, the set merchant or a client application executing at CHE 6,

through to its final delivery to printer 12 at the

home of the STB user. As shown in Figure 4, client

15 application 15 executing in client module 14
generates a print job addressed to one or more
printers at one or more STBs. The print job is
generated in a high level page description language
(PDL) such as PostScript, PDF, HTML, or the like.

20 High level printer languages such as these PDLs are
preferred, since they are printer independent,
thereby freeing the client application from a need
for any knowledge of the configuration of the
destination printer 12. The print job in PDL format

25 is delivered over the aforementioned CPSI client 16
from the client module 14 out through to CHE 6 where
it is eventually accepted by CPSI spooler 20. At
CPSI spooler 20, the print job is rasterized based
on knowledge of the configuration and type of

30 destination printer 12,‘which in turn is obtained by
CPSI spooler from preferences directory 21 based on
the destination printer address provided by the
client module. The rasterized print job is
delivered over the aforementioned client/server

35 relationship between CHE 6 and STB 10, where the
rasterized print job is eventually accepted by CPSI



30 top box addressed in the print job. At the set top box, the set tlopJAbR00L
creates a logical printer corresponding to its locally connected printer

(if a logical printer does not already exist), with the [logical printer
accepting as its input the 35 rasterized bit map image data. The rasterized
bit nmap image data is sent to the set top box's logical 2 0 JAN 2004 - 21
printer, which in turn routes the primg job to the Ilocally connected
printer. In nore detail, Figure 5 shows steps S501 through S515 that are

f d at 6
g%fz %Wel nastggﬁgg&fﬁn%aegta%p%m‘S 13516 gl uah 195204 Hdata s @r peed or med at

head end 6 receives a print ob froma client
appl i cation. Tpeipti gob dis idelieses 49 Fanget MG teYet2 pkPhter

description | 298 t( R ch is printer independent. In 10 addition,
the print job % ?'g)es one g\rﬁyrmre addresses identjfyin the destination

or destinations for th&@igune 5 di5 arHd e dihesele Wik Bt EAYERonveni ent
for mat Sgreed tt?nl@tp'i%'ée%s bef HAb fetisad enphe_ﬁ ﬁf@cé@@ Qtéﬁﬁt 15

appl i caf’i ons s envisioned that the print jobs 'receive abl e head
end 6 are pri ntshjocms iy grhguns chats @ Pt e STBM R ’é%ﬂﬂ%@i%d to

cable head en %ﬂﬁl r ng s ( 29rapd
qle Hﬁe‘%‘gabankthatﬂé@mé( K ate

correspondi ng prlnt prints out bank statenents

directly into &tapﬁﬂnﬂﬁﬁoﬁmQQnﬁy qahle theadmithies PRAVpERAROBEL  utility
bills directly a 3PQR§%@§'f%f¥¥E% tﬁg&@”ﬁféﬁ%é&téEQPQVéﬂé@uted

advertisenents an 25 coupons directly at a consuner's hone,
news| e@ler / newdytldedpitap $%ikWs. t REighlnt IRAOTGERI oBPcEPS directly in a

reader’s hone, ﬁ¥3¥é§§asteps shown in Figure 5, to print a print
‘ job received by a cable head end on a printer
connected to a set top box that communicates with
the cable head end over a high speed data
15 communication network, the print job is received by
the cable head end in a high level printer
description language addressed to one or more such
printers. Based on the address, the cable head end
obtains a software driver for the printer, the
20 software driver corresponding to configuration and
_type of the addressed printer. A logical printer is
created in the cable head end (if a logical printer
does not already exist), the logical printer
corresponding to the software driver, and the
25 logical printer is executed so as to rasterize the
high level printer description language print job
into a rasterized bit map image format. The
rasterized bit map image format is transmitted over
the high speed data communication network to the set
30 top box addressed in the print job. At the set top
box, the set top box creates a logical printer
corresponding to its locally connected printer (if a
logical printer does not already exist), with the
logical printer accepting as its input the
35 rasterized bit map image data. The rasterized bit

map image data is sent to the set top box's logical



like. It is also possible for the print job to be delivered froma c?eny 200
application executing at 30 cable head end 6, for exanple, a client
application 22 that generates a nonthly cable guide for printout in a
viewer's home, a news retrieval service which, based on automatic searches
performed in accordance wth user preferences over the internet, obtains

35 news froma variety of internet sorrces, collates such news, and prints
news out directly in a news 2 0 JAN 2004 - 22 reader's honme, and the |ike.

Mul tipl e ot her prantaRger@iich ae tRas Inowiud dxngskiMhajobstoptieéerable in
the context of _the _invention, however, is that the print job is received by
CPSI spool er 280%lly cepmedes BIdPSn a printer-independent for mat

such as the aforementi ongd myrentdit ASSCIE i 3 agsegesteps nssoep S502,
and based on the printer  addresses received with the print,]j CHE 6 10

accesses pref etdFRGNIFTHEG JHRL PLSH B IYHH 1Ate Vi E 18er? ‘?i)%?’@% for the

users cg,rrespo@@,ilrgg thGdudh YAt tDreMiFEdhiRedrantsSTO®bios uthi matel y
destined. User profiles preferably include at least an [dentification of

f
printer configft®&d &%%nd e Bragt ehd f e &R REWRE oI PRe user' s set
top box. Ot hersddgaf Qf raticdt Mpala R i nernklesh-ime tfiepuser  preference.
One such piece of information'is a blocking filter, whjich, specifies
filtering appl PEeferdie i3 itnth b etarer. Y& RS RFTLRELRRr to 20

excl ude unwant agRfidde | @,) Fofi@xaP| gy ifeasiidepen@edt a praliferation
of unwanted print_Jobs at his hone pripter,_ a user nmay sgecify pr ef erences

i nst rudtdi ng cafditd QR erfd s RO P T UdeHCng O BPETi fi ¢ sources, or
to allow print jahiesdy Redyidpisreaid qemtinesiodnyrsuch preferences are

destinations for the print job. The addresses may
be in any convenient format agreed to mutually
between cable head end 6 and the client

15 applications.

It is envisioned that the print jobs
received by cable head end 6 are print jobs from
merchants located remotely and connected to cable
head end 6 via the internet. Examples of merchants

20 and corresponding print jobs include a bank that
prints out bank statements directly into a
customer's home, utility companies that print out
utility bills directly at a consumer's home,
advertisers that printout advertisements and/or

25 coupons directly at a consumer's home,
newsletter/news clipping services that print out
periodicals directly in a reader's home, and the
like. It is also possible for the print job to be
delivered from a client application executing at

30 cable head end 6, for example, a client application
22 that generates a monthly c¢able guide for printout
in a viewer's home, a news retrieval service which,
based on automatic searches performed in accordance
with user preferences over the internet, obtains

35 news from a variety of internet sources, collates

such news, and prints news out directly in a news



applied in step S503 in which CHE 6 determ nes whether or not to rej?%ﬁlN?BM
the print job. If the job is rejected, flow branches to step S504 so asﬂfo'
reject the job and, possibly, to informclient 30 nodule 14 that the job
has been rejected. If the print job is accepted for printout, flow
advances to step S506 in which the print job is schedul ed and deposited in
the subscriber's queue, and the step2%507 in which the cable head end 35
determ nes whether a print driver exists for the printer to which the
print job is destifigd - Adthd NMarfa G HN 2004 -mi2Br 1g1é veEnaight not exist
for a variety of reasons. One such reason is that the cable head end does
not have avai lFaBlangeRetESeaEe ol & coRYEShoReing YRt t A8 printer defined
n the user prabidd dinoush g S4AELER!SACEe Canenbeat, eRdyéveinpl v
accesses an internet provider of such a software driver, such as__an
internet site der rdulortdhaPrint noprintBecevaeds et GPef. SPRELIRSr é%comon
situatign in Wil Arides ShaMd 1191a Ot ShechOMRIEhentene Sbimati on in 10
whi ch the user profile does not contain any  identification of printer
configuration enuayms tlschiereneniiorediBriptrEsde8cTaPELEPs S509 and
S510, to which 4 J%éggpches in a situation where a driver does not exist
for failure of t user 15 profile to specify _a printer. , Thus, in step
5509, CHE 6 connunicatesIncﬁﬁ%Et$@°%vi%F%F@?S§SO%PthQOPrEPEFrcIient 38,
and 1 PP cli ent/peruste24-a00i 980 kiochhendeptine! jop, STHE 80, Wi th a
request for STB 10 to provide an 20 identification of configuration and
type fdmo print @ccessedrprefercreesTiliectary 1h Fesp8nbe ﬁggﬁlﬁﬁg needed
infornation,\Mﬂé?}iﬁ&é@&f&gegopytﬁgEuéergnco§£é§p§5&9ngCHE €hkoads t he

|

driver corresponding to . . ] . .
: printers to which the print job is ultimately

destined. User profiles preferably include at least
an identification of printer configuration and type

15 of printer 12 connected to the user's set top box.
Other information may also be included in the user
preference. One such piece of information is a
blocking filter, which specifies filtering applied
to the print jobs, thereby to permit a user to

20 exclude unwanted print jobs. For example, so as to
avoid a proliferation of unwanted print jobs at his
home printer, a user may specify preferences
instructing cable head end 6 to block print jobs
from specific sources, or to allow print jobs only

25 from specific sources. Any such preferences are
applied in step $503 in which CHE 6 determines
whether or not to reject the print job. If the job
is rejected, flow branches to step S504 so as to
reject the job and, possibly, to inform client

30 module 14 that the job has been rejected.

If the print job is accepted for printout,
flow advances to step S506 in which the print job is
scheduled and deposited in the subscriber's queue,
and the step $507 in which the cable head end

35 determines whether a print driver exists for the

printer to which the print job is destined. A print



the identification information provided from STB 10, 25 and in addi tigqn jAN 2004
updates the user profile in preferences directory 21, so that future print
jobs can be performed nore readily, wthout the need for communication
with STB 10 for the purpose of determning printer identification. 30 In

any event, once a driver exists, flow advances to steps S511 and 5512, in
which CPSI  spooler 20 in CHE 6 deterg&Bnes whether a logical printer
corresponding to the print driver already exists, or if one needs to be

created. A |ogigdlve3b widght aiotiidtist rfelya exasiet§ af préasopsint job has

al ready been processed. Using the logical printer, 2.0 JAN.2004 -,L24 CPSI
spool er feeds tHE iU JAPTH Thet 'nﬁé’?-c?%pl%ﬁ%n?néﬂo?grﬁﬁ{: to the

| ogi cal pri ntefha*&”%#\raii‘ﬁlé hee é@ﬂ%@@fe phodiBE coBtesperdingetpri nt hj O|bd
into a printer-specifjc rasterjze it map i mage 5 tep S514).. .1t shou

be under st ood tHg H?Fé‘t?%s‘i%ﬁli%‘g  t Ehe M85 r‘b#fﬁ'j ofni §21ﬁ8t 3sinply a
fully bigt map rast@imsfadde, nEdvie | 9¥ad Raddes , simely rastessesdahit map
print job is a bit-by-bit representati on of tPe grin% %ob tailored 10
speci fical ly fdmGaidiek iPRRFLALY r2k el iy TOLYHRT S| AGLESF - pPRfifefSin cPsI

spool er 20. As £ X sDie PEdFE@EpSRELhd | €or Elié eprzatedn, nany
printers require print commands enbedded in the pr ' as to

I nt b,
enabl e control Wﬂ&#f%qﬁP¥ﬁ?rn6999E%%ﬁ%l%%m%$nl%1§€%%gﬁ?{ﬂ? Egﬁﬁgnas i ncl ude

start - of - page, cﬁdwaean%@wrno@j &£ sPadeowsvad; ney pagetuandonhénl i ke. Such
printer-specific commands are enbgﬂﬂed i n_the raséerized print job. As a
furt hetOexanpl ehiQhheEhe 15 E RIOSHER dO8%BPE FRECPIHNERYS, print in 20

bands, and enbegdgias cpIFRNOon a6 PEDAESr Sonfigarattdbhnersugpebands. As yet
a.further exam%é%hsgngituation is addressed in steps S509 and

8510, to which CHE 6 branches in a situation where a

driver does not exist for failure of the user

15 profile to specify a printer.

Thus, in step S$509, CHE 6 communicates
directly (via CPSI spooler 20, CPSI client 38, and
IPP client/server 24 and 25) to the destination STB
10, with a request for STB 10 to provide an |

20 identification of configuration and type for printer
12 connected to STB 10. STB 10 responds with the
needed information, which is obtained by CHE 6. 1In
step S510, CHE 6 loads the driver corresponding to
the identification information provided from STB 10,

25 and in addition updates the user profile in
preferences directory 21, so that future print jobs
can be performed more readily, without the need for
communication with STB 10 for the purpose of
determining printer identification.

30 In any event, once a driver exists, flow
advances to steps S511 and S512, in which CPSI
spooler 20 in CHE 6 determines whether a logical
printer corresponding to the print driver already
exists, or if one needs to be created. A logical

35 printer will already exist if a prior print job has

already been processed. Using the logical printer,



bubble jet printers that print in color require print data to be SLZpQ)UNé&UU"
out of sequence for each different color, so as to accomodat e physical 25
differences in location between printing jets for one color relative to
printing jets for another color. \Watever the source of printer
specificity, the rasterized bit map print job created by the | ogical
printer in step S514 is printer-specihigc,- 30 tailored directly based on the
identity of printer configuration and type of printer 12. Step S515

transmts the r r t S _i bed above,
the transm smﬁéiteoé% %1%) Fs ro rfLHE zlérl-ﬁ EH\?I ?&%%%I%ISI client 38,
e

| PP cli ent/ ser vitderenrgensPDEofopsat terly anﬁélspﬁéméﬁIZGSUﬁhSTB 10. 2
0 JAN 2004 - 2 e e S s erized bit
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map print job in orwards It to spooler 26. If a
| ogi cal printerintesarprinteragpeekfic rastesizegobiér map, im@Jehen a

00 cal I Nt e (Lol €61 £F1 bafédsﬂé?uiﬁel(;g'ﬁﬁaéké!oeﬁ Bhal! ghe! e _and

configuration for attached printer teps Sbl/7 and S519 In step
S520, CPSI spocotagstexiied khe wapi tmhgerpribk, jobxégunes ﬁh@Eﬂé@ﬁ%rlzed bi t

ma rint job n ter r

regdgred |Lto 39% ﬁ?éégTéﬁ é?ﬁ%géf fEfEQF%ng#bBG Ré%&%%ir?ﬁ%ﬂ

previously, ther@m#©©$%e®fblhemaRSPIIEF apbhiseatbib-py-bdtoffer facilities

that will e”abiéyf%?%ﬁﬁé{igﬁsof“Eﬂé %ﬁﬂﬁ@SEetQElbgﬁ |nternet to print
uc

on printers atta 0 set top boxes rinting 1s referred to as
"push Ard nti ng"SPﬂ!ﬂlih@abinséOI hblet heinbest eoappsp@atin@m toudteprint 20

data through the,cablf Hepgh €pdif0och8e SFL0IGP 96X as one example

of printer-specific rasterization, many printers
require print commands embedded in the print job, so
as to enable control over the printer. Examples of

15 such print commands include start-of-page, advance-
down, eject-page, load-new-page, and the like. Such
printer-specific commands are embedded in the
rasterized print job. BAs a further example, some
printers, such a bubble jet printers, print in

20 bands, and embedded commands are needed s0 as to
define such bands. As yet a further example, some
bubble jet printers that print in color require
print data to be supplied out of sequence for each
different color, so as to accommodate physical

25 differences in location between printing jets for
one color relative to printing jets for another
color. Whatever the source of printer specificity,
the rasterized bit map print job created by the
logical printer in step S514 is printer-specific,

30 tailored directly based on the identity of printer
configuration and type of printer 12.

Step S515 transmits the rasterized bit map
print job to STB 10. As described above, the
transmission to STB 10 is from CPSI spooler 20, via

a5 CPSI client 38, IPP client/server 24 and 25, to CPSI

server 39 and spooler 26 in STB 10.



for printout at an attached printer. O course, it is possible to prgwtiﬁhzmn
the set top box with its own printing capability, so as to enable

to print data as desired. Such 25 printing is referred to as "pul

printing”, in the sense that the user of the set top box pulls data for
printout fromsources renote fromhim For exanple, a user may, as part of
browsing the internet, come across_asweb page of interest, and 30 may
request printout of such a web page Such printout is "pull printing" and

is different from pus:ketpred{%c ! c&hpeds d@é]eggigr g@?‘@é@l ug&l nting

goal s of the architectu bove an erelna I nc e the
ability 35 toraﬁnﬂrnz&ﬂthmﬂnmﬁn Ewmhacﬁwhwu@ @hﬂldﬁeVVﬁg 8P ang supported

printer, as weg quJEBéf) ﬁgofép g eyon%ggﬁcg fy need for a

user to |ntervene |n |n ion of" 4 prln er ysi cal connection
to the set top piiok.eBetmms raf alxeddyrexiet  inofPHAreppalaredfince costs

are redyced. Inadditinn; by Virimecofis e & EESIn 3oL avBhecfChi Lect ure,

printing does n(%'f heSFES er- prograns running on the set top
box, such as vwﬂﬂdnuwmyrqﬁegxﬁnteﬁ|ty§eoande¢@nfsgunatWDemﬁng I n addition

the CPSI archlt g}eeydcsﬁlplg{,# £, acLo asgfﬁlgﬁ%eg,&l?ﬁ tfOLMBre

supports 10 a ereht | OperatTng sys partlcha?Iy t hose
operating systeSEzufuﬂPSﬁuqualerexw@umgohhenlwgecebtptbptbex itsel f. Push

printing in partl [ p t cACLLORLI S
initiated by an X.ansue%tsf tt?/‘rpeoexfi %1 '%'&t) Ht 1s:'gr =8 IEll'sl go assuned
that tHhid ent|tgendwnhﬂlpminﬁujqbnmg EILME@I b2 Wbeae ib @ﬁe cabl e head end
or be an interngl,s&idd 28k o NP L1861 JHIRALa T Phaghl ch the print job

[PUSH PRINTING]
As described previously, the purpose of the

15 CPSI architecture is to offer facilities that will
enable applications running anywhere on the internet
to print on printers attached to set top boxes.
Such printing is referred to as "push printing" in
the sense that the remote applications push print

20 data through the cable head end to the set top box
for printout at an attached printer.

Of course, it is possible to provide the
set top box with its own printing capability, so as
to enable a user to print data as desired. Such

25 printing is referred to as "pull printing", in the
sense that the user of the set top box pulls data
for printout from sources remote from him. For
example, a user may, as part of browsing the
internet, come across a web page of interest, and

30 may request printout of such a web page. Such
printout is "pull printing” and is different from
"push printing" described hereafter.

General printing goals of the architecture
described above and hereinafter include the ability

35 to support attachment and software and driving of

any supported printer, as well as the elimination of



Is desired, or is able to reference it. Two 20 different printing rmde%s ?]ﬁﬁ?ﬂﬂ&
contenplated: 1. Unicasting, which refers to a point-to- point connect %

in which a renpte internet site sends print data separately to each
destination client; and 25 2. Miulticasting, which refers to a node in

which a single copy of the print data is sent to nultiple destination

points. Milticasting can also includ@6broadcasting, in which a single copy

of print data is sent to all destination points rather 30 than.to a

sel ect ed subcasiny heeedf foExanpses 0d pntetrvenbsiaubpethliatpeshofprinting

include nerchant-initiated print jobs from renpte inpterpnet sites. Such
merchant - ini ti dt &F 1T beeRa REYPRERUJEORBREFARE EOnER% S5 OP obs, 35
such as a flyerbatlvergécimge paftacuhdforimeRBIf osofsahee Tadntlepamcean be
printed in a uni catsst or 2 0.JAN,200 mul tigcast de i s delivered

in the appropri%i%-s (#5598 dul t?Eééf?‘Zﬁ%aBHfr Pﬁ?’?‘ig%ggbp " 854 end to
the appropri at CEsl dofrbexesardkitbabtreni prahedngpdoets notis can also
0ol e veri 2Dl contend BURLoPL 805 BN Ee REERORLI S TRY > 11 ke
application rursoxg sich hes neeshandbwsiagr applicabéopsi oir jteld eivs sdcent ed,
apd subm {120, i Lieaabl o, Reag e0d, Agp!Pocterealiaitad i ool vers
print job to thsoseiblepadbassra baxtetynofiupdatfivrmSenend iszgpogus s of
rerchanle M1 s B S gL UL SO SEREL, LR, el U e 15
internet site, gyrinbambapniy those operating systems that maintain
' execution in the set top box itself.
Push printing in particular represents a
model in which print action is initiated by an
15 entity other than the set top box user. It is
assumed that this entity, which actually may either
be local to the cable head end or be an internet
citizen, owns the document for which the print job
is desired, or is able to reference it. Two
20 different printing modes are contemplated:
1. Unicasting, which refers to a point-to-
point connection in which a remote internet site
sends print data separately to each destination
client; and
25 2. Multicasting, which refers to a mode in
which a single copy of the print data is sent to
multiple destination points. Multicasting can also
include broadcasting, in which a single copy of
print data is sent to all destination points rather
30 than to a selected subcast thereof.
Examples of print jobs subject to push
printing include merchant-initiated print jobs from
remote internet sites. Such merchant-initiated
print jobs may include constant content print jobs,
35 such as a flyer advertising particular items for

gsale. The flyer can be printed in a unicast or




a client application running on the nerchant's CPU. The nerchant is tﬂthZ%L
to specify paranmeters for-the print job, including destination address and
whet her 20 or not the transm ssion is via secured or unsecured

transm ssion. The destination address may specify unicast or multicast
printing, meaning that the destination address mght identify only a

single recipient, or m ght representgquLtiple reci pients or 25 a group of

reci pients. The print job i's generate in non-proprietary device

i ndependent fory d8f wgely ﬁg?ibéPéﬁ ?h €HEhQB§ %35 §|zed and

even custoni z&c prln app |cat|ons rou
devi ce independemicdst nat. mﬁhtscast3ﬂoéehfeomdthhrgagheshpaﬂa@m@nt@f t he

print. subim osi g clbsplopng. LheecopbEnbeeLeat i gg;LashE shgragRban

creation tool i e nerc er eas m ssion client
is enbodled||1pfmntI&bbsctannaldesmncbudeabaveabhs pnatcablprh@éd end, 35

resi dent_ sof t war e maint ai o o S F ences
dlrectoF§ 21, t-H é@%r%??ﬁe ZSSQééﬁﬁgg%ga LF%EE&SFEE ggggcfﬁggglga
subscri ber accaunmanmUsbetemeﬂdressa ptihiey hoddl, Besetopnbéx

bilities, . bl ocki |
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specified criteria, A system t t C d dis able
to display a pq#%?dqﬁﬁéé, E?ngltag#ﬁgég#?% ﬁ&ad Qﬁd aghgygﬁgalﬁﬁpable 10
subscrilgers, orpximntjpbbinoalahperunseaSDasrsmu1Uscngtsm@ﬁea B nt queue,

the system adm pls{sai gs vl SRR Bxlfe YO 8 ERE SLELppobowols 11 Lhe

gqueue, and th us- of rres printers attached to set top
boxes, and is fhoxderinbfeesbidrlete jobs in

Generalized goals of merchant initiated

printout from remote internet sites include the

15 following. First, the merchant is able to submit
the print job at its own internet site, by means of
a client application running on the merchant's CPU.
The merchant is able to specify parameters for the
print jéb, including destination address and whether

20 or not the transmission is via secured or unsecured
transmission. The destination address may specify
unicast or multicast printing, meaning that the
destination address might identify only a single
recipient, or might represent multiple recipients or

25 a group of recipients. The print job is generated
in non-proprietary device independent format, by use
of widely available client applications, or even
customized print applications, that print through
standardized and device independent format. This is

30 achieved through separation of the print submission
client and the content creation toeol: the content
creation tool is left to the merchant, whereas the
print submission client is embodied in the CPSI
client described above. At the cable head end,

35 resident software maintains a directory of user

profiles in preferences directory 21, the profiles



15 the queue and override any of user selectable print options. The C;gP@N2M£
head end spool er does not commence a print job until it has ascertained

that the set top box is ready to accept print data, and that the attached
printer is ready and on line. 20 Preferably, the CPSI spooler in the set

top box is able to comence a print operation before the entire print job
has been downl oaded fromthe cable head -end, and is further able to

confirm successful conpletion of print jobs. 25 Figures 6A, 6B and 6C

i Ilustrate genefgdludiiNASHEN SpdLrnathé CashbseLipbrt acpoufAt) printing and
mul ti cast (one-to-many) printing. As shown_in Fégure GA, unicast printing
i nvol ves pri nt JIHRMRAY o' adAYess | B iR aePdedt eSRELESEBr PO to a

specifically 3Q.4dglamtifd £es pramy %I@élﬁﬁ&‘%eﬂi1@eﬂs§ehnﬂoﬁob(ﬂ:g' Baga.print
job is routed via the internet to the cable head end, .and thence over the
digital cable rmRGFRSI 1PeokeL At tihe pesbierprfineBtt daECARESdest i nati on

printer.g Fi gur §,:65h¢ | {diss renoe mée! tLiPetiyeshoeESeaobyubleakting i nting,
in which a renote web server gathers data fromnultiple different web

P
sites, 2 0 JAN Bigkier data, o rageeRss t PRLYaPRINEt 3°RSsERgFeMSStnt j ob, and

then push-printscide &oseH £169 Privérib tR Q}rsééﬁit LAAEheRtREtHe At Of
course, although the agg;egatln server is illustrated as a renote web 5

server, it is pdRitAkRle dreath re3adP bR tQpBLFRARY0R PE1Bte A€W t hi n

t he cabl e head g{uhca |G E Pveht thepsnEgENgL 1t eatulkt i pl e different
web sites for collectjon of aggregate data, to aggregate the data at the

cabl e Hfad end, SURRC¥HRTa0 9% PYARL piPRE PRedaBBF cHEFEIPASLT- job to a
destination setyd iy boXenh FA OpH Pn 6 Credioes FHEt 5¢aEbmPRRENAGtHALYH Ch

is able to examine the status of jobs in the queue,
and the status of corresponding printers attached to
set top boxes, and is further able to delete jobs in

15 the queue and override any of user selectable print
options. The cable head end spooler does not
commence a print job until it has ascertained that
the set top box is ready to accept print data, and
that the attached printer is ready and on line.

20 Preferably, the CPSI spooler in the set top box is
able to commence a print operation before the entire
print job has been downloaded from the cable head
end, and is further able to confirm successful
completion of print jobs.

25 Figures 6A, 6B and 6C illustrate general
arrangements for unicast (point-to-point) printing
and multicast (one-to-many) printing. As shown in
Figure 6A, unicast printing involves printout of a
print job from a remote web server to a specifically

30 identified printer attached to a set top box. The
print job is routed via the internet to the cable
head end, and thence over the digital cable network
to the set top box for printout at the destination
printer. Figure 6B illustrates an alternative form

35 of unicast printing, in which a remote web server

gathers data from multiple different web sites,



a renote web server generates a print job having multiple destinati®f jaN 2004
printers. The print job is 15 routed to the cable head end via the
i nternet, which thereupon routes the print job, in a multicast or
broadcast configuration, over the digital cable network to nultiple
different set top boxes for printout by respective printers attached
thereto. 20 Figures 7A and 7B are fLog@charts showi ng respective

y

processi ng by the cable head end and the set top box in response to a
print job. Referring first, to.Figure 7A 701,01 L1 ra recei pt by
t he cabl e head ae?ﬁnretgqa%espfrrrh? ?%‘b%?’%%?aazéiﬁgﬁgtg%lﬂr}keﬂ?‘#e’f églérce, or from
an application theh pwsh A2 hit ¢ hehe abésubeidngepdint njebepoS&02, the cable
head end retrieyes, the user profile from directo Figure 2). Based on
the user profil ,Sme?%a%gﬂh%eﬁete i FRREEF A gééggé%’%b;:ﬂ\%het her or 30
not to accept aigdredayiing sdwevéobis|illustiabedsasrej retmolle Webw advances

to step S705 and the jop is .not Eéﬁce sed_further. g&ois possi bl e for step
S705 to send iFR0FRLith AT e tRE PRaRPFERBEE P nternet site,

i ndi cati ng thatappei¢abi dwest deete St ¢ ewchen. tBeOcdbNe2B@4d- eBd, On the
other hand, if the job has not _been ,rejected, flow adyan t ep S706,
in which, AL R T ‘?*ﬁ?o’r%%?%ﬁti'ﬁ%lﬂﬂg‘alﬁ#h%ﬁge‘%ﬁ?’%nt i ob,
t he cabl e head waldl stotes nfsescdbest Hest ohabggnegddeedatar, &ddresses for
the print job. _Steps S707 and 5709 _ create ical .printers ey are
needed. Thatisﬁgg¥é§FE%r§%%p I nﬁtl%%?c%f£9grﬁ§?gre8?'pﬁigt%P%gdo not

al readyiexi st ito sposheprid, thdeagegeegdtédgprahtpiobt &p ar printers are 10

created in CPSI_spopler.20 (Figure with a separate |ogical printer
bei ng created fOFSeRL1I0D L& top Box.
' Figure 6C shows multicast printing in which

a remote web server generates a print job having
multiple destination printers. The print job is
15 routed to the cable head end via the internet, which
thereupon routes the print job, in a multicast or
broadcast configuration, over the digital cable
network to multiple different set top boxes for
printout by respective printers attached thereto.
20 Figures 7A and 7B are flow charts showing
respective processing by the cable head end and by
the set top box in response to a print job.
Referring first to Figure 7A, step S701 illustrates
receipt by the cable head end of a print job from a
25 remote internet source, or from an application such
as 22 at the cable head end. In step 8702, the
cable head end retrieves the user profile from
directory 21 (Figure 2). Based on the user profile,
cable head end determines (in step S703) whether or
30 not to accept or to reject the job. If the job is
rejected, flow advances to step 8705 and the job is
not processed further. It is possible for step 5705
to send information back to the upstream remote
internet site, indicating that the job has been

35 rejected.



different printer needed to acconplish the unicast or multicast prlri 004
That is, in a unicast node, since only a single printer is involved, Qﬁg“
only a 15 single logical printer corresponding to the printer in question
is created. On the other hand, in a nulticast or broadcast node, nultiple
users and nultiple printers are the destination for the print job. It is
possi bl e, however, for several of the3020 nultiple users to enploy the
exact sane printer and printer configuration. As a consequence, although

it is likely that nU|tIF6ﬁE&E@I@@ﬁeﬁrhgﬁ@rSlﬂrgheC?gﬁtﬁdslﬁothbeGBS
spool er at the caple head end it is equally likely that_ a ﬁlngle | ogi cal

printer 25\MllrﬁiﬁQﬂﬁQat@#%ﬁp@%Y%n%%%eF%Is Rr37B8catBeWBaER: of the

several users Widedaye fafcihytibe SAPBrmaEiSheCinéyR@eaNGieANtHEGUr ati on.
The print job is thereafter. schedul ed and de305|ted into_the user's queue

(step S710), f@rin jrddiraCaylendeddgrrdl dpteRTaRES(bPespool ed for

subsequent renqesdihdtSdn Pid@Fesd @flaagfasé@sthsr B8B) prihti Sopessible to
render the print jobs into a bit map rasterized_forpat, as % Eggssed above
e

in connection %ﬁ??ﬁrﬁlﬂﬁeﬁ@ﬂ-?Rﬁ9t?ﬁ%aF§ Heei6adi RRipFETes Jary.

Rather, all thajrd sndesessarvhae {or iﬂeazc@rﬂéﬁbaﬂﬁing 3&ﬁ1b@g|ca
prlnters to process the print job for  subsequent us e se top boxes.

In step S711, tHﬁ#ﬁﬁ??ﬂofcﬂF¥? BT 28R nPBg?%EPa§Y|ﬁFéFt|&nuﬁPBQ

broadcast to theys a?étﬁé@&é&nlagﬂégﬁs?ﬂn@@lﬁrsﬁsgilnieersea&ber In step
S712, the cable head end builds a notification server so as to awai t

notificeltion ofCkRIFRDUID FERRT SRRALSF ?He(§é9u¥%pzbox¥§ Bo@whi ch print
data has been ddpnsd d t B6yid&1 FhbBihEe¥BoblhystfabesdpEogees cht eps

different printer needed to accomplish the unicast
or multicast printing. That is, in a unicast mode,
since only a single printer is involved, then only a
15 single logical printer corresponding to the printer
in question is created. On the other hand, in a
multicast or broadcast mode, multiple users and
multiple printers are the destination for the print
job. It is possible, however, for several of the
20 multiple users to employ the exact same printer and
printer configuration. As a consequence, although
it is likely that multiple logical printers are
created in the CPSI spooler at the cable head end,
it is equally likely that a single logical printer
25 will be able to support several users because each
of the several users will have exactly the same
printer type and configuration.
The print job is thereafter scheduled and
deposited into the user's queue (step S710), for
30 rendexring by the logical printers (or spooled for
subsequent rendering just prior to delivery to the
STB). It is possible to render the print jobs into
a bit map rasterized format, as discussed above in
connection with Figure 5, but this is not ordinarily

35 necessary. Rather, all that is necessary is for the



performed by the set top box in response to receipt of a print job 20 JAN 200k
transmtted fromthe cable head end over the digital cable network. Thus,

in response to receipt of a print job (step S720), the set top 15 box
executes the print job (step S721) so as to print the print job on its
attached printer. It is possible for the set top box to utilize the CPSI
spool er arrangenent di scussed above-imiconnection wth Figure 5 but this

is not mandatory. Rather, 20 according to this aspect of the invention, it

is only neces %rgﬁéﬂ ﬁfﬁ@é‘fs tQp ﬂ&%ééls raceipeindejopr gt job and to
cause its attac rinter to print . In step S722, the set top box
builds a 25 n@mhﬁﬁﬁﬁqnﬁ1Qﬁﬁeﬁﬁ the %ﬁﬁnﬁﬂﬁcﬁﬁ*%ﬁ with the correspondi ng

confirmation server builfn aledheseap] ectegsh- ad § &b coppacthen With step
S712. The notification client jn the set top box_then conpunicates with

the notificati dr@?slé?fé\ﬂerplaltntt% oy wiffasthel Rerpdeieh 8928Reso as to

notify the cablg éﬁdf&ﬁﬁ”éﬁléﬁdfﬁsééélUSThéfeQﬁtétCUhﬂr t he
notification cllent at the set tog ox not| |l es., _the cabl e head ,end as each

sheet of the petf®P [$H3s the hb‘éih%‘éﬁ "f‘snEBﬁgF-GBEélonand as
the 35 print j Qi v L8 romﬁ% Avshf@%ﬁmcé@fonneflﬁﬁﬁtbﬁe ghbant

permts |nteract|on 0 JAN 2004 - user ,at the set top box,
wher eby the us&ach ahdhetsel gpPrndoxres %d?’h’;/c}lhlgrb??nflaﬁﬁeﬂésby
cancel ling joBsdy @dMadeigedobs out of sequence fromthe queue. 5 At

t he cabl e head end, and based on |nformation received fromthe
notifid&ion client at FHMERt7R oblHeXETIHRS RFPESFBa8LERE can distribute

print status i HOorfRiaD B¢ AR’ SPF | B85 bé®rin response to receipt
' of a print job transmitted from the cable head end
over the digital cable network. Thus, in response
to receipt of a print job (step $720}), the set top
1S box executes the print job (step S$721) so as to
print the print job on its attached printer. It is
possible for the set top box to utilize the CPSI
spooler arrangement discussed above in connection
with Figure S, but this is not mandatory. Rather,
20 according to this aspect of the invention, it is
only necessary for the set top box to receive the
print job and to cause its attached printer to print
it.
In step S722, the set top box builds a
25 notification client for communication with the
corresponding confirmation server built at the cable
head end in connection with step $712. The
notification client in the set top box then
communicates with the notification server at the
30 cable head end (step S723) so as to notify the cable
head end of ongoing print status. In particular,
the notification client at the set top box notifies
the cable head end as each sheet of the print job is
commenced, as each sheet is concluded, and as the
35 print job is concluded. In addition, the

notification client permits interaction from the



exanple, it is possible for the cable head end to 10 transmt print 52%KMM2%&
back to the originating nerchant at the renbte internet site, so as

permt the nmerchant to confirmthat the print job has been successfully
conpleted. Alternatively, or 1in addition, it is possible for the cable

head end 15 to utilize the print status information so as to nonitor,

mai ntai n and manage print queues for ggch and every one of the set top

boxes connected to the digital cable netmork Figure 8 illustrates the

| at hi f 20 th tif h b
Lhe ot i 11 cat | HE Lot T i bifin ok Bt eSbPathe bt e rthe 885700,
sane reference tupesat scamsmd:dmﬁye hisedpT inti guege Zbﬁreaut:e!lﬂ.zag Wnenever
the functions are the s qgﬁ%%%%tjé§%sgg %ugégﬁén¢g ggoﬁ!gﬂge 8is

notification clI¥R %o y) 4% moni tor of the
status of the pruele. | ob bei ng spooled to prlnter 12 by CPSI spool er 26.

Notlflcgglon client 40 t%éi mts kg% f ?a%s%a @D@fBSHE&'BH back to

notification server 41 i spool er 20 to nonitor
and manage prifﬁfammamﬁonamdcénvadoﬂnde ﬁbelmotafloatlonfcinantoatof

successiul ol iute beckolhol! she B SFodd, oL ELLCR LoD BN 20, and
using the sane;mhymucata@mselmﬁormEM1@Bemsbqppfﬁprthtent_EQM server 24 and
o nt 1 ng 1 rom rERIELE nt b it SrPetblE LPRCPRE GBI REERRy BITT e
to set 1¢m)boxesramémﬁtapnlﬁEdsdmt@sfbmmkatcabhe heggiaaﬂlagd via a 5
digital cable nelygrior The PHSN-BRL0LT 10 8AMePo1HO] CBS! a8 cQUI ticast. I
‘ permit the merchant to confirm that the print job
has been successfully completed. BAlternatively, or
in addition, it is possible for the cable head end
15 to utilize the print status information so as to
monitor, maintain and manage print queues for each
and every one of the set top boxes connected to the
digital cable network.
Figure 8 illustrates the relationship of
20 the notification client created in the set top box
and thé notification server created in the cable
head end. 1In Figure 8, the same reference numerals
as those used in Figure 2 are utilized whenever the
functions are the same. What is shown further in
25 Figure 8 is notification c¢lient 40 created by set
top box 10, for monitor of the status of the print
job being spooled to printer 12 by CPSI spooler 26.
Notification client 40 transmits printer status
information back to notification server 41 in CHE 6
30 for use by CPSI spooler 20 to monitor and manage
print queues, and to provide notification
information of successful printout back to client
modules 14. Notification client 40 and notification
server 41 communicate over the digital cable network
35 42, using the same physical wire as that used by IPP

client and server 24 and 25.



print status is provided fromthe set top box back to the cable heqq%gﬂqth
thereby permtting confirmation of printout to the renpte internet

merchant, or nmintenance and managenent of print queues fromthe cable

head end. [ SECURE PRI NTING The ability of the present invention to 15
provi de push-printing as discussed i nmedi ately above, allows a nerchant
havi ng internet client application-153to send print data through CHE 6 to
a subscriber at the subscriber's STB 10. For instance, a nerchant having

an internet a Iication d Vi ces
pp aﬁ@cﬁ@ 3Rk 8 ofh§dh. hirSRGEmEREY

conpany, gener ates prlnt Wat cofrespon particul ar
subscri ber, su@vss ﬁmﬂamgfmfatme bmt%trié?%dﬂtéﬁrélsstatenent for

automatic prlrﬂf sc?ﬂ% #g S35 g@gc@bﬁﬁeéegglig gégaggﬁdbggeghe set 25

top box of the su e apprecl ate that such print data is
of a confldentmﬂahuﬁlﬁeieﬂuﬁaﬁ&wﬁr¢m awﬂﬁﬂlﬁehga@féﬂdbﬂédtUlﬁaﬁe the print

data sent to ner r Nel NVeNtion
prOV|des t he aﬁqa%g%% %hf q“%%mgﬁwentT% |ca %%Hg%nﬁoegﬁsh prlnt
confidenti al [unrﬂaﬂﬁuqrtmuktsﬂﬁstrlb@m @@dEN¥pno pobiftieabipn af secure
manner. Figure rﬁ% g L&%@&&S@ pidia qg FORePhe efQLt 66 uasprhew ng of

print data fro T ent icat1on ent nDdu e 14 to STB 10 via
CHE 6 for prirma rrgla)rqulmtlwad_?ndn thesekybpernbhEing 2 0 JAN 2004 - 34

secure push-pri il e ot by QL B AR J0c AL er ofigpal dgtgtinke be (rust ed
environnents. A trust envir I'S one |c% can be trusted to receive
data add to ac deexchant! oroyanaint enamee jand panagementseEdprdRker so as to
prevent m suse dﬂeﬁé‘? £ the cable head end.

!

[SECURE PRINTING]
The ability of the present invention to

15 provide push-printing as discussed immediately
above, allows a merchant having internet client
application 15 to send print data through CHE 6 to a
subscriber at the subscriber's STB 10. For
instance, a merchant having an internet application,

20 such as a bank or credit card services company,
generates print data which corresponds to a
particular subscriber, such as a banking statement
or a credit card statement, for automatic printing
on the printer which is locally attached to the set

25 top box of the subscriber. It can be appreciated
that such print data is of a confidential nature and
that it would be preferable to have the print data
sent to STB 10 in a secure manner. As such, the
present invention provides the ability to allow

30 client application 15 to push-print confidential
print data to a subscriber at STB 10 via CHE 6 in a
gecure manner.

Figure 9 illustrates a first embodiment for
secure printing of print data from client

35 application 15 in client module 14 to STB 10 via CHE
6 for printing on printer 12. In this embodiment of



or transfer of the data to non-trusted environnments. First, as illustgapgdoos
in Figure 9, secure printing is achieved by establishing a secure
connection between client application 15 and CHE 6, 10 and between CHE 6
and set top box 10. Specifically, the preferred enbodi nent utilizes a
secure protocol between CPSI client 16 and CPSI server 37 to establish a
secure connection between client appB#cation 15 and CHE 6. A secure
protocol, such 15 as secure sockets |layer (SSL) protocol, is used in
addition to thedyad Qisdh-pleisained ot aTHE S5 ed VEEB TH i epé appl i cation
15 and CHE 6 in order to, .achieve secu ush- pri g.. Figu O depicts
the protocol [CRfsEe4ed ta @%r%'ﬁﬁ )Prg‘flﬁ‘?lg‘é‘?fﬁb% 7%6 ent
?pp|l0atl?n 15eﬁ?1ﬁ5%?éhﬂ“¥ﬁjdﬂﬁjﬁﬁ&cﬁ&ﬁﬂi&m[nﬁﬂbﬁédrﬁ¢rwbc§heepr0tOCM
ayers, often referre to as a prot stack ar i bed in Figure 10
fromthe persp&@hd &mst @cﬁﬁﬁ_ﬁé) c? I PRI %?%"1' thi®nt 16 and
CPSl selrsver 37. trmhdlmaaiﬂeﬁs dd @ tearphevansmisose Fcbﬂuitleelﬁathat CPSI
protocol 1001 is the t ni cation rotoc bet wee Sl client
16 and CPSI seﬂ?ertrf:afls%p"régtylt;}‘% A5 oLy rtglf‘b%to? 1%‘111:311?‘% Pt ot ocol
| ayer 1002 whi ch prOV|¢q&gﬁ¢agg|1u1mgtﬁaﬁgufjn:E&gmﬁ@09 f eecibe
comuni cation between IPP client 17 and IPP rver 19, which are in direct
communi cati on RMARERY 1g3chie %Jamﬂ etﬁ%ﬁb 1?/’5‘?93% S@ERFRct i vel y. HTTP

protocol 1003 mvhrAd &G dIE BHtivd et T DéntC FPIHE Ctf i 1$)eéﬂ\&60HE|6$nt

application 15 and CHE 6 and is 35 |ocated directly bel ow | t ocol
| ayer #002. ssERRAHEAD |HES 1%!651 FeisitthRR RAF iy %%‘F%ﬂﬁgﬁlé 0 JAN

2004 - 35 prottqwlpﬁe%@remc&mmeﬁto W DV ghes fDrsé@cses upeot 606TUNI cat i on
pat h between CPSI client_ 16 server I’% Di rec%],y bel ow SSL
16 an ST serve to

protocol |ayer PRIO¥ED CPSI © b r
establish a secure connection between client

application 15 and CHE 6. A secure protocol, such

15 as secure sockets layer (SSL) protocol, is used in
addition to the previously described protocols
between client application 15 and CHE 6 in order to
achieve secure push-printing. Figure 10 depicts the
protocol layers that are preferably utilized between

20 client application 15 and cable head end for secure
push-printing. The protocol layers, often referred
to as a protocol stack, are described in Figure 10
from the perspective of a communication path between
CPSI client 16 and CPSI server 37. Specifically, it

25 can be seen from Figure 10 that CPSI protocol 1001
is the top layer communication protocol between CPSI
client 16 and CPSI server 37. Directly below CPSI
protocol 1001 is IPP protocol layer 1002 which
provides the printing specific protocol for

30 communication between IPP client 17 and IPP server
19, which are in direct communication with CPSI
client 16 and CPS1 server 37, respectively. HTTP
protocol 1003 may also be utilized for communication
between client application 15 and CHEE 6 and is

35 located directly below IPP protocol layer 1002. SSL
protocol layer 1004 resides directly below HTTP



I's the underlying transport |ayer 1005 which may be 5 conprised of TCPR/IP

or other such transport protocols. In this manner, secure transport fUJ&szﬂ
print data fromclient application 15 to CHE 6 is nade possible. The

present invention is not limted to the use of SSL, and any ot her secure
protocol or 10 secure transport nmechanismmay be utilized to acconplish

the sanme result. Returning to Figure 95 the secure connection between

client application 15 and CHE 6 is established through the use of the

above 15 descrifief JUt %g}éﬁ 1665 eSO &s PEQVP L W@ P8ENaf EeBULE! i ent
application 15 through CPSI client 16, and PP client 17 tqQ | PP _server 19

and CPS| servercogmunicatyist iRaly betivesr ¢ReE f FbenenbbdrRENEPSEhe
connection is gshakdd shed Whé%%rﬁéfé@tséﬂl%ﬁ%%@lé?eki gapigon 15 of a

certificate from CHE 6 via the pr ot ocol e certificate is
preferably si difedhsy wndquhktians tHiaReRRFE y1aYRE | 5093 cHhigh PaYi P§ t hat
client plicatd ixdf JardY/ IE0ERHNLEM S NG i LhEpExt ! N this manner,
CHE 6 i §p25 aut k?e?[{r?tlﬁicat edc;jle;y C /ilen't app%@géat ion 15. Print I:data is then
sent in a seculXakareys f r ot ditishtmanper i ceeFwFe 15ra3esePst 8fool er 20 in

CHE 6 t hrough £ ' ' s bl og ielient
application 15 ]':;pglfrlglvti'S e aaES| gneg&%%é}ﬁféi%pa%%c%%ﬁf%ppcagg ggﬁt Ea%ECHE 6 can

authenticate tmededangsiplef cPhemrepprt chryortion is pAEslABARER, client
appl i cation 15nq ik & i€ oK Ualhy AW oL atédure  PEEEBY0ENSY! | NG T hat

client application 15 1s sending the confidential data to the correct 35
desti ndtli on an®eSHE i FKARIRATICHERGhantshiBaY the vEHbaEeeytBf the source of

the confidenti glc&Mfresh 21k JAMML0ASu186 |t can be appreciated that such

mut ual ) .
? Returning to Figure 9, the secure

connection between client application 15 and CHE 6
is established through the use of the above-

15 described protocols, therefore providing a path from
client application 15 through CPSI client 16, and
IPP client 17 to IPP server 19 and CPSI server 37,
respectively. In the preferred embodiment, the
connection is established upon the receipt by client

20 application 15 of a certificate from CHE 6 via the
SSL protocol 1004. The certificate is preferably
signed by a trusted third party and is used to
verify that client application 15 is really

3 communicating with CHE 6. In this manner, CHE 6 is

25 authenticated by client application 15. Print data
is then sent in a secure manner from client
application 15 to CPSI spooler 20 in CEE 6 through
the secure connection. It is also possible for
client application 15 provide a signed certificate

30 to CHE 6 so that CHE 6 can authenticate the identity
of client application 15. In this manner, client
application 15 and CHE 6 are mutually authenticated,
thereby ensuring that client application 15 is
sending the confidential data to the correct

35 destination and ensuring that CHE 6 verifies the

identity of the source of the confidential source.



identification is preferable for print data conprising a bank statenent or

a utility bill. In the enmbodiment illustrated in Figure 9, 5 the prinf 0 JAN 200¢
data is provided to CPSI spooler 20 along wth the identification

information related to the subscriber to whomthe print data is to be

sent. The print data is provided fromclient application 15 to CPSI

spool er 20 in a device-independent 10;format. CPSlI spooler 20 then refers

to preferences directory 21 to obtain the necessary information

rinter 12 confbcead B6 SPETERIata diBna i BNl subseri ber. CPSI
spool er 15 t heAdentAiFieatsdhd siprifedaind d rioe theimevdatsa | ndependent
cor r esponds {0 CHRERIGITE S DAL SRAtET B i i Y STHER Spoot ed by
CPSl  spool er 20 of CHEIf fofe tem@nsilineaiton PnsFhhtld 20 Fhgupei d data is
brinti ng on pr AHECPTAE HRte (4 FRONAIROAT BPT TS hg LoBcure
connection betvyden € GdwirtifSHRtHDN riref catmdd on nesered ot ¢ heheecur e
' The. pref rr SROBTEORATelS ‘BAR GHR S TELT | 17 B T STB 10 s0
that cabl e headhengrdan derd fis tpreovided ifyomwfcSIdhtl Ggpphicaupon a secure
connection is established between E 6 and STB 10. .30 | scussed above,
nut ual authentﬂéaEQM?qéi1%E E%éﬁrﬁﬂ %&F%ﬁ%??%Reéﬁiﬂﬁo can verify
the identity dork .6. (ISR dimwlsacwe temeanifans ito psebéréshes bet ween
Ge o 304 STE M0, G0 S0, T SR Sagia iR 10,
data to pri nt ercokZfspontinyg itg, the Gubd¢2Mdr, such as the print
driver information for printer 12 connected to STB
10 corresponding to the subscriber. CPSI spooler
15 then transforms the print data from the device-
independent format into a rasterized format by using
a printer driver which corresponds to printer 12.
The rasterized print data is then spooled by CPSI
spooler 20 of CHE 6 for transmission to STB 10.
20 The print data is then ready to be sent
directly to CPSI spooler 26 of STB 10 for immediate
printing on printer 12. This is accomplished by
establishing a secure connection between CHE 6 and
STB 10 in a similar manner to the secure connection
25 between client application 15 and CHE 6 as described
above. In the preferred embodiment, CHE 6 receives
a certificate from STB 10 so that cable head end can
verify the identity of STB 10, whereupon a secure
connection is established between CHE 6 and STB 10.
30 As discussed above, mutual authentication can also
be implemented so that STB 10 can verify the
identity of CHE 6. Once the secure connection is
established between CHE 6 and STB 10, CHE 6 sends
the rasterized print data to STB 10. CPSI spooler
35 26 in STB 10 then automatically passes the

rasterized print data to printer 12 for printing,



- 37 thereby providing the confidential data to the subscriberi|1%pJAN2wL
secure fashion. It should be noted that although the above description

i nvol ves confidential print data being sent in a secure 5 manner to only
one subscriber, the same nethod may be utilized for providing confidenti al
information frominternet client application 15 to many subscri bers,
wherein the confidential print data-i37 dni que and custom zed for each
singl e subscriber 10 (unicast). In addition, the above nmethod nay al so be
utilized for seqerebWPrdvridiindcind ddreffcvémtlaoxicmatsjata th)errany

I ndi vi dual subscrlberi) (broadcast/nulti ast) %ﬁ ghg
embodi ment f or SSREFIEPERS I G SHTHS fPSRLFescr 1E)e ‘?—‘l Er%o secure

push- printing tmﬁt @Rmduglﬁqiheﬁ\aiﬁbw&leibé&ﬁlﬁtimnDﬁv@lvﬁ@nm dered a
trusted environne cllent . 4éca1|on 15. Secure_push- r|nt|ng can

still be accofod b PEHIRDFHEN THedcFEBRES20 in Figure
11. As gan be sRemdy &Dfafiﬁﬂ! &ﬂ{étmlmb&gmleeléamdm&nudemﬁy this

enbodi nent is nearl |de cal to that o xcept _that the

connect i on betﬁ@éﬁ J%HT %A; %ﬁﬁﬁigk?%lafaﬁﬂg?ﬁ@ gbﬂﬂection
between CHE 6 @W%ﬁgﬂhﬁﬁlﬁﬁ&idmmeﬂﬁidﬁﬁl&éﬁﬁiéﬂ secusemang are treated as

t hough they are _not secure. Therefore, theﬁ£%¢$ﬁ}gﬁ a LSE %ﬁgnstorned from

devi ce- i ndependdEFritRT Hat'PHF LR dher kR P actPent

appl i cation 15uriigud drd haigigpomsiendd tfoHaéh feinglansubssidbero STB 30 10
over the dlgltal cable netmork ecific |cat on 15 has

|
access 1% a priMECafit\er e§§8%d§b?%epT?%?8$p §Ymﬂ ER is

locally attached d&ﬁl%cflmﬁﬁrsémjiré ;Sréil-_llanﬂmgtofapnéu gameon 15

therefore renders, the print data for_ 35, pr rinter 12
tfansforningiIPEHQ£n ta to many {hdf%l ua Egscrl ers te by

(broadcast/multi-cast}.
In addition to the embodiment for secure
15 push-printing as described in Figure 9, secure push-
printing may also be achieved when CHE 6 is not a
considered a trusted environment by client
application 15. Secure push-printing can still be
accomplished according to the embodiment described
20 in Figure 11. As can be seen by comparison between
Figure 11 and Figure 9, this embodiment is nearly
identical to that of Pigure 9 except that the
connection between client application 15 and CHE 6,
and the connection between CHE 6 and STB 10 are not
25 necessarily secure and are treated as though they
are not secure. Therefore, the print data is
transformed from device-independent print data to
rasterized print data in the client application 15
prior to being sent to CHE 6 for transmission to STB
30 10 over the digital cable network. Specifically,
client application 15 has access to a printer driver
which corresponds to printer 12 which is locally
attached to the subscriber's STB 10. Client
application 15 therefore renders the print data for
35 printing on printer 12 by transforming it from a

device-independent format to rasterized print data



devi ce-independent format to rasterized print data - 38 specific to pripgesN 2004
12 of the particular subscriber. The rendering of the print data is
performed by client application 15 in client nodule 14 in this
enbodi ment, as opposed to within CHE 6 in the 5 enbodi nent of Figure 9,
because in this enbodinent CHE 6 is not know considered a trusted
environnment by client application ¥53&nd therefore cannot be trusted to
render the print data for printing on printer 12. Preferably, client
?ppl i Cgt ion 15 spesoi fidlc emrypiﬁtéhelprbﬂt tHat paﬁth.etllhﬁ sebgicmgbietc.lt o CHE 6
or subsequent transm ssipn to_.ST 1 rov I tiona
security to trmi&ﬁl ?n%%f%PgFﬁfe E% féﬂgi E% ?ggB? %eah Y rasterized,
eﬂcryptedlprinthEéﬁtlappfﬂ&ati@?}gfl@ﬁtcliéngpﬁbﬂﬁmé:mn ih thieHE 6 over
the normal connecti L1izin I ent. l.en | PP server
16°and. CBs1 ol 1TOSmERt . % REPSed| FOREERAELERE St 48 ERBL al t hough a
secure GDnnect|gmb¢$im@n68hflslgﬂﬁé 9eqhécadsénlhhthlsnbmﬂbu&mbntlt may be

used to 20 pro(hg §: a% securltxa & g g 20_of. _CHE does not
render the data bec u%% ?? nay, eaR§IArREHeri YEUSHEE FRYLESG™EN DI v
recogni zes the bylestient i appliéatdeni DB andvtﬂedefnra baadet ®ection of

t he encrypted, rastgr zed dat ang t hen, gog gﬁ ? the_ra terlzed data for
transmission tdYHEE pb?oﬁ?? B%SBFFB At BRcPYpPEdP9r 8t eri zed

data is then:uyﬁlﬁméﬁ1£HE 6Pf®féﬁ£b19 vcaléﬁslapplmeatlaa 1EPR1sbi ent 24,

| PP server 25 . and | PP ryver 39 r ectiv yt Sim lar totthe Eﬁ%P%Ction 30
bet weert &l i ent %ﬂﬁﬁY%%?l & 18T 3R GPI%RF OCEﬁHQ&PQOﬁ dggs need to
be secure throuipr téubsegeent thanSbispiohotol STRI Lhougherebyay be secure

for additional r%%f%%ﬁ&”adé?twﬁgl MBODRL s e SPL £RROBLEht 28Rk STB 10

receives the e

Referring again to Figure 11, the

rasterized, encrypted print data is sent from client

15 application 15 to CHE 6 over the normal connection
utilizing CPSI client 16, IPP client 17, IPP server
19 and CPSI client 37, respectively. It should be
noted that although a secure connection using SSL is
not required in this embodiment, it may be used to

20 provide additional security. CPSI spooler 20 of CHE
6 does not render the data because it is already
rasterized but instead simply recognizes the
destination information provided in a header section

! of the encrypted, rasterized data and then spools

25 the rasterized data for transmission to the
appropriate subscriber. The encrypted, rasterized
data is then sent form CHE 6 to STB 10 via CPSI
client 38, IPP client 24, IPP sexrver 25 and IPP
server 39 respectively. Similar to the connection

30 between client application 15 and CHE 6, this
connection does not need to be secure through the
use of the SSL protocol, although it may be secure
for additional protection. In this manner, CPSI
spooler 26 of STB 10 receives the encrypted,

35 rasterized data from CHE 6. CPSI spooler 26 then
decrypts the rasterized print data and then



35 rasterized data from CHE 6. CPSI spooler 26 then decrypts the 70 1aN 2004
rasterized print data and then 2 0 JAN 2004 - 39 autonatically sends the
rasterized print data directly to printer 12 for printing, therefore

provi ding the subscriber with the confidential print data in a secure

fashion. Unlike the enbodinent 5 described in Figure 9, this is

acconpl i shed even though CHE 6 is nogjga-trusted environnent by sending the
print data fromclient application 15 to STB 10 in an encrypted,

rasterized for ngptonhelcn Cderid Sche! Sk tas fied NYLIntN @8€yer. 10 Figure
12 provides a flow chart which describes the steps for acconplishing

secure push- pGimeatdypdosmaimter tie koo RBYA et hYeEPFBed above. In

step S1201, cl 't?:i:?vi%d Gald b r Aienatad fid ndoslei denel al egrifnta

specific 15 su riber,” such as a bank statenent. Next, it is  determ ned
whet her or not dati@ 611 & EREiRedasion r ydkd h\ihermBPedinepEy S1202). |f

CHE 6 ig a .t”a?sf‘cf&i%@d B ur £ Y i 708 08ESoh©OL B5REdSE¥ER 1N which
it is determined if a secure connection can 20 be established between
client applicatihangis Gifd €cHE ™t & tWuwthrd apubeRament byssepddng

connecti on  caniy e astahld sthieth ket nean Siieikaenmhi £t tensth 18nd CHE 6,

the print job is rejected in step S1204. I'f a secure connection is
est abl i shed betitedn @naPtEl o staRiznd 15ErE creghierebyntREl Spiéceeds to

step S1205 in Wi £h£ldEnnahdPln Ay 15 sends the print data in a
devi ce-i ndependent format to CHE 6. CHE .6 then renders the print data in

step S1P06, as previ ouslfiligﬂéfsﬂ:rji%déf,o‘éifﬂﬁ%p%oﬁ%o‘fh‘éh?)ﬁn‘t’hélﬁ a for 30
transm ssion t‘abe%-@i]ﬂés lth S Lt pal 2 décérﬁpﬂ:ﬁél@‘sil}? ngdciifeapbghur e

connection can be established between CHE 6 an ]

printing pursuant to the two embodiments described
above. In step S1201, client application 15
generated print data related to a specific
15 subscriber, such as a bank statement. Next, it is
determined whether or not CHE 6 is considered a
trusted environment. (Step S1202). If CHE 6 is a
trusted environment, control proceeds to step 51203
in which it is determined if a secure connection can
20 be established between client application 15 and CHE
6, as discussed above. If a secure connection
cannot be established between client application 15
and CHE 6, the print job is rejected in step S1204.
/ If a secure connection is established between client
25 application 15 and CHE 6, control proceeds to step
$1205 in which client application 15 sends the print
data in a device-independent format to CHE 6. CEE 6
then renders the print data in step S1206, as
previously described, and spools the print data for
30 transmission to STB 10.
In step S1207, it is determined if a secure
connection can be established between CHE 6 and STB
10, as discussed above. If a secure connection
cannot be established between CHE 6 and STB 10, the
35 print job is rejected in step S1208. If a secure
connection is established between CHE 6 and STB 10,



10, as discussed above. if a secure connection cannot be establishedqq jaN 2004
between CHE 6 and STB 10, the 35 print job is rejected in step 8120g. 't a
secure connection is established between CHE 6 and STB 10, 2 0 JAN 2004 -

40 control proceeds to step S1209 in which the rasterized print data is
sent fromCHE 6 to STB 10. Then, in step S1210, STB 10 automatically

passed the rasterized print data to gpioter 12, upon which 5 printer 12
prints the rasterized print data (step $S1216). Returning to step S1202, if

CHE 6 is not ¢ | t L r ts I oceeds to step
S1211 in whi chcg w%ef %ﬁ%%%#oﬁgl’gp%% ras er%gg‘gﬂ{[ﬁg F)?lént data and al so
encrypts the prastexied prifatdatanhy $entsefromoCEEBS 100vFEBCHE- 6 in a
secure fashion. | ent ' | S e terkzed
orin data to GEE T 00 D (ST L anlofaRER Ry e ckaR! EhetT]
destination i nfrasteyized @rite datattogprinper w2 chuppndwbacld that the

print dqjt a has p@{ﬁgynﬁ%iﬂggt@ﬁé %?%%%}P%%%&p%%&?’dagglz(gt@ tai ns the

desti natl on i nfforrmatio was sent™ w ncrypte rasterized print
data, spools thl2Z06)encrypted, rasterized, print data for transmssion to

STB 10, and then transniﬁé%%ﬂﬁgﬁgﬁ§%3%€?b S{?ééerifegHEpgigg data to STB

10. STB 10 then decrypts rasterfzed print datain step
51214, after whiaeRidrdd scdsstéad eweiypurent 25contreli pedcgedst data to

T St ep 51216 e P it he it SEfeRt ShPLL Rg5a8' 85 PO BT O e
trustedcenvi r onmestter toes | demtprinprdata 30ddatsof enargptenthgpplication 15
on the internmprint data so that is may be sent to STB 10 via CHE
6 in a secure fashion. Client application 15 sends
the encrypted, rasterized print data to CHE 6 in
step S1212 with a header that indicates the
15 destination information for the print data and which
indicated that the print data has already been
rasterized. 1In step 51213, CHE 6 obtains the
destination information that was sent with the
encrypted, rasterized print data, spools the
20 encrypted, rasterized, print data for transmiséion
to STB 10, and then transmits the encrypted,
rasterized, print data to STB 10. STB 10 then
decrypts the encrypted, rasterized print data in
3 step 51214, after which STB 10 sends the decrypted,
25 rasterized print data to printer 12 (step 51215).
Printer 12 then prints the rasterized print data in
step S1216.
Thus, whether or not cable head end 6 is
considered a trusted environment, confidential print
30 data from client application 15 on the internet,
such as a bank, can be sent in a secure manner from
client application 15 to set top box 10 on a digital
cable network through the cable head end 6 for
automatic printing on printer 12 that is locally
35 attached to set top box 10. In this manner, a

subscriber on a digital cable network can



such as a bank, can be sent in a secure manner from client applicatZgMAﬂ§m£
to set top box 10 on a digital cable network through the cable head end 6
for automatic printing on printer 12 that is locally 35 attached to set

top box 10. In this manner, a subscriber on a digital cable network can 2

a JAN 2004 - 41 automatically receive nonthly billing statenments or bank
statenents froma corresponding intermgt - application maintained by the
billing service or bank in a secure manner, thereby preventing m suse 5 or

| proper access,hyoRhbeES1 2y FBEeiPEOMBRELDY 19NHRYNeE kleflegity dREMOTE
PLUG AND- PLAY] The configurations described above t0r the 10 present

i nvention are ppavkdetatemantswipemngi AGTreFpRREinEntinysdmes 14 to STB 10

via CHE 6, wher '€1i&§@i9ﬁim{aifles§néa bor eRk! 841080 gPEIERNIRG Q- printer 12
either at CHE 6 CPSI spooler 20 or at the client application 15 of
client nodul e 1@anknpiphasse¢vreomanparat tbA¥ebynPreVeRt s PisitSfeneral |y

provi de to STB, 160 J a Lzed.,f r e@ui-i.ed : .6 K Ng directly
to prin?%r 12 w§%hgm%P?ﬁgfnégg%?grﬂyu§F i%?nggat%giﬁ%gfr rf@géiin STB 10.
The utilizati oretaitned| kheredniver in STB 10 is 20 necessary, however,
when a user of STB 10 wishes to print locally, such as when printing a web
page that the user is viewing on the television to which STB 10 is
attached. A pri IREMOBE| PBUGHANBTBLAYI woul d al so be necessary in instances

when print data is 25 preMedednkigixr&tEcfst AestBibed Ardvde\iciethe
I ndependent format. In such situations, and in  others not, discussed

herei n,1%n apprepefare HRVARELONJAF G PTEYAHELN ERD PG OMo PEAYHITT 12 needs to
be provided fofréfiecifefBndlule 14 to STB 10 via CHE 6, wherein

the print data is formatted for printing on printer
12 either at CHE 6 by CPSI spooler 20 or at the
client application 15 of client module 14. In those

15 configurations, the print data is generally provided
to STB 10 in a rasterized format required for
printing directly to printer 12 without the need for
utilizing a printer driver in STB 10. The
utilization of a printer driver in STB 10 is

20 necessary, however, when a user of STB 10 wishes to
print locally, such as when printing a web page that
the user is viewing on the television to which STB
10 is attached. A printer driver in STB 10 would

! also be necessary in instances when print data is

25 provided from CHE 6 to STB 10 in a device-
independent format. In such situations, and in
others not discussed herein, an appropriate printer
driver corresponding to printer 12 needs to be
provided for use in STB 10.

30 Depending on the capabilities of STB 10, a
printer driver could be loaded in a variety of ways.
For example, if the set top box has sufficient
memory capacity, a number of printer drivers could
be pre-loaded into the memoxry of STB 10 for several

35 different printers. 1In the alternative, STB 10 may
allow a floppy disk drive or CDROM, or the like, to



30 Depending on the capabilities of STB 10, a printer driver coul d2 BeJAN 2004
| oaded in a variety of ways. For exanple, if the set top box has
sufficient nenory capacity, a nunmber of printer drivers could be
pre-loaded into the nenory of STB 10 for several 35 different printers. In
the alternative, STB 10 may allow a floppy di sk drive or CDROM or the
like, to 2 0 JAN 2004 - 42 be interfaeed to STB 10 such that printer
drivers could be accessed froma floppy disk or COROM In the set top box

environment of pheinPepsaBhal BYCRIEOT0 Shcks LABR' §ehisked Willveydiser my S
prefer to utilize the digital cable network in order to obtain and |load a

printer driver.cdRéfeber accegeedpfasmnt LAPPRY 64 St &% FERM nanner in

which to provide a renogg Eh@gs@EdtBba£o§e%ﬁbﬁ%oﬂh@kﬁbbfgﬂéé5 | ocat es and
provi des an appropriate printer driver 10 to B 10 upon request by STB 10,

thereby suppor tPEgSeRRelBVERERRENL 167 18 P@Pﬁﬁc&ﬁﬁﬁ@thFG QTRISRF ™A s

feature of the ﬁféﬁéﬂttbnﬁﬁﬂthQ khe de3ethledaln] Fin@ith@rk3 invdwdedepi cts
a sequence of 'steps for acconplishing a preferred enmbodi nent of 15 the

remote pl ug- andt®l aptﬁéat apd fleﬁdsapﬁé'#ﬂtﬁg arivgxal phexedoxst ddted to

STB 10. In stepySd30hr jhbent4YBsCprbes aRkUES Ahindkernl 4Hi¥P t31B 10 via the
i nterface provided bg STB 10 for ernters This interface nmay conprlse a
¢

uni versal seri aPTeusdeUaByemofeaRlRg-23d-pPAeyr BRIV iCE whers Y GHR

connecti on. “EI&catEsshﬁB g%%qade§TBn1Qpﬁ%b%&Hhﬁ%§p&ﬁ%ké%'H%ﬁvéﬁ'”ter has
been plugged in and t does not _have printér driver corresponding

to the Hew pr|h?eﬁTBTHPSUQQFeé§H§ﬁStsbXbﬁT@vé@-v¢§Q¥%h$Mﬁu?EE¥Q%ﬂ%Hface
31 and operatinghéyateA-Bhedt 8FBal@oca® beAhtarPliccaiippn 27 of STS 10

obtains an indication fron1operat|ng system 32 that a printer ,
This feature of the present invention is
described in Figure 13, which depicts a sequence of
steps for accomplishing a preferred embodiment of
15 the remote plug-and-play feature for supporting a
local printer attached to STB 10. 1In step $1301,
the subscriber plugs printer 12 into STB 10 via the
interface provided by STB 10 for printers. This
interface may comprise a universal serial bus (USB},
20 an RS-232 interface, or other printer connection.
Next, in step S1302, STB 10 determines that a new
printer has been plugged in and that STB does not
have a printer driver corresponding to the new
printer. This detection is achieved via hardware
25 interface 31 and operating system 32 of STB 10.
Client application 27 of STB 10 obtains an
indication from operating system 32 that a printer
driver is needed for printer 12. STB client
application 27 then sends a request to CHE 6 to
30 obtain a printer driver that corresponds to printer
12. The request is sent from STB 10 to CHE 6 via
the digital cable network, but not necessarily
through the IPP protoceol, because print data is not
involved in this transaction. Therefore, it can be
35 appreciated that any of the underlying transport
protocols such as TCP/IP, may be utilized to send



driver is needed for printer 12. STB client application 27 then sendsZ8 JAN 2004
request to CHE 6 to 30 obtain a printer driver that corresponds to printer

12. The request is sent fromSTB 10 to CHE 6 via the digital cable

networ k, but not necessarily through the IPP protocol, because print data

Is not involved in this transaction. Therefore, it can be 35 appreciated

that any of the underlying transport- 4% otocols such as TCP/IP, may be
utilized to send Z 0 JAN 2004 - 43 the request from STB client application

27 in STB 10 tbh€HEegppbicirpwnS2E chi€HE @ppdtiept30302)7. imt SSOUWA be

noted that the fequgst . 59 cQEhBBeﬁszhV%ﬁEf%OWE§Z§d%|b% b application 27 5

preferably includes the ornatlon necessary to ent| ‘printer 12, such
as the manufacturer and Ihpdbpudfl bei nosedlRhakekbhe IRQ§E@¢ 51804, CHE

appl i cation 22 ;Eﬁfﬁi:%gsd}'ﬂ@eieﬂi‘%ﬂ rgr cﬂibﬂgle{r’agg%'c\é%r b 9% STB 10. CHE

application 22 accesses pre erences tory P & obtain har dwar e
and operating sysekarfhlyr kncluvdeghtbe dagermb§QOSTBeC£@S@SBE6181305) Thi s

information is ﬂ&&ﬁﬁ§ﬁ?yp%9ntggt§§”1EﬁcﬂhhghthgpﬁaﬂBfQEE@f@i fg/er should

be obtained and sent FOr 1 nstance e set 15 top box may
conpri se one ofmaéedraf puinkar| y2. avHPKﬁblénsétepoﬁlﬁéﬂesCHﬁbch as the

Explorer 2000 bypPeiaBibhi 82AbaRl des! BReDFLHARP" tBY GRagd) | nstrunent,

and the Streannas? é Mot or ol a. tion, the appropriate printer
driver must 20 @6%V@§p REmt 6T{3héoopef-’aﬁu ﬁap§9§ﬁ§ﬁpnna2e#&%d in the set

top box g For '”§&é@§§est?§e5éﬂbﬁﬁéé d998ctHtdl biegot betBaWehariwRner ating
system the DCT 5000+ utilizes the WnCE opérating system .and

Streanmast er ut?RfzeReEREHBY ?HétﬁWcFB@ﬁF@a AophwhishodescrnibgseSHB ng
system 10 (step S1305). This information is necessary to

determine which type of printer driver should be
cbtained and sent to STB 10. For instance, the set

15 top box may comprise one of several currently
available set top boxes, such as the Explorer 2000
by Scientific Atlanta, the DCT 5000+ by General
Instrument, and the Streammaster by Motorocla. 1In
addition, the appropriate printer driver must

20 correspond to the operating system implemented in
the set top box. For instance, the Explorer 2000
utilizes the Power TV operating system, the DCT
5000+ utilizes the WinCE operating system, and

i Streammaster utilizes either the MicroWare or the

25 Open TV operating system.

In step S1306, CHE application 22 obtains a
printer driver that is appropriate for the
manufacturer and model of printer 12 and for the
hardware type and operating system of STB 10. CHE

30 application 22 may obtain this printer driver from
one of many sources. For example, the needed
printer driver may already be stored in a memory of
CHE 6 and accessible via preferences directory 21
for another subscriber on the digital cable network.

35 In the alternative, CHE 6 may have several printer

drivers available in a memory device such as a hard




In step S1306, CHE application 22 obtains a printer driver that is 70 JAN 2004

appropriate for the manufacturer and nodel of printer 12 and for the

har dwar e type and operating system of STB 10. CHE 30 application 22 may
obtain this printer driver from one of many sources. For exanple, the
needed printer driver may already be stored in a menory of CHE 6 and
accessible via preferences directory Z& -for another subscriber on the
digital cable network. 35 In the alternative, CHE 6 may have severa
printer driver@rhvajl@bk@minoa thevilykdevi da suchhes alhanmhdﬁlvbAN 2004 -

44 dri ve, not h Itern |cat|on 22
may utilize |ntern %p%?§CLE£SPO£Ea%C sggmang 1n§§rn%§ ? }ﬁs t'S obt ai n
t he necessary préeess Worldrwide 8B 20sosashtascbtaim Eihehe printer

manuf acturer's gagé%f% &Eﬁt&pedrw%o?%pg%ﬁpgl Nt %;mqlrl verflj S found by

CHE application I cat ron en-sends 't he iht'ero driver to
STB 10 Vi a the ﬁhglpainbablmannéambnketssepeblsﬁtp AQnMEnﬂﬂuned

previously, any, H%ér e port comuni cati on
bet ween CHE 6 aﬂég %%@eaéﬁghégﬁtg ﬁ?gg ?% 5859P e prlnter driver
from CHE 6 to &7plicat Opue2BTBCHB appéﬁcagibhezprthearaﬁndﬂathenSTB 10

| oads the printsrigilychelpeloesl STBTDEYLLET 38 AbieddCHauize and

regi sters the Inter driver Opérating sys 10 for future
reference (steapeSISOR) (stepsEep0BL309AsOHENRE iobedi psearigutsly, @t er

driver {@r usedp gﬁgzgvé §ﬁfg PEEHEggéEapr%Qog81§T§o¥o CHE 6 determ nes

whi ch printer driver to o tarn for use baSedupon the information
descri bi ng pri neenmuripabibucbdebyesTBCEB &ndnbBasSE8 lgpowayt e t ype of

hardware and opgf £f{5gaSySt §WMALEE the printer driver from CHE 6

to STB 10. Once STB 10 receives the printer driver,
STB 10 loads the printer driver in local memory for

15 subsequent use and registers the printer driver with
operating system 32 of STB 10 for future reference
(step S81308).

In step S$1309, CHE 6 obtains another

printer driver for use by CHE 6 to send print data

20 to STB 10. CHE 6 determines which printer driver to
obtain for its own use based upon the information
describing printer 12 provided by STB 10 and based
upon the type of hardware and operating system which
comprise CHE 6. As described above, CHE 6 may

25 obtain the printer driver from any one of several
resources, such as world wide web 4. CHE
application 22 updates preferences directory 21 so
as to record the new printer driver that corresponds
to printer 12 for use by CHE 6 (step S1310). 1In

30 this manner, CHE 6 maintains a printer driver which
corresponds to printer 12 so that CHE 6 may render
print data appropriately the next time print data is
provided from CHE 6 to STB 10 for printing on
printer 12. In addition, this feature of the

35 present invention also provides an easy and



conprise CHE 6. As described above, CHE 6 may 25 obtain the printer 3r0| M?OUA
fromany one of several resources, such as world wide web 4. CHE
application 22 updates preferences directory 21 so as to record the new
printer driver that corresponds to printer 12 for use by CHE 6 (step
S1310). In 30 this manner, CHE 6 maintains a printer driver which
corresponds to printer 12 so that CHE46 may render print data
appropriately the next tine print data is provided fromCHE 6 to STB 10
for printing ortragnspaeentiZplig-addipisy, meohanfienmt foe bhet hee35ofr esent
i nvention al so vy a 2. D 2004 - _45_ . tan r ent

pl ug- and- pl ay nﬁ%ain(?g% 1?%?&?%%1: uggcr1 %Eliﬁﬁ ggl{%ego%ﬁe%{g ?fﬁ E{Bi'l ize
printer 12 to STB 10. itltsignphpiagbdedhbhateseveradhahgogesndnd

nodi fi cations . i t -descriped odi . W t hout
departing fromﬁ%depﬁeac #fggo‘#’gytﬁg ?ﬁégﬁ?‘?ogs F?Si gblsgge%%ggql%&d al |

mat t er cont ai neaibodiments esehthout cepartingr fxhowhhentenshiageofpanyi ng
drawi ngs, shall j ed ¢ L Y t imting. In
particular, 10 tllf@iisﬁ%;%%hde?gt Jé%d“t{%{la%%ye%%?rb?%gt fngﬁeg the

f or egoi ng enbodiontainedyipetlve present sdishdosuhne, opeshbiwos iof thgy one

enbodi nent may i i : 0 h al, cot her

enbodi nents. 2 %&?JWVQ%%I@% l\liéh';?g_ B% %F%(%H%ggr%aprlagvi ding for
printout of an ikiustratiegecxaprentthan dimitpnrgnt edncpansécedato an

I nformatd on progessd ng, g.ﬁ‘é/ !&?defsié@é&%h&ﬁ”&ﬁft Egmfo?nhh?coﬂ! BEalhly Of
information processing devices executes the s ggg of . receiving froman

i nt er net - based EAgeing prhedinentsneavidbagutiz i zsgecFPi Ehagatieassoci at ed
with a user, tpsﬁ&pfiége&faang Ol NEBh o8 PRBRET Ryt BeaBohBfi ALEBLiQR
processing device via a network, where the user specific data is generated
based on a any of the other or several other embodiments.



request froma user of the information processing device; obtaining é‘b#AmEWA
driver for the printer connected to the information processing device;
rendering the print job using the print driver: and transferring the
rendered print job over the network to the information processing devi ce.

2. A nethod according to Caim1l, furtheggcenprising the steps of

instructing the information processing device to create a |ogical printer

with a sinplified print driver thabtich\eﬂ{,féendered print jobs and &

accepting the rendered print job by € al printer for visual

rintout. 3. A nethodaasemedi idfilaed : i I int_job
p BWOpicficlgaioMplintolh 8f Shilnfelifet bEGUPLAfY b1, | ©

includes all needed printer conmands for the target printer.

accor di ngirtter ddnaeded 1o vheiteinttibh 9réRSEiRE gGis A §9%Q€BH%&%% ﬁf(t)’% pldrgliqg gf

formatted to a formal needed by the target printer. accof di ng

to Q ai nntbrmétisr hoteMigddvidel BxbARe$iheRIepsQ;. automatical |y detecting
information for the type and configuration of the printer connected to the

i nformation procesgcHidindevdr &n RErH&S [ N r - rom t
information 2 0 JAN 2004 - 47 Ipr(gce(syssll??laé:] Sggr\?lﬁ(%gpmlgﬁg&t@E@Qt%ﬁPSPGU €
aut omat i 4 | asseBERIANWAE & et RP 08 ATk ViEle 6 rver device for
providing for printout of an int éllajrgn’tsa)'ftiriig‘?isé(:aidél p[?lrnﬁr f% ein@d g’ Srilﬁtoérpat'on

connect qslotdsshy SV R4 HBVRTR CRRSENe ARK} SBecifi ol € Bz bOLIPL) 1

processing device is connected to the servée evice Vi

conpri siragued fidFrP8 (156N JTeRPinYorfnQfiors L, Ss steps executable to
performa nethod accordi nS tro é%yﬁrgFé%q'zﬂo%g%%’to 5 9 and 10 to 12; and a

processor for execathiRgt iR BAGE IS i ! | ram pnory 7
Conput er - execut abl e pr ogeg@ st eps storgaﬁtgﬁggﬁn%gtr?gﬁ?zlﬁéﬁgugégg?nepmﬁ%s&'\.?m
sai d corgacer - execut abl e process steps for providing for printout of an
internet-based print job at a printer connected to an information

processing devi Ce,rehdbrmﬁitﬁ@priﬁﬁéﬂ%in%ﬁwecﬂwgﬁ&é?fjar{oo the information

processi ng device via a network, sai conput er - execut abl e process steps
conpri sing procesrsRPFnEXRE UbAdr8d L QiR &bk O5J8r 3he "B - any
of Clainms 1 to 5, .9 and ’130 to 12 . .|chorrputer?rear§ag‘l Z&ﬁr@%ﬂhﬁgﬂ t?)(r:]h

stores ¢ooquskiagdexieeut abl e process steps, the conputer-executable process
steps for providing for printout of an internet-based print jot at a
printer connected to an information processing device, in which the server
is connected to the information processing device via a network, said

2. A method according to Claim 1, further comprising the steps of
instructing the information processing device to create a logical printer with a simplified print
driver that accepts rerdered print jobs and ef accepting the rendered print job by the Iogiéal

printer for visual printout.

3. A method according to Claim 1, wherein the rendered print job includes

all needed printer commands for the target printer.

4. A method according to Claim 3, wherein the rasterized bit map print data

is formatted to a format needed by the target printer,

S. A method according to Claim 1, further comprising the steps, of
automatically detecting infarmation for the type and configuration of the printer connected to

the information processing device, by requesting such informaiion from the information



conput er - execut abl e process steps conprising process steps execut abl & Ot JAN 2004
performa nethod according to any of Clains 1 to 5 9 . and 10 to 12- 9. A
nmet hod according to Claiml, wherein the internet-based print job is a
push-print print job originating fromthe internet-based source. 2 0 JAN
2004 - 48 10. A nethod according to Aaim1l1, further conprising the steps
of establishing a secure connection to fHe- |nternet based source. 11. A

met hod according to Claiml1, further conprising the steps of establishing a
secure connection to the information processing device. 12. A nethod

accordi t ri the 1nt j ob generates
rasteri rz[‘sgocfte g %%S{SR% anmgér%?er{t rrﬁ'%/tg\'fgnbp%bta’ Sr@t 3%3'3885 Vb to daim1,
wherein the |nfornat|on processing device is a set top box, the network is
a broadband network, and the server is a cable head end. 14. An apparatus
according to Claim6, wherein the informati on processing device is a set
top box, the network is a broadband network, and the server device is a
cabl e head end. 15. Conputer-executable process steps according to Claim?7
wherein said information processing device is a set top box, the network

I s a broadband network, and the_server is a cable head end_16. A

conput er - r eadabl e nedli TRELCEYFITHPrevidiey & mrgtout ghan isinetdisgd iprifgehat | on
pr ocessi vice is a set. top box, the network is a broadband network,
and theafgp ércopgecée%tgm@nﬁgagtlmocessmg device, in which the information processing

device is connected to the server device via a network, comprising:
a program memory for storing process steps executable to perform a method
according to any of Claims 105, 9 and ioto 12; and

a processsor for executing the process steps stored in said program memory.

7. Computer-executable process steps slored on a computer readable
medium, said computer-executable process steps for providing for printout of an
internet-based print job at a printer connected to an information processing device, in which
server is connected in the information processing device via a network, said
computer-executable process steps comprising process steps executable to perform a

method according to any of Claims 1105, 9 and I0 1012,

8. A computer-readable medium which stores computer-executabie
process steps, the computer-executable process steps for providing for printout of an
internet-based print job at a printer connected to an information processing device, in which
the server is connected to the information processing device via a network, said
computer-executable process steps comprising process steps executable to perform a

method according to any of Claims 1105, 9 .and 10.10 12.

2. A method according to Claim 1, wherein the internet-based print job is 2

push-print print job originating from the internet-based source.
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10. A method according to Claim 1, further comprising the steps of

establishing a secure connection to the internet-based source.

11. A method according to Claim 1, further comprising the steps of

establishing a secure corinection to the information processing device.

12. A method according to Claim 1, wherein the step of rendering the print

job generates rasterized data using the print driver.

13. A method according to Claim 1, wherein the information
processing device is a sel top box, the network is a broadband network, and the server is a

cable head end.

14, : An apparatus according to Claim 6, wherein the information
processing device is a set top box, the network is a broadband network, and the server

device is a cable head end.

15. Computer-executable process steps according to Claim 7,
wherein said information processing device is a set top box, the network is a broadband

network, and the server is a cabie head end.

16. A computer-readable medium according to Claim 8 , wherein
said information processing device is a set top box, the network is a broadband network,

and the server is a cable head end.



