1 GLOBAL ASSET RISK MANAGEMENT SYSTEM AND METHODS  [0001] This is a new
divisional application filed under Section 26(11) of the Singapore Patents Act claiming the earlier filing
date of Singapore Application No. 200906306-6 which is a divisional of Singapore Application No.
200702053-0 (filed as a national phase entry of PCT/U52004/032320). [0002] This disclosure
contains information subject to copyright protection. The copyright owner has no objection to the
facsimile reproduction by anyone of the patent disclosure or the patent as it appears in the U.S. Patent
and Trademark Office files or records, but otherwise reserves all copyright rights whatsoever.
BACKGROUND OF THE INVENTION Field of the Invention [0003] The present invention generally
relates to a method G@ﬂgl§xﬁe&§§%r[q£?§i’gmﬁlg@ﬂ%@§wg@oﬁﬁ%&5§usmess and
consumer use. The present invention more particularly relates to a method and system for assessing
and mitigating risk associated with one or more assets. Background Information ~ [0004] Millions of
ravelers are aflictagyyih RigblemaEAGh KRR SRS IMEIMAdINELGRIR AP alEY, the
timeliness and quality of their trip, and their familiarity with their destination. Further, asset managers
and securitySigserieshirert dsgedaimmy dhasrigardiing dakseef AeepassEpplstitivadpeople or facilities

c_aused by azﬁ@@@é%@‘-@;%ﬁéﬁ RUCH; ARiSRAUITS SRR AP APSRAY m%m-ﬂm&ﬁw@lems cost
time, money, and even lives. Whenever a travel problem or threat event occurs, however, typically the

information ARl ARt SRIBIPIPETEIRAON329aHAable somewhere, if only the traveler or asset

manager had knowpoaRputiitiJiiusSiothes e dfitai i asiRganeedulg develep Rigusiepicatigh continually
monitors the world for Bertinent travel-related . ,

The copyright owner has no objection to the facsimile reproduction by anyone of the

patent disclosure or the patent as it appears in the U.S. Patent and Trademark Office files

or records, but otherwise reserves all copyright rights whatsoever.

BACKGROUND OF THE INVENTION

Field of the Invention

[0003] The present invention generally relates to a method and system for
providing global risk management products for business and consumer use. The present
invention more particularly relates to a method and system for assessing and mitigating

risk associated with one or more assets.

Background Information

[0004] Millions of travelers are afflicted with problems each year, problems
involving their health and safety, the timeliness and quality of their trip, and their
familiarity with their destination. Further, asset managers and security directors must
assess and/or mitigate increased risk to assets such as people or facilities caused by a
variety of factors such as security threats or transportation issues. These problems cost
time, money, and even lives. Whenever a travel problem or threat event occurs, however,
typically the information necessary to avoid it, or solve it, is available somewhere, if only
the traveler or asset manager had known about it. Thus, there is a pressing need to

develop a system which continually monitors the world for pertinent travel-related



2 information, on the one hand, and on the other hand, delivers relevant information to travelers or
asset managers when, where, and how they need to use this information. SUMMARY OF THE
INVENTION [0005] The method and system of the present invention have met the
above-described needs by providing a method and system for the automated delivery of travel
information when, where, and how travelers need it. [0006] The invention provides a method for
providing travel-related information to a consumer Raving a consumer-specific profile. This method
includes acquiring information from at least one information source; transforming the acquired
information into infarmation pertinent.to travel.related activities; using rules for applying the
transformed #g%lﬁh dr?ﬁla%or? l%(e)qi‘ﬁreldétg)uﬁst?rlﬁlehre-sopeecri %‘{?g@%ﬁ“ﬁ%’f, ee; gﬁrg,nc}%%?%%&g t|§roduct for said
consumer inditelivecfatiset resultsof whenapiiccationl bbthétansfdimest ttavehinfoanation to the
consumer-specific travel profile. A system implementation of this method is also provided in another
aspect of the invention. It can be appreciated that the invention can also be embodied in a

computer-readable medium. (0097 A& urthgr Aspashef g dnyention, an information system

segment is provided that is structured for use in a system for providing travel related information to a

consumer with a Cﬁﬁﬁ}ﬂﬁe"rﬁé’%&‘éﬁ%ﬁrﬁﬂ%yg@iﬁ M@%%&Ht%ﬁ%‘ﬁﬁh%%%@%ﬂ&ﬂﬂ%%@%@ collect_ion _
subsystem for obtaining information from at least one data source; an analysis subsystem for filtering

the obtainedfAfshFAREF P MHRINTALRE & adhrdi At viemttesruonrirdAaisemidiitbrage

subsystem farsieeinohe filtared data e atdeastaneprrtion of the system for providing travel related
information. [0008] It is therefore an object of the present invention to provide, in one aspect, a

system based on fiyfements, a.glohal aperations gente. which continyausly. soleels, apalyzes and
processes information pertaining to travel from at least one information source; a data store for holding
the information;caprofitingesystemoiovoaptprad apemailtanimghvd vetdederofilgsirmgules engine for

applying rul%&%&@&%&g at least one information source; transforming the acquired information

into information pertinent to travel related activities; using rules for applying the
transformed travel information to the consumer-specific travel profile; and, creating a
product for said consumer indicative of the results of the application of the transformed
travel information to the consumer-specific travel profile. A system implementation of
this method is also provided in another aspect of the invention. It can be appreciated that

the invention can also be embodied in a computer-readable medium.

[0007] In a further aspect of the invention, an information system segment is
provided that is structured for use in a system for providing travel related information to a
consumer with a consumer-specific profile. This information system segment includes a
collection subsystem for obtaining information from at least one data source; an analysis
subsystem for filtering the obtained information to identify its travel related
characteristics; and, a distribution/storage subsystem for directing the filtered data to at

least one portion of the system for providing travel related information.

[0008] It is therefore an object of the present invention to provide, in one
aspect, a system based on five elements: a global operations center, which continuously
collects, analyzes, and processes information pertaining to travel from at least one
information source; a data store for holding the information; a profiling system, for

capturing and maintaining traveler profiles; a rules engine for applying rules pertaining to



3 travel based on the traveler's profile; and a plurality of online products that incorporate and deliver
the relevant travel information.  [0009] It is a further object of the invention to provide, in another
aspect, a continuous creation of information in an intelligence operations center, and its storage in the
data store, to provide travel related information on a plurality of global destinations.  [0010] Itis a
further object of the invention to provide, in another aspect, a profiling system that captures a traveler's
profile, triggers the application of relevant rules (e.@ if the traveler has a respiratory problem, and the
altitude of the destination is sufficiently high, then a warning notice will be retrieved), and retrieves

pertinent information from the data store.... [0 11% It i.a further object of the invention, in another
Bopect,to pUIaLE A raHaan P e o S T A R R e
environmentnd d¢00di2hk islevfuttireyadbidetnodtthe. invention to provide, in another aspect, connectivity

with an external, global airline reservation system, such that the invention is associated with the act of

buying an airline 1 Ol%gorﬁmﬁae?%wgéiﬂft%iﬁ%ﬂﬁohf Ao el SENGlRIINIRL GQngumer

transportation. Furthermore, embodiments may include receiving travel intelligence from at
least one tr&@aliRHeHigERRIEB S FBEoTBRBATIAY HsKEe{iFeRASARSHATIOM eaEastEHE s88agdriformation

source, ?‘”th@H%aé‘iﬂﬁb,ﬂéiﬁ%aﬁeﬁ%@ﬁ@iﬁﬁ%@%ﬁ%@Bﬂfaepfﬁé‘é{ﬁ&iB@i@ﬁ@@@sﬁﬂﬁiﬁ]ﬁﬂ%et
information.  [0014] These and other objects of the present invention will be more fully understood

from the following description of the invention and by reference to the figures and claims appended
hereto. [0010] It is a further object of the invention to provide, in another aspect, a

profiling system that captures a traveler’s profile, triggers the application of relevant rules
(e.g. if the traveler has a respiratory problem, and the altitude of the destination is
sufficiently high, then a warning notice will be retrieved), and retrieves pertinent

information from the data store.

[0011] It is a further object of the invention, in another aspect, to package travel
information in an electronic product and deliver that product in an on-line environment.

[0012] It is a further object of the invention to provide, in another aspect,
connectivity with an external, global airline reservation system, such that the invention is
associated with the act of buying an airline ticket, for example, as well as for boats,

trains, and other similar consumer transportation.

[0013] Furthermore, embodiments may include receiving travel intelligence
from at least one travel intelligence source, receiving asset information from at least one
asset information source, and generating a risk assessment report based on the travel
intelligence and the asset information.

[0014] These and other objects of the present invention will be more fully
understood from the following description of the invention and by reference to the figures

and claims appended hereto.



4 BRIEF DESCRIPTION OF THE DRAWINGS [0015] A full understanding of the invention can be
gained from the following detailed description of the invention when read in conjunction with the
accompanying drawings in which: [0016] Figure 1 is a logical and functional architecture diagram
showing an embodiment of the method and system of the present invention; [0017] Figure 2 is a block
diagram of an embodiment of the present invention; [0018] Figure 3 is a block diagram of an
embodiment of the present invention; [0019] Fidure 4 is a flow diagram of an embodiment of the
present invention; [0020] Figure 5 is a flow diagram of an embodiment of the present invention; [0021]
Fjgure 6 is a system Qiagram ﬁﬁ%m%' tﬂg '8%; [0022_] Figure 7 is a system
diagram of an embodiment of ?ﬁe—pre ; wurg%m‘r?arﬂow diagram of an
O o ey AN {ORASL Floie, A SIS dRgiaT ol L apedent of the
present invention; 02‘%] lglgure 10 1s a System diagram of an émbodiment of the present
invention: detailed description of the invention when read in conjunction with the accompanying

drawings in which:

[0016] Figure 1 is alogical and functional architecture diagram showing an

embodiment of the method and system of the present invention;

[0017] Figure 2 is a block diagram of an embodiment of the present invention;

[0018] Figure 3 is a block diagram of an embodiment of the present invention;

[0019] Figure 4 is a flow diagram of an embodiment of the present

invention;

[0020] Figure 5 is a flow diagram of an embodiment of the present invention;

[0021] Figure 6 is a system diagram of an embodiment of the present invention;

[0022] Figure 7 is a system diagram of an embodiment of the present invention;

[0023] Figure 8 is a flow diagram of an embodiment of the present invention;

[0024] Figure 9 is a system diagram of an embodiment of the present invention;

[0025] Figure 10 is a system diagram of an embodiment of the present
invention;
[0026] Figure 11 is a combined system/flow diagram of an embodiment of the

present invention;

[0027] Figure 12 is a system diagram of an embodiment of the present

invention;

[0028] Figure 13 is a system diagram of an embodiment of the present

invention;



[0026] Figure 11 is a combined system/flow diagram of an embodiment of the present invention;
[0027] Figure 12 is a system diagram of an embodiment of the present invention; [0028] Figure 13
is a system diagram of an embodiment of the present invention; 5 [0029] Figure 14 is a system
diagram of an embodiment of the present invention; [0030] Figure 15 is a flow diagram of an
embodiment of the present invention; [0031] Figure 16 is a flow diagram of an embodiment of the
present invention; [0032] Figure 17 is a systemdiagram of an embodiment of the present

invention;

[0029]

invention;

[0030]

[0031]

[0032]

invention;

[0033]

[0034]

[0035]

invention;

[0036]

invention;

[0037]

invention;

[0038]

invention;

[0039]
invention; and

[0040]

Figure 14 is a system diagram of an embodiment of the present

Figure 15 is a flow diagram of an embodiment of the present invention;

Figure 16 is a flow diagram of an embodiment of the present invention;

Figure 17 is a system diagram of an embodiment of the present

Figure 18 is a flow diagram of an embodiment of the present invention;

Figure 19 is a flow diagram of an embodiment of the present invention;

Figure 20 is a conceptual flow diagram of an embodiment of the present

Figure 21 is a system diagram of an embodiment of the present

Figure 22 is a system diagram of an embodiment of the present

Figure 23 is a system diagram of an embodiment of the present

Figure 24 is a system diagram of an embodiment of the present

Figure 25 is a functional flow diagram of a global asset risk management

system according to at least one embodiment;

[0041]

Figure 26 is a flow chart of a global asset risk management method

according to at least one embodiment



[0033] Figure 18 is a flow diagram of an embodiment of the present invention; [0034] Figure 19 is a
flow diagram of an embodiment of the present invention; [0035] Figure 20 is a conceptual flow
diagram of an embodiment of the present invention; [0036] Figure 21 is a system diagram of an
embodiment of the present invention; [0037] Figure 22 is a system diagram of an embodiment of
the present invention; [0038] Figure 23 is a system diagram of an embodiment of the present
invention; [0039] Figure 24 is a system diagranfof an embodiment of the present invention; and
[0040] Figure 25 is a functional flow diagram of a global asset risk management system according to at
least one embodirr@;gi'2 FLOOA'l.H:i ure .26 is a f|0\%/ chq{rt of a %grtl)ta& asset risk mana}%ement method

according to at lea ohLEure.27 IS an ilTustration of aTisk assess S Tination Aecs mng
to at least one embodiment

[0043] Figure 28 is an exemplary source catalog page according to at least one
embodiment;

[0044] Figures 29a and 29b are exemplary general interactive pages showing
general details associated with a source according to at least one embodiment;

[0045] Figure 30 is an exemplary comments interactive page showing
comments associated with a source according to at least one embodiment;

[0046] Figure 31 is an exemplary metadata interactive page showing metadata
associated with a source according to at least one embodiment;

[0047] Figure 32 is an exemplary contact interactive page showing contact
information associated with a source according to at least one embodiment;

[0048] Figure 33 is an exemplary source ratings page according to at least one
embodiment;

[049] Figure 34 is an exemplary additional intelligence page in at least one
embodiment;

[050] Figure 35 is an exemplary reference document page in at least one
embodiment;

[051] Figure 36 is an exemplary additional intelligent metadata interactive page
showing metadata associated with an additional intelligence source according to at least
one embodiment;

[052] Figure 37 is an exemplary additional intelligent ratings interactive page
showing source ratings associated with an additional intelligence source according to at
least one embodiment; and

[053] Figures 38a and 38b are exemplary pages of a risk assessment report

according to at least one embodiment.



6 [0042] Figure 27 is an illustration of a risk assessment determination according to at least one
embodiment [0043] Figure 28 is an exemplary source catalog page according to at least one
embodiment; [0044] Figures 29a and 29b are exemplary general interactive pages showing

general details associated with a source according to at least one embodiment;

[0045] Figure 30 is

an exemplary comments interactive page showing comments associated with a source according to at
least one embodiment; [0046] Figure 31 is an exemplary metadata interactive page showing
metadata associated with a source according to at least one embodiment; [0047] Figure 32 is an
exemplary contact interactive page showing contact information associated with a source according to

at least one embodiment; DET[Q%@bFM&?&ﬁ@& WWM page according to at

least one embodiment;

Travel Information Logical and Functional Architectures

[0054] In the method and system of the present invention, a logical architecture
and its corresponding functional architecture are provided that can operate on an Internet-
based information exchange medium or another similarly structured and suitable
medium. This architecture permits a breadth of information sources from which
information related to travel, in particular, can be gathered, transformed and provided to a

consumer in the form of a product and/or service.

[0055] As used herein, the term “travel-related information” includes any
information which is related to a particular mode of travel or travel destination. As used
herein, a “consumer” can be an individual, a plurality of individuals, a company, and/or
any other entity that uses travel-related information. As used herein, a “‘consumer-specific
profile” can include any information that relates to a consumer’s travel preferences, such
as, but not limited to, any one or more of the following: destination, mode of travel,
health condition of traveler, travel risks associated with a particular destination, and the
like. An “information source” as used herein can be any electronic, written, verbal or
other source from which data can be derived. A “product” as used herein can refer to a

product and/or a service.

[0056] Referring now to Figure 1, in the form of the invention shown, the
method and system of the present invention can be represented as five architectural layers
that represent data processing from information acquisition to product/service delivery. In
the information acquisition layer 2, information regarding travel can be acquired from
information sources 4 such as other Internet sites. In performing the function of
information acquisition, these information sources 4 may or may not be partnered with

the home Internet site from which travel analysis is delivered to the individual consumer.

[0057] Referring again to Figure 1, in the information transformation layer 6,

data retrieved from information sources in layer 2 are processed through at least two



[49] Figure 34 is an exemplary additional intelligence page in at least one embodiment; [50] Figure
35 is an exemplary reference document page in at least one embodiment; [51] Figure 36 is an
exemplary additional intelligent metadata interactive page showing metadata associated with an
additional intelligence source according to at least one embodiment; [52] Figure 37 is an
exemplary additional intelligent ratings interactive page showing source ratings associated with an
additional intelligence source according to at least 8ne embodiment; and [53] Figures 38a and 38b
are exemplary pages of a risk assessment report according to at least one embodiment. 7 DETAILED
DESCRIPTION Qi & M BRRMY BN S L veliniomation bogicl and FungignaL Aughitectures

step 8 and another is the research and analysis step 10. A functional architecture of the

invention corresponding to the information transformation 6 logical architecture can be

provided that can be designated as an information validation and recommendations 12

function. The oversight and advisement step 8 can include, for example, processing

acquired data through a health information board, performing an advisement function,

and developing business rules 14 for treatment of current and future travel data related to

health and medicine. The research and analysis step 10 of the information transformation

layer 6 can include, for example, applying medical information and epidemiology

findings from clinic networks 16 that are researching the status of communicable diseases

at a given travel destination. In the information transformation layer 6, data acquired

is validated and recommendations for further processing of that acquired data through the

travel method and system of the invention are developed.

[0058] Referring again to Figure 1, in the information development/application
step 18, business rules, some of which can be substantially continuously and dynamically
generated in the oversight and advisement step 8 of the method and system, are applied to
the travel data. In this step 18, factors such as health, security and safety business rules 20
are determined and applied relative to the acquired and transformed travel data. In the
product/service creation step 22 of the method and system of the present invention, a
report is generated 24 for use by a consumer to evaluate a decision regarding travel to a
particular country or region of the world. Also, in this step 22, activities such as alert
characterization and distribution list development 24 (discussed in more detail

hereinafter) are produced and provided as products/services for the consumer.

[0059] Referring again to Figure 1, product/service delivery 26 occurs with
regard to providing the travel information to a consumer. In this step 26, the consumer
receives desired information regarding travel to and from a particular location of the
world. The product/service delivery step 26 can be performed through a variety of
suitable delivery channels 28, including without limitation, the Internet, wireless

communication media and apparatus, business intranets, kiosks or other virtual and/or



[0054] In the method and system of the present invention, a logical architecture and its corresponding
functional architecture are provided that can operate on an Internet-based information exchange
medium or another similarly structured and suitable medium. This architecture permits a breadth of
information sources from which information related to travel, in particular, can be gathered,
transformed and provided to a consumer in the form of a product and/or service. [0055] As used
herein, the term "travel-related information" include8 any information which is related to a particular
mode of travel or travel destination. As used herein, a "consumer" can be an individual, a plurality of
'gg'r‘]"si‘ﬁ'; ! §h§8{$ﬁ%‘ aﬂ%ﬂg’ oL Amyouerse 'L]EE;&&BP& fd?%sﬁéﬁas‘ﬁ??'é%et'@t{%du'é‘sftoa{ﬁ*&ao‘{)?g‘mﬁ\r%yéed herein, a
-specific profile”™ can include any information that relates t0'a consumer's travel preferences,
such as, butirfottiatited to, any one or more of the following: destination, mode of travel, health
condition of traveler, travel risks associated with a particular destination, and the like. An "information

source as used hyggig caRbe AN eleRITRINE. LY ARk or QUG SOUGR AT data can be

derived. A "product” as used herein can referto a p.rodu‘ct.and7or a service. [0056] Referring now
to Figure 1, ikethedariends taversd e tepisien ite fiedisdnahiagiseanh lay eHecpreesepR@R&ntion can be

representedagfiveArphiterittaliays/a-{hahLepraseniiaia, RIQEER e Pam iMesRatiRpacquisition to
product/service dellvgrfy. In the information acquisition layer 2, information regarding travel can be
i

acquired frofRIRFEAMSLGSO LAV US SRR IR Seites et PR IRG AR Etion of

information aggeisiienntiiRse dufermativnFoHfGEs AR RMARN o6 prItrEe with the home
Internet site from which travel analysis is delivered. to the individual. consumer. [0057] Referring

again to FiglA8 TR B RIS RS ot AL 456t AR RV SR TRETHAdEON sources in
layer 2 are precasseddtiThegifaiieast tweoeSpogiaalppiepsion theems hadwasdisystenvaschitecture: one
is an oversigvhlt[ an adyisemerﬂlt stef) § and another is the _restear{:rtl an anala}/%{? stgg 11)0 A functional
architecture 0 l%héj1 imen |(Sjrs1u((::or%%§lp%n%‘}nge Y6t RS R atGH fHansforyalios 86|calf architecture can
be providedphatcas; beddesigmdtedasghn adformmationavdlidated buent sendmmberdgioas 12 function.
The oversight and advisement ste an.include, for ex I Qcessin [re ta through a
mealh o DO R g B STISLIEE e 14 for
treatment ofceni¢enmantémene and\@o okl thaedbiteldodisaltinelndingedicidéo W e rese apotrand analysis

step 10 of the information Eﬁ'ﬁ‘&‘55%_5‘111"{1{&%5&}’@5?c?@a[ﬂigﬁcé?qﬁigﬁ’& SYATIRIE, APRYHe MRdical

information and epidemiology findings from clinic networks 16 that are researching the status of

communicaBleidisekspyign igreesealedfea i atishile ntrenpismeatimaehisternshtion layer 6, data

acquired is yaigiaiad And decramendaiisnséonfuhesprasassiog of that acquired data through the
travel method and system of the invention are developed.

[0061] It can be understood by one skilled in the art that the foregoing logical
steps can be applied, for purposes of implementing the method and system of the present
invention, to a plurality of functional modules. It can be further understood that the
specific functional architecture aspects of the invention described herein are intended to

be illustrative, and not limiting, as to the scope of the invention.

Travel Information Technology Implementation Architecture

[0062] In summary, referring now to Figures 2 and 3, the technology
implementation architecture of the invention is a descriptive set of a plurality of
technology subsystems or segments, each of which can be considered as part of one of
several functional systems: collection 32, back office 34, content repository 36, products
38, internet site 40, and distribution 42. Figures 2 and 3 illustrate the relationships

between and among these different technology segments.



[0058] Referring again to Figure 1, in the information development/application step 18, business rules,
some of which can be substantially continuously and dynamically generated in the oversight and
advisement step 8 of the method and system, are applied to the travel data. In this step 18, factors
such as health, security and safety business rules 20 are determined and applied relative to the
acquired and transformed travel data. In the product/service creation step 22 of the method and
system of the present invention, a report is generaféd 24 for use by a consumer to evaluate a decision
regarding travel to a particular country or region of the world. Also, in this step 22, activities such as
alert characterization and distribution list development 24 (discussed in more detail hereinafter) are
produced and provided as products/services for the consumer. [0059] Referring again to Figure 1,

product/service deliyery, %&R&ﬁggg 6’1‘{@% gﬁgg[gé?s roviding the travel information to a consumer. In this
step 26, the consumer receives desiredinforma |§n regarding travel to and from_ a partiCt_JIar Iocati_on of
the world. The proghiggiieriee ARIMEN Sich &R AMRS REamed IRHAbMUAT R ( silable delivery

channels 28, including without limitation, the Internet, wireless communication media and apparatus,
business intfelaEstoibzs kY i atideimgpin alideniiBeaops/siziai arieib RIS Uehieh I ésirable for a

consumer t%i'E@QHﬁ_%ﬁ%&bﬁ?é’bﬁﬁ%\i@ﬂsi_ﬁﬁ‘a%ﬁli@&- provi@&ﬁ@ lﬂ@fﬁ%ﬂa&gm?@ﬁigﬂrﬁﬁs&n summary,
the functional architecture of the invention is a Ia%/ered architecture, with five distinct functional layers

correspondifffbbetrHaadgiesninetnteetaiesdyars e homthRasemh Attihiseidrriayebiocti@udes a unique

collection ofciiayel, IRdQEN@IYR SQWERpAD L eUs, $BhAaT NechRRISMR doakakiring varied
information sources. The information transformation layer 6 includes extract, transform, and load

sub-processes, an ique, external application of expert research and analysis. The information
cevalopmentapatEAT 1G£8 R AR SHIGHACHORE WHHPLGH ot L R et S ver
monitoring; exielsitcranstarexpand (Kldd sy bpracedbadnandvaktésnal o ¢epsigikt, aihvigemiént, and travel

business rules devclopment such 3 by Industny sxper, The productservice cleationgliyery layers
22,26 include content managément and éllo & fravel h ormation, m’c?ud?ng Wori?fow, version control,

perso_nali_zaﬂouncanljasdvqwrﬁstabéghadom @eaﬁmn@qbntqmeqqse@mmﬁbed_rmwud@ hdeadyon a
combinatio ?%gﬁ%&?ﬁ@é%ﬁq F%\’lﬂr%r 0@'&?1}3“%@?&9%&‘@&%&% 'JJ?s‘ﬁ%h'E&?B‘i’}?r%?&sé‘é‘ f rich and

diverse set very channe O61]1Itc e understood by one skilled’in the art that the

foregoing lobtcabsteqsedoair ey mpysitbely foe PYHBosES of drisielardrmirgritie preadadvahidaspstem of the
present invesrian - iR PUKAITY @k leneHoRatmegLlas i ?aﬁbpﬁré%ga%gﬁ%fwwnﬁmg the specific

functional architecture aspects of the invention described herein are intended to be illustrative, and not

limiting, as t¢REIsELYE rthd& stk Ththan Rforddat oy TeRibiwIoddbriprelarst&aBisKrchitecture

[0062] In supmagtYe i iRUTHE ROW ltgbgiqy(,@&ge@nd 3, the technology implementation architecture of the
invention is a descriptive set of a plurality of technology subsystems or segments, each of which can

be considered as part of one. of several functjonal systems: collection 32, hack office 34, content
repository 36, prodd289 g WB A XA VSt Pt A HishpryGhslayilivaionpisiratiteie
relationshipschatwe eancseciareipg dese diffatetitytecastalosy sagmenisairly coarse initially,

and more finely grained as identification techniques are honed. Likewise, the levels of
classification of robot 54 returns can be limited, with additional levels added as
identification techniques are honed. Multiple levels of robot activity can therefore be

implemented in accordance with the invention.

[0066] A blanket robot can exist, for example, that combs the web simply for
the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta> tags.
Ultimately, these robot processes may evolve to several robot processes that can look for
specific occurrences of the word “travel” in conjunction with other words (e.g., “health”)
in very specific structural elements of the document (e.g., only if both words occur in

both the <title> tag and in <meta name - keywords> tag). It can be appreciated that the



10 Content Identification Segment (CIS) [0063] Referring now to Figure 4, a content identification
segment (CIS) (51) relates to the initial and ongoing identification of information sources such as
internet sites that enhance the products and services provided by the invention. The CIS (51) also
enables the determination of sites in use that should, based on subjective or objective criteria, no
longer be relied upon for accurate, timely, or value-added content. [0064] Content in the invention
can be identified by manual methods performed byl $ubject matter experts (SME's) 52 or individuals
with domain expertise using public search engines, for example. In another aspect of the invention,
once a base sl of anjent sqursesinasbagn esiablisiedranaulomaledjonal process;d can be
employed to iden |ﬁ/ poté{’ﬁ]tizf[ sites on a regular basis. To improve their periormance, such robot
processes cartund hogitgregianchrenibvaeddybiaecSME S E2aturz redstiartbdsisuithaperibdic validation
of the criterig driving. thege Jqhots. In general, the robot process begins by returning identified site lists.
Refinements can then be added by applying SME-developed context to text returned by these robot
processes. [0065] With this SME-developed context, a high-level classification of the sites returned
can be developed. The granularity of robot 54 returns be fairly coarse initially, and more finely grained
as identification tée: B HIH Od SLGRaIR o CEARCIH tlassification of robot 54 returns can be
limited, with additional levels added as identification techniques are honed. Multiple levels of robot
activity can therefd®@$8 infHiiiea htalédtsands Ry iHentomtS (7 odgBIeA Branket robot can
exist, for expraplesdhay carrRRsdhRiNEb-BInRHY(feE s Handditarslon hiveliscasgs dupkigate hits or hits

outside of <Title> or <meta> tags. Ultimately, these robot processes may evolve to several robot
processes thEF RIS PISREING SRecH e epwigs fh%“\ﬁ/@?&d'ﬂh%?nﬁf‘%mﬁme\ﬁﬁﬁt%er words
(e.g., "healtnngeatynspeaifia Sitel NS ebamndintaseioihBegicianfrent(ege. only if both words occur in
both the <title> tag and in <meta hame =keywords> tag). It can be appreciated that the 11

[0068] The CAAS (71) includes developing agents 72 to retrieve identified

B

content from an information source 74 and implementing a scheduling mechanism 76 to
initiate these agents. In general, content acquisition schedules 76 range from completely
static (e.g., a single agent initiation for the power requirements in France) to hourly (e.g.,
a five-day weather forecast for Paris). Notification agents 78 can also be developed and
scheduled for initiation at regular intervals. These notification agents 78 can inform
content acquisition personnel that a particular content source has changed in content or

structure.

[0069] If arelatively simple change in content is indicated, the acquisition agent
72 can be manually initiated to bring in the latest content for a given information source
74. Integration with the Administration Segment (ADMS) (181) (discussed hereinafter)
is required for this process, as an initial acquisition agent schedule 76 is sparse until the
frequency at which site content changes is understood. If a notification agent 78 returns
information on a content structure change, for example, content management personnel
can modify the corresponding acquisition agent 72 so that the change content is correctly
acquired. In addition, an environment can be created whereby SME’s can create ad hoc
acquisition and notification agents for alert purposes. In another aspect of the invention,
the modification of acquisition agents 72 can be automated and based on the return
information of notification agents 78. It can be appreciated, however, that some manual

oversight is desirable in this process.



robot technology can also be effective for non-HTML sources, provide mechanisms for natural
language queries, and can be able to route hit returns substantially automatically to specific SME's 52.
Content Acquisition/Aggregation Segment (CAAS) [0067] Referring now to Figure 5, in the
invention a CAAS (71) defines the processes by which identified content (see CIS (51) discussion
above) is acquired and classified as belonging to a specific domain, then stored in a format by which
the content management system (see CMS (131) d&cussion hereinafter) can use. [0068] The
CAAS (71) includes developing agents 72 to retrieve identified content from an information source 74
and implementing a scheduling mechanism 76 to initiate these agents. In general, content acquisition
schedules 76 range from completely static (e.g., a single agent initiation for the power requirements in

France) to hourlyégtge! @ﬁiv%-sq@[ v&%gmgﬁtfg$ st for Paris). Notification agents 78 can also be
developed and scheduled Tor nitiation at regular intervals. These notification agents 78 can inform
content acquisitiortwﬁpnﬂ?[ﬁ@%&ﬁﬁ;ﬁpﬁ{l@g&&gﬁ?%ﬁg%@; J%%ﬁq‘é, X '@lcs%}g;’rlt or structure.

[0069] If a relatively simple change in content is indicated, the acquisition agent 72 can be manually
initiated to bRARRESthathdessribpistentbrbrti gver ipfaviredibRvsbiveardion that e vidiate
Administratig&&qgment (ADMS) (181) (discussed hereinafter) is required for this process, as an initial
acquisition agent schedule 76 is sparse until the frequency at which site content changes is
understood. If a notification agent 78 returns information on a content structure change, for example,

content managem&M e rsSsHEragMmb R avecs SrBd o i fgUE RIS RYEH B2 so that the change

content is ceugsdyacquites: foradgitnnmnarienvKanBIgntiEaddaeareaied wherenc oMk soaan create
ad hoc acquisition and nolt)iﬁca%?g aéqents for %I?rt purposes. In aenot er aspect of the invention, the
modification O A4 &b AR 7 SUAR BE S toh IR E S BALL A HTIE R SHEBration of
notification agemis ni8chidam bedapppraectatad;idovaverne it Bancenweantedbeivers@htais desirable in this
process. 12 Content Repositary.Segme td(eCRS .rrig)o 0] In the invention, the content repository
Coqment (GO U1 A M e B ol e At SRSty Simadon tht i
considered persistelated information. It can include one or more physical data stores

92,96,98,100,102,104,106; the data engine 94; an integrated tool set for development;

and, a centralized management facility 108.

[0072] It can be appreciated, in an alternative aspect of the invention, that the
content repository 91 could support extended data types including user-defined types and
extended data types of audio and video. The content repository 91 can also include

portions of the application of business logic in the data model.

[0073] In one embodiment of the invention, the content repository comprises
several technological components. A component environment is a dedicated content
object layer. An application server 93 is provided that stores and processes data
access/storage components 95. Services are enabled with Java Database Connectivity
(JDBC) and open database connectivity (ODBC) drivers. An object request broker (ORB)
is also employed (an object request broker) to manage object-to-object messaging and
inter-ORB communications. The XML object engine 94 stores/retrieves XML objects
from data stores 92,102,104 and has functionality based on schemas stored in a data map
store 102. An XML parser 110 is included that checks syntactical correctness of schemas
in the data map store 102 and ensures the formation integrity of incoming XML objects.

An object processor 112 is included as a component to physically store XML data in the



[0071] Referring now to Figures 6 and 7, the content repository can be considered a "hub" for content
and data. Although the content repository 91 includes both relational and object XML data stores 92, it
can be accessed and managed through a central mechanism and driven by a single engine 94. The
content repository 91, as shown, can provide facilities to store, view, import, organize, modify, export,
and query travel-related information. It can include one or more physical data stores
92,96,98,100,102,104,106; the data engine 94; an idtegrated tool set for development; and, a
centralized management facility 108.  [0072] It can be appreciated, in an alternative aspect of the
invention, t e content repository 91 could support nded data types j ing user-defined
types and ergfé&ndsetgraab?a é/ﬁegr%fl Izla% |{)et§ﬁgh%ll %%.? Se%)éscﬁﬁt nt rr%%%%%ﬁ?&@r? Ea%elsr%clude portions
of the applicatiomtefaotssindsthéoghein theptaka ilodelretriefG0XB]Iwbjeetembadimetut f the invention,
the content (eRARIANCoOMRASER S RUH ALRRACIPRIGHCATBRARENIS) (4 coppageqt environment s a

dedicated content object layer. An application server 93 is p led that stores ar]é) processes data
access/stor&gestuah penafesnoBiosaliikes hrscd valsiemgitndaotipalabvlesadmedartibagqBDBC) and

open database, caneqehyitid RRBChEHVRrsaMIN RlisaERRY eI DIRKALQR BLIS ARe-eMRIYed (an

object request broker) to manage object-to-object messaging and inter-ORB communications. The
XML object @RBMETA s iBrbidiRE{BOES hantuBRgELE sFirHY dathiaenaic o d pading AntMiks functionality
based on schigeaas sosedihPseRia AR Steleh L8ApdRedNESassen SR iminchsprehihak eghecks

syntactical correctness of schemas in the data map store 102 and ensures the formation integrity of
incoming XMIECOBjEX SRR SsRS QT SIURRS YR 97i0fAERKied as a component to physically store XML
data in the 13 XML store 92. A query interpreter 114 resolves XML Query Language (XQL) requests
and interacts with floe7dbjedtheatnpossy diGddairiese XM lsobeatstrecontingrépdiiensch®oma stored in
the data map store, 102. The object composer 116 is provided to construc information objects,
pased on ST ARR el < HRARS 1) 312 BT TS LESPE B s TotcH hem as i
documents. daEhexéray e aldick 2l sobjiitie srinsthisembedimpestdinokiding(thesedatsupport directory
and tree-oriented loading of XML obiects, .An external star jntegration compon ESIC) (118)
permits app?%ggt)fgrl%%t% ACCess eg%awﬁgla%a?rt eeié,g,no%l étgﬁga%%%?gg I??Fﬁ% igﬁgatggjfo%ﬁﬁefﬁhe data map
(meta data) $terelrioRikse tpesnaly ¢likedoivignt po i sitaryig 9atknowl b ge dsase g The-dafmedap store 102
contains the, sehemas AL Al e s ascRieiddabichIL QRiPiS Al 1Riednd composed,

such as: (1) storage and indexing of XML objects within the content repository, (2) mapping of data to

different dateP&tAGctiPeB ¥ et anisE Mt QFatiors d0axRRTY e Rl la N () @ks Ainacaddtt-defined
application |9_Qi9 WithrRegMNMEL RxiensieNdpetian Associabad Mdtbran st ¢n BG4k engine 120
manages an internal SQL store 104; executes SQL statements; and, accepts SQL statements in a
number of WAPSCThaN o edBfE egire! o4 trorsapiphdaiotiaRipidn eercesafther
embedded ok thrsrigh g2y dpBdatabpeeDBter fagemauaasH Bt (123hs1oB taa QL ORB (124);
and, from t co@ent re os{té)gy magager 108, The CR m?na%ir 108 provides an administration tool
implemented s a graPRAREAI USdY TR XU P OISR WS SFBRLER. TiAddition, server
extensions peeniice seitdefine cufisrationgliedbecinbarpesatbdathioi the seovdientteapioaieyBit. Content

Man agemerl]ltsg?&q}r?en& gl%'é:/l%)ns to be incorporated into the content repository 91.

Content Management Segment (CMS)

[0075] Referring now to Figure 8, in the form of the invention shown, a content
management segment CMS (131) can be defined by the processes and technologies by
which content is managed. Content management technologies include content and design
control, contributor/user access control, site control, asset control, publication, and
workflow. A universal (i.e., generic) presentation format can be developed, along with

XML document schema, and content binding to page layouts can be implemented.



[0075] Referring now to Figure 8, in the form of the invention shown, a content management segment
CMS (131) can be defined by the processes and technologies by which content is managed. Content
management technologies include content and design control, contributor/user access control, site
control, asset control, publication, and workflow. A universal (i.e., generic) presentation format can be
developed, along with XML document schema, and content binding to page layouts can be
implemented. 14 Substantially all content, includintftext, graphics, styles, themes, and other assets,
can be stored as objects in a high-performance relational database. For performance reasons, all
content provyided b .tqe invention, as.presented to g content cansumer, comprises static.pages in flat
e systome T AT R e S T P A et
page every stintes ohggartcuiagis pbdetnadipagelstevatydwelskse aha thefhkapnce r§@@n6] After initial
'mp'eme”ta!'ﬂé?@remtﬁlf&ﬁﬂ%‘B%'iﬂ&%i&%?&&_ﬁr@%ﬁﬁf\{! QRIS NS, %8%@:?%@5&4&9"'“03“0”5- In
another aspect of the invention, implementation of ancillary services such as advertising management
and syndicabigsrielabfilshisear behin contiiratar by thaniavdngercritehanbw appesdrtted that content
can be tran%%ﬁ%@g@&!@@@ﬂtﬁa@ﬁ pan-thersform e, davelanedin ﬁegét%f,pétg@gu%@yﬁ%én?n, French,
Japanese and other suitable languages to which the invention can be adapted. Travel Information
Report Segtiéhterlid)  [0077] Referring now to the figures, in another embodiment of the
invention, a travel intelligence report (TIR) can be generated that includes trip information necessary to
make informed de¢ioss ragarding-prapisrRhpienanaiancant erhanormens anghearment of travel
related activities. In one aspect of the inventign, the TIR can be divided into four major sections:

Pre-Trip InfO¥iARGR SR GiARt IR ARG AIGET JAE S b AEPAE S A SRS ¢8neral Advice, and
Products anghPlerdeeesidyishimatiahy sestioss isnehsat eivinfoinstianagategariad, ssadheafovhich contains

several informaLion requiregnents. Each of the e.re%uirem nts can be custo hz%d to él the traveler,
cnanisms ca that conten

based on higlRer personalf p?olﬁféo,r@faé%&s)hnﬁgtﬁoenl,navtnaug}’ relAtedS0RES SlRh K SYRSBC8Y travel.
[0078] The Peasrdniageciiohgiebad ktetegoties dfiokibe dalatigdd nirfitptis ik Squinicim Eetsyand Pre-Trip
Health consjderati CAlerts includ re not limit F af § i her, and
Transportac s BN R K Bl are
important for entering and leaving a particular destination. The Pre-Trip Health section can also

include required and recommended immunizations, health risk considerations, and the like.
Travel Information Report Segment (TIRS)

[0077] Referring now to the figures, in another embodiment of the invention, a
travel intelligence report (TIR) can be generated that includes trip information necessary
to make informed decisions regarding pre-travel preparation and enhancement and
enjoyment of travel related activities. In one aspect of the invention, the TIR can be
divided into four major sections: Pre-Trip Information, Destination Information (for one
or more destinations), General Advice, and Products and Services. Within each section is
a set of information categories, each of which contains several information requirements.
Each of these requirements can be customized to (1) the traveler, based on his/her

personal profile, (2) destination, and (3) related issues such as season of travel.

[0078] The Pre-Trip section travel categories include Alerts, Entry/Exit
Requirements, and Pre-Trip Health considerations. Alerts may include, but are not
limited to, Safety/Security, Weather, and Transportation. Entry/Exit Requirements can
include all legal, health, and custom issues that are important for entering and leaving a
particular destination. The Pre-Trip Health section can also include required and

recommended immunizations, health risk considerations, and the like.



15 [0079] Typical travel categories and information requirements in the Destination section
includes, but is not limited to: [0080] 1. Safety/Security: Social Stability, Crime, Airline, Game Parks
[0081] 2. Weather/Environment: Climate & Terrain, Natural Risks, Environment, Weather Chart &
Forecast [0082] 3. Transportation: Air Travel, Water Transportation, Road/Overland Travel, Taxi,
Mass Transit, Train Travel, Rental Cars [0083] 4. Money: Cash & Credit, Taxes, Cost of Living

[0084] 5. Telecommunications: Phone/Electric, Intdihet, Contact Information, Mail, Radio [0085] 6.
Social Customs: Behavior, Religion, Women's Issues, Business Hours, Public Holidays & Events
[0086] 7. Legal: Prohibited Items, Penalties

[0079] Typical travel categories and information requirements in the

Destination section includes, but is not limited to:
[0080] 1. Safety/Security: Social Stability, Crime, Airline, Game Parks

[0081] 2. Weather/Environment: Climate & Terrain, Natural Risks,

Environment, Weather Chart & Forecast

[0082] 3. Transportation: Air Travel, Water Transportation, Road/Overland

Travel, Taxi, Mass Transit, Train Travel, Rental Cars
[0083] 4. Money: Cash & Credit, Taxes, Cost of Living

[0084] 5. Telecommunications: Phone/Electric, Internet, Contact Information,

Mail, Radio

[0085] 6. Social Customs: Behavior, Religion, Women’s Issues, Business

Hours, Public Holidays & Events
[0086] 7. Legal: Prohibited Items, Penalties
[0087] 8. Language: Official Language

[0088] 9. Health: immunizations, nearest hospital, health insurance, health risks

[0089] One feature of the TIR is that it can be a hyperlinked report. Consumers
have the ability to expand or contract particular information requirements to see detail or
concise descriptions for a given TIR, information which has come directly from the
global operations center. The TIR can be printed directly from a browser, or saved in a
variety of electronic formats, but it is also “alive” in the sense that a traveler can return to
it online at anytime up to thirty days after the conclusion of his trip and access the latest
information based on his profile. In fact, if an alert level event occurs during the life of

the report it will trigger the transmission of an e-mail (or other push technology) warning



[0087] 8. Language: Official Language [0088] 9. Health: immunizations, nearest hospital, health
insurance, health risks [0089] One feature of the TIR is that it can be a hyperlinked report.
Consumers have the ability to expand or contract particular information requirements to see detail or
concise descriptions for a given TIR, information which has come directly from the global operations
center. The TIR can be printed directly from a browser, or saved in a variety of electronic formats, but
it is also "alive" in the sense that a traveler can retdfn to it online at anytime up to thirty days after the
conclusion of his trip and access the latest information based on his profile. In fact, if an alert level
event occurs duripg the life of the report it will trigger the transmission of an e-mail (or other push
tecnology) AT e e e e o e s o WS s
center behirgdprbetorevitiertravebeps onal peelagrabmieliigence agency. [0090] The TIR can also
include a rating (such as from 1 to 5 in tenth increments, for example), which is a weighted-average of

the total risk of the[Hﬂ%prﬁ,?@ﬁﬁdcgy 6 LIR.8s 9&%@&% Qéfﬁl’;&&?ﬁi%a?mi?e%? the travel data in

the TIR. This rating can be illustrated, for example, by a series of "jet" graphics printed on the TIR.
Member Pef8eisalmsidarSagmder (Nimb)is a wogbtefRaesep gt lginash efribe1opa member

personalizatignseamen) (MASE (e definesihe functionsand procasseadeyiwhishtke products and

services of the invention are personalized to a specific consumer. In addition to personalization of
product/senAbs SHEHGE RRAIVITRIGISPT pramples by mestitarmbnicto Spliaargated oRdbReting to the
travel commpypity.

Member Personalization Segment (MPS)

[0091] Referring to Figures 9 and 10, a member personalization segment (MPS)
(151) defines the functions and processes by which the products and services of the
invention are personalized to a specific consumer. In addition to personalization of
product/service offerings, the MPS (151) provides a mechanism to apply targeted

marketing to the travel community.

[0092] The MPS (151) includes, for example, the following information: static,
stored personal information; name recognition 152; and, user-provided information 154.
In one aspect of the invention, a personalization business rules engine 156 interacts with
this information, along with input from business rules frameworks applied to ISS (351). It
can be appreciated that the information sophistication level can increase to provide the
following processes: content consumption measurement 158; adaptive content and

navigation; predictive modeling 160; segmentation; and behavioral personalization.

Billing Segment (BIS)

[0093] Referring to Figure 11, a billing segment (BIS) (171) can be employed to
define the billing and payment architecture for products and services provided by the
invention. The BIS (171) can be associated with the TIR’s and channel partners (e.g., e-
Ticket TIR). Billable activity can also be captured within the distribution segment (DIS)



[0092] The MPS (151) includes, for example, the following information: static, stored personal
information; name recognition 152; and, user-provided information 154. In one aspect of the invention,
a personalization business rules engine 156 interacts with this information, along with input from
business rules frameworks applied to ISS (351). It can be appreciated that the information
sophistication level can increase to provide the following processes: content consumption
measurement 158; adaptive content and navigation? predictive modeling 160; segmentation; and
behavioral personalization. Billing Segment (BIS) [0093] Referring to Figure 11, a billing segment
(BIS) (171) empl ?. $ ine th k%) % ayment arc itecéjre. for pr ducéls and services
provided by?tﬁ%)?r%%% %lr?é/d? Oerﬁ é gfl(% ne&’g gleg%é}é; ﬁ%&ﬁ/}égcﬁ vaﬂﬁ1pt el eéagﬁacg)ﬁgasnaﬁle partners (e.g.,
e-Ticket TIRpBillabteletethvityordn also be captured within the distribution segment (DIS) 17 (190) then
routed to BIS (171) and CRS5 (91) (for updating partner detail records and consumer detail records.

[0094] In one aspegjygfheinyention. BIS(L Theneludsss (97 SATRIR, s (lawing functionality:

rules-based messaging to tailor invoicing for specific partners; email based invoice presentation, with a
secure unifdaisBEUEC vEatBY (es ) bistdiaete 181 I ArYeTiaN AHar SheciHE iPVEes detalils; a

comprehensjyg ‘B'd§é9’i‘ﬂ%ﬁ%@ﬁ?rés%%i@ﬁbﬁ?@v@[%H%%Mﬁﬁ%%%&ﬁ@ﬂﬁgml%iﬁp%E)Skto implement
prearranged payment plans; and, flexible payment processing, including payment returns and payment

confirmatiorf©ItedAVERE B &LIPrEIstEY tRERIEFftEard PRIPAERESEA T HERBOAFASUESY by the
invention.  fo{QQ0&] dncanetinepaspeat-et e inveabiviy & aglmede)feialatisiGanhendetermined

based on factors such as (1) alert level, (2) numper of delivery channels, and (3) type of delivery
channel. P98 WilRTBERE Y RICEHOPRoTESHIRG PAY RS f7BHBT A8 B J&Veloped for the
invention to @acdimimodalecgianidak sypeicaianthagcicenentsphoiaxacapies ar@patbdetetay choose
to syndicat th%entire {nvention content, while another partner may choose a vertical (e.g., information
requiremenetlj’yotr ﬁcl)?ivz%lnlt%lf'(e.g., geographical) subset to such syndication. Also related to CMS (131)
are the requirements associated with localization. For example, if a channel such as the intemet site of
the invention is loclf#ad fdnarforieignspeunttyheurvemoyncoesidenatidisareréncampertant consideration.

determined based on factors such as (1) alert level, (2) number of delivery channels, and

(3) type of delivery channel.

[0096] With regard to syndication of content, a cost model can be developed for
the invention to accommodate granular syndication requirements. For example, one
partner may choose to syndicate the entire invention content, while another partner may
choose a vertical (e.g., information requirement) or horizontal (e.g., geographical) subset
to such syndication. Also related to CMS (131) are the requirements associated with
localization. For example, if a channel such as the internet site of the invention is

localized for a foreign country, currency considerations are an important consideration.

[0097] In another embodiment of the invention, to satisfy these additional
requirements, a multi-service BIS (171) considers the following: volume tiering,
discounting, multi-format invoicing, billing-on-demand (including threshold, activity-
based, and billing in advance), and direct debit processing. In an alternative embodiment

of the invention, the billing function can be out-sourced to a service provider.

Administration Segment (ADMS)




[0097] In another embodiment of the invention, to satisfy these additional requirements, a multi-service
BIS (171) considers the following: volume tiering, discounting, multi-format invoicing,
billing-on-demand (including threshold, activity-based, and billing in advance), and direct debit
processing. In an alternative embodiment of the invention, the billing function can be out-sourced to a
service provider. Administration Segment (ADMS) 18 [0098] Referring now to Figure 12, an
administration segment (ADMS) (181) defines the &8ministration and reporting necessary to maintain
a robust, active set of systems and a proactive approach to determining return on investment (R01) on

system processes g nt of the ms of the invention can take pl nternally such as by
personnel, externaﬁﬁé%gﬁhg%ﬁgg ‘%Pc())\\/"l/ é/r%tle %ﬁéiéi?e%%%iflyl#ﬁ%‘%e %eéﬁngﬁ)@egf{/@%%rovider 182.
[(_)099] Inte_rrdaﬂyt,efsﬂmdmdisaptim 'cmtérase_nimg meessare tR@Iitheweqhhpr@céssest <i>tﬁc|udir_lg_ i_nternet
site analysis (tayjoaten sonient sonsioIRionariheRalin andedike) ardisanianagauisition

ROT. Ad hoc mechanis 4 can be used for targeted data mining and analysis. Key elements of
this internal regsestieig Mrsegamenh crderestians ioh ihatioyeofi e ateritlscplarsitoisoesy vackentent use

(ie., ROT of destinalien-SRESIifBPIHSIRFS prolddQ0LENTAlNNI35 aneialing-system (0S)-level

functionality can be managed by collocation INFS partner(s). This functionality includes security,
redundancyS$64erRanitshdSand the like. By placing a management service provider client 186
between the invention's internet site application services 188 and the DIS (190), one can also manage
process, transactigoQ99id infrastligfureissedseports [t 0d¢dnacditiore RMIwfaiyeafl metrics can be
captured and analyzed, fipcess merics Neluds endsiarend iransaction respanse s, actual
transactiond? targe Yransaction ratio, Start-to-finish transaction ratios for f?é)y Usiness) processes,
availability gragendoé levbkaprae mrett(SicAy)isatmosRiPhartners nkdmsaoctioSretnids osailificlude activity
response “'Ihigeﬂ&%é&’ir}%&??d&hc& a(ﬁa%sil.' %'%?e%%{é%)&lﬁrgﬂ&%ﬁf’% . ﬂ,g;%%ﬁé@ﬂﬁkﬁ's‘msa%?'on. D
transaction information, performance based on volume of product creation/distribution, replication
updates pertiitetienaifiticdndiheoprotiveywsiain eest)vs. confonopklfifeadtidbairdesiantioscan include web
server metrigs, ingluging ggnnection rates, connected users, data transfer rates, and number of
connections, database metrics, including database transactions, file sizes, deadlocks, memory cache

hit ratios, memory optimization, user logins, logout rate, and user connections; and, server
[0100] Externally, base operating system (OS)-level functionality can be

managed by collocation INFS partner(s). This functionality includes security,
redundancy, load balancing, and the like. By placing a management service provider
client 186 between the invention’s internet site application services 188 and the DIS

(190), one can also manage process, transaction, and infrastructure issues.

[0101] In addition, a plurality of metrics can be captured and analyzed. Process
metrics include end-to-end transaction response times, actual transactions: target
transaction ratio, start-to-finish transaction ratios for key business processes, availability
or service level agreement (SLA)-ratios of partners. Transaction metrics can include
activity response times, including product (e.g., TIR’s, EAS (201)) production and
distribution, session ID transaction information, performance based on volume of product

creation/distribution, replication updates per unit time (including product, email, etc.).

[0102] Infrastructure metrics can include web server metrics, including
connection rates, connected users, data transfer rates, and number of connections,
database metrics, including database transactions, file sizes, deadlocks, memory cache hit

ratios, memory optimization, user logins, logout rate, and user connections; and, server



19 metrics, including packet traffic, queue size, disk and memory utilization, and session errors.
Event/Alert Segment (EAS) [0103] Referring now to Figure 13, an event/alert segment (EAS)
(201) is responsible for the identification, selection, management, and distribution definition of events
and alerts. The EAS (201) can support both manual and automated systems. The manual systems
permit an Analyst, for example, to generate an Alert and forward it to the EAS (201) for processing.
The EAS (201) can process an Alert by queuing it i#Ppriority order to a selection system operated by
an Event Reporting Analyst. Alerts are reviewed to ensure that the system does not flood the
distribution networlcwifh jaw grade on ehenise relately insignificant, Alerts. TheAnglyst can modify
both the Alert content and & rlf)uetesa(f ur’éltlon, region of Interest, fé/vef, Andthé ee). AN Alert can be
sent back tceonss.or more designated Analysts for review and comment as a high priority message.
Once the Event Reporting Analyst releases an Alert, the EAS (201) determines the applicable
members and establishes the distribution orders for the Alert. This information is passed to the
Distribution Segme&nt, (R12) €W peAgsm transmission of the Alert to various distribution networks,
such as by pager, e-mail, and other suitable communication avenues. [0104] In another aspect of

the invention, autopypieg SksiemaLacPR deRlAyes thatRAAE KeYNAIJiSRSNingIaRd category

analysis to identify potential candidate content for Alert generation. Keyword spotting involves
scanning inEeRS ISR R EpHEsHE R yileTH o MagARSMaHo AT KisiihBHes defiitieytiar expression
analysis defiReghinaKRYWOTddEAB Y) Exanpes Bbsuahnkaywardsdatedyenastimgeare

"hurricane”, "strike", and the like. Other keywords wauld include specific names of cquntries, airlines,
and the like ™MD DGR REEKEFNOMYL Sre SHENTBL ErELTRCARAN S5 IRy 48! dete Hfine who
should reviemAtheoontenpréas examble A sn@ssaganwitbeckyanedert bngeeliand iR @riority

order to a selection system operated by an Event Reporting Analyst. Alerts are reviewed
to ensure that the system does not flood the distribution network with low grade or
otherwise relatively insignificant Alerts. The Analyst can modify both the Alert content
and attributes (duration, region of interest, level, and the like). An Alert can be sent back
to one or more designated Analysts for review and comment as a high priority message.
Once the Event Reporting Analyst releases an Alert, the EAS (201) determines the
applicable members and establishes the distribution orders for the Alert. This information
is passed to the Distribution Segment (DIS) (190) to perform transmission of the Alert to
various distribution networks, such as by pager, e-mail, and other suitable communication

avenues.

[0104] In another aspect of the invention, automated systems can be deployed
that perform keyword spotting and category analysis to identify potential candidate
content for Alert generation. Keyword spotting involves scanning incoming content for
specific keywords or combination of keywords using regular expression analysis defined
in a Keyword Dictionary. Examples of such keywords for Alert reporting are “hurricane”,
“strike”, and the like. Other keywords would include specific names of countries, airlines,

and the like.

[0105] Once keywords are identified, Category Analysis is used to determine

who should review the content. For example, a message with “France”, “United” and



"strike" could be automatically routed to the European Desk Analyst and the Transportation Domain
Expert as "high priority" content for review. [0106] The method and system of the invention
addresses the need to provide multiple Event Reporting Analysts as a role. This role can be passed
from shift to shift, and there can be multiple Event Reporting Analysts operating concurrently. If there
are multiple Event Reporting Analysts operating, the system can maintain a single, global work queue
but resist multiple Event Reporting Analysts from widrking the same Alert simultaneously. [0107] An
important aspect of this embodiment of the invention is the ability to identify, review and select events
for Alert repgrting..Alerts.can have, far example, three (3) levels of significance. A Level 1 - High
Priority/CriticSéltf[1 erf%lgagebaél 861}1%}8%%308}1%8 fﬁa{ ecahlré ree%r{h]??rsrl](péga%sé né]a , safety, or schedule of
the traveler. TExapiples @f Dewell Bxipets asohighnoiodeyiveatteet Bleregjdlight delays and cancellations,
actual strike actions, and the like. A Level 2 - Medium Priority/Warning Alert relates to information that

may have an impag g fherhedlti el gt ashsrle Bl eI ATRIES B heve2 Alerts

include imminent weather conditions, striké advisories, social unrest, airport facility issues, and the
like. A LevensiltiphsEreisdtgperiarenaniabyalsArettleclhis dals itbbmatioadihemdifidosiiftshould be

aware O_f abﬁ’;&ﬁ hié!@@&ﬂ%@-_rﬁﬁﬁﬁ?@@%ﬁf k@f!&ki%g”\)@ﬂ&%&%‘bﬂ%%‘ﬁ@@ &ﬁ&%&ﬂﬁ?ﬁﬁ@ﬁéﬂ@a‘?@'d ata given
destination, financial situations such as money valuation issues, visits of a major head of state, and the

like.  [0108]{R\G otFR R0 HAMEYHIOREGIH N hE ASEPD It ERHABIBG S8 Hes g of 1SS (351)
technology (iskupsad herenafian FrepmmatcpoRagment i C®m wdAlAoliRelatsnganow to the

figures, an e-commerce segment (ECS) of the invention provides the consumer with the opportunity to
purchase tralVBIHEASMREd products, that can be appropriately matched with the consumer's travel
itinerary and profile. The ECS can be implemented as conventional hyperlinks at the end of a TIR: 21
these links can be [§¢02}ic Andigsdasgeiepkto dhehBonsbiwdandasddhennpradetersmiraditiijata (e.g.,
;?3532{_ destinatian Lounintla TRee IRkR &8 ASISARN X Iked R 408 FUICERIRVidRL for the

(3) levels of significance. A Level 1 - High Priority/Critical Alert could be considered

one that can directly impact the health, safety, or schedule of the traveler. Examples of

Level 1 Alerts could include weather alerts, flight delays and cancellations, actual strike

actions, and the like. A Level 2 - Medium Priority/Warning Alert relates to information

that may have an impact on the health, safety or schedule of the traveler. Examples of

Level 2 Alerts include imminent weather conditions, strike advisories, social unrest,

airport facility issues, and the like. A Level 3 - Low Priority/Informational Alert is related

to information that the traveler should be aware of about his/her trip. Examples of Level 3

Alerts can include major events being held at a given destination, financial situations

such as money valuation issues, visits of a major head of state, and the like.

[0108] In another aspect of the invention, the EAS (201) technology is a subset
of ISS (351) technology (discussed hereinafter).

E-commerce Segment (ECS)

[0109] Referring now to the figures, an e-commerce segment (ECS) of the
invention provides the consumer with the opportunity to purchase travel associated
products, that can be appropriately matched with the consumer’s travel itinerary and

profile. The ECS can be implemented as conventional hyperlinks at the end of a TIR:



[0110] In another aspect of the invention, targeted contextual e-commerce can also be implemented
on the TIR. This contextual e-commerce can be member profile-specific and combined with trip
specifics to recommend particular products to the consumer. The consumer can then be linked and
transacted through specific channels of the intemet site for the invention. It can be appreciated that,
instead of dedicated e-commerce platforms being incorporated to implement this type of e-commerce,
content agents from CAAS (71) can be used, along Wwith the BIS (171), to achieve this level of
e-commerce. This contextual e-commerce can be combined with the internet site of the invention,
such as on {he.pergonalized, My: niemet ite, secian: ip,addiian, the, intemet3iie f the invention can
employ order Ulfiliment as afunction and service Tor the consumer. Customer ﬁnefétlonship
Managemenrti8egreat (ERMS)estinj0od tpuntystdheee talktiarghigandhagembnkskgrient (CRMS)
(221) of the QHM%Q%?MQQ%? IR-InisIREHoN among consumers, site users, and internet site customer
service. The CRMS (221) provides a forum in which site users can correspond with a central point of

contact (POC) for providing comments and suggestions on products and services provided by the
internet site. This fEHdBhcltarPBEpreRAdlf BiE doYRdato HELRATEPIHIRSUAh e EOINTRSECEd@ibhone

numbers, fofeX8ERIBlemer 24 bal AOSIRRMR (S2bkifA MEHRLERURL, SeMembkithwerkllow, routing,

gueuing, automated e-mail return, single-click email response, and the like. Incoming requests can be

automaticalRPESHfprRASABSE S e HmeacHf donressagendaidictlar psepiis e dhm be automatically

composed wihsamap it keplyanckddta predmiatisyeeinicomnleiRand arisenadze the
response. Responses can then be either automatically sent or routed to a review agent or agents who

can then seftf tAERRShSie oS UmErip Eaihtnharciasd thap insag, ol gstieseSpect of the
invention, acsvebnbasgiaskifrsebeiog srlijornaandanpipiemanted fralfrecmaiesdea@xparience of

working with an expert cust r. service representatiye :%4 In addition, an online.community
can b ostaBHERRTEY GV b B i ot e P e B s Do,
connection withitizis&kridhidedgietase develtpraent isea pridess wiltetebincomntesitesolghestions are

automatically rouied 1@ SMEo: 101 S0RNRIR AR dNRFYRION PR CANE S8 ion, the internet
site of the invention can employ order fulfillment as a function and service for the

consumer.

Customer Relationship Management Segment (CRMS)

[0111] A customer relationship management segment (CRMS) (221) of the
invention relates to interaction among consumers, site users, and internet site customer
service. The CRMS (221) provides a forum in which site users can correspond with a
central point of contact (POC) for providing comments and suggestions on products and
services provided by the internet site. This feedback can be provided by conventional e-

mail links and toll-free telephone numbers, for example.

[0112] The CRMS (221) is a virtual contact center, with workflow, routing,
queuing, automated e-mail return, single-click email response, and the like. Incoming
requests can be automatically comprehended and classified using message content. A
response can be automatically composed with an appropriate reply and data can be
retrieved to complete and personalize the response. Responses can then be either
automatically sent or routed to a review agent or agents who can then send them to the

consumer after examination.



[0115] In another aspect of the invention, CRMS can also include targeted feedback campaigns and
e-mail solicitations. The CRMS can be integrated with the ADMS (181) (for metrics relating to
customer activity, retention, and referrals), the MPS (151) (to provide customer-provided input and
behaviors for personalization), the MOIS (261) (for establishing additional marketing opportunities), the
BIS (171) (for billing customer care), and the PRMS (241) (to share technologies and processes). Live
person type support can also be out-sourced after #2predetermined number of inquiries are noted.
PartnermSegment PRMS)  [0116] Referring now to Figure 16, in the invention, a partner relationship
management segment (PRMS) (241) can encompass both partner lifecycle management and

extended emerpris@ﬁ?ﬂg”%ﬁﬂﬁtﬁ’éﬁMﬁeé%@h@m\}éﬁtf&%ﬁ&%@ﬂﬁsmEe%fg&%ﬂﬂﬁlﬂﬂ Alliance

Management Process) 242 and can concentrate on two areas. Initially, partner lifecycle management
can be implEmEtismentid trh RIERIRS BRreXOLTRBITiIAG MOAHAS MEE ANBNERT ANEPHSFEFEY is_rformance
monitoring. }gﬁ@&r@ﬂ%@(ith MOIS (261) and ADMS (181) is important to implementing this segment.
[0117] Enterprise selling can also be addressed. This can include lead assignment, lead distribution

and tracking, pricin&/iuotirﬁ and literature fulfilment. Integration with BIS (171), MOIS (261), and
ADMS (181) can b@He&Lirdaddivamy colsememaiy it Bn st 16 duadt¥iCRE reporting can be
used: 23 [0dik8ldseackAssigantentonissigniigequlifieddebsie tntbenrghidmakttietgiat the right time is

an importangtasﬁ% aréagqe S cgn gé?)hicagy enter pusjness rules for building "decision tgees“ that
decide whic nt & g% %é@v PESER AR O btiS C@&ﬁﬂ%&'ﬁﬁfé’?%’}‘%ﬁ en%Bfgl,Ilﬁgﬁ? d accounts,
score and gualiticatiSMbBased asdiginmedtnahdichéckivg tatseesib@.partner is working on another lead
in the same account. Multiple lead decision trees for different business models can be supported, as

well as optional m;&ﬁaﬁsﬂ%’s}ﬁ@}’a Fe?cltlgﬁﬂlg?ﬁc’\pe%%ég, TRAN A PRSI dipd gy tner Profiling -
Information contained in the partner profile

feedback campaigns and e-mail solicitations. The CRMS can be integrated with the

ADMS (181) (for metrics relating to customer activity, retention, and referrals), the MPS

(151) (to provide customer-provided input and behaviors for personalization), the MOIS

(261) (for establishing additional marketing opportunities), the BIS (171) (for billing

customer care), and the PRMS (241) (to share technologies and processes). Live person

type support can also be out-sourced after a predetermined number of inquiries are noted.

Partner Relationship Management Seegment (PRMS)

[0116] Referring now to Figure 16, in the invention, a partner relationship
management segment (PRMS) (241) can encompass both partner lifecycle management
and extended enterprise selling. The PRMS (241) can be centered on CHAMPS (Channel
and Alliance Management Process) 242 and can concentrate on two areas. Initially,
partner lifecycle management can be implemented. This can include partner profiling,
partner recruitment, and partner performance monitoring. Integration with MOIS (261)

and ADMS (181) is important to implementing this segment.

[0117] Enterprise selling can also be addressed. This can include lead
assignment, lead distribution and tracking, pricing/quoting, and literature fulfillment.
Integration with BIS (171), MOIS (261), and ADMS (181) can be required, as billing

customer care and consistent forecasting and reporting can be used:



database can enable distributed management of users, customized content, push delivery, and online
partner recruitment. This database can store profiles for both individual partners and partner
organizations. An organizational profile can include information such as industry focus, location,
organizational structure, product authorized to sell and accounts serviced. Individual profiles cover, for
example, contact information, certification level, and previous performance. [0120] Channel Partner
Recruitment - A challenge for channel managers is2the need to recruit qualified channel partners.
Channel partner recruitment provides a set of tools to facilitate this recruitment process. Channel
managers are able to modify their partner qualification criteria according to the existing partner profiles

as well as the curr anizatipn needs. Potential partners can he tracked through the recruitment
process and analy@?shc n be colgcei%dc?és ll%n?ilg{%r'm‘%ﬁse@g[wg %%Wﬁf@v%ﬁ%%t??g&%@ ranrtglffr%um number
of qualifyingaptitniegley. fiok2$ b€ rapersiC trsimihiczgion caC baphelabyrantraigatioss caasderbased on two
libraries: a disription. kR A andueamPRidoypmRALe iRane JheiFistHbR iR Eis,gan be created
from the partner database and are able to be filtered by type of partner, level of partner, or other
criteria. List§@ainPedsalps¢xamnls: a3racdasepipiiorsenragn iBrbfiseteathraetharsigamgnised for future

campaigns. Haexeampaigny %@Rﬁgﬁﬁ M@%ﬂﬂﬁé‘ﬁﬁéﬂgaﬁ%}ﬁﬁﬁ@ &Iﬁ@%é@){f{titﬁ/fﬁﬁip?k'%% product
announcements or event reminders, based on standard designs. Once the literature is created, the

system 24 v ien ErstrBub R s et anadelicarhsmRRsictsts Relipterdopibmaaahn be

automaticalbsypgiated tadeigitbesinfeiaties wgrinaeksand the system monitors and reports on
responses. [0122] In an alternative embodiment of the invention, PRMS (241) activity can be

coordinated with sy markejig of e QU OIS PAIETR: PRI RS O
database can enable distributed management of users, customized content, push delivery,
and online partner recruitment. This database can store profiles for both individual
partners and partner organizations. An organizational profile can include information
such as industry focus, location, organizational structure, product authorized to sell and
accounts serviced. Individual profiles cover, for example, contact information,

certification level, and previous performance.

[0120] - Channel Partner Recruitment - A challenge for channel managers
is the need to recruit qualified channel partners. Channel partner recruitment provides a
set of tools to facilitate this recruitment process. Channel managers are able to modify
their partner qualification criteria according to the existing partner profiles as well as the
current organization needs. Potential partners can be tracked through the recruitment
process and analysis can be conducted to determine the optimal way to attract the

maximum number of qualifying partners.

[0121] - Channel Communication - Channel communication can be based
on two libraries: a distribution list library and a campaign template library. The
distribution lists can be created from the partner database and are able to be filtered by
type of partner, level of partner, or other criteria. Lists can be saved (either as a
description or as a list of actual partners) and used for future campaigns. The campaign
library can allow the marketing user to create new items, such as product announcements

or event reminders, based on standard designs. Once the literature is created, the system



[0123] Referring now to the figures, the distribution segment (DIS) (190) is responsible for taking a
distribution order and executing it. A Distribution Order can include the item to distribute (i.e., Alert,
TIR, etc.) and where to distribute it (i.e., list of e-mail addresses, pager numbers, etc.). The DIS (190)
can parse the distribution order and forward it in portions to various distribution systems. These
distribution systems can include e-mail, pager, facsimile, wireless, and the like. [0124] The DIS
(190) provides advantages with regard to error haridling. If a transmission fails, for example, the
invention provides a way to link this information back to the consumer's profile with an explanation of
why there was an error..For exampl atys = XM ROR, "invalid e-mail address . paul@ijet.com’
101751 1 P AT e T B S s RS SR sponse
(IVR) capabilitpmdsiragl anpdaR Stystemn thor examgsien acneermbemddhedigdtenetephioneandmber (800, 900
or direct) a%ﬁ}{gggg%%gggmber number and personal ID number (PIN) security code to gain
access to his/her account. Using the IVR System and a series of selection options, the member can

retrieve Alerts, TIR updates, etc. For example, "Press 1 for Alerts”, "Press 2 for a TIR Update”, "Press
3 for Options", "Pré8k22kodn melésgnatizeceifhpdmeahiidhpiasgsion] PRV {ddforictdiisave to a
second leveb.dyaamig:LaanthhaRbRNSPRSAE On 1esarlive iertsfatihg member. The Alerts can be
listed in priority order with unread Alerts prioritized first. The system can, for example, list the Alerts
"Press 1 Air Canada Strike", "Press 2 Snow Storm Hits Montreal", and the like. The member can
select an entry at any time without listening to 25 the entire list. By entering a selection, the system
can read the sel 1 can select Back, Next, Pause, or Replay at any time while

the message is bej y d Marketing Opportunity Identification Se men%O )3 . [0126]
Refenting now to PR SR THAPEGHTD B SoREHTES, M RS ER (HOT S 136 of the
invention sharkpsitkislteioh ndlogyahhse nftitie cCdSe (itl) eaxnchdap ductDiaimitiahandenrgoing identification
of sites that present marketing and partner ities. In.one embqdiment, once a. hase set of
marketing oﬁﬁ?)urﬁ%r%l ?elzeﬁlaso besz%gélg a{bﬁér'f‘ggﬁ an au%?ﬁaat%%v?oﬁ r()ettgr%ltsitensslﬂgal(rgl%d%hiﬁ%(gdditional
potential opponaihitidscorea prgdodinribasiscTheliohbl pdeessaograise theoditorediandndsviewed by
markennd PRIAATANANSIIRAIR beolm AN RHGTAIDICH HHIXeS ARG aPAIS ¢A b periodicall
validated. ~ [0127/] This robot process can return identified opportunity lists. Refinements can be
added by appiirg praskeiagetdeeiopidel vorsless infeherhike text. With this marketing- developed
context, a high-level classification of the sites returned can be developed. The granularity of robot
returns can be fairly gagrserjfitiaty @5l sreradinglvagraieed &5 idenification teimigugs, are honed.

Likewise, the levels of classification of robot returns can be fairly limited or have additional levels
added. transmission fails, for example, the invention provides a way to link this information

back to the consumer’s profile with an explanation of why there was an error. For

example, status - XMIT ERROR, “invalid e-mail address: paul @ijet.com”.

[0125] In another aspect of the invention, the DIS (190) can include an
interactive voice response (IVR) capability. Using an IVR System, for example, a
member can dial a telephone number (800, 900 or direct) and enter his/her member
number and personal ID number (PIN) security code to gain access to his/her account.
Using the IVR System and a series of selection options, the member can retrieve Alerts,
TIR updates, etc. For example, “Press 1 for Alerts”, “Press 2 for a TIR Update”, “Press 3
for Options”, “Press 4 for a Person”, etc. If the member presses “1”, the system can move
to a second level, dynamic menu of options based on the active Alerts for the member.
The Alerts can be listed in priority order with unread Alerts prioritized first. The system
can, for example, list the Alerts “Press 1 Air Canada Strike”, “Press 2 Snow Storm Hits

Montreal”, and the like. The member can select an entry at any time without listening to



[0128] In another aspect of the invention, multiple levels of robot activity can be implemented. A
blanket robot can be employed, for example, that searches the intemet for the word "travel," then
discards duplicate hits or hits outside of <Title> or <meta> tags on intemet sites that are searched.
Another robot process can be utilized that looks for specific occurrences of the word “travel” in
conjunction with other words (e.g., "booking") in specific structural elements of a searched site (e.qg.,
only if both words occur in both the <title> tag and #% <meta name = keywords> tag). Such robot
processes can also be applied to non-HTML sources, can provide mechanisms for natural language
gueries, and,can automatically route hit returns to marketin rsonnel or.out-sourced marketing/sales
organizaton A ot i SR bR M o T o B Y O ot
MOIS (261)nrfobwationscant BadknNeledPtowubsBaptedas atestamdwhi ekbtimgesesgsuices end/or the
PRMS (241@%@pr Book Online Segment (YBOS) [0130] Referring now to Figure 19, in another
aspect of the invention, the yellow book online (YBO) (281) can be provided as a segment including an
electronic version of the CDC's Health Information for International Travelers. The YBO (281) can be a
verbatim translation of the print version, with a full-text search and retrieval mechanism. In another
ARCCEBAICPPUAHIRN K\AHYIde QS BTHE HeY sites via the use of a direct search
link to the YBO (281) on the internet site or through a content window displayed directly from the
intemet site.  [01032PIn HfeHARHRPNCP ST EHECiRSehtBrRk IR ePRIMIGY RGNV BO (281) can
include enhangaehinMOEONAEONS iaE meeaich (Raths (¥ {@KhsRAIEB QAL B TEPESIHiapuUNtry) and

enhanced output (e.%., optional summaries offga e "hits"). The Yellow Book Online will provide the
core health FSIESH TP 87 ReRinuaer Sclion:{ ) PRSP ARG AR Figure 20, a
web segmenppdtaBit{3dlgnefdindddiesniiponas $bhawyRdedresenisihepituaidicwinarsedie internet site

is a distribution,channel for its content, products and.seryices.. . ) ..
estab‘ils%ed, an automate r&uop process can 1dent1¥y ad?iltlonal potential opportunities on

Cart-ne

A ghdidedidolt o SR EY .\.V_-g

a periodic basis. The robot process can be monitored and reviewed by marketing
personnel on a periodic basis, and the criteria which drives these robots can be

periodically validated.

[0127] This robot process can return identified opportunity lists. Refinements
can be added by applying marketing-developed context to returned text. With this
marketing- developed context, a high-level classification of the sites returned can be
developed. The granularity of robot returns can be fairly coarse initially, and more finely
grained as identification techniques are honed. Likewise, the levels of classification of

robot returns can be fairly limited or have additional levels added.

[0128] In another aspect of the invention, multiple levels of robot activity can
be implemented. A blanket robot can be employed, for example, that searches the internet
for the word “travel,” then discards duplicate hits or hits outside of <Title> or <meta>
tags on internet sites that are searched. Another robot process can be utilized that looks
for specific occurrences of the word “travel” in conjunction with other words (e.g.,
“booking”) in specific structural elements of a searched site (e.g., only if both words
occur in both the <title> tag and in <meta name = keywords> tag). Such robot processes
can also be applied to non-HTML sources, can provide mechanisms for natural language
queries, and can automatically route hit returns to marketing personnel or out-sourced

marketing/sales organizations affiliated with the internet site of the invention.



Technology Infrastructure Segment (INFS) [0133] Referring now to Figure 21, in another aspect of
the invention, an infrastructure segment (INFS) (321) is provided that includes an operations center
and a staging center along with a collocated site in, for example, the United States, Europe, Africa and
other suitable international locations. In this embodiment, the primary information activity occurs at an
intemet site headquarters 322 with an operations center 27 324. This information activity can then be
staged to a staging center 326, and then replicatec?fo one or more of the collocated sites 328,330,332.
[0134] In another aspect of the invention, an archive center 334 can be created at the internet site
headquarters. This archive center 334 can store all travel information activity, including historical,
administrative, andFn nagal a-ﬂgtﬁ ar‘ecrpl%edlcentter éfstéglg Ok%ren inte rat u|t1h rgs|]§8 (351) so
that business infor at| mining and new pro duct creatio e suppor ed It can be
appreciatedatlatdinsseé sdiovadiondetuigassoarrdseardpetigrs FRMyifYEaching network operations and
RAIS (redundant array of independent systems) in a load-balanced environment. Services can include,
but are not limited to, the following: Bandwidth Services Multi-line local area network (LAN)

Connection Yellow Book Online Segment (YBOS)

[0130] Referring now to Figure 19, in another aspect of the invention, the
yellow book online (YBO) (281) can be provided as a segment including an electronic
version of the CDC’s Health Information for International Travelers. The YBO (281) can
be a verbatim translation of the print version, with a full-text search and retrieval
mechanism. In another embodiment, the YBO content can be syndicated to other internet
sites via the use of a direct search link to the YBO (281) on the internet site or through a

content window displayed directly from the internet site.

[0131] In another aspect of the invention, further employment of the YBO (281)
can include enhanced input conditions for a search (e.g., full-text search only on a
specific country) and enhanced output (e.g., optional summaries of page “hits”). The

Yellow Book Online will provide the core health information for the system.

Web Segnent (WEBS)

[0132] Referring now to Figure 20, a web segment (WEBS) (301) of the
invention as shown represents the situation where the internet site is a distribution

channel for its content, products and services.

Technology Infrastructure Segment (INFS)

[0133] Referring now to Figure 21, in another aspect of the invention, an
infrastructure segment (INFS) (321) is provided that includes an operations center and a
staging center along with a collocated site in, for example, the United States, Europe,
Africa and other suitable international locations. In this embodiment, the primary

information activity occurs at an internet site headquarters 322 with an operations center



Reporting Services Proactive, Multi-Channel Notification Bandwidth Reports Network Caching
Managed Monitoring Services Network Monitoring URL Monitoring Reboot Service Multi-path
Services

27

324. This information activity can then be staged to a staging center 326, and then

replicated to one or more of the collocated sites 328,330,332.

[0134] In another aspect of the invention, an archive center 334 can be created
at the internet site headquarters. This archive center 334 can store all travel information
activity, including historical, administrative, and metric data. This archive center 334 can
also be integrated with the ISS (351) so that business information mining and new

product creation can be supported.

[0135] It can be appreciated that these collocation services can be top-tier,
including caching network operations and RAIS (redundant array of independent
systems) in a load-balanced environment. Services can include, but are not limited to, the

following:

Bandwidth Services
Multi-line local area network (LAN) Connection
Reporting Services
Proactive, Multi-Channel Notification
Bandwidth Reports
Network Caching
Managed Monitoring Services
- Network Monitoring
- URL Monitoring
- Reboot Service
. Multi-path Services
. Data Vault Services
. Security Services
- Intrusion Detection
- Vulnerability Analysis
- Managed Firewall

Information System Seement (ISS)

[0136] In one embodiment of the invention, an information system segment
(ISS) (351) has three functional subsystems: Collection, Analysis, and

Distribution/Storage.



Data Vault Services Security Services Intrusion Detection Vulnerability Analysis Managed Firewall
Information System Segment (ISS) [0136] In one embodiment of the invention, an information
system segment (ISS) (351) has three functional subsystems: Collection, Analysis, and
Distribution/Storage. 28

28

[0137] In the invention, the Collection subsystem centers on an analyst or SME
who has domain or geographic expertise. Standard content feeds for his/her domain are
substantially continuously being examined, as is existing content in the CRS (91). In
addition, more focused content is captured by ad hoc queries through both the CIS (51)
and the CAAS (71). These queries can be run through a machine translator prior to
content acquisition if specialized, foreign language content resources are presented as
information sources. In addition, based on return set content, machine translators can also
be used prior to CRS (91) storage. Analysts/SME’s can also use an RSS Aggregation
Module. This module can allow each analyst/SME to develop his/her own, personalized

set of headline content that can be scanned on a regular basis.

[0138] The CRS (91), outside of its standard data structure, has pre-applied
templates that ensure the validity of information returned in analyst/SME queries. These
templates are in the form of rules frameworks that are defined by partners such as a
Health Information Board (HIB). The Collection subsystem relies on the interfaces
between CRMS, PRMS (241), and MPS: Partner and Member activity history and
itinerary information can contribute greatly as a background to information activity. Also
key to the Collection subsystem is a collaboration network that the analyst/SME
participates in with other analysts/SME’s. Using the collaboration network, queries and

return sets can be analyzed by more than one analyst/SME to ensure validity.

[0139] In the invention, the Analysis subsystem operates with a marshaled
query on information returned by the Collection subsystem. Such queries can be done, for
example, by using meta data searches, with On-Line Analytical Processing (OLAP) tools,
or using conventional pattern recognition technologies. Return sets from these initial
analysis queries are filtered through two pipes: a filter pipe and an index pipe. The filter
pipe applies semantics to incoming signals based on meta data associated with them. If
this approach is unsuccessful, semantic application can be attempted based on content.
Feature extraction can next be performed to ensure that any semantic application
considers multi-semantic issues. The index pipe attempts to index incoming signals based

on keywords, thematics, and hierarchical clustering.



[0137] In the invention, the Collection subsystem centers on an analyst or SME who has domain or
geographic expertise. Standard content feeds for his/her domain are substantially continuously being
examined, as is existing content in the CRS (91). In addition, more focused content is captured by ad
hoc queries through both the CIS (51) and the CAAS (71). These queries can be run through a
machine translator prior to content acquisition if specialized, foreign language content resources are
presented as information sources. In addition, bas&8 on return set content, machine translators can
also be used prior to CRS (91) storage. Analysts/SME' s can also use an RSS Aggregation Module.
This module can allow each analyst/SME to develop his/her own, personalized set of headline content
that can be scann a regular basis, 0138] The CR 1), outside of its.standard data
Structure, s pre- Il (P B Ry le kb G e L R s
queries. Théde tamipsatperatrenial thielfbnatiof ngeysrihveovagkettivapare stefifed rg-partners such as a
Health Informaian BeaLIIR A C aliEcpBeLhaSIEmBlEs obS lolariages hetween CRMS,

PRMS (241), and MPS: Partner and Member activity history and itinerary information can contribute
greatly as atrgexépiabiisfoanagen seiiss AtseRbyhosiEBaCS (fAetidicd @dyBasies idha collaboration
network thaihg analy sYsMERaISE PAleS Nyt HlB R ARRYSIB(AME S aldsiig: g collaboration
network, queries and return sets can be analyzed by more than one analyst/SME to ensure validity.
[0139] In the invention, the Analysis subsystem operates with a marshaled query on information
returned by the Colifdéldn {ﬁié’r’ﬁ?rs%‘éﬁ'tﬂﬁéﬂ?é%eé&ﬁ THEHE MerRRATIIeY B &G dneta data
searches, wifilyOfodinednalying Riocessingh(GUahR)dapisicarssivihsanyeRiimai Ratdig recognition
technologies. Return sets from these initial analysis queries are filter %}Uﬁ\;@ h two pipes; a filter pipe
anc an e BISE TR TG B b B e S TR T EaS L AHGEA Fela
associated witihilisnanlhdhjsiap progotuis emndatoe sstulogeandis) applidatiomdaxiTioNaitempted based
on content. Fegiiie extraciion eamnex be periormed (o.cnsire (12 agy semantic application
considers mull-Semantic 1Ssues. 1he index pipe att ptspto index Incoming S|gnafs ased on
keywords, themasiosekne itietatchicaitoto soeringe-i2@nsive[ Gk 40jAn ke@stayo «ey relemeatiys are
associated wj il | [ Irst is operational qualification agents. These agents
capture spe%ﬁ?%ﬁggﬁgﬁiﬁlg&dg%%%?%ga%%%@%nd can be event-based or schedule-based. Once
an operational qualification agent captures a signal, the signal is classified and moves on through the
system without prd@déaingnee agkeaddiae rurnhediHycardiveraaign blockdie1 JHgtsemeetilter and

index pipes QresdynmmiGOGSHRAISHE i it b RS& IRE R Rodiisthdrantaibmbidn GarR wtbrough the
application of an analysis engine. This analysis engine is a network of adaptive fuzzy feature modules

(AFFN's) th&R¥onertitd iy LompAe ahaa HPavRAE RO AP RO RGP BRI (A FERIORERN 's and

ATCN's provide sapeagedaitificiahinfasnaiianfend.canturadeatiemsandcarelatansddatween linguistic
elements that are either too time-jntensive for humans to capture or practically impossible without
computational'SS&EG e throysh 45118 s B SPRLCALLIHHH HE S At SH TS B BIBEK (i.e., it has
some classificaitoDotissacindabs widnilortheitdabk itselbeai deneonsitlareichifieisnation or, in the case of
misclassificatio tr\?g]t@ﬁ] irtlforma}}ion without attached semantics. At this point, the analyst/SME either
validates th& iformation oradds Semantics to the information. This can be done through using the
information block as input to additional mechanisms in the Collection subsystem, or using the
collaboration netw&dk4¥hd additiomaintioalysisiSMEd sforreaoimascomsdirsliggain asj0143] In the
invention, a i iQn is classified. i . n an alert. If it is
classied a8 e T e e RS (151), where
the content agarregtadfinérsnptioroisghrandeckdvitiqfrddeds3 Mt tistisdhstconterupplagreitiésontent can
be discarde}, Arsemteq @iRianttagRt B e GRm: (M sespent Raskindhe.analysiiSMiE for additional

analysis. If the aggregated information is classified as an alert, it is sent to an alert framework, along

with its metdtapicdaiditivithishieiathalels &8bipieanelgckdatarintal el Sy Eafier pedbdonshd then
concomitantly{-3e64.te (R S EPdd e st ighdavalaRMEMert, it is sent to an alert

framework, along with its meta data. Additional meta data is assigned (e.g., data/time,
GIST, alert type) and then concomitantly sent to CRS (91) and distribution list

development.



30 [0144] In summary, the method and system of the present invention offer a travel information
functional architecture that defines and supports gathering, analysis, storage, and personalized
product/service delivery of accurate, comprehensive, and personalized travel information. The method
and system of the invention provide a breadth and richness of information sources and acquisition,
sophistication of external oversight, advisement, and business rule development processes applied to
travel information development, diversity of produc3@nd delivery mechanisms, and a comprehensive
application of supporting business and technology architecture. The result is an online intelligence
agency that both feeds into and is driven by the global airline reservation system. [0145] The
following example js{ntended to be an llustratign of certain embhodiments of the inyention and is not
intended o nmit L0 Lebbe DB e o fy Rl S SRR e WL ey The
travel informetishis{@tantiopératasnal thebgadistintiapldaioss and §0nAV] ggthersezomslysformation is
collected frag, Qoling, 3ures At BRAINEAL RIPAIANANANANSIRL R ARNSIR sgigen the

information, iron out discrepancies, edit and format the information, and send it to the data store.

[0148] In phegeompbzedifveldplonadomel g snshathendgiysrie of oy disamriesiipaints in the travel

ind_ustry. A“b%‘ﬁ%ﬂlﬁd%%ﬁ?e&%@iﬂﬁ%ﬁl%dﬁ%&%‘Z‘ﬁa %c&#ﬂﬁﬂﬁ?@o@hﬁé&’ﬁidﬂ@'é&%ﬁ% Report _(T|R)
while purchasing an airline ticket from a travel web site. After purchasing the ticket, the traveler is

presented WAtF A RAESSTBANS A PURRRE T8lareXd oot e shath Rt trhineieel client record and

e-ticket inforgtatiam éarmirtoiitcaoraé wiafteohsrean eithelarcephibis piofile ¥with.a single click, or
supplement it with more informatjon. In either case this profijle form is transmitted online to the internet

site, where TYRRGIEY ABRHECHHIh S P URRTEISEsHfsS 2BH (P eRBYCRAS M BP RN dAE content from the

data store. result is an online intelligence agency that both feeds into and is driven by the global

airline reservation system.

[0145] The following example is intended to be an illustration of certain

embodiments of the invention and is not intended to limit the scope of the invention:

An Example of the Travel Information System

[0146] The travel information system operates in three distinct phases.

[0147] In phase one, information is collected from online sources and analyzed
by regional analysts. These analysts screen the information, iron out discrepancies, edit

and format the information, and send it to the data store.

[0148] In phase two, a traveler enters the system through one of many
distribution points in the travel industry. An example would be a traveler who decides to
purchase a Travel Intelligence Report (TIR) while purchasing an airline ticket from a
travel web site. After purchasing the ticket, the traveler is presented with an online profile
form, which is already populated with the traveler’s client record and e-ticket
information, forming the core profile; he can either accept this profile with a single click,
or supplement it with more information. In either case this profile form is transmitted
online to the internet site, where it triggers the application of appropriate rules, and the

retrieval of pertinent content from the data store.



31 [0149] In the third phase, this content is then assembled into a TIR and delivered to the
traveler. The traveler can then print and/or download the TIR. At any point up to 30 days after his
return the traveler can also pull up the report online and view the latest version. If any significant
changes occur to the underlying information, the report e-mails the traveler. In addition, if the traveler
has purchased a separate wireless alert product, the traveler can be notified on his wireless platform.
Global Asset Risk Management [0150] Figure 2% is a functional block diagram of a global asset
risk management system 400 according to at least one embodiment. Referring to Figure 25, the global
asset risk management system 400 may include at least one travel intelligence source 401 and at
least one asset inf ion squrce 402, The travel intelligence source(s) 401 may jnclude the CIS 51
and CARS 71, or o B e MR RS 71 o
described hédediver&bioghatnpielcthd hravetdletigehoesouslioy dowmay thellitk Anhatification of an
event or evalying secuivAjtuation halcieales ARINURASRY sk (prREARYASTAIS.H afgmbodiment,

the asset information source 402 may include company proprietary asset information such as, for

example, bubfbitfishiteidies, Hebyraishictaebeinm sasoreaatiorite vadenhyis/ieiommeienstes facilities. In at

!east_one e'ﬂ,q%?@@%{Hi’lmﬁegﬁﬂgfélpm%ﬁﬁﬁgﬁﬂﬂmg%@QQPHEW&E%@& Atphigetivepaof coordinates
identifying the location of the asset(s) (e.g., facilities, office locations, or personnel). For example, the

geographic foeARE Ao fRTdIT TP ImaneEind e s risiles s @LUIEt of Global Positioning System
(GPS) coordinates. Furthermore, the geographic location information may include the current or a
recent set of coordinates from a Geographic Information System (GIS). [0151] An analysis engine
403 may receiveaintelig@ngeMisiageniation from the travel intelligence source(s) 401 (e.g., Source A)
and the asset information source(s) 402 (e.g., Source B). In an embodiment, the analysis engine 403
may correlate the ifdEsijertdgurdamat dmeionalSoockelidgradilothehdsehinéorisiation (e.g., Source B)
to determinef one or QLG A53610 1 AIRIMals to,an, niclligence. svept that could impart the 32
security, hegfﬁ}, freedonrd movementr, orothénwise a versely affect the emaronment i which the
assets operéte glbbd, dhretandlysisagngice 408 md)(pnoguiceladisk kssessnenttepel Zdddy, among
other things DRRRRE A RIERUN Haveriiciiornce b dsseplogalensulfgtigast one
embodiment, the analysis engine 403 may be as shown and described with resSpect to Figures 3, 7,

and 23.  s[OISEHIAHMmey bedidetic e §lobad &<5ab ridk nHirdgtieanes/staniolmatinay assign one
or more geagQd&s:ta ainiReRNSe Arlatach8vanticiald heiaRAYSISFEPeiamAR3IR teRdering the

determination. The geocode for an intelligence event may include informational elements including, but
not limited t&ERBSERETIREFRESSE AEgHRY tashiieR Bedtaasion etk fyRBOtRECYEBg sEpHit toordinates of
the epicentey;Qhiida BVLBELR:S alaHIIR RN I0RY KGR pavdinaie s ansbai thuratmesiseter for the

event. Thus, each combination of the elements comprising a geocode represents a unigue geocode

for an event ™ AAPAHCRMESHA) HEE DRSS BHY REISHBASO LYqEmaign iR Asntthreat
perimeters) cthaplheat perimated ayebergilanyosheneistehasofosexanpale; eipliaseetiptical, regular

polygon, or chel thleas'r rfr? % 8&?51 one embodiment, the geographic location information may include

an objective set of coordinates identifying the location of the asset(s) (e.g., facilities,
office locations, or personnel). For example, the geographic location information may
include the current or a recent set of Global Positioning System (GPS) coordinates.
Furthermore, the geographic location information may include the current or a recent set
of coordinates from a Geographic Information System (GIS).

[0151] An analysis engine 403 may receive intelligence or information from the
travel intelligence source(s) 401 (e.g., Source A) and the asset information source(s) 402
(e.g., Source B). In an embodiment, the analysis engine 403 may correlate the

intelligence information (e.g., Source A) with the asset information (e.g., Source B) to

determine if one or more assets is proximate to an intelligence event that could impact the



[0153] In at least one embodiment, the risk assessment report 404 may be a data set illustrating the
vulnerability of an asset or assets in the context of an intelligence event (e.g., threat). By providing the
user with an indication of the asset vulnerability in the context of the threat posed by an intelligence
event, the user is able to ascertain the risk to the asset and take appropriate mitigating action. The risk
assessment report 404 may be a visual output to a user via text, graphics, or a combination thereof.
The risk assessment report 404 may further includé2one or more electronic messages in combination
with the output. The risk assessment report 404 may be output to the user, for example, via hardcopy
printout, compyier teminal display, armobile, dvice. diseiay,suchas @ Higuid aysial Display (LCD).
[0154] Further, In %n'embodimen ? e gYoglaPaisse rs managemgnat system 20 may provide a risk
mitigation toelbhdxthoBstetaspishtn Hssetimanalyers aorganpdfsomayr galwavhisisasesponsible for the
asset at risk oﬁ%ﬂt%?%%ﬂgl%é?%mgg R sDcIeRERLAR &E&’é[‘?f?ﬂ%lﬁ%nlé‘%ﬂ%‘és igation
toolbox 405 may include one or more tools that serve to provide the asset manager with information,
which may ilesititmsntbl| iy derse wreiptebiidaneet rdiaeadliysio engitertOddafyl e #hithpatingithe increased risk
33 environmeat faE NG ASIShe BB PRIGS O3 suchdaals include, but are not limited to, references to one
or more documents specifying security response procedures, policies or procedures to be
implemented in redf th gatieiRtiBsBlihy HipbatasihaitharrRazsmen erBBUbARnstead of a
link or referergei@tbedaskmesttukab slaatepmnieeRykihe sacdmantshmpayibeinade available for

download by the asset manager using, for example, a computer equipped with a web browser. Other
tools may inctid8 KHstimeo Ly SRRt Eor uile shncaflsd U ARNStHRICR CE S BdeungMated
information aiferaddiinmaldmtarnaiioniiegaiding: theiassel(gedhtiskgence (EbHHGWEAH is a flow
chart of a glgbal asset risk management method 500 according.to at least one embodiment. Referring
o Figure 2618 FEh O S08 g LGTHHEAES SLSRh 0t UCet o5 81 T B ST8 RE510,. A method
may includelsgueivingl ikangludteltigeinceadnamadtl dashgre intelli jarbe saurtcel s Sdsha method may
include receivirg .asset E)Eft rrré?etion g%rgmatrle%ast one(i:gggrggartei:og f’soéjﬂ%?'ll:he (t)[%\(/iglfior}tgrllligence
source(s) 461 may Include the CIS b1 and CARS g/ef, or the’ mfeﬁlgence F information associated with
the CIS 51 amdnCANSIT tyers degdrityedrioeseianionansosielingerntodadeassdifiiafontrihtion source may
include compay RIpTIgtay ASELIMRIIAHAMRHE A < IALEXAMRIE dBHL DRt IR g, geographic
location information for company employees or facilitiés. In at least one embodiment, the geographic
location infotHiBtien. Asayldlokiean gbjeegarswlygdbordinates identifying the location of the asset(s)

(e.g., facilities, offiggilopatians, RhRersonneiiFRhEXAMRIe I8 9eeUraphIcdosatigbinfaimation may
include the current or a recent set of Global Positioning System (GPS) coordinates. Furthermore, the

geographic RSERISH FHS AT FRRRITRCRIE AectOF e iR R SR OO PR AVRIIISRSS fHsint a
Geographicnformation By gemdabide user [WkhahGRIE@INBY HhaRRIGEARY 1811720 atdvhich an

analysis engine may.determine one or more impact areas for an event based on the intelligence or
information TEBEREY FRSHMY RAE! BN tERiGEH LE06E ST BRI HRUEI S TRatb NS BEF8(s). In an
embodimenthé¢hissenaydneits dpeopielatimgrithe higtedigan CEhinfeknastiemwithriperagsemiafobmation to
determine if one or more assets co Idtbe impacted, in t%rmst.of ﬁ(lacuritty,IlPlealt , freedom of movement,
or otherwise adVersdly affécted, by the scelrrente or Rondctutrence of a particular event, at 525. In
an embodinmepdrtthedmeth 6d theayniclolldenassigoirg ktisast onssgeocadetdantiotelligetioe event to aid

the analysis, gfigine it 3 Fendeng e impask ASsessmeNdSRIINALRR. It analysis engine
determines that one or more assets cotlld be at Intreased risk due to an event, control may proceed to
530 at whichatisqippaintizk.remagenierning dispbtuce molkle dsswssirgttyrepdrasia Biyemhbodiment,
the increaseg Jigk @%\51% (E\@gﬁ'ged py assigning a cgrrespondingly higher ri.sk r.ating to the affected
asset(s). 0157]](§|gure 27 is an illustration of a risk assessment determination or report 600

according to at lealtloné efsbdiniann asbsdbmenintimgliebad 75591 deterpaBeatism BrRPIIGE00 may

include identifWng AIEMINAK REBB.001 Retrsialed withaninigligenss gyest thrtiscategorized as a
critical alert. Each such critical alert may be assigned an epicenter 603. A map 601 may include an

indication oRECBR&BP éFePaREbladentiis shat it o GRME afteadadgsitdiertsed risk

environmenfRasgedankanenehathar thirgskihaassphheimgowitbRAe ilhaeshivpaareas 604
associated with the epicenter of % critical alert 603. In.%n embodiment, multi I(? C ldt)%gories of impact

areas 604 M3 RPN RGeS ARAPREH U P IPHRAUYY, WiFkHE impact area or a
security impiacldpeacQiheindttegosiedaasé ipossialeonnuat idastoinigeimp ddimmerdshakriikk assessment
report 600 may be output to a user, such as a risk manager or security director, in the form of a visual
interactive page that may be displayed using a web browser of a computing or communications
device. Alternatively, the risk assessment report 600 may be output via hardcopy print media.



[0158] Returning to Figure 26, control may then proceed to 535, at which a method may include
providing a risk mitigation toolbox to assist an asset manager, or a person or group who is responsible
for the asset at risk, in responding to the increased risk environment. Examples of such tools include,
but are not limited to, references to one or more documents specifying security response procedures,
policies or procedures to be implemented in response to particular security threats such as evacuation
plans, maps of facilities, and the like. In an embodifdent, instead of a link or reference to the
document(s), an electronic copy of the document(s) may be made available for download by the asset
manager using, for ex le, a co ter equipped, with a web,browser. An e le of an document
provided byetll%geirr(fg‘,1 %i?ﬁé%?n%ﬁ?%%%&n ellgss ()Slel/%h\iqrqO |gllﬁlrceuig§’. gg%@]n@ hlén;(l?é%?g ‘associated with the
toolbox mayréfickidesamotifioationesystemefts shissépmngakingr travesiporetl igencbiors spdivity related
information P’f&%e%ﬂgég%‘% ﬁi@!f?&%‘&'%&%&r '?9{#&?&%&9&&%@ @E‘ei&%@&f&%&@r‘lﬁyﬁem may
send a notification to an asset manager or to personnel atfected by the event using a variety of
communicago§mediaicnhapashpinelwher rstaiicelie hotfsatmmitaybel preotisierny &hd stored by

the system. tﬂ@@&ﬁlﬁ@ﬁ&@'ﬂéy’%@Hiq'&l@é_/vﬁi'ﬂbf%rf@\dgw/nES§@Bg$ﬁéJ&Eﬁiﬂ%ﬁa@%{ GRl.Iq4 notification
message to confirm successful notification dellv%rgﬁ In an embodiment, the notlflcaﬁon system may

assign diffef@ii1el§pd RSBREEGEHEDEE Midicateeh v atio ARSI, Metilation receipt, and

confirmation {e$Ranss s{tahleastioRmampodimentnib i patiicatiQu Ut feRddRetification
messages according to a set of business rules. The business rules may include an escalation

mechanism 38 &MU{ARY IR PURR HRIP B REASRFEG Y Bikasset manager, security director, or other
individual or organjpassn regpeasibie fatonanagingdhpbasels)rakrisknfenexam@lerdfSamotification is
sent via e-mail and no cct)i.firmation response ig#nel}{&;?cgived, %ﬁen th%hegﬁﬁtion mechanism may
automaticalﬁlcf)%% the %fe%etgr%e%dl?ﬁg novtication U ﬁ%&rg fRI8RL C diidations channel or
media for businesscomntififiyndpoivas), ttod Bxanddés triggering adeiephoneacdlldo theiesmail recipient

to ensure her (eesiying.thenotfioation, Multiplglsvels of gecalefion.using A of gommunications
media may be provided, including e-mail, telephone, pager, facsimilé, satellite radio, or wireless
device. Furtheeidifferesst adoatatiom husinadsattlese mdyr e tprovidect foF aiicel anteltsdoesals.

[0160] The @%&Qg)ahmtﬁlﬁg?ﬁ‘cﬁﬁd@ﬁ)é RIS PIHI QT AU HI GRIGK QS SR RARAGRN (O obtain

intelligence for greater contextual understanding of a security threat or'increased risk situation. For

example, sushosHdedoriah itefibentend S ineludearadesatiehjeincdede arbedsneihdht a neighboring

country neajap asekiniah BRachAiERfdHRERpRLS pﬂ%?ﬂ%%‘?%éb@%%%a@f&y iderpdldigipnal
intelligence by applying the rules engine to a traveler profile as described herein. [0161]

Furthermoré: ehibBgiBHE L st St cslpsipnABEP TR e ipr SOMBYMW RMRIY t5ibility to

determine thgcigliadility f1¢he bHeligenambseehingdeteiphRing aichtistdaeibd pantieilas, the Content
Identification Segment (CIS) may provide the capability for a user to review the source catalog

information 438BIS5Y8 WA SR RYERLSUERNLLY RS DR ARTANS 0! RIS od X' Wifeal alert. Thus,
the system 4@tcaliosusidhe seperibnthire Cror ok A8pRL Magagahphiadply s pessan@bkaewledge in

assessing e F oI AR L6 RIS PIRA R 2 S USRI SV TR, DS sR TN 36
Furthermore, the geographic location information may include the current or a recent set
of coordinates from a Geographic Information System (GIS).

[0156] Control may then proceed to 520, at which an analysis engine may
determine one or more impact areas for an event based on the intelligence or information
received from the travel intelligence source(s) and the asset information source(s). In an
embodiment, this may include correlating the intelligence information with the asset
information to determine if one or more assets could be impacted, in terms of security,
health, freedom of movement, or otherwise adversely affected, by the occurrence or non-
occurrence of a particular event, at 525. In an embodiment, the method may include

assigning at least one geocode to an intelligence event to aid the analysis engine in



developing an appropriate response. In at least one embodiment, a user may interact with the global
asset risk management system 400 to review the source catalog information maintained using the CIS.
For example, Figure 28 is an exemplary source catalog page 2800 listing one or more sources of
intelligence used in determining a critical alert. Referring to Figure 28, the catalog page 2800 may
include, for each source, a source identifier 2801, a source name/title 2802, media type 2803, system
reliability rating 2804, source location 2805, and a fést visited date and/or timestamp. Each of these
items may be entered by an analyst at an operations center facility of the global asset risk
management system 400, Eurihermare, the catalon page 2890 may incuds. a.soulice gtalog search
capability 280 7. &n emIBP)dclment, € source catalog pageafgaﬁ may be an interactve page of a web
browser application@uclisas, fouldxemiple;rtdicdsckiTng interestExplonsd TiMy proc¢ed 62530 an
embodiment, %?&9&@%%%‘5%&9&9&%@%&@&% PEANAMPIS KRG MPYRE AR girsor to select the
line including the above described sodrce information, the global asset risk management system 400
may responeniieeumgnttihg tecthesedsaslonavbenoriedist Pactivepagescimttspngingtheigbietailed
information gsgogiated WithHhe saussey&ach source entry may be hyperlinked to the source catalog
page or one or more detailed information 1pages, for example. Such detailed information interactive
pages may includd 0bo? brd st fimitiscid g eian pferskioie seoriésiesminatalAa @ Ptimary
contact, an giigrRatRErntach /A satingbolingsetallechinfarmatiandnay ke naniainedising the CIS.
Figure 29a is a first exemplary general interactive page 2900 showi%general details associated with

a source acERin b dadidnenibyamaBAnResarAn Y argGiucsoXithad Jisligintstails page 2900
may includesacs@tiae Stimaryed A0 b, dhecapanet 0Bhe siehibnganalyatonpesses gRad2iwho created
the source, the namgggt e ana%ét or;/aer 0 290.31yvh0.(l)%3%u dated the source, the cre Eon date
2904, and tiR' G 18t upt SR 29dB2Y i) BIGTHA D is RSB ERaThpIEty B heral
interactive pagecaddbshtfedreg hurtheigeceral détailsiassacmiedatitincasouncetxaobid@ag to at least
one embodipent. Referring to Figure 29b, the general details page, 2950 may further include a media
ype 2006 e A Lo T T B S B S e e e petween
visits 2908 t@ﬂtﬁ@@@m@ﬁsihgather@mmmomulﬁelsoelﬁwﬁde@@@@,a@lmieas 804swaydeslocation 2910.
The source catian SRAAMAY BEAMNIRIMARRIGHERSS bACABLHRI fgha M fgrmatted web
page. [0164] Figure 30 is an exemplary comments interactive page 3000 showing comments
associated WiEhA s HUReEt acebrilHigtedgdenet viseesriblsditaticRé et edmipneBOritke comments
page 3000 rgg@xsma@;éﬁ&lvé@qgm@etﬁp%QQ;a%%@,céa&ﬁdwthsibﬁl%g%%}qgl&aﬂﬁmbodiment, the

[

comments 3001 may be entered by an analyst such as a SME. [ gure 31 is an exemplary
metadata infBYEAUTHAGAOTOY SHEWM dREE SRS {BRIARaY Vit RIayeH s A8 Aotdihg to at least one

embodimenb bk ek 6MmRAIRas BeiadatanssrReatedivithaseucR N aN ieluga dgfpemation
maintained by theﬂsq%/g,tem 400 representing relationships of the source to various other informational

items beyorfdRAE SIEIMGLRES HRIGYAMHYRRY SBICEtH%an embodiment, each source may be
associated with eitfoai58n irRefligene eodEieaO 06 (ecdursaauyiicteprocisa s iocatiwhiclestination
information &r(?.%%)gountr&l F?or exal Ieél refkerrirtl t{) Fi?ourl% 31, the .ngetadat? aﬁ]e 3100 may include a
list of projec o1 RdociatEd With the sourde. &1i5to %eoga%a%srllség%iﬁﬁ OF theSourde, a list of
locations 3183simwhghupevboin cespartéiiest st ansevarelks durcspoaddgory thiendtded [0166]
Figure 32 is, ) exAMRIANY CANARIICTRGHIYE RAYG,3RA0 APNINGPIIMAN FoRREt jnfarpation
associated with a source accor%tlnnpg to at least one embodiment. In an embodiment, contact
information essociated dvithmesturpesiiyayginatudey despereensonsdnigs artigicespprisilerfsrtehe source

as well as aﬂ@'fﬁﬁﬁeﬂ%t‘é&%@é&@lﬁ%@%%ﬁ%@&t§9$9f[[}?1@9&€9£&&?a§%5%%a‘? H(?Ealﬁ?ﬁ%gary or

W
alternate contact information may be provided on additional contact pages 3200.
of facilities, and the like. In an embodiment, instead of a link or reference to the

document(s), an electronic copy of the document(s) may be made available for download

by the asset manager using, for example, a computer equipped with a web browser. An

example of an document provided by the risk management toolbox is shown in Figure 35.
[0159] Other tools associated with the toolbox may include a notification

system for disseminating travel intelligence or security related information and additional



[0167] Figure 33 is an exemplary source ratings page 3300 showing one or more reliability ratings for
a source. Referring to Figure 33, the source ratings page 3300 may include an initial reliability
assessment 3301 and a system reliability rating 3302. The reliability rating assessment 3301 and 3302
may be individually assigned a rating such as, for example, "A," "B," or "C," representing a range of
most reliable to least reliable, respectively. The initial reliability assessment 3301 may be a one-time
rating assigned by an analyst or SME based on, fob®example, the analyst's past experience involving
intelligence from the source. In an embodiment, the system reliability rating 38 3302 may be
determined k%)f 0thea§1 Isltemafr 11(1) btﬁlgetsj Otr{s aratisri(g z;}ll(l;eolrli(t)h1 icgfgl%% tg;lks%s inr%% ag:é:no#Jarllt a variety of factors
such as, but not himi etﬁ%, theavaifabli fo* the ‘source %o provid |netlglllge¥1ce 0 agents of the system
400 as desoritdd@ani¢r heretat Dthegdactdrpemayniret ider tibbexistencet obmgmanriatyhd loop
feedback regaidiidililioRRes PR ded v roNGa O RN ARYE RRIEERAL difgelligence
using, for example, a trend line analysis. The rating algorithm may assign a mathematical or statistical
value to eachépipied/Byidiessiataors Hivongidis dompuseca raizbiithaaenis aserpoethecoysighted sum.
By comparlqgsépy@g@hr)%lfﬁg%n ARICIRME bR Wit Loe SySte felialuli e Rting,3302, the user
may determine the change in reliability of a source over time to aid in assessing the intelligence
received frofffiRsiBsndBe porfieinareystRe SstréesteriAy Sprag e smvosraly soreeidisatle a source
status 3304y ¢elirhiity GAMRMRHSH3 3R SIS UGH: ShatlSoRAMMEMS@30Rsel N SOLLsERtatus 3304
may indicate the current status for a source including, for example, "in use," "potential,” "do not use,"
and "aggred P IBG RIS HAHS Ah ey 4SBT AR SHERNIL SN PO MR it AR A S arding
source reliabilfy@xk stadus Tiespachivalyules n]fl 6] Fdguhe:34ligian exemplanyfadeitionggd mielligence
page 3400 of the riflémitigation tgélbox in at least one embodjment. Referrin&ﬁﬁo Figyre 34, the
intelligence P&YE3HYE A ITOGAS YA @SS LBIAES HSRSH AN CHit SMELHOH bIMEH 280" source
nameltitle 3402naaredietypeBAD{@manapiagtiexse riguisk sdiroex idgpitifigrad3dddicatystem
reliability rating 3405, a creation date 3406, a last updated date 3407, nptes,3408 (e.g.. a URL address
of the Word Ve TRc) g S bR A RS W o et
of the edit seledtionshuttion 840ativel kystenmp4 0@ nyal providedtte oaptbilitynfositieauser to edit the
source information ingliding e detadisids,Shenn i fgure34onan smRadinent g system 400
may provide the capability for the user to search the source catalog or repository by entering various
search criteH:2E®iHg thielppperpenl sedieh-iRtdfaceisaigg. ensuph@IPFiHiuRe 8% RoHA@EMplary
reference daguMORLARICAIO0BBHINGHE PIRINIEXSIAREMMER3RAL ﬁ@@l%d‘i‘;&ﬂ#&ﬁﬁ&twd

document 3502 of the risk mitigation toolbox in at least one embodiment. 170] Figure 36 is an

exemplary doehtdngcmeiidelPhteadasintiittilfe P aapicsRbWIHYetasta 544Btlated with an
additional ingelfigence semiee mithessiskahmtigaben e beparcandingdr atigast one embodiment. In

an embodiment, addijtional intelligence metadata assocjated with a source may include information
maintained by the Sy 468 $aB L0 G PSRRFSTRRYHE SrehY Lt et DAt B et iHormational
items beyonddheéntelbbencenpidigicird by theasguaeettoilexasiplerdiateoingdouhiguhecatorthe
additional intelligence. rpettad?ta pg;ge 36001max iﬂcl(ydde a Iist Pfl rojtects 3601 a&sociat(t-:-d with the
source, a list SFTRS CHISGOHAL 602 1SF HE Sotiel “And A st Br IoehE AL aBF AR the source
pertains.  in{@ligdjdeiguratSacisiaimexe mptaglybadditionaltiytedigentasatingsimieractiauepage 3700
showing SoyCe re%iln S sesg%i%teql(\%ith an 9(qugéora%litiptealdi%&%3 source of ﬁh?nri?f rpd[ifgation toolbox
according to at least orie en%odlnmentfn%rpexampale, reterring to |gurey3ap})tﬁ/e additional intelligence
source ratingggpege 3ne0ahaprirdigedasaibeddentifier 3701, a rate date 3702 that may include a

date/timestamp, a foH ricaliymscaled Ymelingss SeLs: 3703y gmw&%@x&yﬂ%&ccu racy score
3704, a numerically-scaled relevance 'score 3705, and source comments 3706.
provided with the capability to determine the reliability of the intelligence used in

determining a critical alert. In particular, the Content Identification Segment (CIS) may
provide the capability for a user to review the source catalog information associated with
an event such as, for example, an event leading to a critical alert. Thus, the system 400
allows the security director or asset manager to apply his personal knowledge in

assessing the reliability, for example, of the source(s) of a critical event to be used in



[0172] In addition, in at least one embodiment, the analysis engine 403 may include a compliance
function in which a person seeking to travel to a location adversely affected by a critical event, such as
a location within an impact area, must first acquire the approval of the asset manager or security
director prior to being permitted to travel to the location. This provides the asset manager the
opportunity to ensure that the traveler has received proper training in dealing with the increased risk
environment prior to traveling there. In at least one3émbodiment, this compliance function may be
provided in the form an online test for which the traveler must obtain a satisfactory score prior to be
authorized travel (e.qg., prior to bejng issued tickets). [0173].It is apparent that the glohal asset risk
anagement S A AR R e el ot oty B e S T A ot msser
risk manageheegibhahatiochssh maragetycof ertbodiitbtscfoebobh fixedeanthmgbilerasgats including, but
not limited t%zﬁ’%&fﬁ& [RAINIER. AR EQPLRINGIS. '%%E&%‘%@‘B‘Sn e glabal azset Eﬁ?a'ﬂ@gg@g”t system
400 may be configured to provide supply chain - management by providing a risk assessment for a
shipping roud80dH greendpigoonssivrsieipeh dretbesieid st dehamnine araptied e, routing of

supply shipgarayid &7¢asAf RCirasediis 0 SieePhRAmMens: e asset infasmation may include
individual shlgplntlg‘]ﬁcontamer tracking 40 information such as, for example, a container identification
1

code associ fr80det 6P SR ARSI 6 p8 B Belia Grap RtV obrdrmated i liferime ¢ Sinilarly, the

global assetspigkmanagamens syfem4Qikmaxhe sanigureditprorids peirarnehtaeking by
associating a personal identifier with a set of periodically updated geographic coordinates or

identifiers. IRGEEEE] BRALMBY ;A CRE ARG RSO heas SRal S BI85 or GIS coordinates.
[0174] A furtheigxamnleyolea 1ok aFaassmNt epitaoeqstie @ 30(Rm Sniodingsbiscshown in Figures
38a and 38b. Referring.to Figqure 3 message portion 3801 of a risk asses nt regort may
nciude a teR R SHUE S Bt ano B REREL D e g et s AU b Erated with an
intelligence aventradneapegsafie pobtionwsayaplda atciucech adppingnnik:itierd838nd an asset
communications iqtgrfa}ce 3804. The mapping interface 3803 may include a selection mechanism by

. nterne rer- . . . .
which a user may select to view a map portion of the risk assessment report. In an embodiment, when
the user selects thmhﬁdﬂ)pihgammmm&m a%ysisténg@feam@hﬂefpambage such as that
shown in Figuie 3o e ANalYSls gnaios MannshUle MR bl isliogseand information

from the CRS In"generating the map page. In an embodiment, when the user selects the asset
communicafitfesiatitiate sBte] asecOMISTRIAJLEMPLAA RIS FapespWAIAUHaLSer may

compose anfcadse o &%ﬁﬁ@‘iﬁéﬁ%ﬁ%é%g’é&'%ﬁﬁﬁﬁg%ﬁﬁﬁ@B@aﬁ’é&l SleStrenicesR8a80r email, to
the asset. [I%L?S] An examEIe of a map page 3810 according to an embodiment is shown in Figure

38b. Referritdidheideiecssbathatisp Prpeman br MBriHekrdd uthr apriearaitrsca8pre $8Ating an
intelligence gVt 3@l ghantiaabatiasd, epersaipingsutanidnacl 37dmaionanhicatatifact

representing a first asset 3813 such as a person on the ground at a location, and a graphical artifact
representing 2SEREH ALl S8 SBH AU iR SFR LT EHAR CORMAYD B554!881% may also
include a genianee ARl reprebentingcantateaindauniskayy The the.gxannpbemafibigung B8b, the area
inside the geofence g\gyge%gilg gt q:safe ea a%[d the areq outside ffhe eofence m%/or(?present an

.~ maintaine 1ogure $ a first exemplary general. intetaciiyepage
area havmg an unaccepta thréa{or rlsk Alterna IV(-ﬂy, ¥l‘% geofrence %%fé)n%ay correspond to a

threat perimétew mizezgenaodieaits witiotidied widaanside: tie gdofencet lepresentsitidiared.of
unacceptably %i]grh risk.- A he RROe.3810 may also.igglyde text information 3816 to provide the user
with, among ST gL URE SIAt e OF LS SE15 81 5, UL with Foshoel o toa Bbtence 3815,
Further, in a98hsthomereeriddhiimesating segysinyeptosthie2d9e vdulectirigddhc nteitige fcenewent 3811 on

the interactiye ap A%, PHIQHHSHE, JRHLSXaTRIG A ROVSEASHER) B SYSIETHAL0 Mgy output to

the user the source catalog page 2800 (see Figure 28) so that the user may review the sources
underlying tHai¢reeligRstaes @98pt. Thus, the risk assessment report may output to the user an

indication of the vylpggapility QFOPe,qE MR ASSELm AN cRMEMhRE A% VRtsIigenss ausRher events.
further general details associated with a source according to at least one embodiment.
Referring to Figure 29b, the general details page 2950 may further include a media type
2906 associated with the source, a lifespan of the article 2907 if applicable, the interval

between visits 2908 to the source using the system 400, the source title 2909, and a



[0176] Whereas particular embodiments of this invention have been described above for purposes of
illustration, it can be evident to those skilled in the art that numerous variations of the details of the
present invention may be made without departing from the invention as defined in the appended
claims. 42 CLAIMS 1. A risk management system, comprising: a risk information source that
gathers risk information; an asset information source that gathers asset information; an asset location
and movement information source that gathers assét location and movement information; and an
analysis system analyzing a plurality of risk types for a plurality of countries or regions, wherein the

risk management system sartelaies.one.ormore risk(shrelated infarmation i, gne gr more assel(s)
information, With asset focation and movement mformation, and generates an asse specmc risk
assessment(t8plorfowh ErEMIndrrenatitdevpltupaliey of risk types are related to weather.

[0164] Figure 30 is an exemplary comments interactive page 3000 showing
comments associated with a source according to at least one embodiment. Referring to
Figure 30, the comments page 3000 may further include comments 3001 associated with
the source, In an embodiment, the comments 3001 may be entered by an analyst such as
a SME.

[0165] Figure 31 is an exemplary metadata interactive page 3100 showing
metadata associated with a source according to at least one embodiment. In an
embodiment, metadata associated with a source may include information maintained by
the system 400 representing relationships of the source to various other informational
items beyond the intelligence provided by the source. In an embodiment, each source
may be associated with either an intelligence category (e.g., security, terrorism) or
location/destination information (e.g., country). For example, referring to Figure 31, the
metadata page 3100 may include a list of projects 3101 associated with the source, a list
of the categories 3102 for the source, a list of locations 3103 to which the source pertains,
and an overall source category tree 3104.

[0166] Figure 32 is an exemplary contact interactive page 3200 showing
primary contact information associated with a source according to at least one
embodiment. In an embodiment, contact information associated with a source may
include a source owner or entity responsible for the source as well as address and
communications contact information for the source owner. Secondary or alternate
contact information may be provided on additional contact pages 3200.

[0167] Figure 33 is an exemplary source ratings page 3300 showing one or
more reliability ratings for a source. Referring to Figure 33, the source ratings page 3300
may include an initial reliability assessment 3301 and a system reliability rating 3302.
The reliability rating assessment 3301 and 3302 may be individually assigned a rating
such as, for example, “A,” “B,” or “C,” representing a range of most reliable to least
reliable, respectively. The initial reliability assessment 3301 may be a one-time rating
assigned by an analyst or SME based on, for example, the analyst’s past experience

involving intelligence from the source. In an embodiment, the system reliability rating



2. The system of claim 1, wherein the system accumulates information or intelligence regarding
various activities or events that occur anywhere throughout the world and are a potential risk to the
one or more assets. 3. The system of claim 2, wherein the plurality of risk types include a first risk
type related to weather and a second risk type not related to weather, and wherein the information or
intelligence includes health, transportation, weather/environmental, safety/security or communication
and technology information. 4. The system of cl&im 1, wherein the system accumulates information
regarding one or more organization(s) asset(s) that are located at particular locations throughout the

k} do .work for the

world. ~ 535’6?&%? %"%e‘%&%?ﬂ%%‘d ';Vﬁ?eesr esiFe{tr?ﬁ(jQ]fl?z{sng fion, in IIUdéﬁg&?tB%%h\g/{. QAN

organization or itents in transi at are useful for the operation o organization.
account a variety of factors such as, but not limited to, the availability of the source to
provide intelligence to agents of the system 400 as described earlier herein. Other factors
may include the existence of human in the loop feedback regarding intelligence provided
by the source to confirm development of the intelligence using, for example, a trend line
analysis. The rating algorithm may assign a mathematical or statistical value to each of
the various factors and then compute a reliability rating based on the weighted sum. By
comparing the initial reliability assessment 3301 with the system reliability rating 3302,
the user may determine the change in reliability of a source over time to aid in assessing
the intelligence received from that source. Furthermore, the source ratings page 3300
may further include a source status 3304, reliability comments 3305, and source status
comments 3306. The source status 3304 may indicate the current status for a source

L INY3

including, for example, “in use,” “potential,” “do not use,” and “aggregator.” Comments
3305 and 3306 may include analyst or SME observations regarding source reliability or
status, respectively.

[0168] Figure 34 is an exemplary additional intelligence page 3400 of the risk
mitigation toolbox in at least one embodiment. Referring to Figure 34, the intelligence
page 3400 may include for each source listed an edit selection button 3501, source
name/title 3402, a media type 3403 (e.g., plain text), a unique source identifier 3404, a
system reliability rating 3405, a creation date 3406, a last updated date 3407, notes 3408
(e.g., a URL address of the World Wide Web), and an interactive repository search
interface 3409. Upon operator selection of the edit selection button 3404, the system 400
may provide the capability for the user to edit the source information including the data
fields shown in Figure 34. In an embodiment, the system 400 may provide the capability
for the user to search the source catalog or repository by entering various search criteria
using the repository search interface 3409.

[0169] Figure 35 is an exemplary reference document page 3500 showing a
plain text document 3501 and an HTML formatted document 3502 of the risk mitigation
toolbox in at least one embodiment.

[0170] Figure 36 is an exemplary additional intelligent metadata interactive

page 3600 showing metadata associated with an additional intelligence source of the risk



43 6. The system of claim 1, wherein the risk assessment report provides a customer with an
indication or assessment of the potential risk(s) related to the one or more asset(s). 7. The system
of claim 1, wherein the risk assessment report is an information report including business operating
risk information. 8. The system of claim 1, wherein the risk assessment report indicates what type
of risk exists, the geographical location of the asset(s), and whether the asset(s) will experience
circumstances resulting in interrupted or delayed sé%vice, damage, or loss to an organization so as to
provide a risk assessment that notifies a user that one or more risk(s) to the asset(s) exist. 9. The

system of claip 1 Whersin 1he ANASTS YRS IR RRANRIR TR BSRIRSRSRaR g rarious types
of gathered In grmation.

intelligence metadata associated with a source may include information maintained by

the system 400 representing relationships of the source to various other informational

items beyond the intelligence provided by the source. For example, referring to Figure

36, the additional intelligence metadata page 3600 may include a list of projects 3601

associated with the source, a list of the categories 3602 for the source, and a list of

locations 3603 to which the source pertains.

[0171] Figure 37 is an exemplary additional intelligent ratings interactive page
3700 showing source ratings associated with an additional intelligence source of the risk
mitigation toolbox according to at least one embodiment. For example, referring to
Figure 37, the additional intelligence source ratings page 3700 may include a rater
identifier 3701, a rate date 3702 that may include a date/timestamp, a numerically-scaled
timeliness score 3703, a numerically-scaled accuracy score 3704, a numerically-scaled
relevance score 3705, and source comments 3706.

[0172] In addition, in at least one embodiment, the analysis engine 403 may
include a compliance function in which a person seeking to travel to a location adversely
affected by a critical event, such as a location within an impact area, must first acquire
the approval of the asset manager or security director prior to being permitted to travel to
the location. This provides the asset manager the opportunity to ensure that the traveler
has received proper training in dealing with the increased risk environment prior to
traveling there. In at least one embodiment, this compliance function may be provided in
the form an online test for which the traveler must obtain a satisfactory score prior to be
authorized travel (e.g., prior to being issued tickets).

[0173] It is apparent that the global asset risk management system and methods
described herein may by configured to provide many useful asset risk management
functions in a variety of embodiments for both fixed and mobile assets including, but not
limited to, people, facilities, and containers. For example, the global asset management
system 400 may be configured to provide supply chain management by providing a risk
assessment for a shipping route for assets or goods in shipment to avoid supply chain
interruption (e.g., routing of supply ships around areas of increased risk). In such

embodiments, the asset information may include individual shipping container tracking



10. A risk correlation and assessment system, comprising: an analysis system that analyzes a
plurality of risk categories for a plurality of countries or regions, the risk categories including one or
more risk sub-categories related to a particular risk category, wherein risk information and asset
information including asset location and movement information are gathered separately from separate
sources and the risk correlation and assessment system correlates one or more risk(s) related
information with one or more asset(s), and whereirfdo more than one of the plurality of risk categories
are related to weather. 11. The system of claim 10, further comprising: a risk assessment

report that is_provided to sysjem user Where'%n.the.gsk ssessme tresport gives an a S?ssment of
1mnrorma 1& uc or examglte ?fCO aimer i1dentification code associati %1 th aae ?] .
how a respective ris {153 will"affect or not affect a respective one or more asset(s), and wherein the one

or more asspt(g)dawalavpigadizationihphysicihassetsideati ees ovmedt bpdrawdtahassantrolled by the
organizatior); 44 and are.gelecied o b%@&&i%?%?‘?& %QId%%ér%QEi%l &5@[218%’%?51 shipping

containers facilities, and inventory. 12. The syste claim 11, further comprising:at least one
information seaedetifrd mpasivtimdontiationiis optaiagriaBcatheuggateheesigsribic cRofdatas comprising:

or identifiers. In at least one embodiment, the tracking information may include GPS or
GIS coordinates.

[0174] A further example of a risk assessment report according to an
embodiment is shown in Figures 38a and 38b. Referring to Figure 38a, a message
portion 3801 of a risk assessment report may include a text message 3802 containing
intelligence and affected asset information associated with an intelligence event. The
message portion may also include a mapping interface 3803 and an asset communications
interface 3804. The mapping interface 3803 may include a selection mechanism by
which a user may select to view a map portion of the risk assessment report. In an
embodiment, when the user selects the mapping interface 3803 the analysis engine may
render a map page such as that shown in Figure 38b. The analysis engine may use the
CMS to obtain intelligence and information from the CRS in generating the map page. In
an embodiment, when the user selects the asset communications interface 3804, the CMS
may output an interactive page by which the user may compose and cause to be sent a
message such as, for example, an electronic message or email, to the asset.

[0175] An example of a map page 3810 according to an embodiment is shown
in Figure 38b. Referring to Figure 38b, the map page 3810 may include a graphical
artifact representing an intelligence event 3811, a graphical artifact representing a
landmark 3812, a graphical artifact representing a first asset 3813 such as a person on the
ground at a location, and a graphical artifact representing a second asset 3814 such as a
private facility. Further, the map page 3810 may also include a geofence 3815
representing a threat boundary. In the example, of Figure 38b, the area inside the
geofence may represent a safe area, and the area outside the geofence may represent an
area having an unacceptably high threat or risk. Alternatively, the geofence 3815 may
correspond to a threat perimeter of a geocode in which the area inside the geofence
represents the area of unacceptably high risk. The map page 3810 may also include text

information 3816 to provide the user with, among other things, the status of assets 3813



at least one asset information source from which information related to at least one asset is
accumulated 14. The system of claim 13, wherein the information source is a risk information
source from which information for at least one risk is obtained and the at least one risk and at least
one asset are analyzed by the analysis system so as to produce the risk assessment report. 15. A risk
correlation and assessment system, comprising: an analysis system that analyzes a plurality of risk
categories for a plurality of countries or regions, wHérein risk information and asset information are
gathered separately from separate sources and the risk correlation and assessment system correlates
one or more fisk(s) sefated,niarmation with ong or Mok assel(R), and Jenerales aniasset specific isk
assessment report, and wherein theasse ?s) aré ‘an organization's physical assets that are owned,
operated andspontoliedidystheaegardzatiote Aipd raxeeseie & frorth¢hetgrotipeconpiptigy of personnel,
employees, slyBRINg e ARAIREH RGIlIER AT YSRIOIB 0T nad Oy P JSHaDAgEEnt system
of claim 15, further comprising: at least one risk information source including risk informationi at least
one travel irfoHeativalepnace FROR Ay Itravis I8iomibaliche asdeaxporEiagdbe ivgeration source
including asggidATRRDAHON;AAC LD eveMVNETRIN BRGAPLIBE HskiQrmatiap sayicesshetiRYe!
information source(s), and asset information source(s) are separate, different and unrelated from one
another andPthisitiFafaB @i NS rrHisGrPId Wistinee ahantiriati S ArdheeentratPbAR iafdtiseRce 17. The risk
management,systeryeiglaim 16, further comprising: a risk assessment report identifying and
explaining risk(s) pro]jiected to adversely impact the asset s?.' . . .
[0176] ereas particular embodiments of this invention have been described
above for purposes of illustration, it can be evident to those skilled in the art that
numerous variations of the details of the present invention may be made without

departing from the invention as defined in the appended claims.



18. The risk management system of claim 16, further comprising a risk mitigation toolbox configured to
assist a user in how to counteract or respond to an increased risk environment related to risk(s)
identified by the risk assessment report. 19. The risk management system of claim 18, wherein the
risk mitigation toolbox further includes a notification system that distributes notification messages
according to a set of business rules that include an escalation mechanism. 20. The risk
management system of claim 16, wherein the assetZnformation includes geographic location
information including a set of Global Positioning System coordinates associated with the asset(s), a
set of coordinates for a geographic information éﬁﬁﬂgssociated with the asset(s), or geocodes.

1. A risk management system, comprising:

a risk information source that gathers risk information;

an asset information source that gathers asset information;

an asset location and movement information source that gathers asset location and

movement information; and

an analysis system analyzing a plurality of risk types for a plurality of countries or
regions, wherein the risk management system correlates one or more risk(s) related
information, with one or more asset(s) information, with asset location and movement
information, and generates an asset specific risk assessment report, wherein none of the

plurality of risk types are related to weather.

2. The system of claim 1, wherein the system accumulates information or
intelligence regarding various activities or events that occur anywhere throughout the

world and are a potential risk to the one or more assets.

3. The system of claim 2, wherein the plurality of risk types include a first
risk type related to weather and a second risk type not related to weather, and wherein the
information or intelligence includes health, transportation, weather/environmental,

safety/security or communication and technology information.

4. The system of claim 1, wherein the system accumulates information
regarding one or more organization(s) asset(s) that are located at particular locations

throughout the world.

5. The system of claim 4, wherein the information includes people who do
work for the organization or items in transit that are useful for the operation of the

organization.
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6. The system of claim 1, wherein the risk assessment report provides a
customer with an indication or assessment of the potential risk(s) related to the one or

more asset(s).

7. The system of claim 1, wherein the risk assessment report is an

information report including business operating risk information.

8. The system of claim 1, wherein the risk assessment report indicates what
type of risk exists, the geographical location of the asset(s), and whether the asset(s) will
experience circumstances resulting in interrupted or delayed service, damage, or loss to
an organization so as to provide a risk assessment that notifies a user that one or more

risk(s) to the asset(s) exist.

9. The system of claim 1, wherein the analysis system is an analysis engine

that processes the various types of gathered information.

10. A risk correlation and assessment system, comprising:

an analysis system that analyzes a plurality of risk categories for a plurality of
countries or regions, the risk categories including one or more risk sub-categories related
to a particular risk category, wherein risk information and asset information including
asset location and movement information are gathered separately from separate sources
and the risk correlation and assessment system correlates one or more risk(s) related
information with one or more asset(s), and wherein no more than one of the plurality of

risk categories are related to weather.

11.  The system of claim 10, further comprising:

a risk assessment report that is provided to a system user, wherein the risk
assessment report gives an assessment of how a respective risk(s) will affect or not affect
a respective one or more asset(s), and wherein the one or more asset(s) are an

organization’s physical assets that are owned, operated and controlled by the organization
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and are selected from the group consisting of personnel, employees, shipping containers

facilities, and inventory.

12. The system of claim 11, further comprising:

at least one information source from which information is obtained.

13. The system of claim 12, further comprising:
at least one asset information source from which information related to at least

one asset is accumulated.

14. The system of claim 13, wherein the information source is a risk
information source from which information for at least one risk is obtained and the at
least one risk and at least one asset are analyzed by the analysis system so as to produce

the risk assessment report.

15. A risk correlation and assessment system, comprising:

an analysis system that analyzes a plurality of risk categories for a plurality of
countries or regions, wherein risk information and asset information are gathered
separately from separate sources and the risk correlation and assessment system
correlates one or more risk(s) related information with one or more asset(s) and generates
an asset specific risk assessment report, and wherein the asset(s) are an organization’s
physical assets that are owned, operated and controlled by the organization and are
selected from the group consisting of personnel, employees, shipping containers,

facilities, and inventory in transit.

16.  The risk management system of claim 15, further comprising:
at least one risk information source including risk information;
at least one travel information source including travel information;

at least one asset information source including asset information; and
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wherein each of the risk information source(s), travel information source(s), and
asset information source(s) are separate, different and unrelated from one another and

their related information is distinct and initially unrelated from one another.

17. The risk management system of claim 16, further comprising:
a risk assessment report identifying and explaining risk(s) projected to adversely

impact the asset(s).

18. The risk management system of claim 16, further comprising a risk
mitigation toolbox configured to assist a user in how to counteract or respond to an

increased risk environment related to risk(s) identified by the risk assessment report.

19. The risk management system of claim 18, wherein the risk mitigation
toolbox further includes a notification system that distributes notification messages

according to a set of business rules that include an escalation mechanism.

20.  The risk management system of claim 16, wherein the asset information
includes geographic location information including a set of Global Positioning System
coordinates associated with the asset(s), a set of coordinates for a geographic information

system associated with the asset(s), or geocodes.





