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Transmitting reviews with digital signatures.

FIELD OF THE INVENTION
The invention is related to the field of cryptography and more specifically to
cryptographically timestamping documents to prove their existence at a certain time.

BACKGROUND OF THE INVENTION

In many common situations, people need to verify thata digital document (i.e. a
document such as a contract or receipt that is digitally stored in a computer system) existed on
a certain date. That is, we may need to prove that no one has altered or revised the digital
document since a certain date such as the alleged creation date or distribution date of the
document. .

One method of providing such proof is known as electronic notarizing or
timestamping. A one-way hash of the document is produced, and the hash is encrypted usinga -
private key of the owner of the document in order to form a so called digital signature. The
document signature is sent to a digital notary or time stamper who combines the digital
signature with a digital stamping time (digital representation of the time and date) to form a
time stamp, and the notary hashes the time stamp and encrypts the time stamp hash using the
digital notary's private key to form another digital signature called the time stamp signature.
Then the notary sends a record including the time stamp and the time stamp signature to the
author. Anyone with access to the time stamp and notary's signature can then hash the time

- stamp and use the notary's public key to decrypt the notary's signature and compare the hash

to the decryption to prove that the author's signature, and thus the document, existed when the
time stamp was created, and that, the author’s signature and the stamping time were originally
encrypted together by someone who had access to the nbtary's private key.

Notarizing digital documents is disclosed in U.S. patent S5,136,646. Notarizing
by secure hardware in a system is disclosed in U.S. patent 5,001,752, Public key cryptography
is disclosed in "New Directions in Cryptography" by Diffie and Heliman in IEEE Transactions
On Informatioﬁ Theory, Vol IT-22, November 1976, pp 644-654 and in U.S. patents
4,405,829 to Rivest and 4,868,877. One-way hashing is disclosed in "Collision-Free Hash
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Functions and Public Key Signature Schemes", Advances in Cryptology - Eurocrypt '87,

' Spnnger-Verlag, LNCS, 1988, vol. 304, pp. 203-217.

The above citations are hereby incorporated in whole by reference.

SUMMARY OF THE INVENTION

It is an object of the invention to provide methods and apparatus for the
authentlcatnon of review activity logs of digital dociments.

In the inventions disclosed herein, a first document is reviewed and a digital log
(review document) of review activities during a review of the first document-and then the
review document is digitally signed and the signature is notarized in such a way, that the-
relationship between the first document and the review document can be proved as well as the
origination and integrity of the réview document and the time of the review document's
notarization. . N | '

It is another object of the invention to provide methods and apparatus for
authentlcatmg presentations that document critical procedures. '

In the invention a digital activity log of a critical procedure is produced and the

: actlvxty log is digitally signed and notanzed, 50 that, the integrity and ongmatxon of the

acthty log can be proved.

In one embodiment of the mventlon, an image is created and sent to a secure
server. The server signs the image (hashes the i image and encrypts the -hash) and sends the
server's image signature to an electrénic notary which notarizes the image signature.
Preferably, the notary returns a time%stamp and time stamp signature for the image signature
(image time stamp and notary's imge signature) to the server. Then upon request, the server
sends the image and server's image signature to a reviewer who uses the signature to verify the
origin and integrity of the image. The reviewer may also receive the image time stamp and -
notary's image signature and verify the time of notarization of the image. Then the reviewer
‘(human) reviews the image and the reviewer's WOrks_taﬁdn automatically creates a review
activity log (review) which is returned to the server. The server combines the review with
information indicating that the review is related to the image. The identifying information may
be, for example, the image hash, image signature, image time statp or notary's image
signature. Then, the server signs the combination and sends the server's review signature to the
notary which notarizes the server's review signature.

Preferably, the notary returns a review time stamp and notary's review signature
to the server. Then upon request, the server sends the image, image signature, review, and
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review signature to an auditor who can verify the origin and integrity of the review, that the
review was based on the image, and the origin and integrity of the image. The server may also
. send the image time stamp, notary's image signature, review time stamp, and notary's review
signature to the auditor who can verify the time of notarization for the image and review. Then
the auditor can review the quality of the ixnage and the quaﬁty of the review.

In another embodiment of the invention, a report is signed by the author before
the report is sent to the server. Then the report and author's signature are sent to a server which
sends the author's signature to the notary which notarizes the author's signature. Preferably, the
notary returns a time stamp and time stamp signature for the report to the server. Then, later
upon request, the server sends the report and report signature to the reviewer who can use the
report signature to verify the origin and integrity of the report. The server may also send the -
report time stamp and notary's signature to the reviewer who can verify the time at which the
report was notarized. The human reviewer reviews the report and the reviewer's workstation
automatically creates a review (log of activities and conclusions of the review process). Then,
information indicating the relationship between the review and the original document is
combined with the review and the combination is signed by the reviewer. The review and
reviewer's signature are sent to the server which sends the reviewer's signature to the notary
which notarizes the reviewer's signature. Preferably, the notary returns a review time stamp
and a notary's review signature to the server. _

In a third embodiment of the invention, a multimedia presentation is produced
in order to document the activities performed during a critical procedure, so that, the
correctness of the procedure can be demonstrated. The author signs the presentation and sends
the presentation signature to an electronic notary who notarizes the signature. Preferably, the
electronic notary creates a time stamp for the presentation, signs the time stamp, and returns
the presentation time stamp and notary's presentation signaturé to the author. Then upon
request, the author sends the presentation, the presentation time stamp, and the notary's
presentation signature to the reviewer. The reviewer verifies the origin and integrity of the
presentation and verifies the time of notarization in the presentation time stamp. As the human

- reviewer reviews the presentation, the reviewer's workstation automatically creates a review

(review activities log). When the review is complete the reviewer signs the review and sends
the reviewer's signature to an electronic notary. The notary creates a time stamp, signs the time
stamp, and returns the time stamp and notary's signature for the review to the reviewer. Then
upon request, the reviewer sends the review and review signature as well as the time stamp
and notary's signature for the review to an auditor. The audimr verifies the origin and integrity
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- of the review and verifies the fime_ of notarization, Also, the notary requests the presentation

and presentation signature from the author as well as the time stamp and notary's signature for
the presentation. The auditot veriﬁes the origin and integrity of the presenitation and verifies

 the time of the notarization. Then the auditor reviews the quahty of the presentatlon and/or the

quality of the review.

As described above, in embodiments where the notary returns a time stamp and
time stamp signature, they can be distributed to allow others to verify the time of notarizing of -
the digital documents. Alternatively, or in addition, other methods of verifying the time of
notarization can be provided.‘ Time stamps can be authenticated by having the notary resign
the time stamp and return the signatbre and then cheddxig_-v‘vhether the old and new signatures
match. Another method of auﬂnenticating time stamps, isto provide information from the time
stamp or the nofar‘y's signature to the notary and requesting that the notary use the information
to find the notary's record of the time stamp and signature, and return information regarding.
success or failure or return the time stamp and signature, from the notary's records. Another -
method of authenticating time stamps, is for the notary to always return oneor more previous
and subsequent time stamps to the customer, and then the customer can contact other
customers identified in the subsequent time stamps and request those customers to venfy the

.txmeforthetlmestamp P ' o |

Other alternatives and advantages of applicant's inventions will be disclosed or
become obvious to those skilled in the art by studyin‘g the detailed descriptién below with
reference to the following drawmgs which illustrate the elements of the appcnded claims of

the inventions.

'BRIEF DESCRIPTION OF THE DRAWINGS -
Figures 1a-1h shows a flow chart of a first speclﬁc embodiment of the
invention for authenticating image reviews. ' SRR
Figures 2a-2i shows another flow chart for a second speclﬁc embodiment of the
invention for authenticating report reviews.
- Figures 3a-3i illustrate another flow chart for a third specific embodiment of the

_invention for authenticating presentations of critical procedures and reviews of such

Figure 4 shows a sample embodiment of the network system of the invention.
. Figure 5 provides additional details of the authoring workstations of figure 4.
Figure 6 provides additional details of the reviewing workstations of figure 4.
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Figure 7 illustrates additional details of the auditing workstations of figure 4.
Figure 8 illustrates additional details of the notary’s host of figure 4.
Figure 9 shows additional details of the secure server of figure 4. .
. Figure 10 shows a specific embodiment of apparatus to program the systems of
figures 6-9. ' | |

Overview of the embodiments |

A reviewer workstation, comprising means (550) for receiving a first document
produced by an author; means (551) for automatically creating a review document while a
human reviewer reviews the first document, including a log of the activities of the reviewer
during the review.

_ Preferably, the reviewer workstation further comprises means for verifying the
origin and integrity of the first document, including: means (550) for providing: a record for
the first document, the record including the first document; and an electronic signature for the
first document, the signature being produced using a private key (784) of the first document
for encrypting a fingerprint of the first document, the fingerprint being produced by hashing
the record of the first document, the hashing being performed using a one-way hashing
method; a public key (551) of the first document; means (553) for decrypting the first
document signature using the public key (551) of the first document; means (554) for
reproducing the fingerprint of the first document using the one-way hashing method; and
means (555) for comparing the first document fingerprint with the decryption of the first
document signature and verifying the origin of the first document and that the first document
has not been altered since it was signed, depending on the comparison.

Preferably, the network further comprises means for verifying that the first
document signature existed at some particular previous time, including: means (550) for
receiving a time stamp and time stamp signature for the first document, the first do_cument
time stamp containing the stamping time at which the time stamp was produced and the first
document signature, the first document time stamp signature being produced by encoding a
fingerprint of the first document time stamp using a private key (704) of an electronic notary,
the fingerprint being produced by hashing the time stamp using a one-way hashing method;
and means for verifying the time stamp including: a public key (705) of the notary; means
(556) for producing the fingerprint for the first document time stamp by hashing the time
stamp using the one-way hashing method; means (557) for decrypting the first document time
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stamp signature using the public key (705) of the notary; and means (560) for comparing the
first document time stamp fingerprint with the decryption of the first document time stamp
signature and verifying the origin of the first document timie stamp and that the first document
time stamp has not been altered since it was'signed,' depending on the comparison.

Preferably, the reviewer workstation further comprises means for allowing the
origin and integrity of the review document to be verified by others, including: means (571)
for producing a review document record including the rew}iew document; means (572) for
producing a digital fingerprint for the review document by hashing the review document
record using a one-way hashing method; a private key (573) of the réview document, securely

held to prevent access by others; and a public key (574) of the review document, made

available to others; means (575) for producing a digital signature for the review document by
encrypting the review fingerprint using the review document private key (573); and means
(580) for distributing the review document record, the review document signature, and the
review document public key (574) wheieby others can decrypt the review document signatuire
using the review public key (574),-pfdduce the review document fingerprint by hashing the-‘
review document record, and compare the deeryptlon with the fingerprint to venfy the origin

“and integrity of the review document.:

Preferably,the digital signature of the review document includes identifying
information that can be used to identify the first document as the document on which the -
review document is based. - | o |

Preferably, the identifying information depends on mformatxon contained in the
first document record. ' ' - '

Preferably, the identifying information depends ona pnvate key used for
signing the first document.’ '

Preferably, the workstation further comprises means for receiving a time stamp
of the first document, the time stamp-including a digital stamping time; and the identifying -
information depends on information included in the time stamp.

Preferably, the workstation further comprises means for allowing verification of
the existence of the review document signature at the time of the review, including: means
(577) for providing the review document signature to an electronic notary; means (577) for
receiving a time stamp and time stamp signature for the review document from the electronic
notary, the review document time stamp including the stamping time and the review document
signature, the review document time stamp signature being pro'dﬁced from a fingerprint of the
review document time stamp using 4 private key of the notary, the fingerprint of the review -
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document time stamp being produced by hashing the time stamp using a one-way hashing
method; and means (580) for distributing the time stamp and time stamp signature whereby
others can decrypt the time stamp signature using the public key (552) of the notary, produce
the time stamp fingerprint by hashing the time stamp, and compare the decryption with the
fingerprint 50 as to verify the origin and integrity of the time stamp and the stamping time in
the time stamp. |

Preferably, the log of activities includes information indicating the time for
which the first document was displayed.

Preferably, the log of activities includes mformauon indicating the times for -
which portions of the first document were displayed and the order in which the portions were
displayed. . '

Preferably, the reviewer uses multiple displays or multiple windows on one
display and the log of activities includes information indicating the times for which portions of
the first document were displayed at each respective display or window. | '

I Preferably, the log of activities includes information mdlcatmg the times when
the reviewer was looking at the display.

Preferably, the reviewer uses multiple displays or multlple windows on one
display and the log of activities includes information indicating the times during which the
reviewer looked at each respective display or window.

_ Preferably, the log of activities includes information entered by the reviewer
during the review. _ :

Preferably, the log of activities includes information indicating the
configuration of software used during the review.

Preferably, the log of activities includes information indicating the
conﬁghration of hardware used during the review.

Preferably, the log of activities includes information indicating image
manipulations used during the review, the image manipulations being selected from the group
including: zooming into portions of images of the first document; slow motion of a video
portion of the first document; contrast adjustment of images or video; changes in color in
images or video; or other digital image enhancements.

An authoring workstation, comprising: means (483) for recording a presentation
document including a log of activities of a critical procedure; means for allowing the origin
and integrity of the presentation document to be verified, including: means (484) for
producing a presentation document record including the presentation document; means (485)
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for producing a digital fingerprint for the preéentaﬁoh document by hashing the presentation
document record using a one-way hashing method; a private key (486) of the 'prés"eht'a'tion

 securely held from others;and a Pulflié key (487) made available to others; means (441) for
- producing a digital signature for the presertation document by enicrypting the presentation

fingerprint using the private key (486) of the presentation; tesns (496) for distributing the
presentation document record, the presentation document signature, and the public key (487)
of the presentation whereby others can décrypt the presentation document signature, produce
the presentation document fingerprint by hashing the pré_éentaﬁon document record, and

" compare the decryption with the fingerprint to verify the origin and integrity of the

‘presentation document; means (493) for providing the presentation document signature to an
electronic notary; means (494) for receiving a time stamp and time stamp signature for the
presentation document from the electromc notary, the presentation document time stamp
including the stampmg-txme at which the time stamp was produced and the presentation

. document signature, the presentation document time :sta'u'xp signature being produced from a

fingerprint of the presentation document time stamp using a private key (486) of the notary;

- and means (496) for distributing the time stamp whereby others can decrypt the time stamp
- - signature using a public key (498) of the notary, produce the time stamp fingerprint by hashing

.- the time stamp, and compare the decryp'aon with the fingerprint to venfy the ongm and

20

30

integrity of the time stamp and the stamping time in the time stamp. -
Preferably, the critical procedure is a review of medical images; and the
workstation includes means (497 and 498) for recordmg information indicating the time for -

. which the images are displayed. -

Preferably, the critical procedure is a medical operatlon and the workstation
includes a multitude of cameras (458) for recording the operation from different perspectives
and one or more microphones (459) for recording the audlo information during the operatxon.

- Preferably, the critical procedure is an inspe:ctio'n of a building construction to

~ determine compliance with specifications; the workstation includes a portable camera (458)

and microphone (459) for recording what an inspector sﬁes’ in the building.

‘An auditor workstation, comprising: means (630) for obtaining a first document
record inciuding a first document, -ﬁ-public key (631) of the first document, a first document -
time stamp, a first document time stamp signature, a publi¢ key (632) of the review, a review
document record including a review document, a review décument time stamp, a review
document time stamp signature, and a public key (633) of the notary; means (634) for’
decrypting the first document signature ﬁsing the public key (631) of the first document;
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means (635) for reproducing the fingerprint of the first document using the one-way hashing
method; means (636) for comparing the first document fingerprint with the decryption of the
first document signature and verifying the origin of the first doscument and that the first
document has not been altered since it was signed, depending on the comparison; means (637)
for producing the fingerprint for the first document time stamp by hashing the time stamp
using the one-way hashing method; means (640) for decrypting the first document time stamp
signature using the public key (633) of the notary; means (641) for comparing the first.
document time stamp fingerprint with the decryption of the first document time stamp
signature and verifying the origin of the first document time stamp and that the first document
time stamp has not been altered since it was signed, depending on the comparison; means
(642) for decrypting the review document signature using the public key of the review .
document; means (643) for reproducing the fingerprint of the review document using the one-
way h_ashing method; means (644) for comparing the review document fingerprint with.the
decryption of the review document signature and verifying the origin of the review document
and that the review document has not been altered since it was signed, depending on the
‘comparison; means (645) for producing the fingerprint for the review document time stamp by
hashing the time stamp using the one-way hashing method; means (646) for decrypting the
-review document time stamp signature using the public key (633) of the notary; means (647)
for comparing the review document time stamp fingerprint with the decryption of the review
document time stamp signature and verifying the origin of the review document time stamp
and that the review document time stamp has not been altered since it was signed, depending
on the comparison; and means (648) for auditing the- review document.

A secure server, comprising: means (780) for receiving through a secure
channel, a first document from an author; means (781) for producing a first document record
including the first document; means (782) for storing the first document record; means (811,
812) for providing a digital signature for the first document, the signature being formed by
encrypting the first document fingerprint using a first document private key (784); a first
document public key (785) for others to use for decrypting the signature of the first document
for reproducing the first document fingerprint; means (787) for distributing the first document
record, the first document signature, and the first document public key (785) wheréby others
can decrypt the first document signature using the public key, produce the first document
fingerprint by hashing the time stamp, and compare the decryption with the fingerprint to
verify the origin and integrity of the first document; means (815, 816 and 817) for providing a
time stamp and time stamp signature of a notary for the first document; means (791) for
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distributing the time stamp and the time stamp signature for the first document, whereby

others can decrypt the time stamp signature using a public key (792) of the notary, produce the
time stamp fingerprint by hashmg the time stamp, and compare the decryption with the
fingerprint to verify the origin and integrity of the time starp and the stamping time in the

time stamp for the first document; means (795) for receiving through a secure channel, a

review document; means (796) for producing a review document record including the review
document; means (813 and 814) for providing a digital signature for the review document, the
signature being formed by encrypting the review document fingerprint using a review -

 document private key (800), the signature including infohﬂgﬁon for determining whether the
rteview document is based on the first digital document; a review document public key (801)

for others to use for decrypting the signature of the review document for reproducing the

review document fingerprint; means (802) for distributing the review document record, the

review document signature, and the review document public key (801) whereby others can
- decrypt the review document signature using the review document public key, produce the

review document ﬁngerpnnt by hashing the review document record, and compare the -

* decryption with the fingerprint to vetify the origini and initegrity of the review document and
- that the review document is based on the first document; means (820, 821 and 822) for

providing a time stamp and time stamp signature of a notary for the review document; means

. (804) for distributing the- txme stamp and time stamp 51gnature of the review document,

whereby others can decrypt the time stamp slgnature using the public key (792) of the notary,

- produce the time stamp ﬁngerpnnt by hashing the time stamp, and compare the decryption

with the fingerprint to venfy the origin and i mtegnty of the time stamp and the stamping time
in the time stamp of the review document.

Preferably, the server further comprises: means for producing a digital
fingerprint for the first (ioéﬁm'ent by hashing the first document record using a one-way

- hashing method; and means for producing a digital ﬁngerpnnt for the review document by

hashing the review document record using the one-way hashing method.

o Preferabiy, the means for providing a first document signature includes one or
more of: means for- encryptmg the first document fingerprint using a private key of the first
document, and means for receiving a first document mgnature from the author,

Preferably, the means for providing a review document signature mcludes one
or more of: means for encrypting the review document fingerprint using a private key of the

review document; and means for receiving a first document signature from the reviewer.
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Preferably, the means for providing a time stainp and time stamp signature of a
notary for the first document, includes one or more of: means for receiving the time stamp and
time stamp signature for the first document from the author; and the combination of: means for

~ providing the first document signature to an electronic notary; and means for receiving a first

document time stamp and first document time stamp signature from the electronic notary, the
first document time stamp including the stamping time at which the time stamp was produced

~ and the first document signature, the first document time stamp signature being produced from

a fingerprint of the first document time stamp using a private key of the notary;

Preferably, the means for providing a time stamp and time stamp signature of a
notary for the review document, includes one or more of: means for receiving the time stamp -
and time stamp signature for the first document from the reviewer; and the combination of:
means for providing the review document signature to an electronic notary; and means for
receiving a time stamp and time stamp signature for the review document from the electronic

* notary, the review document time stamp including the stamping time at which the time stamp

was produced and the review document signature, the review document time stamp signature
being produced from a fingerprint of the review document time stamp using a private key of

. the notary, the fingerprint of the review document time stamp being produced by hashmg the’

time stamp using a one-way hashing method.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
- Figures 1a-1h show a first specific embodiment of the invention for

. authenticating reviews. In a first group of steps 100 in figure 12, an author uses an imager to

create an image and the image is automatically sent to a server which signs and stores the
image. In step 102, the author operates an imager to create an image and initiates submitting
the imége to a secure server. The imager may include any equipment that produces an image -
such as a text page scanner, digital still camera, fax machine, medical scanner (electro-
cardiogram / angiogram, ultrasound imager, computerized axial tomograph, magnetic
resonance imager, X-ray machine) or any other method of making images. Also, the images
may be video images and/or audio images such as a cardiac sound recording or a medical
record dictation. In step 103, the imager transmits the image to a secure server over a secure
channel. The secure channel may be an encrypted message over a public network or an non-
encrypted message over a private (secure) network with sufficient security precautions,
depending on the nature of the information. Preferably, the transmission will identify the

author and the imager device. The server may return an image sequence number for the imager



10

15

20

25

30

WO 00/39659 PCT/EP99/10212

12

- to facilitate later access to the image. In step 104, the server combines the imager ID (or author
- ID) and image sequence number with the image to' produce an image record and stores the

image record. Preferably, the items of information in the i imnage record are stored relationally
so they can easily be retrieved, based-on, for example, a keyword search. Herein, relationally
just means that, the fact that some information item is related to another information item and
vice versa is also stored in"thg workstation. In this case the items of the image record are

stored relationally with each other. In step 105, the server hashes the image record using a
one-way hash to produce an image fingerprint. The advantage of a one-way hash is that it can ~
not be reversed to decrypt the report, so that, even if the report were confidential or private the
fingerprint would not have to be kept confidential. A hash of a digital document is commonly
referred to as a digital fingerprint. In step 107, the server encrypts the image fingerprint using -
the server's private key (or author's or imager's private kejs_ stored in the server) to form an
image signature. The purpose of the encryption is i:o?'pt‘ovid’e proof that the author is the

- originator of the image, and that the image has not been altered by others since it was signed.

The encryption of the hash has nothing to do with keeping the data or the hash secret but only
to prove integrity and origin of the image. '

_ - The server has a private key that can be used to encrypt digital information and
which is kept conﬁdent:ial}'from other parties. The other parties have a related public key that
can be used to decrypt inférmation that was encrypted using the private key. That is, the server -
has made the public key publicly available, for example, by posting the public key on another
non-secure server or by pﬁblishing the key. Others who whish to verify the origin of the image
(e.g. that the imager wmécted'to the server produced the image) or integrity of the image (i.e. -
that the image has not'bée:n changed or replaced with another image since it was signeﬁ by the
server), can use the 1mage record, image signature and the public key for such verification.

- The authbrﬁ_'ID (or scanner ID) and image sequence number are included in the
image record to -providé evidence of the origin 6f the image. Where such evidence is not
required they may be omitted. Other information such as the .digital image creation time (date
and time) can be included. It is possible to only hash toge'ther. selected parts of the image
record to produce the image fingerprint, if desired. Alternately, the imager or author could
have different unique private/public password (key) pairs assigned to them that could be used
to prove the origination of the image so the imager ID or author ID would not have to be
combined with the image before hashing. The server would have access to the private keys for
signing the images and pr@vide others with the public keys.
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~ In the next group of steps 110, in figure 1b, the server obtains a time stamp and
a time stamp signature from an electronic notary for the server's image signature. In step 112,

_the server establishes a connection with the notary's host network, and the server sends the

server's image signature to the host. The channel does not need to be secure since the image
signature is not confidential. In step 114, the host creates an image time stamp containing the
server's image signature and the digital time of the time étamping (e.g. receipt time or
stamping time). Preferably the notary ID, the sequence number of the time stamp (this is
different than the sequence number of the image), and the server ID are also included in the
time stamp. In step 115, the host hashes the image time stamp, to produce a time stamp
fingerprint, and in step 116, the host signs the time stamp hash (fingerprint) using the notary's
private key to produce a time stamp signature for the image. In step 117, the host produces a
time stamp record for the image containing the image time stamp and the notary's image

. signature and stores the information items of the record relationally in the notary's protected

storage. In step 118, the host transmits the image time stamp record back to the server.

~In the next group of steps 120, in figure 1c, the server verifies and stores the
time stamp record. In step 122, the server hashes the image time stamp and decrypts the -
notary's image signature using the notary's public key in order to verify the integrity and origin
of the image time stamp and the notary's image signature. If they match, the server knows that
the signature and time stamp are from the notary (or at least someone with access to the -
notary's private key) because it was the notary's public key that decrypted the signature, and

the server also knows that the signature and time stamp have not been altered since the notary

signed the time stamp. In step 124, the server stores the information items of the notary's -
image time stamp record with relation to the information items in the image record and the
server's image signature. _

In the next set of steps 130, in figure 1d, a reviewer (human user) requests the
image for reviewing the image using a displayer and the stored image record is provided by
the server along with and the image time stamp record, and the displayer verifies the origin,
integrity, and time of notarization of the image. In step 132, the reviewer requests the image
using the displayer, for example, by specifying an imager ID and image sequence number. The
displayer may be any equipment that allows the image to be played to the user. The displayer
is not restricted to visual display and may be, for example, a loud speaker playing an audio
image. In step 133, the server sends the image record and the time stamp record for the image
to the displayer over a secure channel (if the image is confidential). In step 134, the displayer
hashes the image time stamp and decrypts the notary's image signature using the notary's
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public key in order to verify the digital time of notarization and other information in the image
time stamp. In step 135, the dispigyelf'- produces the image fingerprint and decrypts the servers's
image signature (ﬁom the lmage time stamp) using the server's public key and compares the
decryption with the fingerprint to verify the origin and integrity of the image. If they match,
the reviewer knows that the-'signatme; and report are from the server (or at least someone with
access to the server's private key) because it was the server's public key that decrypted the
signature, and the reviewer also knows that the signature and report have not been altered
since the author signed'therepozt;" Coe . ' :

In the next few steps 140, in figure le, of this embodiment of the invention, the

. reviewer reviews the 1mage asthe dié‘player automatically generates a log of the review -

activities (review), the réviewer enters his conclusions and submits the review, and then the
displayer sends the review back fb-the server. In step 142, the reviewer initiates recording of a

_ review activities log (review) for the image by, for example, entering a command into a user -
- interface of the displa'yer to display the image. In the review the displayer may record the
 begin time and end time during which the reviewer displays the image. Alternately, the review
_may contain the total time during which the image was displayed. The review inay also

- include any keystrokes or audio dictation the reviewer enters to record comments-or

-conclusions about the image. The workstation documents the configuration of the workstation

including the revision level of all the software on the workstation and the hardware connected

_to the workstation, If poi‘ti_qns of the image are subject to manipulations, such as zooming,
- changing contrast, changing color assignments, and various digital image enhancements, they

are logged in the review. The reviewer may be able to look at multiple windows on a display
or on multiple displays, for example, to compare two images or the same image with different
image enhancements. In this case, the review may contain a log indicating which windows or

- displays the reviewer looks at in what order and for how long. Preferably, the activities log

would include a video showing what the reviewer is examining. Preferably, enough

_ information would be gathered, so that, the log could be played to show the views that the

reviewer looked at in the same order for the same time. If the image is a product of a

- compressed transmission (e.g. MPEG II), it may be possible to request at least portions of the

raw uncompressed image for impmw{ing enhancements of interesting portions of the image,
and such access would be included in the log. Such a system would especially be useful for

.. critical activities such as medical image reviews. Altemately, other known methods could be

used to determine what monitors the reviewer is studying during the review.
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In step 144, the reviewer enters conclusions and submits the review activities
log. For example, in a simple system, the reviewer may pres.s.a Button on the dis’player
indicating that there is nothing interesting on the image and the image would be replaced by
the next image, and the review log would contain tt_;e amount of time that image was viewed
and the fact that the results were negative. On the other hand, in a more elaborate system, the
review log may include a video of the reviewer's activities during the review with extensive
audio comments about whatever is shown on the image. Of course conclusions may be entered
through every part of a more extensive review, but typically comments will be entered at least
at the end of the review. _

In step 146, the displayer sends the review and review record's ID to the server
over a secure channel and server returns a sequence number for the review. The displayer
forms a review record that includes the review and preferably, other information, such as, the
reviewer's ID, a review title, and the displayer ID, and sends it to the server over a secure
channel. The server returns a receipt and may return a sequence number or other 1D, so that,
the reviewer can be easily accessed..

~ In the group of steps 150, in figure 1f, for this embodiment of the invention, the
server stores the review record, verifies the review record, and obtains a time stamp record for
the review. In step 152, the server produces a review record containing the information
received from the displayer possibly along with other information such as a receipt time,
displayer ID, and review sequence number. In step 153, the items of information in the review
record are stored relationally with the items of information in the image record and image time
stamp record. In step 154, the server produces a fingerprint of the review record by combining
the imager ID and image sequence number with the review record and hashing the
combination. Combining the imager ID and image sequence number with the review record
provides evidence that the review is based on the image. Alternately, other items that can be
used to uniquely identify the image, could be combined with the review such as an image
hash, the server’s image signature, the image time stamp, the combination of the notary's ID
and time stamp sequence number, or the notary's image signature.

In step 156, the server produces a review signature by encrypting the review
fingerprint using the server’s private key. Finally, in step 158, the server obtains a time stamp
record for the review. This step incorporates all of steps 112-124 shown in figures 1b and 1c,
except in this case, those steps are performed for the review rather than for the image. The
description of those steps above is sufficient for those skilled in the art to understand step 158.
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In the next set of stephs 160, in figure g, an auditor (human user) requests the
review record and review time stamp record and verifies the review time stamp and review. In
step 162, the auditor requests the review record and review time stamp from the server using

. an auditing workstation by, for example, specifying the displayer ID and review sequence

number. The auditor's workstation may be any equipment that allows the review to be played
based on the image, so that, the auditor can determine the quality of the image and the quality
of the review. In step 164, the server sends the review record and the review time stamp record
to the auditor's workstation. In step 166, the workstation hashes the review time stamp and
decrypts the notary's review signature using the notary's public key, and compares the
decryption to the hash in order to verify the digital time of notarization and other information
in the image time stamp. In step 168, the workstation verifies the review by producing the -

- review fingerprint and decrypting the server's review signéture (from the review time stamp)

and compares the decryption with the ﬁngerprmt in order to verify the ongm and integrity of
the review. .

In the final group of steps 170, in figure 1h, the auditor requests the image
record and ifnage time stamp record and verifies the image and image time stamp and then
audits the image and review for quality. In step 172, the auditor requests the image from the
server by specifying, for example, the imager ID and image sequence number, and in step 174,
the server sends the image record and the time stamp record to the workstation. In step 176,
the workstation verifies the image time stamp by hashing the image time stamp and decrypting
the notary's image signature using the notary's public key, and comparing the hash to the
decryption. In step 177, the workstation produces the image fingerprint and decrypts the
servers's image signature (from the image time stamp) and compares the decryption with the
fingerprint to verify the origin and integrity of the image. Finally, in step 178, the auditor plays
the review based on the image, so that, the audxtor can determine the quahty of the image and
the quality of the review of the image.

- Figures 2a-2i show a'second specific embodiment of the invention for -
authenticating reviews. Figure 2a illustrates a first group of steps 200 of the method of the
invention, in which software loaded in the author's workstation is used for creating and signing
a digital document, so that, others can authenticate the origin and mtegnty of the document
and for storing the document and signature. '

In step 202, an author creates a report (digital document) using software loaded

- onto the workstation which is connected to a server in a network, and the author inputs a
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command to submit the report to the server. The report may include any digital information
such as written text, filled out forms, scanned images, and sound recordings. -

- : The report contains the type of information that someone may desire to prove
originated from the author and has not been altered. For example, the report may be a medical
report, a contract or other legal papers, a safety or specification compliance report of a
building under construction, or any other collection of information that needs to be protected
from unauthorized alteration or replacement.

In step 203, the author's workstation produces and stores a report record

. containing the report. Preferably, the report record also contains the author's ID and the report

title. Other information may also be included in the report record such as the editing history
for creating the report, the creation time of the report, the workstation ID. Preferably, the items
of information in the report record are stored relationally so they can easily be retrieved based

~ on, for example, a keyword search. In this case, relationally just means that, the fact that the

report is related to the hash and signature and vice versa is also stored in the workstation. In
step 204, the author's workstation preferably hashes the report record using a specified one-
way hashing method to form a report fingerprint. In step 206, the workstation encrypts the
report fingerprint using the author's private key (or private key of the workstation) to form the
author's si_ghature for the report. The author has a private key that can be used to encrypt
digital information and other parties have a public key that can be used to decrypt the
information. . _
Preferably, the workstation stores the author's signature in the storage of the
workstation relationally with the items of information in the report record. In order to save
space, after the workstation receives a receipt from the server indicating that the report record
and author's signature are safely stored, then the workstation may delete those items, or
archive them onto removable media or otherwise remove the information from the random
acce#s_ storage of the workstation. In step 208, the workstation sends (transmits) the report
record and the author's signature for the report to a customer's server. If the contents of the
report are confidential or private then a secure channel is established between the workstation
and the server before the transmission and the server is a secure server. A secure channel may
be a transmission of encrypted data through a public network or of non-encrypted data through
a private (secure) network with reasonable security precautioné taken depending on the '
confidentiality of the information. ' _
In the second group of steps 210, of the second embodiment of the invention, in

figure 2b, the server verifies and stores the report. In step. 212, in order to authenticate the
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report, the server hashes the report record to produce the same report fingerprint as described
above in step 204. Also, the server décrypts the author's signature using the author's public -
key. Then in step 215, the server compares the report fingerprint to the decrypted signatiire to
verify that they match. If they match, the server knows that the signature and report are from
the author (of at least someone with access to the author's private key) because it was the
author's public key that decrypted the signature, and the servér also knows that the signature
and report have not been altered since the author signed the report. In step 218, the server
stores the report record. Preferably, the items of the report record and the author's signature are

- stored relationally in the server's secure storage; so that, they can. be easily accessed. When the

report record and author’s signature are ‘safely stored then the secure server may senda receipt

 to the workstation, so that, the workstation' removes at least the report from active storage.

* In a next group of steps 220, in figure 2¢, the sérver obtains a time stamp and

'~ time stamp signature for the authora report signature, from an electronic notary. In step 222,

the server sends the author's report §ignatt1re-tb a notary's host system over the network. Since
the signature is not confidential, hxgh security is not requxred for signature transmission, so
that, a secure channel is not required. Alternately, the notary could be a secure part of the -
hardware of the server, for example; a device -thh-a-pnvate key that the owner of the server
would not know or be able to discover without destroying the device. In step 223, the host

creates a time stamp containing the author's signature and the receipt time (or time of creating -

the time stamp). Preferably, the notary ID, time stamp sequence number, and customer ID are -
also included in the time stamp. The customer ID may be associated with the server or with

- some or all of the servers of a customer. In step 224; the notary hashes the time stamp and in
- step 226, the notary sngns the time stamp hash by encryptmg the time stamp usmg the notary's

private key. -
' " The notary publicly provuies a pubhc key which can be used to decrypt the

. notary's signature. Anyone with access to the time stamp and notary's signature, can hash the

time stamp and decrypt the notary's signature using the public key and compare the hash to the

.' decrypted signature and determine if they match. If they match it proves that the signature was -

produced by the notary and that the information in the time stamp has not been changed since
it was signed by the notary. Since the time stamp includes a stamping time and the author’s - :
report signature it proves that the s1gnature existed at the time of stampmg and that the report
existed at some time before the stampmg - ' -

' ' In step 227, the electronic notary stores the time stamp and the notary's
signature for the report relationally, for example, on a secure disk drive system of the notary
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In step 228, the notary trax_;émits to the server, a time stamp record for the report, including the
report time stamp and the notary's report signature for the time stamp. Also, one or more
previous and subsequent time stamp records may be sent in a package to the customer's server,
so that, by contacting the customers identified in the subsequent time stamp records, the
authenticity of the time stamp can be verified independently from the notary.

_ In the next group of steps 230, in figure 2d, the server authenticates and stores
the time stamp record. In step 232, in order to authenticate the report time stamp, the server
hashes the time stamp and decrypts the notary's report signature using the notary's public key.
In step 235, the server compares the time stamp hash with the decrypted time stamp signature,
and if there is a match, then the time stamp is authenticated. That is, the server knows that the
time stamp and notary's signature are from the notary and have not been altered since the time
stamp was signed. In step 238, the server stores the information items from the time stamp
record (and any previous and subsequent time stamp records) with relation to the information
items in the report record. '

In the next group of steps 240, in figure 2e, a reviewer (human user) obtains a

~ copy of the report (first document) and verifies its origin and integrity. In step 242, the

reviewer uses a review workstation (displayer) to request the report from the server by
specifying, for example, the author's ID and report title. The reviewer could be using the same
workstation as was used by the author or a different workstation. In step 244, the server sends
the report record and report time stamp record to the reviewer's workstation through a secure
channel. In step 246, the reviewer's workstation hashes the time stamp and decrypts the
notary's signature using the notary's public key to verify the time stamp. That is, if the hash
and the decryption of the signature match then the workstation knows that the notary's
signature was produced from the time stamp by someone with access to the notary's private
key and thus, that the information in the time stamp existed when the signature was produced.
Since the time stamp contains the author's signature for the report and the time (including date)
at which the notary'’s signature was produced, it proves that the author's signature existed at
that time and the report existed at some previous time. In step 248, the workstation hashes the
report and decrypts the author's signature (contained in the time stamp) using the author's
public key, and compares the results to verify the author’s signature. That is, if the hash and
the decryption of the author's signature match then the report was signed by someone with
access to the author's private key and the report has not been changed since it was signed.

In the next group of steps 250, in figure 2f, of this second embodiment, the
reviewer reviews the report as a log is produced to document the review activity and the
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resulting review activity log (review) is digitally signed. In step 252, the reviewer initiates the
review of the repoit by, for example, specifying the author ID and report title and the
workstation automatically records the review activities in the log. In the‘ log, the workstation
documents the configiiration of the Workstation inchiding the revision level of all the software
on the workstation and the hardware connected to the workstation. Then, as the reviewer
reviews the report, the workstation documents every step of the review including which parts

* of the report are examined, and liow long and in what order they are examined. If portions of

the report are subjected to manipulations such as zooming, slow motion, contrast adjustment,
changes in color, or other digital i 1mage enhancements, then those manipulations are recorded
in the log. The reviewer may drctate or otherwise enter review information and conclusions
into the review (log) durmg the review. Preferably, the workstation includes one or more video
‘cameras and microphorte’s and a ¥ideo and audio record of the reviewer's activities are made to
document the actual eXtéot' of the review, that is, what the reviewer was looking at, his
expression, his comments durirrg the review. Preferably, the recording of the log is performed
in the background, so that, it does not interfere with the review process, but the revieweris

-expected to enter comments about the report during the revxew and preferably conclusions at
the end of the review. C '

In step 253, the revnewer enters conclusions of the review of the report into the
review activity log (revxew) and inputs a command to submit the review to the server. In step
254, the workstation coxqblnes the review log and the report time stamp to form a review |
record. Other informatiorr may also be included in the review record, such as, the reviewer’s
1D, the workstation ID, the review title, a review sequence number for the workstation. In step
256, the workstation hashes the review record to produce a review ﬁngerpnnt The purpose for
-combining the time stamp with the review log before signing is to document that the review is

- areview of the report. = '. o '

Altematnvely, or in addition to the time stamp, other information proving that
the review is for the report could be combined with the review log before hashmg, such as, the
author's report signature, the report fingerprint, the combination of the author's ID and the
report title, or the time stamp signature for the report. In step 256, the workstation encrypts the
review fingerprint using the reviewer's (or workstation's) private key to form the reviewer's
signature. The workstation may store the review, and the reviewer's signature; if desired. In

- step 258, the workstation sends the review record, and reviewer's signature to the server. In
order to save space the review can be deleted or achieved from the reviewer's workstation as

soon as the server returns-a receipt for the review.
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In another group of steps 260, in figure 2g, of this first specific embodiment,
the server authenticates the review record an stores the review record and reviewer's signature.
The server can then return a receipt to the review workstation, so that, the review can be
deleted to same storage space on the review work station. In step 262, the server hashes the
review record to form a review fingerprint, and decrypts the reviewer's signature using the
reviewer's public key. In step 265, the server compares the decrypted signature with the
fingerprint to verify the origin and integrity of the review. If the results match then the server
knows that the review is from the reviewer, the review is based on the report, and the review

~ and signature have not been changed since the reviewer signed the review. In step 268, the

secure server stores the review record and the reviewer's signature with relation to the
information related to the report. '

In the next group of steps 270, in figure 2h, of the second specific embodiment
of the invention, the server sends the reviewer's signature to an electronic notary which
produces a time stamp, signs the time stamp, stores the time stamp and its signature, and
returns the time stamp and signature to the server. These steps are similar to the steps 220, in

- figure 2c¢, which should be referred to, and only the differences will be discussed below. In

step 272, the server sends the reviewer's signature to the electronic notary. In step 273, the '
notary's host creates a time stamp that contains the reviewer's signature and the receipt time.
Preferably, the notary's ID, a time stamp sequence number, and the customer ID for the server -
are also included in the time stamp. In step 274, the host hashes the time stamp, and in step
276, the host encrypts the time stamp hash to sign the time stamp using the notary's private
key. In step 277, the host stores the time stamp and notary's signature, and in step 278, the
notary's host returns a review time stamp record including the review time stamp and the
notary's review signature to the server. _

In the final group of steps 280, in figure 2i, for this embodiment, the server
verifies the notary's time stamp and time stamp signature for the x;eview, and stores the review
time stamp record. These steps are similar to steps 230 in figure 2d, discussed above, which
should be referred to for details, so only the differences will be discussed below. In step 285,
the server hashes the review time stamp and decrypts the notary's review signature. In step

-288, the server compares the hash and decryption to verify the review time stamp and notary's
review signature. In step 284, the server stores the review time stamp and notary's review

signature with relation to the information items in the report record, report time stamp record,
and review record.
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_ - Figures 32-3i illustrate a third specific embodiment of the invention for
authenticating reviews. Figure 3a shows a first group of steps 300, of the method of the
invention in which an author creates a digital presentation that documents the procedure used

. in acritical process. Then the author uses software loaded in the author’s workstation for
- signing, storing, and having the presentation riotarized, so that, others can authenticate the

origin and integrity of the presentation and the time of notarizing the presentation.
“The presentation may be a multimedia documentary including video, audio,

~ text, images and any other type of digital information about a critical procedure. As an’

example, the presentation may be an audio video record of an inspection of a building under
construction to document compliance with specifications and building codes. The presentation

- may document the design or construction or testing of a product such as an airplane or a

-facility such as a nuclear power 'plaht. The presentation may be a record of a procedure such
-as, a multimedia documentary of a medical procedure siuch as a medical operation on 4 patient.
The presentation may be created as legal evidence such as a video version of a last will and
testament or a video deposition of a witness for a legal proceeding. -

_ In step 302, an author creates t'he—prés'entaﬁon. The presentation may be created
using remote mobile equipment ('e.é. a cam corder) and then loaded into the author's -

. - workstation or it may be produced at the workstation using connected recording equipment
- and software loaded onto the author's workstation. When the presentation is ready, the author

inputs a command to sign the presentation. In step 303, the author's workstation produces a
presentation record containing the presentation and stores the record. Preferably, the

- presentation record also containsrthe-authofs ID and the presentation title. Other information

may also be included in the presentation record such as the revision and editing history for
creating the presentation, the creatibn time of the presentation, the workstation ID. Preferably,
-the items of information in the presentanon record are stored relationally so they can easily be
retrieved. In step 304, the author's workstation hashes the pmentatlon record using a specified
one-way hashing method to form a presentation ﬁngerpnnt. In step 306, the workstation
encrypts the presentation:ﬁngerpriht using the author’s private key (or private key of the
workstation) to form the author's signature for the presentation. Finally, in step 308, the
workstation stores the author's signature in the storage of the workstation relatlonally with the

. items of information in the presentation record.

In the second group of steps 310, of the third embodiment the invention in
figure 3b, the author's workstation obtains a time stamp and time stamp signature for the
author's presentation signature, from an electronic notary. In step 312, the author's workstation
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sends the author's presentation signature to an elqctronic notary's host system. In step 313, the
host creates a time stamp containing the author's signature and the receipt time. Preferably, the
notary ID, time stamp sequence number, and author ID are also included in the time stamp. In
step 314, the notary hashes the time stamp, and in step 316, the notary signs the time stamp
hash using the notary's private key. In step 317, the electronic notary stores the time stamp and
the notary's signature for the presentation relationally. In step 318, the notary transmits, to the
author, a time stamp record for the presentation, including the presentation time stamp and the
notary's preséntation signature for the time stamp.

In the next group of steps 320 in figure 3c, the author authenticates and stores
the time stamp record. In step 322, in order to authenticate the time stamp, the workstation
hashes the time stamp and decrypts the notary's signature using the notary's public key. In step
325, the authoring workstation compares the time stamp hash with the decrypted time stamp
signature, and if there is a match, then the time stamp is authenticated. In step 328, the
workstation stores the information items of the time stamp record and any previous and
subsequent time stamp records with relation to the information items in the presentation
record. _

In the next group of steps 330, in figure 3e, a reviewer (human user) obtains a
copy of the presentation from the author and verifies its origin and integrity. In step 332, the

. reviewer uses a review workstation (displayer) to request the presentation from the author by

specifying the author's ID and presentation title. In step 334, the authoring station sends the
presentation record and presentation time stamp record to the displayer. In step 336, the
displayer hashes the time stamp and decrypts the notary's signature using the notary's public
key to verify the time stamp. In step 338, the workstation reproduces the presentation
fingerprint and decrypts the author's signature (contained in the time stamp) using the author's
public key and compares the decrypted signature to the fingerprint to verify the presentation.
In the next group of steps 340, in figure 3e, of this third embodiment, the
reviewer reviews the presentation as a review activity log (review) is automatically produced
by the reviewer's workstation in order to document the review process, and the review is
digitally signed and stored. In step 342, the reviewer initiates the review of the presentation
and the reviewer's workstation (displayer) automatically begins recording the review activities
in a log. In step 343, the reviewer enters conclusions of the review of the presentation into the
review log and inputs a command to sign the review. In step 344, the displayer creates a
review record including the reviéw and preferably the reviewer's ID. The record may also
contain the review title, the displayer ID, the author's ID and/or the presentation title. In step
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346, the displayer combines the review record and the author's signature and hashes the
combination to form a review fingerprint. In step.347, the reviewer's workstation produces the

- reviewer's signature by cncryptmgthe review ﬁngerpnnt using the reviewer's privaie key.In

step 348, the displayer stores the reviewer’s signature relationally with the information items in
the review record, the presentation record, and the presentation time stamp record. -

In another group of steps 350, in figure 3, of this third specific embodiment,
the displayer sends the reviewer's signature to an electronic notary which produces a time
stamp, signs the time stamp, stores the time stamp and its signature and returns the time stamp
and signature to the reviewer. These steps are similar to the group 310 of steps in figure 3b, for
providing the author's signature, which should be referred to and only the differences will be
discussed below in detail. In step 352, the displayer sends the reviewer's signature to the host
of an electronic notary. In step 333, the host creates a time stamp that contains the reviewer's
signature and the receipt time. In step 354, the host hashes the time stamp, and in step 356 the
host signs the time stamp by encrypting the hash using the notary's private key. In step 357,
the host stores the time stamp and notary's signature, and in step 358, the notary retuns a time
stamp record including the review time stamp and the notary's review signature to the
reviewer's workstation. : '

'~ In the next group of steps 360, in ﬁgur'e 3g, for this embodiment, the displayer -
verifies the notary's time stamp and isignaﬁlre for the review, and stores the time stamp record.
These steps are similar to steps 320 in figure 3c, discussed above, which should be referred to
for details, so only the differences will be discussed in detail below. In step 362, the displayer

- hashes the review time stamp and decrypts the notary's review signature. In step 363, the

displayer compares the hash and decryption to verify the review time stamp and notary's
review signature. In step 364, the displayer stores the review time stamp and notary’s review
signature with relation to the' mfonnatlon items in the presentation record, presentatlon time
stamp record, and review record. ' '

In the next set of steps 370 in figure 3h, an audltor (human user) requests the
review record and review time stamp record and verifies the review and review time stamp. In
step 372, the auditor requests the review and review timestamp from the reviewer using an
-auditing workstation. In step 374, the reviewer sends the review record and the review time
stamp record to the auditor's workstation. In step 376, the: workstahon hashes the review tlme
stamp and decrypts the notary's review signature using  the notary's public key, and compares

 the hash and decrypted signature in‘order to verify the digital time of notarization and other

information in the presentation time stamp. In step 378, the workstation verifies the review by
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producing the review fingerprint and decrypting the reviewer's review signature (from the
review time stamp) and comparing the decryptxon with the fingerprint to verify the origin and
integrity of the review.

In the final group of steps 380 in figure 3i, of this third embodiment, the
audltor requests the presentation record and presentation time stamp record, verifies the
presentation and presentation time stamp, and then audits the presentation and the review for
quality. In step 382, the auditor requests the presentation, and in step 384, the author sends the
presentation record and the time stamp record for the presentation to the auditor's workstation.
In step 386, the auditor's workstation verifies the presentation time stamp by hashing the
presentation time stamp and decrypting the notary's presentation signature using the notary's
public key, and comparing the hash to the decryption. In step 387, the workstation produces
the presentation fingerprint and decrypts the anthors's presentation signature (from the
presentation time stamp) and compares the decryption with the fingerprint to verify the origin
and integrity of the presentation. Finally in step 388, the auditor plays the review log based on
the presentation in order to determine the quality of the presentation and the review of the
presentation. _ _

'Figure 4 illustrates network 400 of the invention, in which a multitude of
computer nodes are connected together by a communications network 401 of cables and
communications equipment. The network nodes include one or more authoring stations 402
for creating digital documents, secure server 403 for storing the documents and providing
them to the other nodes, host 404 of an electronic notary for time stamping the documents, one
or more reviewing station 405 for reviewing the digital documents and automatically creating
a review log of the review activities. Also, the network includes one or more auditing stations
406 for auditing the quality of the documents and for auditing the quality of the reviews of the
documents. All the nodes may be provided by programming general purpose computer
workstations and providing equipment required for specific functions, for example, if an
authoring station is intended for producing x-ray images then an x-ray imager will have to be
provided and connected to the workstation for use in such authoring. .

The authoring stations include equipment and other apparatus (e.g. programmed

-memory) for creating documents and may also include apparatus for signing the documents

and/or for obtaining time stamps for the documents from the notary's host. The documents
may be audio or video images such as pictures, medical scans, text images, and dictations. The
documents may include revisions of previous document. The documents may be reports
including multiple text pages, images, and/or audio records in combination. The authoring
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stations may include apparatus for creatmg multimedia presentations, for example; of critical
process. An authonng station may mclude audio and video equipment for producing such

' multimedia presentations or merely means for downloadmg information ptoduced by mobile

equipment such as video camcorder;. The authoring stations also include apparatus for
transmitting the documents to the server o to the reviewing station and auditing station, and
may include apparatus for recei\'iing? documents to include in the dig'ital documerits or for
revising such documents. . ' ' ' '

In figure 5, addmonal detalls of' authormg station 450 are shown. The authoring
station includes processor 452 such as a central processing unit (CPU) or an embedded
controller, communicating with electronic memory-453. The memory includes program
modules which control the operanon of the processor and buffers for storing information
received or to be transmitted through input and/or output ¢ircuit (I0C) 454 between the

- buffers and authoring station peripherals and through IOC 455 between the buffers other nodes

of the network. The peripherals may include input apparatus, for example, keyboard 456,

- mouse 457 (or other pointer), video camera 458, microphone 459, and scanner 460, and output

equipment such as display 461 and printer 462. The peripherals may also include storage

. equipment such as disk storage 463 and archival storage 463 (such as a tape drive or RW-

ROM). o -. :
The memory includes program module 470 for operating I0C 454 for moving
information from buffer 471 to the peripherals and storing information received from the

. peripherals into buffer 471. The meinory also includes program module 472 for operating IOC
* 455 for moving information from buffer 471 to other nodes of the network and for storing -

information received from the other nodes into buffer 471.

In the specific embodiment shown in ﬁgure 5, the authoring workstation
includes authoring apparatus 480 fdr use by an author to produce a first document. The
authoring apparatus may include api)aratus' 481 for producing an image, apparatus 482 for
producing a report, and/or apparamé 483 for producing a multimedia production for
documenting the steps preformed during a critica'l'lproceduré. Apparatus 484 is provided for
producing a first document record containing the first document, The document record may
also contain information identifying the author, the authoring workstation, the time of the

. authoring, the time of signing, the identification of otlier documents on which the first

document depends, a sequence nimiber of the document; and a title of the document. The
authoring station also includes appératus 492 for storing the first document record, at least
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until a receipt is received from a server, and apparatus 496 for distributing to others, the first
document record. ' .
In the second and third embodiments of the methods of the invention above, the -

.author's workstation signs the document before distributing the document, and then distributes

the document signature along with the document. For that reason, this embodiment of the

- authoring station includes apparatus 485 for producing a fingerprint of the first document
. record using a one-way hashing method. Private key 486 is used for encrypting the fingerprint

of the first document to produce a first document signature and the first document private key
is kept confidential and can not be accessed by others. Apparatus 491 produces a first -
document signature by encrypting the first document fingerprint using first document private
key 486, and public key 487 is used for decrypting the first document signature. The public
key is distributed to others by the author workstation, server 403, or otherwise. Also, apparatus
492 is adapted for storing the first document signature relationally with the information items
of the first document record, and apparatus 496 is adapted for distributing to others, the first
document signature and public key 487 which may be used for decrypting the first document
~ In the third embodiment of the method of the invention described above, the
authoring station obtains a time stamp and time stamp signature for the first document and -
distributes these along with the first document and the first document signature. Apparatus 493
provides the first document signature to an electronic notary. The notary may be a portion of

- the authoring workstation 499 which is secure from the author, and preferably secure from the

owner of the workstation. On the other hand, the notary may be a remote host connected, for
example, by a telephone system and modem to the authoring workstation or server. Apparatus

494 obtains a time stamp and a time stamp signature from the electronic notary for the first

document. The time stamp contains the first document signature and a digital time when the
time stamp was produced. The first document time stamp signature is produced by encrypting
a fingerprint of the first document time stamp using private key 498 of the notary. The
fingerprint of the review document time stamp is produced by hashing the first document time
stamp using a one-way hashing method. Apparatus 495 stores the first document time stamp
and the first document time stamp signature of the notary. Apparatus 496 distributes to others,
the first document time stamp and the first document time stamp signature. The notary also
provides public key 498 to others, for decrypting the first document time stamp signature.

The reviewing stations are used to request digital documents, to review the

~documents while automatically producing a log of review activities (i.e. a review), and to
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transmit the reviews, for example, to a server for s'torage'or-td an auditing station as described

. below. The documents to be reviewed (first documents) may be obtamed from the. server or

‘from the author’s workstatxon, and the resulting reviews may be transmitted to the server or to
the auditor's workstation. The review station may include apparstus for sxgnmg reviews and/or

- for obtaining time stamps for the rewews from the notary's: tost:

In figure 6, additional details of reviewing station 520 are shown. The

. reviewing station iricludés processor 522 communicating with eléctronic memory 523. The
" memory includes programs (programmed memory) which control the operation of the -

processor and which contains buffers for storing information received or to be transmitted

. throughi input and/or output circuit (IOC) 524 between the buffers and reviewing station
" peripherals and through IOC 525 between the buffers and other nodes of the network. The

peripherals may include input apparatus, such as, keyboard 526, mouse 527 (or other pointer),
video camera 528, microphone 529, iand may include output equipment, such as, display 531
and printer 532. The peripherals may also include storage equipment such as disk storage 533
‘and archival storage 534 (such as a tape drive or RW-ROM). ' :
Memory 523 includes program module 540 for operating I0C 524 for moving -
information between buffer 541 and the peripherals for input; output, and storage. The
‘memory also includes program module 542 for operating IOC 545 for moving information

. between buffer 541 and other nodés of communications network 400,

- The memory includes apparatus 550 for obtaining the first document record, the
first document time stamp, the first document time stamip signature; first document public key
551 for decrypting first document. sxgnatures and notary's pubhc key 552 for decryptmg time .
stamp signatures. : _

. 'The review station v'ériﬁes ‘the first document and first document signatme.

" Apparatus 553 decrypts the first document signature using first document public key 551, and-

apparatus 554 reproduces the fingetprint of the first document using the one-way hashing
method. Apparatus 555 compares the first document fingerprint with the decryption of the first
document signature and verifies the origin of the first document and that the first document
has not been altered since it was signed, depending on the comparison. '

_ Similarly, the review station verifies the time stamp and time stamp signature
that was received. Apparatus 556 reproduces the fingerprint of the first document time stamp
‘by hashing the time stamp using the one-way hashing method, and apparatus 557 decrypts the

- first document time stamp signaturé using public key 552 of the notary. Apparatus 560
- compares the first document time stamp fingerprint with the decryption of the first document
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time stamp signature and verifies the origin of the first document time stamp and that the first
document time stamp has not been altered since it was signed, depending on the domparison.
- Apparatus 561 automatically creates a review document while a human
reviewer reviews the first document. The review document includes a record log of the

. activities of the reviewer during the review and may include other information relevant to the

review. Apparatus for creating the review document may include one or more of: apparatus
562 for recording information indicating the periods of time for which a portion of the first
document was displayed, apparatus 563 for recording information indicating the order in

- which multiple portions of the first document were displayed, apparatus 564 for recording

information indicating the periods of time when the reviewer was looking at each of muitiple
respective windows or displays, apparatus 565 for recording information indicating the order
in which the reviewer looked at respective windows or displays, apparatus 566 for recording
information entered by the reviewer, apparatus 567 for recording the configuration of the
software of a review workstation, apparatus 568 for recording configuration of the hardware of
the review workstation, and apparatus 569 for recording information indicating image
manipulations performed during the review.

_ - Apparatus 571 produces a review document record containing the review
document and information for identifying the first document on which the review is based.
The identifying information may be information in the first document record, information in

- the first document time stamp, and/or information in both. The review document record may
also contain one or more of: the identity of the reviewer, the identity of the reviewer

~ workstation, the time of the review, a sequence number for the review, and a title for the
review. Apparatus 576 stores the review document record and apparatus 580 distributes the
review document record to others. In the first and second embodiments of the method of the
invention, described above the review station distributes the review document only to the
server, but in the third embodiment the reviewer station distributes the review document
directly to an auditor. - . . :

In the second and third embodiments of the method of the invention above, the

reviewer's workstation signs the review and distributes the review signature and a public key
for decrypting the review signature. In this case, apparatus 572 produces a fingerprint of the
review document record using a one-way hashing method. Review priiiate key 574 is used for
encrypting the fingerprints of review documents to produce review signatures and can not be
accessed by others, and apparatus 575 produces a review document signature by encrypting
the review document fingerprint usixig the review private key. Apparatus 576 stores the review
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. document signature. Review public key 573 is used for décrypting review signatures.

. Apparatus 580 dlstnbutes, to-others, publxc key 573 and the revxew document signatures.

" In the third embodiment of the method of the invention describéd above, the
reviewer's station obtains a time stamp for the review from a notary. The hotary may be
portion 581 of the workstation or a separate node of the network as shown in figures 4 and 8.
Apparatus 577 provides the review éignature to an électronic notary. Then apparatus 578

‘obtains a time stamp and a time stamp signature from the electronic notary for the review
document. The time stamp'contains%the review signature and a digital time when the time
stamp was produced. The review time stamp signature is produced by encrypting a fingerprint
.of the review time stamp using private key 704 (in figure 8) of the notary. The fingerprint of
the review time stamp is produced by hashmg the review time stamp using a one-way hashing
method. Apparatus 579 stores the review time stamp and the review time stamp signature of
the notary, and appara_tus 580 distributes, to others, the review time stamp and the review time
- stamp signature. o , L . '
: The auditing statlons are used for requesting the digital documents and
respective reviews of the documents and auditing the quality of the documents and the quality
-of the reviews. The same workstations may be used for éﬁthoring, reviewing, and auditing if
all the required hardware and other apparatus is-provided-oﬁ the workstation.

In figure 7, addit'ion#l details of a auditor's workstation 600 are shown. The
auditing station includes processor 602 communicating with electronic memory 603. The
memory includes progr,ﬁ_,m modules @mgrainmed memory) which control the operation of the -
processor and contains buffers for storing information received or to be transmitted through

- input and/or output circuit (IOC) 604 between the buffers and auditing station peripherals and
. through IOC 605 between the buffers and other nodes of the network. The peripherals may

include input apparatus, such as, kes'board 606, mouse 607 (or other pointer), and may include
output equipment, such as, display 611 and printer 612. The peripherals may also include
storage equipment such as disk storage 613 and archival storage 614. | '

Memory 603 includes program module 620 for operating I0C 604 for moving
information between buffer 621 and the peripherals for input, output and storage. The inemory -
also includes program module 622 for operating IOC 605 for moving information between
buffer 621 and other nodes of communications network 400. '

“In the memory, apparatus 630 obtains the first document record, the first-
document signature, the ﬁrst document public key 631 (for decrypting the first document
signature), the first document time stamp, the first ciocument_' time stamp signature, the notary's
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public key 633 (for decrypting the_ time stamp signature), the review record, the review
document signature, the reviewer's public key 632 (for decrypting the review signature), the

. review document time stamp, and the review time stamp signature.

The auditing workstation verifies the first document and first document -
signature. Apparatus 634 decrypts the first document signature using the author's public key
631, and apparatus 635 reproduces the fingerprint of the first document using the one-way
hashing method. Apparatus 636 compares the first document fingerprint with the.decryption of
the first document signature and verifies the origin of the first document, based on the
comparison. Herein, verification means proving that the first document was produced by the
author and has not been altered since it was signed.

The auditing workstation then verifies the first document time stamp. Apparatus
637 produces the fingerprint for the first document time stamp by hashing the time stamp
using the one-way hashing method, and apparatus 640 decrypts the first document time stamp
signature using the notary's public key 633. Also, apparatus 641 compares the fingerprint with
the decryption of the signature and verifies the origin of the first document time stamp and that
the first document time stamp has not been altered since it was signed, depending on the
comparison.

Then the anditing workstation verifies the review document and review
document signature. Apparatus 642 decrypts the review document signature using the
reviewer's public key 632, and apparatus 643 reproduces the fingerprint of the review
document using the one-way hashing method. Apparatus 644 compares the review document

- fingerprint with the decryption of the review document signature and verifies the origin of the

review document and that the review document has not been altered since it was signed,
depending on the comparison.

Then the auditing workstation verifies the review time stamp. Apparatus 645
produces the fingerprint for the review time stamp by hashing the time stamp using the one-
way hashing method. Apparatus 646 decrypts the review time stamp signature using public
key 633 of the notary. Apparatus 647 compares the review time stamp fingerprint with the
decryption of the review time stamp signature and verifies the origin of the review time stamp
and that the review time stamp has not been altered since it was signed, depending on the
comparison. '

- - Finally, apparatus 648 is used by the auditor for determining the quality of the
first document and the quality of the review of the first document.
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" The notary's host receives signatures for documents and creates a time stamp
mcludmg the document sxgnature and a notarizing txme The host may reeetve the requests for
time stamps only from the secure server or may receive . them from the reviewing statton and

. auditing station. The electronic notary provides the time stamps, so that, others can verify that

a document signature existed at the time of tiotarization; and therefore, that the document
existed before that time. The host mtty simply store the time stamp, but preferably, also returns
the time stamp to the requesting 'part'y A notary's signature for the time stamp may also be
provided. The notary may also be involved in authenticating the time stamps as described
below. . ' Lo : : '
In figure 8, addiﬁonal details of a notary's workstation 670 are shown. The

- notarizing station includes.processof. 672 communicating with electronic memory 673. The

memory includes programs (pro:granftmed memory) which control the operation of the
processor and contains buffers for storing information received or to bé transmitted through
input and/or output circuit (IOC) 671;4 between the buffers and notarizing station peripherals
and between the buffers and other nédes of the network. The peripherals may iniclude input
apparatus, such as, keyboard 676, mouse 677 (or other pointer), and may include output
equipment, such as, display 681 and printer 682. The peripherals may also include storage
_equipment such as disk storage 684 and archival storage 683. Clock 678 provides stamping
times for the time stamps provided By the notary. _ ' -

Memory 673 xneludes program module 690 for operating I0C 674 for moving

. information between buffer 691 and the peripherals for input, output and storage. The memory

also includes program module 692 to operate IOC 675 for moving information between buffer
691 and other nodes of communications network 400, ' '

First the notary's host uses apparatus 700 to receive a document signature from
a customer such as a server, author or reviewer. |

Then the host creates a time stamp and signs the time stamp. Apparatus 701
determines a stamping time based ort clock-678. Apparatus 702 produces a time stamp
containing the document signature and the stamping time. The time stamp preferably, also
contains one or more of: the identit); of the customer, a sequence number of the time stamp,
and the identity of the notary. Apparatus 703 produces a fingerprint of the time stamp by
hashing the time stamip using a one-way hashing method.

Private key 704 of the notary is used for encrypting the time stamp fingerprint
and the private key is protected, to ﬁrevent'access by others. Apparatus 706 produces a time
stamp signature by encrypting the titne stamp fingerprint using private key 704 of the notary.
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Public key 705 of the notary is used by others for decrypting the time stamp signature that was
encrypted using the private key.

. The host stores the time stamp and returns it to the customer. Apparatus 707
stores the time stamp and the time stamp signature relationally in a disk storage system of the
notary. Apparatus 710 returns the time stamp and time stamp signature to the customer. Also,
apparatus 711 distributes the notary's public key 705 to others whereby others may verify that
the time stamp is from the notary and has not been altered since it was signed, and thus the
information in the time stamp is accurate at least according to the notary.

The secure server includes apparatus for storing and retrieving documents and
may include apparatus for signing documents and for obtaining time stamps for documents
from the notary's host. : .

In figure 9, additional details of a customer's server 750 are shown. The server
station includes processor 752 communicating with electronic memory 753. The memory
includes programs (programmed memory) which control the operation of the processor and
contains buffers for storing information received or to be transmitted through input and/or
output circuit (I0C) 754 between the buffers and server peripherals and through 10C 755
between the buffers and other nodes of the network. The peripherals may include input
apparatus, such as, keyboard 756, mouse 757 (or other pointer), and may include output
equipment, such as, display 761 and printer 762. The peripherals may also include storage
equipment such as disk storage 763 and archival storage 763. .

‘Memory 753 includes program module 770 for operating IOC 754 for moving
information between buffer 771 and the peripherals for input, output and storing information.
The memory also includes program module 772 for operating IOC 755 for moving
information between buffer 771 and other nodes of communications network 401.

In the third embodiment of the method of the invention above, a server is not
described, however, a server could be used in that embodiment, if convenient, to receive and
store information and then provide the information to others. The server may provide
information related to the first document and/or information related to the review of the first
document. _ _ |

In order to provide information related to the first document, the server includes
apparatus 780 for receiving through a secure channel, a first document from the author.
Apparatus 780 may receive a first document record from an author or apparatus 781 may be
provided for producing a first document record. The first document record includes the first

~ document and may also include other information such as the author ID, author's workstation,
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document title, creation date, sequence number of the first document. Apparatus 782 stores the
first document record. Apparatus 811 may be provided for producing a digital signature for the
first document. The signature is formed by encryptmg the first document fingerprint using a
first document private key 784 The digital signature for the first document may be provided

. by-receiving the signature from the author or by forming and encrypting a digital fingerprint -

using a first document private key 784 of the server, author, or author's workstation. A first
document public key 785 is used by others for decrypting the signature of the first document
for reproducing the first document fingerprint. Apparatus 787 distributes the first document

‘record, the first document s1gnature, and the first document public key 785 whereby others can

decrypt the first document signature using the public key, produce the first document
fingerprint by hashing the time stamp, and compare the decryptxon with the ﬁngerpnnt to
verify the origin and integrity of the first document. '

The server may also provxde to others, a time stamp and time stamp signature
for the first document. Apparatus 815, 816, 817 provides a time stamp and time stamp

_signature of a notary for the first document. The time stamp and time stamp signature for the

first document may be furnished by the author, or the server may obtain the time stamp and
time stamp signature for tﬁe first document by sending the first document signature to an
electronic notary and recexvmg the time stamp and time stamp signature back from the notary. -
Apparatus 791 distributes the time stamp and the time stamp signature for the first document,
whereby others can decrypt the time stamp signature using public key 792 of the notary,
produce the time stamp ﬁngefprint by hashing'the time stamp, and compare the decryption
with the fingerprint to venfy the origin and i mtegnty ‘of the time stamp and the stamping time
in the time stamp.

* Similarly, the server may provide information related to the review document.
Apparatus 795 receives through a secure channel, a review document. Apparatus 795 may
receive a review document record or apparatus 796 may be provided to produce a review
document record, containing the review document. Apparatus 813, 814 provides a digital
signature for the review document. The signature is formed by encrypting the review
document fingerprint using a review document private key 800. The signature includes
identifying information for determining whether the review document is based on the first
digital document. The identifying information may be based on information in the review
document record or in the review time stamp. The digital s1gnawre for the review document
may be provided by receiving the signature from the reviewer or by encrypting the digital
fingerprint using a review private key 800 of the server, reviewer or reviewer's workstation. -
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Review public key 801 is used by others for decrypting the signature of the review document
to reproduce the review document fingerprint. Afparatus 802 distributes the review document
record, the review signature, and the review public key 801 , whereby others can decrypt the
review signature using the review public key, produce the review fingerprint by hashing the
review record, 5nd compaie the decryption with the fingerprint to verify the origin and
integrity of the review docuxixent_ and that the review document is based on the first document.

The server may also provide, to others, a time stamp and time stamp signature
for the review document. The time stamp and time stamp signature for the review document
may be furnished by the reviewer, or the server may obtain the time stamp and time stamp
signature for the review document by providing the review document signature to an
electronic notary and obtaining the time stamp and time stamp signature from the notary.
Apparatus 821, 822 may obtain a time stamp and time stamp signature of a notary for the
review document. The notary may be a part of the server or may be a separate node of network
400, as shown in figures 4 and 8. Apparatus 804 distributes the time stamp and time stamp
signature whereby others can decrypt the time stamp signature using public key 792 of the
notary, produce the time stamp fingerprint by hashing the time stamp, and compare the
decryption with the fingerprint to verify the origin and integrity of the time stamp and the
stamping time in the time stamp. '

The apparatus for providing a first document signature includes one or more of:
apparatus 811 for forming first document signatures, and apparatus 812 for receiving a first
document signature from the author. The apparatus for forming the first document signature
include apparatus 783 for producing a digital fingerprint for the first document by hashing the
first document record using a one-way hashing method, and _ :

a private key 784 kept confidential in the server for signing the first document
by encrypting the fingerprint for the first document.

Similarly, the apparatus for providing a review document signature may
include: apparatus 813 for forming a review document signature or apparatus 814 for receiving
a first document signature from the reviewer. The apparatus for forming the review document
signature may include apparatus 797 for producing a digital fingerprint for the review
document by hashing the review document record using a one-way hashing method, and
private key 800 is kept confidential in the server, for signing the review document by
encrypting the fingerprint for the review document.

The apparatus for providing a time stamp and time stamp signature of a notary
for the first document, includes one or more of: apparatus 815 for receiving the time stamp and



10

- 15

20

25

30

WO 00/39659 . : PCT/EP99/10212

36
time stamp signature for the first document from the author; and the combination of: apparatus
816 for providing the first document signature to an electronic notary; and apparatus 817 for
receiving a first document time smmpand first document time stamp signature from the
electronic notary. The first document time stamp includes the stamping time at which the time

 stamp was produced and also includes the first document signature. The first document time

stamp signature is produced from a fmgerprmt of the first document time stamp using private
key 704 of the notary. ' '

Snmllarly, the. apparatus for providing a time stamp and tithe stamp signature of
a notary for the review document, includes one or more of: apparatus 820 for recelvmg the
time stamp and time stamp signature for the first document from the author; and the
combination of: apparatus 821 for providing the review document signature to an electronic
notary; and apparatus 822 for receiving a time stamp and time stamp signature for the review
document from the electronic notary. The review document time stamp includes the stamping
time at which the time stamp was produced and the review document signature. The review

- document time stamp signature is produced from a fingerprint of the review document time
stamp using private key 704 of the notary. The ﬁngerpnnt of the review document time stamp

is produced by hashmg the time stamp using a one-way ‘hashing method.
" Figure 10 illustrates programmable computer system 850 and various example
apparatus for programming such programmable computer which are all well known in the art.

- The computer system thay be programed either by connecting non-volatile memory (e.g.

ROM, PROM, EEPROM,; flash memory, battery backed SRAM) containing programmed
structures, to the programmable comiputer or by providing signals to the programmable
computer which may be applied to memory 857 of the programmable computer in order to
provide programmed structures. Another computer system 851 such as an Internet server may
be connected through communication apparatus 852 to system 850, so-as to provide signals
that are used for programming system:850. -Appaiatus- 852 may include a copper or optic
cable, radio, infrared, or network such as Ethernet, ARCnet, Token ring, or a modem and
telephone system. Storage drive 853 may have integrél media 854 and be rémovaﬁly attached
to system 850 or drive 853 may be integral with system 850 and receive signals from
removable computer media 854. System 850 may include user interface 855 and program
input module 856, and written materials may be provided for manually programming the
computer. A user may input the signals using apparatus (not shown) of the user interface such
as a keyboard, text scanner, microphone, digital camera or bar code reader. The signals
provided to system 850 may be 'copiéd to storage drive 853 for later recall into volatile
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memory 857 or stored in non-volatile memory 858 to provide programmed apparatus in
memory. Alternately, the system may be programmed by providing programmed non-volatile
memory. System 850 may include slot 859 to which cartridge 860 containing non-volatile
memory such as a PC flash memory card, may be connected to provide programmed
apparatus. System 850 may include socket 861 into which non-volatile memory package 862
may be inserted to provide programmed apparatus. System 850 may be fabricated with non-
volatile integral memory 858 to provide programmed apparatus. The programmed structures
include prdgrams and other data in memory which control micro-processor 863 and /O
processors (e.g. 864) of the programmable computer to implemeht computer processes. The
computer system may be a workstation, modem, PC card, printer, or other software ungradable
component. Other well known methods of programming a computer system may also be used.

The invention has been described with reference to specific embodiments
inélﬁding the best mode for carrying out the invention, and with sufficient detail that anyone
skilled in the art can make and use the invention. Those skilled in the art may modify these
embodiments or provide other embodiments within the spirit of the invention, and thus, the
description does not limit the present invention to the disclosed embodiments.
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CLAIMS:.

| l .' _ Arevxewer workstat;on, compnsmg

~ means (550) for recexvmg a first document produced by an author;
means (55 l) for automattcally creatmg a review document whxle a human
rewewer revrews the ﬁrst document mcludmg alog of the acttvmes of the reviewer during the

Teview.

2. The reviewer workstatton of cla:m 1 in whtch the workstatlon further -
compnses means for venfymg the ongm and mtegnty of the ﬁrst document, mcludmg
| _ means (550) for provxdmg a record for the ﬁrst document, the record mcludmg
_ the ﬁrst document and an electromc s1gnature for the ﬁrst document the signature being
produced usmg a pnvate key (784) of the first document for encryptmg a fingerpnnt of the
first document, the ﬁngerpnnt being produced by haslung the record of the first document, the
_ hashmg being performed using a one-way hashmg method
a pubhc key (551) of the first document;
means (553) for decryptmg the first document signature using the public key
(551) of the first document;
means (554) for reproducing the fingerprint of the first document using the one-
way hashing method; and '
means (555) for comparing the first document fingerprint with the decryption of
the first document signature and verifying the origin of the first document and that the first
document has not been altered since it was signed, depending on the comparison.

3. The reviewer workstation of claim 1, in which the log of activities includes
information indicating the time for which the first document was displayed.

4, The reviewer workstation of claim 3, in which the log of activities includes
information indicating the times for which portions of the first document were displayed and
the order in which the portions were displayed.
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5. ~ The reviewer workstation of claim 3, in which the reviewer uses multiple
displays or multiple windows on one display and the log of activities includes information
indicating the times for which portions of the first doé_uxnent were displayed at each respective
display or window.

6. . . The reviewelf workstation of claim 1, in which the log of activities includes
information indicating the times when the reviewer was looking at the display.

7. The reviewer workstation of claim 6, in which the reviewer uses multiple
dxsplays or muitiple windows on one display and the log of activities includes information
indicating the times during which the reviewer looked at each respective display or window.

8. The reviewer workstation of claim 1, in which the log of activities includes
information entered_ by the reviewer during the review.

9 The reviewer workstation of claim 1, in which the log of activities includes
information indicating the configuration of software used during the review.

10. The reviewer workstation of claim 1, in which the log of activities includes
information indicating the configuration of hardware used during the review.

11. The reviewer workstation of claim 1, in which the log of activities includes
information indicating image manipulations used during the review, the image manipulations
being selected from the group including: zooming into portions of images of the first
document; slow motion of a video portion of the first document; contrast adjustment of images
or video; changes in color in images or video; or other digital image enhancements.

12. An authoring workstation, comprising:

means (483) for recording a presentation document including a log of activities
of a critical procedure;

means for allowing the origin and integrity of the presentation document to be
verified, including:

means (484) for producing a presentation document record including the
presentation document;
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means (485) for producing a digital fingerprint for the présentation document

by hashmg the presentation document record using a one-way hashing method; -

a private key (486) of the presentatlon securely held from others, and 2 pubhc
key (487) made available to others; '

means (441) for producing a digital signature for the presentation document by
encrypting the presentation fingerprint using the pri'vate'-:‘l_c'ey (486) of the presentation;

. means (496) for distributing the presentation document record, the presentation
documeht signature, and the public key (487) of the presentation whereby others can decrypt
the presentation document signature, produce the presentation document fingerprint by .
hashing the presentation document record, and compare the decryption with the fingerprint to
venfy the origin and integrity of the presentation document; o
means (493) for provxdmg the' presentatxon document 51gnature to an electronic

means (494) for receiving a time stamp and time stamp signature for the
presentation document from the electronic notary, the presentation document time stamp
including the stamiping time at which the time stamp was produced and the presentation |
document signature, the presentation document time stamp signature being’produc':ed froma -
fingerprint of the presentation document time stamp using a private key (486) of the notary;
| means (496) for distribiting the time statnp whereby othiers can decrypt the
time stamp signature using a public key (498) of the notary, produce the time stamp
fingerprint by hashing the time stamp, and compare the decryption with the fingerprint to

-verify the origin and integrity of the time stamp and the stamping time in the time stamp.

13. - An-auditor workstation, comprising: -

means (630) for obtaining a first document record including a first document, a
public key (631) of the first document, a first document time stamp, a first document time
stamp signature, a public key (632) of the review, a review document record including a

~ review document, a review document time stamp, a review document time stamp signature,

and a public key (633) of the notary;

means (634) for decrypting the first document signature using the pubhc key
(631) of the first document;

means (635) for reproducing the fingerprint of the first document using the one-
way hashing method; | ' R ' '
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means (636) for comparing the first document fingerprint with the decryption of
the first document signature and verifying the origin of the first document and that the first
document has not been altered since it was signed, depending on the comparison;

_ means (637) for producing the fingerprint for the first document time stamp by
hashing the time stamp using the one-way hashing method;

means (640) for decrypting the first document time stamp signature using the
pubhc key (633) of the notary;

means (641) for comparing the first document time stamp fingerprint with the
decryption 6f the first document time stamp signature and verifying the origin of the first
document time stamp and that the first document time stamp has not been altered since it was
signed, depending on the comparison;

means (642) for decrypting the review document signature using the public key
of the review document; _

means (643) for reproducing the fingerprint of the review document using the
one-way hashing method;

-means (644) for comparing the review document fingerprint with the decryption
of the review document signature and verifying the origin of the review document and that the
review document has not been altered since it was signed, depending on the comparison;

means (645) for producing the fingerprint for the review document time stamp
by hashing the time stamp using the one-way hashing method;

means (646) for decrypting the review document time stamp signature using the
public key (633) of the notary;

_ means (647) for comparing the review document time stamp fingerprint with
the decryption of the review document time stamp signature and verifying the origin of the
review document time stamp and that the review document time stamp has not been altered
since it was signed, depending on the comparison; and

means (648) for auditing the review document.

14. A secure server, comprising;

means (780) for receiving through a secure channel, a first document from an

author; a '
means (781) for producing a first document record including the first document;
means (782) for storing the first document record;
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42 :
means (811, 812) for proViding a digital signature for the first document, the
signature being formed by encryptmg the ﬁrst document ﬁngerpnnt usmg a first document
pnvate key (784); ' '
a first document public key (785) for others to use for decryptmg the sxgnatme
of the first document for reproducing the first document ﬁngerpnnt;
means (787) for distributing the first document record, the first document
signature, and the first document public key (785) whereby others can decrypt the first
document signature using the public key, produce the first document fingerprint by hashing
the time stamp, and compare the decryptlon with the fingerprint to venfy the origin and
integrity of the first document; - '
_ means (815, 816 and 817) for provxdmg a tnne stamp and time stamp signature
of a notary for the first document; - ' :
means (791) for distributing the time stamp and the time stamp signature for the
first document, whereby others can decrypt the time stamp signature usmg a public ke}.' (792)
of the notary, produce the time stamp fingerprint by hashing the time stamp, and compare the
-decryption with the fingerprint to verify the origin and integrity of the time smmp and the -
stamping time in the time stamp for the first document;
means (795) for receiving through a secure channel, a review document;
means (796) for producing a review document record including the review
document; ' '
means (813 and 814) for providing a digital signature for the review document,
the signature being formed by encrypting the review document fingerprint using a review
document private key (800), the Signat_ure including information for determining whether the
review document is based on the first digital document; ' '
a review document public key (801) for others to use for decrypting the
signature of the review document for reproducing the review document fingerprint;
means (802) for distributing the review document record, the review document
signature, and the review document public key (801) whereby others can decrypt the review
document signature using the review document public key, produce the review document
fingerprint by hashing the review document record, and compare the decryption with the
fingerprint to verify the origin and integrity of the review document and that the review
document is based on the first document; '
means (820, 821 and 822) for providing a time stamp and time stamp signature

of a notary for the review document;
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means (804) for distributing the time stamp and time stamp signature of the
review document, whereby others can decrypt the time stamp signature using the public key
- (792) of the notary, produce the time stamp fingerprint by hashing the time stamp, and

- compare the decryption with the fingerprint to verify the origin and integrity of the time stamp

and the stamping time in the time stamp of the review document.



