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Wireless technology is fueling a major revolution in communications.
This technology allows new access connections to landline networks. However, the
10 impact of wireless is far more profound than simply being another method of access.
Wireless technology allows the customer: to have mobility in his or her
communications and not be constrained to the tether of wired access. Wireless
technology also permits the customer to gain access to an application from wherever '
he or she wishes, within the constraints of wireless network deployment and range.
15 What is still in its in'fant stages, however, is wireless communications

.__when using such a device in short range wireless communications. .
A number of proposals have been made with fegard to providing a
customer with a wireless.connection for performing various financial transactions.
20 One such proposal, for exa_mple, is described in United States Patent 4,977,501
which issued to J. P. Lefevre on December 11, 1990. This patent describes a fare
_collection system for operators of transport vehicles wherein information is
periodically exchanged at microwave frequencies between' a smart card-like ticket,
held by a passenger in the vehicle, and a u'anscelver also in the vehicle. A credit
25 balance 1mt1a11y as31gned to the ticket is decremented by circuitry in the transcewer
which interrogates the ncket N
Other proposals have also been made with regard to prov1d.1ng a holder
of a smart card-like device with an 1dent1fy1ng radio frequency signal which
uniquely identifies the individual holder of the device. One proposed wireless
30 system for providing a radio frequency emitting identifier is described in U. S. Patent
4,384,288 issued to C. A. Walton on May 17, 1983. This patent describes an
electronic identification .system comprising a credit card-shaped identifier which
generates a programmable pulse pos1t10n-modulated s1gna1 in the radio frequency
range for identification of the user. :
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custoner with a wireless connection for perform ng various financi al
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Summary of the Invention . .
“The prior art problem is solved in accordance with the present invention
by providing an updatable, interrogation system which simultaneously mterrogates a
15 plurality of portable data cards. |
' ..Operable over a plurality of radio frequencies, in accordance with the
principles of the invention, the interrogation system sequentially communicates with
each portable data card as it comes within radio range on a first one of the plurahty
. of radio frequencles On this radio frequency, the interrogation system determines a
20 unique identification number associated with each data card. Once the 1dent1ﬁcat10n
number for a card is obtained by the interrogation system, a predetermined
. transaction, such as deacttvanng an electronic barrier to entenng a limited access
area, for the holder of the identified card is initiated.
In further accordance with the principles of the invention, the
25 mterroganon system selects and moves with each card to a different one of the
plurality of radio frequencies for completing with the card a data transfer portion of
the predetermined transaction. While on this selected one of the plurality of radio
frequencies, the interrogation system completes the predetemlined transaction of
readmg data from and writing data to the card while s1mu1taneously communicating
30 with other of the plurality of cards on the respecuvely selected ones of the plurahty _
of radio frequencies for these cards. |
Brief Description of the Drawing:-

This invention and its mode of operation w1Il be more clearly
understood from the following detailed description when read with the appended
'35 drawing in which:



It°is beconing increasingly necessary to quickly and accurately identify
people located at a termnal rempte to a central processing station. Such
identification is necessary for making financial transactions or for
expediting the novenent of peopl e3t-hrough el ectronic barriers. In such
systens, the identification 5 nmust be accurate and, to conserve conputer

time, done relati Y, -Qui . . ] R q I cation
matures, it wll E@b‘wg mélélyglﬁgr anr%Piéan mterr(?%?‘é?ry&?tﬁ}gﬂt{?ﬁu&@% smgrt

car d- | i kenultiplecsamrvédrils amd fadico frequeney jagkets fin accordanee mtlirthe present t er i nal

t her eby qltq%%igg. destructive interference, even if only short range
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' | ~ FIG. 8 is a simplified diagram for illustrating the interaction between the
interrogator, the jacket and the smart card for facilitatirig two-way radio frequency
20 read/write communications, in accordance with the present invention; and.

_FIG.' 9 is a block diagram. of an alternative interrogator system for
interfacing with multiple smart cards and radio frequency jackets in accordance with
the present invention; | o '

) Throughout the drawing, the same elements when shown in more than’
‘25 one figure are designated by the same reference numerals. '
Detailed Description
The present invention relates to an interrogator system for smart cards

and more particularly, to an interrogator system for smart cards capable of
- processing and communicating data while in a mobile environment. The
30 interrogator system is capable of handling large volumes of traffic and will
- advantageously expedite the movement of people or moving objects having the
smart cards attached thereto through electronic barriers. The users of the
interrdgator system communicate through radio frequencies (RF) with one of any of
a plurality of interrogati_oh sta_tfo_n sites (SITEs) located in the vicinity of an
35 electronic barrier choke point, such as a turnstile, inserted in a designa‘ted
passageway for users of the system. |
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the card rather than in the pocket size enclosure or RF jacket as described herein.

10 The host 17 is typically a data base of a provider of a particular service
on the smart card 20. The controller 16 may be colocated with or separated from the
host 17 and contains switching, control, and all line circuits required by the host 17
for establishing, maintaining and terminating communications between the
interrogator 10 and the RF jacket 40 and smart card 20. The jacket 20 performs a

15 multitude of functions including providing operating power in the form of magnetic
energy coupled from the jacket to the card 20, and also coupling data between the
interrogator 10 and the card 20. Commumcanons between the interrogator 10 and
each of the RF _]ackets 40 may take place through either of the illustrated
antennas 12, :

20 . Each smart card/_]acket combination contains an associated RF
transceiver 420 described later herein with reference to FIG. 4, which communicates
signaling and data information within, for example, the 2.4 GHz frequency band.
This data and signaling information may be’ comr_numcated to any one of the
plurality of N SITEs 11l through 11N. ‘The plurality of N SITEs are strategically

25 distributed near designated passageways into which users of the smart card/jacket
combination jacket are funneled. These passageways are sixfﬁciently near the
radiation source provided by one of the antennas ‘12 so that normal movement of
these users will allow adequate time for complete mterrogatmg of and any necessary

_ writing to the card. : S _

30 Each SITE 11, may be accessed by, for example, up to M s1mu1taneous
users, typlcally between 20 and 30, while located in its proximity. Commumcatlon
between the M users and the SITEs 11 may be accomplished, for example, by Time
Division Multlple Access (TDMA), Frequency Division Multiple Access (FDMA),
the slotted ALOHA protocol or any other suitable method which avoids interference

35 ata SITE while commumcatmg with the multiple simultaneous users. For purposes
of discussion, and not for purposes of limitation, it will be assumed hereinafter that



FIG -4 is a block diagramof an exenplary site transmitter ‘interface for 10

the interrogator systemof FIG 1; FIG 5 is an exenplary
fime frame format for use in the present I nterrogator system

FIG 6 is a block diagramof an exenpt@ry site receiver interface in for

t he interrogator systemof FIG 1; 15 FIG 7 is a block
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the vigy _nbf' )@aﬁ{ngazﬁ‘ld writing data to the card/jacket combination while simultaneously
communicating with each card/jacket combination on its respectively selected one of
the plurality of RF channels. With the frequency division multipleking arrangement
employed by the interrogator system, a large volume of card/jacket users are easily
handled and the movement of these users through designated elecﬁ'onic barrier choke
20 points is advantageously expedited. o '
In an area where there is almost always a small volume of traffic, one or

two electronic barrier choke points, such as tumsnles, may be employed.
Accordingly, a single SITE 11. ; may be used for commumcatxons between the
 interrogator 10 and the plurahty of M users. In other areas where large volumes of
25 traffic are penodlcally expected, such as during rush hour on a subway, many
electronic barrier choke points are provided. The plurahty of SITEs 11 are
accordmgly mcreased to expedxte the movement of people through these electronic
barriers. '
Although cdmmunication between the STTEs 11 ; and the controller 16
30 may be achieved using a number of suitable methods, for purposes of discussion, and
- not for purposes of htmtatlon, it will be assumed hereinafter that (a) the mterrogator
system 10 uses TDMA techmques along a bus; (b) each SITE 11, ; processes the
signals from the users located thereat into separate packets of 1nformanon including
necessary control information, for transmission on a bus 14 to the data-base
35 illustratively shown as host 17; and (c) the interrogator system 10 uses an optical
local area network (LAN) transmitting lightwave signals along a bus 14 which isan



35" electronic barrier choke point, such as a turnstile, inserted in a

desi gnat ed passageway for users of the system
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transmitted every T seconds, with 8 T << T. This function can also be incorporated
on a standby basis within the first few SITEs along bus 14 to increase the reliability
. of the system in case of a failure of the frame marker generator 18 at the head-end of
15 bus 14. Alternatively, the frame marking function can be directly performed within
the first SITE 11i in place of frame marker generator 18 with the next few |
_succeeding SITEs providing standby operation. Each of the SITEs 11d to 11N
appropriately formats the signals from each of the M users located thereat into
separate packets of information and, after detecting the markers from frame marker
20 generator 18 and then sensing that a frame is niot being used by previous SITEs on
bus 14, the SITE transmits a packet of 1nformanon onto bus 14 during a detected
empty frame penod ' :
Refernng next to FIGs. 2 and 3, in combination, there are shown the
basic structures of the jacket 40 and the smart card 20. The smart card 20 typically is
25 apersonal memory card or data card which is usable in a variety of applications,
from custom repertory dialing to storage of individual medical and/or banking _
records. Although the card looks and feels much like an ordinary credit card, the
smart card includes a computer, an electrically erasable field-programmable read-
B only memory and also circuitry for inductively receiving a power signal and
30 capacitive transferring data signalé betwee'n the card and associated card
reader/writer c1rcum'y within the interface circuitry located in the jacket 40. No
direct ohmic electrical contact is made between the card and the reader/wnter '
circuitry in the jacket for transferring power to the_,ca;d 20 via the reader/writer
circuitry or for transferring data to and from the card. The card is also
35 reprogrammable by a specially designated interrogator 10 via the reader/writer
circuitry in the jacket 40 with new and different data as desired. '



enérgy coupled fromthe jacket to the card 20, and al so coupling data

pet,vveen t he I nterrogator 10 and the card 20. Communi cati ons between
the interrogator 10 and each of the RFj ackets 40 nay take place
through either of the illustrated -7-antennas 12. 20 Each
smart card/jacket combination contains an associated RF transcei ver
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battery operéted power supply when the smart card/jacket combination is within a
15 few feet of the radiation source at the interrogation SITE. A holder of the smart/card -
jacket combination is able to conduct, or have conducted for him or her as
appropriate, a data transaction with the interrogator 10 either while standing near or .
. moving through an interrogation SITE'for the interrogator. When the smart
: card/jacket combination is outside of the field of the radiated energy from the
20 interrogation SITE, power to all the circuitry in the jacket and the card ai‘e turned off,
| thereby extending the operating life for the battery operated power supply '
The top surface and a side view of the Jacket 40 are depicted in FIG. 2.
Also, the smart card 20 is also shown, while removed from the Jacket 40. The
jacket 40 includes a battery 401 for providing operating power for the electronics
25 therein and for prov1d1ng operating power to the smart card 20. An optional liquid
crystal display (LCD) 405 may “be provided on the top surface of the jacket 40 for
informing the holdér of the card of the results of a pamcular transaction. Although
not shown, a keypad may also be provided on the top surface of the jacket 40 if
- desired.
30 * The smart 'ca'rd 20 is depicted inserted in the jacket 40 in FIG. 3. An
edge of the card extends slightly beyond the right surface of the jacket 40, as
depicted in FIG. 3, to facilitate the removal and insertion of the card into this jacket.
Referring once again to the interrogator 10, there is shown in FIG. 4 a
block diagram of a transmitter section for a SITE 11 i which re_ceiVes its signal from
35 bus 14. In the transmitter section of FIG. 4 a small part of the light-modulated bit
stream from serial bus 14 is demodulated by a photo detector 110 to, for example,
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: If one or more users in the arrangement of FIG. 4 has transmitted a
15 signal to a SITE 11 this signal is received by the SITE’s antenna 12 for delivery to
a receiver 117. Iti 1s to be understood that all users 1 M can transmit asynchronously
at a.SITE 11 using any suitable technique described herembeforc, and that receiver
117 is arranged to receive such asynchronously transmitted s1gnals and process them
separately. Receiver 117 functions to collect the information received from each
20 user, formats the information of each user by adding any required overhead protocol,
buffers the formatted packei(s) if necessary, and transmits each formatted packet to a
transmitter buffer 118 at the ‘appropriate time. ; o
Upon the receipt of a "Load" enable s1gna1 from empty frame
detector 112, transmitter buffer 118 transfers the packet stored therein in a parallel
25 manner into a very fast_shift register 115. When empty frame detector 112 generates
a "shift" enable sighal, the packet in shift register 115 is delivered in serial fashion to
modulator laser 116 at the bit clock rate from the clock and frame recovery circuit
111 for tran'smission onto serial bus 14. The delay D in FIG. 5, which is analog in
the arrangement of FIG. 4 is of sufficient duration to enable the multiplexing of a
30 paéket of information from transmitter buffer 118 into a frame on the bus once that

same frame is detenmned to be unoccupied. The delay D is approxlmately equal to
t plus, for example, up to 20 bits in duration. _
This interface protocol is collision-free and, therefore, very efficient. As
. long as there is a packet of information available for transmission in the transmitter
35 buffer 118, it will be multiplexed onto bus 14 in the immediately detected
unoccupied frame. When a packet of information becomes available in the



Accordingly, a single SITE 11[er] may be used for conmunications between

the - interrogator 10 and the plurality of Merr] users. In other areas
Wwhere large volunmes of 25 traffic are periodically expected, such as during
rush hour on a subway, fmany el ect9enic barrier choke points are

provi ded. The plurality of SITEsS Il[err] are accordingly increased to

expedite the g framr riers.
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stream is serially fed. In response to enable signals from detector 122, register 123

is unloaded in parallel into a message decoder and buffer 124.
In the message decoder and buffer 124 a decision is made based upon
the address or destination provided in the overhead portion of the packet of
15 information, whether to discard or store the message in an included buffer. More

particularly, if a packet of information includes an address destination for one of the
users then associated with this particular SITE, the packet of information is buffered,
otherwise it is discarded. Messages stored in decoder and buffer 124 are then

" modulated in a'low power radio frequency transmitter and modulator 125 and

20 broadcasted by antenna 12, to all users then associated with that particular SITE.

' Referring next to FIG. 7, there is shown a high level block diagram of
the interface circuitry in the jacket 40 for prov1d1ng communications between the
interrogator 10 and the smart card 20. The interrogator 10 continually radiates a low
level interrogating signal, typically ona frequency channel at 2.4 GHz. This signal

25 is radiated at a Jevel sufficient to generate-an electrical field reflective of a desired
size of an area of operation for each interrogation SITE. '

~ While outside an area of operation for an interrogation SITE, the
~ jacket 40 is maintained in a completely OFF state. While in this state, there is no
requirement for signal monitoring electronics to be maintained in the active state.

30 Thus standby current consumption is eliminated and the life of thé_. battery 401 in the
jacket 40 is substantially proionged. Alternatively, if a rechafg_eable battery is
employed as battery 401, the time between charges of this battery is substantially

increased. This advantageous operation is achieved by a detector circuit 440 |
described in a copending United States patent application,' Serial Number 08/086401,
35 _ filed on July 6, 1993. Through use of this datector circuit, all current coﬁSuming |



described in, for exanple, United States Patents 4, 143, 241, 4, 232, 266,
4,232,197,- 5 4,188,578, 4,730, 305, and 4, 730, 310. The
interrogator 10 of FIG 1 enploys a serial open-ring network

arrangenent. In this arrangenent, a frlfme marker generator 18 is | ocated at
t he headend of a bus 14 for dividing the tinme on bus 14 into equal
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Che smart card 20 TGP ORE evAfaecsys by et s rhEbES ool BB ahory *

card or dptovidesy fbrekaroplej 8 menabfar interfacmgthesmarotard @0 okt i ons, f r om
Cut 183 Rk floPtcn Oy Thle Wi LU Bl OR b0 10
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field- Pr O8RS £hd RAfe interroged 10 ViRTRE R/FRSEtiBh 920.C The @PU 437 Aso
| nduct | Vell%/te ; xee%secl:(yrlngz%ngs gg}/nve t'i1e mtgrrxl'géator PO received through the R/F section 420
as appropriate. -In addition, the CPU 430 checks for errors in reading and writing
20 data to the smart'card 20 and in transmissions to and from the interrogator 10.
' The data condmomng circuit 450 receives serial data from the CPU 430
and d1fferent1ally drive capacitive plates 451 and 452 which interface with '
respectively aligned capacitive plates (not shown) in the smart card 20. The data -~
" conditioning circuit 450 converts the serial data from the CPU_43O which is of one -
25 polarity, into a differential polarity such that for each transition of the signal from |
" the CPU 430, a potential on one of the capacitive plates goes' positive, w'hile a

potential on the other capacitive plate goes negative.
The data condmonmg circuit 450 also receives differential data from the
' capacitive plates (not shown) in thc smart card 20 that are brought in close proximity
30 with and aligned with the capacitive plates 453 and 454 in the jacket 40. This data
from the smart card 20 is coupled to the CPU 430 in the Jacket 40 for couphng on to
the mterrogator 10. R
Hysteresis is built into the data condmomng circuit 450 such thata
. dlfferennal pulse greater than the hysteresis is all that is required to switch the output
35 of the data conditioning circuit 450 to the capacitive plates 451 and 452 from a hlgh
statc toa low state or from a low state to a high state. The hystcresm also alds in



30 capacitive transferring data signals between the card and associ at ed

card reader/witer circuitry within the interface circuitry located in
the jacket 40. No direct ohmc electrical contact is nmade between the
card and the reader/witer circuifyy in the jacket for transferring
power to the card 20 via the reader/witer circuitry or for

transferring data to d fromt card. . The. car.d |.
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et al. gn i ?lolé%%g?éh?fh?i?gg?sEkf‘?gg%%%lgtgégwggt entté,?l, %%,16153 &hi ch issued

to E. C. Avdwhedintoand ngt difi bagk torthogther 88%. and United States Patent

4,882, 474 whi ch i sqwREHY 480 also pf5\i8Es a meansifor adtivating Mevendrecard 20. 1989. A
he. | acketOe the GRLEA50 By he brf OBLSReritisea, AR Vier dp 2555060 Sl oY '
i ssued to ti.a flexitie widértihdustor FWIDNdrieruirenit 460, ThdGreuit receives its power  The
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j acket to lehel by a DC to DC converter circuit 402. Power to the card 20 is provided from
the FWID drive circuit 460 via a FWID 461 which comprises the primary winding of
" a transformer. This pnmary winding comprises a multiturn coil of electrically
. conductive material and a ferrite core positioned to direct the transmission of
15 magnetic energy into a flat multiturn coil (not shown) located in the smart card 20.
The transformer is formed when this primary winding in the jacket 40 is mated to the
“secondary winding in the smart card 20. A transformer suitable for use in coupling
 power into the card from the jacket is disclosed by R. L. Billings in U. S. Patent
- 4,692,604 which issued on September-8, 1987.
20 The CPU 430 also provides a means for providing a user interface so
that a holder of the card 20 will be informed when a transaction has taken place,
_ either because of the information that is shown on a visual display such as proirided
by the LCD driver 406 and LCD 405 or an audible indication provided by a
buzzer408. . |
25 - Referring next to FIG. 8, there is shown a simplified diagram for
illustfating the interaction between the interrogator, the jacket and the smart card for |
facilitating two-way read/write communications over a radio frequency channel.
Power to the jacket 40, and thus to the card 20 are turned off when these units are
outside of the reception range of an interrogation SITE associated with an
30 interrogator. The jacket 40 thus normally resides in a power OFF state thereby
" conserving battery life, in accordance with the disclosed embodiment.
| As earlier indicated herein, the interrogator 10 continually radiates a low
level interrogating signal, typically at 2.4 GHz which covers the proxirﬁate desired
: area of operation for each interrbgation SITE. As a holder of the card enters the area
35 of operation of the interrogation SITE, the radio frequency signal radiated by the -
antenna 12 of the interrogator results in an activation signal being provided to the



card and also for enabling read/wite communications between the card 20

and t he associ.ated interrogator 10. Normally held in the off-state,
fadi ated energy from an [ nterrogat i on SI TE associated with the
interrogator 10 turns on the jacket's 12t ernal battery operated power

supply when the smart card/jacket conbination is within a 15 few feet of
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. In order to complete the n'ansacuon, however, once the user is through the electronic

20 barrier, the smart card/jacket must continue to communicate with the service
provider. To guard agamst a user atnemptmg to defraud the interrogator system by
not completing the requlred communications once beyond the electronic barrier and
in an open area, mtelhgence advantageously is included on the card and in the
interrogator system that will effective lock the card and prevent the ID data from

25 being subsequently read from the card in any attempted future transactions. This
éssentially renders the card inoperative and forces the user to return the card to the
service provider to reopen the card. A card containing a security file system and |
suitable for lockmg the card in the manner described herein below is d1sclosed in
United States Patent 4,882,474, '

30 - Once the Jacket has moved to one of the communication channels
available at the i mterrogator the interrogator issues a read/write (R/W) command
plus the ID data back to the jacket 40. Included in this R/W command is an optional
lockmg command that temporarily configures the card to go in a locked condition in
the absence of recelpt of further commands from the interrogator. Thus once a user

35 is provided access beyond: an electronic barrier through generation of the ID data, the
transaction with the i mterrogator must be allowed to be completed or the card will be

s



-8 - _baseband. This denodul ated signal is received by both a clock and
frame recovery circuit 111 and an enpty frame detector 112. d ock and
frame recovery circuit 111 functions to recover the frane markers
generated by frame marker generator 1§3(in FIG 1) out of which a bit
clock is generated. The enpty frame detector 122 receives 5 the recovered
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_ All R/W commands are accompanied by the ID data to prevent the
interrogator 10 from erroneously affecting the data in any other similarly configured,
nearby smart card which also might have inadvertently, for example, moved to the

15 wrong communication channel or is actively communicating with the interrogator 10

at a different interrogation SITE. o _ _
- The R/W command from the interrogator may be provided in a number
of forms. It may be provided in a form which debits an account in the smart card
while the holdet is in the vicinity of the interrogation SITE. When a holder uses a
20 public transit system such as a subway, for example, the card is initially read and the
location of entry entered into'the card. Then as the holder of the card leaves the
subway, the appropriate amount is debite& from the-account in the smart card. This
command may also be provided in a form which app'ends to an account in the smart
cafd_. Further, The read/write command may simply allow entrance to some limited
25 access area or location to the holder of the card having the pfovided ID data once the
holder provides some additional identifying information, such as, for example, a
voice print. . | S ' ' L
_ " -Once the R/W command is received from the jacket 40 by the smart
card 20, the appropriate action in the smart card is executed and a rcspdnse for the
30 interrogator 10 is generated. The jacket 40 couples the R/W response along with the
ID of the smart card to the interrogator 10 for providing an indication that the | '
appropriate action in the card has been taken. If necessary, other commands are
_ generated by the interrogator 10 and responded to by the smart card 20. Once the
- final command has been responded to by the card 20, the interrogator sends a sleep
35 command to the jacket accompanied by the ID of the card and jacket. The CPU 430
then turns itself, and all of the interface circuitry in the jacket 40, off. This, in turn,



117 irs arranged to receive such asynchronously transmtted signals and
process them . separately. Receiver 117 functions to collect the

I nformation received fromeach 20 wuser, formats the information of each
user by adding any required over head.pgatocol, buffers the formatted
packet (s) if necessary, -and transmts each formatted packet to a

transmtter buffer 118 at the appr e tine. Upon t he
recei pt ofurss off ghgpoveer g the %"f"t}'ﬁg‘{}d‘% rﬁ’tg t*s thpyreturned (o HSPOWEr 11 ,
transm tt @rpyefiéer 118 transfers the packet stored therein in a parallel 25
manner into a very sh e gtector 112
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respective receivers 914 to 914N A sequencer and controller 915 cyclically -

controls the sending senally of the packets of information to the host 17 via the

15 switching means 917. The packets of information are proccsscd by the host 17 and

updated information is provided from the host 17 for transmission back to the system

users. From the host 17, the packets of information are coupled to a switching

“means 921 for loading, in parallel, of the packets of information into a very fast shift

register 916. . . , _

20 . A master clock 918 in M/C 91 controls the data transfer between buffers
913, switching means 917 and 921, and reglster 916 as well as the fast serial sh1ft1ng
of the bits from the frame marker generator 919 into a modulator and laser circuit .
920. Frame marker generator 919 functions as described for frame marker generator'
18 in the interrogator 10 of FIG. 1 to insert a marker at the beginning of each packet

25 to be sent over bus 14. In circuit 920, the laser is modulated by the serially received
‘packet of information from re gister 916. The modulated bit stream is fed into the
hxgh—speed bus 14 where the transmission is synchronous

Flex1b1hty can be built, under software control, into M/C 91 for

o multlplexmg the packets of mformanon from the various buffers 913 onto bus 14.

30 For example, one or a fixed number of packets of information from each buffer 913
could be cyclically multiplexed, or each buffer 913 could be emptied of its packets
of information before preceding to the next buffer. Priorities could also be easily
assigned to certain ‘buffers 913 under program control. From a hardware point of
view, the network of FIG 9 is simpler than the serial network of FIG. 1, since -

35 neither the Sense (S) and Transmit (T) directional couplers nor the laser 116 and
very fast shift register 115 in the transmitter of each SITE 11 are needed. The lower



-9- transmtter buffer 118 past the decision of an unoccupied frane by
errptyfrarre " detector 112, it will have to wait until the next

Unoccupi ed frame cones al ong. Referring next to FIG 6,
there is shown the architecture of thel¥eceiver section of an SITE
11[err] for the network arrangenment of FIG 1 In this section, a small 5

Pocei vod_ pptarot 8 BBt iitiGhd gohd M PIPRTT Bt RS, ShasEpoh 5
Phot o det dot oxam;ﬂ@, muhmodsrfsbemand LEDtspurcas fardhe bglstmm aetwosk ogﬁtﬁo"
det ect or @{, Hﬁgd\‘%drﬁdg%% theSmiehif@ mefe @hs& Iﬁn& %aaranel mmﬁt danpetidmit ed

signal from pho et ector I's delivered and frame
det ect or chhecgry @zsmmhpemp@mépyemewepm lalPRj“ Wﬁl‘%’éi‘ée"f romthe

10 recsi vseeh&istof&ﬁé SEFEs BNeE FIG/ Oraé welbis iaNJfC 91,60hich & shhrsd BydIp Whi ch the
recei ved él'g'ﬁ streamis serially fed. In response to enable signals
fromdete SHZ regi ster 123 is unloaded in parallel into a nessage
" decoder and bufferlﬂxado be understood that the above-defuribed esbpdimemtoatersimply buf f er

L2 e o BB oS Aot e YarBb AR e ", o O

di scard orchabgesenayhbe made hyshase skiled i theckstd lEmrfebcempldvmeemterrogamrt icularly,

i f f f th
Lers I Systin cabl ¥ dibtelo iflElrtgiRe «Phs BEfe TaGyed T d liivelbt Bt ﬁlefr#lo?rrat fon
i s buf f er dwpxcars as theylaeve Weandiout of freighhyerds, anddang hud wicks aigveighecoder and

buf fer 124wafgast&€NAL that 13?1%53@&?@8 iohave laQmapoyiRd/j a{ckéﬂ AfikEEHURS A¥sired
transmtter , and ,nmodul.a

0__broadcast eo to all :
USer st he AT QS WA RAE g 4he PREIBI Of $i.0 R R o Referring.
next to Flifterrogatohere i s shown a high | evel block di.agram of t he
interface circuitry in the jacket 40 foor provi-ding comruni cati ons between
the interrogator 10 and the smart card 20. The interrogator 10
continually radiates a low | evel interrogating signal, typically on a
frequency channel at 2.4 GHz. This signal . s




25°is radia fficient to generate an electrical field
reflective Bm@mgﬁnﬁm“l‘“ size of an area of operation for each
interrogati mos = Wil e outside an area of operatlonfor
an interrogation SITE, the jacket1@e is maintained in a conpletely OFF
state. Wiile in this state, there is no requi rement for signal

noni tori n@a§pectronics to be maintained in the active state. 30 Thus
standby current consunptlon is elimnated and the |ife of \FQ tery 401
in the j acketl. 4on intersegater(AP) for rompiely intRIEEAtAE £ PPHARLE r*g,car

recharge b)e tb@in&afogato% being SPERPALIY 6¢eraSplRAlity b radfblirequdfciel BRd bet ween
charges o Lﬁélé i substant ially I ncreased. This advant ageous
operatio detector circuit 440 described in a

copendsng Unl t ed ﬁteaheenpalzem) fapedmemhicating Géthithé pbiwaﬁledal@&éﬂﬂ@ﬂﬁ)l 35
filed on gdru{ gnc6df tllxc Igaﬁnahty 09 %o ?S Sugncmshfor de gxtrrei‘i%}n%ra &nlqﬁe 1cfeht1 catxf%ur rent

consum n
circuits numh:drasgqmimiwahdhmwaicaﬂe permtted to remsu n conpletely off

whil e the jacket means tﬁlgwaﬁ'ﬁg?&g% ﬁ?&{lﬁx‘?ﬁm&? an ; aﬂﬁ%&?‘%"‘" gat errogati on

SI TE. _ NAST e car enters an aréa
of oper at¥eesipbef the gnique idangifisatianganraber by, the frdenroghiter; fréquency si gnal ener gy

radi atjgd by an ant@aRg( ’fmaéo xﬁgtuerﬁré‘dert&ﬁﬁﬁé@amﬁw&i%ué he
interrogator 10, 1S ca{))Lu‘me e ant enng, 410 ener |s coupl ed

to the rKATYORRIGAHNE W B asreRplo %alw@tngéaacm frppuent

the interrogator reading data from and writing data to the card whlle operatmg over
said second one of the plurality of radio frequencies.

2. The interrogator of claim 1 wherein the initiation means is further
15 CHARACTERIZED BY including activation means for gaining access to a limited
access area, the acnvanon means deactivating an electronic barrier to entering said
limited access area.

3. The interrogator of claim 1 CHARACTERIZED BY further
comprising méans for transmitting a locking command and a subsequent lock reset
20 command to the card, the lbcking command being registered in the card and being
disabled by the lock reset command issued by the interrogatdr in response to the
interrogator completing the predetermined transaction.

4. The interrogator of claim 3 further CHARACTERIZED IN THAT a -
first read/write command from the interrogator to the card in a transaction includes
25 the locking command.

- 5. The interrogator of claim 4 further CHARACTERIZED IN THAT a
last read/write command from the interrogator to the card in a transaction includes
the lock reset command. '

_ 6. Thei mterrogator of claim 5 CHARACTERIZED IN THAT in the
30 absence of the predetermined transaction being completed by the completion means,
the locking command remains registered in the card for disabling the card.



jacket 40 in bl to and receiving data fromthe interrogator
10. This “mﬂmm.IH a'@ s al so coupled through the R'F section 420
to the detectof ¢ L Chy * 340, which provides a neans for configuring a
central processing unit 10 CPU 430 fidm an OFF state to a full ON
operating state. Thus the captured energy on the antenna 410, while

- the jacket 40 is4n At ble dath RAA or 10,
activates the de_tiécltxg%tﬁéfg?fgh&a9 1ﬁrEi-r.BEatﬂifg41§k$hae U 4%@ a _vg'ht ageously
provi des iatemngpten smtiomthe interrogationsiasion being operghle Qyerasplurality @&@%ﬂm e, a

Teans fOr RGO hebliin SRpsifRiHE s_?é@sfo?: the 15 interrogator 10.

0
Operating uhder firmvare control provided by its internal t he CPU
430 formats data [FPBYRWEEAtng With theRgria m%&\w& rﬁteo‘l?eﬁfg%vlﬁlﬁﬂ‘;lityoni ng -
circui 5 4§ aaRrddquchéies fordeterpiiihg a uhiyuéiiderdtifie af naabér a3socidd withe CPU 430
al so i-r&}ézﬁ)rf_ts commands fromthe interrogator 10 received through the
R F secti®h ard, as appropriate. -In addition, the CPU 430 checks for
errors in readi ng initdting a pretigte2tinedatansacionirespomsive te srcdipe Of thedinique

“transm ssions.to and fr e | . ) The dat a
condi ti on’idﬁﬁn%‘fa%eﬁi“f‘m)fgg@i%e]in\k/eg}so%éé%?gﬁmé%t]ag‘df romthe CPU 430 and
differentially dricompletingshe predeisimined trapsaction wisle qommounicating witheheni t h
" espeqy Vel oftla SRAGGhE pleFalRl B 8516 Bebusn) 10 the smart card 20
The data conditioning cfrcurt 450 converts the serial data fromthe
CPU 430 which is of one 25 polarity, into a differential polarity such
that for each tra&8)SThe ®Bthell of eRimi TWatreln B8 completingatephhladés tha sppsent i al

on one of the,capacitiv | at.es ,goes itiye il.e a . gtent.i al on
the ot herid5pdipg %@éﬂ%ﬁcﬁéé’gd %’éﬁﬂ’ﬁ?‘}%@a {0 € cartiUtie °p°raung1‘£v3r§iaé a
condi t i onseagnd oneof the phtrakitysaf radiodreqaenadies. f er enti-al data fromthe
capacitive plates (not shown) in the smart card 20 that are brought in

close proximty 30 wth and aligned with the capacitive plates 453 and 454
in the jacket 40.9.THiesmgthod of claimf7 wheneineths inifatiemstep inglydes ghasieref t o t he

CPU 438 | geaktiaridffdlectoniObarfier firigathisiladclss to a lithiti adesy dregat or 10.

~controlled by said barrier. o

_ 10. The method of claim 7 further comprising the steps of transmitting a
locking command to the card and transmitting a subsequent lock reset command io_
_ the card, the locking command initially being registered in the card upon receipt and
20 being disabled in the card upb_n receipt of the lock reset command, the lock reset
command being issued by the interrogation station in response to the interrogation
station completing the predetermined transaction. '



o o : : L : — slaced
Hysteresis is built into the data conditioning circui¥his$hest. C lac?a -
differential pulse greater than the hysteresis is all { ) 3 ' Ed to
'switch the output 35 of the data conditioning circuit 4 | Bcitive .

pl ates 451 and 452 froma high std8e to a low state or froma low state

to a high state. The hysteresis also aids in preventing noise

from caus) pe ARGIMEN t SEVRS ' Y RNERROGATIRGAIFLURALITY
Aﬁgw;:i rcul F’N\/’ﬁlﬁﬁen 3 LTENE(%? gﬁxgﬂ‘%zﬁe snar t g‘?‘dﬂ' by

diti 2
Comori ho- s AF PORTABLE BARIO SREQUENCY OMMUNIGATION BEVIRES on 1 arge

di fferent\gér@t @ signals. Thus once the receive circuitry in the data
conditiommng crrcuit 450 switches states, if there, I s.no further input,
this receive circd Pi}dgfmlﬁ?’ IRERREAHON Sy CAP is grpa{dggifgr simutapsously

swi t chgd jnfirfogatifg APlurdlify’ éf gorableidatd ded9(A0Rr Optrbie over a plurality of The
CPU 430 %&aﬂbﬁé ovi desetg means ftor activating. h%o;s mar k. ear ditzgach Once
the CPU WELCI P IPIRERHOD SYNPTTGANTRALY CPRGARRLHL G yati on
si gnal portableaddth eaidtsdt varhes withidwotmmuriéafion)ranige erea fist oné of thé0. Thi s
circuit regeel. Lt : . ery: Leb: the vol tage
st epped Lﬁ“f%l\{g#? p? 0] %eg&céeg g%xfe(;eg | 'ggﬁgl}aﬁ&ﬂ%&?&%@ﬂgb@u?’gé& converter
circuit 4tsocimodevith eachidataccard Qoce thepdentifigation pember for a card iFrbaingdi ve
cireuifp 45PmdliRtefrogitidh GRlentl FEIGOTRILES Bindablom shofhy dedctivhting oo
electronic barrier to entering a limited access area, for the holder of the identiﬁed
card is initiated. The interrogation system then selects and moves with each card to
a different one of the plurality of radio frequencies for completing a data transfer
~ portion of the transaction. The interrogation system simultaneously completes each
15 predetermined transaction of reading from and writing data to each one of the
plurality of cards while communicating with each card on the respectively selected
ones of the plurality of radio frequencies.
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a transformer. This primary wi nding conprises a nultiturn coil of
electrically conductive material and a ferrite core’ J85SheedieBedn@eplaced
direct the transmi ssion of 15 mnagnetic energy into a flat | l _ o
(not shown) located in the smart card 20. The transfor ’ ME"I
when this primary wnding in the jacket 40 is matedtothe seco '
winding in the smart card 20. A transﬁﬁmer suitable for use in coupling

power into th @d fyomthe jacket is disclosed by R L. Billings in U S
Pat ent 4 O@MRV@ ch issued on Septenber 8, 1987. 20

The CPU 430 gl SO provides a neans for providing a user interface so

that a hol der of ¥ be informed when a transaction has taken
pl ace, ei 6 re—t+rf-o ;v‘ 2t =TS rf
di spl ay such a FRAME dHd by the LCD dSir 406 and LCD 405 or

audi bl e i ndi calii oy by a buzzeq KO08.

Ref erri ng next hﬂ{ ]%R égﬁgﬂére i howny g pl IUfSE Ndi 4afor
illustratijn 7trc,l...._ ~HCEOARD! neken] .t he' i1t erlr ogkOARD +-+TIACKEH ¢k et the
smart c 18 fadiFrregjn Yy ryad/fwrite, %dmunl cat Ron er
radio f y channel}]. - Power to sgket 40, “and tihus t TEqr
20 are Df f Wnenm units are | oyt sySER M& t he 'rec% rahg _
of-an in BCONROLEL t Rgarl 30 i 00 aEaFf e ja I KO
t hus nor Fesi des bn-m stg e lth reb@ jé Vi ng' er
life, in acggrbance witlmg i d .embod rrent%u Ny I
earlier indicafjed hereijn, the interrogator 1§ coniinually radi ates a ow

| evel interroghting signal, typically at 2.4 whi ch covers the proxXi e
desired akea—of ofye e B Ccach Thnt e

of ofeET 3 _ 2 0gatlon~SI TE. As a hol der of
the card enters the area 35 of ofgeration of the interrogation SITE, the '
radi o frequency signal radiated by the: antenna 12 of the interrogator
results in an activation signal being provided to the

—— FIG. 2
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12 CPU 430 in the jacket 40. Once the CPU 430 wakes—up—it

provi des power ‘to the smart card 20 and al so generates nd sends its
own interrogation signal to the smart card for the c¢a¥ a“d“
its identification (ID) data to the interrogator 10: The | '
provi ded by the card uniquely identifies a particular card

I nterrogator 10. 5 Upon receiving thg¢gquery, the snmart card 20 generates
its ID data and returns this information to the interface circuitry

in the jacket 40. The jacket in turz%gz;ple this ID data to the

I nterrogator 10. nterrogator 10 receives this ID
data and then sends a channel. change command plus the I D data back to

the jacket 40. As earlier indicated herein, 10 the initial data between
the jacket and the interrogator areAMMﬂ&EEUWexchanged over a specia
set-up RF¢channel reserved for tha
exchanged’t he |nterr63&tor directs the .

comuni cation chfinnel 4 whergj,n all subsequent and nore Iengthly d. a
bet ween t he i PPHOTIJegatbr” and the jacket/card is exchanged. Thys
arrangenent advaht oyeEyeRly 15 exmgdq;g es the novenent of, for exanp] e;
peopl e through e tTgqm T bar frers-oy } aé&ﬂmhﬂﬁﬂfﬁc ? gE to
accomodat e many| si nuljt frfeousi-users. l akillt. e the
fl ow of people, eénce CLOCKok |i s identﬁfrp ~ardM0 he
I nterrogator permts FREMES [t O gurtkly pre p&ss-kh ggtr C
barrier. I n to laeppeRle the T [ P11, jovel éde the user
is through the e [ {
¥ : see
| ENPTY [P - .
gy e 1Y) | TRANSMITTER]~118
' BUFFER |
. a - .
12 ;
\'{ : T Fecevr PV '

SITE 11, TRANSMITTER SECTION
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20~ barrier, the smart card/jacket nust continue to conmunicate W ththe—

service provider. To guard agai nst a user attenpting ftT(his@ﬁéceFﬁalé%eg'he

i nterrogator system by not conpleting the required co ' ' Piecad,
beyond the el ectronic barrier and in an open area, in?@]ﬂﬁ : l,”iii '
advant ageously is included on the card and in the I nter !

that will effective |ock the card and p}/évent the ID data from25 being

subsequently read fromthe card in any attenpted future transactions. This

essentially renders the Cﬁjénop ative and forces the user to return the
rd

card to the service erOto reopen the card. A card cgnhtaining a
security file system and suitable for | ocking the car d ¥\t manner
described herein below is disclosed in United States Pat &/ ANTEROZ1274.
30 Once the jacket has noved to one of the conmufication
channel s ' =—E-t- -rterrogat or—the—tnterrogator-
read/ wite ( 0¥ (§ fMIusthelDdata back to the jacket 40.

Py H

Included in this RR'Wec mgisi23n of iﬁﬁal | ocki ng commagd t hat
tenporarily tonf-igures %&gﬁrd tofgoH H¥a | ocked condition in tie
absence of regceipt rfcommnds fromthe i ntgyrogator. Thu nge a

user 35 is provided agREES¥E eyond|anjel ectroni c Harrier through eration
VESSABED ‘f’

of the ID data, t ‘ he i tor sztRFbe al | ewed
to be conpl el ed or th/en(bard Wl bg—e—— DECODER TRANSMITTER] |
- 13- [ ‘ >
PHOTO- VERY FAST | %} ¢ 1 g & l
| |
R
¢ \__{fr
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""—BGFﬂfﬁ—;’rgE;;;’;;;;r;:;;i-Provided in the |ast FVYLEQE?EQQ,DLffhé”/’
t'ransaction fromthe interrogator to the card i ock reset jeemmand

whi ch effectively overrides t he | ocki ng command r%&ggﬂsB n i-ded

fromthe interrogator to the card. _ how .

capable of rendering his or her card such that it 5 D data
out to the interrogator, this also 9| be detected b i nterrogat or
system The data base provided by host 17 will detect each inconplete
transaction. It is also updatable in that it will store the ID data then .
bei ng provi ded thereto for conparison of any previously provided ID
data wherein a transaction was i.nconpl eted. For either of these

occurrences, an alerting signal is generated at an 10 attendant’'s station
inthe vicinity of the electronic barrier for providing an indication
signal to the attendant that a bogus card is then being used in the system
Al R/'Wcomands are acconpani ed by the |D data to prevent the

i nterrogator 10 fron1erroneous|ﬂ§§%2bct' g the data in any other simlarly

configured, nearby smart ca ch al so mght have jnadvertently, for
exanple, noved to the 15 wong conmuni cati on channel or is actively
comuni cating with the interrogator 10 at a different interrogation
SI TE. - The FVVVconnand fromthe |nterr0ﬂ?%ﬁ§ may be
provided in a nunber of forns. d@%ﬂbe provi deSMAR orm whi ch
debits an accounE gﬁngnggsnart card A ile the holder}lis in the vicinity
of the interrogaN‘ @ hol der uses a 20 publifc transit system
such as a subway, fo +~—tte- is initially read and the
Tocation of entry en ered into the U hen a k hol der of the card

| eaves the subwgy, the appropriat } fromthe account
in the smart card. ThHi s conmand bqnﬂhe [ OMA in a form which
appends to an account}in the- Tt —Further, The¢ read/wite
command nmay sinply al ow erd T SO limted 25 accédss area or

| ocation to the hol de ' ar i bg the provided I'Dldata once the
hol der provi des sone &dif) & ﬁﬂ. Hhee '

ing information, quch as, for

exanple, a

B ‘M&&s{ R

| . . D + R/W COMMANDY oy COMMAND
D + R/ RESPONSE. =
m R/W CONMAND
s ] |

0+ SEEP |
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VoI ce prlnt

[acket 40 by the snart

card 20,
card is.executed and a response for the 30

Once the RRWconmmand is received fromthe

The jacket 40 couples the RFWresponse along with the
an indication t
| f necessa

card to the interrogator
appropriate action in the card has bee

are genera
card 20. Once t

10 for providin

5/ aken.

+ hae crnmrt

the appropriate action—n

HneHogMOrﬁpls

i

sponded to by the smart-

ener

LTS STTaTr—T©

at ed

nds

E%en‘rEsponded to by the card 20,
e tax |t he j acket accorrpanl ed by the
ttr-rrs—ttsetf——arrd—q | of
£l fThis, in turn,
- 14- turns, dr 20. The jacket is tRHus
.returned to its FIG 9 is a bljock

di agram of an aIEitnathe i nterrpgator syste¢m fpr I nterfacing with

mul tiple smart (arﬂs aﬁd radi o fjequendytpa ke&E. This systemis in}5 the

t he interrogato,
| D of the card
the interface ci

formof a parallje I'tradsn1tﬁ§er|al recegs\ getwprk. In this network,| the
i nt erchange bet\een thd user®\ the SITEs‘El angd the receiver bus id
simlar to that! deserib®ll here farel forythe network of FIG [1

However, since ffhé S| TEs—ttietrl—to
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11[err] now transmt the formatted packets of information on separate buses
90[er?] to 90[err]"' respectively, to a Miultiplexer/Controller (MCQC)
9, the transm ssions between 10 the SITEs 11 and MC 91 are at the SITE
rate and can be asynchronous. In the parallel transmt part of the
network of FIG 9, the SITEs 11l[err] to 1jRerr] independently deposi t
their packets of information in buffers 913[err] to 913[err], respectively,

cont ol | er -9 WRBANGENENT FOR STMUTT aNkQUSLYMNTERIOLANG ARLURA o o

of information@PPORTABLE RABIO FREQUENEY COMMUNIGATION DEVMICES: cket s
of |nformat|oE are processed by the host 17 and updated information is

provided fro st 17 for transmi ssion back to the system users.
From the host 17, the Amnapduitsble)finienfogitio systens (¥0)doproividtdtfor simuléahedishy

Very fast 3niipicroseti g gluRily s poranf asta Cark 5. DpLianid 0 Tnealiy &5 7
M C 91 cont r aadiot frequeacies,tthe iméreogdtion\systemsefjgentially commuricateswith leacly nmeans
917 d 921, el . . ' AN f

t he gint s fro rﬁﬁgiefe&aﬁg rré&rr(rixatarg ég?oq%%s\r,\@rtglp @%&%@3 %ﬁ%%f‘ﬁ% r°§‘§ %g ﬂ.feas-er °
circuit plaslitrofradiafrequencige fior datermining af unique idnaﬁﬁszadoemmbmad. for
fram marker geeiel Wit each dhl dali! ORcd (HeGaiiiRhibn hinBEr for Foard isQblaingy ¢ 2

mar ker at the gi.nning of each pac ) sent over bus 14.
circuit 9318, bynheineEpgationsystrntacredgiermined gansactign, such py deactivatingaft ket of

ihnf ﬁr mat i gnbfélél!&f :ﬁ%ﬁh@f‘ t :&érﬁl ering & liffRed |aetRd aldal F]di'tthéfﬁﬂlkiklsoff 10 identified he

I gh-Sspee us 4 wer e e ransm.,ssion I's, syn I ONnoyus. R

O o Tr Ly ol isdnpiied. THE ABStrORBHion AT LeTE SpR Setes FHALBopes Wigh pagh card to
lrjrultilgl eégngFaﬂiefemloPé@fdfemﬂfwwmf' f_tadfb’ dfrequrjenties]gmdmplsuﬁy' ?ﬁ_m};sraﬁﬂﬁrpnto
us . or .exa e one. or J Xe nul er.o DA ets LOoNn
o anch puliEios 95 tetrastiic, The'inteErbeRbd Sfswih sAfRERustY cBbRISTRAE T
913 coul d 15e preietermined tiansactian lof reading fromfandwritingxdata to éachane ofthecedi ng to

()

th t buffgr «Priorities. SR ' ' !
bu? f g(ra)s( 913 ﬁﬁ‘é‘?‘%?@%ﬂr’g}‘mﬁlgﬁg Po e ro#?gv@g%v%rag B%F%Ségﬁy&ﬁ%&%eﬁ%am "
urality of radio frequencies. _

- ones of the p
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view, the network of FIG 9is si.rrpl er than the serial network of FIG 1,
since*35 neither the Sense (S) and Transmt (T) directional couplers nor

t he laser 116 and very fast shift register 115 in the transmtter of
each SITE 11 are needed. The | ower 1 _

- 15- speed of the parallel transm ssions on buses 40[err] to 40[err]
of FIG 9 permts the use of, - for exanple, multinode fibers and LED
sources for the Iightwave network of FIG 9. The only disadvantage is’
the need for nore b in ihe parallel transmt connection. The very
hi gh- speed comonem @r, woul d still be needed in the receiver 5
sections-of the Sl . IG 9 as well as in MC 91, which is shared by

al | SI | TEs 11. i is to be understood that the
above-descri bed enboqﬁmi—# oA S e maaca
of the invention. Varlf opgaMpt Her nodifications &fdT changes may be
by those skilled in tlhaikek. | xanpl g4 the i rr tor 10 gystem

be adapted to interro@mfme in ed qn con eﬂi)'al_LLjfreig .
boxcars as they roi# |Fy o CARD =1 andCARD [ro={JAGKET|( 1 uck al
wei ght st atg , et&. Al ll t c9iﬂis nec ig to h’a;ﬁzasrra
card/j acket af flyggdeso t he dgsire cuni t ve thiS uni{ pasp>wiiTh n

the proximty am i %ﬁrﬂéﬁﬂeﬂmﬂﬁl TE f oy i (SER Myogat or . ;
7

[CARD |+~{IACKET] CORDJ=—~{IACKET]
164 . 20 ) 90 0 'y {
- Ir

L

yii) 1

1234 5678 §

ET

40 ' 0




-16- - d ai ms: - 1. An interrogator (10) for renotely

interrogating a portable data card (20), the interrogator being

operabl e over a plurality of radi o frequenci es and CHARACTERI ZED BY 5

means (11, 12, 18) for comunicating with the portable data card on a

first one of the plurality of radio frequencies for determ ning a unique

i dentification nunber associated with the data card,

means (17) for initiating a predeterm ne _[Cﬁns tion responsive to

recei pt of the unique identification nunBer by the interrogator; and 10

means (17) for conpleting the predeterm ned transaction while

comuni cating with the card on a second %k?e plurality of radio

frequenci es, t he interrogator readiﬁgﬁégg romand witing data to |,
Sal d sec on

the card while odbratlng OVoR : e of the pluralityr
o

radi o frequenci es. " Z. "The Thterrogator or crarm T rein
the initiation nmeans is|fusdg 1H0 CHARACTERI ZED BY i ncl udi ng activ n
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access area, the activation neans deactivating an electronic barrier to
entertrhg said limted access area. ' 3. The

i At errogator of claim1 CHARACTERI ZED BY furt her conpri sing nmeans for
transmtting a | ocking conmand and a subsgsequent |ock reset 20 conmand to
the card, the | ocking command being registered in the card and being

di sabl ed by the | ock reset command issued by the interrogator in response
to the i nterrogator conpleting the predeterm ned transaction. _
4. The interrogator of claim3 @herGCHARACTERI ZED I N THAT a first
read/wite command fromthe intefrogator to the card in a tram@c&)&dn

I ncl udes 25 the | ocking command. 5. The interr f
claim4 further CHARACTERI ZED I N THAT a | ast read/wite cow%@ﬁm#_
Gt t

the interrogator tothe—catd—ii-a—tt-aRsacttoit-+heluees- -tHhe~t4
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-17 - 7. A nethod of renpotely interrogating a portable

data card from an - ‘interrogation station, the interrogation station
béi ng operable over a plurality of radio frequenci es, the nethod
conprising the steps of: 4 comunicating with the portable
data card on a first one of the plurality 5 of radio frequencies for
determ ning a unique identification nunber associated with the data
card; initiating a predeterm ned transaction responsive to
recei pt of the unique identification nunber by the interrogation
station; and conpleting the predeterm ped. fransaction .
whil e comunicating with the 10 card on a second one of Rgve ApEMERY | pf
radi o frequencies. 8. The nmethod of clpipm 7 mhereln

conpl eting step includes the steps of reading datajf 5kﬁn§ c nd
witing data to the card while opegangg OéFr sai d Ne 86 tihe
plurality of radio frequencies. * 9. The pethod of claijm{7

wherein the initiation step includes the step of 15 degttivating an
el ectronic barrier for gaining access to a limted acc _ i
controll ed by sald barrier.
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10. The nethod of claim7 further _corrpr'i-si'ng t he stleps of transmtting a-

| ocki hg command to the card and transmitting a subsequent oggp’_rm
i

BENT stiee

command to the card, the I ocking command initially befn
the card upon receipt and 20 being disabled in the card upoh receipt of
the |l ock reset command, the |ock reset command bei ng s,‘sugcﬁld N: 1996
interrogation station Ln Jesponse 10 the inferrogalion St at _i”_q_n__\]
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