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W TH PERM SSI ONED ACCESS TO RESOURCES BACKGROUND OF THE L€y§§%h§M15 I
Field of tEOPHBHion This invention relates to conput er e in
particular to network environnent's. 111. Backciround Information 10

Organi zati ons use networks such as |l ocal area networks or wi de area
networks to share informati on and.capabilities anong devices and to all ow
users to communi cate and exchange information. Such networks consist of
nuner ous devi ces connected by |inks. Each device nay perform various
functions; for exanple a PC nmay at the sane tinme run user applications and
15 act as a network managenent consol e. As networks grow and the

conpl exity of networks increase, managi ng networks becones nore difficult.
When used herein, device may refer to any physical node in a network. For
exanple, a device may be a PC, a workstation or a laptop running a user
application prograns, a router, an application gateway, a 20 server, or any
ot her device attached at sone point in tine to a network. Traditional

net wor k managenent nethods rely on centralized control WO 01/ 08354

PCT/ USO0/ 14601 wusing a |imted nunber of nmanagenent consoles - this has
numer ous drawbacks. Control and nodification of network functionality and
.of user and network applications, is inflexible and tinme consum ng. A human
- operator nust visit .a physical device to add, nove, or alter an
application, 5 and each device nust be dealt with differently. Network
adni ni st r at i onNFIWORKENVIRONMENTSUPRORIINGMOBILE AGENTSVVI

informati on on the st atRERMIBSIONED ACGESS TORESOURGES | ces and | nks.
Currently, the distributed state of the network is determ ned at a

managenent CMW@E’IEFWOI‘ k device polling. The 10
net wor k sg ate is I_not ﬂe%@th%(‘lﬁ\lijern |Ear9i| y viewed from one cent ral point.

This invention relates to computer systems, in particular to network
environments.

I Background Information

10 Organizations use networks such as local area networks or wide area
networks to share information and capabilities among devices and to allow
users to communicate and exchange information. Such networks consist of
numerous devices connected by links. Each device may perform various
functions; for example a PC may at the same time run user applications and

15 act as a network management console. As networks grdw and the
complexity of networks increase, managing networks becomes more
difficult. When used herein, device may refer to any physical node ina
network. For example, a device may be a PC, a workstation or a laptop
running a user application programs, a router, an application gateway, a

20 server, or any other device attached at some point in time to a network.

Traditional network management methods rely on centralized control
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I nherent in networks is the unreliability of links; data nmay be del ayed or
| ost and devices nay be isolated due to link failures. Transm tting

net wor k st &W@01883%4or mat i on bet ween managenent consol es anRF¥$it46Lyi ces
may range fromdifficult (e.g., when there is excess traffic), to

| npossible (e.g., when a 15 device becones isolated due to a link failure).

State i nf of TR0 ihRed ALMBEAS mERgentirtichsdibs X tnid s hlheraid! accurately at

or near a devi a an a centralized command consol e. Tools for
accur at el y ginbwbacksg Gdntrotiand middification sft retworkffunctiopality @ndofdseibssi bl y

i | le. d i st |
barti cul ar | PrddRPHPRICRRG: [drisle fi b serieanid, ANIPRE o« fet wor k
management Wpefato£Makt visit 3 pHysiCalidevitb @ ada movd)iot altercarcapplication, at e

information froma distant conmand consol e and directs comands to a

devi ce i si rafdreachdavicgiaustbedaaltyyith dif@eally.k  adnini stration information,
such as. commands el ddntifrafion fediiited ndViBage o8 stalg i des. and thus
suffers fromthe sane transmssion faults as hetwork 25 state information.
Thus cur r entneteorkor lnfermalige oarthe state end aclivities of gpeeific devicesiang ed

managemnment , | i ) ] i [« devi ces.

i 1o et RS otrebfin, A TrRar dete &30 bR lsisiodh ats 5V °°%,

| i nk fai | ur enaayentier consolaindinetththroughl detworkadevive poffinge KThen t he net wor k,

t he above di sadyantaqes are magnified. .Adeguate tool L'(?)r. di stri buted
network 38 greRinte s pat ayays gocyre |Vé?"ée‘g#8'ﬂ?l°éﬁs°q“ﬁﬁ At in centralized

network 2 Weh&bnPidrawbiics is treitétibbilin/ B ks dith mé%%d@él_aﬁﬂi &itlostrhat

current networks (_:oncent ra’g e so nuch r_rana enent responsi | t in .a.
smal | nunberanst devigasimay be isolaied dye to linkdailures.u Transgitting networksiatg enent

consol es may ' H%th ' | s 5 t he
net wor k mayl eﬁﬁ%{n@‘ngglg)ggbg&'fgﬁea di %%Arﬂes%éﬁhPF%%tmr'ﬁ&m ggement
syst ens | acKrarhdiffiault (2.g. ovhemthgees Sexcesstraffic); to impossiple jeay eWbhéh a

ey Lo L L O
of the more efficiently, quickly, and accurately at or near a device, rather than at a

centralized command console. Tools for accurately gathering the distributed

state of a network and possibly reporting to a central console do not exist;

current systems are particularly deficient during network failures.

20 Furthermore, network management using centralized administration
which reacts to state information from a distant command console and
directs commands to a device is inefficient and inaccurate.  Network
administration information, such as commands, must traverse links to reach
destinations, and thus suffers from the same transmission faults as network

25 state information. Thus current network management systems, relying on
centralized management, may not reliably transmit control information to
devices. While a network is experiencing a disruption in its operation, e.g., a
link failure, an abnormal amount of traffic, or an attack on the netwdrk, the
above disadvantages are magnified. Adequate tools for distributed network

30 management, which may alleviate problems inherent in centralized network
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10 applications using and controlling the network. Networks applications
(e.g., a web server application, or router software) or other

appl i cati oMO0188%5% as word processors, are typically st BETUSI9Ad ges
installed by a person who visits the host device (i.e., the platform
supporting the application) and configures the device. To add an

applicati Onn%ﬁagemeﬁt?gb?ﬁm*i& a router on a 15 device), reconfigure an
e.g., ad u

application nctionality) or.to nove the application anpbng
devi ces, a per sofhateoreptinetworksiconcentiate st uchimanagemenmbyvi ces. I n current

networ ks, applicaiions._c t ve.| .hense| v a the.functionality of
net wor k dev\pe(%ggn 'W .'Eﬁes@'ﬁw‘i%@%@?%' 5'11? a%%%wgﬂg'ﬁ'meﬁ%lg}"cal | y access

t he devi ce WMapagenenl donsolkes eiayiiecon® isdlatedlorangy fafl Alvitiothe rébulivat ent syst ens
do not enable the additjon or alteratjon of the functionality of a network

devi ce tHr othgrmetprsraaype HBH’@,"aSﬁaW?-om additian, pyrentoeworkn . That
appl i cati ongaRaGeRbntsysitd tark HEABEIs16 nBNGBE deRiceS whithidreCl ent use of

network resources. For exanple, since it may be tinme consuming to install
.a router pypbsefully discennestegdiane @ netwerkdon a pefiad oflime,tsusb@Son practice to

25 tenporarj i%ﬁg such an application and then de-install it, freeing
up resourcigb?ép erfﬁ{tléurg' need for the application vanishes. No nmethod exists
for a version ofArctherddrawbaek of cumrent netaoriosysterhy ische infleribiliypafitheat i on to be
depl oyed to a diyersity of devices and platforps., Furthernorg, since

ol 1 or . prRRIFaNenS ysite g Senitedine4e sebpri, Befiarks BRAIRSHEN Gige- syst ems
requi re 30 Webisetvetiapplidatioh, orBLiRAB6Warey br 6thePappieatiorsbuciiagnust be
installed on each 3 figs] WO 01/08354 PCT/ USOO 14601 type of platform

Mbbi | e agenWORHRIPERRRPEN Bte bRically iafie packagss invallagdnta PersRRMCe  sof twar e
appl i cati Onvisiisc’th@fﬁ%ij&ivri%g‘{i.\é?} rtl‘\é’ﬂl%tfgﬁ?{ bﬁﬁﬁorgng tgied@’ﬁthiﬁn? hAgtravel  between

devi ces on a network, O malntarn its s juring 1ts travels. 5 One
exanpl e i s configuresthe device.s fotadmhanapplivation (6\gs, tadestalka oatent opad in  the

dovi ce. 5o, ERaTEDS 15 PBIRR 18 b kb er o i sl e bR S e
application among devices, a person must physically visit the affected
devices. In current networks, applications cannot move by themselves, and
the functionality of network devices must be altered by having an operator
physically access the device and install, alter or upgrade an application.

20 Current systems do not enable the addition or alteration of the functionality
of a network device through remote methods, or from a central location.
That applications cannot be easily added or moved makes inefficient use of
network resources. For example, since it may be time consuming to install a
router application at a device, currently it is not common practice to

25 temporarily install such an appiication and then de-install it, freeingup
resources, when the need for the application vanishes. No method exists

. for a version of a module with new functionality or a new application to be
deployed to a diversity of devices and platforms. Furthermore, since |
platforms provide different interfaces to applications, current systems require

30 that a different implementation of an application must be installed on each

3




however, as such systens do not allow agents to effectively and safely
access resources, such as router tables, network traffic, network
statistics, WO®108384 necessary for network management. AnPEPYS46Mon or
agent participating in network nanagenent nust have access to system
resources. Simlarly, since such systens do not allow effective access to
resour ces, JN ophiCh systenms may not be used to augment device
frunctionality, and nay not be used as network or user applications. Such 15
systens | ack per iNichilecagentjenvifonments existawhicinaliow en agent, ageohile t o access

resources in manner.wWhich is tailored t t C ens | ack
he abi 11ty YWY SRRIcAPE o skatiie pRivafiphd iodes 878 Mol B o
resources. gtiveBR deVICEs of aTRAwOEEad toMgintdlh its Stats dudngsits travals.acr 0SS
devices in a_ sinple, device |ndTeMpendent ranner, such sgstems | ack the
ability t& pPBeryample ishe Vevager™ sysiom, which allowsagatsfeveloped I de vari ety

of devi ces. r M q‘g@ I TR &hﬂ{qu inGGHPAlr ces whi ch

may exi st ontgédrea\gllgce‘saﬁgﬁ ere%?c???nrﬁﬂ% on ?(’:“h t he ag@r? operates in a
safe and codavics. | Suchsystams mayaobbe used foyeffestivesietwork managamente or manage
renot e devi . f th exi St ed. for and net hod

al | owi ng fo?ﬁosvﬁ%‘é?b%{%s&é&@snfé ﬁ?}n%lp‘?'oﬁeﬁé;ﬁb%egg%%ﬁfﬁﬁ%ﬁgd and | ocat ed

closer to naduess desbertese suchlderotteriables awtwbrktraffics network atatisties, hod

all owi ng __effective network nmanagenent tools or_ applicatiqns to nove anong

v ces” 18 SonBBRBRIANGIOr PEVSEK TIRORGREE A PORISAHPG BF 898t « hout an

oper at or 30#&?%%%%@%%&& A6t ffust RARS ScdeBs & S@Rémf or appl i cati ons

to have 4 0 4 PCTJUS00114601 access to resources on a variety of

devi ces in aresevices Simigsnsiaee suehwstemsdp opt aliow eitactive BRePSS Wecurity.
There exi St SrRoliR8g dge%rngs;%@té%ﬁyggé&%ag%t BEWisbt i bugiREnt dek

applications t evices froma central |ocation,
wi t hout r egafudchianalitylh and yay noft bplusetl asmetwork v iuser applieatiansg Sudhhe nodul e.
SUMVARY 5 Tsl_slrEsteIr'n\g/ Eﬁlpgﬁlnissioning which wouid allow prior art agents to access
resources in a manner which is tailored to each agent. Such systems lack
the ability to circumscribe and limit prior art agents’ access to resources.
Furthermore, since agents may not access a service across devices in a
simple, device independent manner, such systems lack the ability to provide
20 services or capabilities to agents on a wide variety of devices. Current
systems do not aliow agents to access resources which may exist on
devices different from that on which the agent operates in a safe and
controlled manner. Therefore, agents may not manipulate or manage
remote devices. _
25 Therefore there exists a need for a system and method aliowing for
network management functions to be decentralized and located closer to
managed devices. There is a need for a system and method allowing
effective network management tools or applications to move among devices
on a network or to be augmented or reconfigured, without an operator

30 physically accessing devices. There is a need for applications to have
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A method and system are disclosed for providing an environnent allow ng
agents to function on a. set of devices having resources, the 10

envi ronmenWQM@8SHi ng services all owi ng agents access t oPERYUSNASEL Each
agent has an associated perm ssion |list indicating which services.the agent
may access. Each agent may nove from an environment on one device on a

network 10 adhe8EYd fedBRBS ofith VHHEW 6 deiftlés iPa dé\‘f'a.oEFﬂa%EpeF?E&&'ﬂ:ﬁﬂeQ\' OF THE
DRAWNGS Fig. | is a block diagramillustrating a conputer system according

to an enmbowhichensyesnetvork seeurity. Mhenetaxists apegd for a systemialiewingi agr am

illustrati { enbodi nent
of the pregﬂe ﬁ%ﬁg@%ﬁ&@ﬁé&?@s bg C%P!)ogﬁag&%@a%f’?‘ﬁ&sti?% :%ng t he

net wor k of d:'enyal bcaﬂmomaﬁ\ogtmgamformmypboﬁpﬂatfmrm ohdevicesreeeivingnvent i on. 25
Fig. 4is a'hbl di agram illustrating an instantiated agent of Fig. 1
accordln Werhodi nent of the present invention. Fig. 5 is a block
diagram illustrating a portion of the network of Fig. 3 according to. an
enbodi ment of the present invention. 30-5 H WD 01108354 PCT/ USOQ 14601
Fig. 6 is 2SUMMARWORTHEINVENTIONG t he nove operation of the agent of Fig.

5 according to g d@\'}&ierf?ta[)é Hiﬁ?IBéé‘éﬁPh{dvﬁ(ﬁdc]%}T: Qﬂwrdﬂrﬁ%\t? ''s a bl ock

dlagramlllustratlng a service object Insta servi ce of
Fig. | accoalidwing agarusltmﬁmbohbmma sef oftdevices hawing resources, the Fig. 8 is a

fl ow ch il i.on_bet servi ce of
Fi g. co‘?’B’"ﬁé}“Pﬁ{ é@g'é’?@o%?wé% g'ﬁ”'?%ﬁgﬂgggﬁs%qﬂ?%ﬁﬂ% %5%8 DETAI LED
DESCRI PTI Oadent Alis ar iasgociated PeRhission st ingitatirg which Bervivesthehgentvent i on
allow for easier and re effecti ve managenment of a network and of the
appl i cat i orf@@%RF|SS, ag:ﬁ agent may move from an environment on one device on

a network to an environment on another device.

15 BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram illustrating a computer system according to an
embodiment of the present invention.

Fig. 2 is a block diagram illustrating the computer system of Fig. 1 according
20 to an embodiment of the present invention.

Fig. 3 is a block diagram illustrating the network of Fig. 1 accordingtoan
embodiment of the present invention.

25 Fig. 4 is a block diagram illustrating an instantiated agent of Fig. 1 according
to an embodiment of the present invention.

Fig. 5 is a block diagramillustrating a portion of the network of Fig. 3
according to an embodiment of the present invention.
30 '




t he devices on the network, easier custom zation and depl oynent of 15
applications and of the functionality of devices, and better use of network
resour ces tW@BUMBS4 he dynanic al | ocation of applications 25USOMAS0 onality.
An exenpl ary enbodi nent of the present invention achieves this by

provi di ng an environnent allow ng nobile agents to perform network

managenment G isQiow ERarfAlldtFating the VB lop@ratioh®f the)agertiviFig. . and to act
20 as network or user applications, in a manner maintaini ng network

security. /ageondingloanembodimenteftbe psesent INGRYAN. execut e on a device or
environment, nove to another device or operating environnment, and resune
execution. Mbile software agents can be created to act as, for exanple, a
user appl i dsig.idis ssblotk diagmmblustratingce savice mbjact instantisteddpghiacat i on such as
a 25 router. Agents_.may be confiqured to alter network functionality by,
for exa Ies,e"‘gF? Qf'f'ﬁgYFS‘Eﬂré'ggéﬂgﬁ © ‘r°?§*6e 'Bfegaﬁé'%e'ﬂ!?ﬁ'm mal  net wor k
condi tions. Agents can travel throughout the network from device to device

and are given the ability to access resources. Rogue agents, which may
access net wdrig- &is ajlow ehart iustratingthe intergetion beiwegb anRgent apd apr event ed 30

from operati : r LSSl Qal ' | : nent nay be 6
W0 011 08304 TeE R, TRESrARGRY shipnibctheitr e pBGA: FRRRT™" | 1oV PO

comunicating with a central controller. Wile the system and net hod of

t he pres«x&t M;Ei@mbed as aiding functions such as network
managene | oynment, other benefits nmay be realized

wi t hout depdrti n@Dverdigwoverall 5 operation of the invention. Wen used
herein, an agent _is a software. copponent havjng the capabil.t 0 nove
from device to d ﬂecsé’_s“@ﬂ‘%“ m@féﬁamﬁe@&@a&t@fbﬂ'ﬁr%@ﬂ%@ it noves
to. An agenimgRyefiefivh irindgeMbhrir MNbHOAN SnEXpRIitions dxistify RO be abl e

to execute on every device on a network; in an exenplary enbodi nent of
t he present thadeicesanthrenetwork: @asies customization iand deploymemteht , an agent

enabl i ng,envl p@%ﬁts’ar&hfbﬁ@?eﬁﬁ%ﬁcnﬁli@e%et%@éﬁ Nettdr TR Yr FBRIorkN agent may

be, for eXa , a rou
resources through the dynamic allocation of applications and functionality.

An exemplary embodiment of the present invention achieves this by
providing an environment allowing mobile agents to perform network
management functions, to alter or augment deyioe functionality, and to act

20 as network or user applications, in a manner maintaining network security.
Agents are software objects which may execute on a device or environment,
move to another device or operating environment, and resume execution.
Mobile software agents can be created to act as, for example, a user
application such as a word processor or a network application such as a

25 router. Agents may be configured to alter network functionality by, for
example, altering routes on a router or to diagnose abnormal network
conditions. Agents can travel throughout the network from device to device
and are given the ability to access resources. Rogue agents, which may

~ access network or device resources for destructive ends, are prevented -
30 from operating, as permissioning is provided. Network management may be
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routing table.on a router, a routing application which provides actual
routing functionality at a device, a server, such as a web server

appl i cati OMQ OH83M5 application functioning to di agnose, RGIAIN0/1460%, oOr
correct network conditions, or a user application, such as a word
processor. Wile certain uses and functions for. agents are described, the

agent's - of delievay B ulbUIE! 406 posk by DURRBHEATY Sk bARnEY have ot her

uses and functions. An exenpla resent 1 nvention
provi des f aongoliez0 Whiledbe systemrarid roethod of thehpreserntl ihvemtiomihi | e agents to

execut e on petwor devi ces .and _access devi ce and net woy k resources in a
controf | o daRtrbets MnGRne ABT 58 T fGik SRDRREA AL prIBRR, oo ¢ [ or e
devi ces i n daploy@ient diierbefeftsmiay) by feafized Witholt tlepaftingTiom 6veralikch devi ce

which may support a proactive environnent. Each proactive environnent can
create 2 8&6@*'9“@5”1?’“33@“%“5 the agents' "launch point"), provides a
platformall ow MhenAfiBaitieréif, & dgeris 2 CompdnehEANRG fie t hrough
services, nonitors and controls agents, allows agents to travel across the
net wor k t o capakility tgp mayetfonedevice taxdevicet an a natwark ept de exepute onthes/i ng from

ot her proactjye. . I t L0, | Lion r net wor k
adm ni st raﬁegﬁg§5$ﬁ/})ﬁ(§3$gﬁga%ﬂng&gﬁtﬁﬁg%%ﬁ%ﬁﬁﬁggﬁ%g g’ﬁé agent to
execut e on nedyenot bei ableto/éxeeliteDérs bviery>dévitis0n AlneiWork; trean exemplbgp execut i on,
transfer to anot her\éﬁ{%ce, nd r?_surre execution. Alternate enbodi ments
may al | fv & ipent WiePBﬂr@Yﬁ" iPg agents seqiice a graactly@nt set- of functi ons.
For exanpl @nviréhriént2an 85értlehabliPeiviieiinedt, t6 bparatd. Vi Aednpilamynt may not be
responsi ble for creating agents. 5 An exenpl ary enbodi nent of "t he system
and net hod egibodifeeraaagant may\ae, far examples Adoutinewhich gliterstBe s r esour ces

h ; SR _ _ - ‘ hi
Code pr ogr LofiE Rllelcy futdh, & ing HopliioRwifidPorcites dollel Rufifg, = ocT 0°
used to al functionality at a devicé,a sefver; sucicas 8 webeepvar@pplitationcan ng as

o a8, pfeBh §iolilG 18 BRiahasg jobor 5n, bR U HethBk doFRRAE S Services
or a user application, such as a word processor. While certain uses and
functions for agents are described, the agents of the system-and method of
the present invention may have other uses and functions.

An exemplary embodiment of the present invention provides fora

20 proactive environment, which allows mobile agents to execute on network
devices and access device and network resources in a controlled and
secure manner. A proactive environment exists on multiple devices in a
network; one proactive enviranment exists on each device which may -
support a proactive environment. Each proactive environment can create

25 agents (and is thus the agents’ “launch point”), provides a platform allowing
agents to run, aliows access to resources through services, monitors and
controls agents, allows agents to travel across the network to other
proactive environments, may receive agents moving from other proactive
environments, and in addition may perform other network administration

30 functions. A proactive environment enables an agent to execute on one
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enmul ate the function of resources. For exanple, a service altering a
routing table nay accept the routing table entry to be altered. A service
may accept waAHsdstul at e an MS-DOS or nmachi ne code progr arRCTAESNI460Y, | S
provi ded, as agents require pernissioning to use services, and services
may constrain 15 access to resources. In an exenplary enbodi nent of the

present | nv el ieANstop REEAIREA HBhAG: loardfil- YeGHePUndRLIRG S@cliigient car ry
With it an ACCESs CRGNEFOl 118t Which s a permssion |ist deternining
whi ch ser vi xiemate embodiments mayaaildwa packvecenvironment torpaxfarma  Cur r ent

systens do n rovid agents_restricted access, t Mork_or device
resour ces; Etﬁi\?g ‘Hésrs':ﬂfe&‘a eef'éa'aﬁﬁﬁﬁ*‘%ﬁré’r‘ﬂgl%@@?t? Resour ces nay
be any dat a grbactive envirormestirh@inot®e RRpehsiGIL forcremtingeadents; Whi ch a devi ce
al l ows access. For exanple, a resource m e the abi to create and

i

: y b i
alter fil®s; suchnexenRiany enhodimentpfthe systeriandanethpd ohteRIRSANtng syst em
A resource | l e, the
ability to @%eﬁg?%{}f’@gﬁgt&%?ighﬁeﬁggﬁ@ﬁ%g rglt%%go ?maltl\a/lgi%' a%sgggges. A
resour ce maydriviesor the abiiity tatruhia machine cogriprograrhpomip ifiteeagenta have pl ay (e. g.,

a CRT or flat | _.di splay, C or

poi nting deﬁe@?ﬁgﬁ)&}s.d%%&n%%w#é§gh§§ew%%§grﬂ@%§§§{e evil ggg;‘{ o add or
al ter devi caeséurtesiby aclirg as ntermediarips betwebn thermagentaranidthat a device. An
agent may exist for a s WO 01/08354 PCP/US0O0/ 14601 relatively | ong,
indef | nedOd HnHerR0 FR3RUTERS SARYCER May AW RSCRRR IIeSAUESS P MBK, | cat i on) or

may exi st f Gimiiafethd finktiod o FdsdlurddsFof bREmMB2 BRRiceditedgd roulhggnosi ng a
network fault). An agent May reside at the sanme device for the duration of

i ts exi st endablefmary ascappthe rautingteblgentnciehepitesednfsepicemay msoepts from :
device to dey g | Si : system and
met hod of tﬁgeddp:ﬁgé%n a‘fmtb% o%'arﬁ ﬂgﬁ%‘@gﬁe gﬂgggé;ﬁb@tcgﬂ@ggn%r%i&gﬂt hi s

activity fr cas agentsteEqeire pemnissioningito useaiseplives] and sgrvices asy canstrainect ed

gﬁiv | ces. 1IN 638 Be2BirclE! P8 kepian) SrBSAment SFhe prdsent fvenfidh, © '
permissioning is achieved by having each agent carry with it an access
control list which is a permission list determining which services it may
access, and other security information. Current systems do not provide
agents restricted access to network or device resources; agents have either
20 complete or minimal access.

Resources may be any data structure, function, or physical.
component to which a device allows access. For example, a resource may
be the ability to create and alter files; such a resource is normally provided
by an operating system. A resource may be a routing table. A resource

25 may be, for example, the ability to send simple network management
protocol ("SNMP”") messages. A resource may also be the ability to output
information to a display (e.g., a CRT or flat panel display), produce sounds,
or accept keyboard or pointing device input.

Agents may install themselves on devices to add or alter device

30 functionality, or may reside temporarily at a device. An agent may exist for a
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10 and easy depl oynent of new network functionality. A router may require a
firewall capability; a systemadmnistrator nay direct a firewall agent to
move to ty@ofmpater. Or the router may request such an agEvgsoo/pioove. An |
enbodi nent of the present invention facilitates accurate nonitoring of the
network state, as agents may be deployed directly to devices to be 15
noni tored (and possibly rsgart back to a.central gocation and al |l ows

moni t or i ng relgtialinlongended guestion f\ﬁb?’karﬁﬁ'_Pl%"ra@.e" 9@‘!’@1?%%%?5 stration is-
made more %Eﬁqﬁbﬁgoﬁﬂgy agistiorh ?elaili\ﬁalyd@ﬁeg tinfe w%m,mwnds are

| ssued by e agents which are located at or near the device being
adni ni st er clibgrivhinga hatwerk fauitlarAn agent saydeside gt tha,$ame deviee i th@ents to 20

execut e on and. noni | : WaYa¥ : lfe. Security
ok e m ACTHuela s Soptehed P bxdihol o Gler apfiicatOh s ) B iy o

Ci rcunscs i hesh asvies® devidedfarexample, @nmebwarksegnesis dgent). Abemechani smto
ensure that an agept | oadi on the deyi ce,does not urity risk
resul ting fsmm]%lw[]@ﬁh@ %%P’Pﬁﬂ&dﬂ‘? jop gllaws 8"P8§Eﬁ?$€t§sc%nﬁgf exanpl e, 25
current  syskie ¥Btivily! it BYemeR tefmingl, MitRbatiphysiealioacaeesing affgciedst an agent
using the format Command to erase a hard disk drive, either by m stake or

del i ber at eld@vice® an exenpl ary enbodi ment, services may grant access to

resource N a GG eiomPlthGiHEH of i F18BbGAVdrBn FARRBIAG BlickBNNe

Services 30 provide”a uni view of resources, in that a service
provi di iy andemsy deplayment ofinew networduostiar@lityd Abatersagy requre @ ¢ ype of

eSour Pl SRl 5 G AR i el i oo e

i nf | exi bl e tb the forteraGicthe Soutesinan cap@est suchaan agent domoivef énent devi ces with
different interfaces.

5 The system and.get hod of . the present, i nvention
faci | itat e emRodimertof thepresg "MPB%@H%%?%‘QW%’BBP?% %ﬁh%r net wor k
functi onal 'ﬁerorRrstétQ%s H?éﬂt% Trﬁ?fbb%pﬁyeambbﬂiﬂo'mﬁ:eﬁftd pbenctionality,
wi t hout an operator physically o .
15 monitored (and possibly report back to a central location), and allows :

monitoring to continue during a network failure. System administration is

made more effective and accurate, as data is gathered and commands are

issued by mobile agents which are located at or near the device being

administered. These benefits are achieved by allowing trusted agents to

20 execute on and monitor, augment or alter the functioning a device. Security

risk is minimized as agents are granted only permissioned and
circumscribed access to resources. Current systems have no mechanism to
ensure that an agent loading on the device does not pose a security risk
resulting from malicious or erroneous access to resources. For example,

25 current systems allowing agents to operate cannot guard against an agent
using the format command to erase a hard disk drive, either by mistake or
deliberately.

In an exemplary embodiment, services may grant access to resource
in a device, platform, and application independent manner. Services

30 provide a unified view of resources, in that a service providing access to a

9



accessing affected devices. For exanple, an agent which acts as a word
processor dictionary can be instantiated by a device and sent via a network
10 to ot herwo®¥h8386 to add functionality to word processi RgI/ESWgdeMs. A web
server agent may nove to a different device to better serve users due to a
high traffic or network error condition. A user application or user data

set 1y N o5 B fbolill LibEE oS ritdHacs B ageltOWI it BRIsAgIpCes. Agent s

may be nod or conponents o0 ger applications. The System and net hod
15 of the prresoutceitypeemay providd greatipvanyingdntedfaces; Curpisysiems ane agent ,

oror art - SPUBEHE ¥ sk Ao i BB reRO LA PER ReTER Wb g on The

devi ce woul gifferint rtérfacessecurity risk. Prior art systenms did not allow
agents to_interface with host devi ceﬁ in 20 a devicge, ] ndgg_}e]ndent manner .
the e

Through t fie ser vi tiessysterp ed sathes,phife Presant styeption ‘B”'F'ﬁvention, a
dictionary agedbadiPuedléfhritor Hopbicatidhor neRicH RifEeRaIRY, ordhe devi ces

w thout requiring different interface mechanisns for the different

syst ens. Si mnbodificgtiornof applications pr functienality, svithoutan epenatorphysicallt he rout i ng
tabl e on the , r Y : | o 25 add
rout or func PSRAPTpprBGeR defithg!, FAREimpR)arh BoStliniiPads BEY Wl ° 2

i nterface topesssoridiciibaany dan b ihstantiated by medevide arad sent giashetworle on

di fferent, devices. The system and hod of the.present inyention
faci |1 tat0 nigehecievcentd s indionally i Worromeesaia FROtHS. Siva i cul ar
during net wogdrvéPagaht Qﬁaf meveto 4 HifBfer® devibs GSBetfdl serveAliseps Bue idat agents
may be depl oyed to the 10 WO 01/ 08354 PCT/ US00/ 14b01 devices to be

noni t or ed, opighde@fficseraetwenkereos copditionsAuser aprligatien or ysardatasetyr ate, and
finer granul gLty [ ' 1! ' pleN ' during a
netvor k. 1 ai | (PLTFHEYS B8of the BMafinef Wind Bfhcrs'diich?, AdShisThEy [0 0o

depl oyed t o bewarkiessarmpomponentsof targer applicationso iinersystenT apd eethiodigent s nay

g]g 2 's E)IO; ;ig:)\l'\gfétgﬁpﬁsfefﬂt ?nv%ﬂﬁioﬂ Sl%% }or tar}féivfcqu réicz:gprtisﬂgh taﬁ atggﬁt, kﬁg\rn]n ement _
(via permissioning) the agent does not pose a security risk. In prior art
systems, no mechanism existed to ensure an agent loading on the device-
would not pose a security risk.

-Prior art systems did not allow agents to interface with host devices in

20 adevice independent manner. Through the services of the system and
method of the present invention, a dictionary agent may operate with various
word processors or devices without requiring different interface mechanisms
for the different systems. ‘Similarly, an agent may be sent to a router to alter
the routing table on the router, or a router agent may be sent to a device to

25 add router functionality to that device. The agent needs to use only one
interface to communicate with different types of routing software on different
devices.

The system and method of the present invention facilitate more
accurate monitoring of the network state, in particular during network failures

30 ortimes of stress on a network. That agents may be deployed to the

10



The services of an enbodi ment of the present invention may be

circunscri bed, or may be tail ored based on agent perm ssioning. For

exanpl e, aWo@S4 whi ch is to di agnose an abnormal net woPRI/US0460E 10
condition maybe all owed, per its perm ssioning, to use an SNMP service to "
both read to and wite fromdevices.. A different agent, which is created

only to mghﬁeésmﬁaﬁﬁorewmrsbéwa@\ﬂcés?am&haféﬁaﬁmevi ce only to

read from devices. Such circunscri bed access. to network resources

provi des neeeuratecandfinen granularity menitoring, :angallows aenitosing e eontinte result in
oo 1 e SRS pobnt FAPRE | Fo ML, T MRMkGRUGEH, Band sl | 207 25 '

whi ch |ike cate | I s a 'blIFock di agram
i [ ustrati ngnay becdepioyedrtodevidés aupporiingproactiverertronmisntsi rieseof t he present

i nvention. Node 30 may .pe a, standagrd persongl . conpuier ar another type of
data proces 9y AV, 'Eéf"P%ﬁ‘&t‘ﬂ’?{Eﬁg{cﬁr&{epﬂ‘ﬁg‘e"i _’HBS’FR%‘%B% nents not
traditional inanhgement ddmsaledppliédtion. per sonal conmputer. Node 30 is a device
connected to a network 4 via network connection 7. Node 30 incl udes

proactive envi r offfservices of ampmbodimant gttheqresent dnvention may beos, 106. and
108 and whi g y bR Bk érgyn' h as agents 110
and 120, rrag'p?“&ﬁ]&v'kg‘%@@a’f ﬁ%}glﬂlges ope?%ﬁ g gees’?'ggn?'sl?ngbsPyFS provi di ng
over al | conexarhplef amagent3dhichl is\tadicegnose anabnomealinetwork traffie' ) 3, providing a

Do | oau e DR PR st dher it pEFRee Ao, BB AT SRR ooy o
proacti ve ebythrreadtnand Afite fearn dlevicds. OAalifferémagent, Which islcréifed bh8354

PGT/ US0O0/ 14601 services 102-108, . and, al so '(_).f a&.ents .and services which may
exi st on nolfSBoniAremessages, Jpay Be aliwegiouse thesameReryick Py dareads i cat i ons

11 and 13, ginQevite8d Sueh eirbifistribeld actess todiatWirkdefiupesSSiovides t 0 a user.

Network 4 provides connectivity and cohmunications with other networks
(not shown) moge aeruraietlimitsiancactiviiesof agents which rpayresyf Gwegcuil ch may support

ot her 15 risks. . _ - :

il Proactive Environment ) . _ _ N
Referring to the figures in which like numbers indicate like elements,
- Fig. 1 is a block diagram illustrating a network node 30 according to an
20 embodiment of the present invention. Node 30 may be a standard personal
computer or another type of data processing device, and in addition, may
include components not traditionally found in a standard personal computer.
Node 30 is a device connected to a network 4 via network connection 7.
Node 30 includes proactive environment 100, which includes services 102,
25 104, 106 and 108 and which provides an environment on which agents,
such as agents 110 and 120, may run. Node 30 includes operating system
("OS") 5, providing overall control of node 30, Java™ virtual machine
(“JVM’) 3, providing a platform on which proactive environment 100
executes, management console application 9, providing a user interface for
30 _monitoring and control of proactive environment 100, agents 110 and 120,

11



proactive environnments. Services 102-108 provide agents 110 and 120 access
to resources, such as access to network 4, network connection 7, OS5, or
ot her resowoew0s3sa alternate enbodi nents, the system andPCHESNEOL! t he
present invention may work with networks having a structure 10 other than
that described. In an exenplary enbodi nent of the present invention

proactive I 1 ) CI i\nfi'ﬁ&\ m al | owi ng
agents to rﬁ%)‘wégn%ﬂﬁg(rjé’o%rﬁ l%%%fé%ﬁ%ggégiﬁ?@?cgél ovvsﬁ'g lg%{s{saﬁo travel via
network 4 t qhoulelsawhichpanecpsrt ofnetwerkrd nNede 30 includesapplisationgditand r ansni t t ed

f ther 1 L i t d in additi th
funct fons, P BRvs0R KnBPbnanEn sB il PricheRBe b P e ot ot or
usi ng managsaRdbs eBARELLvitAR Edminupitafions iR ethiey AelVbrks (notehdwAO is a

JavaTM object which runs on JVM 3, itself a program runnil{lﬁ% on node 30.
ProactiveS eahd Withpther netwerk deyiges (1ot shawn)xhigh may SURBPR QAT  he Voyager rm

system 20 vibghaARdviBAmentla ehiced | 024 B8 pAVid b dshia 9 0laRaligooper at e. 1 n

alternate system and net le present. invention may
be i npl enensceess to regoumes ssuchiasracchssita w4, Tietworkregnpgetiomdl t he

be or eat ea ARl eRARER dy eharmbo A e AR oo ™
oriented 25 mathva dfithey présentineeriohenay work with netwerientaviligre stractureer t ai n

functions _may, be carried qQut by nodul es other than that described w thout
depart i ng0f réﬁ?f“\?m\"mﬁ‘m- For exanple, agents may have i nherent

service capabi | i tjhq edefhplary SRIBRBIMEN QY Il Bresotinbsrition proddtig. | n an
exenpl ary enbodi nent each device on network 4 supporting a 30 proactive

envi ronment erMropmend 160 ersates agents, provides 2 platforn liowngEgentatmrun2 o
01ro054 PCT/ ﬁ§%&f§g%on ls%@ﬁtsdgﬁ'dﬁseé%mw ﬁé\{el v@l A@&Bﬂé&&&h@ﬂ' ments may
er nunpers or p s 1o T1u

all ow for ot oactrve environmen nction on a device.
A proactive preaciiveoemdnonments; mniayregeeive agerds transmittedfrarmsthent | at ed JavaTM
obj ect, ais p{:r%%%ﬁ\}eveenv?rg\r/uinreg strgrr{é inog&cﬁt%ﬁ may perform other functions.
Proactive environment 100 interfaces with a human operator using
management console application 9. Proactive environment 100 is a Java™
object which runs on JVM 3, itself a program running on node 30. Proactive
environment 100 is implemented as an extension of the Voyager™ system,
20 which defines a Java™ program allowing agents to operate. In alternate
embodiments the system and method of the present invention may be
implemented using tools other than the Java™ language and the Voyager™
system. For examplé, the agents and proactive environments may be
created using a C++ based system, or a system not having object oriented
25 capability. Furthermore, in altemate embodiments, certain functions may be
carried out by modules other than that described without departing from the
invention. For example, agents may have inherent service capabilities, in a
manner providing network security.
In an exemplary embodiment each device on network 4 supporting a

30 proactive environment has one proactive environment executing on the JVM

12



5 Agents nmay execute on a proactive environnent, halt, nove to another
proactive environnent, and resune operation. In an exenplary enbodi nent of
t he presenWO®P®At|i on each agent is a JavaT"" object; eabEIUSNA#0Lgent
object is instantiated by a proactive environnent using an agent Java.T"'
cl ass. 10 Wen used herein, an agent, a class defining an agent, and

i nstanti ati go yRit déiic8dsowever alRARE eRBolfients M4 ngwsf&doth@rt erchangeably. In
an exenplary e od| ment v%en an agent noves to g evice It actually noves:
to the pr oapumbers«f proastive envisnments tafubgtionen adevice.. Amreacﬂver e, when used

proact ] ve caTEpEt BRedBbfion abvil's FRuaR S da Y Bbcka Lgent's) of
al ter nat e eptoadiivecerivironmehbebjpetesent i nventi on may be defi ned using

| anguages ot her {han Javaml cl udi n non-o ect 0 ted | anguages. In an
exenpl ary embodi °'1r5&P HH"’BPB{a F ﬁ’(/l ronment 100

provi des anamdtherrsrasawbcerﬁ%ﬁhéntl aﬁa r@dﬁﬁ\elaﬁérarm uw aagexe%ﬁ:mr vices
102-108. Servi ces 102-108 are Javal'" cl asses instanti ated as
'P'r@lF/’ st €

obj ect s whi embedimest of the PJWVQIHVEHEO'I)Q?MQ?%W é@\fﬁ aghi ch accept

i nputs fro eﬁ?ﬁ MG M ki es are
menber s of r’%a pr %aggcgrgm rorﬁrren Eyélgrw c\éésgll\a%%%‘isémg aﬁqr%(bps of
proactive edeva™nplasat 100. Agents 110- and 120 may access 25 services

102- 108 gy requ tlve env 100 to jnstaniiate a service
obj ect ; Phe ageﬁ&ﬁ?ﬂgﬁéﬁrﬁ% f'hva&?@eﬂé NNFANZ29<0 c%" bject, which are

JavaT"" net psrntiatiosr of ahcsgembfan aderst ob}ecamaybe b@e&mmamehblyaw resource
on, node 30 or network 4 which JVM 3 itself has _ agcess, file
creation, W%ega/g%emé)wtw en ap agent 'B?V%ﬁ'@pﬂ %G)’"éﬁ!! ﬁﬁ%‘a'lﬂg/,\hen used 30

herein, ser v t 0o an obj ect
S 1T e B Bl e e e TR dret th

service cl awhen gsad heseinpBo agent mgyhe rafg;redsqb ag maving:ip|d deyice ordehod within a
Service lgbj & BFoa'Eﬁ\Ye Qﬁvir%ﬁh%ni &t&@hé\ﬂe‘_ﬁaiﬁ. pﬁ'neocfbjects (such as agents) of -

alternate embodiments of the present invention may be defined using

languages other than Java™ including non-object oriented languages.
- In an exemplary embodiment of the present invention proactive
environment 100 provides an interface to agents 110 and 120 including

20 services 102-108.. Services 102-108 are Java™ classes which may be
instantiated as objects which run on the JVM 3; the objects contain methods
which accept inputs _from agents and allow agents access to resources.
Services are members of a proactive environment; services 102-108 are
members of proactive environment 100. Agents 110.and 120 may access

25 services 102-108 by requesting proactive environment 100 to instantiate a
service object; the agent then may invoke methods of the service object,
which are Java™ methods. Services may, if so created, have access to any
resource on node 30 or network 4 to which JVM 3 itself has access, e.g., file
creation, SNMP messages, routing tables, or display output. When used

30 herein, service may refer to the class defining a service or to an object -

13
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calling that service. Each resource on network 4 accessible by agents is
accessible via a 5 type of service. For exanple, the hard disk drive on
each devi ceWo@d8B54ork 4 is accessible by a di sk servi ce PCFMSOV/HBRf er ent
di sk services on different devices interface with the various types of

di sk drives and present a unified interface to agents. Different types of

services proy iafedas : ) | e &ﬁﬁigé ) | g&g& anner, and
i hterface w Fﬁpﬁggnts Iﬁﬁgngﬁ?ﬁérr%ﬁﬁé‘ﬂlfsé ngﬁﬁlér a’gﬂiﬂ? pl{éfao senrgc?ce

provi des a soaealingld medhochwithin zcservice abject may bedaidie bebadcessingoraccess a
certain reso%@&%_g,%k%%ﬂcgnt service classes may be wused to inplenent a

service type Fent platforms. Wiile the actual service class
used by an agent Eschreseatedramstworked hvdssible Bpalents @/actessible vieadi f f erent,

nt [ a.certain service type across. 15 different devices is still
cons! der edb t HPEAT SRR RS xAmPle, s Bwd didkdriveran pasntievica pRRCWSEY her cin,
an agent accqs$hosessbld Waamkls%wiwhtyg&;- &ffel%ﬁg?ﬁesﬁgFﬁ)i&%soHWerggt referred to

as accessing a service. Java M nethods’ capable accessing device
resources, sdevicesinterfaceavithibe yarious types of disk drives and presents unifiedwn i n t he

. 20 Fi g. jfad " LLL | e Fig. ., 1 according
fo an- embolteiigel YoRhits, iftefitypes UrhéTiond Prditittacizsblo fidbsyhel o hode
30 from di ffawmsénpdﬁaentma?érj hri@d Igwlmeaﬁtmagélimm different | de_n: i ?al(:PIUn)

[ d . No 30 i . central. processi ng uni " '
142 conriSht BEPNGF CE4GEvah oh Servies proRs 4 SEroamiARcIeTAce R ERNAC. and 75
control s theafdeiedbiity tehcitea céitairifddolrtd; Mérdtit sefvitle &ds%@&'n@afﬁe Al owe

Pentium(r) processor available fromlintel (r) Corgif Syst em bus
' 0

the vari ousYsfhisdmplanenia sanee tperas sneitierephplatiomnsi Whjle thet er nati vel y
include a pl yeghi dervied c@?ﬁ%@éﬁi 8%32 a&gﬁpf%obggagga}i%%@ﬁé o cRUs bridge

circuits. Node 30 further inc pr ovi non-permnanent 30
storage of ddevicamayheddifferent, aptageot using a cartdineservioe fipetacrads peri pheral 14

Ptk o1 65@@%}?&8ﬁé§§§§iu AENLiISER a1 Be akdBsstin the’iiine SSvicoC! Udi ng
Therefore, when used herein, an agent accessing an instantiation of a
service class may be referred to as accessing a service. Java™ methods
capable of accessing device resources, such as a file system or a router
table, are well known in the art.

20 . Fig. 2 is a block diagram illustrating node 30 of Fig. 1 according to an
embodiment of the present invention. Figs. 1 and 2 illustrate node 30 from
different aspects; thus like numbered components are identical in function
and structure. Node 30 includes a central processing unit (*CPU") 142
connected to a system bus 144, CPU 142 executes instructions and

25 controls the operation of node 30. CPU 142 may be, for example, a

" Pentium® processor available from Intel® Corp. System bus 144 allows the
various components of node 30 to communicate, and may altematively
include a plurality of busses or a combination of busses and bus bridge
circuits. Node 30 further includes RAM 145, providing non-permanent

30 storage of data and program instructions, and a plurality of peripheral
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i nput, network communications device 130, hard disk drive 132, allow ng for
| ong term storage of information, and nonitor 134, displ | nformat I on
to a userWwoOpPHIB@heral devices may include other devi ces"‘ﬁ' such as
a 5 printer or a nouse. Node 30 includes application prograns 11 and 13, °
proactive environment 100, services 102, 104, 106 and 108, agents 110 and

120, JWM 3,qeiRaa98aE 32 9245 &1@6’% Réyb%ardlﬁ'ﬂs @lowing ¥esepor k

comuni cat i ons Sew ce 130 a?ﬁovvs no t0 connect to network 4 (and

possi bl y otihgut, mmrmmumcamna/dgvm‘@maamw didven 34 ialewing far porti on of
10 applicat Q e ma§bn er vi ces 102-
108, agent blﬁﬁ?@sg&r%ggoﬁ'@ﬂ%h&ﬁ arwrgﬁ@?] r\ﬁ?gh@! '%%gm catlontEQ and OS 5
are stored anséRAlHehﬁEeraadwmsanaycrrdzlmdﬂﬁéﬂdbw:asantjshmvmrsuehaem control

t he operatlon of node 30 |n C on w t.h other c s such as CPU
142. Ser¥i JEBter @5 arpauss Ne g@ﬁ@[@?‘*fﬁﬁ"‘?ﬁ!ﬂ"fﬂ?’a@é ag{ﬁlS resour ces,
such as aCjﬁﬁéctkeémménmryawagnozsmmos%naa@s agénis 1909kddr i ve 132,
noni t or , or. other resources. In an exenpl c@é enbodi nent

confi gur at i 129, d¥M % ananagemsnt gepseleappligation8.and@p\3. NAWOERHG proact i ve
envi r onment g, iy, nlpﬁygi‘éapp %B%ow&%ﬁ?@ﬁtHWﬁetW&ﬁ?@'(&cﬁpm ication 9.

Management ‘consol € cation OWs a human operator to conmmuni cate
with, noni tmssuwmhesmwommmvamm\mnmmanmzmpsuon ok human

| |
Spe;ﬁéoé?héﬁp?a%@?‘?ﬁ'P%'ﬁg‘snﬁa%@ﬁﬁéﬁwéﬁ&y‘“ﬁﬁg@ G sproRas 08, PP cation
appl i cati ongs, agmthfggo dtivﬁrlemsems  eargbmenbririscie applicatioregandised t 0 add
or remove services at _cer roactive me and to create,
moni tor, cdP® OFAe star ﬁ%aég qwgﬁwei%f‘a&?/h@ ment each
managenent &aﬂgéﬂhs op%Pélithﬁhbeesﬁ i BodbelAEHAAIROIPL 6RHPORertIBIMT 0N a JVM

whi ch may Sen nessages tohgroactlve envi ronnment s and agents. A user may

i nput comﬂﬁrﬂBUt‘l&Zm@Sﬁmm 2-10% prvidesggants 110 and QZQPEc%ﬁ?tPnput device
such 30,as keyhoal &, 45 Gs Aledst6 Helifork ShRintHidAliBns bOREIH3835M@Nt console 15

a disk drive 132, monitor 134, OS 5, or other resources.

In an exemplary embodiment configuration and control of agents,
devices, services, and proactive environments may be accomplished
through management console application 9. Management console

20 application 9 allows a human operator to communicate with, monitor, and
send commands to proactive environments. . A human operator may control
certain operations of management console application 9, and other
operations may be performed by management console application 9 itself.

Management console application 9 may be used to add or remove services
25 at certain proactive environments, and to create, monitor, control, or

eliminate agents. In an exemplary embodiment each management console

application 9 is a Java™ application running on a JVM which may send

messages to proactive environments and agents. A user may input

commands to management console application 9 via an input device such
30 as keyboard 136 and receive information from management console .

15
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WO 01/ 08354 PCT/ US00/ 14601 application 9 (for exanple, the status and

| ocati on of agents operating on network 4) via. nonitor 134. O her
management vmorosssd appl i cati ons may exi st on other devi CREIRHNHSBL ed t o
network 4. In alternate enbodi ments, managenent. consol e applications nmay
not be used, or other nethods of 5 controlllng proactive environments and

t k 4 of
Flo. 1 nceorPisdibn 91 exrinie dn? sRfs hdREER of aEiondurl .| ©

exenpl ary emebsionket)tvia mehitor1344 Othet maaagemdatscqmmesapplmtqonsmas% 40, 42,
44, 46, 48, 50, 52 .54 and 56 '

t raf fic, pr cﬁﬁ%°ﬁﬂ?ﬁ%§?sf@n§€%ﬂ¥h 99 rg{ﬁgﬁ?{ﬁ‘ﬁ&%% ‘Elgﬁu ingns and

links 60, 67marfdhenfdht cBRsold Appiications’thay ot bé Yised br olifer méhod$6f 88, 90, 92,
94 and 96 connecting and transmtting data between nodes 30-56. Links

60- 96 may3 besonirelling psaqsitive 96%9!1"3&"‘%651’ agentsypay Rejused.; cabl e, or
fiber-optic cabl Fig.2 b fgaﬁoma%wr ﬁlbﬁ?ﬁtg?tgﬁﬁt\ﬂ&k@& g 1 860N 10f

transporting tra s a gafeway, providing network 4 access
to ot her netamembcdmumtbf&:sprmmirwentm.,Irmmemnlay embadimentewal | . Link 84

ar o out o 5. et PRERReR et o 5 o8, 6 oF) TP AR P T IE.B0 B2 B ol ons, or

to other nodfwi senbmmmdwegsrffmmndxty heuﬁmm{réft"c provndir@triemmns Nodes 32,
34, 38, 40, 50,

ot ovi di nd0 1 SRSk AN Pariptning ekee finclions. ocBRA B0y 0% 84 BB 1R CPonal i 1y

Node 36 is a74 i76e78580 @8R, 84,66)88'90,d2, 69 aMabertdrmetig ad'@andifitig access to
the files; node 36 has sone routing capability. Nodes 30 and 44 support

nmanagenent cdata ba@veq;mndqgmshnmﬁ@r@ i bedﬁsaxaénmgmqaml rakleg,
supported by Wit Hﬁss?ﬁk larity the
managenent consgﬁggpapp 1 %@gﬂbﬁ%%g%@ﬁpgﬁ%{ﬁ ep| cted. ﬁ\%ﬁ Hng nodes
havi ng certacapabl&tbftrarlspo«hsgmaﬂcf unctions are depicted, the nodes of
network 4_may be ,an eVi or_exanpl kst at Lons. Nodes, 30, 36, 44,
46, 48: 38 and 5 Notle ?F?!iu %Q%PWQ&R'%)& oipRed fesess i 98T NSERS 05 04
206, 208 andsuthGs the MMefiiet,vatdvacting &8 dMmewaknLinRisatransmits data -

between node 30 and other networks. Nodes 30, 44 46 and 48 are routers,

accepting traffic and routing the traffic to destinations, or to other nodes

which then forward the traffic to destinations. Nodes 32, 34, 38, 40, 50, 52,

20 54, and 56 are PCs, supporting applications and providing functionality to

users, such as word processing functionality. Node 36 is a file server,
storing files and allowing other nodes access to the files; nhode 36 has some
routing capability. ‘Nodes 30 and 44 support management console
applications. - Management console application 9, supported by node 30, is
25 depicted in Fig. 1; for the sake of clarity the management console
application on node 44 is not depicted. While nodes having certain
definitions and functions are depicted, the nodes of network 4 may be any
devices, for example, workstations.
Nodes 30, 36, 44, 46, 48, 50 and 54 maintain proactive environments
30 100, 200, 202, 204, 206, 208 and 210, respectively. Each node on which
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16 WO 01) 0$354 ivriusOOn 4601 agents nmay execute mmintains a proactive
environnent. In an exenplary enbodi nent of the present invention all
devi ces whiggv1ag®si nvol ved in network functions (e.qg., redressnddorrenalls,
managenent devi ces) and which nay support a proactive environnent do so
(sone devices on a network 5 may not have the ability to support a
proactive environnent). Sone, ﬂevi ces I nvol v?.g in net wor k functions,

0

ot
such as PCs2eRi§imaY-Ryesuis maintaing %Rﬁﬂqcﬂﬁ enyjropmant., Iap, BXPPPIANGact i ve

envi r onment smbRigiisnt 8PthetpréBdnt Gv/amIon GRHEvIesd WHich pe RiveRead network (i.e.,
links 60-96 and nodes 30-56) and various |ayers of protocols. Simlarly,

obj ects, 10etwerkfunsticns(eis, Pwiers firawvalls, managementderiees) and vayigh i cat i ons,
may conmuni Fﬁg"eﬁ ' - ,ﬁgﬁ{ | SWotk et hods are
wel | known 1'n tdga&r)feitg r%ﬁg%\g‘?{r&‘ acﬁ%doggﬁe\%%%\%ﬁnz%ﬂent on network 4
creat es dagemay,ngbhave thesability taosuppart anproactiver envirenment)r Sogendavicasl | ows
agents to mgrate among. 15 devices in,netywork 4 .nonitars and.controls
Rgents,  andnfl ByshBL PTG TogpB St R et e RSt Ba: ot o
resour ces Amaygist subportiprogetive envirdiire@sts ve envi ronnent on one node of
network 4 may nove to aﬁéroac_tive envi ronnent on anot her node. F

. ( Lon [ or
exanpl e, an agenhlodef3R-RY MAY casyMunRicats using thephysicalinetwork(i.gclinksy devi ce
44. 20 I'n agossdnd %@tgyji i { of inPoth aRthi proactive
envi ronnent 8Bsi ng t edé?ava"' _a%ﬂggseﬁgﬁgv&f p@?ﬁ&%’d?d&ﬁ\@??g}%ﬁg' S
r ef er enciOngsudheasigagents and peaagtive:gnvitonments; abd @pplicationsi mayinent . A t ypi cal
JVM al | ows ' | o] c . d does not
all ow these 0 f@bwﬁﬂg{\;‘%maeg@é%sé@o&r@ggh&ég%l%uﬁgggg&%edsségﬁdbox. 25 =
Agent s, Javwélknobn ircthe networking artbhsi de t he sandbox, may access resources
outside the JavaIM, sandbox throu services, Services are JavaTM cl asses
ohi oh may b | naF S PERGYeeOVEBNE SO PHWOREA RS SRPE. PGS whi ch
accept vari gyopbriing endifshnierit foY SRS alléws S66Y (e Agratd &hekg t he sandbox.

15 devices in network 4, monitors and controls agents, and provides agents

1

access at each device to a certain set of resources.” An agent existing on a
proadtive environment on one node of network 4 may move to a proactive

environment on another node. For example, an agent running on device 36 ) ;
may move, via link 66, to device 44

20 In an exemplary embodiment an égent is instantiated by a proactive
environment using the Java™ language “new” keyword; a variable
referencing the agent is retumed to the proactive environment. A typical ' S

JVM aliows certain Java™ objects to execute in a “sandbox,” and does not
allow these objects to have aocéss to resources outside the sandbox. -

25 Agents, Java™ objects running inside the sandbox, may access resources
outside the Java™ sandbox through services. Services are Java™ classes
which may be instantiated as objects; the objects contain methods which
accept various inputs and allow access to resources outside the sandbox.
Services may allow access to resources or may emulate the function of

30 resources. For example, a service altering a routing table may accept the

17



Services may all ow access to resources or may enul ate the function of 30
resources. For exanple, a service altering a routing table may accept the
17 WO 01/ 089®01messs USO0/ 14601 routing table entry to be ZCTASMMA6NU service
runni ng an M5-DOS or machine code program may accept the program the
service emul ates the programin the JavaTm | anguage. 'Network security is

provi ded. as SgpanieRitl 6 peRREILe X BIVRS rlfiut B3RS HOESr nidding®r VT oo

may constrain access to 5 resources.” I'n an exenplary € | nent each
proacti ve encodepragramimay accephtheuprogreme the seiviceramdlatesdhbie pyograr in nt er net

protocol ("IP") ad ss_of the, device.on which the prgactive environnment
execut es ponﬁ"i‘%éﬂ’%&?ﬂ’%‘ag%l&%y ﬁ&F‘t’"tKMé’P’“{%Hi %ﬁagi’ﬁﬁé%qtﬂfﬁed for the use
of proacti ve gRfwiseRAIYO Usé @eflicdshandisérnitel mdyddhstramiaebssioed agent may be
referred to initially by the 1local variable used to refer to the object

when it is5crfe%ﬂ'-l§@$-!£ach agent may be referred to globally by its agent
e an 208Nt "2Weah Sxéinpleh GipodHe! Shilrbhollive S RAMeRENALN! T onent for

each agent running on roactive environmen e string uniquely
i denti fi es amnigyenanhs, acstring formgd by thé internetprotocoh 1R paddress pbthet , t he type

of the agent (which carresponds.to the function of the nt), and,

opti onal Ty, SeVRE R E ProRve RroppBHl A Fortiied W) for

exanpl e, the certam port admbérewisige & assiymeddoroheuse of pasdctiveleavirdnmierts onal ity

of the agent. An entit%, such as an agent or a roactive environnent, nay
0 @gﬂfﬁ

query a plda@nthe nemarkoFaeh instantiated saant gayke dtodgitialytRY Yer unni ng on
that proacti \&eapQXfiate U8 1o @rér'té ihé’f)tﬁé&t,r\klgé?ﬁt %fcreétGE.nEaEﬁ'Eﬁénﬂ may et ur ned.
A proactive environnent nay al so be queried to convert the name of an
agent into a bedefestadtoginhatly by jtsiagentrame.oAngiaent name isastringent . An agent

Vari bl e whi Senighectiare prddRudlehfitinerprd egh A0e n ARGt C ¥ o 2 o
may use ot herpregctive mhviranmento Thiestriref eniqaely identifiss am dgemtrbyactimbiring
@NVITONMEDLS 11 Rame of B TAUAER point, The fype of Bie agent (which cofrasponds to 2 "¢ 298Nt s
the function of the agent), and, optionally, a random number. An agent type
may be assigned by, for example, the creator of the agent, based on the
particular functionality of the agent. An entity, such as an agent or a
- proactive environment, may query a proactive environment for a list of
20 agents currently running on that proactive environment; a list of strings of
agent names is retumed. A proactive environment may also be queried to
convert the name of an agent into a variable which may be used to refer to
that agent. An agent may be referred to (e.g., as an input to a method)
alternatively by a variable which represents it or its string name. Alternate
25 embodiments may use other systems to uniquely refer to agents and
proactive environments.
In an exemplary embodiment proactive environments and agents
communicate within a device or across a network using a service which
transmits messages. The service uses a remote procedure call ("RPC”)
30 system, defined by the Voyager™ system. Entities such as agents or
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conmuni cate within a device or across a network using a service which
transmts nmessages. The service uses a renpte procedure call ("RPC') 30
system deworwoB3d t he VoyagerT'" system Entities such BEI/GSoMd6st or 18 WO
01108354 PCr/ USQOQO 14601 proactive environments may use a nessagi hg service
to comunicate with other entities. The service accepts as inputs the

name. of the j t e i i which is to
receive theprﬁgg\ygg%\,vfrlgwgmtgqﬁ%\;ﬁ%%}ne%&e@b&%%ﬁic\égp%gwlﬁg&gh@ht he nmessage:
tTﬂe servi ceothw?]milﬁtes.gn'ae'tsg?@éﬁmmism_inmts:r;ef\hanf e.o:‘trilm anitity (/9.1 amnsir? Eti ng

e nmessage is halted until a r is.sent fromthe recelyvi entity, or
Ty oper at A9ERt ALPIPBFNSHTORTRED WHITLE Lo [ereive R SSRERIN IR 1D oy
function i ngrfable/oradtir, ah8TRE Ridssadd STrROsENIcE Aedy bpr&e iWSi ng RPC et hods
are known.. In alternate enbodi nents nessagi ng may be provided in other

ways or By hietking medecyheretae entity tiensmiiling thetieessage dghalipduntiace may be

devel oped i 'ﬁ'le ; . In an
exenpl ary e%ggfg%/gn%%tf%t ee%'yfg erﬁ\{&gﬁe@% %ﬁﬁ%%g&-@#&k@@%r | e Java' *
obj ect s whiwfheredive transmiiting entihamay function immediately aftsrcsendinge  envi ronnent s
may be host gﬁ%@@eﬁﬁaﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁpﬁéﬁ se."a&gaqqteh_éatgbj ect class
provi des t ' ; - bility to
.mgrate frémbétimbae rhessdgirigifiay b pravideddinioiteraaiyeior bylothert he ability to

communi cate with proactive environnments and ot her agents, and_mt he ability
20 to udf swstams:{or exanple, dhamegaaaing servicemarhe develerad BeldvaY! creating
subcl asses i yking tRE VB agsr™sydiens- Each type of agent is given unique
functionali tyui nsaddi t?on to )ﬁhe functionality provided by a base class or
an enhanced base subclass (e.g., the ability to function as a firewall) by
adding a rk 'ﬁ t (a Javam obj ect) and possibly one or nore worksheets
25 (objects cton g Javat m | anguage code or code in another |anguage). A !
subcl ass of t helmgnekeinplaty einbsdiment bftthepressnt imention agehtaamor kK obj ect and
ksh ' ' :
WorKs e%s r%gbilenfatvgm ngtete:t% wﬁ%&? }usn within a proactive environment. Proactive ;

environments may be hosted on devices running a JVM. A base “agent”

object class provides the agent with basic functionality, such as the ability to
migrate from device to device, permissioning capability, the ability to
communicate with proactive environments and other agents, and the ability

20 touse services. Additional capabilities may be provided by creating
subclasses of the agent base class. Each type of agent is given unique
functionality in addition:to the functionality provided by a base class or an
enhanced base subclass (e.g., the ability to function as a firewall) by adding
a work object (a Java™ object) and possibly one or more wbrkshee_ts

25 (objects containing Java™ language code or code in another language). A
subclass of the agent base class includes methods to add a work object and

worksheets fo instantiated agents.
When an agent begins execution at a device, a controlling method
(the first method to be started when an agent is invoked) executes the work
30 object; the work object may invoke a worksheet. A work object may invoke
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When an agent begins execution at a device, a controlling nethod (the
first method to be started when an agent is invoked) executes the work 30
obj ect: th&¥e\BHI83Mbj ect may i nvoke a worksheet. A work olfHYSOMIIOY hyoke 19
I WD 01/ 08354 PCT/USOOn4601- a different worksheet at each device or may

I nvoke the sane worksheet at each device. A work object nmay have only one

wor ksheet  avgpjifaking woRttfeblateath elick o ey iAvekethe Sahswérkehedt at ur r ent

device, or may not use worksheets. In an exenplary enbodi ment worksheets
are obj ect s agehedevigee A workghirat snayrhave qnlicare warksheptaallablgadnde a JavaTMm

| anguage wor eel - T ENELE r&lgé\gﬁmmr e haf,des an obj ect
cont ai ni ng ggggﬁ%&x@éﬁgg% a serg\?lﬁce. mrlgég&gé%?m}ggbg lézlisésa non- JavaTM
| anguage wowdrkbkeests.bin arnexempjatyreminddiment worksheats are ebjectsiwhickeats at es t he

i th heet in,the, | f th ksheet ., "A ™
wor Kshaet 51 MEODERGTAARORY Aarsiot i s o ety SrgigB raratopt 827 )

and enhanci ngra hérs-JaV=SRlaHRageWdksHedt, iwHictRls dridtsjédt@dptdinitig Byder eat i ng

subcl asses is well known in the JavalM |anguage anguI obj ect oriented
prograni ng a@fesutesihya servicag Arworkohjeat invokes anen-Javadt leangupeRt and

wor ksheet s ' (Wa\VARs (=N '%i . tied, tdae agent by
I nvoki ng a \i@bﬁ?ﬁgﬁﬁ#gﬂaﬁgggaﬁéﬁggéo t'h‘;émgggmﬁ%ﬁe rretn h@g dii]s passed

t he work obthesvorkshieehiny the Hanguage iofitherworkskeeta telavad wionksieetisch t ype of

(et hods Hncepeifichifes iithe Wheneet "Girafis atiate Hadd i Suferebg " V0. o
agent is a seatureswithadditionaldanmdtion&lity by eredting subdlassasnis welikmoadiinent s may

provi de different t hods for, varying functionality of agents. For
exanpl e, wor eo@ﬂ@ﬂf@nam%mgm%‘étt%'egw'ssfa&maaﬁsé usi ng di ff erent

met hods, or may eHterldh dgeRflis inkthiRtidted G Werkfdiject AndavbrRéfudts whkeR! di ng to an
exenpl ary enbodi nent of the present invention is capable of executing on a
proacti ve enmfovisernique fagctionelitymaxbe addedtotbe @gent beinvekirg® (such as node
30). st ORRI NG WHILI? & a member of the agent. The method is passed the work
object and worksheets. '
In an alternate embodiment each type of agent is given unique -
additional functionality by adding class members (methods and variables) to
the base agent class definition; each type of agent is a subclass of the agent
20 base class. Altemate embodiments may provide different methods for
varying functionality of agents. For example, work objects and worksheets
may be created using different methods, or may not be used.
Referring to Fig. 3, an agent according to an exemplary embodiment
of the present invention is capable of executing on a proactive environment
25 installed on one node of network 4 (such as node 30), stopping execution,
transporting itself along with state information to a proactive environment on
another node of network 4, and resuming execution. In an exemplary
embodiment the state includes information contained in members of the
agent, such as data, a work object, work sheets, and an access control list.
30 However, in alternate embodiments an agent’s state may include any data

20



transporting itself along with state information to a proactive environnment
on anot her node of network 4, and resum ng execution. In an exenplary
enbodi nent WOHaO8S4t ¢ | ncl udes i nfornation contai ned i n nBEHES/IE01t he
agent, such as data, a work object, work sheets, and an access control
list. 30 However, in alternate embodinents an agent's state may include any

data 20 WOALLBHRén BREGEROR/dSbied 5Pt drtht BTndiited Sor nstant at ed

or after an agent: 1s Instantiate for ‘exanple assocl at ed i nf or mati on
stored as agaampleeaﬁsgclgtedjnfometlmstntecbas agarit orembers,aydhe peinbabed

executon, Basa Aobfit Lol PLf8ctfion bdsBBlHid ffm of Sh Hdfhuctign A7 2gent 2y

deci de to nov or ~exanpre I'Ng a source o Daffic and is
attenpti ng fpointerve to the source. An agent may al so receive an external

command to nove from for anpl. e nagengnt on ole application; the:
agent may’ recei vé"égﬁﬁbgaﬁgég'ggéoh\"ﬂe Pelf [ I8 E& °%he present
I nventi on, %ﬁi&%ﬂhs%ﬁeﬁ@’ﬁﬁ‘ﬁt&MoV@Mhb%u&:eWngrﬁhéy@s@%ﬁive defined in

the agent base. class, which accepts a location (in the formof a string)
referring t @n@xissaalicommand toane&@mef%mmmenﬁmanauﬁ@enbwm hod calls a

proactive e F@ée'ﬂ%di ive environment in turn
noves the a%éh gﬁg@teaggw’ﬁahl ng the agent éd transmtting its code and
data via the net lnarkexamplagy QﬁbQMgptofpihe)pcesentam\ter\tlonomgent The proactive
o o 585 o Bk £ B dhd e oo Bpan 1 19 )
the desti nawhigh suceptta »oeatmwnﬂwfambfalsﬁm)rafomhgwad&ﬁmﬁbns code, in
the formof a JgvaT 4 cl ass he data Is encrypted before it is sent

and decrypt QEP%}“’? RBviFgnmany; e?U”ﬁr’B%‘E‘Pi’ Falls2 praactiya-epvironment ccej vi ng
proactive e%wrm@mbdumap?@ameenvm&ﬁmﬁﬁq 98 idages BhjeAsed on the

class file, and instantiate th agent's nenbers based on the recei ved

agent data. bYII‘iGltlﬂgéh@ agent arqs!rtcansmutvm s sodeand datackia thernetwarkitedhe t he
agent’'s ACCES tﬁﬁ%&% ér{vﬁ&nn‘ngntt Rhe FH88GIve WivirBhOAURLE Jabgmexecut e. 1T so.

t he proactive©e ronmen
- serialization to serialize the agent storing all agent member variables in a

file or in RAM. This data is transmitted to the destination proactive
environment along with the agents's code, in the form of a Java™ _class file.
The data is encrypted before it is sent and decrypted by the receiving
20 proactive environment. The receiving proactive environment uses Java™
methods to load the agent based on the .class file, and instantiate the
agent's members based on the received agent data. The receiving
proactive environment determines from the agent's access control list if the
" agent has permission to execute. If so, the proactive environment starts
25 executing the agent by calling the agent's controlling method. The

. controlling method queries the proactive environment for the proactive
environment's name and executes the work object. Based on this name, the
work object determines which worksheet is to be invoked, and invokes this
worksheet. Alternately, the work object may start a worksheet without

30 chéosing among worksheets, or may function without a worksheet.

21
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25 executing. the agent by calling the agent's controlling nmethod. The
control ling nmethod queries the proactive environnment for the proactive
envi ronnentwW@onesds# and executes the work object. Based onPCHUSOOAEHNE, t he
wor k obj ect determ nes which worksheet is to be i'nvoked, and invokes this
wor ksheet. Alternately, the work object may start a worksheet w thout 30

choosi ng anong ] , . CLL.On -\ -] eet. 21 immWO
01/ 08354 pqmoﬁﬁﬁ'%@ﬁ&\%emﬁé s@!ﬂ%/'fge%ho%g{’}d%@:?% zleé‘@r[fgggj ect in the
JavaT"" | angMetheds \détranshittirig data asrossta magwdek feom one entity, residing snar om one

entity, residin n a devigce, tq another entity, residjng on another
device, are gﬁvé%'%iﬁmherﬂﬂnﬁ%rrﬁﬁaggm .eé"‘%a?rep?ﬁf)‘?/k@g”%t her methods of
movi ng an aggmérate@mbodimenie!ay pleRideGtRér BHoLS of rridOinPfh agapi hal ts may
be recorded, or different nodul es may be responsible Tor the nove

f unct i onaPi tgxampie.he exaeinaintat whickcamagent halls mayrhe regersiedeer i nsi de t he
JavaT"' sa ; Jar Em the full range of
resour ces B‘?ﬁgvi teg{&gyfegﬁaxﬁgE?ngé?lB%x\lfgﬂgieeﬁ&éenﬁg | ec "{y('e)xecuti ng inside

t he sandbox 10 nHyp ancixemplary embodinentpan agemirexedutes irdidecthetdawafar d di sk

drive 32. Thj ' i i ' ..
Sgent s, canniAndhBk A e 355% bof taveldiech Bhosss P Bl e dfrediure Sot ui ness
of such obj egrosidedbyc dévick. Kot eXample) &fi dbjett eRbcuiting ifnsids Bl sanapert i on,

agents rrai; access resources outside the sandbox via services. Wile an

enbodi medP oMay REt grcess e fogmahcmmand to giterdbe haptdisihatye 22spbilst to an
agent runni ngroliided s8R that rEslle ol5888 Qé.g?, %@Jé’é%éﬂsf% %l@gagﬁrgdwm enti on,

allowi ng for nodules to access “restricted resources, or
control | ed adevicasonnetwedsthis alsolimitstye usefiilnees of suchtdbjects.cAccardingd by a

sandbox el i ehanid of k8 B biBuid SoEflsTRdy IR Todhridls 01 e
to nost obj eoutsidedise samuiboxcvid servicky. Whilecirsembodimentiofithe presentibox t ype
lsélt ructur %'5 I:iir'lgéntiA{:ni ig dgscl:)rkb%%l%it | r% B&T tc.ia la{'\ ua%telr’ita rtuinp'o%gi ilI';] 2%%%&)3}, %?hggent 110 of
g 1
embodiments of the present invention, allowing for modules to access
restricted resources, may allow for controlled access to resources by any -
modules, whether restricted by a sandbox model or not. For example, the
system and method of the present invention may allow access to resources
20 which are generally restricted to most objects, as opposed to only objects -
running in a sandbox type structure.
Fig. 4 is a block diagram illustrating instantiated agent 110 of Fig. 1
according to an embodiment of the present invention. In an exemplary
embodiment agent 110 includes code segment 220, which is comprised of
25 Java™ methods which are members of agent 110 and which provide
functionality to agent 110, and state 230. Code segment 220 includes work
object 222 providing functionality to agent 110. State 230 includes access
control list 240, a list determining, for agent 110, which services may be
used on which devices, how those services may be used, and on which

30 devices agent 110 may be run. State 230 includes worksheets 234, 236
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according to an enbodi nent of the present invention. In an exenplary
enbodlnent agent 110 includes code segnent 220, which is_co |sed of 25
JavaT"" neWMedu483%hi ch are nenbers of agent 110 and whi chPoVB

functionality to agent 110, and state 230. Code segnment 220 |ncludes work °
obj ect 222 providing functionality to agent 110. State 230 includes access

control i Séﬂagﬁa \ﬁoﬁ('o%ec@?é%?ﬂﬂy%s@%orﬁﬂfee@%%éi@prdﬁﬁi@h services may be

used on whic evi ces ow t hosé services nmay be used, and on which 30
devi ces agefunctiamalibedp agent 110. Wlaskshepts 23438 aednemberssofagest Py 236 22 WO

01/ 08354 P a™ S§asHheet s 234- 38
to provi de%#&%&6$9%\§/ torqu?g%gnt vﬁl&n%& C(%?eetsgg%ﬁﬁé?fSQare érfréénbers of
agent 110 ideiudies iata egndent 232pwhich codtains Tun timegdala agentdti Osregyrent s. St at e

S have | et BAYS BeETaRR; Accsstariey it 236! 561n 330 A vierbSheredd SafRel oo ™

234-38 ar ea@ﬁér&%iéﬁmm&ﬁ}érﬂéﬁb%@g&n@ﬁ(ﬁ%%ﬂéﬂ@ma&dpfdsém e nay

represent an object, as in the case of ects e segnent 220.

i ncl udes a ao@macbms.mg\msmﬁwmheblepwsth%ﬁsm%mwqméﬁ agent 110 is
started on Qontﬂﬂlﬁ'lgclﬁe Cﬁ%%ar&?ﬂétﬁﬂ& Hvbﬁé whén Eeéﬁtsl 1Y stfifedYn ahi ch agent

110 may 10 eXecu for ‘ea evi ce t e services and, I n sone cases,
capabi | i ti edevice.t Accesseontroldist 24/ listh deyices orlmldmgeosé%manrhat devi ce.

Agent 11 ec t trol
I |gst 2401% AP%%‘?”E%H%“’%%% equvﬂﬁe ﬂ%&gﬁ'\;@%ﬁ‘gehﬁuﬁ% b&et%ho uﬁ%ES{ (r)uct ures
Ijo;f recordi m,nmmf epiMQmﬁyaJse/dntthatrdéwceenghtgﬂﬁmymy provi de a
[ t 15 st t I [ t, t
© The. I nt egr PRl SxaBite b dBrices ad inatssss CoarL i Ak ARRIRMRG & o gl tal
- signature Wggholiimdnits Ha&'b?&l&é Bther AHOtSHE dndstriefués for Pacordihgansmi tting

proactive environnment entities know ng the digital signature may
decrypt, acpewsamngﬂéamréSa@&ﬁma!ﬂmb%mengrrpﬁ! P&Y'% fferenti cat i on
met hods & ka ternate enbodi ments nay provi de ot her nethods
for encr ptlkreg or pr O ec i ng agents data. '

In an exemplary embodiment, to ensure the integrity and source of . .

agent 110 it is encrypted using a digital signature when it is transmitted
across the network by a transmitting proactive environment. Only entities
knowing the digital signature may decrybt_, access and execute agent 110.
20 Encryption and verification methods are well khown. Alt_emate .e_mbodiments
may provide other methods for encrypting or protecting agents data.
Fig. 5 is a block diagram illustrating a portion of network 4 of Fig. 3
according to an embodiment of the present invention. Figs. 3 and 5.
illustrate network 4 from different aspects; thus like numbered components
25 are identical in function and structure. Agent 110 executes on proactive
'environment 100, which in tum is ex_ecuting on device 30. Link 94 connects
device 30 to device 36. Device 36 supports proactive environment 200.

Agent 110 may move to other devices via network 4. _
Fig. 6 is a flow chart illustrating the move operation of agent 110 of
30 Fig. 5 according to an embodiment of the present invention. While specific
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Fig. 5is a block diagramillustrating a portion of network 4 of Fig. 3
according to an enbodi nent of the present invention. Figs. 3 and 5 .
illustrate NEQRNPI44 from different aspects; thus |ike nuris8/E¥t6bhonent s
25 are identical in function and structure. Agent 110 executes on proactive
envi ronment 100, which in turn is executing on device 30. Link 94 connects

device 30 to | &8 décrib&icEhaple &P%ﬁté anan&&bi"%ngﬂﬂig{éhwﬁ% 200.

Agent 110 may ve to other devices network 4. Is a flow chart
i |1 ustrati ng useothenstepsandisequences absieps withoutiaffegtinghg.overallccor di ng to an

enbodi ment of . Dr 1t ed nyent | i pecific 23 il WO 01/08354
PCT/ US00/ 146€fbp§l°§p°§%§ﬁéﬁﬂae%¥?% %’%ge'?t\é%\éﬁﬁﬁe an agent to nove, other
enbodi nents nmay uReferrihgto Flgsp5 and 6, hester 408 ageit Broedeciddsttomibvenf f ect i ng
the overal] oqperation qr benefitsg of fhe present invention. Referring to
Figs. 5 amd @,'tRPha§?éﬁﬁ@?ﬁ%@ﬁﬁfﬁ%@@i%@éﬁf fpeeiving @ mesgageiPMas 4 resul t
of an interngbr SemPIe s 1BGnEH péiAt. T ecei ving a nessage from for exanple,
-its launch point. I'n step 402, agent 110 requests proactive environnment 100

to nove agent:; adrptep¥2, agentd 1] requesisipraactiveenvironment 200 teemmove t he agent

base cl ass, ' _ i ' f ' referring
to proactive %hg%\%ﬁ ﬁgm%@iﬁgﬂ'{oﬁéﬁ?gégﬁ ﬁz}?idfgﬁﬁ%q mé’dgr??gé{l%%w oactive
envi ronnent TiEss, whichpEsaceptsregjocationdin the fén offé stringkteferting ite ptoactive cal | s a
"move" method which.j mepber of oacti nvi ronment 100 whi ch
agent 11019 < erliPintod 20 i pegnafion & agem 446 BRoadve SEvterines 8B 100
stores agent jslaperatifiy oadievice 301 THunet o U, @8lls 43mbdeti6thegve met hod,
hal ts agent 110 and serializes agent 110, storing all agent menbers
vari abl es i n Whieh s gember phpoactive enyirgpmenh 1 0f an whick agental#@dst 100, usi ng
t he nove net '&ﬂentl}ﬁﬁfi?ﬁ?.ts agent 110 to proactive environnent 200. All

mat | o

transmtted 1infor Is encrypted before transm ssion. Code 220 and
state 230 of In step 404, proactive environment 100 stores agent data. Proactive

15 environment 100, using the move method, halts agent 110 and serializes
agent 110, storing all agent members variables in a file or in RAM.

- In'step 406, proactive environment 100, using the move method,
transmits agent 110 to proactive environment 200. All transmitted -
information is encrypted before transmission. Code 220 and state 230 of

20 agent 110 are moved across network 4 from device 30 to device 36 via link
94. State 230 of agent 110 is transmitted as a buffer of bytes. Code 220 of
agent 110 is transmitted in the form of a Java™..class file. Aliernate
embodiments may use other methods to transmit agent data between
devices; for example, if code is duplicated across devices, the code

25 segment need not be transmitted.

In step 408, proactive environment 200 receives the files constituting
agent 110 and decrypts the agent information.
In step 410, proactive environment 200 loads agent 110 based on the
.class file and instantiates members of agent 110 based on received agent
30 data.
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20 agent 110 are noved across network 4 fromdevice 30 to device 36 via
link 94. State 230 of agent 110 is transmtted as a buffer of bytes. Code
220 of ag¥aWINSs® s transnmitted in the formof a Java- rERTEYSAYLI6N] | o
Alternate enbodi nents nmay use other nethods to transmt agent data betwe€en
devices; for exanple, if code is duplicated across devices, the code 25

segment need notmfgfegu@ﬁsé&iwen\hfbn?ﬂewzéﬁéccéygee%&y@ﬁﬁ%rmmnt 200

receives the files constituting agent 110 and decrypts the agent ;
- i nf or mat i on240 of agepp14Q0, proactive environnent 200 | oads agent 110 based

on the .class f,il ap‘g‘ instant iat. on received
agent 30 dat a. 'IQZ?? IP Ylé @WQQ@T‘% ?ﬁ&ggéﬁﬁﬁ%ﬂgaﬁoactive Y
envi r onnent to?dlerdfine i agentorI0Nas parniission toi operatd 4B prbactiyent 110. I n step

414, proactive environnment 200 uses accgss contraql list 240 to determ ne
i f agent 511@W&§"E§F%Q%sﬁféﬁe@to”@p§?e§t@t AVe, PRIRIBFIOR PEORAYEr onnent 200. | f

agent 110 d&?ﬁroﬂﬁienh%@pd%éawﬁiét@p4l@s.9ﬁ<agbﬁte11(ﬁaaé§mmmm?&€brproceeds to
step 416.. If agent 110 does have perm ssion proactive environnment 200

proceeds t oproactvesarsironmest 200 nms?edﬂgt@rﬂteﬂﬂﬁi s denied permission to
operate on proagi ' ) : | | nt which

| aunched agent i‘&Byﬁ%s“%;éb%mSg’ﬂﬁgtp%‘gé&ﬁ{%ﬁg’b%ge ggm%ﬂg%rm ssion; if
t he proact i ssvirenamienb20®nThe proactieslemdonmebl @hithdaunched agenthtd isr om anot her
application, (e.q., na ment, consol e. ligation).th [ j ve

envi r onf@nt 'nﬁw%Pﬁ?%me"p?ﬁfwaaHBPPQQPF'BW%%'E&%%’§8%‘f"t6’e°e'8’ﬁ9$'5§h$e nt or the
appl i cat i onanhéreY adgint 1 #0 8de té Beommeed Trota anbthegapplickfion (ey., aeconsi der the
tasks or locations for g‘gent 15 110. In ste%ps,lg_,mé{*oactj e environnment.

200 starts Egepgeman corsdla@pplicatiop} theqreadive en) MR s the
control | | NGydPhliiatiln. 2#brobtive diironfiRht 6rahbiaplicatio Whist Mitiefiy Pr oact i ve

envi r onment or T he proactive
the launching of agent 110 may reconsider the tasks or locations for agent
15 110.
In step 418, proactive environment 200 starts agent 110 executing.
Proactive environment 200 calls the controlling method of agent 110. The
controlling method queries proactive environment 200 for the proactive
environment’'s name. Based on this name, work object 222 determines
20 which of worksheets 234-38 is to be invoked, and invokes this worksheet.
Agents may take autonomous.action based on their own data -
gathering, possibly after communicating with each other using a messaging
service. For example, several agents distributed throughout a network may
sniff for network traffic to diagnose a high traffic condition. The agents may
25 decide, without the intervention of a management console application, to
alter a firewall table to prevent a specific type of traffic from entering and
disrupting the network. The agents may make such a decision by being
programmed to categorize traffic by factors such as type, source and
destination, to determine which category of traffic occurs at a level disruptive
30 to the network, and to alter a firewall table to block this category of traffic. .

25
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environment's nane. Based on this nane, work object 222 determ nes 20 which
of worksheets 234-38 is to be invoked, and invokes this worksheet. Agents
may take awwoopesesas. action based on their own data gat heci/uspongessi bl y
after communicating with each other using a messaging service. For
exanpl e, several agents distributed. throughout a network may sniff for

network traffic t I_agnos high.traffic,. condition. T may 25
deci de, without t iaﬁ?g@\;%ﬂﬁ?l%g "e{”'mgsé'ﬁgg{"e‘é%ﬁsb&%%gﬁgﬁ%it ion, to

al ; erda fi remhhr?]aﬁégammfbmm application of it@hﬁuraﬂ opérawwéolllbw_s fbn'fastb egt ering
an I srupting the networKk. € agents nm e such a I si on by being
progr amred t @S a'f'%t?rﬁ'%q'ﬁ'%‘\dft@"ﬁyﬁ’aﬁ?rm%e gANe Q‘,fggﬂ'i?r‘?fe and

desti nati on, nétWoﬁ?%ngﬁdE'sﬂSn Which'bredrRE8F disRiptd EdthinuRicBbs bétwdlendr evel

di sruptive 30 to t network, and to alter a firewall table to block this
category 6&f ageritfanda mapagementiconyeleGpplicton, hergeptav@mtinugtat agent s

take act} <\ i i : ' [ managenent
consol o appl [RiFhBAEEowBTeRTbrRRrlidinE, shatusiRi bRt pe i)y CTC29TT
net wor k con\(jl\ﬂtdpgnpernﬁssibdﬁngmm netivork eettingsyeslmworftalglﬂmblmand ngt wor kt .
estion I C revents or (i srupts co ni cation, between an agent an
goggnaglarrent a\I!'BHg'%'PESQBﬁﬁt'Eﬁ't %ﬁ{*ﬁﬂ&%@@ﬁugﬁfiﬁ t‘?:m Q?&éﬂ"{}ba function and
sol ve net wor aritp Bf applicatior (shieha$ Psliter@foR & vambty ofideliced Rllows oper
perm ssioning, alter network settings, allows for this flexible and

aut onomoud opaents teRerfamueperations; suchas Eterfahlednediiications inadiasile o
vari ety of agphbGRibibs iatier 85ros8 WRieusHbtpolitiddiisy Of devi ces al lous 10

agents to perform operations, as router e nmodi fications, in a
fl exi ble and autononous manner across nunerous network nodes. |V. Services

I n an exenpl gy :ﬁ%@ﬂ%gent of the present invention each resource 15
accessi bl e by ag accessi ble by a type of service. Services are

menber cl asses defnian eeEmplagembodiment sfané pissentinbestionaashresagce nput s
f.rom agents and al |l ow ng agents access to resources._ The objects are
- 15 accessible by agent is accessible by a type of service. Services are
member classes defining objects which contain methods accepting inputs
from agents and allowing agents access to resources. The objects are
Java™ objects running on the JVM. When used herein, a service class, a
service object, and a method which is a member of that service object may
20 all be referred to as a service. Services, if so created, may have access to
any resource on a device or network to which the JVM supporting the
service has access, e.g., file creation, SNMP messages, routing tables,
display output. Each type of service provides access to a different resource
in a different manner, and interfaces with agents in a different manner.
25 Within a service type, different methods may exist allowing access to
different implementations of the resource. For example, a router service
type may have one instantiation on a device produced by a first
manufacturer and another instantiation on device produced by a second
manufacturer. The router tables on each device may have different
30 structures. The service methods provided by the instantiation of the service
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JavaT"" objects running on the JVM Wen used herein, a service class, a
service object, and a nethod which is a nenber of that service object may
20 all be wofopps3s4d to as a service. Services, if so creaPECHyUsKngsOhaye
access to any resource on a device or network to which the JVM supporting’
the service has access, e.g., file creation, SNWP nessages, routing

tables, di 5RbiynQtidite p%?@? e %?m%aﬁ%@{ iK{eg% raQYlj\c%? Bliagapy’ © @

different resource 1n a Inte CES W agents in a-:
di fferent ninstantiati@bof\the service arethel seeohq devicelidnddhe servivetettedsay exi st

| | ow tq .diffeé t 0ol tatl f,. th . F | e,
a router 5oPQ2aE SPYRRMARO R HITRFAN FOlLPLiAPIES ONNORM ARy  ce pr oduced by

first manufact mgén@age@twhbm@ thé 8aRdbdxabiitab berbf practiesl uweklentsl by a
second manufacturer. The router tables on each device may have different

30 st ructiur Eeuirgiaecess toiresoureesaidsidp tiar sandpory Sendcesallowragents on of the
servi ce 26,00 014 A3 BT iosilloy Ba bR rlicBbd FRIRGE tiEOVI e the
TNt e ed by rnstantla t

sanme agent rface as those provid ‘on o e service on.

t he second ohayibedailared actardingdo peosissiohingd Cumentsysitenis pravidingip t o t he

sandbox. . bERTD e Ao sl sl e agacts FRnerlShme BERRNED Basid R, Mosour ces
out si de t hemanagérment dreict as BserapplivatRie)dstheageptsare®itheskighiyes out si de the
sandbox in a circunscribed panner; this, may be tail ored according to

per m ssil8ni F?j.”cﬁff'l"éh?" W52 PERRIWEHRQHiSNice respices Qﬁélfﬂ"ée.wfﬁg?'eal | ow t he

agents to Dpasdes itdfHeRe Peddtirbds BbMtrollRd UM BRIk issBRBA GBEBYAIs fbt aCt as user

applications, as the. agents are either highly 10 restricted in their use
of network pfoNidedyi ce resources or allowed unfettered access to these

resour ces: CON ISl eds AL diflidle e BEAARAH BogmBH = gReR VafffigeSer Vi ces
may enul ate the EXeCUt I on © prograns I n a (iven anggage g9 gi ven
devi ce; f oromagigEnsdevices forexampleny secviepnay adceptandtexeaute/dd M$6 DOS pr ogram

ay exoddt oD REAEE wrfigs nBosreiie 1A s batfiicr devbe. Tnig™ner Servi ces

manner services may execute worksheets not developed in the Java™
language. Creating a Java™ program which emulates a given computer
language is well known in the art. In altemate embodiments services may
provide sets of functionality other than resource access and emulation; for

20 example, services may provide basic agent functionality, such as move
functionality, or may provide other non-resource functionality, such as data
gathering or storage. _ _

In an exemplary embodiment, the agents and services of the present

invention are created so that each type of service is accessed by all agents

25 in a manner standard to that service type. Thus services grant access to
resource in a device, platform, and application independent manner. A = -
service providing access to a type of resource provides one standérd
interface to agents, despite that the underlying resources may provide
greatly varying interfaces. Services thus provide a unified view of

30 resources. For example, a service providing access to file systems on
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| anguage. Creating a Java'"" program which enulates a given conputer

| anguage is well known in the art. In alternate embodi ments services may
provi de setWOMMAOBFhctionality other than resource access REHUSMM | on: for
20 exanpl e, services may provide basic agent functionality, such as nove
functionality, or may provide other non-resource functionality, such as

data gat her| Jic8S gf&e\/ﬂ'{e%%e ihfer &Sﬁ&%&ﬂr’o}’ﬁjﬂ&@y Hltdeéﬁlﬁ tRaERES and

servi ces of t e pr nven on are crea SO t at e type of service
is accessed lmytdaﬂymgtgewcas om'vhldl the senvicersitstroayibave varyingmetbeds/ofce t ype.

Thus servi ces grant res ce evi _C t and
application |aﬁg%i§§mj€‘ S. le'ie &%%ﬁﬁs ’tﬁ'%ﬁ&ﬂa% QQ{%YO a type of
resource pro\dceess thaP s ﬂmd;ystém diffefsnitigéont & filkosystem typasgervice bhat t he
underlyl ng resqurces,  may provide greatly var ing int erfaces SerV| ces thus

provi de a uniinbemaghipg; bewexsr, kol spwices preyide rge intertage\ip@geptsovi di ng
access to filg, ﬂ/ﬁ{%#&? ﬁle%h?&bﬂ%ﬁs?@@nb@%@é@qﬁe sdérdes provides

one |nterface an e system despite that the underl yi ng
devi ces on wslevicetand a;gessﬁiesgndssnagetn@a&th%tsqmﬁgemeﬁmmeam ~accessi ng

fiTe syst om SEVERLSKE b shRtefipbod "Eutfi e et e ndeaiBln AEE Sy, | 7C °
nmachi ne; howagents rhostracsess/fesoarces onidifferemtadevioss witit différaotintesfazgent s.  An

t fil I the first I, to the. d
Govi ce. b o8 8ech oSS bipg o AmbanLcarkiSp gise it Sealiiot 8Adl BRUSEY cach

devi ce usi ng ﬂétfbrﬁ%pbﬁéd’rtﬁéﬁﬁe‘iho@lﬁ o8Bk cRi$S BPEWriRtes td interfickith | n t hat
agents nust access resources on different devices with different

i nterfaces. .10e deyicegtplatfermy; The agemt interface faseash sepvicg methedagthing cr eat ed

for each devi '?{h upported; the nethods in each class are
witten to |nst%gvr'[f;gat(¥g8 cha ez device or platform The agent interface for

~each service net hchdamxemplaey embodimeet ay pgentscalling & senvicelInmakes aexenpl ary
oo T B4 e o BT B o S el et 1 S V1 €
runs. The proactive environment accesses the agent's access control list to
determine if, and to what extent, the agent may access the service. The
proactive environment creates an object which is an instance of the service.
If the service may be created to provide various levels of capabilities based
20 on permissioning, variables, members of the service object, are sst to
indicate which aspects of the service the agent may access; this is done per
the agent’s access control list. Instantiated services provide methods which
accept inputs from agents and may return output to agents. Each type of
service provides access to a different resource in a different manner, and
25 interfaces with agents in a different manner. The service methods provide
access to resources only if the associated variables, indicating
permissioning, are properly set. The object is passed to the agent, which
may call methods of the object to access the underlying resources.
Alternate embodiments may provide othér systems for accessing services,
30 and may provide other structures for services. For example, services may
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runs. The proactive environnment accesses the agent's access control list to
determne if, and to what extent, the agent may access the service. The
proacti ve wovinssyrENt Ccreates an object which is an i nstronagsowideoihe
service. |If the service nmay be created to provide various |evels of
capabilities based 20 on perm ssioning, variables, nmenbers of the service
obj ect, are set to, indicate which aspects of the.seryice. the agent nmay
Sobess! 1 hi S iediBHo qBents. PRy beHenabd of Budsse Rt S Bid i ant i at o
services preaefveBivieAimentli ch accept inputs fromagents and may return
output to agents. Each type of service provides access to a different
resource in a diAsenioetmahnd &ay pass data bagkdprcalinoagent agafetumn o

difrerent MBS in i MaRRbMypEal ASd B RitbAth el C iebedriniBagur ces only 1 f

t he associ 'vari a cating permssioning, are properly set. The
obj ect i § passmebranous streamaifidatadrom ithe seryice id desined llselagerit registepdj ect to

access the underlyi reso es. Alternate e di ts rovi de ot her
syst ens fora%‘t‘ﬁégéﬁ"ﬂ%‘eé‘&v% %s%'csﬁ‘?;etﬁ%@ Wgaﬁﬁég&&?&e%rtﬁctures for
services. Fodsscdataed the SgenY it Aotfigsthe ag8ntWi 84 £0&RD4n BREMER0/ 14601  be
Integral to agen.ts, or may be defined or accessed without the aid of a

proactive efMPPdMmaBts other lgihpds of Rﬁ?%dﬂ‘&ﬂ%§§eﬁ'&ieé°m%"?yca! ling
agent as a peised for'e) d'cAIBScKRNEEON 4P bePas fd AthBQdnfge. functi on

i '.i
calls. If a contli nugusd*g)reS asynchronous streamof data fromthe service is
desi r ed 10heEvend handling, and passing data to\a-calling proeadure vierahretura valuedrce net hod;

when the sefyi ' . L to the agent it notifies the agent via
an event. | %Ngﬁ&égggggb&gh%%ﬁ%%&@%m her net hods of passing data froma
servi ce to an adarn exempldrg embadiméntiof theopresent inveotion bertdinfserviceson nay be
passed to the se[ vice. 10 (Eé}ant t}an |, i 3Bd &assi ng .data t ofa calling
procedure VNAYQN yé?etﬁ?f;e\?%’ geentg whierveshe BEPCHRRRSYPRINGe P known. "I n
an exenpl ar yadédcé®nta ﬁviéd}%qemﬁﬂ peimisSivAiNg, 4agétitiaetéssiy thates may only
be accessed by agents which have the graoper_ perm ssioning. For each | .
servi ce 15n gerviegimust have peimissigr tnysesthahsensice gn thaidavicge cessi ng that
Permissioning may also allow a proactive environment to tailor services to
agents. For example, a service allowing access to SNMP messages, when
called by an agent with one set of permissions, may allow that agent to read
and write to a device _u‘sing SNMP messages. When an agent with different
20 permissioning calls that service, it may be configured to allow that agent
only the ability to read using SNMP messages. Each agent object, not each
agent type or class, is given its own set of permissioning. Some services
may not be restricted; and are thus available to agents without
permissioning. For example, a service outputting data to a display may not
25 berestricted. When an agent executing on a proactive environment
requests a service by calling a service method, the proactive environment
accesses the agent's access control list to determine if the agent has
permission to run that service on the device.
Services may provide circumscribed, altered or limited access to
30 resources, separate from tailoring resulting from permissioning. For
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15 service nust have permi ssion to use that service on that device.

Perm ssioning may al so allow a proactive environnent to tailor services to
agents. ForweM@se, a service allow ng access to SNVP ne®CH8M/1460en
called by an agent with one set of permi ssions, may allow that agent to
read and wite to a device using SNW nmessages. Wien an agent with

i 1 erent 20 oRiBied B i/ bomiiad 1036ichE s bug BN AiRE 0ROV o ¢ O

al |l ow t hat agent any thera Ity to rea SN nessages. Each agent
obj ect, not peasctivaegpyitonmenis,cpecatingsystemsgpnather sensitive furetiond. In

per m ssi oni ng. S rvices. nmapy not. be restricted, and are thys avail able
Do agent s wi EHEE MaiEr 2 SorXiep TRy RigYidS aereee. o AresaurB el afBeh el ng data t o
a di spl ay matherelsodfeebe restricted. When an agent executing on a proactive

environnment requests a Ser,vi ce bt\é calling a service nmethod, the proactive
environnmem  accelfne embodigient okthg present fygptio) senvices maygeenty nine if t he

agent has pgefdssth devicls Wh%ﬁ&@ﬁotfs?kyérg g pi8adtive éti‘lgh‘é entoTeHaFS MYy

provide circunscribed, altered or 1 access resources, separate
from tail ori dgvices such ag legasyndevicas using outdated-technology,rmayise anable354

PCT/ US00/ 146 e ) to s files, but not
files devot eg}s"ﬁéﬁb@gc@%%@rﬁ%gA%g‘é&éﬁ'ﬁ%’ ?;%‘%%S’ﬁﬂ?h 6ther sensitive
functions. | supparta peoatctive envirannseht \rhay allow an lagehtiscoess &sthetlégacy’ esour ce or
a subset of tdhe reiource 5 I n one enpodi ment, of &ﬁ.‘h resenépi nventi on
servi ces Way98Yisht AnA9eRt Day manage deviceyia senises 'é\l%ﬁcﬂ’?‘" HPRACt i ve

envi ronnent . pfexytdevite wiish 64 be s86dMochitsHHT CoARE thE atagBd devitdat ed

t echnol ogy, may_be unable to support a proactive environment. A proxy

device, a de¥RcraxamRie; SNMR gpGommandiine inteaca:tiGLF brirerexampig; al | ow an
SO cocony P SRSk b o el B AP AR YR o o
or control téaamanagedasieviteyiThe agentimaly dransmitoohamarkisMB crredaivendatd Li ne
Interf acels( qrbr"n)the 'r:r%{nagéa rgélv%é via the network and services. An agent may
access services to manipulate proxy devices without distinguishing between
a proxy device and another device supporting a proactive environment. For
each proxy service type, a different service method is created for each
device or platform supported; the agent interface for each service method
20 within a proxy service type is the same. In current systems agents may not
manage remote devices; agents are not allowed permissioned access to
resources on devices other than that on which they are operating. The
system and method of the present invention, shielding underlying resources
- from agents and providing a standardized interface via a service, allows an
25 agentto access a device supporting a proactive environment and a
 managed device with equal ease. A unified view of underlying devices and
resources is provided to agents.
Fig. 7 is a block diagram illustrating a service object instantiated from
service 102 of Fig. 1 according to an embodiment of the present invention.
30 - Service object 300 is a Java™ object instantiated from service 102, a class
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using SNVMP, an agent on a proxy device nmay mani pulate a routing table on a
managed devi ce. The agent may transmt commands to or receive data 15 from
t he managedQB®8I4 vi a t he network and services. An agenPCHEJI0/146%css
services to mani pul ate proxy devices w thout distinguishing between a
proxy device and anot her device supporting a proactive environnent. For

each proxy sifikingta JauUe oBjedt. f $&aRB bRt 306 B iNRbARsed foron@ageft,f or each
device or platformsupported; the agent interface for each service nethod :

20 wi t hi n a gndelipwsdhati agent geness (o a FesoLEeR: . Semvice ebjeshB0Q insludes agent s may

not manage ' ' t LSgl aned access to
resourcesgonéﬁg%@g&g%ﬁq%%ﬁgﬁ%mpg# ey "g?gmci)@a I ng. The
fsystem and rmmﬁssiwfyal'_hblepmmemte&ribags_wfts:wice eﬁ?eﬂ:iﬂﬂ@iahniiﬂida]@ ng relsFurces
rom agenis and providi ng. a _standardi ze nterface vig a seryice, allows an
25 agont o e Bistipdielfedert M aREpsRAmE s Jewhatetaih st Mg o
managed devigegeyd thd Bidlenying Assdurcd. UDathisegmeéhe3q Oinckides bther Batai®14,ces and

resources is provided to agents. Fig. 7 I1s_a block diagramillustrating a
servi ce obj avich mayhenegessary fosthe operatier of gervige opjegt 300.,8eRYiG®i ng t o an

e Dl _ ; ! - ; . Jao 3

obf act T nst e SOBARIS co SBimg 320, Witk el Plgtpids 03, 9242 Java

PCT/ US00/ 14 ?n?d 326; hllowing agedtacsess torspetts abéhe/underlyingoeso30e. i s

| nstant | e or ne . [ . t. t e resource.

Servi ce ODj ect 35?9%%%3@&’5"“@2@@5?38%3 'gﬁ%a%ﬁﬁ%gg@%eiﬁe{@ﬂﬂagzo_ Dat a

00w Ch T B e . oy e aed i Thus. 0 vhat .
‘wni cn 1 I cal e Icn | 0oas ahn agent, . na ccess a us 1o a

ortent o hvartne, WSispachE sibhe s HegRRY 1o eNeIe 8h AaslioddieEs £ 310

i ncl udes ot hepviekiothet mbodihiémts MEusROtRGICARSFPaNd Séuehbes epasps i on of

service. object 300. Service object 300 includes code segnment 320, which
i ncl udes netwithgyt affecting fae ovayall oparation phenafitsefdhe peaseptipvertiolspect s of the

i or aot 1o bot winpringi( 2 74k & 18 ep il oot 1O BB o

enbodi nent dé atresoyrce:s Eot example, agent 110 requires access to a file stored on

hard disk drive 132 on device 30. Service 102 permits agents limited

access to hard disk drive 132, according to an agent’s permissioning.
In step 432 agent 110 requests proactive environment 100 to
20 instantiate an object defined by service 102.
In step 434, proactive environment 100 uses methods to read access
control list 240 of agent 110. _ .
~ In step 436, proactive environment 100 uses access control list 240
to determine if agent 110 has permission to use service 102 on device 30. If
25 agent 110 does not have permission, proactive environment 100 proceeds
to step 438. If agent 110 does have permission, proactive environment 100
proceeds to step 440. _
In step 438, agent 110 is denied access to service 102.
in step 440, proactive environment 100 instantiates service object
30 300 based on the class of service 102. Proactive environment 100
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I nvention. Wile. specific steps are described. to enable an agent to
access a service, other enbodi nents may use ot her steps and sequences of
steps Wit H¥QO1BBS4ecting the overall operation or benefit BCHUSAOI460pr esent

i nvention. 15 Referring to Figs. 2, 7 and 8, in step 430 agent 110 requires
access to a resource. For exanple, agent 110 requires access to a file
"stored on h IS, ' 132~ ' : A A ) agent s

i fed aco oSN seHcl Sbjedatth ptfith pritsionigidctBeskiinafir i

per mi ssi oni njor exampleporssetuf parmissioningmaysaliowoagant 1110 ¢o ase serviveent 100 t o

20 instantia | ec fined by service, 102, St 4 roactive
.envi r onnent &@83{]35%33&%@%3@5"@mféwiwg@gk d%&ﬁt"#g'l aqqegl?égﬂacf%P?agent 110.
In step 436, pprmeissibhing neayalloanagstit 110 € use servizesbject 800 ofly thiréad 240 to
determ ne i f._agent éﬁl as perm ssion to use service 102 on device 30.. If
25 agent flof"B&\e'larﬁ skfgl)‘@ Iser hireactiyr enyirepipent,1005als PeRmIEsien 100 pr oceeds
to step 438-véﬁab?ébeﬁiz,%ﬂé\%%fﬁé%e%ﬁrjﬁt?%?%in&iﬁ@%%&ﬁ&ﬁgi&&sé Qf;”em 100

proceeds to step 440. In step 438, age Dis service
102. | n st epsayEe W2dintheJern af/methods 3224826 of sendce objects309d agente obj ect 30

300 based on f ' . ctive envir ng. 100 31 1111101
W0 01/ 08354 MPMERIEFTBO T el B shibeuraetederiEas iy nObEE ghisthn.

per m ssi oni nipstemtietesionh a pesuspbdsd. For exanpl e, one set of perm ssioning
may al | ow,agent 0,to e service .object 300 to wite to and read from
hard di s\lglodri ve 1 Zs,te%ﬁ%za‘?%‘?‘ﬁﬁ’? e§’<¥i’°’8#'e“tp asse AR 1HASeRYIPdw agent 110
to use servigpjectdon:t 300 only to read 5 from hard disk drive 132.
Proactive environment 100 sets Perm’ ssion variables 312, nenbers of

servi ce object 300 SteR44hAaent 11QHsessarvise sbiechB00 by calling aTosthed of t he for m

of methods 3geffistizoi®iel| EG il yiﬁ%%%ie‘%géus %iﬂg iy pifted, > d' n

al ternate enbodi nents, services objec on a
per - use basi egquesting service 102 to allow agent 110 to read a file on hard disk drive

15 132, agent 110 passes the service method inputs describing the file

requested.
In step 446, the called method determines if agent 110 has access to
the particular method requested. Agent 110 accesses permission variables
312. If agent 110 has access to the method, the method proceeds to step
20 450. if agent 110 does not have access to the method, the method
proceeds to step 448. .
In step 448, agent 110 is denied access to service 102.
In step 450 the service method performs the operation requested by
agent 110. For example, the method reads the requested file on hard disk
25 drive 132. Service methods 322-26 are Java™ methods providing access to
device 30 and network 4, via JVM 3 and OS 5; the methods are not
restricted by the sandbox model.
In step 452 the requested service method may return requested data
to agent 110. For example, in the case of a file read, the service method
30 retumns the data as the return value results of a function call.
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10 In step 442, proactive environnent 100 passes agent 110 service object
300. In step 444, agent 110 uses service object 300 by calling a nethod of
met hods 32M@APIIFor exanple, if agent 110 calls a fil e PEEHSHAIENIJ,
requesting service 102 to allow agent 110 to read a file on hard disk drive
15 132, agent 110 passes the service nmethod inputs describing the file
requested. Il st ..the called nethod determnes if agent 110 has
access to Dﬂe p§$¥¢@§Fgr nmet hod requested. Agent 110 accesses perm ssion :
vari ables 312. [Severmstembbhdithamissofthe psasenbinventiorearespecifitallynet hod proceeds

to step 20.450..1f agent 110 es.n have .access to the thod, the

met hod pr oc él&tfg’a{# %’T‘g?f ‘iﬁfgrl'b?cﬂﬁ)%'?@p | ,Veé'dEWﬁbe’l?PHr%c'%Sﬁiqe access to
servi ce 102.mobdifictions 4h8 vaiatione of tHprebemasveaitibh afd'Bovenéd By tHeat | on _
requested by agent 110. For exanple, the nmethod reads the requested file

on hard df siaboys tegchings aod areuithinthe purviem of theappended clgimawitiaithods
providing a ; I L6 : i and OS 5; the
nmet hods ar eﬁ?ﬁl@?@?ﬁﬁﬁ%ﬂ?ﬂgﬂéﬁ%ﬁ%ﬁ%Fw&f@l&gt ep 452 the requested

service nethod may return requested data to agent 110. For exanple, in the
case of a file read, the service nethod 30 returns the data as the return
value results of a function call. 32 WD 01/ 08354 PCT/ US00/.14601 V.

Concl usi on Several enbodi nents of the present invention are specifically
illustrated and/ or described herein. However, it will be appreciated that
nodi fications and variations of the present invention are covered by the 5
above teachings and are within the purview of the appended clains w thout
departing fromthe spirit and intended scope of the invention. 33 unim
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WO 01/ 08354 PCT/ US00/ 14601 WHAT IS CLAIMED I'S: | 1112111 22222 112020 1vnl
cms 1 1. A conputer systemfor allowi ng agents to function on a set of 2
devi ces, eagbogesssce having a set of resources, the systepCrosgnseding: 3 a
set of agents; 4 for each device, an environnent allow ng agents to
operate; and 5 for each device, a set of services, each service allow ng
access by an esource, each agent haV| mnﬂﬂﬂlm,m m

per m ssi on Im% whi ch service the agent. ﬁ Lre
each agent may nove from an environnent on one device *to® 9tan"enVi ronnent

on anot her deV| ce, 2. The system of claim 1l where each service provides
access tolort 2 Mmpegeréygteﬂsf@r alipwipg ageris o funstigr 8@ $Bt&f with t he

service. b Saoyis, Bigh ayBE nalinh ¥ det B RiBuRRS Ing Sy MeRPcdigidifigs access to
SVick having T edhe

or 2 emul ates a subse source assocl ate Vi ce
dependi ng3on 3 aasemfr%gehts the agent's permssion list. 1 4 The system of

an"envi ronment or{ChRBEn P e APENphinSE dlew Rigriee REBBRE les wi th ¢ he
agent. 1 3. The sfoseach dévice,a set4f sbwices, sdvhiseiviceghiuwing @goessy ascess to a
2 service, an Obtj ect is created associ.ated Wi th the servij czisand t he obj ect

is 3 paséedag?f' {tp & regRKree. each agppthavjg eRassociated ReIMigsioPdsktach servi ce

provi des ghmg, sé}‘"b@“f‘é’ég‘gﬁn{é} fKepbs:agent. 34 WO 01/ 08354
PCr/U500114601 1 The system clarm| where: 2 each resource is a of a

certain rdsource where, eaohagent may mave fiam gnjlenvironment|on-gne dayice tog each
Service cgfr g5 RANPSHhntdr&TdIR Hevidky ' C€ tYPE;

—

2. The system of claim 1 where each service provides access to or
2 emulates a subset of the resource associated with the service.

3. The system of claim 1 where each service provides access to or
2 emulates a subset of the resource associated with the service depending on
an entry in the agent’s permission list.

1 4. The system of claim 1 where, when an agent moves from an
2 environment on one device to an environment on another device, the state
of the agent moves with the agent.

5. The system of claim 4 where, when an agent requires access to a
2 service, an object is created associated with the service and the object is
passed to the agent.

1 6. The system of claim 1 where each service provides a standardized
2 interface to each agent.
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4 each service type corresponds to a resource type; and 5 each service
within a service type provides an identical interface to 6 agents. 1 B.
The syst enWoOf01/8838 m 6 where each agent includes at |eastPCRU04AE segnent ;
and 3 a state; where the state is naintained as the agent noves froma
first 4 device to a second device. 1 9. The system of ct—a1—m—8—\+\her_e_a_“
subset of the s er form networ k manag ctrons

10. The sys'lt?em g? é)%ar m gkv\,ner)ehggesrgbset of the set of a gﬂ[‘ﬂ, ﬁ ”m" 2
a user appli catreachrbs&drce‘!:haoﬁgseﬂalnaesmjmetypé where eac

subset of, the set,_ of agent s SO e on a device ot her t'han
whi ch thé agent ?%C% sf%'ﬁ?gérﬁ?ﬂ?n’gﬂ%ﬁto?a@n sf'@?ﬁl'ﬂghet hod for allowi ng a
mobi | e saf t var e equhnderVice §peaciredporiisitoiar@sourceype; dadi ce in a set of

devi ces, each device in the set of devices havin set_ of resources,

the met hdd conprfaghiprvige witbingsefvice Ang FPTS‘"H%@P&‘?%%‘H“‘PH@%BM ce; 5 -

- determ nig ngagémghe agent has perm ssion to access the resource; and 6 if
the agent h pern ssion to access to the resource, the agent 7 invoking

t he service associated with the resource, and the service accessing 8 the

resource. %‘ J’% d of claim12 where

each ager‘}t ﬁhy m)vegﬁom a%r‘rsgt evhaarerﬂﬁ i Se{ﬁé devices to a second

device i the seacode segmesisand 14. The net hod of claim 13 further

corrprrsrng [ rrrprtg ass crate r} service; *
t

t.
LrrLien B ie A e W“eéeg"e %‘a% ¥ a't‘ﬁajaétcﬁh%ége'? d“"t"f‘?é Etj‘éﬁ and 4 the
agent calg i gavitd'fo 8 SéddrieRddviceaccessi ng t he Obj ect.

b

9. The system of claim 8 where a subset of the set of agents may
2 perform network management functions.

10.  The system of claim 8 where a subset of the set of agents may act as
2 auser application.

11.  The system of claim 8 where each agent in a subset of the set of
2 agents may access a resource on a device other than which the agent is
currently executing.

12. A method for allowing a mobile software agent to access a resource
on a device in a set of devices, each device in the set of devices having a
set of resources, the method comprising:

the agent calling a service on the device; .

determining if the agent has permission to access the resource; and

if the agent has permission to access to the resource, the agent
invoking the service associated with the resource, and the service accessing

0 =1 O L AW N

the resource.
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1 15. The nmethod of claim 13 where, when an agent noves, a code 2 segnent,
data segnent, and perm ssion |list associated with the agent is 3 noved. 1
16. The netwigegessacl ai m 12 where each agent has an associ BCEUS00/246Er N SSi on
I"'i st indicating which service the agent may access. 1 17. The nethod of
claim12 where: 2 each service provides access to a subset of the resource
associated 3 with the service; and 4 each service may provide access to
tthe resource by enulating the 5 resource. 1 18. The nmethod of claim 17
where each SegVi CPhdimomddrst o?&ﬁleﬁﬁwh&e%a%hfdgbﬁﬂﬁéwmd\)éﬁrdrﬂm&e associ at ed
w th the service depending on an entry in 3 a permssion |list associated
with the @ged@‘!lcﬂn'(gg.seﬂ'ﬁ gMigasda agtecend dryice iviherset obdeviaas: vi ce provi des a
standardized 2 interface to each agent. 1 20. The nethod of claim 12 where
each agent in a subset of the set of 36 WD 01/08354 PCT/ U
agents nmayl addessThe metimd ofclaim 18 fiktheceomprising:t han \A/nijcimm oS, 3
currently executing, .1 21. . The nethod of claim12 where me]mm,
per f or m nét wor k ge ?%B'AHBWFF?WEH?%‘@“ Ak us TR SR RERR N S |I|“I 1
2

22. The neg hod of padsitigithédbjéet tethelipentiant may act as a user
application. 1 23. A program storage devi ce readable by a conputer system

for storifg 2 a thenagent e3lling theservice by ascessing thedkiachy a nobile software
agent which is 3 capabl e of accessing a resource on a device in a set of

devices, each 4 device in the set of devices having a set of resources,
the plurallit y5of The methodefidiaims1Zwhere, wheg ancgdent moves,ieedd or al | owi ng

the agent 0 gahbnf a3 dnferlt arid SermiRidrifst associated with the agent is -

3 moved.

16. The method of claim 12 where each agent has an associated
2 pemiission list indicating which service the agent may access.

17.  The method of claim 12 where:

each service provides access to a subset of the resource associated
with the service; and

each service may provide access to the resource by emulating the

W & W N =

resource.

b

18.  The method of claim 17 where each service provides access to a
2 subset of the resource associated with the service depending on an entry in
a permission list associated with the agent.

1 19. The method of claim 12 where each service provides a standardized
2 interface to each agent.

1 20. The method of claim 12 where each agent in a subset of the set of
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7 instructions for determning if the agent has perm ssion to access the 8
resource; and 9 instructions for, if the agent has perm ssion to access to
t he resourwe,01/0884 al | owi ng the agent to i nvoke the servi Per/usmaeont ed with
the resource, and 11 allowing the service to access the resource. 1 24. *
The program storage device of claim23 where the plurality of 2

an- associat geEAkah8e mspduss oh R astErhetinaf Wb e soBECgent Ty

access. 37 currently executing.

21.  The method of claim 12 where the agent may performnetwork

P Y1101

22. The method of claim 12 where the agent may act as a user :
2 application.

23. A program storage device readable by a computer system, for storing
a plurality of instructions for creating a mobile software'agent which is
capable of accessing a resource on a device in a set of devices, each
device in the set of devices having a set of resources, the plurality of
instructions comprising: _

instructions for allowing the agent to call a service on the device; .

instructions for determining if the agent has permission to access the
resource; and '

O 0 N N bW e

instructions for, if the agent has permission to access to the resource,

[
(=)

allowing the agent to invoke the service associated with the resource, and

Pl
[ )

allowing the service to access the resource.

24. The program storage device of claim 23 where the plurality of
instructions further comprises: - - : ;
instructions defining, for each-agent, an associated permission list

HOWON e

indicating which service the agent may access.
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