SYSTEM FOR DETECTI NG RADI O- FREQUENCY
| DENTI FI CATI ONTAGS TECHNI CAL FI ELD The i nventi on
wo edoane1t o t he use of radi o frequency identifPCHUSZING/034366
systens for nmanagenent of articles within a protected
area and, nore specifically, to techniques for
detecti ng unaut horized renoval of articles froma
protected area. BACKGROUND Radi o- Frequency
Identification (RFID) technol ogy has beconme w dely
used in virtually every industry, including
transportation, manufacturing, waste nmanagenent,
postal tracking, airline baggage reconciliation, and
SYSTEN ROR IDEEEECTINEGRA DRO-ERE(HITENE YaHRENTIEICAEHIN TAGS
to prevent unauthorized renoval of articles froma
protected area, such as a library or retail store. An
RFI D system often includes an interrogation zone or
corridor |ocated near ﬁﬁ@{ﬁfggpﬁﬁmr otected area for
detection of RFID tags attached to the articles to be
pr ot BretivvkntiBactlatesitp ths usd diradiodraguencyi idémifivatiowsystanas for
uni quely .identifies the article to which.it is .
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detdcBAE uRauRIHZEH Gemévhl BN hrtles Aond Npovdcidadrea. Or Vi rtual Iy
any other tangible article. Additional data as
required by the particular application may al so be
provided-for the article. To detect a tag, the RF
reader outputs RF si gnaBAGKGROIFNDhe antenna to
create an electromagnetic field within the
I Nt g 4dagRtdqan§ATEAtERIation (FEFID) @dclindlob ) had B oin@afidely used in
W thin the corridor. In turn, the tags produce a
vigwalysyestindestey, ineBidsiesteanspeitagbigns anfagturipg, gaste management,

P RS R8s REOTRERl . S el PR reD

sybteh@B bitef oftendised fooprevdnt anadtlic e d iEmoval bdaiclea i®ni @ pidieted area,
corridor. If the comrunication indicates that renoval
suglt aslibyafy et Rot been aut hori zed, the RFID system
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soundi ng an” audi bl e al arm I'ng an exit gate, an
exithod alprdtectddaiea it detatsion bf BER tags nitadhedietheertidest tode gsotected.

esent in. t i nterrogati on corri.dor..hayve been e
EoBh BBt b0 o Ese ARG 1 S ArGaY 1 Hetela vhigh it
af@0d. iRty hag beaddok a0mbiuthdttretiiiRhd a vBRdlel A€ Bnimal or
~checking deterimning the status of the articles,
indigisivel, at wietuolly st ofber taegiblefartidle.t Agditiosd watarpstremuied by dhe
paﬁ%(c%% laf)epliclaﬂgr? ln%l(}el a s(?)tb(?arprrnoxﬁIdgcgfozf1 thseee{r{iale. number for each

To detect a tag, the RF reader outputs RF signals through the antenna to create an
electromagnetic field within the interrogation corridor. The field activates tags within the
corridor. In turn, the tags produce a characteristic response. In particular, once activated,
the tags communicate using a pre-defined protocol, allowing the RFID reader to receive
the identifying information from one or more tags in the corridor. If the communication
indicates that removal of an article has not been authorized, the RFID system initiates

some appropriate security action, such as sounding an audible alarm, locking an exit gate,

and the like.



tag, and then accessing a database to determ ne the
status of the article associated with the identified

wa@egosaks2nunber. O her techni ques require i ssuiPQI/US2004/034366
commands to the identified tags once the serial nunber
has been determ ned. This process can be
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mul tThps probess vcgn bahmetqonslmmqmsm@alﬂ)olf de‘teéatlrtamxm én therfield.
F0|r gﬁaéplce),? 1% é)cﬁ) IIi% oPtIaerge{( csorﬂpglf:tfég%c %eglghgﬁjr%er{ ?rﬁg one tag caﬁ respond at a
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F
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attac ed to the articles to rotected. In one
boekaisghecksg-sueis ofien aimchdgngen diamdbe;tlmnfamatran spands frmthe corridor.
uni quely identifies the article to which it is affixed
and status information as to whether the article is
aut hori zed to be renoved fromthe facility. To detect
a tag, the RF reader outputs RF signals through the
antennas to create an el ectromagnetic field within the
interrogation corridor. An RF reader outputs RF power
froma single port to nultiple antennas via a
splitter/conmbiner. In this way, a single RF reader
with only one transmtter/receiver port sinultaneously
interrogates nmultiple antennas. The field activates
the tags, and the tags, in turn, produce a
characteristic response. The RF reader receives the
tag information via the single transmtter/receiver
port and the RF exit control system determ nes whet her
renmoval of the article is authorized. |If renoval of
the article is not authorized, the exit control system
initiates sonme appropriate security action, such as



soundi ng an audi ble alarm |ocking an exit gate, etc.

In one enbodi nent of the invention, an exit control
waymsesm2incl udes a plurality of radi o frequencBCT/B5)004/034366

antennas set up to provide one or nore interrogation

corridors and a RF reader coupled to the plurality of
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In another embodiment, a method comprises producing a radio frequency (RF)
output signal from a single transmitter/receiver (T/R) port of an RF reader, splitting the RF
output signal into a plurality of antenna drive signals, and delivering the antenna drive
signals to a plurality of antennas to produce interrogation fields within one or more
interrogation corridors. The method may further include generating one or more input

signals with the antennas in response to at least one tag present within the interrogation



BRI EF DESCRI PTI ON OF THE DRAWNGS FIG 1 is a bl ock
diagramillustrating a radio frequency identification
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into and out of a protected area. FIG 2 is a nore
detail ed bl ock diagramof the RF exit control system
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thPligggnce of a checked-in tag in the interrogation
corridor. DETAI LEDDESCRI PTION In general, techniques
are described herein for detecting Radi o-Freqguency

descr i pii on MFFRECHFTIONORAIEDRANGS | 2o

RF exit control systemto detect unauthorized renov
of FHE: &iexbloelpdiagram illustrating a radio frequency identification (RFID)

system for management of articles traveling into and out of a protected area.

FIG. 2 is a more detailed block diagram of the RF exit control system.

FIG. 3 is a graph showing the drive field signals for each of the antennas in a three-
antenna RF exit control system.

FIG. 4 is a block diagram that illustrates controller in further detail.

FIG. 5 is a flow chart illustrating the overall operation of the RF exit control
system.

FIG. 6 shows the frame format for communication between an RF reader and RF
tags.

FIG. 7 shows two example tag signals.

FIG. 8§ shows a flowchart of one embodiment of a method employed by the RF
reader to determine presence of a checked-in tag in the interrogation corridor.

FIG. 9 shows an example tag signal in the presence of noise.



protected area. The protected area is generally of the
type in which the renoval of articles nust be

wa@eikhoss2red, such as books in a library or itePGI/U2084/034366
retail store. Each article in the facility contains an
RFI D tag, which may uniquely identify the article to
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transmtter/receiver port sinultaneously interrogates
systere 100 Exitgentrolsiysigmmdateqsy enaaiosizndissmomakof 4ré¢lds from a protected

are@ 9t i%?bﬁl%oggeofttﬁqure&%g déslgﬁptggrg The ;i)rgtetc ¢ hre RV SSsiftned to be a
library and the articles will be assumed to be books or other articles to be checked out.
Although the system will be described with respect to detecting checked-in tags to prevent
their unauthorized removal from a facility, it shall be understood that the present invention
is not limited in this respect, and that the techniques described herein are not dependent

upon the particular application in which the RFID system is used. For example, the
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characteristic response. The RF reader receives the

tag information via the single transmtter/receiver
WEeos/0482ell t he exit control system determ nes WPEL/K82004/034366

renmoval of the article is authorized. If renoval of

the article is not authorized, the exit control system
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tragREH LB VEPofh ] i e 6P HER! SBHCTRISB Sy WREIISY Fedgpval of the
art@Mslis )cj 110 aBri AW is Bk bt i SR
e ol & OF 1 i3k AR B Rl system
InifipeDsaree approfreate s@otityaaction, sach as sdvadingcinlautliple Antni, dbeking an
exiyBRaggnent system 14 nmay be networked or otherw se
cgup1e% to one or nore conputers so that individuals,

suciin addifon, ithY GFerANRFHED syadrh 20 tndyQEAhdON RumbAbIAEHER Storage

data relative to those itens. For exanple, a user na
arepg gl fe¥ithinrpsoteeied aresry - divg examplesanodpen shelf {24814 smart cart 12C, a

' k ticle managenent .system 14 .
o) £ fer 13030 B o2 Bl o PR BRF o G0 Mo froatn
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carf @2@cquire the current |ocation of the article to
verify that the article is in the location indicated
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thedsicgp%ro%%g {)re?er}lt ?ri(vaen 1&? ]S)ga%p ésrroe ctom%ergigﬁy available RFID tags
include 3M™ RFID tags available from 3M Company, St. Paul, MN, or “Tag-it” RFID
transponders available from Texas Instruments, Dallas, TX. An RFID tag typically
includes an integrated circuit operatively connected to an antenna that receives RF energy
from a source and backscatters RF energy in a manner well known in the art. The
backscattered RF energy provides a signal that may be received by an interrogator within

RFID system 10 to obtain information about the RFID tag, and its associated article.



RFID exit control systemb5. As illustrated, exit
control systemb5 is configured for transmtting and/or
wo ewsiovi2ng data from one port of RF reader 20 POY/U82903/034366
mul ti pl e antennas according to the techni ques
descri bed herein. Mire speci fi cal ly, exit control
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corridors 40. The a d |ne h RF
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checked-in) RF tags in the corridor are successfully
frequencies dpay be used for ID applications, and the invention is not so limited.
Antennas 8 may be designed to develop electromagnetic fields of at least certain
strengths within the interrogation corridors 40. This may be advantageous for one or more
reasons, including improving the likelihood of detecting tags having the desired status,
e.g., tags that are checked-in in a library application. In one embodiment, the
electromagnetic fields created by the antennas 8 are used to power the RF tags in the
corridors 40. The amount of energy induced in each RF tag is proportional to the strength

of the magnetic field passing through the tag loop. The antennas 8 therefore may produce



The RF Reader 20 of exit control systemb5 may al so

read/ wite data fronmfto the RFID tags. RF reader 20
wWoroptR1RF power fromone transmtter/recei vePCPU§1004/@84366

multiple antennas 8 via a splitter/conbiner 42. In

this way, one RF reader 20 with only one

ransnitter/receiyer port can Si | t ane I use.
a gl PR fing » Bienid e Phds A B apud lpee ISR B fotEing an RF tag
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Because RF reader 20 receives a response from the RFID tags through the same
splitter/combiner 42, the return signal from any RF tags in the corridor are combined
,going back through the splitter/combiner 42 into the RF reader transmitter/receiver port
21. In this way, if a weak tag signal is received by antenna 8A and a weak signal for the
same tag is also received by antenna 8B, for example, the two weak signals from antennas
8A and 8B are combined at splitter/combiner 42. The combined signal is then input into

RF reader 20 through transmitter/receiver port 21. This greatly increases the likelihood

detecting even weak tag signals.



multiple articles through the corridor. Alternatively,

mul tiple patrons, each carrying at |east one article,
weowsd4g2ass t hrough the same or different corrPddDUS2004/034366

si mul taneously. Furthernore, because of the relatively

short period of time it takes for a patron to pass

thr h the £9 r not enough
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prlB8 A0he BGRoP LR RO NS A P Sy N BRI Gl Wi atarm.

Sinhéiardy,i wiesh dumnefroustthgy ard Efead:ﬂt in &ieQWn\Mdr ﬁnﬂ ﬁﬁﬁ?@ fHanlo@e of them has
7-14. Al though the systemls described with

Fl GS.
Ch%%?ée stafus. tesudemnrigll sraswe ridis lirariaes iother dpsigraged eraployee can
thés}f gl\é@le &hetel?ﬁ‘é Es MQ@%&BH‘L e wii BPﬁg\éﬁkclésrﬁ}E@eﬁt HAG {h'e s¥steljtntalarmed

er st 00 at’ t present ‘i nventi on
hav¢ m>tt®dn pmpbﬂy sheokspeat. . THécmethxdﬂm which hige sw&:hemay detetnine

al so sed t.o check for other |nds of st at
PR Sl SR8 554 £ 60¢ OB 19 REEH PR PR Eeck v ignd is
thérB@rdhQ 2@ HorizEV R el r@ﬁlovégchfi‘&(ﬁciﬁé fa%llgﬁﬁré BekcAbEd 1tpﬁhﬁh£1°c[eta11
each interrogation corridor 40A and 40B, respectively,

belowgvith respeeidm EEGS{7-ipAltheirghi the ystam is deserifisdi wigh respect to

opnects, 16 B. and onnect
Pl 8% es REUBRERERGRL oA BENTPRy B ERERA 118
factiotyNit §hial PBe mrs@dcﬁnhﬁx&hé prekéil el enhibn it od GHERE M Shi€RSHect. For
time one of photocells 24 detect a patron in the

exXypple; g Bysten C@‘#é alsehsdiserb it cheela £95 oslier Kindls o8 Stﬁblmog sypey
imipBERIRERiANE daRE 2B The QopE bt BRI eh BRAonL S ont i s

dr i Pantooelie24A atel248s ne fidr cath phasegaribh boriridsr 40A and 4OB
resggclftgrler grélj g?l p%gsteggeno Sa paIrlg?l 1r|? Ighae?reregphelc{nt/e co?%/ldgrrs e%rtltiarrclzgnr?ects 16A,
16B and 16C connect the alarms 12 and photocells 24 to controller 14. A counter 22 may
also be included which increments each time one of photocells 24 detect a patron in the
corridor.

In one embodiment, each antenna 8 nominally receives the same amount of RF

power from RF reader 20, but, as will be described in more detail below, is driven ninety
degrees out of phase with its neighboring antennas. The phase shift, by creating a rotating

field between antennas, enhances the ability of the system to detect tags regardless of the



field between antennas, enhances the ability of the
systemto detect tags regardl ess of theorientation of

wo b@speil In this manner, the exit control sysPENUS2004/034366
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signal's r each antenna
combapeot oY elsyal, Aslilsbowothen ndetl@d & cotrhmrﬁzFathigiche:l@dgm RIF tag
43B for ntelana 8B is 90 out of phase with the RF
PISPperdaY ghiaic®43A for antenna 8A; the RF drive signal
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forRfach agteninn8 AtSC GilGen) saspentivelyy Ay shawinrig FiGr ditthe Riglrive signal

<3 B e Bt R ey R PR RE G 34 e
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i ncreased. Vari ous met hods can be used to achi eve the
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sm ssion 11 nes wavel eng et ween
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coupl i ng Tengt A wave transm ssion |ines as
diffgrprydpmiaatlength bérweee negbhomnradewiay é0 anhieyarize dBirediP0gfhase

phase as sho i.n FIG not her nt...
sl G S PEtetycH e Py |EIG d BBy B Joqidich connect the
anRAAREIR §Barfd $© tadhlist/cdeindNBs@udbd ﬁnplélﬁékil@djb?&’ouphng lengths
transm ssion |ines 32A-C such that the resulting phase

of Jhivfaye trapgmiggion linesots appwpaatgdo grvepadhrsurgessivgantgm 90° out of

tEo tem 5 thus provi des several
pha vagﬁﬁ(g\‘gléén#@)eésRF reader with only one

t r ans ahdthéresehodemea) dongAsdipn e dittyaoaldbd fravidedi sl each antenna
utilize multiple antennas. By . . . i
8A-C to adjust the phase shift induced by transmission lines 32A-C such that the resulting

phase shifts are 90° out of phase as shown in FIG. 3.

The exit control system 5 thus provides several advantages. One RF reader with
only one transmit/receive port can be used to simultaneously utilize multiple antennas. By
providing RF power to each antenna at a controlled amplitude and phase, magnetic
coupling is not relied upon to deliver power to the antennas and to control the relative

phase of each antenna. Also, because the interrogating fields are driven to produce a

rotating interrogation field, coverage is increased in the interrogation corridor. In addition,
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providing RF power to each antenna at a controlled
anpl i tude and phase, magnetic coupling is not relied
waep@syossaitel i ver power to the antennas and to PONUSIIN4/034366
the relative phase of each antenna. Al so, because the
interrogating fields are driven to produce a rotating
interrogation field, ve .S b ot Tived i
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parﬁ&ﬂém%l?t bt@mcaﬁgﬁ&byorfnhb@téwmﬁ[angfngi onfethe Ragpligr. Weak signals
antennas to be utilized in any particul ar stem can .
fromenultiplsisanetie S9mBREAH 1ETS AtCgHRLe ﬂgnépfﬁﬁi fl80 Incifgsips the
ikeipg0RbLEad LA THnbisP! B SokOFDdiREed By L3V
hkez%‘gguafeg _scl g]%a ,n tshll}gorgﬂeg’ I ncr egsg(i)ngﬂ?he ??(%(lg}lli holg%m
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illustrates controller 14 in further detail. As
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ad G EbAFL11eR 18 98dei W0 RS ifpRt sibinl Addidrh BIF, readen 20 ohdt éxididades that the

receives an input signal 47 from RE reader 20 that
RFireafier basedetackest attenst o signabiwithmeeoradars dPRnAmodaaentoite

si.gnal 1 hi rridor [ ; :
cesuEPin Hihoh i BN 1 4P RRRS ifors Bbyt signals 45 and
47 .PWHe? Mgt |si>g|nﬁl@ A5taad gﬂ iimjicHie thagbeth 8 pafiomant 4 ¢hechhdin tag have

i nput signals 45 and 47 indicate that both a patron
bee@ﬁgte&te@h%ﬁ’é&]ﬁ{f A {ndfgat ¥8en detected, controller

I ni Iasct?tse ATbvHLaRB0 fikGr iBustbrife EXQNRRG dpeBRioh F ERFoller 14.

il rating exenplary operation of controller 14. As
Asiillustatedat@niollentd pafdres atdnixarous lopp raomitomingribas deoks derpa

chegRi e 1 B SpBock, et by Bt grich b tgs gn torm

onlh/%ﬂekl%ﬁfa BikréH AdM QRENeMRRF Pglke @t@Aéd @undndrdgation corridor.
hecked-1n"RF tag are detected in an interrogation

Theg contddler 17 lsastinuasmitosrinmy siggalsida a4y trggicpaing whether a
i t signals, 45 and 4 i , :
ol PRSPPI 80P ) 8 LB AP ASHIBE 80 1 cp, it
on@8Bthde Ao IsSmOAsHtrollEBL4 defirtea tifmer (Sore 58 respresigely). The
conditions is nmet, controller 14 starts a tiner. i?, or .
puspese ¢lelbp HEter P PIISUIT RESSHSF 96 Behar PR apd ek RE & in e
cox?fgi(s)}J £tees$elr,r]1?1§ﬁg e sgﬁlebEfﬂ{m!? & &%Fﬁn wifh @5 chepkedr kEnEbther time
ag in e corridor at essent all'y the sane tine, for
as BX¥amplappropiibtei n 0. 5 seconds, or some other tinme as nmay
be %opro riate. : .y ,
ontroller 14 next determines whether the other criteria, namely either a patron
(60) or a checked-in RF tag (62) is present. If not, controller 14 checks whether the timer
has timed out (64 or 66, respectively). If so, then both a patron and a checked-in RF tag
were not present within the allotted time frame, and controller 14 returns to the beginning
of the loop. In the event that both a patron and a checked-in tag are present in the corridor -
within the allotted time frame, controller 14 activates the alarm (68).
Various techniques by which the exit control system determines whether an

unauthorized tag is present in the corridor will now be described. In one embodiment, the
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Control Il er 14 next determ nes whether the other

criteria, nanely either a patron (60) or a checked-in
WORB0b/Aaep2(62) is present. |f not, controller 14PCIE81084/034366

whet her the timer has tinmed out (64 or 66,

respectively). If so, then both a patron and a
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present
In Sy, én mmmbodlﬁleh&t thefeHs he ad@’ toZ2ehl aRBviBRAIYIEERT %EéH Mg in the

c? recei pt of a full al% serial nunber for eac
cofr | e drB e sfate e s o TRt fhscibst iiow, the
traB§mis§i6n bPBHeohiPIbteeHAPR!H d’ﬁxc%ﬂ@?? nggh&qjgélﬁreda” of

t he checkedlntasmt e corri ond at the

sanBFireadsr 20 ﬁnd)tﬁﬁﬁeRF tags depmiuhieateashny) aqhﬁﬁ/rdmot’wbl in which each
e corridor

me@ﬁég PG ed)ﬁeéc{ ﬁ@:cg{eteoqﬁq@ %CF]B% gg%p{eﬁg{;neélaf@ﬁn@tagh@;jﬁrmat of an
r ex:bﬂplb R@ID itdbehisyioh @RRte! 1008€showh h 386, 61 The ?ﬁfng 100 includes a start

nmbodi nents, there is no need to even individually
of frafap {§PK) WRen messpzeri O heychienl réduodartcy chetle(GR@E ama end of file

(E(glt?)afdés S?{]F I(?? nfiRdRs tljxerbe %g%ge EFgﬁfpfrmem ggpﬁ%ﬁtye 'Ekeﬁ‘dIOS indicates

ransm SsSi on

thatthlmenmetfaﬁma)hiasfﬁeamﬁamﬁmft@d Aﬁﬂﬁbﬂ eifled Mita i €AH6I1d2irAMRd
mryni cat e usi ng a known protocol in

S C
memsf‘c E&e ﬁowg@sé@_mes Wrane 106 tqﬂentSdh@d@ta imthe enessage 104.
fr aoRE 1@k i8uflaq8 BhSfle R of thE BafL TN at@BRC 106, all bits

of the data are pushed through a predetermined algorithm. Once the frame is transmitted,
the receiver decodes CRC 106 using the received data to determine whether thé message
- 104 was properly transmitted. If the CRC generated from the received data does not
match the CRC contained within the frame itself, an error occurred.
One aspect of the presently described techniques is directed to ensuring that only

tags that are not checked-out (i.e., still checked-in) respond when passing through the
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exanple RFID transm ssion frane 100 is shown in FIG

6. The franme 100 includes a start of franme (SOF) 102,
wa2omssage 104, cyclical redundancy check (CROyC/0820841084366

end of file (EOF) 108. SOF 102 indi cates the begi nning

of the frame. Simlarly, EOF 108 indicates that the

. ' f has. b i -fi
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CRC 106 is used to check the integrity of the data. To
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3 Gkl SRR BETOETPE PE o5 0 SUDI P REEASyr
traflBkitdehysm@iedthé thapdru0e t&ﬁ'ohﬁﬁa%mitﬁﬁ%dté}ﬂhé AIFI batik iy memory
Identifier (AFl) byte. This feature is described in

regphed to3be teB9Bndt andard for RFID systens. The AFl byte

is iece. of [y:;dn.th Fl Dt . '
7 R i U BEL 08 BGcBEAy 6e
articlf) €oradx aipld, 6/hethkpthehirtidle hikcbekAghdckedbtiacNedAFEfiell igtherefore
i deot ape, etc. The value stored in the AFI

book, CD, vid .
uspbt qlwfzsl\é%/c@_@d@ﬁ% gatus hytsu ghhen Bras qe athee fitiglss gre on the
sh%EmrggﬁggZ) | SCL B %%ebi%&%t@@ “dek RO I bl ARPIRICy 1164‘9&5;;] dHdBks out

ssues an command 1t sends an AFl val ue.
thefisoadtedfriampatton nhdcke ohtSMakbh @Beckt statwharthe Alhealut mechafged to a
%al ue“thr ngm’ tl ec] in a conmand i s 0x00 (hexadeci mal)
diff{en AbFckedqt ¥althe interrogation field respond. When

t he TIE RFERERY stdRTSiakS cbinind tecHRERSL inlAdf i ¥RQ AFT memory
then only tags with a matching AFl value in nenory

loqatigpohbiis Mol ciese adriagsriith el ARGTyie set o “aheckadrib@ ép respond. If the
erein use the AFI te to indigat.e th at f .t
RE G oo Mol BT Prufh AR et Py BOiBqflgphbta-ou

Thedie k@i satly. itehh thatwhs picdpkly checkb®bef WoEd wdekhv@sh@checked-in
checked-in/checked-out status byte. Wen books or

valge i hetrA1dyesansh wowd nohksSEtEh fthe AFI byte is set to

o SR A P VUGB, P Bt
in/clieekéd-sttatdtaybytd evilARbw\beldescribed c Aapayed rétarma an item to an
automatic book drop. The book drop reads the serial number and sets the AFI byte to
“checked-in”. The item is returned to the shelf and then another patron decides to leave
with the item. The new patron inadvertently leaves without checking-out the book. The
patron walks through the interrogation corridor, which is looking for tags having the
“checked-in” value. When the system sees the checked-in tag in the corridor, the system
will alarm.

If instead the patron properly checks-out the item, the AFI byte is set to “checked-

out”. When the patron passes through the corridor, the tag will not respond to the
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different, "checked-out" value. The RF reader scans

for tags containing the checked-in value in their AFI
woreowsys2ipcat i on. This will cause all tags w tPCT/H81004/034366

AFl byte set to "checked-in" to respond. If the RF

reader receives a response fromthe tags then the item
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respond. An exanple of how the present technlﬁue of
e
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on$&hbelimenttiRrsysted askd 4l ta@@ ikt iftytregation frehﬁoke@ohdl ‘At the same
The itemis returned to the shelf and then, anoth

timga {Pislar Rrraaeiscumstaness, Risy e doply be dane 15 gituatign %ﬂne tag
Wa%_ﬁ%gé{ 855 B oY, c} %(teaat‘i’f e. Wl‘{sﬁ‘?ﬁ% of BRgKiA gg iHbnd Befh@é)a{?ﬂfe timeslot it
atr on nroug e interrogatfon corrid
cremials ahltueftloln@a]led@“o‘odillsm)rﬁg Ndransilpgvttcha dbﬂtsankcmursnﬁo message 104
val ue. en the see e checked-in ta n..the .
of B \PRRInG (156 Cay BY BAAAPIAPOR L apy SYorate Agrees GUBS G-
colﬂﬁi& Iﬁgpl&ﬁ&ﬁg@aﬂ&%§ 1€ cbin@Bndtd'® BEonBYH Biffefent Ginebkdts until all
out he patron passes through the
tage arerudchtrf;edt froweagr, Wiib progess typisphinebnsemesieo IBihdinahingexit

coftgp BB FrE s T e By g RORLER 1 29°

COr NAsER, B tbchRiBNEIdsBgbedl ierdih asinall faguito @k}ﬁfnﬁlm fe same time
second t echni que described herein is directe

slot/knavipg phpt coltisionhwill eecar iiagore dpprcenernghecked 8Ht GCQecked -in) tag is
pre%%&tglg theyco u%oé%TB%%%%ﬂnérﬁ%%agigsﬁ gsﬁcﬁgh@fﬁ%t that tﬁlg S SOFsls eo%e piece
of ﬁﬁ(kﬁsna@bh tlﬁa’ﬂgﬁn sthil Eehﬁtlidh}t &ba&qﬁbva‘mm]ianeioﬁlsﬂ@s roesyo Mhe MOF is

the same tine. Under nornmal circunstances this | d
thed s/ rassmiRs e SER{ by 1885 1PaRIHN AR & O TBR 3‘5 eSﬁmgﬁ%‘ﬁfnany

tagk ?esﬁvﬁﬁd {d @b gorﬁfnaﬂ? tHeYBvil\WGBsdotd vAth HPESnd SOF af ﬁ&%@ﬂl@ time.
e sane it creates a situation calle
By ‘detdcting ther8OF, Moy syatehyva/udetes ghat ot leassionn cliasked-én tagads actually in
nessage. 104 of the responding tags can be heard
ther}P@HQg fI“ill‘?rmny systens, a process called

ant iFg@! ’}' blﬁi\x%rhn%%aﬂnﬁm &WB&@Q&Q{MS st t@% Sighanmmended stond tag
respond in different tineslots unti | tags are

sighdlel2i Bogaisigrdndiand 113 tsarﬁmtctég §af{1§/§@5a‘l>qt3ha%ﬁl§f§?@§ data in
the, Iﬁé%%@cggd [?Ecr‘(el%o%ﬁ Faig ug%nxle ]ﬁ ﬁ'%?a{rt :t}%(a)slrab%rlﬁne ﬁrﬂi t% 'd&ﬁ is

combined by the splitter/combiner going back into RF reader, the data in the message field

received by the RF reader is subject to a collision. The SOF, however, does not collide
irrespective of how many tags are in the field.

FIG. 8 is a flowchart 130 of the present technique for verifying presence of an
unchecked tag in an interrogation corridor using the AFI byte as a status byte and the SOF
as verification that an unchecked tag is in the field. First, the RF reader sends the AFI
command with the AFI value set to checked-in (134). Each tag with a matching checked-
in AFI byte responds, and the possible checked-in tag response is received (136). Next, to

verify that the response is an actual tag response and was not created by noise, the system
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I nstead, the techniques described herein ask all tags

to respond in the sane tinme slot know ng that
wa@eiosiogs2zons wi || occur if nore than one unchecCREHUSD4/034366

(checked-in) tag is present in the corridor. This

enbodi nent nmakes use of the fact that the SOF is one

iece of _i thon .t can still val i dI . .
cfus a8 SCT TSk e S FOr S8 rcebis. M aisiinboredsip i
prdsthsih thd ARFFIgESIOSOrEERT(190) dnddBe slesp A ubiinged 0142). The alarm is

command. Regardl ess of how nany tags respond to the

acidoaterhiod apiesigteginined guratioas Hribe fthenhande iigaybid SOF winof freeived,

tine, .ecti '
o fend - CihaCH S 0 Focbllce, AU IMBCEIRY it 3168
chédXe@Yifi @gah itincdrii@drd1463| The7losh dves ragtarexiayyzingingfant AR command

tag signals, a first tag signal 0 and a second tag
(13%)gnal 12. Both signals 0 and 2 transnit the sane SOF,

but haue, dinbb&hehk tg%;lg,éﬂ:g%ot t @ﬂ%ﬁéwm%&'tﬁésoﬁmed In

bot h"tags are respo e sanme ti and the data
paitRutapbieneidedyi gt streqgth tderatar dsrsedeo sgmiate abiadkag-ptogluced

RF reader, the data in the sage field received b .
reSPRBSRE R ARIET DRSNS A0 FICCAFPSS ShexRle eaz sighal frame in
thd? RE of HASS ﬂ%ttaggighﬁldmiig SIRSAEST opefafno@WJERMY0. This noise

tags are in the field. FIG 8 is a flowhart 130 of
floohes mpeasseedtant estipiedurs desnribge beloy tegepfes sdikSAF. an

unc ked.tag | i.-nterrogati.on corri r [ t .

Apr 16t 50 i fohaf b Bh PRSI ERE KROT IR MG RIG. 8 n
thdt fidd ABDb B ¢\@eH @la tiR@kb® inl/ehdched-binadus Byt siid the SO used to

reader sends the AFlI command with the AFl val ue set to

valifiate R daE-piedpaedsignakdarpddaignvibe Mlosvchart ehFKg Ohisekatrcpived signal
. he. ' - .

el RPN, SRR SR A RSB e Ao

setr toshedked-ih $166). Thén)dte g fl@s pd Heacoandbriamenmted (164} palor to

by noi se, the tem l4checks f t S 138). |f
ani g8 T8 SRe WAy FABCUH T DUE oF 08 SPExSi Tt RELRS Ao oy by o ftgmand
theg{egﬁcﬁﬁé id RediP&l érﬂttﬁé( %gg:ﬁtstr%h‘?gtﬁ @{&Eé’sﬂfed((lé@). m@yEthﬁl next

mis activated ) - e alarmis activated for a
cherke det the $I0Ted 7durlat SOF is Gatettied, the respotsgsignal ftreagihab compared

. S.n r | ved, . t.he system assunes .t h .S .. ..
Wlﬁ“a%}@ S e E@gt n@gs 154 ﬁalls% é“itﬁ?‘f\gz‘rrg?%?te()ftaﬂgoeﬁ lgsa%ﬁ%(%lc%{lon that
a teNRGK @8k fidld! Bskeithe SO i§@ﬂﬂ?r igcksits 16d¢Rdise ddnsohREimek Pedtluce an SOF

restarts by sending an AFl command (134). In other

sequeboeli Hhr diffeeatinl eteeenithe easpense signal speengidiang thy nqipgefloor is
ST AL ePe G® AR Y B Bt o s s
in tza0s pregentR the interrogation field (176). The system then alarms (178). On the
other hand, if the differential is not adequate (174), the system assumes that noise created
the response and that therefore there is no checked-in tag in the corridor (182). The loop
is then restarted.

FIGS. 11A and 11B show two embodiments of the method for comparing the
possible received tag response with the noise floor (172 in FIG. 10). In FIG. 11A, method
172A first looks for a difference between the measured noise floor and the measured

signal strength, the signal strength measurement occurring during the time of the signal

response period, that is adequate to indicate that the received signal is authentic (202). If
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responses from noi se-produced responses. FIG 9 shows

an exanple of tag signal franme in the presence of
woi080482The tag signal 4 is shown on top of a POI/BES2004/034366

floor 120. This noise floor is measured and anal yzed

as described below to verify a valid SOF. FIG 10 is a

thé L%]\A?lhs%{ﬁ%tﬁé%@&g Yﬁﬁ &gidﬁglka%? Loelﬁﬁféirl@qg t él’lze% s?grej ésdauzgengc (204), the

RE hadkeiddicates tac kledndheékeﬂt(ﬂit ise. ,h;hkekeﬂlild) talgas Skerit $n the@Arridor

to validate a ta roduced signal. In addition, the
2Pl Figrsigngt stmné% fﬁﬁe@%@ l%ln?tea@éﬂ%@t%m@waqe that/teagesived signal
t
is %@ﬁg;g%c? H\%I Iﬁﬁre}éﬁt&eﬂ A%FI ytltt}% n??té trgdd(;c & the rgfpoﬁgé r%t;ﬁﬁﬂgrefore 1o
ch¥tied;inttdps anopseent iothe cofridoh 06 1 i dor i's measured

St pgHEndm. btk Aeed Pt rEEBBRA: e Piee Alowhetore Ok Bt atso

affeEERQANDF lth% er c8LYRE répdndeh ech%bgﬂg lheStdigN@dd a'ft%r the EOF is
nmeasur ed The system next checks for the SOF

reqei v&Ql)is 01115 H@rfsmlflcgtlﬁeth@tﬁle despphse waspaisetagimgodiced response and

o RES T RIRTE i b5 B 0o W by

noisjéfﬂoo@ meagure®piidt th e SOBhLAA el siaRl s gB220% BMeVdifferential is
-bits | ong noi se can sonetinmes produce an SCF

n0§ @éﬂﬂ@ﬁf@éo indicatthibaighhe sigpalris mhemm (R 2 thertastemsgsenmaes a noise-
pr&du%@&‘ kesé&%s%rﬁgh F’ﬁﬁm tﬂa@'ﬁ gﬁé&gﬂ i %Pa%% afe p(rgs(%ﬁgqll#}tlﬁ cér%dor (226). If
thes§isfeesntivbisiadeduac, (2?39 tHe SRetk Akt modlﬁqoﬂ sdipfeasieial bdtWeen the

.the interrogatiaon field (176). The systemthen al arns
Sl%lfg%;eng%ﬁqd& € Beiffe Oq{éﬂ%ﬁsmiefi aftﬁ%thal Fopldhe papected tagtesponse

e u t -
e R B O i B o (BRI g i
presant inrthe deridor@82or (182). The loop is then restarted.

ol s fescahe b HeSerd ded Thity Gept et Ninigg By
haliak 98 thd 0 %ﬁ relspoidl infhddathe thH2 slot, Ahd Adoud: Af tlﬁﬁtr&ﬁlﬁrelﬂgﬁetermme

first looks for a difference between the neasured

whetles @ checkef-im g is brssens its thedutempgaitan il isrigrhficanily reduced. The
.S | Lk t
e i

the ¢idtleal ﬁa tagsaeslidne at BieShme tingi, greaikehsomﬁtetﬁcuﬁg @ 2B&dked-in tag
I f 15the signal strength di fferential is adequate to

is infrgrecs Recsa e vignals yh spmbined gemerierk it ie)RE raceiveg Also, since
theg sﬁlgc Erfe Jh? %cﬁ@tf&sthé SaF, &Q ‘febﬁ% Kedsfitio lnegd( ot é))e he?rfd to

tag I's present in the corri
detetreinsivgredier ot narigis hhebk&ﬂen efhisahn becunotheadeagmbeed into a weaker

Indicate that the_receiye thetlc the RF
poftE i heelsimeat o610 s LECpPol el YHva trase Shessansssion. Tn
thi§ By, thb ey 4R teh RBMably alarm even if a tag only has enough power to transmit

part of its serial number. In fact, the checked-in tag need only transmit its SOF for the
system to detect its presence. Furthermore, the system is not compromised when multiple
tags respond at the same time. In fact, the system is designed so that this is the case.
Multiple tag responses occurring at the same time actually increase the likelihood that a

checked-in tag will be detected.
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checked-in tags are present in the corridor (206). In

FIG 1IB, the nmethod not only | ooks at the noise floor
whedosnes2the SOF, but al so after the end of thePERpEIDEB4366

tag response. Checking the noise floor after the EOF

is received is one nore verification that the response

o 4b¢ Sreath bR BHERLESN eI REIRGA IR Bicty plgmipdiments
In & erfbdHifbat, ﬁfégh':g’ﬂal henveandicher RQeserafddanra dRARVARprovides an

_ prior to the SOF and the signal_strength (220). If the
inddatipe 106 e stilength of dhe raerivRdasi gnal.- o This dpfermatiqnyg amphgied and sent to

si ganal, i ent | ¢ {22 t he S e
e oA Blcn RO Bk PR Ao, B AR RS AR By amplogcio
digitaDonrtRertb @B slpke the sigheal salesdribed ab@@6with kdspédieo FIGS. 11A and

differential is adequate, (222), the system next | ooks
11Bor a differential between the signal strength and the

Noi f : t
| eshi L Hos RSP iy A siioPby WP RE SRt By
- dete@Bfy whether a yh¢ kel i ugas presdmqin the gimerkgationrcotrabpri $his process

B R T R
ab&RY IM@redik la oA drRAYS HLBROR Protdtol ADeRAIBakd RIS Idrrogafién field

amount of time required to determ ne whether a .
resphist wish thendatastoresl ip ae defined oakrand; theewilbglhteispends 4t éhhegsame time.

is significantly reduced. .The mnjinmum scan ii i »
Thy B dePPOREar oG hone” et Bt Sone Atk gy prock
Th¥Bemnahd id dhen aBRIGK Qetelhint @R tHee sPRAA oat uhdiecleadr®ut i(¢Heked-in)
the |ikelihood of detecting a checked-in tag is
tagjip & badill-because the signals are combi ned goi ng back
I nt r L Ver. . S ' . )
| oopd! PamHl AR B cheiin sBl ol TTAEURT (AN dok issot o
be bearuoto determ ne whether or not it is checked-in.
This can occur when a tag noves into a weaker portion
an%?hetqar@lpﬁtfi‘ie?lﬁ?&éﬂf‘ﬁ’(?ﬁkf%s@?@: and | oses power hal f way
t hr gggdhogppe transmission. In this way, the system can
reliably alarmeven if a tag only has enough power to
t r adsrtags mave thofughttise imtarioghtionufidlds the (‘read apaddressed block™

checked-in t ed,on transmt i F for e .
cofang i ot e PR s Blebl BT eh el b Ml My pems ime
AsitBe 284 re3PSRI PBTRIEEaddd 111 PbelvieRh&SOBRGS degspedabde. tTMe check-out

sane tinme h fact, the systemis designed so that this

stajus bigek fomeash tagiwill be ilenting! exospioles e law difrand tge @RCGrifboth
Y Ty €3 0 .
cnSABEQbT AELUA ol 258 D8 bRUSLERDRI R0l B colons n

thel 1ad ibxaifalie ciaokloat stk Blvek bedlthe TRQ tadatermiat whether at least one

enbodi nent s. ) ) o )
checked-in tag is present in the interrogation field. For example, the following table

shows the possibilities that may occur, where “clear” indicates no collision was detected.

All checked-out books SOF — clear No alarm
Checked-out status — clear
CRC —clear

All checked-in books SOF — clear Alarm
Checked-out status — clear
CRC —clear

Both checked-out and SOF — clear Alarm
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In one enbodi nent, the signal strength indicator is
generated by a circuit, and provides an indication of

wo b@ssig2engt h of the received signal. This infPCTEHS1004034366
is anplified and sent to the controller (reference
nuneral 14 in FIG 2). The controller 14 uses an

nal

anad g tat—copye atyze the sigmat—as
T e h oy e w | oFker O‘JE gggm&s A and HB. FI G

12 shows anot her erf%& zl_r? ﬁg % met hod| by which the

RE reader may detet ed-in-tagis-

7

present in the interrogation corri dor Thi s process

(25%2@6}{% d G o LHERE [88rt %e"ndg %maaqﬁgge% K

fro nstruneénts as nentione ove ere 1s a
cof@mNa Neb2) N Th@odsitge tdg rpspohscio recshed €234)l Thaggstem chérks for SOF

usiagfhed B seRoped ﬁéév%v@’u?freé“p%c?réﬁl&%iﬁeﬁ e LG e Sor i
nof %éf@cted-r&%6p rtﬁezl%gc erh le S cR Bl 295)e Iph&sbﬁ%as%téétédnthe

tag as out status bl'ock."” The conmmand
syst&ntchmks dereacdlbsidebr tlm las bitlod tieerhegked-@d statwsriegyte (258). Ifa

co]ig chec getecggi tﬁ@gf Yoy k e | %Zt gb«?c%g Iltliet chb(ﬁg%)k | I‘f lﬁ g%lhglon is detected

in EH%Q?IK@ %@é%teﬁpﬁgnd@th%@ét 14R¢ oA LinaaH;sti eneddh@ddrI264) and
checked-in book is set to: 00000000. As tags nove

activateshalkarre (26D e Thisgathesituition showphe row dxee ohidd dieblssiisgussed

abbl ock” command is sent by the RF reader. Every tag in
P¥We field will respond at the sane tine. As the tags

r es peRslcdiisoRbededet thal dhbcled it Viats ibex (S68) tAs reader determlnes
descri bed above. The check-out status bl ock for ea

whethgr el dhegedr s Atafus it ie sl dp ehackpd-ith@oBhsk spjthe m%éertqlilécks for
d
col(fﬁgé‘ng E] @19%:;1{@ m:ﬁztﬁéﬁ taﬁqu) &JE’I ﬁrﬁ eﬂ a{lg)gﬁlllegt% Snlg ttéeh corridor

ard dlféclkﬁitslh thist (202) dndehe batidollevdctivh@s tis d])éhrm:(k’l6é)1 dlhib & tBRGtuation

to determn ther at Ieast one checked-in tag is
Sh‘b‘f”égb‘ﬁ’ﬁ"‘i"‘ﬁ’?fﬁgh APl ShOYRERVA- fiel d. For exanple, the

fol lpyh %h&@ﬁ’ becuRAUR tﬁerl%e@@:ﬁﬁiu@ btatus 'b?cs(%@)adndrmé/checked out

occur, ere "clear” indicates no collision was
staustbeltciis adt chackedeine thea dheohokb puiksbeSdrRckedepw atherdcraha elpacked-in
tags mn ghe COHI&JOI (%ﬁtana the nex?respc%lgg is checl?eacf (276). This is the situation
shown in row one of the Table shown above.

Other embodiments may also be used to determine presence of a checked-in tag in
the interrogation corridor. One of these embodiments is shown in FIG. 13. The flowchart
may depict an algorithm that runs continuously in the RF reader. When the RF reader
indicates an alarm (320) a message is sent to the controller notifying that a checked-in
book has passed through the interrogation corridor. This algorithm shown in FIG. 13
ignores collisions and overpowered tags during the first sweep for tags. The algorithm
concentrates on reading as many tags as possible as quickly as possible.

The algorithm shown in FIG. 13 allows the current TI “Tag-it” and TIISO 15693-
3 tags to be used in an exit control system without significant degradation of performance.

One conventional way to determine whether the TI-type tags are checked-in is to run a

SID (Simultaneous IDentification) Poll on all tags in the field and then read from the
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A checked-in books SOF - cl ear Al arm Checked- out

status - clear CRC - clear Both checked-out and SOF -
w@b@an4sainr m 17Checked-i n books Checked-out stBETIES2004/034366

collision on last bit CRC - collisions In reference to

FIG 12, the RF reader sends the ' read unaddr essed

schCéP C *ﬁl\c/)% A E@Qﬁ g:}%eg %«):d-ng;%he ﬁ? ﬁé@%s ggg_é ?&gnt%aa groblem with

thik @hfigde @shaabe S edil abe‘éSntmﬁfmnnBSlDe@ihslbﬁs ﬁb@eso&ed (when
and/or . If the SOF is not detected (256), the reader
mgpleitaasdalk aheispmg times apd ifjgne 53¢ lepyes fl%iétd@élpé ¢his glggrithm,

th%%g% E@g@%g}%§ af®ho ﬂ%tﬁ o) }et@fgg{] ’ﬁ{i? t&Ba lV 2l o>|;’1 hsﬁ@eﬁ bea detection

status byte a CO
endﬁtblﬁﬁénf ovheGBYs arbeontadlrmowns it emkk:aVMg tieRE10 2 Garons walking

a collision is detec CRC the system
thré’Péthg’le§X’ctﬁ8?tr tsyft@é’s‘f’lﬂblt%%oq% E%?gglav‘?]tatg g is in the
cor r’[*h‘é%{ﬁoﬁ%ﬁﬁ)sh@\pﬁi PRI MBL8S e“ﬁ%dfﬂe@ rgﬁ)(;)%ﬁQ)SOZ)TAﬂHeréssto resolve

the situation shown in row three of
as dhany tees @d pastsdale as {fickly as pb¢sitde the fu‘etctum édomg'h thpelgorithm (304

anf 50 af B Eh st 3ot S oo Mo YL AR Widaerea 20
If fHRRCK ek hﬁle(r@ﬁgl)nmé C{?%&P(Zhé Ags 48R in BREWKS), {Hef the algorithm will

collisions in the . If there are no
attempt fogsohes astrhany QﬂllIlSl@fS asrp@ssalzlg §30%). Beraugsoit pplgdssugy e

ung}ag ﬁ%&gx)ﬂt %%S ig&%Zsz 2({lﬁs1gnst 1.{}&‘68% %gﬁé %Lég%ﬁgf?ﬁﬁl'e%@}e“asglvlé Iglfem the

spédiewillawhRhshosgoathay ean iiéntiTo uacekkead-ou tagcin rt]lieefieltlﬁs inbeased.
checked-out status bit (260) and.the checked
st atlhg stitistigsonts wRded gt 46.%Crﬂteﬁé)ﬁlq‘7heTB%%¥é§ S‘i’h% puiggers given

in @Ql%ﬁi!ﬁ 91(‘@2?( ‘fers f %t ﬁgmﬁbzﬁﬁiﬂ s o tHPHD et FI‘i"us is bstsed on

orrl xt response Is checked
thél'hé smiedot $I® aslgtbnmatn dﬁle&deowd senofr mmﬂnmsanrﬂaretrhmsﬂ'sab Itle number of

shogg aﬁgg%/e. %her enbodi ments nay al so be used to
taggefed i halig RS EREB2SE a checked-in tag in the
P4k efgo@@s i on corridor. One of these enbodinents is

‘shown in FIG 13. The fl owhart may depict an

[s[a) ¢ that runs continuously in the RF reader.
1’%%?:6? Q(Z%RF r eader

2 Tags: 15/16 chance of reading 93.75%

3 Tags: No Collisions (012) 210/256 chance (82.03%)

One Collision (011) 45/256 chance (17.57%)

Two Collisions (111) 1/256 chance (0.39%)

Overall Chance:

No Collisions + 1/3 * One Collision + 0 * Two Collisions 87.89%

4 Tags: No Collisions (0123) 2730/4096 chance (66.65%)
One Collision (0012) 1260/4096 chance (30.76%)

Two Collisions (0001) 60/4096 chance (1.46%)

Double Collision (0011) 45/4096 chance (1.10%)

Three Collisions (0000) 1/4096 chance (0.02%)

Overall Chance:

No + 1/2 One + 1/4 Two + 0 Double + 0 Three 82.31%

5 Tags: No Collisions (01234) 32760/65536 (49.99%)
One Collision (00123) 27300/65536 (41.66%)
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i ndicates an alarm (320) a nessage is sent to the
controller notifying that a checked-in book has passed
W koosig21t he i nterrogation corridor. This al goPCT/l82004/034366
shown in FIG ignores collisions and overpowered tags

duri ng the first svveep for tags. The algorithm

ntraéo% £ ny tags as possible as

{‘SE 08?% 853565 %@rlthmshownln FIG 13

Pﬁe( A and T 1SO 15693- 3 tags
plisigag O)aH6§a6t(0 ®rol system wit hout

TVQ@T]WH@HQ?) HO9(@330(dB8E performance. One

Tvaohligee ((9h41) 1465586 @Leoxi ne whet her the TI-type tags

Oweradl Clemckced-in is to run a SDD (Si nul taneous

Nd Parst Oid € ar3 Dwo +Hgb These @l s 2ady.26% t he field and then

read fromthe 18specific bl ock where the

chegkgdr ibBheRaGKR it 150 de HeRe AERD coBRNP ()cﬂlecﬁ%d W be verified.
problemw th this technique is that the SID Po

If theretis nn:ecqjhslolh thé¢ tollidingitagsovidl nmt be readopuidler ¢neties Whlch does not

| e talk at.th
mal USSRl PR BB e Pl CYRE eheh LR T3 is used to
muitiP§ ey IhdpdrtsntaREhRfcSHAvVIng ohetclliBRe. ThiY Bgeqsitehtinaey
easi |y happen in a detection environnent where tags

thrgnghasip thstogear yando\ieg gtatistics. rdall also ibagnderstopd ghagthese
pe c%}ltlr(g& V\%@Jﬂﬁ 9nE @#ﬁgﬁ?s taﬂFcﬁthg)&ltﬁer t\)&lﬁ'b(&%X&ﬁ\%&‘O E‘Bsequent

ave € algori hm shown 1n
patke€singe amddbédtiod obtHe tagd perfndfiry. and tries to resolve as

many tags as poss Kl I t.h
) néqomge@ Ao RRET PG CorIF ¢ SoifksiircenR Shppngn Fitg 14 Tre

it Pereflo g%%%g%é c'oﬂ%aﬁﬁﬂg tale§PP @Weééﬂ}@hccﬁéﬂ%@ @@ This

s triggere I's stilT time remalning
da(aBast)th4ttohey esigs omthe exdtit dontrphsystem itsedf] bt the nyantidneis not limited
. gégorlthn1MAll attenpt to resolve as many collisions
Y WBEsi bl e (308). Because it only issues the unmasked

S| D@, bain @ﬂdpblgﬁq;re%n%@(ﬂ bh SHeQRSs iHMhEHseriddQfi6h t&iTi@HOBED).
time to resofve them the speed with which the

Wh¢rgt@.gs arh deteetnd nrdémmtfeyromtmefcﬂk@o@é@e thezpggorithmeandy gatlgrgthe tag
gl(a:tnc%é %egsg VCE eﬁcﬁé a}e t?ciés[ l(é%vgtt% ]mttajr?ﬁ) HSB Qgﬁild%f 8’:60) The

anfb@hﬁ(ﬁﬂtﬁﬁél@ﬁo@faetag aed s igtrrbgdioh coirgior Emd& I’&Ithe:h hgl desermined as
of the SID code. This is based on the 16 tjnesl ot SID
an Vefasg enehlatyth salue based upan exrectydimpesddthrayeh éli*f‘e?ﬂ’??i grke s

orhAIRSE el ORE RBS SARE bt ot P
r eadﬁlngidﬁﬁnnZBﬁéll of tags could also be required after each collision is resolved. If
this poll doesn’t get a least one duplicate tag ID as that was obtained in the initial poll, the
determination could be that a new set of tags has entered the interrogation corridor. This
would trigger the database query for the previous set of tags.
Another possible strategy would be to infer that the tag has left the corridor as soon
as the current collision cannot be resolved. This also would trigger the database query.
The algorithm shown in FIG. 14 thus specifically focuses on collecting as many
tag ID’s as possible and does not check for security information until the above mentioned
time is expired. At that time, a query is made to the database to determine if all the

detected tags exist in the security database.
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3 Tags: No Collisions (012) 210/ 256 chance (82.03%

One Collision (011) 45/256 chance (17.57% Two
w@oiosigs2ons (11 ) 1/ 256 chance (0.39% Over al | PATESIO4/034366

No Collisions + 1/3 * One Collision + 0 * Two

Col lisions 87.89% 4 Tags: No Collisions (0123)

273

1260] 008 Shandae (36 REle R0 FRA 14 B fpeed to the effets of
nceemndﬂ@m fiethdan aew(:ll a4 &%anl[ﬁmmbbﬂnﬁe bVdilmblerfof @ itjecdon.4B6

alg B@O}arg%ﬁ}és? % eghr(gﬁeé:c?wglkt $ pES&gof?,Iaés; t;%%%ﬁcel_?f%gge%urity This
B SO S Sy ML T T g
cqlhqte@abe SYBGETI00 Bolget siedn to (aROOAETate WG/ BS BZFof SRty

é) Col I'i sions (00001) 1290/65536 (1.97% Four
ingolfrfia o s (00000) 1/65536 (0.00% Two / Two (00122)

18901“&&5136\&/(11% BEWsiINB dirediRl @8w 48 Adddhod RRMESRAA the new
Overall Chance: No + 3/5 One + 2/5 Two + 1/5

Elvﬁf@éc/%mﬂm Gade (EPCre0he EP§ hsget tcb@lpmeméaletwtavemltﬂno@ct Code
(I}Ptgﬁl]g cérgauli Fﬁﬁ?ﬁ@é@ lglgusg fiﬁi} f) Sftbmaidél%tﬁficgﬁ Wd hhrgthls new

spbaQSatwnl ib a fiddstiog” caathandtiat tvhen exeeutedgendetCific RFED tAOdestroyed
be read, and since this is one of the three

[
or QRGP enal s matod srebies gr Key 31or $uederop Sommalyychnp dificul
totd@f%ctpa%rmsasgsurg @@%ﬁ II%LC]E%% ?%ﬁﬁ‘@d{? &r ﬁéxlg%gmg uﬁl%ot affect

logic is contlnued roug e ot
pesfoanirseiof he RFIstag! | al so be underst ood t hat these

er t es are only for the fi and_t he ot her
P ags PR gt h i Kant Bl ne PR aeautl rh i i desioy
coli@,(hé}irbl%} cBnidg i 398n REMBhip! A8 the memory is programmed. To execute

the destroy command, the password which was placed in the destroy memory location

must be sent again to the chip, and if there is a match then the chip is destroyed.
The present method creates a secure “key” for the destruction of RFID tags. If one
key was used for all tags at all locations, if someone were to break the key, they could in

theory destroy all RFID at that location. For example:
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Anot her enbodi nent of the checked-in tag detection is

shown in FIG 14. The algorithmrefers to a database
w@osaiszing tag | Ds of properly checked out iPENES2004/034366

Thi s dat abase that may reside on the exit contro

systemitself, but the invention is not Iimted in

this way | K B poll is perfornmed on the tags

in the |n¥%”r0gaﬁﬂ-c?1§%§rridor (352). When tags are
Detog@taid: Gn th@& i nt@rrogation fields (354), the

algorithmonly gathers the tag D's that canbe resol ved

bef otk bl doddt th%@\éﬁr&ﬁ%glsﬁt ?fe[cﬁ%dsﬁﬁﬂﬁ? bf & romlsmg all tags

(360). The amount of ti'me before a | eaves
lnmnnmnﬂb@@n4on corrldor coul d either be deterntned as

©hr A Rl Pl el e P B iR oo s of
infdtRAGDIY n@f thfAGH 20 gagitieR hh@air@edr plABedilet the@agtoyRRéhory

of tags could also be required after each collision is
regigtep (3Ackits).| ThisAyalgpmake eirey Aesroy pmandndamiqusrie each tag, and would

mld B PRl eliRe B R e ot of

tags has entered the interrogation corridor. This
woul d tripges Thesdpiabase query for the previous set

D&krol @Ge: ANOL hgr possi bl e strategy woul d be to infer
that the tag has | eft the corridor as soon as the

cur r&rpglg?ﬁ Zl% 3!2 1&@&%& R) lg_lﬁgg lu?’c?cﬁjestr& céde%l Bl b\é@alﬁlsg the

trigger ase query.
dektr&y cdlié chh]m,tﬂ bsp’:md froraahd tigd, deusesendn desdribed tﬂeﬂg)d&ﬁakes it much

OSSIb|e and. does not check fa
m%féé%ﬁf@? tq WP%IF ﬂ°§t R s pRintapingd %Yﬁfiﬂb?tf‘éaﬂty Ffehe gte.
expired. At that tlne a query is made to the database

]D%eﬁ lg te ags exist in the
E)g ur %até(éeﬂ ﬁd?gdv%e[%ges provi ded by the
enbodlnent of FI G ted to the effects of
non- unlforn1f|elds t he amount of tine
avai |l abl e for tag is al gorithm provides a
nmeans of maxim zi n &0 of tags to sanple for

security. This algdﬂﬂﬂhﬂﬂls At affected as
significantly by nd®0000Gor mU0i el ds because once the
tag IDis collectedllihelsyst®m no | onger needs to
conmuni cate w th t l®odeaof or wecurity informati on. The
foll ow ng discussioniigidi reqred toward a net hod for
use with the new Elgpbo®n ¢ poduct Code (EPC). The
EPC is set to supplant the Universal Product Code

88 bits organized into 11 blocks of 8 bits.

An example algorithm may, for example, select some memory, perform a function
" (add, subtract, multiply with data or constants, etc.) and create an output destroy

command.

Destroy command 10001101 8D
(random for this example) 01111011 7B
00010110 16

Another EPC value with this algorithm run would create an entirely different

destroy command value.
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(UPC) in certain applications by using RFID for item
identification. Wthin this new specification is a
wO cespssayl’ command t hat when executed renders BCEURIODIN34366
tag destroyed or nonfunctional. The nethod creates a
"key" for this destroy conmand which is difficult to
det re. of th
destroy it BieRe Hefridf LR pEFegb AR a3 frtkal e or
veREb® sticgthatTthe difeséit ajgoridmaodld snddos thehﬁgRFd 1’93 de%@‘oyed Ina
nonfunctlonal To set the destroy code, a
ShiRPiRESSAUTY csrpel: 918.‘/@&@ sl e tfﬁéﬂ‘“ﬁéﬁﬁ?‘&ld@ ‘Sold by that same

refa{189 r]?ém&\%]j W-E)Ostgﬁég %@n %Q‘(ﬁftﬂﬁéns Ctﬁmﬂgcalnﬁﬂ’% value would
passwor d ace in gstroy nmenor
w¢beahﬁ@nmnhshobamnemnda@hln to the chip, and |f t here

S mat ch n the ¢ is.d str ed The sent
ot R SabBdihentte! e ki s Sedsedted difesmangroter
enttollhdA@sre WithiR IR K6 Yake fb?l%%lﬁé)élaﬁ‘lllé tags at all
| ocations, if soneone were to break the key, they
could in theory destroy all RFID at that |ocation. For
exanpl e: 21Tag A Tag B Tag C Destroy Code: G G G The
same code in the destroy register yields a possibility
of conpromsing all tags in an installation. Wth the
present nethod, however, the EPC identification code
(up to 88 bits of information) is run through an
al gorithmand further placed into the destroy nenory
register (24 bits). This woul d make every destroy
command uni que to each tag, and woul d make a uni que
key that is difficult to decipher. For exanple: Tag A
Tag B Tag C Destroy Code: An algorithm "key" is conmon
to all tags and destroy codes, but because the destroy
code cannot be read fromthe tags, the presently
descri bed nmethod nmakes it much nore difficult to break
the algorithm thus maintaining the overall security
of the site. Exanple EPC Identification: 00000000 00
hex 11111111 00000000 00
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11111111 FF 00000000 00 11111111 FF 00000000 00

11111111 FF 00000000 00 11111111 FF 00000000 0O 88
whrdos/og2gani zed i nto bl ocks of 8 bits. An exanpdEUS2004/034366

al gorithm may, for exanple, select sonme nenory,

performa function (add, subtract, nultiply with data
C]g%mgpst ants, etc.) and create -an out put destroy

nd. Destroy conmand 000 8D (random for this

exanple) 011 7B 00010110 16 Another EPC value with

this algorithmrun would create an entirely different
L. desth Sipleab eAEPESIAE] ue. 22Between sites, a different

venddp IR tiia PRaHERE kAL AUGHSE Ruti AL G pore”

intafrb@itioh kerridegs ahd be destroyed. In a shipping security
exanmple, only articles sold to one r&%"ﬁ& er tq could

be gdifirengerichupled ivthembialityf BRI RS2dTdr¥we t h
. . | ]
PR ) R RS OE0H ke ER S P
pr&hibe diterespation fields avithiy gretinterrograive cogalorgdescri bed.
These and ot her enbodi ments are within the scope of
the follow ng clainms. 23CLAIMS: 1. A system

2. COMAMhE S o cRiH 12k ity BdmprdhPa §FIREHB1E YeckfFEY the RF power
antennasS set up to provi de one or nore interrogation
frapotheiRToresderand delivers the RF power to each of the plurality of antennas in the

form of a plurality of antenna drive signals.

3. The system of claim 2, wherein the splitter receives one or more input signals from
the plurality of antennas and combines the one or more tag signals to form a combined

input signal for delivery to the T/R port of the RF reader.

4.  The system of claim 3, wherein the plurality of antennas generate the input signals in

response to at least one tag present within the interrogation fields.

5. The system of claim 1 wherein the splitter combines the input signals such that a
weak input signal from one of the antennas is combined with a weak input signal from at

least one other antenna to increase the likelihood of detecting a tag in the corridor.

6. The system of claim 1, wherein the interrogation corridors are located near the exit

of a protected area.

7. The system of claim 1, wherein the reader generates a tag detection signal to

indicate that at least one tag is present within the interrogation corridors.

8. The system of claim 7, further comprising a controller that receives the tag

detection signal and output an alarm signal to produce an alarm.
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a R reader coupled to the plurality of antennas, the
RF reader having a transmtter/receiver (TVR) port
wao bat/og2ovi des each of the antennas with RF poRET/USI04/034366
produce interrogation fields within the interrogation
corridors. 2. The systemof claim, further conprising
a splitter that receives the RF power fromthe RF
reader and delivers the RF power to each of the
9. pl urrak kysterof alate Bnﬂﬁthleﬂcd%mﬁﬁg apefalidy pf sehadrs ty détbet a patron
antenna drive signals e system of c|aim 2,
withie psi of thmt@’mgiaﬂ%ﬁorrlé@@u anégemr@te@rpaffen signabut
S|g I [
| IRl {h%fpohé?&tlégé,ugﬁ%gn%@% aphANRER? ABH AR i Rrection
s1gaalgxnalthé patrofali gnab wythinoa tilne pdfikdl.port of the RF reader.
4. The systemof claim 3, wherein the plurality of
antennas generate the input signals in response to at
| ea e
10, 2 b b B8 B O Eheleh W Coktel PG POREP I Eb e
elthdsre)f itirepta g detegiival Sgrsllohthietpatrom sngedkandrmuputs ﬂ@n&é:hmf sigmal upon
e of tq% ant%ﬂgas i s conbi ne E £
recggniaihe pilGHPE of Badte SHETBh RNt bhRir i 1A PRASIe xpisation o
thd fife&d 1 hood of detecting a tag in the corridor. 6. The
systemof claim1l, wherein the interrogation corridors
are Iocated near the exit of a protected area. 7. The

1127 S s%sﬁergl gﬁgmtl anﬁ %%erl Ié:g%he e %@9%% e3 Wpo%eer%fo% Eh%greader

det YgastPone
th@ i LHRBE plﬂMsE Riith 1Esf&1%ﬁbbﬁhg afhhBMo @ﬂfdﬁtéﬂﬂﬁﬁmgﬁnteﬂ@gaﬁon fields
systemof claim?7 urther conprising a controller
withimtheriptempgasioncReridoig det ecti on signal and out put an
alarmsignal to produce an alarm 249. The system of
claim8, further conprising a plurality of sensors to
12det qtie s?st(ﬁﬁtof olimil i hwheraimythe RFtpoever ddzldarer@gtateiadm of the antennas
corridors enerat e atr rein the
h%ﬁ@maﬁf‘eﬁil?fs{ﬂn et RS g‘ﬁ rgtﬂ OFpERge Phide
anfefflasdet ection signal and the patron S|gnal wthin a
time period. 10. The systemof claim9, wherein the
controller initiates a tlner upon rece|V|ng ei t her of

out pie v a2 GRerine HOFBS: R ERDToon@Re wins

wablehff tlaggndgbeehéQn signal or the patron signal prior
to expiration of the tinmer.

14.  The system of claim 1 wherein the T/R port that simultaneously provides each of
the antennas with the RF power and accepts a signal produced by an RF tag in any of the

interrogation corridors.
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The system of claim 1l wherein each antenna receives
RF power fromthe reader that is out of phase with its
wmedoghks2ati ng antennas to produce rotating int eP€DYSL000084366
fields within the interrogation corridor. 12. The
system of claim 11, wherein the RF power delivered to
15?ach ofett?r;g: (z)int%r}na,s has a 90 phase difference from
he ‘&lll—np% FORRYSW&red to a nei ghbori ng one of the

ant eiib@sing Bradid e st RO ough signdAromas il dtriddenif€/receiver
Tphase difference is provided using wavel ength
(R ppasheledi BArgadefes. 14. The system of claim 1 wherein

t he J4:R Ly bt 0 A [ 3 1
o TR R RO A0SOl PO A e Bl i
pr odistieeritpythanntehnd ddve sigruly/toaf plnadity oft edtemgate produce
. corridors. 2515, A nethod, conprising: producing a

infer@reH oy WD ORR PT BIOFpIXCIEIggHAR CPFIgRSa si ngl e
transmtter/receiver (T/R) port of an RF reader;
splitting the RF output signal into a plurality of

1éant eftramethod ef daigndf,dprthercdodplrisingr i ng t he ant enna

't SFPEgHRE BT T mP RS Ctamaleanth BF SRBRES hewPPBTHoRblpast one
tag PrekéiA Within ﬁl@-intgﬁg%zﬂ%tﬁé@ds‘?f claim15, further

conprising: generating one or nore input signals with
t he combining theiinputeigrelssptotacombinesbioputignal #gd pr esent

w thin .the.interr.ogation.fields: nbi_ni i nput
o Pt A LERER Rl ik b6 e SR IRHNEIE RGeddRE
the conbined input signal to the T/R port of the RF

reader. 17. The nethod of claim 16, further
17 onplhesnethod pledainy i yyJuiths cOBWESWED i nput signal with

t he : ; : | L.en si gnal
T o g o e R T AR S ot T
| easdenamtng atag detquries eighaMirdrhithe domebinett iaputog@tal Gnindicate that at
corridors 18. Thtg. nﬁt hod of claim16, further
leash AT P& oS PHGIn R PIERRSAIZY CHEIAO i on signal from

the RF reader to a controller; and

18. The method of claim 16, further comprising:
outputting the tag detection signal from the RF reader to a controller; and
outputting an alarm signal from the controller in response to the tag detection

signal.

19. The method of claim 18, further comprising:

receiving a patron signal that indicates whether a patron is present within any of
the interrogation corridors; and

outputting the alarm signal upon receiving the tag detection signal and the patron

signal within a time period.
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outputting an alarmsignal fromthe controller in

response to the tag detection signal. 19. The nethod
w@booslossizm 18, further conprising: receiving a Pelt/DsIw04/034366

signal that indicates whether a patron is present

within any of the interrogation corridors; and

ut pH ' I receiving the tag
(get2H¥Hgﬂﬂgégﬁgﬁﬁggguﬁhgggggﬁggﬂgignal within a tine

per i iailiatig$ 2 Gimef hpommickivthgadithel ofl the 29, defactibh signal or the patron

conpr|3|ng initiating a tinmer upon receiving either
sighalid tag detection signal or the patron signal; and

out i P

e B P LA o RE R R AP B fion signal
orgh¢ patroncigrppriatto erpiodtianhe the timer. 2 . The net hod of

claim 17, further conprising producing rotating

interrogating fields in the interrogation corridor.
2122. Tithanembdeifin €7, FufthekRonpHEinB ProRR MR rofiing 1nterrogat1ng fields

del ivering the piurality of antefina drive signals to
inttheeingsiiggation goraorant ennas such that adj acent ant ennas

are driven out of phase. 23. The nmethod of claim15,

further conprising delivering the plurality of antenna

22d r | VEhesh@héd 6f ¢18int ¥, fdtherabinpyisial deveidabe ety BAlntenna
jacent antennas are driven 90 out of phase. 24. The

drﬁ@tsrﬁ@al%? the il ityzof apfrapas sych Ehat edipeang arteangs|age duiyenyout of
3fe antenna drive signals conprises delivering the
phase. . ; . .

signal s using wavel ength transm ssion lines. 25. An

exit control systen1for det ecti ng unaut hori zed renoval

[ rotected area, the exjt control
sys?]té’rﬁ Pécﬁ ﬁ fpithar sPppysige dslﬁYeéWﬁéé Blrurfﬂm ghjantepna
driveQWndR th &feeﬂlﬁ@gex dﬁﬂteﬁ%g dudR B 2GRN QntBEnars SAAGK v R® out of

provi des RF power to the antennas to produce

phaset errogation fields in the interrogation corridors,
wherein the RF reader interrogates the plurality of
antennas using a single port to transmt RF power to

24t he TRteARGBoRdSNt 3, Mefedil BelivRding the plurality of antenna drive signals

comprises delivering the signals using % wavelength transmission lines.

25.  An exit control system for detecting unauthorized removal of articles from a
protected area, the exit control system comprising:

a plurality of antennas oriented to provide interrogation corridors; and

an RF reader that provides RF power to the antennas to produce interrogation
fields in the interrogation corridors, wherein the RF reader interrogates the plurality of
antennas using a single port to transmit RF power to the antennas and to receive tag

signals from the antennas at the single port.
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signals fromthe antennas at the single port. 2726. A

conmput er - r eadabl e medi um conprising instructions that
W@2u804821pr ocessor to: receive froma single reperEs2084/034366

tag detection signal that indicates at |east one tag

is present within any of a plural : tyhof ! n:j_err;)gatl?n

orrj : [ atron_sij.gnal .that indicates a _
2 Qe BB SN R oo R o ong it catie Tprocessor o

i nt erecaigafioor dogle iddess tagnidteotibPsinanthaiRdiBitsd A&t one tag is

upon rﬁcei ving the tag detection signal and the patron
prggeﬁ‘ﬁgféwalnﬁiqgaé’l‘%r?]h‘é‘ &Pigagation corrgiers onput er - r eadabl e

medi ; [ JQ: 26, 3 i Si instructjons.to

Causs e B R e ks L St bl Gl By of he
integrogatidngprigdarkiendof the tag detection si glnal or the

atron signal ; and. out put .the al arm signal upon )

" oot g AR STERG} URARCEVIDE 653 (B Oefer gat VoW end Hwipabien signal
withig aRahd @dodi gnal prior to expiration of the timer. 28

27.  The computer-readable medium of claim 26, further comprising instructions to
cause the processor to:

initiate a timer upon receiving either of the tag detection signal or the patron
signal; and

output the alarm signal upon receiving the other one of the tag detection signal or

the patron signal prior to expiration of the timer.
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