1 TITLE OF. THE I NVENTION | C CARD, | C CARD SYSTEN[ AND | C FOR | C CARD

~BACKGROUND OF THE INVENTION 1. Field of the Invention The present |nvent|Wﬁ5‘
relates to a contact-type I1C card that functions when its termnals are in
contact with the termnals of an external unit. The present invention also
relates to an IC card systemenploying ah IC card and to an integrated
circuit (1C) used for IC cards. In particular, the present invention

rel ates to BLITd0tGREt THEpENVENTEON capabl e of detecting contact fault on
termnals and coping with the contact fault, and to an IC card system

enpl oyi ng such an IC card. 2. Description of the Prior Art IC cards

general |y have al®| GARPe¢ BEcRABP SXSTEMGoAPDr dCc FIOB JdIG GARch as a

m croconputer chip and a nmenory chip. Arong the I C cards, a contact-type IC
card has netal _terminals that _are brought in nutual contact with the

term nal s dQA%5§%%H¥9—9E+E§E—133§§3ﬁﬁﬂn|cate data between them- Figure 1
shows a conventional IC card systenlenploylng a contact-type IC card. The

| C card 100 is attached e ﬁcted f%pn1a reader-writer 30, which is
connected to a Brhe reader- witer 30 medi at es
bet ween the | C cThd poésend ﬁh&ehmibncmmmmnas thhea |Ontaat-1€0p ¢akC net al

termnals 1&a£8 %ﬁat“@hﬁ@tions when its terminals are in contact with
the terminals of an external unit. The present invention
also relates -to an IC card'syétem employing an IC card and
to an integrated circuit (IC) used for IC cards. In
particular, the present invention relates to a contact- type
IC card capable of detecting contact fault on terminals and
coping with the contact fault, and to an IC card system
employing such an IC card.

2. Description of the Prior Art

IC cards.generally héve a plastic package and
incorporate- IC chips such as a microcomputer chip and a
memory chip. Among the IC cards, a contact-type IC card
has metal terminals that are brought in mutual contact with
the terminals of a reader-writer,'to communicate data .
between them. Figure 1_shows a conventional IC card system
employing a contact-type IC card. The IC card 100 is
attached to and ejected from a reader-writer 30, whiéh is
connected to a host computer (not shown). The reader-
writer 30 mediates between the IC card 100 and the host
computer. .

The IC card 100 has metal terminals 11 to 15, which
are brought in contact with ‘terminals 31 to 35 of the
_ reader-writer 30. The IC card 100 incorporates a single
'ﬁah. semiconductor IC chip containing a CPU 106 and an EEPROM
2 17. The CPU 106 controls an interface with the reader-
{ " writer 30 through the terminals 11 to 15 and an access to

the EEPROM 17. The reader-writer 30 has a control circuit
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are brought in contact with ternminals 31 to 35 of the reader-witer 30. The
- 1 C card 100 incorporates a single sem conductor |IC chip containing a CPU

106 and an EEPROM 17. The CPU 106 controls an interface with the reader-

witer 30 through the termnals 11 to 15 and an access to the EEPROM 17

The reader-witer 30 has a control circuat 2 40. that controls the

reception and ejection of the I'C card 100 and data comruni cation with the

| C card 100 afheti conthelaoshecorpepdionnandy aire tiamiokl hg11€ocabdof the

reader-wifgy S0 &Q‘Eat Eéﬁﬁnﬁﬁ cé%mlapwi% Ah P Yehd LEOE MR wothhe 1C

card 100, t e term nal I's Tor grounding, the termnal 33 sends a clock .

signal CLKER® Bt @EHPHeIGO ApRB e dhe rTfﬁ“B‘iP‘?? a1 ¥ 32rff nhhefor data
conmuni cattéuué\tthriberl SoCarHel@Rroan@dl I3 tayplied BOsSLPHPUP aomag@,

| RST. d 1QO0. t,act
ot Dot ure IS tRoRbEonEaERra) 1obhC ch draindl A £8 £or ckFetndRng.
however, nayecaesminamtaetsbm&snaaaﬁodknsﬁgnas ok to, therIGxeapﬁe dirt
when repea{g&lytﬁgt@%PﬁgP%g al dJEFQRY%P {gﬁ&ﬁgfdﬁé | f contact at

termnals TS pooOr or reade S una o control the IC
card and w:ommeni_gnééosl ;vl\m ttéleorIGr mrctiax%ptoam th@ntenminalcaﬁd,

thereby degeagding HBgetelsighidil RE1td Ntnd GEa6&ra TRoo.

.The contact-type I1C cards_are simpler in structure
than non-contact-type IC cards. The contact-type IC cards,
however, may cause contact failure at terminals due to, for

" example, dirt when repeatedly attached to and removed from
a reader-writer. If contact at terminals is poor or
faulty, the reader-writer is unable to control the IC card
and will erroneously write or read data to or from the IC .
card, thereby degrading the reliability of the IC card. To
solve this problem, the contact-type IC cards must have
functions of detecting contact fault on terminals and
coping with the sanme. '

Figure 2 shows a semiconductor IC for detecting an
open state between terminals. This is disclosed in
Japanese Unexamined Patent'Publicafion No. 60-65621
(JP6065621) . '

The IC 210 has a set 220 of input terminals, a set 230
‘of output terminals, a sequential circuit 240, and a gate
circuit 250 for detecting an open state of the input
terminal 221. The sequential circuit 240 usually operates
with the input terminals 221 and 222. If the input _
terminal 221 is open, the gate circuit 250 detects the same
and forcibly sets the sequential circuit 240 to a given
state to provide a given value.

As soon as the gate circuit 250 detects an open state
of the terminal 221, the sequential circuit 240 is set to
the given state. When applied to a contact-type IC card,
the semiconductor IC disclosed in JP6065621 quickly stops a
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solve this problem the contact-type |IC cards.nmust have functions of

. detecting contact fault on termnals and coping with the sane. Figure 2

- shows a sem conductor I1C for detecting an open state between term nals.
This is disclosed in Japanese Unexam ned Patent Publication No. 60-65621
(JP6065621). The I C 210 has a set 220 of 3input ternmnals, a set 230 of
output term_nals, a sequential circuit 240, and a gate circuit 250 for

det ecti ng &Pbpdh EhetkC fardcupemdetesting CQEIacfhé'aéiéd?uéWt i dioxcircuit
240 usual | k:@wpé £sa Wédet NeelmPhALl €7 Theal, s tB3l 18N@azd? i d fundta d iyt

termnal 221 ope e gate circyit. 25 tects t sane and forcibly
sets the sé&ﬁﬂﬁ E??&%waﬁiﬁefoog %P@e%agigteapg rfRde It sl ue.
As soon as itdwmxgaabbe cte cpropebly dahdcyaiesklypeopet m&mftﬁdﬁefat\ﬂrﬂn natf 221,
t he sequent t .S.Se t hed to a
cont act - typé@:}rtcfééalg# ?%égggmago%dég?gg tg%‘l sgﬁ‘og}gg V%@’:‘T’Gﬁejcﬂﬁ ckly
stops a wwrigreen ninte £1¢ EEPROMpof @heeéC|ngr@0nmﬁﬂ datid twidnl, rfat
exarple, a ddifletfiylDe wrileln, (B8R bir6Atluss databhiiln ddirdp
reader-witer of the fault, he rea er-witer 1s una
qui ckly Ccmﬁpqmﬁﬁpﬁgm f alft sugh fault occurs at the clock term
while data is being read out of the EEPROM, the data will
not completely be read, or erroneous data will be read. In
this way, the semiconductor IC disclosed in above JP6065621
cannot cope with the contact fault and is incapable of
improving the reliability of IC cards.

fropeffy and

SUMMARY OF THE INVENTION

An object of the present invention is to provide a
semiconductor IC for a contact-type IC card, capable. of
quickly coping with contact fault occurring on a terminal
of the IC card. _ :

Another object of the present invention is to provide -

. a semiconductor IC incorporated in an IC card, having a
simple.Structure to test a contact condition between the
terminals of the IC card and the terminals of an external
unit. . :

Still another object of the present invention is to
provide an IC card héving a simple structure to surely
detect contact fault between a reset terminal of the IC
card and a corresponding'terminal'of an external unit and
quickly and properly cope with the contact fault.

Still another object of the present invention is to
provide an IC card having a simple structure to surely
detect a poor contact between a clock terminal of the IC
card and a corresponding terminal of an external unit and
quickly and properly'cope with the poor contact.

' Still another objebt of the present invention is to



such fault occurs at a clock termnal while data is being witten into an
EEPROM of the I1C card, the data will not conpletely be witten, or
erroneous data will be stored in the EEPROM |If such fault occurs at the
clock termnal while data is being read out of the EEPROM the data w ||

not conpletely be read, or erroneous data will be read. In this way, the
sem conductor IC disclosed I n above JP6065621 cannot cope with the contact
fault and pBOVhdapahIéCotmnqnuanauj&fufr@ﬁﬂmﬁﬂtlxywnitiﬁgcéaﬂa eBERVARY OF
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sem conduc cont act capabl’e qui ckly coping wth
contact fault o§§®iﬂ|HQQﬁh%rtQhJﬁQﬁﬂoﬁﬁth¢uP¢Q§%@Pdinwm@then dkj dot of the
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card, having a sinple structure to test a contact condition between the

terninal s GFtPhErF@tGQr&naﬁquﬁ?ﬁeﬁ?ﬁ%&is of an external unit. Still
anot her obj ect sftiuheamoetsﬁm obeant | of tﬁet@réséﬂtdenﬁéntfoﬁafié Ravi ng a
si npl e structur to.s t ect nta t fault, betwee set term nal of
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provide an IC card system having a simple structure to
surely detect a poor contact between a reset terminal of an
IC card and a corresponding terminal of an external unit
such as a reader-writer, and capable of properly and
quickly coping with the poor contact.

'~ Still another object of the present invention is to
provide an IC card system having a simple structure to
surely detect contact fault between a clock terminal of an
IC card and a corresponding terminal of an external unit
such as a reader-writer, and capable of properly and
quickly coping with the contact fault.

Still another object of the present invention is to
provide an IC card system capable of correctly writing data
even if contact fault occurs during a write operation.

Still another object of the present invention is to
provide an IC card system capable of easily identifying
erroneous data written on contact fault.

Still another object of the present invention is to
provide an IC card system capable of correctly reading data
even if contact fault occurs during a read operation.

In order to accomplish the objects, a first aspect of
the present invention provides a semiconductor IC for an IC
card. The IC card has a first set of terminals to be
connected to a second set of terminals of an external unit.
The semiconductor IC embedded in the IC card has an
internal circuit, detecting means such as a detector, and
control means such as a controller. The internal circuit
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card and a corresponding ternmnal of an external unit and quickly and
properly cope with the poor contact. Still another object of the present
i nvention is to 4 provide an I C card capable of correctly witing data
even if contact fault occurs during a wite operation. Still another object
of the present invention is to provide af |C card capable of easily
i dentifying erroneous data witten on contact fault. Still another object
of the presle@éeiwen‘eileatksa@igha\usdefrmm Iwecanickmmm eoDftepmiralsy
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such as a re er-wit capabl e of proper qui ckl'y copi ng
the poor coheathe Suitputaedt Hee @gteatal. t ihridskeetingdneand s to
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‘cont act fault between a cl ock term nal of an IC card and a correspondin

g
term nal of tgRmdRgdSndihrongh &,ding a & Pl Qﬁ%t%ﬁ°“§nﬁ tapappBdopet
properly angrqueelliyaiepiced resporiding ord agie fetét terminal is

connected to a pull-up resistor. Namely, the pull-up
resistor is connected between a high-level power supply and
the terminal correspondiﬁg to the reset terminal. The ]
detecting means includes first and second transistors. The
first transistor is arranged between and connected to the
high-level power supply and the reset terminal. The second
transistor is arranged between and connected to the reset
terminal and a low-level power supply such as grbund (GND) .
The second transistor has internal resistance (ON
resistance) that is higher than the resistance of the pull-
up resistor. The semiconductor IC further has a signal
generator for geherating signals applied to the control
electrodes of the first and second transistors, so that a
contact condition between the reset terminal and the
corresponding terminal is tested from a voltage at the
reset terminal. If the reset terminal is properly in
contact with the corresponding terminal, the potential at
the reset terminal will correspond to a value determined by
dividing the high-level supply voltage by the ratio of the
résistance of the pull-up resistor to the ON resistance of
the second transistor. If the reset terminal is improperly
in contact with the corresponding terminal, the reset
terminal has a voltage close to the voltage of the low-
level power supply (GND). Accordingly, detecting the
voltage of_the reset terminal tells whether or not the
reset terminal is properly in contact with the

corresponding terminal. This arrangement is simple to
surely detect contact fault.
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Still another object of the present invention is to provide an IC card
~ system capabl e of correctly witing data even if contact fault occurs
“during a wite operation. Still another object of the present invention is
to provide an I C card system capable of easily identifying erroneous data
witten on contact fault. Still another6object of the present invention is

to provide an I C card system capable of correctly reading data even if
contact fault ocithe sieitectipng meansoperathendeitectoaemayo bec cpie sted he

obj ect s, rste C Nty LN .0 r Q\d | conduct or
| C for an I(glca:tr é?ﬁ E?%ﬁjé{a‘# &Sﬁg %P’Fs?ﬁgtgtt %fe&t g)\r?m%ﬁegrlr@lfaglr%e connect ed
to a secondhmuglt a ckineal sIpf thhsegasenalthenide tepid ne mems eeps i s ts

enbedded i 4 he #{G-S8r npas @Prkhie] Nah Q.h"v%l!"tter auRG ity dregdife SEGR, as a
detector, and control neans_such as a controlle The internal circuit 5

recei ves el®edd$5e4d jpans FFBﬁP%ﬁeCPPP§Ft§@tqﬂ qnﬁwﬁqﬁﬁgﬁeﬁTR#EﬁHEEtlng
nmeans det ecdrtd 2a POGNT LAMABEON @ate edRtadit lcamidedidvern the first and

rrout acasennd ThPtheestrpaEse:  Hhe ALeBE GRo N S OT AANREREY

connect ed toimcuktetandr sehekbtaroaget kenhectieddio dfhd ez o clal setrhinagh a

line. A tenﬂﬂ@aéoﬁﬁypﬂakggnsﬁﬁggdci%cuit provides a start signal to '
drive a self-oscillator, which generates an internal clock
signal supplied to the selector. The first input circuit
generates a high-potential or high-impedance signal based
on the potential of the clock terminal. The.output of the
first input circuit is passed through a first low-pass
filter. The inverter circuit inverts the potential of the
clock terminal. Based on the output of the inverter, the
second input circuit generates a high-potential or high-
impedance signal. The output of the second input circuit
'is passed through a second low-pass filter. The
confirmation gate circuit refers to the outputs of the
first and second input circuits and determines whether or
not the clock terminal is properly receiving an external
clock signal. 1If not, the confirmation gate circuit
provides the self-oscillator with the start signal to
generate the internal clock signhl. The selector selects
the internal clock signal when the start signal is active,
or the external clock signal when the start signal is
inactive. The selected clock signal is supplied as a
system clock signal to the internal circuit. The outputs
of the first and second input circuits are used to test a
contact condition between the first and second sets of
terminals. The internal circuit may be a memory. .If a
poor contact or a contact fault occurs on the cloék
terminal while data is being written into the memory, the
internal clock signal from the seif—oscillator is used to
complete the write operation. As a result, data is always
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of terminals corresponding to the reset terninal is connected to a pull-up
resistor. Nanely, the pull-up resistor is connected between a high-1evel
power supply and the term nal corresponding to the reset termnal. The
detecting neans includes first and secongd transistors. The first transistor
I s arranged between and connected to the high-level power supply and the
reset termnal. The second transistor is arranged between and connected to
the reset temmiectliamrbttenirtel thoweensuppl yIfuchniscyr fandt( GPursThe
second trang| | ' n resksta t oleS +Righer
than the rg§%§?§%0e C)k[ﬁé?éﬁ#?ieﬁﬁf%%s?%%éE&ETﬁgiggnggggdhg?oPTI6“Fhrther
has a si gndiempaier okhe 9Rerybhen .0T nghei §phesnappricguid deescaet sitop

el ectrodes jginddafdIytafddtRECPREFhATSEEHELS s1ERal N0l ERR! @Gl feondi tion
between the reset termnal and the correspon |£gp%irn1nal is tested froma

d
vol t age at Q$RLIEAERT 1 £F niFef. tefconEipuecpnde etestheopeRdy in contact
with the capasOiehng Aerai rasulthedachensi allwayst keriresell yt ee@dnadut | |
correspond t qlvalue determ ned by dividing the high-level supply voltage
by the ratﬁgpd? T HE®PREY st ance of the pul |l -up resistor to the ON resistance
of the second triansesond. aspecheofetbe peesendl inyentiomperioyiidescent act

with the cq Jof t ) , ese M.al f, clhose to
t he vol tageéé)rfé%)‘gg Fggf f{é\%ﬁgo‘\%{r}i‘s‘gp% ;I;i%g%lD)sg%Aggﬁr%(??r'{l\gﬁ]%ajﬁggztoectft%ls ng
t he vol t ageconegtedcter at seapndl sesl pf kermisals ofoln lexteanal ik nal

i's properlysuénCo8t 4Ctedibh-wPeter. The IC card has a peripheral
circuit, a CPU, and detecting_means. The peripheral
circuit has a memory for storing data. The CPU controls
the operation of the peripheral circuit. The detecting
means such as a detector detects a contact condition
between the first and second sets of terminals. The CPU
has tésting means, notifying means, and reset prohibiting
means. The testing means such as tester tests whether or
not the contact condition detected by the detecting means
is good. The notifying means, or the notifier notifies to
the external unit of contact fault if it is found by the
testing means. The reset prohibiting means such as a resét
prohibition unit prohibits the resetting of the CPU while
the testing means and notifying means are operating.

The detecting means 1s'éonnectéd to a reset terminal
among the first set of terminals. A terminal among the
second set of terminals corresponding to the reset terminal
is connected to a pull-up resistor. The pull-up resistor
is arranged between and connected to a high-level power
supply and the terminal corresponding to the reset
terminal. The detecting means has first and second
transistors. The first transistor is arranged between and
connected t6 the high-level power supply and the reset
terminal. The second transistor is arranged between and
connected to the reset terminal and a low-level power
supply (GND). The internal resistance (ON resistance) of
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eorresponding termnal. This arrangenent is sinple to surely detect contact
faul t. 6 The detecting neans, or the detector may be connected to a
clock termnal anong the first set of termnals through a line. In this
case, the detecting neans consists of a first input circuit, an inverter
circuit, a selector, a second input ci Bcuit connected to the I nverter
circuit, and a confirmation gate circuit connected to the first and second
i nput flét?bt?ﬁdﬂﬁﬂfﬁﬂéﬁSﬂsﬂnﬁ is reredter nvkanethei resiistance o ddteor are
connect e e clo rmnal. The confirmation gate .circuit provides a
.Start 5|gﬁgﬁlt8 Pa k&P % a.§%1f oscillator, which gengrates an |nt2rnal cl ock
si gnal suppl i edheo ﬁmesﬁeirattmcotiﬁletlmlﬂ%istﬂpﬁt agpr turnege 98 Ank of f

hi gh- pot e I egﬁpf§$5|gp@é t e of the clock
term nal . erhg o%; {L{,qﬂ% éEE I rst input glafgﬂf?allsaea?ggd&{e‘r?gugh a fi rCs;)C
| ow pass manmmnarnwhilﬁmﬁh%rfbr$éu#@d|ﬁ@ﬁPPQ FﬁénﬁéﬁéﬁFﬁmeﬁnﬁfﬂNc#%ck

tg:;]g“r Q?LS S &%Oété;ﬁt?ﬁ&%l%a@{ éaﬁdiﬁysﬁt Betwela l&:ﬁ‘éoﬁ(iﬁsi’cpl&n@l rcuit

second |nﬁGFQﬁacéhﬁs|%fp5%§%Hn?ﬂ?ougﬁH8 gg@ﬁﬁglgg%-ﬁa§@&?$qﬁﬁ¥t X ihe

confir mat ig Pates 6t reighaleisr sowo t i€ cheppodenttinfe &t rdte amlsesEcond

input cireuits and det er i nes wheLBFLa06 obtained by dividing the
high-level supply voltage by the ratio of resistance of the
pull-up resistor to the ON resistance of the second
transistor, the reset terminal is properly in contact with
the corresponding terminal. If not so, there is a contact
fault or a poor contact on the reset terminal. Then, the
CPU is protected from a reset operation and the contact
fault is quickly notified to the external unit, which
properly and speedily copes-with the contact fault.

The CPU may consist of a tester. (testing means), a
notifier (notifying means), and a controller (control
means). The tester tests whether or not the contact
condition detected by the detecting means, or the detector
is good and sound. The notifier notifies to the external
unit of contact fault if it is found by the tester. If
contact fault is found while the memory in the peripheral
circuit is being accessed, the controller does not
immediately stop the operation of CPU, but continues and -
completes the access operation and then stops the CPU. It
is preferable that the notifiler notifies the external unit
of the contact fault before the controller stops the CPU.

To achieve this, the detector consists of a first
input circuit, an inverter circuit, a selector, a second
input circuit, and a confirmation gate circuit. The first
input circuit is connected to a clock terminal among the
first set of terminals. The inverter circuit and selector -
are also connected to the clock terminal. The second input
circuit is connected to the inverter circuit. The
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not the clock termnal is properly receiving an external clock signal. If
not, the confirnmation gate circuit provides the self-oscillator with the
start signal to generate the internal clock signal. The sel ector selects
the internal clock signal when the start signal is active, or the external
cl ock signal when the start signal is ingctive. The sel ected cl ock signal

is supplied as a systemclock signal to the internal circuit. The outputs
of the firsonfirmeebor gapat cérevdit: 4 sacongesdedo tedthey fdgrtacndondi ti on

between thesdddwd AguteePPeusess OfhkeconFaratitn gl n@lr&ifeuit may be
a nenory. If a or con%ac or a ionta t fault o%&grséihthe cl ock, t.erm nal
while data REOVESRS fr PEREL SHEBALNEOTARITS B FETONTa el kAR from
the sel f-oxeneémitesi anustnternaionpbeke stipmalr isuppddaydatteontheds a resul t,
data is al corLe [ i nt e o tact., faul t
cecurs on teTestek- {obhr fhhtalt rhfle Byl FENSh dif GHGARL
the operatiohock shgnahtpassline throughodhenstlostkotammiguilat etlye and t he

i nt ernal C'%eﬁggﬂghlst&%&%igk}bmowé AIG-dse 14k 4,0 £ONILowergNd

conpl ete the read operation esult, al ways correctly read out
of the nence9ntinyecdnd &9peempdetendhs acanss ArRANAEPHY ovi des a

The access operation may be writing data into the
memory, reading data out of the memory, or writing an
abnormality identifier into a predetermined area in the
memory . ' _ '

The IC card of the second aspect has a simple
structure to surely detect a poor contact or a contact
fault on the clock terminal. Even if the poor contact or
the contact fault on the clock terminal occurs while data
'is being written into the memory, the second aspect
continues and completely writes the data into the memory.
Even if the contact fault on the clock terminal occurs
"while data is being read out of the memory, the second
aspect does not stop immediately the read operation but
continues to completely read the data. If the contact
fault on the clock terminal occurs when data 1s written
into a given area of the memory, the second aspect may
write an abnormality identifier into the area. When this
area of the memory is read later, it is easily understood
that the data in the area 1s erroneous. After the
abnormality identifier is written into the area, the
notifying means notifies the external unit of the contact
fault, and then, the control means stops the operation of
the CPU. Upon receiving the notification of the contact
fault, the external unit quickly takes proper steps to cope
with it.

A third aspect of the present invention provides an IC
card system including a contact-type IC card and an
external unit. The IC card may be of the second aspect.
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contact-type I1C card having a first- set of termnals to be connected to a
second set of termnals of an external -unit such as a reader-witer. The IC
" card has a peripheral circuit, a CPU, and detecting neans. The peri pheral
circuit has a nenory for storing data. The CPU controls the operation of
the-peripheral circuit. The detecting me@ns such as a detector detects a

contact co bet en the t a econd,se ermnal s. e_ CPU
has testing Jﬁp % s ﬂd°f §8rm5P8th |h§ FEAREC H%Q
testing rreanswmid &tt ersl etetlmjsmmmmrheheoexmrnaﬂeumdrtt actTheondi ti on
detected b S ti, t%ﬁ? or

notifier % t"Jf(lll es qﬁ% er na ﬂ%igggr wggﬁtggct B}ﬁ r‘l%t Y 4 (#ound by
t he testlnqqmﬂﬂﬁﬁr'ﬂuﬂamﬁil-ptbﬁlthengakeunétsm@ﬁkﬁ§Q§rﬂﬁﬁﬂeqnc#h©ltlon

unit prohi Jig Ldf disdcthé Woet E8Sp&ELrWhil e the testing means and
notifying means are qferatlng The detectlni nmeans i s connected to a reset
terminal anong tHe 116 s¢axdihas acparipherad cdrguid. &ddd « BPdecond set

of term nald%htrézfﬁli&sgamxmg torhbepéeiﬁhetaaweﬂatcuie me@tlﬁinéﬁy afgrl | -up
eSS P e SRl el eRkERYE] RS R Bl © @
termnal . Perijtierdl ngireans.haThei deteetdneeamahd rdstectors. cdeagtrst
and the rendls A8 BRRURC N3 1 FRR SR S Ruld [ o PEtmBRNER PP Y
connect ed tThe HePY ceas testiingl mgansa notifyigig pwms, and reset
prohibition means. The testing means, or the tester tests
whether or not the contact condition detected by the
detector is good and sound. The notifying means, or the
notifier notifies the external unit of contact fault if it
is found by the tester. The reset prohibition means, or
the reset prohibition unit prohibits the resetting of the
CPU while the tester and notifier are operating. The CPU
may consist of a tester, a notifier, and control means.
The tester tests whether or not the contact condition
detected by the detector is excellent. The notifier
notifies to the external unit of contact fault if it is
found by the tester. If'cdntact fault is found while the
memory in the peripheral circuit is being accessed, the
control means, or the controller continues to complete the
access operation and then stops the CPU. This access
operation may be writing data into the memory, reading data
out of the memory, or writing an abnormality identifier
into a predetermined area in the memory . .
The IC card system of the third aspect has a simple
‘'structure to surely detect contact fault on the reset
terminal. If such contact fault is detected, it is
notified to the external unit, which quickly takes proper
steps to cope with the contact fault, thereby improving the
reliability of the system. Also, the IC card system of the
third aspect is simple to surely detect contact fault on
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supply (GND). The internal resistance (ON resistance) of 8 the second

- transistor is greater than the resistance of the pull-up resistor. The

" first and second transistors are turned on and off at predeternined tining.
The potential at the reset terminal while the first and second transistors
being ON is used to test a contact condill on betmeen the first and second
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given area in the memory of the IC card, the third aspect
may write an abnormality identifier into the area. When
the area is read later, it is easily understood that the
data in the area is erroneous. This results in improving
the reliability of the system. _

Other and further objects and features of the present
invention will become obvious upon an understanding of the
illustrative embodiments about to be described in
connection with the accompanying drawings or will be
indicated in the aﬁpended claims, and various advantages
not referred to herein will occur to one skilled in the art
upon employing of the invention in practice.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram showing a contact-type IC
card system according to a prior art;

Fig. 2 is a block diagram showing a semiconductor IC
having a circuit for detecting an open state of a terminal
according to a prior art; '

Fig. 3 is a block diagram showing a contact-type IC
card system according to a first embodiment of the present
invention; _ _ '

Fig. 4 is a flowéhart showing the operation of an IC
card of the system of the first embodiment;

Fig. 5 is a timing chart showing an operation of ‘
detecting the contact condition of a reset terminal of the
system of the first embodiment;
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unit of contact fault if it is found by the tester. If contact fault is

. found while the nmenory in the peripheral circuit is being accessed, the
controller does not inmmediately stop the operation of CPU, but continues
and conpl etes the access operation and then stops the CPU. It is preferable
that the notifier notifies the external,unit of the contact fault before
the controller stops the CPU. To achieve this, the detector consists of a
first input cirEdgt, 6adsi avblock diagnan shawingtarcontaetobmpenplt
circuit, apdrg coatbhBL8? didls td & Wdcorld CdbddinéPUbe CthEUpLebint
connected to a clock termnal anong the first set of termnals. The
i nverter clP¥@BPtiQRd sel ector are also connected to the clock terminal. The

second input cipFggit 7l shoWaNee! ekdnfpldcof Weddtd StoEdgé. hiBParchy of
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al’, oCK signa
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The access g@RRERLNY tHY d¥htddt | BhdPtfoh 6P AN€lock terminal of the

system of the second embodiment;

Fig. 10 is a flowchart showing the operation of a
contact-type IC card system according to a third embodiment
of the present invention; and

Fig. 11 shows an abnormality identifier written in a
memory according to the third embodiment.

DETAILED DESCRIPTION OF THE EMBODIMENTS

Various embodiments of the present invention will be
described with reference to the accompanying drawings. It
is to be noted that the same or similar reference numerals
are applied to the same or similar parts and elements
throughout the drawings, and the description of the same or
similar parts and elements will be omitted or simplified.

(First embodiment)

Figure 3 is a block diagram showing a contact-type IC
card system according to the first embodiment of the
present invention. The system includes a contact-type IC
card 10 and a reader—writer 30. The reader-writer 30
mediates between the IC card 10 and a host computer (not
shown). The IC card 10 has a first set of terminals
exposed outside. The first set of terminals include a
terminal 11 for receiving a supply voltage VDD, a terminal
12 for grounding. a clock terminal 13 for receiving a cock
signal CLK, an I/0 terminal 14 for communicating data, and
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menory, reading data out of the nenory, or witing an abnormality
.identifier into a predetermned area in the nenory. The I C card of the
second aspect has a sinple structure to surely detect a poor contact or a
contact fault on the clock term nal. Even.if the poor contact or - the
contact fault on the clock term nal occurs while data is being witten into
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of the second %% ng to the reader-writer 30 of. an abnormality, i.e.,
contact fault. These functions are characteristic to the
present invention. .

The IC card 10 has a detector 20 for detecting the
contact condition of the reset terminal 15. The detector
20 cooperates with the testing function of the CPU 16 and
determines whether or not the contact condition of the
reset terminal 15 is sound.

The reader-writer 30 has a second set of terminals S1
to 35. The reader-writer 30 has a motor and a belt to

~ automatically receive and eject the IC card 10. When the
IC card 10 is inserted into the reader-writer 30, the
terminals 31 to 35 come in contact with the terminals 11 to
15. The reader-writer 30 provides the IC card 10 with the
supply voltage VDD, clock signal CLK, and reset signal RST.
The reader-writer 30 has a control circuit 40 that
communicates data with the IC card 10 and with the host
computer and controls the reception and ejection of the IC
card 10. ' '

The reset signal RST is actlve when it is low, and
therefore, the reset terminal 35 of the reader-writer 30 is
connected to a‘pull—up resistor 41. The pull-up resistor
41 1is connected'betWeen-a high-level power sﬁpply VDD and
the reset terminal 35 to fix the terminal 35 at the high
level to inactivate the reset signal RST.

The detector 20 characteristic to the present



10 The IC card has a first set of termnals to be connected to a second set
.of termnals of the external unit. The external unit may be a reader-witer
connected to a host conputer. Nanely, the external unit .medi ates between
the IC card and the host conmputer. The IC,card has a peripheral circuit, a
CPU, and detecting neans. The peripheral "Circuit has a nenory for storing

data. The 1ol ernatLon._ PRI | It. The
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fault is fotimatwbheeONhsesistance thereof is sufficiently greater than
the resistance of the pull-up resistor 4i. )
The detector 20 also has -a buffer 23 connected to the
reset terminal 15. The output of the buffer 23 is
connected to a terminal K1 of the CPU 16 and to an OR gate
24. The OR gate 24 also receives a signal from a terminal
.P1 of the CPU 16. When the reset terminal 15 is inactive,
the output of the OR gate 24 is high, so that the CPU 186
may not be reset. When testing the contact condition of
the reset terminal 15, the testing function of the CPU 16
sequentially sends signals from terminals P2 and P3 to turn
on the p- and n-MOSs 21 and 22 at predetermined timing.
Then, the CPU 16 checks the potential of the reset terminal
15 and determines whether or not the contact condition of
the reset terminal 15 is good and sound. '
The operation of the first embodiment will be
explained with reference to Figs. 4 and 5 in which Fig. 4
" is a flowchart showing the operation of the IC card 10 and
Fig. 5 1is a timing chart showing an operation of detecting
the contact condition of the reset terminal 15. In step
S11, the IC card 10 is inserted into the reader-writer 30,
which activates the terminals 11 to 15 of the IC card 10
through the terminals 31 to 35. Namely, the reader-writer
30 sets the reset terminal 35 to low, applies the supply
voltage VDD through the terminal 31, sets the I/0 terminal
34 to high, and provides the clock signal CLK through the
clock terminal 33. Thereafter, the reader-writer 30
returns the reset terminal 35 to high. If the terminals 11
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menory in the peripheral circuit is being accessed, the control neans, or
the controller continues to conplete the access operation and then stops
the CRPU. This access operation nmay be witing data into the nenory, reading
data out of the menbry, or witing an abnormality identifier into a
predeterm ned area in the nenDry The 1C gqard systentof t he thlrd aspect -
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termnal . |f*u g ?Q aﬁfif dBr&SHYE 15-,[ nscr%ttﬁcltedﬁtg‘t ® ext er nal
unit, which qarmkhalsaaestprGpebfsthpsrbadanawnmudrt3&5(ﬁh&éﬂnrmtmals

thereby |npr9¥|gg égeagglaggkb Egdo F%%gi%%hsneonAlso, the IC card system

of the third aspec ure tact. fault on t he
cl ock termnal. Stsncﬁl@odﬁaeptSaahB ngnﬁanﬁannd&ﬁﬂpnrnfcmbepeesetif

necessary, ﬁ@%g@ﬂﬁi %@d e%p's%teeSsaaprd%s&rmiw qm&eepgopp.%ﬁtmﬁl and

then stops t reventlgg write or read error
aspect not|fP@gtPSttﬁ@né%ﬁépﬁaﬂsuﬁﬁp fletde cIhess FLRRS Wbl that the

external uni bxgubgklev tiekqeterlqper Ayt Euqs (R £015) Wi tie tf@mp@aﬁcplfaal t. If

t he cont act f uI ck ternmn det ect ed t

witten into® ?’?g’nlgr ﬁ&mﬁ%y cF?“et Hee R nag V\/crxi?iat‘hé1 fne G‘Q‘j gct
my wite anfamner el |'ctu)m d:exntuhfel @-MOS @1 .he Ehiesa. madhes thhe pesati s read
later, it 'St%@ﬁﬁ%&luﬂ%?ﬁ¥éﬁu*f€ﬁ§uér} gard to the contact condition

thereof. As a result, the terminal K1 of the CPU 16 is
high.

The terminal P2 is returned to high. At t3, the
terminal P3 rises to turn on the n-MOS 22. If the contact
condition of the reset terminal 15 is good, the potential
of the reset terminal 15 will correspond to a value
obtained by dividing the supply voltage VDD by a ratio of
the resistance of the pull-up resistor 41 to the resistance
of the n-MOS 22. Then, the supply voltage VDD is applied
to the reset terminal 15 through the pull-up resistor 41,
whose resistance is sufficiently smaller than the ON
resistance of the n-MOS 22. Accordingly, the terminal K1
of the CPU 16 is high. If the contact condition of the
reset terminal 15 is poor or faulty, the reset terminal 15
is low when the n-MOS 22 is turned on. Then, the terminal
K1 of the CPU 16 is low. In this way, if the contact
condition of the reset terminal 15 is good, the terminal K1
is high when any one of the p- and n-MOSs 21 and 22 is
turned on. If the contact condition of the reset terminal
15 is poor or faulty, the terminal K1 is high wheh the.p—
MOS 21 is turned on and low when'the n-MOS 22 is turned on.
Based on the potential of the terminal K1, the testing
function of the CPU 16 surely determines the contact
condition of the reset terminal 15. '

If the contact condition of the reset terminal 15 is
faulty in step S13, the CPU 16 notifies, in step S14, to
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data in the area is erroneous. This results in inproving the reliability of
.the system Qher and further objects and features of the present invention
wi | | becone obvi ous upon an understanding of the illustrative enbodi nents
about to be described in connection with the acconpanying drawi ngs or wl |
be indicated in the appended cl ai s, anqsvarious advant ages not referred to
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reset ternpggts ffihfeoyababrRb1ERG finormIsH e terdfnal P1 is
high to protect the CPU 16 from being reset. Thereafter,
the reader-writer 30 inactivates the terminals 11 to 15 in
step S15. Namely, the reader-writer 30 makes the reset
terminal 35 low, the clock terminal 33 low, the 1I/0
terminal 34 low, and the voltage supply terminal 31 Zero.
This completes the operation of Fig. 4.

If the contact condition of the reset terminal 15 is
good in step S13, step S16 checks to see if a reset answer
has been made. At the start of the process, step Sll.mékes
the reset terminal 15 low to reset the CPU 16. Thereafter,
the potential of ‘the reset terminal 15 is returned to high
to end the reset operation. After the reset operation, the
CPU 16 provides the reader-writer 30 with the reset answer
through the 1/0 terminal 14 in step S17. The reset answer
may include a data exchange protocol type and transmission
‘control parameters. Upon receiving the reset answer, the
reader-writer 30 issues a command to access a'specific'area
in the EEPROM 17. At this time, the reader-writer 30
informs the CPU 16 of the kind of access (write, read, or
erase), an objective file, and the address of the specific
area in the EEPROM 17. Upon receiving the command, the CPU
16 sends status information to the reader-writer 30.
Thereafter, write data, for example, is transmitted from
the reader-writer 30 to the IC card 10 through the I/0
terminal 14, and the data is written into the specific area
in the EEPROM 17. These processes are carried out in step
S18. ,

Step S19 checks to see if the access operation to the
EEPROM 17 is complete. If not, step S12 is repeated. This



Fig. 6 is a block diagram showi ng a contact-type |IC card system accordi ng

.to a second enbodi nent of the present invention; Fig. 7 shows an exanpl e of
a data storage hierarchy of an EEPROMin the system of the second

enbodinment; Fig. 8 is a flowhart show ng;the operation of an IC card of

t he system of the second enbodinent; Fig. 9 is a timng chart show ng an
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card system according to Irst e ment of the_present I nvention. The
system i ncl ga&d gysdemh@ceorsing torthe sesrnd, ¢ nopttef Bhe The

reader-w it @ired@nt invention. The system includes a contact-type IC
~card 50, a reader-writer 30 serving as an external unit,
and a hbst computer (not shown). The IC card 50 has a
first set of terminals including a terminal 11 for
receiving a supply voltage VDD, a terminal 12 for
grounding, a clock terminal 13 for receiving a clock signal
CLK, an I/0 terminal 14, and a reset terminal 15 for
receiving a reset signal RST. The reader-writer 30 has a
second set of terminals 31 to 35. The IC card 50
.incorporates a semiconductor IC chip monolithically
integrating a CPU 56, a peripheral circuit, a detector 60,
and a self-oscillator 67. The CPU 56 includes a RAM 56a
and a ROM 56b. The peripheral circuit includes an EEPROM
17. The CPU 56 and EEPROM 17 are connected to each other
through buses 18a, 18b, and 18c. '

The CPU 56 has a testing function and a controlling
function that are characteristic to the second embodiment.
The detector 60 detects the contact condition of the clock
terminal 13 that receives the external clock signal CLK.
The detector 60 and the testing function of the CPU &6
cooperate with each other to determine whether or not the
contact condition detected by the detector 60 is good. If
the contact condition is determined to be faulty while a
given area of the EEPROM 17 is being accessed, the
controlling function of the CPU 56 continues, if necessary,
the access operatioh with the use of an internal clock
signal CLK', which is explained later. At the same time,
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medi ates between the IC card 10 and a host conputer (not shown). The IC
.card 10 has a first set of terminals exposed outside. The first set of
termnals include a termnal 11 for receiving a supply voltage VDD, a
termnal 12 for grounding, a clock termnal 13 for receiving a cock signa
CLK, an I/O termnal 14 for conmmunicating data, and 13 a reset termna
15 for receiving a reset signal RST. The 1C card 10 incorporates a single
sem conducthe e¢bntrioldtingprulridticningtifiiegresi tige ar &pdet6wrateEEBROM 17,

an address 8 hese buses
connect thegcgfﬁ %auiﬂ%%(%’, a?r?&éa%}ﬁ&gt he?%ghgﬂépﬁﬁ% as a RAM 16a
serving as a wMheadetentdn 6OAaEpises of ori Ajratognaus. cineudtu (84,
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15 and an access to the EE as a function of testing a
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whet her Orﬁggst%¥iéé¥“§§F CPHQiELQDSQLtEhEuffer 61 provides an output
of VDD or of high impedance depending on the poténtial of
the clock terminal 13. The output of the tri-state buffer
61 is connected to the low-pass filter 62 that is composed
of a capacitor 62a and a resistor 62b. The inverter 63
inverts the potential of the clock terminal 13. The
inverted potential controls the output of the tri-state
buffer 64 to VDD or to high impedance. The output of the
tri-state buffer 64-is supplied to the low-pass filter 65,
which consists of a capacitor 65a and a resistor 65b. The
outputs S1 and S3 of the low-pass filters 62 and 65 are
connected to the gate circuit 66. In the gate circuit 66,
inverters 66a and 66b invert the outputs S1 and S3. The
outputs of the inverters 68a and 66b are supplied to a NOR
gate 66c, to an OR gate 66d, and to terminals S2 and S4 of
‘the CPU 56. The terminals S2 and S4 are connected to the
testing function of the CPU 56.

The gate circuit 66 checks the outputs of the first
and second input circuits to see if the external clock
signal CLK from the reader-writer 30 is present. If there
is no clock signal, the gate circuit 66 raises a self-
oscillation start signal S5 to make the self-oscillator 67

- generate the internal clock signal CLK'. The clock
terminal 13 is connected to the selector 68 that selects
one of the clock signals-CLK and CLK'. The selector 68
.consists of an inverter 68a, AND gates 68b and 68c, and an
OR gate 68d. When the start signal S5 is high, the
selector 68 selects the internal clock signal CLK', and
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reset termnal 15 is sound. The reader-witer 30 has a second set of
terminals 31 to 35. The reader-witer 30 has.a notor and a belt to
automatically receive and eject the I1C card 10. Wen the IC card 10 is
inserted into the reader-witer 30, the termnals 31 to 35 conme in contact
wth the termnals 11 to 15 The reader-wiger 30 provides the IC card 10

with the sup vql .t gge ck Si rese RST. The
reader-mﬁiteﬁhéﬁ ﬁ % &&%r éhé@)éiﬁﬁkc ﬂﬂ%%f é&é @ with the
| C card 10 asdlnhmbdtM@durﬂ snpqmneﬂ &Huhcxystemscl¢mkretgpalonoaad
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and the start signal S5 to the start terminal ST is low,
the self-oscillator 67 is inactive. When the stop terminal

- SP _is low and the start terminal ST is high, the self-
oscillator 67 is active to generate the internal clock
signal CLK' from an output terminal OT. The CPU 56 has a
terminal ET to provide a control signal to forcibly stop
the self-oscillator 67.

Figure 7 shows an example of a data storage hierarchy
of the EEPROM 17. The hierarchy consists of files 71, 72,
and the like for storing related data. The files consist
of areas 81, 82, 83, 84 and the like. Each area has a name
for storing related data. Each area consists of records
90, 91, 92, ..., 99 and the like. In each area, the
records store the data of the area in order.

The operation of the second embodiment will be
explained with reference to-Figs. 8 and 9, in which Fig. 8 .
is a flowchart showing the operation of the IC card 50 and
Fig. 9 is a timing chart showing an operation of detecting
the contact condition of the clock terminal 13. In step
S21, the IC card 50 is inserted into the reader-writer 30,
and the reader-writer 30 activates the terminals 11 to 15
of the IC card 50. In step S22, the detector 60 receives
the supply voltage VDD and starts to detect the contact
condition of the clock terminal 13. 1In step 523, the
testing function of the CPU 56 determines whether or not
the detected contact condition is good. If it is good,
‘signals in the detector 60 have waveforms shown before Tl
in Fig. 9, and the selector 68 selects, in step S24, the



series between the supply voltage VDD and a ground voltage G\D. A node
between the p- and n-MOSs 21 and 22 is connected to the reset term nal 15.
The gate I ength and channel inpurity concentration of the n-MOS 22 are set
so that the ON resistance thereof is sufficiently greater t han the

resi stance of the pull-up re5|stor 41. TR® detector 20 al so has a buf fer 23
connected to_the_r r m.nal he, out t he bu%fer 23

connect ed t 8*5%f B8R 'ﬁ;P %ﬁgqﬁﬁa 9% %% ﬂeE?P85 & ﬁﬁpp+ﬁ§dCR gate
24 al so recthrvesigh shgnalldakorternigrad nks . FﬂMotetheeCIEblﬁ Wiethiehe reset

term nal 15cbﬁt§@%ck5531§k] (B§F¥ﬁec%lé§f EE%H?ﬁQlZf I $s gggp : dat hat the

CPU 16 may not Dbe reset testin e contact con It1ro e reset

term nal 158ouRnd.t &dve mutmiHetSbrrbftheclewtpasssEqlEari 82 yisesd$osiViihl s

fr0”1ter”1”thr%%pﬂﬂ$éq%6(ht#&éb(EWtfﬁbpcléﬂﬁ 51 MpRS dLkapdg22 at
predetern1n% Then, the CPU 16 checki @Eﬁ otentlal of the reset
t er m nal 456 tgérsrnmgsl%retﬁ]eﬁ‘l%?k ndiena t 48t PEIAG do¥h oS He

reset termi m@IsullEc | THEO e th $DUSEl. off hehepepat senlef kepe taltr &To“e”bflﬁi ment
¥\1|01Nclrjlgrtex§ %l}%eq&{ﬂg ﬁg%e%‘}lg?ﬂtggé 85 gléﬁdpﬁisﬁ‘ 3y q? 6tqsmang
chart show mdsas dperED ain ofesipdrséei g a.heagtmnbdic.ttheol&dlddmrsltﬁndlhmuleset
Lo et 5l s L A8 e 30eke SrBARL' P 150 el SR 1
termnal s 3As @ IEsWahel Yhe t herménddr Svr pfethe CPU 56 is kept at low.
The self-oscillator 67 receives a high-level signal to the
terminal SP and the start éﬁgnal S5 of low level to the
terminal ST, and therefore, is inactive. Since the start
signal S5 is low, the selector 68 selects the external
clock signal CLK and supplies it to the clock terminal CK
of the CPU 56. Step S25 checks to see if a reset answer
has been made to the reader-writer 30. At first, step S25
provides NO, and step S26 provides the reader-writer 30
with a reset answer. Step S27 accesses the EEPROM 17.
Step S28 checks to see if the access is complete. If the
access is complete, step stlinactivates the terminals 11
to 15 of the IC card 10. If the access is incomplete, step
S23 is repeated. :
| If the contact condition of the clock terminal 13. is
poor or faulty in step S23, stép S30 is carried out. If
the clock terminal 13 1s faulty at high level at Tl of Fig.
9, the output S1 of the low-pass filter 62 is kept at VDD.
On the other hand, the output S3 of the low-pass filter 65
continuously discharges to 0 V. At T2, the output S3 drops
below the threshold voltage of the inverter 68b. Then, the
output of the inverter 66b becomes high, which is supplied
to the terminal S4 of the CPU 56. At the same time, the
start signal S5 is activated and supplied to the terminal
ST of the self-oscillator 67. At this time, the terminal
SP thereof receives a low-level signal from the NOR gate



30 sets the reset terminal 35 to |ow, applies the supply voltage VDD

.through the termnal 31, sets the I/Otermnal 34 to high, and provides the
cl ock signal CLK through the clock term nal 33. Thereafter, the

reader-writer 30 returns the reset termnal 35 to high. If the termnals 11

15 to 15 of the IC card 10 are surely ig,contact with the termnals 31 to

35 of the reader-witer 30, the termnal’'§ 11 to 15 are activated

accor di ngl y66&t epAS12 HesBits the sehfaescdddaitorooreneratestther ni nal

15, and stepnﬁétﬁlalft@wbnegl gihepkor, nqh rld@ poRidleadlo qulatdﬁrvaﬁed
excel | ent . These s wi LI explalned I.n detail. HKP%.(FI t he

terminal P1S th% 1§5P PgRelRCLPS S8 & Shddi CF%? ELS
falls to tushgnalt OEKP- 08 BhppIhies mtkm ttm led otk ttﬂfmﬂiﬂfdl 16K hephthe

it hot reagpg) kg, LRSpEaR! s OB o Rl Bl & TP gy P fLT 0o
term nal P3termésaloS#uis hﬁghhetheNCBUZEGIdEUHnmﬂnnﬂzﬂhatxﬁhht¢omma¢tthe
Lo asponn SahatF1pA, 820tnol LoR¥ Wkihadl 4004 SRR GEM el SH ! |
ratio of t h3tepsP3Ranbecks tive sm ifug eddien @rep an & Heeeend s(%hge 7)
of the EEPROM 17 is being accessed for writing or reading.
- If it is accessed, step S33 continues the access until it
is completed.

For example, each record in a given area of the EEPROM
17 stores a personal address. If the contact condition of
the clock terminal 13 becomes faulty while a personal
address 1is beiﬂg Written-into a record, the address will be
stored erroneously. There is a risk of reading this
erroneous address out of the EEPROM 17 and using it. To
avoid the risk, step S33 of the second embodiment repeats
to complete an access operation such as a read or write
operation that is being carried out on the EEPROM 17 when
faulty contact is detected on the clock terminal 13.

If step S33 confirms that the access operation is
complete, step 834 provides the reader-writer 30 with
abnormality information about the faulty contact at the
clock terminal 13. Then, the reader-writer 30 quickly
takes proper steps to cope with the contact fault. If no
access operation is being carried out when the contact
fault of the clock terminal 13 is detected in step S32,
step S34 is directly carried out. This kind of contact
fault usually occurs when the IC card 50 is inserted 1ﬁto
the reader-writer 30.

After informing the reader-writer 30 of the
abnormality. the CPU 56 raises the terminal ET to high at
T3, thereby stopping the self-oscillator 67 and disabling
the internal clock signal_CLK; in step 835. This minimizes
the operation of the self-oscillator 67 and the power
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of "the n-MOS 22. Then, the supply voltage VDD is applied to the reset

~terminal 15 through the pull-up resistor 41 whose resistance is
sufficiently smaller than the ON resistance of the n-MXS 22. Accordingly,
the termnal KL of the CPU 16 is high. If the contact condition of the
reset termnal 15 is poor or faulty, tl2 reset termnal 15 is | ow when the
n-MOS 22 is turned on. Then, the termnal KL of the CPU 16 is low. In this
way, if theosswnntionondi tthen I6F aars &dkset ternminal 15 is good; the

terminal KL is high when any one of the p- and n-MOSs 21 and 22 is turned
on. If the contact condition of the reset termnal 15 is poor or faulty,

the termnal Ki1{(Thigdgempodiment)y. MOS 21 is turned on and | ow when the
n-MOXS 22 is turpeguel 10298d OF idWcFEéAGHiNgE the bpePrhaBabnKbs Bhe

testing function of the U 16, surely determ pes the_con t .condition of
the reset FORARRLTL¥BE | tﬂﬁfQHﬁﬁ%ﬁg&cﬁﬁﬁﬁ£$ g otﬁﬁeréggfdterninal 15 is

faulty in eshbpdimentt lof GH¢ Mremunt ihsventichep Thé, haodwarébofhehe
potenti o Shirfo BbodgiEY SRdd Yoate e PAREOPTREL 58HObG et " or the
cont act faembodiimemd rofsdtig.eri ndfansly s theckystant efipddyiso thiee IC
reader - Wi gk a3faviitle® Rl £ 91 & 2kER1 P6RREELSEERE LR1pORBNVali iy the
CPU 56, EEPROM 17, detector 60, and self-oscillator 67.
The third embodiment is characterized in that, if the:
contact condition of the clock terminal 13 is determined to
be poor and faulty while data 1s being written into a given
area of the EEPROM 17, an abnormality identifier is written
into the area in question, so that it is easily recognized
that the data in the area is erroneous when it is read oﬁt '
of the EEPROM 1T7. |
| After step S31 in Fig. 10, step S41 checks to see if
data is being written into the EEPROM 17. If so, step S42
writes an abnormality identifier ED into a part of, for
example, a record Rl as shown in Fig. 11. Thereafter, step
.834 informs the reader-writer 30 of the abnormality, i.e.,
the faulty contact. If step S41 determines that no data is
being written into the EEPROM 17, step S34 is directly
carried out to inform the reader-writer 30 of the faulty
contact. The other steps of Fig. 10 are the same as those
of the second embodiment of Fig. 8.
Various modifications will become possible for those
skilled in the art after receiving the teachings of the

present disclosure without departing from the scope
thereof.
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During the testing of the reset termnal 15 and the notifying of
abnormality information, the terminal Pl is high to protect the CPU 16 from
bei ng reset. Thereafter, the reader-witer 30 inactivates the termnals 11
to 15 in step S15. Nanely, the reader-witer 30 nakes the reset term nal 35
low, the clock termnal 33 low, the I/Otermnal 34 |ow, and the voltage
supply termnal 31 zero. This conpletes the operation of Fig. 4. If the
contact condWHABNISf CLAEMEBs&S:terninal 133is good in step S13, step S16
checks to see if a reset answer has been nmade. At the start of the process,
step S11 nmekes the reset termnal 15 low to reset the CPU 16. Thereafter,
the potential-of 8Relpgssratedniciaculs ifor amydfesarsl MayHing 2nlise reset

ggeraz Ih o?h Aééﬁro!’h%e?ﬁiﬁth%%p@tbabj[eﬁ'&on'fnfé‘iit@w_w]iﬁ:ltp;ﬁ\/s&ﬁfnd r@esg 3@% Wi te{
Wi e rese swer rou ermn in ste e rese
answer may i heFg4Ba Sd&ifaagx@ﬁg:ﬁﬁé‘ I tgiﬁpg“%\?ﬁ?ﬁ?téﬁén‘?’s’é?%tcontrol
par anet ers. bbmpriggngvlng t he reset ansmer the reader-witer 30 issues a
command to access speci are EET 17.. At th| t he

f.i
reader-writer 30 |(F'ﬁ)orﬁ19 d Id e % f%#%é read, or
erase), an obji.gnatlsettnrloa,gharuha tﬁraidrsﬂsts aff ﬁdrtenmmbsflc area in the

EEPROM 17. Upon r IVHQQF n&sn ' tion

to the reader-wri ?gﬁ . tsjeq’eog]?ter %tf,{kg ‘%J”;%éé exa(rif%)?‘“]!1§ batAEER

transmitted ﬁhénfﬁﬁétr@@@bﬁﬂMQQQHSQKFtht?ﬁrmiP%%ﬁd §@dthrough the 1/0

terminal 14, and iy daicanss f¥y ldSHtrSiVidPetEPespéi &t 86R30F the
internal circuit according to the detected contact

condition.

2. The circuit of claim 1, wherein:

the detecting means is connected to a reset terminal
among the first set of terminals; and

a terminal among the sebond set of terminals _
corresponding to the reset terminal is connected to a pull-
up resistor being connected to a high-~level power supply.

3. The circuit of claim 2, wherein the detecting means
comprises:

a first transistor arranged between and connected to
the high-level power supply and the reset terminal; and

a second transistor'arranged between and connected to
the reset terminal and a low-level power supply and having
larger internal resistance than the resistance of the pull-
up resistor. |

4. The circuit of claim 3, further comprising:

means for generating signals applied to control
electrodes of the first and second transistors, wherein a
voltage at the reset terminal is used to test the contact
condition between the first and second sets of terminals.

A
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in the EEPROM 17. These processes are carried out in step S18. Step S19
checks to see if the-access operation to the EEPROM 17 is conplete. |If not,
step S12 is repeated. This 17 tinme, step S16 provides YES to skip step
S17 because the reset answer has already been made. If the access operation
to the EEPROM 17 is conplete in step S19,,the reader-witer 30 inactivates
t he tern1na|s In step S15, and the operatlon of Fig. 4 ends. (Second

embodi ment ) SFi guf®es Gidcyiigt ok halgh ain s"l‘?b%?nb“a”(!%n?ﬁ&?cﬂ‘ﬂg peaps d
system accofdirthelro doifp Siasgyd enbodi nent of the present invention. The

systemincludes a o ct type IC 0, a reader-wit 30 .serving as an
external unit, aﬁﬂQEF %ﬁh) Qﬁémgﬂnégﬁoﬂﬁfe%Tﬁﬁ ?&Péird has a first
set of terninalsanuﬂﬁukampexh&mrmenéiﬁﬂsfbhereueputngfathapphffmetage
VDD, a terminal 12 for grounding, a clock termnal 13 for receiving a clock

signal CLK, an I/Otermnal 14, and a reset termnal 15 for receiving a
r eset S|gna5 RST ThEhec kreight -of | ¢ b2 1@0L hawharebbohlies de ter tiognimesns 3is t o

35. The | C cynhed 0@ POT & 68k atéﬁmﬁgﬂdaﬁaﬁg ltﬁecmzs@@%'ﬁ ¥ cally
|ntegrat|ng€%g%?éé¥g a peripheral circuit etector 60,

7. The circuit of claim 6, wherein the detecting means
comprises:

a first input circuit connected to the clock terminal;

an inverter circuit connected to the clock terminal;

a selector connected to the clock terminal; |

a second input circuit connected to the inverter
circuit; and

a confirmation gate circuit connected to the first and
second input circuits.

8. The circult of claim 7, further comprising:

" a self-oscillator driven by a start signal provided by
the confirmation gate circuit and providing the selector
with an internal clock signal.

9. The circuit of claim 7, wherein:
| the first input circuit consists of a first tri-state
buffer and a first low-pass filter; and

the second input circuit consists of a second tri—
state buffer and a second low- pass filter.

10. An IC card having a first set of terminals to be
connected with a second set of terminals of an external
unit, the IC card comprising:

(a) a peripheral circuit having a memory for storing
data; _

(b) a central processing unit (CPU) for controlling

* [ L M H *
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and a self-oscillator 67. The CPU 56 includes a RAM 56a and a ROM 56b. The
.peripheral circuit includes an EEPROM 17. The CPU 56 and EEPROM 17 are
connected to each other through buses 18a, 18b, and 18c. The CPU 56 has a
testing function and a controlling function that are characteristic to the
second enbodi ment. The detector 60 detect® the contact condition of the

cl ock tern1n | 13 that, rec s t he exter ¢l ock, si | CLK. The detector
60 and the {t8& ORgTARAY (ﬂf Qﬁ%ﬁ nﬁoﬁbﬁ?ﬁig mgPﬁ each other to

Qetern1ne mhetheuch|muaﬂémfannnémﬁctimdlaloonﬁatécteddby1bhebé¢Meehor 60
I s good. léhe nstlt?cﬁt Osnedééﬂtg L d sdgfef%}ﬁfgagg be faulty while a given

area of the beihg accéssed e controlling function of the
CPU 56 continues, if necessary, the access operation with the use of an

internal clqgk siggnalyCldgra Wb QAfmef@' ajyRedel At €he ObUt %mafi-r{%etg :Me,

18 the contro I|ng functlon notifies to the reader-witer 30 of the faulty
contact, and themeais ok Heestingethaneontaet: 6Pngd tdoRs Proyigdedy by v st

I nput circwﬂhéfﬁbtéﬁﬁlnéiﬁgaﬂgg input circuit (64, 65), a confirmation
gate circuit 66, a sele tor

verter 63. .The . f j nNQUt _circuit
consi sts of a fuqﬁaQ§| éﬁﬁﬁ*%g gﬁ ghﬁ ﬁxfffgﬁllgﬁiﬁa gp#QQﬁgy(LPF)
62. The secmmmtaﬁmnitltnmltesting means determines that the contact
condition is faulty; and
means for prohibiting the resetting of the CPU while

the testing and notifyiﬁg means are operating.

12. The IC card of claim 11, wherein the detecting means
is connected to a reset terminal among the first set of
terminals, and a terminal among the second set of terminals
corresponding to the reset terminal is connected to a pull-
up resistor being connected to a high-level supply, and
wherein the detecting means comprises:

a first transistor arranged between and connected to
the high-level power supply and the reset terminal,_and

a second transistor arranged between and connected to
the reset terminal and a low-level power supply and having
larger internal resistance than the resistance of the pull-
up resistor. |

13. The IC card of claim 12, wherein'

the CPU further comprises means for generating signals
applied to control electrodes of the first and second
transistors; and

the testing meahs tests the contact condition between.
the first and second sets of terminals according to a
voltage at the reset terminal.

14. The IC card of claim 10, wherein the CPU comprises:
means for testing the contact condition provided by

R



consists of a second tri-state buffer 64 and a second | ow pass filter 65.
~The tri-state buffer 61 provides an output of VDD or of high inpedance
dependi‘ng on the potential of the clock term nal 13. The output of the
tri-state buffer 61 is connected to the lowpass filter 62 that is conposed
of a capacitor 62a and a resistor 62b. 2ge inverter 63 inverts the
potential of the clock termnal 13. The inverted potential controls the

out put of ¥R 49tegting BEPPES 64 to VDD or to high i npedance. The out put

of the tri ]:st at@ebﬂéfebrgﬂotifdyun@ ited the tdgg:dﬂﬁ]paﬁﬁﬁ o efsalnﬁﬁt;év\gigchf
consi sts of a capagit a a_resistor, . : € _.0ut put s n o

the | ow pa"s%n'f?'??eit ggeagﬁsggngr BeaRs, d&tern et%etkbaa%e ?’r%?ﬁ‘?a%g. I'n

t he gate atomditioéh, isnfaulcys @ma and 66b invert the outputs S1 and S3.
The out puts of fhe.i.nye ' ppl e 66¢c, to
an OR gate 66d,£3§8£pg P%?%%nggg %%%gﬁgggiﬁ%fé¢%é§¢§ikéé.gqagg%ggéinaYs S2
and S4 ar eopenattond whbiche isedmi pyoeness otheXt the BRetbes meangat e
circuit 66d&b@ﬁﬁgpt§§etﬁuttpltfh% CEJQI,]EHA%& 'a&{dﬁ%éef@n@awggt.Qhacuh%ﬁ,to see

if the externa ck signa romthe reader-witer is present. I|f

there i s ndtePBEREstYRarPerRdiph Of:ithgiGP%6 rai ses a self- oscillation
start signal S5 to nmake the self-oscillator 67 generate the internal clock

signal CLK _ Thg, clqck termnal 13 i onnected to the l,ect or 68 t hat
celoats onkSof ThE afbaetdl sHalcTaid he s Sk fhe el TP ihE pBATRL e of
an inverteno68fiieaNDogdthes el Gficit avfl time- faulty contact after
the completion of the access bperation, and thereafter, the
control means stops the operation of the CPU.

16. The IC card of claim 14, wherein the detecting means
is connected to a clock terminal among the first set of
terminals. '

17. The IC card of claim 16, wherein the detecting means
comprises:

a first input circuit connected to the clock terminal; -

an inverter circuit connected to the clock terminal;

a selector connected to the clock terminal; .

a second input clircuit connected to the inverter
circuit; and |

a confirmation'gate circuit connected to the first and
second input circuits.

18. The IC card of claim 17, further comprising: _

a self-oscillator driven by a start signal provided by
the confirmation gate circuit and providing the selector
with an internal clock signal.

19. The IC card of claim 17, wherein:

the first input circuit consists of a first tri-state
buffer and a first low-pass filter; and

)
* c L ] s *



OR gate 68d. Wien the start signal S5 is high, the selector 68 selects the
.internal clock signal CLK , and 19 when it is low, the external clock
signal CLK. The selected one is supplied as a systemclock signal to a
clock termnal CK of the CPU 56. The seld7oscillator 67 has a known
structure. The self-oscillator 67 has a stop termnal SP to receive the

f th To f
Phe OR gat e god hOssEPRE Bifap 81PEL:ECEBRGRECETpoal BERLHA R oL PO ©

terninal Sretateibaffen and gtaecosgghaw -BgssofdpdeStart ternminal ST is
| ow, the self-oscillator 67 is |nact|ve When the stop termnal SP is |ow
and the start termnal ST iis high, the self- oscillator 67 is active to

generate t hedi nt BhpalCcraEd §fgﬁ&?1@Lk7'fW3ﬁF§ﬁno uBCCEST PRCIEE1%%e cPU

56 has a te{é”@ﬁé Eir' Maméoahderaaqoabwhtabmalcatrmfe@r @it wisftop the

self-oscillator ﬂ# shows an exanpl e of a data storage hierarchy
of the EEPREN?H?CtTHB grQF@ﬂﬁyconS|sts of files 71, .72, and the like for

storing related data. The files. consist of areas 81, 82, 83, 84 and the
| i ké. Each ea n f n e gﬁﬁg SASI S s of
records 90,Qg1, gg? i?_?ggg g%d%t% h qgr i eagﬁqg}ea §§€35 St
. is to write an abnormality identifier into .a given area of
the memory. ' |

22. An IC card system having an IC card having a first set
of terminals and an external unit having a second set of
terminals to be connected with the first set of terminals,
wherein the IC card comprises:

(a) a peripheral circuit having a memory for storing
data; | _

(b)  a central processing unit (CPU) for controlling
the operation of the peripheral circuit; and

(c) means for detecting a contact condition between
the first and secbnd sets of terminals.

" 23. The IC card system of claim 22, wherein the CPU
comprises:

means for testing the contact condition provided by
the detecting means; .

means for notifying to the external unit of faulty
contact if the testing heans determines that the contact
condition is faulty: and _

means for prohibiting the resetting of the CPU while
the testing and notifying means are operating.

24. The IC card system of claim 22, wherein the CPU
comprises:

means for testing the contact condition provided by
the detecting means;

A
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records store the data of the area in order. The operation of the second
enbodi nent will be explained wwth reference to Figs. 8 and 9, in which Fig.
8 is a flowhart showi ng the operation of the IC card 50 and Fig. 9 is a
timng chart show ng an operation of detecting the contact condition of the
clock terrninal 13. In step S21, the IC c#8d 50 is inserted into the
reader-writer 30, -wr i ter .30 IV t l 11 to 15
of the IC card SB?QP% gpgp@%%?yti\#g &%t ec eo?eg{i%r?ﬂeaglzié}ggtt {én?%%% vol t age
VDD and st acostactddfedhet Kesddmenaeagpndiatiegmigies hehat othet epntast 13. In
step S23, tRgnhsthibnd 1lsUrahi1dy 0faridre CPU 56 determ nes whether or not the
detected contact condition is good. If it is good, signals in the detector
60 have wavef or n§°8A&R} BeR&S P ipuineg kR ?WE@F%C?BraGSe§§I ects,

in slt_epdSZﬁopbbﬁtiﬁnzolmtcﬁ na 16l q%l 13@@@% lwKdK melswgp?hghm@aher tz
supplied thro e clock term na . r eci sel y, t he_contact
condi tion ofieg%é'méiﬂ&,sk t?‘@rl%m% %“?ascﬁo‘b‘?fl‘ghgig%uiﬁ,}%ﬁltgut ﬁﬂﬁ &hegr { he
| ow- pass fi ktepplag ithes dperd¥ om ofeslonsePUp a rise of the clock signal
CLK and di scharges while the clock signal CLK is being low. As a result,

the termnal S2 of the CPU 56 is kept at low. On the other hand, the output
S3 of the | 8apaFhef IQ eram8b system of claim 24, wherein the access

operation is one of write and read operations carried out
with respect to the memory.

26. The IC card system of claim 24, wherein the access
operation is to write an abnormality identifier into a
given area of the memory.

-
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rises to VDD in response to a fall of the clock signal CLK and di scharges
Wwhile the clock signal CLK is being high. As a result, the termnal $S4 of
the CPU 56 is kept at low. The self-oscillator- 67 receives a high-1evel
signal to the termnal SP and the start signal S5 of low level to the
termnal ST, and therefore, is inactive. Since the start signal S5 is |ow,
the sel ector 68 selects the external cloglg signal CLK and supplies it to
the clock termnal CK of the CPU 56. Step S25 checks to see if a reset

answer has been nad r qEéPﬂM' 0.%65 W e 5 provides
NO, and step S26 prgg?g%éﬂﬁhéﬂ?ea er-%???%@'S mﬁ?g gb?eigteaﬁémer. St ep
S27 accesses the EEPROM 17. Step S28 checks to.see if the access is

conpl ete. WBSTRACIC IS STHES BPSGOLEGSBRESt ep S29 i nactivates the terminals 11
to 15 of the TC card I0. TT the access is inconplete, step S23 is repeated.

I'f the contact condition of the clock termnal 13 is poor or faulty in step
S23, step S30 | ArcdiC icardusystémt hascl atkleasw,nan IT icafdtdwimg &i gh

Vo it b sdis e, e PERRUAREL Sha°hp' BRAeRIACTRSY HERE SsCeBha™
conti nuousisetdicst Heegeinabs 0 VIhat I¢2carke hast puded@afrapsfdre| detesbing
t hreshol d mééﬁﬁ%ﬁ? égﬁdi9¥35t353@§ n {B%nfﬂyy%(gﬂén%ﬁég?éi?%£§v§?ter 66b

becones hiq%, is supplied_t e termnal S4 o ( { the
same tine, inaks. spgpanteglisracendagdd int@raadp ¢laeubt (pechensi anl ST

of the sel feppram| ator €He 4btbBitdr! d8Rerwitds"/tHd@/the contact
condition is faulty, the controller completes a given
process, and then, stops the operation of the internal
circuit. If an access operation to the internal circuit is
in progress when the detector finds contact fault, the
controller does not stop immediately and continues to
complete the access operation, to prevent the writing or
reading of erroneous data. The present invention also
provides an IC card for the-IC card system and a
semiconductor IC incorporated in the IC card.

FIGURE 3
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SP 't hereof receives a | ow1 evel

.result,

the self-oscillator

si gnal

fromthe NOR gate

response to the activated start signal
CLK

internal clock signa

hi gh,

67 generates the internal
S5,

and supplies it to the clock term nal
CPU 56 in step S30. Since the term nal

the CPU 56 determ nes that the contact condition of the clock

termnal 13 is faulty in step S31. StHd S32 checks to see if a given area
or arecord (Fig. 7) of the EEPROM 17 is being accessed for witing or

reading. If it
conpl eted. For exanpl e,

is accessed,

step S33 continues the access until

it

is

21 66¢c. As a
clock signal CLK . In
t he selector 68 selects the
CK of the
S2 is lowand the termnal $4 is

each record in a given area of the EEPROM 17 stores

a persona

addr ess.

becones faulty while a persona

address wi ||

be stored

I f the contact_condition of the_clock terninal
address is being witten into a rigcord,

13

t he

erroneous address out of

rroneously. There is a risk of

reading this

th

EEPRC

17 an

using it.

To avoid thel risk

step S33 of the second
such.as a read or wite
17 when faulty contact

i

confirnms that the access op rat i orf
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conplete, step S34 provides the reader-witer 30 with abnormality

4 nformation about the faulty contact .at the clock termnal 13. Then, the
reader-witer 30 quickly takes proper steps to cope with the contact fault.
| f no access operation is being carried out when the contact fault of the
clock termnal 13 is detected in step S32, step S34 is djrectly carried
out. This kind of contact fault usually occurs when the IC card 50 is
inserted into the reader-witer 30. 2filkr informng the reader-witer 30 of
the abnormality, the CPU 56 raises the termnal ET to high.at T3, thereby
stopping the self-oscillator 67 and disabling the internal clock signal
CLK' in step 'S35. Thi's m nim zes the operation of the self-oscillator 67
and the power 22 consunption of the 1C card 50. (Third enbodi nent)
Figure 10-is a flowhart show ng the operation of a contact-type IC card
system according to the third enbodi nent of the present invention. The
hardware of the third enbodinment is the sane as that of the second

enbodi mrent of Fig. 6. Nanmely, the systemenploys the I C card having the
singl e sem conductor IC chip containing the CPU 56, EEPROM 17, detector 60,
and self-oscillator 67. :

FIG.2
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The third enbodi ment is characterized in that, if the contact condition of
the clock termnal 13 is determned to be poor and faulty while data is
being witten into a given area of the EEPROM 17, an abnornality identifier
is witten into the area in question, so that it is easily recognized that
the data in the area is erroneous when it is read out of the EEPROM 17
After step S31 in Fig. 10, step S41 checks to see if data is being witten
into the EEPROM 17.  |f so, step S42 3fliltes an abnornality identifier ED
into a part of, for exanple, a record Rl as shown in Fig. 11. Thereafter,
step S34 inforns the reader-witer 30 of the abnormality, i.e., the faulty
contact. If step S41 determ nes that no data is being witten into the
EEPROM 17, step S34 is directly carried out.to.informthe reader-w.iter 30
of the faulty contact. ,The other steps of Fig. 10 are the same as thoske of
t he second enbodi nent qf Fig. 8. Various nodifications will becone possible
for those skilled in the aft art recerjvi ng the teachings of the presgnt
di scl osure w t hout depa{tng fro%%the scppe thereof. WHAT IS CLAIMED | S:
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termnals of an.external unit, the integrated circuit conprising: (a) an
internal circuit for receiving electric signals through the first set of
termnals; (b) neans for detecting a contact condition between the first
and second sets of termnals; and (c) nmeans for controlling the operation
of the internal circuit according to the detected contact condition. 2.

The circuit of claiml1, wherein: the detecting neans is connected to a
reset term nal anong the first set of/tkrninai's; and a terminal anong t he
second set of terminals corresponding to the reset terminal is connected to

a pull- up resistor being connected to a high-level power supply. 3. The
circuit of claim2, wherein the det ans conprises: a first

transi stor arranged bet ween and cojgg t he hi gh-1evel power supply
and the reset termnal; and a secon tranS|stor arranged between and

connected to the reset termnal and a |owlevel power supply and having

| ar ger internal cet han the resistance of the pull- up resistor. 4.
The circuit of cl her conprising: means for generating signals
applied to contro ctTodes of the - first and second transistors, wherein
a voltage at_the resetjtermmnal is used to test the cont act
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condition between the first and second sets of termnals. 24 5. The
circuit of cllaim3, wherein the detecting neans further conprises: a buffer
connected to the reset termnal; and an OR gate that receives the output of
the buffer. 6. The circuit of claim1, wherein the detecting neans is
connected to a clock termnal anong the first set of termnals. 7. The
circuit of claim6, wherein the de;szt’ng'neans conprises: a first input
circuit connected to the clock term ; an inverter circuit connected to
the clock terminal; a selector connected to the clock termnal; a second
input circuit connected to the inverter circuit; and a confirmation gate
circuit connected to the first and second input circuits. 8. The circuit
of claim?7, further conprising: a self-oscillator driven by a start signal
provi ded by the confirmation gate circuit and providing the selector with
an internal clock signal. 9. The circuit of claim7, wherein: the first
input circuit consists of a first tri-state :

N

"HII

FIG.5
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buffer and a first |lowpass filter; and the second input circuit consists
.of a second tri- state buffer and a second |owpass filter. 10. An IC card
having a first set of termnals to be connected with a second set of
terminals of an external unit, the IC card conprising: (a) a peripheral
circuit having a nenory for storing data; (b) a central processing unit
(CPU) for controlling 25 the opergfiﬂn1 of the peripheral circuit; and
(c) means for detecting a contact condition between the first and second
sets of termnals. 11. The IC card of claim 10, wherein the CPU conpri ses:

means for testing the c@rtact condition provided by the detecting neans; "~
means for notifying to tRe external unit of faulty contact if the testing

prohibiting the resefting of the CPU while the testing and notifying fe

ans
are operating. 12. The IC card of claim1l, wherein the d [
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corresponding to the reset terminal is connected to a pull- up resistor
_being connected to a high-level supply, and wherein the detecting neans
conprises: a first transistor arranged between and connected to the '

hi gh-1 evel power supply and the reset termnal; and a second transistor
arranged between and connected to the reset termnal and a | ow | evel power
supply and having | arger internal rgﬁiitance than the resistance of the
pull - up resistor. 13. The IC card | aim 12, wherein: the CPU further
conprises neans for generating signals applied to control electrodes of the
first and second transistors; and the testing neans tests the contact
.condition between the first and second sets of termnals according to a
voltage at the reset termnal. 14. The IC card of claim 10, wherein the CPU
conprises: means for testing the contact condition provided by 26 the .
detecting nmeans; neans for notifyi tgf external unit of faulty contact
if the testing neans determ nes tﬂ%ﬁ[(ﬁk, ontact condition is faulty; and
control neans for continuing to -conplete an access
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operati on,

contact condition is faulty,

and t hen,

which is in progress when the testing neans determ nes that the
st oppi ng the operation of the CPU.

15. The 1C card of claim 14, wherein the notifying neans notifies to the

ext er nal

unit of the faulty contact after the conpletion of the access

operation, and thereafter, the control
CPU. 16: The IC card of claim 14,

to a clock ternmnal anong the first
claim 16, wherein the detecting

means stops the operation of the
é.eln the detecting neans is connected
ét of termnals. 17. The IC card of
rises: a first input circuit
connected to the clock term nal; rj;?ﬁtj; Sfer circuit connected to the clock
termnal; a selector connected to the clock terminal; a second input

circuit connect inverter circuit; and-a confirmation gate circuit
connected to tHe START

d second i nput CIFCUItS 18. The IC card of claim

17, further conprising: a self-oscillator driven by a start signal provided
by t he cerH+rationtgate—oct t providing the selector with an -
i nt er nal AGEWAI’@&I?ERMINMS _ d of claim 17, wherein: the first
i nput circurt consrgrs o a rirst tri-state buffer and a first | ow pass
filter; and.
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27 the second input circuit consists of a second tri- state buffer and a
.second | owpass filter. 20. The IC card of claim 17, wherein the access
operation is one of wite and read operations carried out with respect to
the menory. 21. The I1C card of claim 17, wherein the access operation is to
wite an abnormality identifier into a given area of the nenory. 22. An IC
card system having an I C card having a first.set of termnals and an
~external unit having a second set o9/tkrmnals to be connected with the
first set of termnals, wherein the I1C card conprises: (a) a peripheral
circuit having a nenory for storing data; (b) a central processing unit
(CPU) for controlling the operation of the peripheral circuit; and (c)
means for detecting a contact condition between the first and second sets
of termnals. 23. The I C card system of claim 22, wherein the CPU

conprises: neans for testing the ndltlon provi ded by the
detecti ng neans; neans for notlfy external unit of faulty contact
t

if the testing nmeans determ nes that
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condition is faulty; and neans for prohibiting the resetting of the CPU
while the testing and notifying neans are operating. 24. The I C card system
of claim 22, wherein the CPU conprises: neans for testing the contact

condi tion prOV|ded by the detecting neans; 28 neans for notifying to the
external unit of faulty contact if the testing means determ nes that the
contact condition is faulty; and co means for continuing to conplete
an access operation, which is in prgyﬁgss when the testing neans determ nes
that the contact condition is faukﬁa: qbtj stopping the operation of
the CPU. 25. The IC card systemo (ﬁﬁn mhereln t he. access operation
Is one of wite and read operations carried out with respect to the nenory.
26. The IC card claim 24, wherein the access operation is to
wite an abnorna{Z%i%EﬁEE}ifier into a given area of the nenory.
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