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W TH LI M TED ENCRYPTI ON KEY RETRI EVAL FI ELD OF THE | NVENTI ON 5 The
present iwoeniiosss4sel ates to the field of secure conmunipCatAtnL0/00i22

i nvention has been devel oped primarily to enabl e conmuni cati on between
various integrated circuits in a printer, including cartridges for use with
the printer, and will be described with reference to this application.

However, it w | IchmanaprRiceresystets, MEriopaND pevies vwiaadiviPanp! i cation

in the general field, includi gSCRYPTIONSOEY RTRIERATIWar e and conbi nati ons
of the two. BACKGROUND OF THE | NVENTI ON 15Manuf acturers of systens that

requi re consumabl es (such as laser printers that require toner cartridges)

have addr essedrimeopreld e\WESTEON hent i cati ng consunmabl es with varying
| evel s of success. Most have resorted to specialized packagi ng that

i nvol ves & patent. However this does not stop home refill operations or

cl one nanufactureT%n couplri?s mﬁ%h a ingustrial r.0 ert¥hyrot ction.
. Cc present mvention rela ets to_the Bld OL secure COH’IIEI nication. 1NVC, IOI{
The prevention of coBylng 'S T nportan t'o prevent poorly manufactured

substi t ut e cdnstemldeesopbd primaddmaginaige tdremibnaseosystemyafar irtepaal d@cuipoor | y
filtered ink .may .clo rint nozzles in. ink jet prjnter,. causing the
consuner to bf AnETenBB LR aERPRee b Brhepichapd RuHr Erernshd of

non- aut hor i zedfeeaestd MEDAppScatidh| Howaadt, itivaMbe SPRiaky Siia€ s ilamenopetaid ng
parameters that nay be gover by a license, For exanple, while a_specific
printer h dv@P]écaEél ’Hﬁherﬁeaﬁ't‘ﬂ%gl’ elab@ﬁg uSep ST ihﬁﬁwars ARY enabipefions of pe

| icense for ugetwmy only authorize a particular print rate. The printing

system woul d ideally be able to access and update the operating paraneters
in a secure, authenticated way, know ng that the user could not subvert the

| i cense agr eeROKGRISUND OF THENTNVENTROR, | egislation in certain countries
requi res consumabl es to be reusable. This slightly conplicates matters in

that refilling nust be possible, but not via unauthorized home refill or

clone refid|l Wa”%{angﬂctﬁ%ﬁfbﬁﬁ%keﬁﬁﬁlﬁt red BRUAGImabRD HEIP&%'lﬁépepr&%P@Wﬂi cations

bet ween the consumabl e an e printer can be authenticated wth digital
require toner cartridges) have addressed the problem of authenticating consumables with

varying levels of success. Most have resorted to specialized packaging that involves a
patent. However this does not stop home refill operations or clone manufacture in
countries with weak industrial property protection. The prevention of copying is important
20 to prevent poorly manufactured substitute consumables from damaging the base system.
For example, poorly filtered ink may clog print nozzles in an ink jet printer, causing the
consumer to blame the system manufacturer and not admit the use of non-authorized

consumables.

25 In addition, some systems have operating parameters that may be governed by a
license. For example, while a specific printer hardware setup might be capable of printing
continuously, the license for use may only authorize a particular print rate. The printing
system would ideally be able to access and update the operating parameters in a secure,
authenticated way, knowing that the user could not subvert the license agreement.

30

Furthermore, legislation in certain countries requires consumables to be reusable.
This slightly complicates matters in that refilling must be possible, but not via
unauthorized home refill or clone refill means. To authenticate ‘genuine’ consumables,
communications between the consumable and the printer can be authenticated with digital

35  signatures. To create a digital signature, the data to be signed (d) is passed together with a



35signatures. To create a digital signature, the data to be signed (d) is
passed together with a 2 secret key (k) through a key dependent one-way
hash funcwOen11(88433. i .e. signature = SIGk(d). One of tireTraRbIOpOm@2Rar key
dependent one-way hash function used today is HVAC- SHAl (Hash Message

Aut henti cati on Code - Secure Hash Al gorithm No. 1), although any key
dependent one-way hash function could be used. 5 Consumabl es such as

i nk cartri dgescreay B vigowbualke} Yepasfhl @RGSRy hihagicabe®d/G). . € Wighatdew ces, or QA
chips as they are Knomn whi ch aut henticate the ink cartr|§ eto a

correspondlngg@%ﬂbﬁ?ﬁOfﬁePW@Wﬁpﬂﬁﬂ@Ydﬁ@ﬂ%?bmﬁﬁﬁwﬂﬁﬂ”ﬁgﬁﬁéé gy SThe

cartridge QA gliiap- smr @&Sl@l\@?ﬂﬁé@z&utﬁ&]ﬁcﬁﬁg cggnesahRIaeh Ai@lithdd NSignat ure
that the printer QA chip validates 10before accepting the cartrldge

A conpr ehensue\}féowé%mytdemﬁld@ﬁ opf-wit kash Bretiopsonldhe usgAd t he use of
encryptions keys within the Menjet printing system is provided in US
7,557,941 entitled "Use of Base and Variant Keys with Three or nore
Entities". The entConsngblat sk asohk (S ridgS 5T B¢ qualityl Siuiense pirgsataicbiiet ei n by
cross refere ﬁ?ﬂﬁf ut henti cation
process mnust nc%%cesﬂ%r rteg ?ﬁcgﬁgﬁc%%%%ﬁ%ﬁ@%%%g%né@gfe%a di gi tal

si gnature thamntﬂen®mgQhehmumﬂmpuabﬂﬁ&n@meﬁhusmeQMiﬂé30ﬂhdgséémbm key

stored in the, cartridge. QE? i ack an.effort 20 to
decrypt the fg§%zle%eca. {%ﬂm 9gg%k ngmﬁ@ﬁ%@ﬁp%% ?%nm'ﬁgﬁ%gf at t acks.

These attHtkﬁmﬁxphmqﬁmgﬁkmmmmmbon | eaked'" fromthe chip during operation.
The power consunption, the emtted el ectro-nmagnetic radiation and ot her
external |y observable fluctuations can provide information about the
operations of the Mb&x@reh&@@é@le@ﬁpﬂidn@ﬂH%[talte){@?pt(&)il @Hde—ls&laﬁvﬂa@ptadntka@( is the

differential power si.s.attack . s on.the
power consunp ﬂﬁﬁmﬁﬁhPﬂ PERS SYSHER | HREEQGBﬁéﬁﬁ S%ﬁhmgk%a Wﬁégﬁﬁégﬁrable
and i ndi cat esvirhgt K&yeR&h Thfec GHARYERtIHAR” STIRLBtife@bntEMBf VBI7I59Ws41 i@gi C
conponents Typlca|%%§ correct bits within the signature cause many | ogic

states to %hdﬁﬁ%méﬁ 611 PECTROViRFTeRsSi kes. Recording and anal ysing many (say
100 to 1000) 30 traces of the power consunption in response to nessages

sent by the attacker can reveal
To manufacture clone consumables, the authentication process must be subverted.

The clone consumable must generate a digital signature that the printer will validate. This
requires the secret key stored in the cartridge. The QA chip may be ‘attacked’ in an effort
20 to decrypt the key. One category of attacks is known as side channel attacks. These
attacks exploit information ‘leaked’ from the chip during operation. The power
consumption, the emitted electro-magnetic radiation and other externally observable

fluctuations can provide information about the operations of the chip.

25 One particular type of side-channel attack is the differential power analysis attack
(or DPA attack) which focuses on the power consumption of the chip. The power
consumption is easily measurable and indicates the number of changes in state for the
various logic components. Typically, correct bits within the signature cause many logic
states to change and so the power spikes. Recording and analysing many (say 100 to 1000)

30  traces of the power consumption in response to messages sent by the attacker can reveal

the secret key. In light of this, DPA attacks are particularly inexpensive and practical.

Once in possession of the secret key, clone cartridges are indistinguishable from the

attacked authorized cartridge. All printers that accept the authorized cartridge will now



the secret key. In light of this, DPA attacks are particularly inexpensive
and practical. WD 2011/038443PCT/ AU2010/ 001222 3 al so accept the clones.
It is deswoabliew3s@3zhave a QA device with a DPA defence PrhatAthouwambiates an
attacker or reduces the harm caused encryption keys are successfully

acqui red. SUMVARY OF THE | NVENTI ON 5 3 According to a first aspect, the
present invention provides a device for encrypted conmunication with

external ent Iatlgo%aepttln@cld@aél G6s COMAMId t5 hidda @A HbviGtwilBIDrA dcfadde @RACT YPti on key
stored in the first menory; and, 10a one-way functjion for ap Pllcatlon to

the encrypti offfskags anv@lﬁté“rkéi o f@l‘l}‘ﬁ?sﬁbﬁ’ hipgia caused encryppfign kgys pig sEGeEYI TuklE pequired
retrieved fromthe first nmenory prior to application to the one-way
function and the device is conflgrured tolimt the nunber of times the
encryption keYUMBARY QkeBHE ANNENTEONi eved fromthe first menory to a
pre-deterng ned threshold. 150ptionally, the device is configured to limt
the encryption key retrievals to the threshold nunber of tines within a
pr edet er m ned per iAsebrding to anfirsttaspapt, theipchecrd invendiompravidas @deyice festenpranted |

Legitimate u (i%'fn?ﬂu?l%gtl(ﬁl%% e%te?ﬁ%[ %Ju'ngsgﬁlelﬁ%%c%ﬁﬁg&h@t ers an unlimted number

of tinmes, as It 1s not requent t he DPA attacker
woul d fi nd the retarﬁrﬂmtnofyrequency I|mt t oo frustrati ngly slow for gaining

t he many power traces 2plr0]nE Sorecpm ChCrSSSfu' ' &jeduce the encryption key.

Preferably, the encry s a bas eekne?' and the first menory is a
non-vol atld e rrermlayone@p;tﬁmctaalnlfg'r,appllmnmorthep:hmpndn&yy,n@eanrb@irmguéeey used for

securing an initigl configyration pracedure of the devi
9 ?he encrypno%']l(ey 18 retrle\%d ?romq c fe st memory prior to apphcatlon to the
one-way function and the device is configured to limit the number of times the encryption

key is allowed to be retrieved from the first memory to a pre-determined threshold.

15 Optionally, the device is configured to limit the encryption key retrievals to the
threshold number of times within a predetermined period of time to provide a maximum
rate of retrieval. Legitimate users can swap a cartridge between printers an unlimited
number of times, as long as it is not too frequent. However, the DPA attacker would find
the retrieval frequency limit too frustratingly slow for gaining the many power traces

20  needed to successfully deduce the encryption key.

Preferably, the encryption key is a base key and the first memory is a non-volatile
memory. Optionally, the encryption key is a batch key used for securing an initial

configuration procedure of the device.

25
A DPA attack needs a certain number of power traces during retrieval and use of
the base key in order to deduce its identity. By limiting the number of times that the base
key can be accessed, an attacker has insufficient information to analyse and determine the
base key.
30

Preferably, the device is configured to generate a first variant key based on the one-
way function, the base key and unique information from a first external entity, the first
variant key being stored for generating a digital signature to authenticate communications

between the device and the first external entity.



A DPA attack needs a certain nunber of power traces during retrieval and
use of the base key in order to deduce its identity. By limting the nunber
of tines wbabittizesbase key can be accessed, an attacker phasstuznsnobiizei ent
information to anal yse and determ ne the base key. Preferably, the
device is configured to generate a first4variant key based on the one-way
function, the base key and unique information froma first external entity,
the first variant key being stored for generating a digital signature to
aut henti cat e comruni cati ons between the device and the first external
entity. 4 The fi M8t fiGhrarigpftkexisyetrieverd angd psed toeengiefe a disielsignguisdoveya

di gi tal si gnaloinfinic@fior@Viar the ﬁ&%a@éﬁhhﬁ%%hﬁnﬁ&%aﬁ hcrq%fre gylgsinrl entity. A
DPA attack can acquire a sufficient nunb power traces to anal yse the

first vari anthugebgr offpawerdecesyip anaksg thgifiryt V@rﬁnykesd:wﬁ rethis kexatdl adbimruni cat i on
with the fgr siuth%?fﬁc%ﬁ:@%mﬁﬁ%étfoﬁ ’Wlﬂltﬂ’lel ﬁst%&te}n'af énltlﬁl ¥l ot %ttfleaﬁlQ?o tﬂé LBCKET -

Clone cartridges using this key wil one printer only.

Pref erably, (Eienecr@vtné@sflmgtﬂ‘;@dcexmﬁbwrgegth@ncrgwte;rtoabrl e nenory for storing
the first variant key, the rewitable nmenory having capacity to store a
predet er mi ned nunber of 10 variant keys generated using the base key, the
pr edet er mi ned nun‘ﬁeaferdﬂy,\ﬂaardeaine fuktbgrsofnpiiseg a Fezggabldragmdr ortstorivs tho fict nunber

of tinmes that th $e ke an be ret.rieved fromthe naonvol atil e nory. A
user may | egi ta“?r%tke’f b aliS Mg Fapatiy PTG s S e & E by ce

15printer 8 T\hﬁaIﬁ{kE}tsl‘genkgﬁedMsiﬂg t]nnel;ade lte@, nhepned@etmﬁehaulhbaef mlyntfkleyghemg

| atil h t k f
the respect | VESgRr ke mber o it o e Sheiaanops e dfop Bobrren.

vari ant keys,voldie fu@hi p Wil not reach the base key retrieval limt if
the cartridge is swapped between the user's printers nunerous tinmes. A DPA
attacker can potentially determne all three variant keys, but this still

only limts any Clelﬂ%@r lﬁ@rltagmﬂg@lymmtt@ shiS@anhit EartiliseRtdch BV @6ishwki ch is not
comercially wort hwhi l Pr ef er abl t he generation_of each of t he

vari ant kbys Rif{ehy T%hﬁéarsrﬂée L/neF@nF?ch‘i”éY? t%/%baée Eeéa T B wfptilaragmaeRat least er al

separat e ter Nfyec ames %@@ne@ﬁé’!h@ Qarlafit I&SJder gférr@sge&loe pafeers. anglear maoggarent s of
the terms. This frustrates the attacker é making it harder to conbine 25
]

mul ti pl e powePerewy sursre Breowanat kevishe QACBYGE n%?@bthe base key gygiqvaldanit y, t he
generation ofirgacthRle is@%a@%& bél@vEenktﬁé’éseP§¢TBﬂﬁer§ Jﬂﬁne‘?ﬂﬁ Ry A Wraldi@iket S @

cal cul ation that has sever separate device Is configured
to provi de arraapetargBydeiermofe aflilree eariant kerabutdiis $tak ey liroifs 20y klene ¢artkidge

devi ces. % to use with three printers which is not commercially worthwhile.

Preferably, the generation of each of the variant keys using the one-way function is
a calculation that has several separate terms, and the device is configured to use random
arrangements of the terms. This frustrates the attacker by making it harder to combine

25  multiple power consumption waveforms to reduce noise.

Optionally, the generation of each of the variant keys using the one-way function is
a calculation that has several separate terms, and the device is configured to provide an
arrangement of the terms that differs from other like devices.
30
Preferably, the device further comprises a set of masking numbers, wherein during
use, the generation of each of the variant keys using the one-way function is a calculation
that has several separate terms and at least one of the masking numbers of added as an

additional term, and subsequently subtracted from the result of the calculation. A set of



Preferably, the device further conprises a set of nmasking nunbers, wherein
during use, the generation of each of the variant keys using the one-way
functi on we 2atio8Baal at i on t hat has several separate terrsTavidostooiR2ast one
of the maski ng nunbers of added as an additional term and subsequently
subtracted fromthe result of the calculation. A set of W)

2011/ 038443PCT/ AU2010/ 001222 5 masking nunbers is unpredictable to the

attacker and rhiskitk hlimsfaR @gpredi@aOwaRe f#ROGHRL Wil oA kiRpavBut not af f ect
the final cryptographic result. ionally, the masking nunbers

Opt |
are randonl y GBREREPRY2YHMbpEncyatfect thefigpl coptagiphicsstltt he vari ant keys.
Preferably, the device disallows the base key to be retrieved for
generating a digital signature, In a further preferred form the base key
can be retrieved &htignaflpthgyaprkingmpmpergarg anderply gegated|for the generatipy effselyp| v,
the devi ces f wher GRIR)I ses resource data wherein the first external
entity has certain permissions in relation to operations on the resource
data. Optionally the resource data represents a physical property. 15

Optionally the phﬁéf&f?rﬂyé%eod%%é Xis&lﬁw@tﬂe%%ik@%{b&quﬁwah £ 8&@% 3 afedth

resource. Optionally resource is a consu e resour tional ly
t he resour ce ssgmfutey In s fysthyrsirefalrddyfoan, tlediasckey oamberretsievod @nly for genergtaiane t hat
hol ds t he convsaul%?l e resource. Optionally the resource is a fluid.
250ptional Iy the frdid is ink.
10
Preferably, the device further comprises resource data wherein the first external

entity has certain permissions in relation to operations on the resource data.
Optionally the resource data represents a physical property.
15
Optionally the physical property is a remaining amount of a physical resource.

Optionally the resource is a consumable resource.

20 Optionally the resource entity is physically attached to a reservoir or magazine that

holds the consumable resource.
Optionally the resource is a fluid.
25 Optionally the fluid is ink.

Optionally the operation includes a read, in which the resource data is read by the

first external entity.

30 Optionally the operation includes write, in which the resource data is modified by

the entity making the request.

Optionally the operation includes decrementing, in which the resource is

decremented by the entity making the request.



Optionally the operation includes a read, in which the resource data is
read by the first external entity. 300ptionally the operation includes
wite, |irweatznoin3g4dae resource data is nodified by the entcmauraioioog2ehe
request. Optionally the operation includes decrenenting, in which
the resource is decrenented by the entity nmaking the request. 6 Optionally
the one way function is a hash function. Optionally the one way function is
SHAl . 5 According to a second aspect, the present invention provides
a system for encrypted caonmuni cati on between entities, the system
conprising: a devicg’éo%i“t’Hleé?ﬁeé(%ﬁlyﬁtoinésrﬁlp@é%ﬁ@ft&ned in nmemory; an external
entity with identity data for transm ssion to the device to initiate 10
conmmuni cation such that in response the device applies a one way function
to the encrypti on Opégnafinéheronewpibnetionys Yddh to generate a variant key used
to authentd cate communi cations between the device and the external entity;
wher ei n, the device is configured to limt the nunber of tines the
encryption key isAabdrdneth asgcdnd aspeety the pessbnf mpentivhprofidesst syptemrdory t o a
pre-determ ne &ﬁ " [ y% 'E -%iceis configured to
limt the ence(riilfl |e§?1 %%11$aét§r}l?eé\<«/%eﬂ1§fﬂtﬂ%s,ﬁﬁégﬂ %frne&s) glil lunber of tines within
a predeterm ned pediod with i emeryptongepstoatd iemeraxymum rat e of retrieval .
20Pref erably the encrypli oy KeN idid PRTS fSSmidRsh & R dhilsh RAPTY 15 2
non-vol atil e menory.
10  communication such that in response the device applies a one way function to the

encryption key and the identity data to generate a variant key used to authenticate
communications between the device and the external entity; wherein,
the device is configured to limit the number of times the encryption key is allowed

to be retrieved from the first memory to a pre-determined threshold.

15
Optionally, the device is configured to limit the encryption key retrievals to the
threshold number of times within a predetermined period of time to provide a maximum
rate of retrieval.
20 Preferably the encryption key is a base key and the first memory is a non-volatile

memory.

Preferably the identity data is a unique identifier that identifies the external entity to
the exclusion of all other external entities such that the variant key generates a digital

25  signature to authenticate communications between the device and the external entity only.

Preferably the device further comprises a second memory for a plurality variant
keys generated for digital signatures to authenticate communication with a plurality of
external entities respectively.

30

Preferably the second memory is a rewritable memory for storing a predetermined

number of the variant keys, the predetermined number of variant keys being less than the

threshold number of times that the base key can be retrieved from the non-volatile memory.



Preferably the identity data is a unique identifier that identifies the
external entity to the exclusion of all other external entities such that

t he vari anD 2kyo3gder ates a digital 25si gnature to aut heotriaazd®m/001222
conmruni cati ons between the device and the external entity only.

Preferably the device further conprises a second nenory for a plurality
variant keys generated for digital signatures to authenticate conmunication

with a plurality ofef@xigmeabnetsibh bf @sh deeﬁep@eltmetsmsmg%e one-way Rnefig@r abl y the
second nenory is a rewitable menory for storing predet erm ned nunber of

the variant ké§ades pidingseedd sermGem nBkg degice tﬁéPPféﬂﬁ‘fedlé%Wé’ HPRg | ess than
t he thresholqnﬁﬂgg%ﬁwgfmgk9@§ that the base key can be retrieved fromthe
non-vol atile nenory. Preferably the generation of each of the
vari ant keys using the one-way function includes addi ng several separate

terms, ands the deyg aﬂl?th%%&fetagi% EELaL PSRRI R ARGRARAY FunBfiont NE

ternms. S5Preferably the generation of each of the varirant keys using the
one-way f unctingdndes addinghevcraldefiarady toeserndlthadepiae stcenfigurads) pramide tthe device i s

configured to, %ﬁg¥{régﬁ%t?ﬁg%ﬁggggggkﬁLﬁ&Q%ké&g&@sthat differs from ot her

| i ke devi ces. one-way tunction used to generate the variant
keys i ncludes addi ng 10sever al separate terns together t he device belng

configured to addpa Pref%ﬁgf 1he gndI¥ g Elﬂ(ft%{sl W aggnle;[a!te tﬁl 1areftrkf3¥s incl (Lés aQi

function, and subsequen ac REHR e su#tof t he
cal cul at i th. several separate talmftege&iat yhetdeeicabesig amgﬁgtmemhetadd $masatmgmn1nyergtener at ed

for the generati arla t ke t he base key
can b r ot r 1 PGBy FDR HENs R s Ao ety ST e BpgRE by
t he device st@mﬂﬁw@ﬁﬁ@ﬂmeeﬂdﬂm@nmhere|n t he external entity has certain

Preferably the masking number is randomly generated for the generation of each of

15  the variant keys.
Preferably the base key can be retrieved only for generating a variant key.

Preferably the device stores resource data wherein the external entity has certain

20  permissions in relation to operations on the resource data.
Preferably the resource data represents a physical property.

Preferably the physical property is a remaining amount of a physical resource.
25
Preferably the operations include a read operation in which the resource data is read

by the first external entity.

Preferably the operations include a write operation, in which the resource data is

30  modified by the entity making the request.

Preferably the write operation is decrementing the resource data as an indication of

consumption of the physical resource.



20permi ssions in relation to operations on the resource data. Preferably
the resource data represents a physical property. Preferably the physical
property we aiwmsss3ni ng anount of a physical resource. PET/AU2010/81R2Rer abl y
t he operations include a read operation in which the resource data is read
by the first external entity. gPreferably the operations include
a wite operation, in which the resource data is 30nodified by the entity

maki ng the requestpreferd¥d) @0 bidd O3BAARBETY MdR01Q4001222 8 Preferably the one
way function is a hash function. Preferably the hash function is SHAl .

S5Preferably the device is incorporated into an ink cartridge.

Preferably the expergally #RhhdhfulcBoRisRHiANt engine controller (PEC) in an
inkjet printer configured for use with the ink cartridge. 10According to a

third aspect, the present invention provides a nethod of encrypted

comuni caty on_bet WRaRANlk UbaR s G IRLARH, SATREIFLY the steps of

providing a device wth an encrypt ey stored I n nenory; provi di ng
an external entity with identity data for transm ssion to the device;

appl ying a_one M@lsrgfé{%g{/{hg @xtEBaltegﬁtty%‘a? r}’n‘?Eﬁ%% KEYoIRP .Ebgﬁl anlﬁ&%éhxteldat ato

generate 15a vari ant henti catd ng communi cati ons between the
devi ce and t henbxtalioabseenthitieyink¢artnidgdhe vari ant key; and,

10 According to a third aspect, the present invention provides a method of encrypted
communication between entities, the method comprising the steps of:
providing a device with an encryption key stored in memory;
providing an external entity with identity data for transmission to the device;
applying a one way function to the encryption key and the identity data to generate
15  avariant key;
authenticating communications between the device and the external entity with the
variant key; and,
limiting the number of times the encryption key is retrieved from the first memory
to a pre-determined threshold.
20
Optionally, the step of limiting the number of times the encryption key is retrieved

is confined to a predetermined period of time to provide a maximum rate of retrieval.

Preferably the encryption key is a base key and the first memory is a non-volatile

25  memory.

Preferably the identity data is a unique identifier that identifies the external entity to
the exclusion of all other external entities and the step of authenticating communications
comprises generating a digital signature with the variant key for attachment to

30 communications between the device and the external entity only.

Preferably the method further comprises the step of providing a second memory in
the device for a plurality variant keys generated for digital signatures to authenticate

communication with a plurality of external entities respectively.



limting the nunber of tinmes the encryption key is retrieved fromthe first
menory to a pre-determned threshold. 20 Optionally, the step of limting

t he nunbewoabiitidsas t he encryption key is retrieved i s ecmfAtmnen/me22
predeterm ned period of time to provide a maximumrate of retrieval.
Preferably the encryption key is a base key and the first nenory is a
non-vol atil e 25 nenory. Preferably the identity data is a unique
identifier that identifies the external entity to the exclusion of al

ot her external entities and the step_ of authenticating comunjcatijons
conpri ses gener at PFgeTaPathgsgeand @Pl@%{ﬁﬁ EWiffapl nemory/RF flaite aqusdetegpined

at tachment tQm%@eﬁﬁﬁmy&h%ﬁk&gmﬁeﬁ@&%ﬁﬁﬁmhB%mgﬁ%fﬁﬁmﬁngwﬁﬂﬁgQ&%ﬁﬁﬂﬁk entity
only. Preferably the nethod further rises the step of providing a

second nenor ythiepholdyamper,fdimes ghat the pasq |k9>r anype yeiiiqvah fromdhesnogenlstilgmesanons r
digital signatures to authenticate comunication with a plurality of
external entities respectively. 9 Preferably the second nenory is a
rewritabl e menory Pfaderaldy the istagobeeperettstoaeiniftleedvariantiseys ueihg thhengraey ant keys,

the pr edet er nﬂuﬁ'c?gﬁ Eh‘d[ﬁ*a ran%fidl}{@ielvglglt seﬁa?%tg teplﬁgt Qﬁi 1.Jhg geifflcte q@&nﬁgﬁe& t% ru?eS hol d

nunber of tinmes t e base” e retrieve rom-t non-vol atile
menory. 5 Preﬁmbabhyngmensmémeoﬂmgenerat|ng each of the variant keys using
t he one-way function includes an addi ng several separate ternms, and the
device is configured to use random arrangenents of the terns. 10Preferably
the step of generamﬂmgmﬁaﬁbwpbfgmeamﬁmhdnﬁﬂkemﬂmmkﬁmQMh@&won@WMﬁy function

i ncl udes addi seve arate terns e .devi.ce i.s c fi ed to
T ovi doan arSsiOB e R TBR S B BRI e BF ST SoatRuF R0 o
Preferably therapgereneof tHcuagisitdon difse drohotge i &ivieed. he vari ant keys incl udes
addi ng
Preferably the one-way function used to generate the variant keys includes adding
15  several separate terms together, the device being configured to add a masking number as

an additional term to the one way function, and subsequently subtract the masking number

from the sum of the calculation.

Preferably the masking number is randomly generated for the generation of each of

20  the variant keys.
Preferably the base key can be retrieved only for generating a variant key.

Preferably the method further comprises the step of storing resource data in the
25  device and providing the external entity with certain permissions in relation to operations
on the resource data. Preferably the resource data represents a physical property.
Preferably the physical property is a remaining amount of a physical resource. Preferably
one of the permissions is a read operation in which the resource data is read by the external
entity. Preferably the operations include a write operation, in which the resource data is
30  modified by the entity making the request. Preferably the write operation is decrementing

the resource data as an indication of consumption of the physical resource.

Preferably the one way function is a hash function. Preferably the hash function is

SHAL.



15several separate terns together, the device being configured to add a
maski ng nunber as an additional termto the one way function, and
subsequenwbyosui3g4act the maski ng nunber fromthe sum ofCcrhai2emlioowd2at i on
Preferably the maski ng nunber is randomy generated for the generation of
each of 20the variant keys. Preferably tie base key can be retrieved only
for generating a variant key. Preferably the nmethod further conprises the
step of storing resource data in the 25device and providing the external
entity with certain permssigons in relation to operations on the resource
data. Preferably CFHécrablythgmethod firder oppass Hiester opHyaperalingspogsaice ynto an

Preferably thgg Wﬁg&%efgﬁa@l@%{é&tehﬁl &tﬁﬁ%bﬁhﬂ%ﬁglﬁ@wﬁ%lle@@ﬁ)I%"é’rﬁhk‘]@il
resource. Preferably one o ermssions is a read operation in which

t he resourceIuﬁﬁﬁcwggv@éﬁﬂEvfwﬁé£@¥$éwﬁameent|ty Preferably the operations
include a ywite operation, in which the resource data is 30nodified by the
entity making the request. Preferably the wite operation is decrenenting
t he resour ce BRIEH RESCRAPTION AT HEWPRAWBNmS unpt i on of the physical resource.
Preferably the one way function is a hash function. Preferably the hash
function is SHAI. 10 Preferably the nethod further conprises the
step of incorpor afiaigretlembotbmemeotithet ipvaion wkl mar ierdestgibed Bredyenf akinypld he
external entit rin naine controller . (PEQ). in an inkjet printer
cont gur ed o GeRETh R RGP B8R iR pRstR PTION O ThE
DRAW NGS 10 PréﬁmnrbﬁmemhmﬁéQﬁn&@;m&th@einvention wi | | nom1be descri bed
by way of exanple _only wth refere cco raw ngs, in
ohi cn? Sorgare + AR 3 fpreEeRaPRE st s FPERERTOV e et

Figure 2 is a system diagram of the encrypted communlcatlon between the printer

and the QA chip;
Figure 3 is a system diagram of a typical use scenario of an ink cartridge with a QA
15  chip according to the invention;

Figure 4 is a system diagram of a more complicated use scenario;

Figure § is a flowchart of the method steps involved in the system shown in Figure

Figure 6 is a flowchart of the method steps involved in the system shown in Figure
20  3;and,

Figure 7 is a flowchart of the method steps involved in the system shown in Figure

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
25
Particular embodiments of the invention will now be described with reference to
the Applicant’s Memjet™ printing system. However, the skilled worker will understand
that the invention is not restricted to use in a printing system and may be employed in a
wide range of applications requiring encrypted communication and authentication of

30 reclated entities.
SIDE CHANNEL BEHAVIOUR OF PRIOR ART QA CHIP

The invention builds on the key management mechanisms presented in US

7,557,941 cross referenced above and therefore adheres to the same terminology. Each ink



Figure 1B is a covariance plot revealing data dependent power spikes;
Figure 2 is a systemdiagram of the encrypted conmuni cati on between the
printer amo20h®38A3chi p; Figure 3 is a systempdiragrarwooiz22a

typi cal use scenario of an ink cartridge with a QA 15chip according to the
invention; Figure 4 is a systemdiagrampf a nore conplicated use scenari 0;
Figure 5is a flowhart of the nethod steps involved in the system shown in

Figure 2; 203artang.in 4 Mechij@ur Bier cntand 4 QeQadliy Afsulah@) CBhhnd sisleepsl | nvol ved
in the systemshow in Figure Figure 7 is a flowhart of the nmethod steps

i nvol ved i n tHes SYrdtebindessdantoianthpptigate éselipeyelarpuprsom tefraEagner He

PREFERRED EMBEIAMENTSOR) chip. Coﬁ?fohiiéélﬂf s RYRA 1ROy 3n Bfackd o buiMeRhion wil |
now be described with reference to the Applicant's Menjet TM printing

system Howevik cariridgesdikgt pric aepepied Repnyiiirinter pfrfietnptopriete tiedel t he i nvention is
not restrigted to use in a printing systemand nay be enployed in a wide
range of applications requiring encrypted communi cati on and aut hentication
of 30rel ated enti {Theptior8rtPEU@HANNEL Q BEHMAW IBUR réPoPRIGR afRRe(ycogtard, 11

retrieve a base key and use it for the following purposes:
e to check the signature of an incoming command,
e  to sign some data requested in an authenticated read;

10 e to form a variant key (see US7,557,941).

There is effectively no limit on the number of times that an attacker can ask for

these commands to be processed.

15 Side-channel analysis attacks can repeatedly observe QA Chip outputs such as
power consumption, emitted light, and emitted radio frequency emissions during the use of
the base key and potentially deduce the key value. These QA Chip outputs are not

intended by the designer as outputs, but they can often be used by an attacker.
DIFFERENTIAL POWER ANALYSIS ATTACKS ON THE QA CHIP

20 The following observations relate to one of the possible side-channel attacks on the
unimproved QA Chip — Differential Power Analysis (DPA). This is a typical sequence of
steps that would be used to attack the QA Chip with DPA.

1. The first step in a differential power analysis attack is to record the power
consumption of the attacked QA Chip while it processes many known,

25 different data values, probably input values. In this step, the attacker gets
measured power consumption values, which depend at least partially on the
used secret key. The attacker needs to capture say 1000 power traces at the
beginning. Figure 1A shows a sample power trace 1 of an unimproved QA

chip.

30 2. Then, with the known data values and a guess for a part of the secret key (e.g.

4 bits of it), the power consumption values are partitioned into two groups



cartridge in a MempetTM Printer contains a QA (Quality Assurance) Chip that
stores and uses a val uabl e base key to authenticate itself to software

runni ng iwot2ne/Bs44at Engi ne Controller (SOPEC) chip. Compratsm/oi2ehis key
woul d all ow an attacker to build clone ink cartridges that are accepted by

any printer of the appropriate nodel. 5 12 The prior art or uninproved
QA Chip will, in response to an attacker's comand, retrieve a base key and
use it for the foll 0V&4c&9d1ﬂg|fop@tﬁ:ﬂ§:r sorﬁeqnt@mgiﬁteumH@u@waélwﬁega‘ect@mw ncom ng
comand,; to sign sone data requested in an authenticated

read; 10 to form a vaihwrke %&h(pst@éorug?e mSrE Pewen or less power Tifig indermgdiately

effectively no limt Qg ua@vmm icafl B1&s%§1e'(¥h@@h1ﬁ@cc%hﬁlﬁ%%ll&ﬁﬂg ask for
t hese conmands to be processe dye channel anal ysis attacks can

repeat edl y observe Qelogzﬁﬁlpr@uhrpmcsnsgu@wne@wy@%he @bﬁ@@lﬁm@fdhﬁ seery ey ed
light, and; emtted ragyQmts %ggxtmmp@s during the use of the base key

and potentially deduce the key value. These QA Chip outputs are not

i ntended by the dagsi f
attacker. D FFEREEITI AL S K B Af[prBAt?:i‘%}és RNk &Q%O%Iﬂ Eﬁg{gT e

fol | owi ng observat i orieyr éhaltywothesiontested torsheif oseinigttdy siatisicalivaganues thatt acks
on the uninproved QA ( %)& his is a
typi cal sequence of s%fgpeth%&f&{/\eggﬁl gatﬂgeged t(o)&g?lw&ib% V&QE ip wth
DPA. 1.The first st ep_oartmoas diof fhercemdct Bdy guesaethe autastIWrrsasatetShmﬂd fesedle record

the power d:onsurrptl on, [?Le" %fgrthg% rgatgA %{'es er%}%‘ ure%ho%[d%c%ﬁﬁgsl%lﬁggy t he

known, 25 different d ues pro ues

at t acker gets neasureﬂs@mwmﬂwcmm&mnppkmawM&hua@ﬂsmbﬂmhdqemkquamrIeast
partially on the used ec%et key. The attacker needs to capture say 1000
power traces at the b& ing. Figure I A shows a sanple power trace 1 of an

d h to wheth t er nedi ted
Val e £ 5 expect od o BRIEE PHETATER F s db SO RSkl O O1ESS. power

The internmedi atel y compubftle walctieeyi S typically bits of the QA Chip
accunul ator, following a logical or arithnetic instruction involving the
sel ected mart of the secret key

More complex attacks are also possible, and these could reduce the required

number of power consumption traces.

For an authenticated read command (see US 7,557,941), the attacker can control
20  the following things to help produce useful DPA results during the HMAC-SHA1

operation:
e checker’s nonce “RC” (160 bits)
o field selection to be read (the field selection is potentially large)

o field values (by decrementing or writing to them first).

25
This amounts to a large amount of attacker control, almost certainly sufficient to
produce useful DPA results for a 160 bit base key. During the generation of a variant key
from a base key (see US 7,557,941), the attacker can control the checker QA Device
identifier ChipID (64 bits) to help produce useful DPA results during the SHA-1 operation.
30



5and other data known to the attacker. 3. Each partition above forns a
hypot hesi s for sonme guess of part of the secret key. The hypothesis is
tested toweeaeld3sdiss i s correct by statistical nmeasures rhataanalopse2t he

di fference of average power consunption between the two partitions. For the
correct key guess, the statistical nmeasur®e should reveal a 10"spi ke", and
for the incorrect key guess, the neasure should be flat. Figure 1B shows

the covariance pl o iRfoMfideRadkeMmesllEpbbdlytiak teASPEHIRBE QRAOMES osRhkes 3. 4.

The attacker then sinply continues the attack in the sanme way for the other
parts of the @%Pf&ateﬂé%?d valges with the igsg keyebrspise she basedhasce k\eyaﬁ gycyBesi bl e,
and these coul.fahe@aae vifiBit k§aui red nunber of power consunption traces.

For an authenticated read comuand (see US 7,557,941), the attacker can
control 20 the following things to help produce useful DPA results during
the HVAC-SHA | operation: checker's nonce "RC' (160 bits) field selection

to be read (tT‘@IéALe['Jsﬁcﬁ@FﬁL‘EEF&UTﬂ@N&@A@ﬁkbﬂE'Q’AbﬁfP@e) field values (by

decrenenting or witing to themfirst). This anpbunts to a |large
amount of attacker control, al nost certal nIy sufficient to produce useful
DPA results for a 160 bit base key. During the generation of a variant key
froma base key (see US 7,557,941), the attacker can control the checker QA
Device identifi er Ffam ]aio@le(dgéoﬂlypﬁa)l ptigtengt aasw diedea higieprobabDRAthaesell t S
during the S eration attacker woul d probably

ask the Ink ?‘YIP Baéa‘@&erWI‘lbbettE}leg?rdlﬁe IQEP"HE ggt ‘read values wth the

base key, because the base ink access key is much nore val uable than a
vari ant key. 5 TYR CAA sulgk-RROKIchESIgE @RI didatd WK (EARTREOGENEA CH P
10 2. A refillable ink cartridge need only work in say 10 different printers over the
life of the cartridge, or a few printers for each refill. This assumes that ink

cartridges will only be refilled say 5 times due to mechanical wear and tear.
THE BASIC SIDE-CHANNEL DEFENCE — VARIANT KEY CACHING

The side-channel defence introduces caching of generated variant keys, and to

15  constrain the ink cartridge QA Chip in three ways:

L. Only allow a small number of variant keys to be generated over the life of
the QA Chip. This means that the valuable base key is only accessed a few
times over the whole life of each ink cartridge QA Chip. Once a variant key

has been calculated, it is cached for later use.

20 2. Restrict the ink cartridge QA Chip to only generate or check signatures

based on variant keys.

3. Restrict the number of times that the batch keys present in an unconfigured
QA chip can be used, and therefore prevent a DPA attack on these keys.

Batch keys are described in more detail below.
25

Figure 2 diagrammatically illustrates the communication between a first printer 12
and the QA chip 4 during normal use. Figure 5 is a flowchart 100 showing the steps
followed by the first printer 12 and the cartridge 13 to authenticate communications

between the two. Firstly, the cartridge 13 is installed in the first printer 12 (step 102). The



From know edge of typical printer use cases, there is a high probability
that the followi ng paraneters will be true for the ink cartridge QA Chip.
1. A singlwousa/issk3cartridge will operate in a few prinrersw@vioms22 102. A
refillable ink cartridge need only work in say 10 different printers over

the life of the cartridge, or a few printers for each refill. This assunes
that ink cartridges will only be refilled say 5 tines due to nmechani cal
wear and t earfirst priacBaRl for Sk D&@%W&Q@%%Meck%ﬁloﬁéﬁﬁdﬁﬁcmﬂeb@@

The si de-channel defence introduces caching generated variant keys, and

t o 15const r ai hng Kaiapidey éreher dbeQbshieH; cbeqkﬁ thte ﬁﬂ@é@rwéy@es the b3se WaJW@%v a

smal | number %é?ffe'v@ff’ﬁ%teﬁ@()’fﬁ) 5r‘alt$?ﬁ’at9*€l9ech@ﬁﬁﬂoe%ﬁfasél&? réthév%ls%thhhae QA Chi p.
This nmeans that the va base key Is only accessed a few tinmes over the

whol e |ife ofcceaie Reriadiof et Huﬂmjéur@r ofibpgs kexorsireevels wp@déme ey HE s IhEEn
cal cul ated; il §eC: %Eb%yfrﬂﬁedaﬁ% Frustl Kte %8@ aﬁ?%‘hfe M&Ed L& ﬂo'E]Ee & bh dge QA

Chip to only generate or si gnat ur ased on Variant eys. 3.Restrict
t he nunber ofthe¢pmrges I2hat the batch keys present in an unconfigured QA chip
can be used, and therefore prevent a DPA attack on these keys. Batch keys
are described in nore detail below 25 Figure 2 diagrammatically
illustrates the C(Tnmumi:rciaati: bwlfbethn/é'mnpantéri k2sﬁlemﬁmle4reﬂr2vanhb abeke@A7chip 4
during nornmal_us A fﬁsowchart 1

fol | owed

by the first RERa e Bebin itge s RPN R o BB R ot ons
bet ween the tkwy.l8K g’eﬁetrhtyd usirfpahclaas ¢ keydg&n]ifﬁnlqﬁe lnﬁﬁmatlidnefd)m the ﬁi‘EEprinterrSQ
printer 12 (st 2). TIh 14 fir rint sks d the
O chi p 4 chotRberis D g el o T DTgh | R BiSyabratfled) | o
cached, the QéstoRi h chclhfaksy b epnubhed u@efd tb tigesllytshe a8 eutk@yicatd ddias

such as field data 7 transmitted to the first printer 12 (step 118). The digital signature 8

generated with the first variant key 18 will only be validated by the first printer 12.

15  Communications with other printers will require the generation of further digital signatures

based on those printer’s unique ID’s.

In the event that the cache memory 9 is full (step 112), the cached key that has not
be used for longest period of time is overwritten in favour of the newly generated variant
20 key (step 114).

Commands 11 from the first printer 12 are likewise validated by the QA chip 4 so
that field data 7 such as virtual ink supplies can be read and decremented during operation
with the printer. All authentication between the first printer 12 and the QA chip 4 being

25  based on the first variant key 18 such that the base key 17 is retrieved once only.

The side channel defence of the present invention is unlikely to interfere with

legitimate uses of a cartridge 13. Figure 3 shows a typical use scenario in which the QA
chip 4 follows the steps set out in the flowchart 120 of Figure 6. It is conceivable that a

30  user would want to swap an ink cartridge 13 out of a first printer 12 and into a second
printer 14 (step 122). Initially the QA chip 4 in the cartridge 13 has permission to retrieve
a base key a maximum of five times. When installed in the first printer 12 on the 6™ of the
month (step 102 of Figure 5), the QA chip 4 in the cartridge 13 authenticates itself by
retrieving the base key 17, the first printer ID 16 and generating a first variant key 21. This



been retrieved (step 106), or alternatively, the nunber of base key
retrievals wwthin a certain period of tine. If the nunber of base key

retri evalwoertigsest3it he maxi mum - in this 5case five - baseg/ARyioveinzeval is
refused (step 108) and the cartridge can not be used with the printer 12.
To authenticate itself to the first printer 12, the QA chip 4 retrieves the
base key 17 stored in non-volatile nmenory 5. Using a one way function 6

such as SHAl,yusa fp dn§ bf HabisaRty dRKeN pddhidsengRRiek Adve bdbkeitd thut. NEnchasatkey 17,
and unique information fromthe first printer. 12 such as the chip ID 16

i denti fying t!f2piystretingachepeporysind ool fon disitehe sigpipg daty wept g dte fikdly 18 i s

stored in caghgdreimg e&h&&%@ﬂsa&%@enﬁ%@iek&ﬁ@d h&idkQital by sign 8 and
aut henti cate data suc field data 7 transmitted to the first printer 12

(step 118). The digital S|gnature 8 generated with the first variant key 18
wi Il only pe val i datdyby gBord, Rtus@r rﬂt%v%§ th(]:gartr%ll oo 'tlfe%ét?ﬂﬁtemzt h ot her

printers wll require the generation o urt her si gnatures based on
t hose pri nt erdnd ingtaileyitente e second printer 14 (stqp 2Rk Téﬁ@éqwndmwertlhéa@ahﬁ@en’mnory 9

is full (ste - t period
of time 15 oubrun e AR R bR ok R R e A L RI9GR  st e
114). Aarhrerid sruthberforl base képerefrievads is pos therefivel(Ke@mi2H) ba ltceimvai@f thabasdat ed by
the QA chip that 7 _such viytual [nk .su i e be read
and decr errenflk & perml{teaeﬁle%%? ﬁ%nAneﬁYa{l%n?ﬁe rjizn e AR ?‘Elgaﬁste i cya%rfraon

bet ween t e fthe srnqqarIDmtf é1e sécanip’ldltetrl‘lé (@ 1(3I2) pReMdvﬁigml@ &Edjaﬁasbsmmthémeff irst

vari ant key 1 uch that the bas 7 is retrjieved once, on The
S e channal TBREEECO PeineSsPoSERt TmoEm P oSt AR SShE Rt ere with
| egiti mate uses @fressbotadhd filsogRiadt ey B gldrige s3cld GSandkdy)Ri(@&)s 188 endSiGeNari o in

which the QA chip 4 follows the steps set out in the flowhart 120 of
Figure 6. It is conceivable that a 30 user would want to swap an i nk

cartridge 13 out ahe @onhrhiiridatiBf btk &h tHede@nd phifttiol 4ing @ @)dcHap i it er 14 (step
122). Initially the chip.4 in the cartrld e 13 has Qermssmn to

retrieve B baddhepispted bigskiqringthiseeqnd earanpley <St¢m%w> forfligitglly ggn frasmpedf i r st
printer 12 ongtN@epidr)of the nonth (step 102 of Figure 5), the QA chip 4 in
the cartridge 13 authentlcates itself by retrieving the base key 17, the
first printer 1D 16 and generating a first variant key 21. This 15 uses up

\C/’gfl g];u the base key i EYRImAR e IS ATnd Rl ERAONM ¥ MGt pRnkL - The
(step 144). As the first variant key 21 is still cached (step 104), the base key does not need
20 to be retrieved and the number of base key retrieval permissions remains at three. The first
variant key 21 is still able to generate digital signatures that the first printer 12 will validate

(step 118 of Figure 5).

Figures 4 and 7 depict a more complicated use scenario that is relatively unlikely

25  butstill conceivable. In this case, the user installs the cartridge in a third printer 15 on the
10" of the month (step 162). The cartridge 13 has not previously been installed in the third
printer 15, so a suitable variant key does not exist (step 164). To generate a third variant
key 23, the base key 17 is once again retrieved and the number of remaining base key
retrieval permissions reduces to two (steps 166 and 170). The third variant key 23 is

30  generated (step 172) by applying the hash function to the base key 17 and the chip ID for
the third printer 15. As the cache 9 only has capacity to store two variant keys (step 174),
the least recently used key- the first variant key 21 - is overwritten (step 176) and the third
variant key 23 is cached (step 178). The cartridge 13 is used in the third printer 15 for



key 21 is stored in cache nmenory 9 and used for digitally signing data sent
to the first printer 12 (as per the basic usage scenario described in

Fi gures 2wandi1#ps4430n the 9th of the nonth, the user removad2btwocaet ri dge
13 fromthe first printer 12 and installs it into the second printer 14
(step 122). The second printer 14 has a thfferent 1D so it does not

val idate digital signatures generated using the first variant key 21 (step
124). The nu asfk uﬁﬁ%@lelﬂﬁﬁdvraﬁirﬁ k&val 18 abitBenti@fScdnlimidating ((§kaRro 4R6) SO
retrieval of the base key 17 is permtted (step 130). A new variant key 22
i S generated U@?ng t he base key and 10t he unique ID of the second printer
14 (step 132). Retrieving the base key uses another of the five retrieval

perm ssi ons which now drops to three. However, the cache nemory 9 now

stores both the fidndhke \arof dxmorthythe useapief agHe insebothecartidpaht inkepeapd (st eps
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and the nunbedartliger18 WRIhHNRDHNE AeRidieYbakEkyir@Malal REMILISS T BievECaikges to two
(steps 166 and 170). The thjrd variant ke¥ 23 is %gugenerated (step 172)

by applyi by tR&tipaases fihee dgirenboringss. yaswilikey thpythg gl Purbif Yy t he
third printerjzdRs As the cache 9 only has capacity to store two vari ant
keys (step 174), the least recently used key- the first variant key 21 - is
overwitten (step 176) and the third variant key 23 is cached (step 178).

The cartridge 13 isplse ga%p-aati b figh bt e ce[?{rf-dgé Rlefitabit Qfe QX@hip can be
2011/ 038443PCT/ AU2010/ 001222 16
configured to limit the rate that the base key retrieved from the non-volatile memory. For

20  example, the maximum number of retrievals may apply to a predetermine period only (say
cach calendar day), after which, any used retrieval permissions are ‘re-credited’ for the

next predetermined period.

An attacker can potentially conduct DPA attacks on the small number of
25  generated variant ink access keys using a single ink cartridge, but this would only
compromise a small number of printers. Furthermore, if the required variant keys are
present in less secure parts of the system, an attacker would probably attack elsewhere in

preference to the QA Chip.

30 For an attacker to conduct a DPA attack on a valuable base key, they will need to
collect power consumption waveforms from many ink cartridges. For example, assuming
1000 compatible power consumption waveforms are required to complete a DPA attack,
and each ink cartridge is allowed to generate 3 variant keys for each base key, then the

attacker would need at least 333 ink cartridges.



ei ght days using the third variant key 23 to authenticate conmunications
(steps 180 and 182). On the 18th of the nonth, the user yet again installs
t he cartrwoge11li3si4da t he second 5Sprinter 14 (step 184). Pomtaaneto®oy222t he
second variant key 22 is still cached (step 124) and so the nunber of base
key retrieval perm ssions remains at twol7 Usage proceeds in accordance with
step 142 of flowchart 120 in Figure 6. However, on the 26th of the nonth,
the cartridge 13 is returned to the first printer 12 (step 186) and as the
first variant key 21 was overwjtten to cache the third variant key 23
(step 104 of f|omém}1tbe iyeciatedthay thednstiondyes e Pisans DRAyrttacks ndig copls
retrieved to @gakODIRRY RE@niR ofr'eéo%mieamy ﬁ%pe%mgh&lpot&aha AABLKERI p proceeds
according to the steps 106 onwards shown in art 100. In this

i nstance, the third variant key 23 is now the | east recently used vari ant
key in the cache E i I . et vari ant
key 21 (s?%ps 112%5%§gm€§fm”nl§W8¥gé$%§h%ﬁgﬂg P%?%%géﬁ&%y§??ﬁ$%ﬁﬁy one
remai ni ng baswinibeyofrustivlisepathirep ey raduitsi ore privganexstam, bafwithra si@wfidantyplbwcuses in
three differ ' I s unlikely that the cartridge 13 has nuch, if
any ink left. IFB%H%}ﬁ AE%%%%lty is high or the cartridge is reflllable
the QA chip can be configured to limt the rate that the base key retrieved
fromthe non-volatile nmenory. For 20 exanple, the nmaxi num nunber of
retrieval s myy, APt sh Qo RE SRl ne peri od onIy (say each cal endar day),
after mhlch any use retrleva perm ssions are 're-credited for the next
predeternlned period. An attacker can potentially conduct DPA attacks on

t he smal | lthunber of 25generated variant ink access keys using a single ink
cartridge, but t N chRuldrfilob GRIDA QRS HUBAD, DUIOES, 1PholPLbilt §les-
Furthernore, if t e requir var| keys are present in [ess secure parts
of the systedﬁwmﬂmégﬂamm®nwwcuBd%pnmbﬁgnqmmﬂbaﬁK(§m$@mhﬁn@w;mwpa@b@rence to
e QO P ROr R AL AGKEE AR FRAIMAL BIPEA AldACK on a val uab e base
key, they w |l need t b ower consu Ion waveforns from many ink
cartridges. For exanple, assunlng 1000 conpatlble power consunptlon
waveforns, are required.to co d each. ink tridge is
al | oned tosagener a}tﬂhe1e §Onﬁ P rED‘f(CéA’%SG urel?Pﬁ‘ogg g a A Eﬂl thetcﬁ}@ﬁogtrar?hlcg%e}’ acker
woul d need atank €aklt reaﬁlﬁedlfmi@ [eticuitat piqsﬁ.comli&lent, e.g. a Brand X cyan ink cartridge.

Batch keys are used to encrypt all other keys in their transport to the QA chip during

configuration. The configuration process usually takes place in the physically secure

printer component factory.

20
It is necessary to prevent the compromise of a batch key because this could lead to
compromise of one or more base keys. Batch keys are variant keys, so DPA attacks cannot
combine power waveforms from multiple QA Chips.
VARIANT KEY GENERATION AND SHA1
25

Variant keys are created by feeding the 160-bit base key and the 64-bit QA Device
identifier ChiplD into the well-known SHA1 secure hash algorithm. SHA1 secure hash
algorithm is well known and widely used. A detailed explanation of the operation of this
algorithm is provided by Wikipedia contributors, SHA hash functions, accessed 7-Aug-09

30  (see http:Jlen.wikipedia.orghwiki/SHA hash functions).




It will be appreciated that the invention does not prevent DPA attacks. The
goal is to nake DPA too burdensone or econom cal ly unappealing for

pot enti alwatzbaokens. 51 n sunmary, the inproved QA Chip eam/aatniooogener at e
an effectively unlimted nunber of useful signatures as required in a
printer system but with a significantlylidower vulnerability to DPA
attacks. BATCH KEYS AND CONFI GURATI ON 10 Batch keys are placed into

QA Chi ps whemsithhhe kiR eaier bEsEeds to help secure the later configuration
process. Before configuration, the QA Chips are generic, and can be used to

make printer conponents of different brands and nodels. 15The confi guration
process securely loads into a QA Chip the cryptographic keys and fields

required for a parmhé faréved A Okif CarCRERAR Fand@n Bran@erRin@ndd thé €HR0F I NK
cartridge. Batch keys are used to encrypt all other_ keys in their transport

to the QA chiYlulralcHlitiesivheg astéurming. vaitié keossrsrainnating oy ldgraks & bawlgsior y

takes place hﬂah&%mﬂb%&h&ﬁéﬁMh@E%H&&wBﬁﬁﬁbﬁ&n&Q%Rﬁﬁ§ﬂ%e&ﬁ@h&&y 20 It
is necessary to prevent the conprom se of a batch key because this could

| ead to conprom se of one or nore base keys. Batch keys are variant keys,

so DPA attacks cannglif gi%l?feﬁk%ld%qy\ﬂ alVRYR {@LITPA EBB% M bial 1@ar@%§&:ﬂ$np§f
VARI ANT KEY GENERATI ON AND SHAI Var 1 ant S are crea

feedi ng the ﬂ@@wﬁbmmﬁa$éAk@yR&WQntﬁéﬂﬁﬂw@ﬂ&a@ﬂwDé¢mf@AKH@hW@ﬂﬂéw ChlpID
nto the well g orithm
! g%%% ognli'%b‘lof ﬁset@g{seoxgﬁet aﬁae dQ w%av@ %Féj f%e\n:@ﬁ Eos@'ﬂbg '

is well known use anation o he operation of
this aIgoH]thnmngmpn@@fwemﬂbymwﬁﬁHﬁédﬂaﬂawntEh@mnmmymgﬁmmwhasmimunct|ons

8 g?iﬁf' C7 ‘A'é‘é%ﬁ%%\éﬁﬁo@ W{P%ﬁ%&lcﬁls ARG PPk QN Kl SRR NGlERgL! ons) -
variant key generation limitations, this simple approach should still provide a useful
benefit, because it should force the attacker to acquire a larger number of ink cartridges to
successfully attack a base key.
15

As an example of the implementation of this improvement, consider the calculation
of a state word A in the manner set out in
http://en.wikipedia.org/wiki/SHA hash_functions.

temp = (a leftrotate 5) + f+ e + k + w[i]

20  (Note that temp is later assigned to a.)

This equation involves the addition of 5 terms. These additions could be done in
any of 120 different orders and still get the same arithmetic result. However, each

individual QA Chip would only add these terms in a fixed order.

25
A bigger problem with this example from the defender’s perspective is that the
attacker would know that only ‘a’ is being left-rotated. To address this, the improved QA
Chip can perform a number of left-rotates of other data that varies with different inputs,
and rearrange the order of these left-rotates in different chips.
30

The SHA1 implementation used for unlimited operations, such as HMAC-SHAI
signing using variant keys, should be different so it cannot be easily studied by an attacker

to learn about the SHA1 implementation used for variant key generation. Therefore an



The inproved QA Chip can incorporate random arrangenents of the terns of
SHAI cal cul ati ons when perform ng variant key generation. This would nmake
it harderwbanii@essdat t acker to conbine nultiple power comrsumizmvovReef or ms
to reduce noi se. A first inplenmentation is for an individual QA Chip
to have a static arrangenent of terns for9 each SHAl cal cul ation. In other
words, an individual QA Chip would not change the order of its terns over
time. Each QAnfphived 0RUWtEh HaeyifNRaRferhayai@nepasat Rive tlddisitk@angenent s of
terms for each SHAI cal cul ation, The term arrangenents woul d be sel ected
random y wherd™MPkeepriigs pESPAbYithitted with the QA Chip application. Gven
the variant key generation limtations, this sinple approach should still
provi de a usefpidrripgafsrhTicheckusECOPirATRNgl d force the attacker to acquire a
| arger nunber of ink cartridges to successfully attack a base key. 15

As an exanpl e of e |mplenentation of this inprovenent, consider the
cal cul ation of a éﬂ%i“@%rog% kg Otpﬁrétl?}jér’fw&'fve%et out in

http://en.w ki pedi a. org/w ki / SHA hashfunctions. tenp = (a_.leftrotate 5) + f
+ e+ Kk +Wi] 20(Note th m%eét}%'o?%ﬁt 8?18?5&%@6?1@81%@“&&? for an attac}ﬂﬁi s
equation involves the additheR iRfan dfah MprovdaexeChigdinbicans dequtehbbe done in
any of 120 different orders and still get the sanme arithnetic result.

However, each individual “QACCRMERBLA HOBHNPeHAY pAddubRACHN a fi xed
order. A bigger problemw th this exanple fromthe defender's
perspective is that the ahamedidicetiopeficeyriasmrhicasulgiongin the QA L Hep
left-rotated. To address dil SnprddR@blTREBYE %gﬂo&eﬁ%ﬁsu%ﬁi&?&me%rﬂkmber of
left-rotates of other data that varies with diftferent inputs, and rearrange
the orderl®bf these | eft- bt Bpensr fhat chpfeeep@ETr ceilsjupriion waveformsHat &lgmpot

i npl ement ati on used for [ m.t [ such as HVAC- SHAl si gning
A B e P

usi ng variant keys, shoul So It cannot be easily studied by
an attacker to |earn about the SHAl inplenentation used for variant key
gener ation. Ther effer&ample, ijhe pOPPLERIYE 43P AV eOrddme 22¢t of Bringipr oved QA

Chi p enpl oyi ng st %gg&qgﬂpogtgﬁngppgpq( t have two different
i npl enmentations of SHA'1 within it. ADD TI'ON OF STATI C MASKI NG OPERATI ONS
... then the addition of simple masking operations may be (for example):

15 ¢ adding one of the unpredictable mask numbers m to the first term;
e completing the additions as per the standard algorithm; and finally;

e subtracting m from the final sum.

In other words, assuming left-to-right additions, the equation is modified to:

temp =m + (a leftrotate 5) + f+ e + k +w[i] - m

20
Similar approaches can be used for the other calculations involved in the SHA
operation used to calculate a variant key. For example, masking techniques for nonlinear
bitwise Boolean operations such as in:
f=(b and ¢) or ((not b) and d)
25

The power consumed in a CMOS arithmetic logic unit (ALU) depends on the
number of changed bits rather than the operation result, so the ALU power consumption
waveform for each chip will be different, even though the calculated results are the same.
This will make it harder for an attacker to usefully combine the ALU power consumption

30  waveforms from multiple chips to perform a DPA attack on a base key.



The addition of masking operations involves: 5 the insertion of a set of
mask nunbers, unpredictable for an attacker, into each instance of an

i nproved WA 2ChiEs443not e t hat t hese nunmbers do not changecomaroproog2anmmed
into an individual QA Chip; the nodification of cryptographic calcul ations
in the QA Chip to use these unpredictabl® nunbers to change power
consunption waveforns 10in a manner that changes power consunption

wavef orms but does not affect the final cryptographic result; For exanple
if the cryptographic operation jinvolves adding a set of t er ns: (a
leftrotate 5) + fngadvaptage gfmapking ovef t5ap r@rﬁéan&%ﬁnf Pt the n%‘i‘l'i’%loéQﬁ‘askl ng
operations meyhiR&yif d?ffer@ﬁ%%H@é&%nsu&x?n&ﬂ@w%garﬁ@@oﬁﬁ bé \&y WRRT 8¢ fiARE 6 Mask
nunbers mto the first term conpleting the additions as per the standard
al gorithm arysfiblpeargngemeninefiterasivrglatyeli willt he final sum In ot her wor ds
assumng left-to-right additions, the equation is nodified to: tenp =

(a leftrotate 5) + f + e + k + vv[i] - m20 Sim | ar approaches can be
used for the ot heMaskihgudually iongvdstheoisy el soprce h%rans}qmda@peiﬂm onyrehipded to

calculate a v i near

bi twi se Bool a%&@é;;%?@fg%fc?r?gqﬁﬁg ggdyﬁamlmﬁé(ﬂd g&wh‘g:‘!g% {ﬁlgdtg’?‘ﬂénd d) 25
The power conspmedd QA GhifOMOBisapily hrmsall ounibegdfpowar conf{ubippn deypdoras carbet he
nunber of char%gae 14 its rhaléA hlthan the operation result, so the ALU power

consunption wave or mfor i p wll be different, even though the

calculateth results are the sanme. This will make it harder for an attacker
to usefully conbine the ALU power consunption 30 waveforns frommnultiple

chips to perf op i ANIFRLIAC ol Afte ROGSEY

In some circumstances, there may be benefits for DPA defence in dynamic term
arrangement, meaning that the improved QA Chip randomly arranges the order of

15  calculation of terms for each successive variant key generation in a single chip.

The benefits are most relevant if the allowed number of variant key generations is
necessarily high because of the particular circumstances in which the QA Chip is being
applied, or if the other constraints listed in

20  http://en.wikipedia.org/wiki/SHA hash functions cannot be enforced.
ADDITION OF DYNAMIC MASKING OPERATIONS

One dynamic masking operation involves the improved QA Chip randomly
25  generating masking values ‘m’ for each successive variant key generation in a single chip.
The masking values would be applied as described for the addition of static masking
operations. As with dynamic term arrangement (described above), the benefits are most
relevant when the allowed number of variant key generations is relatively high in order to
provide sufficient flexibility for some application, or if the other constraints listed in

30  http://en.wikipedia.org/wiki/SHA hash functions cannot be enforced.



20 One advant age of masking over termre-arrangenent is that the
nunber of QA Chips with different power consunption waveforns would be very
| ar ge. Thworoninss446f possi bl e rearrangenents of terns | CrA@diNv®IR22sMAl | .
Maski ng usual ly invol ves the use of a source of random data wi thin one chip
to provide a dynam c nmask val ue. A dynantic nmask val ue shoul d not be
required for the inproved QA Chip because only a small nunber of power

consunpti on wavef Qrking an pta@n@my@le Ae@atéd BMiSRE Hr &P It cksARRcd hightrOF
DYNAM C TERM ARRANGEI\/ENT In sonme circunstances, there may be

benefits for THEADRTSfRACkS ISRHITg PREHON S ORHMPHP AN EHEAE thaﬁﬁ%?#ﬁ%ﬁ%ks t he

i nproved QA %ﬂm@%glgﬁ@%n%mg@&%mgg@aggg@ of 15cal cul ation of terns for
each successive variant key generation in a single chinp. The

benefits are nost relevant if the allowed nunber of variant key generations
is necessarily high because of the particular circunstances in which the QA

Chip i s bej noapRPlON&H BEQEFITS o E DiFRgFEsconstraints listed in 20
http://en.w ki pedi a. org/wi ki / SHA hash_functi ons cannot be enforced.

ADDI TI ON OF DYNAM C MASKI NG OPERATI ONS One dynani ¢ nmaski ng operat i on
i nvol ves the inproved QA Chip randomy 25generating masking values "in' for

each successive VayiiRMfc deQYibSENEEREs idProvBrefishddqd Sraald ¢ .sidthBaniBISkhdkg, val ues
woul d be applied as described for the addition of static maskin

operations. ABeXglyoredignhaidd ¢phudneraRitetosritnge gbelsrirBedcahybis)such He
benefits are f@atq HEbEVAHp WhERCADS. ahlsQVGdaib TR ba®f ke Y@El‘u@-@ﬁly k@ ¥es

generations is relatively high in order to provide sufficient flexibility
for some Hpplfreathecsan-veptile mempry coll e otbeysieuitay vars fomi tynas @verihegge of the

http://en. wi klhlpga%a ﬁgﬁw gétgwmgér@a{%%&gae&a ARt R £EBAT Kty

Maski ng can potent| Iy be r or er DPA att acks. |nce
hi gher or der dipnedifiats/ prelgug. rleis m@hfﬁ@ﬂm) dentls mrepturothe olesiiadabehargetohan

basic DPA att AglcSion (YAMTLRniTRSEh A0 fRlg Fhdy dit BfesOft 13O ANR HAYE:

ADDITIONAL COMMAND FOR SETTING QA DEVICE IDENTIFIER

15 An additional ser QA4 Device ID command can be added to make the use of base

keys more explicit. This command would:

e communicate the appropriate QA Chip identifier for the checking

device, for a selected base key or set of base keys;
e cause the calculation of one or a set of variant keys; and

20 e cause the caching of the variant key(s) for later use.

RESTRICTING VARIANT KEY GENERATIONS WITH A VIRTUAL CONSUMABLE

The number of variant key generations allowed in the improved QA Chip can be
25 restricted by using a virtual consumable (VC). A virtual consumable is a QA Chip field
that indicates the remaining amount of some resource, and which is securely decremented

during printer operation as the resource is consumed.

This approach has the following advantages:



5 ADDI TI ONAL BENEFI TS OF THE DEFENCES Whi |l e the described defences

i nprove resistance to a range of side-channel attacks, they al so reduce the
QA Chi ps wolnewski4Bity to a range of ot her physical attachksommnos2f ocused
ion beam chip nodifications. This is because if the base key value only
noves 10 fromthe non-volatile nmenory cel|l into other circuitry very few
tinmes over the life of the ink cartridge, then very little key information
can practically be obtai ngdyhQisc@REN ndichifid &Hilstth@mrpoemﬂnlwe@wrﬁﬁn&yprobl ng.
It is very difficult to directly neasure the electrical charge on a tiny
non-vol atil e menory cel | e@¥Rtignnindly samg &gy Bt it (phllevgudling s read from the
menory. ADDI TI ONAL COVMAND FOR SETTI NG QA DEVI CE | DENTI FI ER 15An addi ti onal
set QA _Device _I D conmarilt @afhipedoadipédecddo brakerigthbiogpecdeernjae keys nore
explicit. This commnd fefelaipal p
identifier for the checki nggndlél\ln ce, o\%ﬁ%ﬁg%%g?‘gggggiqgﬁ déoyggtp et of base
keys; 5 caugdilishe cal cul ati on of one or a set of variant keys;
and 20 cause the caching of the variant key(s) for later use. RESTRI CTI NG
VARI ANT KEY GENERATI ONS W TH A VI RTUAL CONSUMABLE The nunber of variant key
generations allo he. | r by using a
vi rtual consunnb},\gﬂ? b%ntn%ﬁh%srﬂ%% ?Qg%:‘g%}%%%@?op&a@ gﬁl& 'O?&ﬁ t hat

i ndi cat es t hewerkerminrthin feld wollireadidf reegnise mas,osuna:t&ms arrddnwdnﬁclahon whisledumae| y
decrenented d arpgrﬁ |nt1%¥al perat f%nb9%dt e resour@e is consunmed. This
approach has TRE FI EWPRY A \RSBYT 1758 443PCT/ AL2010/ 001222 22
an aut horised refill machl ne refl I I S the nunber of allowed variant key
generations in the sane way that it refills virtual ink; the QA Chip
does not need to be restricted to a predeterm ned maxi num nunber of vari ant
key generations required over many 5refills.



The invention has been described herein by way of exanple only. Odinary

workers in this field will readily recogni se many vari ations and
nodi fi catworrowhizgda3do not depart fromthe spirit and scepa/aafotomeiizeoad
i nventive concept. 27 ABSTRACT A met hod, system and device for

encrypted conmuni cation with external emities, then device being
configured to frustrate side channel attacks attenpting to determ ne an
encrypti on keygsyityecrevi ce has a first nmenory, an encryption key stored in
the first Smenory and a one-way function for application to the encryption
key. During use, tHecBokryse @H drése fsenegrpter! é%laum?aélﬁﬁl Pib extppglentiissor y
prior to appl th&ﬁ&e'vfa@b&@% éohaﬁg&&ﬁtowtraﬁ@metdh%eﬁagcﬁsaﬁerﬂ@iﬁg@@détémﬁ@%l gur ed
tolimt the nunber of times the encryption key is allowed be retrieved
from t he non-spelyAEq ksy mEbgsfoyice basa fistancHerne phpPisadtiohkeyskHatdin thef@‘tCLAl M5 1.
A device for QUAY; t evi ce
conpri si ng50 SIEQ{‘;(WE%OEQN%I%DW wéﬁ%%@%&%@%%%@? Pglgf(éiyn@?llgg %{é?g? nmenory;
and, a one- wayctypinatkcp i Foeveddiohi hafiisbmemey pher tearplippiondnthk eys-wisher ei n
during use, tf)e ORGEYRLiQRke nfiSu L EL TREMRLIRM AR bRl TRIREY; Pr i Or Lo
application to the one-way functron an evice I's con ured to limt
t he nunber ofallowee® btshmrlfe/mtfryqnttlneawnmlakbynanmrsaiolaqmedbtdzrmlrbéthrghol'deved from
the first nmenory to a pre-determ ned threshold. 2. A device according to
claiml1l wherein the device is configured to limt the encryption key
retrievals to the threshold nunber of tines within a predeterm ned period
of tinme to provide a maximumrate of retrieval.



15 3. A device according to claim1l wherein the encryption key is a base
key and the first nenory is a non-volatile nenory. 4. A device according
to cl ai mwowhewrms4a3t he device is configured to generat epraTfAtzsto/@®22ar i ant
key based on the one-way function, the base key and uni que information from
a first external entity, the first variam key being stored for generating
a digital signature to authenticate conmuni cations between the device and
the first extergmisentity. 5. A device according to claim4 further
conprising a second nmenory for storing the 25first variant key, the second
menory having capacity to store a predeterm ned nunber of variant keys
gener at ed usihg t Hedenigs for rrsfyptedrompraisaticarvibratermalisbiées. B dgWes ant keys
bei ng | ess thagplifife:t hreshol d number of times that the base key can be
retrieved fron]Phe nonvol atil e nenory. 306. A device according to claimb5
wher ei n t e gener atfisémedpryeach of the variant keys using the one-way

function includes gggﬁgﬁ SEMEL S QR QB3 and the device is
configured to use ran n?ar%%ﬁggweggér%%ﬁ?ﬁgﬁté%ns. 24 7. A device
accordi ng to cl ai mose-whefusétiontfrexpplesaered itherenof pteaddy;ofhetehredwiag bent  keys
usi ng the one-way i incl i e e and the
device is configupggﬂﬁgbgggéf éagﬁ%giggﬁggﬁgﬁﬁg%?yPﬁ%ﬂ?égﬁgu%ﬁggﬁ%iffers
from ot her | idoe-vagVincesn anggheAlediey is cenfegnredtdiimy themumbeariofitibiewhe ereryptibih e

one-way fynpction used, t nerate the.variant keys incLug ) i ng several
ceparate Hor ey BBy b ARRR L Pua T AR e O B B acki no
nunber as an additional termto the one way function, and subsequently

subtract the sking nunber..fromith um of the calculation.. 10 9. A devi ce
Seoording 1o ot B iR R e e R e s sere RoTaad B lRer at ed 1 or
t he gener at i afcOpti@aeh rédficvhi® MathraRdld keyiser oflfdnesAvighyisd @Bact@dmhinedpdrioat ed

communi cati on between entities, the systemconprising: a device with an
encryption kel UEKdP BEViR2 fatpRip, rate of retrieval.

15
3. A device according to claim 1 wherein the encryption key is a base key and the first

memory is a non-volatile memory.

4. A device according to claim 1 wherein the device is configured to generate a first
20  variant key based on the one-way function, the base key and unique information from a
first external entity, the first variant key being stored for generating a digital signature to

authenticate communications between the device and the first external entity.

5. A device according to claim 4 further comprising a second memory for storing the
25  first variant key, the second memory having capacity to store a predetermined number of

variant keys generated using the base key, the predetermined number of variant keys being

less than the threshold number of times that the base key can be retrieved from the non-

volatile memory.

30 6. A device according to claim 5 wherein the generation of each of the variant keys
using the one-way function includes adding several separate terms, and the device is

configured to use random arrangements of the terms.



15an external entity with identity data for transm ssion to the device to
initiate comruni cation such that in response the device applies a one way
functi on wo 20twn3eqadr ypti on key and the identity data toPrPgemanato@om22ari ant
key used to authenticate comruni cati ons between the device and the external
entity; wherein, the device is configureghto limt the nunber of tines the
encryption key is allowed 20 to be retrieved fromthe first nenory to a

pre-determ ned thneshrb fecordink-to Jibh $¥EEreiMtRGLANIENGT t4h 6f @b tarki keher ei n the
device is configured to limt the encryption key retrievals to the

t hreshol d nurtsg thsrong v Sunghiemipeudes pddingeers diseratpiaimsotnddhe deviga it o provi de

a maxi mum r at&nffurd@b bfo%iﬁ@lan a@&ge&&t oﬂ_th@teﬁﬂﬁsﬂlﬁr@if?&§f?&gbfﬂgr He dedigdsm 11
wherein the encryption key is a base key and first nenory is a

non-vol atile nenory. 13. The systen1accord|ng to claim 12 wherein the

identity dat X, is g (!l-érv‘ic? Hcecof'dg‘f%% Eibin®s wﬁ&&ﬁ%e o'ng%%/ ednlGsh &é@o%@ﬁeﬁt@ﬁb entity

to the exclusion of al external entities Such that e device is
confi gured tdvagelﬁéfmtlecha;l% addsug soerdl saperatedgry dssethen thedhdcadragwayfiguepdet i on,

the base key @ng | &E&Enggﬁlpn%} al 519£Hdﬁ10‘11£1 & & ﬁ%e%%@ﬁ? Rlﬂ&loﬂlyandts@%e%%{it

vari ant key being stor generating a digita nature enticate
connunlcatlonsbbetﬁeemﬂﬂmsnmﬁml&@namdumhémécd@ﬂmenternal entity. 25 14.
The system according to claim 13 further conprising a second nenory for a
plurality variant keys generated for digital signatures to authenticate
conmuni catd ord.wi t A d&viek arrcaidﬁltgyo olﬁine&tzvhesreia ltheendtskihg eemisee Bpecibiniyedeyicrated 15.
The systen1aj§ %dln @} mherg%ﬁ the second nenory is a rewitable
menory for st'8FiHg° m%?% St YAHURBSr of the variant keys, the
predet er mi ned nunber of variant keys being |less than the threshold nunber
of tinmes that the base ﬁxacan e retrieved fromthe non-volatile nmenory.

16. The syst et acAGWHFRGOTHCEPIES FRBINAIETEIHY A NG IEhhea ¥ TOR COPPEREh of 1t he

vari ant keys u5|ngd@h&nﬁﬂﬂmwamyﬁﬂmqkyg&eunghaﬂﬁ§ addi ng several separate
terns, and the device |s configured to use random arrangenents of the

terms. 1557. A et ABEcieRalepdy JiHP & ey HABATCARITHIBEP thedviealp st he
met hod conpri c%hfﬂﬁmkta"ﬁonsshﬁptﬁat(?ﬁ response the device applies a one way function to the

encryption key and the identity data to generate a variant key used to authenticate
communications between the device and the external entity; wherein,
the device is configured to limit the number of times the encryption key is allowed

20 to be retrieved from the first memory to a pre-determined threshold.

11.  The system according to claim 10 wherein the device is configured to limit the
encryption key retrievals to the threshold number of times within a predetermined period
of time to provide a maximum rate of retrieval.

25
12. The system according to claim 11 wherein the encryption key is a base key and the

first memory is a non-volatile memory.

13.  The system according to claim 12 wherein the identity data is a unique identifier
30 thatidentifies the external entity to the exclusion of all other external entities such that the
device is configured to generate a first variant key based on the one-way function, the base
key and information from a first external entity, the first variant key being stored for
generating a digital signature to authenticate communications between the device and the

first external entity.



providing a device with an encryption key stored in nenory; provi di ng
an external entity with identity data for transm ssion to the device;

appl yi ng woana/088443f uncti on to the encryption key and tireTiadentoiwy22data to
generate 20a variant key; aut henti cati ng comuni cati ons between the
device and the external entity wth the ariant key; and, limting
the nunber of tinmes the encryption key is retrieved fromthe first nmenory
to a pre-determ ned threshold. 25 18. The net hod according to claim 17
wherein the step of limting the nunber of times the encryptiaon key is
retrieved i s @onfilhedysta %C%?l@@@t%‘%lﬁéwhﬁwasmaﬁch DY Hiitde” a

maxi mum rat e Qfrafi@lhkavVays gé’n%%dmehgmt HadnRg @&wﬁeﬂgcamoﬁlnﬁmm& wiier ei n
the first nmenory is a non-volatile nmenory. 26 of authenticating

communi cat i orurelipf ¢xdenral getiiss eeicalgvely-f i rst variant key based on the
one-way fupction, the base key and information fromthe external entity,
the first variant key being stored for generating a digital signature to
aut hent i cat e Gonmmiiht satemaeoriiag Werdamtl A evheisini theescamnd ndwrek peewrdiblentity. 5
21. The met ho%é?}ﬁ cg's{agn%/é) 1%!1&%%%911%&@ F e LAt h%g ;})‘?Jdet%hﬁ'ﬁ &JE&b%} ep of
provi ding a seco menory | evi ce or a p P vari ant eys

gener at ed fonﬁdmgmtkwsbmgmhﬁuh@shd@NammeHMEcdhemﬁdmnmnb&aﬁhawnWbth a
plurality of terqgmrﬁntltlﬁaﬂeeagectlvely 10 22. The method according to

claim 21 mheﬁngVd e%g%bvnennm ¢ a rewitable menory for storing a
pr edet er mMitned nunber of the variant keys the predet er m ned nunber of
vari ant keys e|n Iess t han .t he E g nber Pf %I fhpat t?e base
key can be retTie 853?5}68%%‘“‘?%1“%%% th Fr81 hgration of each of the varian

keys using the one-way function 1ncludes adding several separate terms, and the device is

configured to use random arrangements of the terms.

15 17. A method of encrypted communication between entities, the method comprising
the steps of:
providing a device with an encryption key stored in memory;
providing an external entity with identity data for transmission to the device;
applying a one way function to the encryption key and the identity data to generate
20  avariant key;
authenticating communications between the device and the external entity with the
variant key; and,
limiting the number of times the encryption key is retrieved from the first memory
to a pre-determined threshold.
25
18.  The method according to claim 17 wherein the step of limiting the number of times
the encryption key is retrieved is confined to a predetermined period of time to provide a

maximum rate of retrieval.

30 19.  The method according to claim 17 wherein the first memory is a non-volatile

memory.

20.  The method according to claim 19 wherein the identity data is a unique identifier

that identifies the external entity to the exclusion of all other external entities and the step



1523. The net hod according to claim22 wherein the step of generating each
of the variant keys using the one-way function includes an addi ng several
separ at e werns/03843d t he device is configured to use rangomaanoangerent s of
the terns. 24. The nethod according to claim22 wherein the step of
generating each of the 20 variant keys ux ng the one-way function includes
addi ng several separate terns, and the device is configured to provide an

arrangenent off abiiéntic&mdTomMahicAiohd @nprifds QEALRLNEk fikdt kBiadERel BBRd oRBhe The
met hod according to claim20 wherein the one-way function used to generate

25t he vari antO"Rexpy finetion, thedasgdkay Ayl iatovmation fiomdhg atanal eptity thedyetndant t he

devi ce bei ng 1cOREhGWoRE tdrQeRAfind 2 TRFKIsRHa NP Slth @B A ARHintch @R bethB&yM t O
the one way function, and subsequently subtract the nasking nunber fromthe

sum of the caheddvigeiahthe external entity.
5

21.  The method according to claim 20 wherein further comprising the step of providing
a second memory in the device for a plurality variant keys generated for digital signatures

to authenticate communication with a plurality of external entities respectively.

10 22, The method according to claim 21 wherein the second memory is a rewritable
memory for storing a predetermined number of the variant keys, the predetermined number
of variant keys being less than the threshold number of times that the base key can be

retrieved from the non-volatile memory.

15 23.  The method according to claim 22 wherein the step of generating each of the
variant keys using the one-way function includes an adding several separate terms, and the

device is configured to use random arrangements of the terms.

24.  The method according to claim 22 wherein the step of generating each of the
20  variant keys using the one-way function includes adding several separate terms, and the
device is configured to provide an arrangement of the terms that differs from other like

devices.

25.  The method according to claim 20 wherein the one-way function used to generate
25  the variant keys includes adding several separate terms together, the device being
configured to add a masking number as an additional term to the one way function, and

subsequently subtract the masking number from the sum of the calculation.



