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PO NTS SUPPORTI NG ROAM NG Field of the Invention 5 This invention rel ates
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W rel ess devi cesst? ack&grolgégig’{ the qu onﬁwlf“el ess %Q%i cations is
a burgeoning field. Personal cSHRPRORFTINGROAMENGpersonal digital

assi stants, tel ephones and renote control devices are but 15 a few of the
types of device that are being used in a wireless environnent. In office
and, to a | e5380 B ¥hEMventio® €nvironnents, such devices are supported by
wi rel ess Local Area Networks (LANs). A contenporary international Standard
for wirel éss LANs is IEEE 802.1 Ib. In the 802.1 | b 20 Standard, wreless

client stations (STA). connect, 1o the ess. points (AP) to access services
in the wired backbone™; adela Blt(h{}lf f%fcgot;ggémsicg RO R8¢ provi des
access t o t heyiel&k htdvsd foQhe Fe6trRBPBofVATed A¥twbBIkise [tGORTR DhitickRgyio e t he

wi red LAN, such as Ethernet). This Standard thus provides a simlar set of

servi ces of f ée@uitpof datpirgasmited throughrirelpssiaseesp peintstthatisupnart weming ofevel .

Toget her 25 %}ers[sph%g?st. he Standard al so defines an Extended Service Set

(ESS) to allow nu € LANto forma single virtual AP. The advant age of

wi rel ess IRAN systens is that a user enjoys the benefits of Ethernet while

at the sane tine is free to roamw thin the serviced area. The 30

appr oxi mat e \Hackgrowng;ofthepvegtionni s scenario is a user being able to nove

about and plug his Ethernet cable into any avail abl e network point.

However, the wireless LAN environnent al so presents new security issues
Wireless communications is a burgeoning field. Personal computers,

laptops, personal digital assistants, telephones and remote control devices are but

15 afew of the types of device that are being used in a wireless environment.

In office and, to a lesser extent, home environments, such devices are
supported by wireless Local Area Networks (LANs). A contemporary
international Standard for wireless LANs is IEEE 802.11b. In the 802.11b

20  Standard, wireless client stations (STA) connect to the access points (AP) to
access services in the wired backbone. Access points are essentially STAs that
provides access to the distribution systems (DS, or more commonly known as the
wired LAN, such as Ethernet). This Standard thus provides a similar set of
services offered by a physical Ethernet point but at the wireless level. Together

25  with this, the Standard also defines an Extended Service Set (ESS) to allow
multiple LAN to form a single virtual AP.

The advantage of wireless LAN systems is that a user enjoys the benefits
of Ethernet while at the same time is free to roam within the serviced area. The
30  approximate wired equivalent of this scenario is a user being able to move about

and plug his Ethernet cable into any available network point.

However, the wireless LAN environment also presents new security issues

that need to be addressed. Unlike wired LAN systems, wireless LAN systems do



that need to be addressed. Unlike wired LAN systens, w reless LAN systens

do WO 03/045034 PCT/ S@&02/ 00223 2 not recogni ze physical wall boundari es.

In a wrewoldBkmyst em an outsider cannot easily gain acPeISGHR0G2Le

i nternal network because of the physieal security available (e.g. walls
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sol ution to tiReleRBHuita¥en PAVASTTWIEP)!tE fptdwdleeaa%@&mﬁidfehﬁﬁn@kdr alfporiquter at
APs. The idea is to limt the nunber of services offered to wireless LAN

users. The wwitslaess EANSYsteser Eheprableml iy that MEER isawegkawd cemhgeasdyy servi ces by
creating a vigrtual \prj t PN) by .t unnel.i a VPN pr ot ocol
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attenpts to 3$AeEs bt spbpactl fo5q qomwany pathdwadieds ohgmplopeeste y¥te at ed, as
t hese packet ﬁegﬂi%ecgﬁ. encrypted within the VPN tunnel. Exanples of known
VPN sol utions i'nclude Point-to-Point Tunneling 25 Protocol (PPTP) and

| PSec, which interface to TCP/IP (i.e. at the network layer). Many
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operates at the network layer (or the IP layer in the case of the TCP/IP
users. The wireless LAN users can only access a wider range of services by

creating a virtual private network (VPN) by tunneling a VPN protocol through this
wireless firewall router. The VPN solves the problem of privacy and
confidentiality, as an outsider who attempts to gain access to the wireless LAN

20  systems will be blocked at the firewall. Also, any attempts to ‘sniff> or eavesdrop
on the data packets will be frustrated, as these packets will be encrypted within the
VPN tunnel.

Examples of known VPN solutions include Point-to-Point Tunneling
25  Protocol (PPTP) and IPSec, which interface to TCP/IP (i.e. at the network layer).

Many Windows™ operating systems have built-in PPTP clients.

The problem with a firewall router AP solution, however, is that the users
will no longer enjoy seamless roaming over the wireless LAN system. A firewall
30  router operates at the network layer (or the IP layer in the case of the TCP/IP
standard). When the user moves out of the range of one AP to another AP they
will need to reconnect because the network layer address (e.g. IP address) will

have changed.



standard). Wen the user noves out of the range of one AP to another AP

they wll need to reconnect because the network | ayer address (e.g. IP
addr ess) wolodio43vave changed. WO 03/ 045034 PCT/ SG02/ 00223 P&THRGOR/0@23
firewall inplenmentations that are avaBl abl e from open sources (freeware)

are Li nuxTM Free nB3D. Lompl enent at | r filtering
networ k | ayer pacigﬁ ggﬁﬁ‘e%ﬁgg eae;sﬁgﬁ;g:lgsﬁg%paée %?aﬁtsa?lgtfgﬁf)w nsjségrecg%li on of VPN
packet s such(fasevwdR)Rrahihuk PSFeecBSDI il Qp&BID. These ithplemehtatichisivastked to

overcom ng the problem of security of data and,_ at the sane tinme, avoiding

the defi ci enbyfigeringaetyorkalasen packsis- cFheysse alse rarable af stateful ingpeationofl s not

possi ble. 10 i tsgﬁcl{tdigq)liwzﬁ{atlbg%jheref ore, the invention discloses a
met hod for establishing data access for a wireless device to a wired
network resource via a wireless access point, conprising the steps of: 15
establishing a firewall, at or. aboye

, t{%e data link |ayer, (Ign saj d access
point to pass onl emeﬁ‘?ﬁé‘weﬁ?‘?@&t@eﬁ@ \?&)?Y(er%’c“élg@foﬂé. 8?]??‘ SATYERY Phg t he
wirel ess devijgg ah® AtRAEMEinR) a§&ltlﬁlxg‘ﬂ'1é &éﬁc:ib%"cy‘@f iﬁe‘ﬂré’wﬁﬁfdﬁter%ﬁﬁ%fé&l poi nt at

the data link layer; allocating a network |ayer address to the wrel ess
devi ce; and 9®fargs mlahmisgismyt possibl¢.ual private network connection between
the wireless device and the server, via the access point bridging packets
between the wirel ess device and the server, above the network |ayer, for
data accgss Banindi§lof@h&Inveation’ ce. 25 The invention further discloses a
met hod for providing a wireless device wth roamng data access to a w red
network resource via wreless access points, the nmethod conprising the

steps of : establ i i ag@ il FEURd ilostl a ARMKA PGSR Rnk il obAYEEyr 1 1 SaI

access points
a wireless device to a wired network resource via a wireless access point,

comprising the steps of:
15 establishing a firewall, at or above the data link layer, in said access point
to pass only virtual private network data packets;
connecting the wireless device to a server on said wired network via said
access point at the data link layer;
allocating a network layer address to the wireless device; and
20 establishing a virtual private network connection between the wireless
device and the server, via the access point bridging packets between the wireless
device and the server, above the network layer, for data access to a network

resource.

25 The invention further discloses a method for providing a wireless device
with roaming data access to a wired network resource via wireless access points,
the method comprising the steps of:

establishing a firewall, at or above the data link layer, in said access points
to pass only virtual private network data péckets;

30 connecting the wireless device to a server on the wired network via a said
access point at the data link layer;

allocating a network layer address to the wireless device; and
establishing a virtual private network connection between the wireless

device and the server above the network layer, via the access point bridging data



to pass only virtual private network data packets; 30 connecting the

W reless device to a server on the wwred network via a said access point
at t he dawe oBiomio3d ayer; allocating a network | ayer addres®CrsGobeo2sr el ess
device; and establishing a virtual pdivate network connection between the

wreless devi be : : ' ccess
poi nt bridgi ga% %f? g&vv% 0%%3%%%%%%%#??&%@3 85‘%'%%4&%(: cgsts\sltb %gtggv@é% t he
wi rel ess deviresouaer] abhe server, for data access to a network resource; and

wherein, upon the wreless devi.ce roam ng t Q anot her access Etgi nt, the

met hod conprises PHECH,PPeRhegyipgess Jevige % 10 g then acsrss Midsheqevi ce to
sai d server Vhahsdcénplhif8thefeReSstfRIpt at the data link layer, the
wirel ess device retaining the currently allocated network |ayer address
and the virtual pphnesting thetwioelkss|dryise taossdsarvéromns saahdthenarcessiony atiat a

access to a petwork.resource .by said virtual .private network copnection
Via said ot hie cAROUER the wirdestenpe slaippe Sl plioteinenraifes an
access poi nt layer adilravh bed BRS/irt6 PRk GalWoRl fayBeéoMae&ichtRRPr ting roaning, in
whi ch wirel ess devices connect via said access point with a server on a
wired network to CQBUBHRS datpaeagey o a nebugrkresuraethy sakryalmsivate nebygski si ng:
15 a wreles ranscei jcations with a wireless device; a
wired netmrgo@éer*\g%\éﬁggr}%ﬁzgﬁﬁ%ﬁ cfétfi ons with a server; and a processor,
i nterfaciog between said transceiver and said network interface, and being
programmed to conpect a wreless device to the wireq network at the data
link layer by briagfﬁﬂeﬂéﬁkﬂtguwaggﬁsqsﬁéquépé@é%é ‘f\\f\ﬁﬁF%d network, and
to 20 inpl engihmanichliG@lebwdiis RS Rhfdnd th RARA WARKIY%s elibtXonREdtvVat €
network data packets existing above the data Iink layer. The 1 nvention yet
further di scvieses agcess peing 3dthrsenyer kn a wiradinetwakwd pedessasnetwork

resource, the access point comprising:
15 a wireless transceiver for communications with a wireless device;
a wired network interface for communications with a server; and
a processor, interfacing between said transceiver and said network interface, and
being programmed to connect a wireless device to the wired network at the data
link layer by bridging packets between the wireless and wired network, and to
20  implement a firewall which operates to pass only virtual private network data

packets existing above the data link layer.

The invention yet further discloses a wireless network in which a wireless
client device can connect to a server on a wired network to access network
25  resources by one of a plurality of access points, and roam between said access
points while maintaining network connection with the server, the network
comprising:
a said wireless client device;
a plurality of said access points, each implementing a firewall which
30 operates to pass only virtual private network data packets existing above the data
link layer; and
a said server supporting a virtual private network and network addressing;

and



client device can connect to a server on a wired network to access network
25 resources by one of a plurality of access points, and roam between said
access pwonBs4hadl e mai ntai ni ng network connection with trlog/Ssseesen3 t he
network conprising: a said wireless élient device; a plurality of said

access points, ea&ﬂe&fﬁ%ﬁi’@ﬂ&%&c [@nd dviohn Y @aiﬁ%eﬁgﬁglgta:sﬁidltaﬁcﬁsilss onl'y

virtual private network data packets existing above t nk | ayer;
and a sai d spointeat tleudatolink lagerasaid s¢rved allpcatesd actnetinayér aideess &t thor k

addressing; and W) 03/045034 PCT/ S&2/ 00223, 5 rein sgid wrel ess
oS a0 W eRCiev et A RITGIEs SRRl device o ARITIES 8 SAggihtél ot tre dat a

link layer, sdldk S&HY& conhb@oaldith fhe I&LYOIEVE me%u?@m@y%%, ﬁ@a{eg%ce,sw reless

client device and the wireless client device establishes a said virtual

private rfet worikt ratgingodatapackets retviren dler wizelessinbient devicerand tlor serveayfer , via t he
access 5 point bridging data packets between the wireless client device and
the server, f%%3°E% g‘(gccess; and further wherein, upon the wirel ess device

roam ng to anot hefurtheCRéreiROUiUn the Wikledh 8 S agh@itl 6 An6MBNRLES pothtsal d
server via said other access point at the data link layer, and retains the

currently al theauretass Aesiomedanpely & saidisnree yidyaid ether ageesswaint 2bthg dptaat e
network | ?‘yeﬁm{ﬁg&e&{d[x%&msatﬂg c@’é}{d ’Lﬂ%?atgc%&w%ﬁ& §e§ atd? s REf R LirlfSOUr Ce
by said virtual private networ Connectson via sard othet “Acceds poi nt .

Bri ef Descr i pivatsnekoiklaydorcamhergion,ldndlcontimes daia aopanio agetdotengsce Fig. 1 i s
a schematic black diagramof a wreless access point; Fig. 2 shows a

typi cal wir P ViRRplpvatenstywerk qogpegtion vi 3id athpracgess PREfat i ¢ bl ack

di agram of a physical wireless network; Fig. 4 is a |logical network
diagram 20 Fig. 5is a wireless access |ayer nodel enbodying the

i nvention; Brief Description of the Drawings

15 In the accompanying drawings:
Fig.1 is a schematic black diagram of a wireless access point;
Fig. 2 shows a typical wireless LAN data packet format;
Fig. 3 is a schematic black diagram of a physical wireless network;
Fig. 4 is a logical network diagram;
20 Fig. 5 is a wireless access layer model embodying the invention;
Fig. 6 is a schematic block diagram, similar to Fig. 3, showing one
implementation;
Figs. 7a and 7b are block flow diagrams relating to Fig. 6;
Fig. 8 is a schematic block diagram, also similar to Fig. 3, showing another
25  implementation;
Figs. 9a and 9b are block flow diagrams relating to Fig. 8;
Figs. 10a and 10b are block flow diagrams relating to a pre-allocated IP
addressing regime; and
Figs. 11a and 11D are block flow diagrams relating to the processing of

30  packets at a wireless access point.

Detailed Description and Best Mode



Fig. 6 is a schematic block diagram simlar to Fig. 3, show ng one

I npl ementation; Figs. 7a and 7b are block flow diagrans relating to Fig. 6;
Fig. 8 i swamsomwsati c bl ock diagram also simlar to Fig. P&I/S<ihomims

anot her 25 inplenentation; Figs. 9a and 9b are bl ock fl ow di agrans
relating to Fig. b relating to
a pre-allocated | gmbﬁ ressﬁ?‘)‘/ﬁ%lgss acg%s ﬁé‘ﬁ&“’r L%}éﬁé a anlclilﬁll%‘?(gﬁar e bl ock
flow di agr annemﬂalﬁmgalt mutdmn@nmd&ﬂsfomooﬁdmg&&tapmksstts aatirdespiat@keSs
access point. E}H’ﬁ)‘g‘ﬁ scription and Best Mbde WO 03/ 045034

PCT/ SG02/ 002P%nt ¥l &% s of a wirel ess access points, a wirel ess
comuni cations network, firewall router and nethod for provi di ng data
access to a wireless access point will be described. 5 In thi S

descri pti®dn, refehethsalesaipions refearemdeltd a Sfirewalll enéfitewabifsofimae” is © tteo be

pass onl'y vAMBIoLPTRERERH SNertoh ek UE e L o e v

Ref er ence t ooy wantddtdadd pdRkéty &t £ccORIaNE ith ea¢iBishéd Aildsa R eferbdeqs at he
br oadest neani ng, and includes a secure architecture that authenticates an

aut hori sed us‘éﬁu%lleéWaﬁtwk’iOVEHbélﬁeladaﬁaé(eémﬂ)&q?@@sttmw altlche use of
encrypti on. ﬁic{u%]::éa{l ?&:ﬁﬁ e}é el%{'drgﬂ{ pghthﬁ}?lﬁllt@@ aut &%eﬂg\ €T an en Ct rical and

| ow | evel funciiona ace ess orai n Sthe wired
domai n. Wher gecuefdateanchang tfmﬁghﬂlkﬁ'seﬁﬁ&’ﬂiﬂj‘zﬁfon p\rﬁgdfraﬁtie tOFbri cpglﬁlgr amTeﬂ"
this is to be understoaod as  including equivalent _inplenentations such as
ASI Cs whi ch f@"f’%ﬁ" nﬁnfllﬁlée%%e%?ﬂhapé)ﬂa‘f fevel ﬁl‘i@“’\'/\'fﬂl'léFeé@Ee hetweewthpoi nt Fig. 1
shows the bl ggk 11 Y M 48 fc g.

provi di ng an IEEE 802 1 ﬁ% AP) A&gm’!’arle DR fertiicE S;mg‘gén{r?fec%ogm{“gerth

Wi rel ess program” or “programmed”, this is to be understood as including equivalent

implementations such as ASICs which perform the same functionality.
15

Wireless Access Point

Fig. 1 shows the block diagram of a typical wireless access point 10 (e.g.

providing an IEEE 802.11b AP). A wireless client 12 connects to the wireless

20  access point 10 via a wireless chip/card 14 therewithin. The CPU 16 receives a
data packet 30 from the wireless client 12 which typically is of the format shown
in Fig. 2, and communicates via a network chip 18 with the network bus 20. The
data packet 30 contains a MAC layer header 32, a Network layer header 34, a
Transport layer header 36 and a payload 38. The wireless chip/card 14 and the

25  network chip 18 perform the physical layer interfacing functions in a conventional
manner. The CPU 16 functionality in providing security and supporting roaming

will be described below.

Wireless Communications System
30
Fig. 3 is at a functional level, and concerns the implementation of a
transparent firewall bridge 50 (i.e. within the CPU 16 of Fig. 1). It shows the
wireless client device 12 connecting to AP1, one of a number of wireless access

points 10,10',10", to gain access to the VPN server 40. The client device 12 has



20 access point 10 via a wireless chip/card 14 therewthin. The CPU 16
receives a data packet 30 fromthe wireless client 12 which typically is of
t he formawodbowses4in Fig. 2, and comruni cates via a net worPkKTEGoRo®83 Wi t h
the network bus 20. The data packet 30 contains a MAC | ayer header 32, a

k | . : . d 38. Th
W reless ohi Breapay i rody AOhDRPER Aps BNEAPDSRESIL AR Chib R LARE S, e
i nterfaci ng fintrantt restlir¢es 42 viDaye0ied VRN tunieln g, 4 shoevsThd bdfespotiiiiig onal i ty

i n providing, securi t%ﬁgnd supﬁgrti n% roamn Wi be descri bed bel ow.
P

g. wll
W rel ess Contii¢ Revperliagspey wheredoe KPY tunpel & igdicated by sefersnss nyragral | and
concerns thegynpl enentation of a transparent firewall bridge 50 (i.e.
within the CPU 16 of Fig. 1). It shows the wreless client device 12
connecting to AP 1, one of a nunber of wreless access points 10,10, 10",
to gain acce;‘%}t%t% VPN server 40. The client device 12 has WO 03/ 045034
PCT/ SG02/ 002284 7'94%e capability to roamfrom AP 1 to AP2 and AN and still
attain connection to the intranet resources 42 via a secured VPN tunnel.
Fig. 4 shows the corresponding |ogic network diagram where the VPN tunnel
i s indicated by rBeteringeowtmBigal, thagmethod phgeamentiatewilRed desciibagl. 16 t o Fi g.

5, the nethod of nnectiben will .he.d i bed., .l it is new sessi on of
the client V\nﬁjst%nei“ﬁges%ﬁ\log{eﬂf \fﬁnfntiﬁ;gl Ehﬁe'ﬁigse?é‘?r-“gp{htegﬁégtqﬁ %%%S Iwa_TO Bridgi ng
and firewal | Bsidkingane fis@yall @Fivehed 50, iresiddneinhie assesPgiint CBU6LR, is provi ded.
The firewall software is configured to_pass only virtual private network

data and, depEtvidedg Thpdrewallesofigtass isroonfignredionngs pnly ¢irtysl eriste seticsdl or
I e Lt Dt
data |ink | apetwork addréssingTosBguratior( data. eBlicciidghiysifitwaropadsditrs packetshe cl i ent
12 connects E)gtvs}eglga th%%vci?e gss Fa)lg | Qvgre(Ji %or%%ins, operating at the data link layer. In the
15 set up (or establishment) operation, the client 12 connects to the access point 10 at
the data link and physical layers by way of the wireless protocol. The client 12
then obtains (i.e. is issued with) a network layer address by traditional means - in
the TCP/IP standards this address can be a predetermined fixed IP address or by
some automatic process like DHCP (Dynamic Host Control Protocol). The server
20 40 also establishes a VPN connection with the client 12. The set up is now
complete, and the client is able to access intranet resources 42 via the VPN server
40 (as shown in Fig. 4) with the security offered by a tunneled VPN (situated
above the network layer). Communications may take place in a secure manner in
that only VPN packets are passed by the AP 10.
25
As the client moves from AP1 (10) to AP2 (10", the physical and data link
layer connections are re-established with AP2. However, the network layer
connection is not broken, as the client 12 retains its network layer address. Hence,
any application using the VPN connection during roaming does not need to re-
30  establish the network layer connection. This means that any file transfer can
continue to take place while the client roams from AP1 (10) to AP2 (10"). The
VPN connection exists above the (maintained) network layer mearﬁng that the
connection remains established notwithstanding the client 12 having roamed to

another AP.



the data |link and physical |ayers by way of the wireless protocol. The
client 12 then obtains (i.e. is issued with) a network | ayer address by
traditiomedosressnst - in the TCP/IP standards this addr essPCaSGER00223
predeterm ned fixed I P address or by 8sone automatic process |ike DHCP
(Dynam ¢ Host Control Protocol). The server 20 40 al so establishes a VPN
connection with the client 12. The set up is now conplete, and the client
is able to adoessSpedific bmBtmemsan ces 42 via the VPN server 40 (as shown in
Fig. 4) with the security offered by a tunneled VPN (situated above the
network | ayer). Comuni cations may take place in a secure manner in that

only VPN packets élflg PR Y, Wi lEJ@%o@iﬁqlﬂ@ca i s%é ehlia afohB MmiTR Y& Figl §OM APl

(10) to AP2 (10'), physi ca and data |nk ayer connections are
re- est abl iss hddkmblemew@are sHowawweith thelseme edfevonde manyezals. The ﬁm:eter\@n 40’51s not

br oken, as t 12 ret s its network |ayer. addr any
appl i cation 3@? {etcpfél TW%%?E%?% fgcl?Pfsﬁgber‘B YIRS pFﬂSTCt ed to re 30
establish t heemm@ b theABtBEMEeOTUIETRd Rfver F0 s ABBASuchAhL gafawa 1lneth5trnansf er
can continue to take E)llace while the client roams from APl (10) to AP2

(10'). The ViPrs eainfseldhpldithesdsgursesringsonplt tonthe Mftll@iqﬁéd9Vl¢@tRA@r6<Wilhyer
meani ng t hat sfed no t andi,ng the client
12 haV|gng roell)%e Sctng)%&ano(%%‘g%tlﬂgrw%ﬁf)gﬁggg Afiq &%‘ 232?59* gFi rst

Speci fic tonpl enentation Fig. 6 shows a wi rel ess communi cati ons systemin a
formsimlar to Fié[%g 3. ? Li ke el ements are shown with the sane reference
nunerals. The fil Stepg T ipplemgntingfhe preyrearirelgsssystemrase as plews, can, of
course, be rrqﬂyﬂ ﬂﬁ?e ﬁ&@rﬂ%%ted resources on the Ethernet 20. The
server 40 thus as a gateway, in that it does not itself hold the
resources being sought by the wireless device. Fig. 6 will be described in

oot oot i n o ABorne G bnegtlemel Hrdfdior & i sfPrd af Ton dEpI5° ST EPS ©f

15  (i.e. with netmask 255.255.255.0).

Group Step 62. Set up a PPTP server 40 (e.g. using the known techniques
described above). This involves the sub-steps as follows:
- configure the Ethernet interface to IP address 192.168.3.1 with network
20 mask 255.255.255.0 (step 64).
- configure the same Ethemnet interface to an alias IP address 192.168.2.1
with network mask 255.255.255.0 (step 66) (i.e. the alias address is needed
to support the subsequent VPN tunneled addressing). '
- configure the PPTP server (group step 68) to:
25 ' - allow user A with password <P> to login to network (step 70).
- Its end of the PPTP tunnel is set to be 192.168.3.128 (step 72).
- give out IP addresses of range 192.168.3.129-192.168.3.150 to
PPTP clients (step 74).
- perform proxy ARP for PPTP clients (step 76).
30
Step 78. Set up the DHCP server 40 to give out IP addresses to wireless clients of
the form, say 192.168.2.129 — 192.168.2.199.



firstly with reference to Fig. 7a: Step 60. Assune that the internal wred
network 20 is subnetted as 192.168.3.x 15 (i.e. with netnmask

255. 255. 286.00)04506% oup Step 62. Set up a PPTP server 40 (ePgI/SGoemep2s he
known techni ques described above). This involves the sub-steps as follows:

- configure t I th net wor k
20 mask 255. 5%@ 855??%{1%%{1& 1%'%\1{3@9”15’111@‘9@&?@ n%p é&?‘ﬁglr‘%% Snterface to
an alias | P dekdribabinideatdrGiRtall tieloWVl th netvvork mask 255.255.255.0 (step 66)
(i.e. the alias address is needed to support the subsequent VPN tunnel ed

addressing). - confi gure the PPTP server (group step 68) to: 25 - allow
user A with passwRgd wi I network (step 70). - Its end of the
PPTP tunnel is set to re%%fh g%éé?% (step 72). - give out |P addresses

of range 192. 168. 3. 129-192. 168.3.150 to PPTP clients (step 74). - perform

proxy ARP foy, PRTP.clients tep.76). 30 _St 8. Set up the DHCP server
40 to give OS{Cp@l ggﬂl’”ége eééﬁ?l“\%?f“@ ?teldiee‘ﬁféa the form say
192.168.2.129 -192.168. 2.199. WO 03/ 045034 PCT/ SGOZ/ 00223 9 Step 80.

Install secure 802.1 I b AP 10. This specific inplementation wll be
descri bed i nStgpdat dihe darekish Cb@itmuemaandmhtmns ef & eddresstfoorFtlig DHGP 5 Step

81. The wire|ess nt . 12 conn S e wreless
client reque%ets éﬁd obt & 1?1%88%?6‘?&16 C&S?t oi)gal?sf@rﬁdgﬁeéswggé}ger 40. Here it
is assumpgd the client obtains IP address 192.168.2.129. 10 Step 84. The

wireless client 12 runs PPTP client software to connect to PPTP
Step 84. The wireless client 12 runs PPTP client software to connect to PPTP

server 40, by the substeps of:
- the wireless client 12 is configured to connect to a PPTP server with IP
address 192.168.2.1 (step 86).
15 - logs in as user A with password <P> (step 88).
- after successful login, a new IP address 192.168.3.129 is obtained for its
end of the PPTP tunnel (step 90).

Step 92. Data packets will then be tunneled through the secure PPTP tunnel.
20

Steps 94 and 96. As the wireless client 12 roams from one AP to another, it

reassociates itself with the new AP, but retains the IP address 192.168.2.129.

Hence, the network layer address will not be broken.
25  Second Specific Implementation

Fig. 8 shows a wireless communications system in a form similar to Fig, 3.
Like elements are shown with the same reference numerals. Fig. 8 will be
described in conjunction with the block flow diagram of Figs. 9a and 9b. The
30  principal difference is that the file server 40’ (i.e. the protected resource) exists on

a separate subnet to the AP.

The steps to implementing the secure wireless system are as follows:



server 40, by the substeps of - the wireless client 12 is configured to

connect to a PPTP server with IP address 192.168.2.1 (step 86). 15 - | ogs
i n as usewoA3matbs password <P> (step 88). - after successtalr/sicGogvi23 a new
| P address 192.168. 3. 129 is obtained foor its end of the PPTP tunnel (step

90). Step 92§tteggg@9 g@;gﬁé gxgi"@hklsint%ﬁﬁﬂwﬂ‘é‘d LRRA ??jistsﬁﬁr%g@ﬁ a 'ﬂ@z.f@&y.&e PPTP

tunnel . 20 e wmreless client roams fromone AP to

anot her, .reas %%gggsﬁagh?gg%% {th the new AP, but retains the IP

It
addr ess 192.9@8?"?. ‘network | ayer address will not be
broken. 25 Second Specific Inplenentation Fig. 8 shows a wireless
comuni cations systemin a formsimlar to Fig. 3. Like elenents are shown
with the sane reference nunerals. Fig. 8 will be described in conjunction
wi th the bl o8lepflO3wSel vpys BRTR ferferyld), , thesubstps ofthe 30 princi pal difference
is that the file server 40" (i.e. the protected resource) exists on a

separ at e subnet t ocdrfguARhe phe@éEPtheingt intg@taeeed the grotéieedsmduotk 20°r el ess
systemare as follows: WO 03/045034 PCT/ SQ02/00223 10 St _eﬂ 100. Assune
that the internal WiFiedHe savHctOk 1vlocted)doAh address 192.1683. hiwghgetworki e with

net mask 255. 255. 2§1§sl‘9)55.§;%5§@ét Selyyup a PPTP server 40, by the substeps
of 5 - configure the protected teﬁernzzt interface (on the protected network

20" where fil e secordigudithe bthet Bthetret jntérface o Hlakidesss 199268.88.8itH Wit h

network mask 255. 255..255. 0 04). - configure the ofher her net
interface to | P afdagem 53‘225(1556%%%5%%&8{69 10%%5%3%%&%3@?@%%55. 0 (step

106) (i.® no aliggpledentdge)red in this 10 inplementation). - configure

PPTP server (step 108) to:
- configure PPTP server (step 108) to:

- allow user A with password <P> to login to network (step 110).

- Its end of the PPTP tunnel to be 192.168.3.128 (step 112).

- give out IP addresses of range 192.168.3.129-192.168.3.150 to
15 PPTP clients (step 114).

- perform proxy ARP for PPTP clients (step 116).

Step 118. Configure DHCP server to give out IP addresses to wireless clients of
the form, say 192.168.2.129 — 192.168.2.199.

20
Step 120. Install secure 802.11b AP 10, as described below.
With reference to Fig. 9b:
25
Step 121. The wireless client 12 connects to the AP 10.
Step 122. The wireless client requests and obtains an IP address from the DHCP
server 40. Here it is assumed the client obtains IP address 192.168.2.129.
30

Step 124. The wireless client 12 runs PPTP client to connect to PPTP server, by
the substeps of:



- allowuser Awth password <P>to login to network (step 110). - Its end
of the PPTP tunnel to be 192.168.3.128 (step 112). - give out |P addresses
of range WOA3NHEB3B. 129- 192. 168. 3. 150 to 15 PPTP clients (PersGolaebps -
perform proxy ARP for PPTP clients (stlep 116). Step 118. Configure DHCP

server to give out I say
192.168. 2. 129 - 193. Elggsd feﬁgéo%ﬁgﬁ%g}f\%[ﬁﬁgﬁ()%r?gﬁg %r‘%ég&'?’? é‘gg& b AP 10,
as descri bed bel OW)2 168.2.1 (stef E26Nnce to Fl g 9b: 25 Step 121. The wirel ess
client 12 connects tqQ the AP 10. Step The wireless client requests and

obtains an IP addr’@génf‘?Wﬁh@twogde@\?e@te@dz Here it is assuned the
client oblains |P. aidiasetIodhm Al B0 d0 FosRed 300 OBERkRTS ©f on

12 runs PPTP client to connect“to PPTP server steps o

03/ 0450345 PCT/ SQO@def2R8PPTR tunneli (step ¢36). cl i ent confl gured to connect to a
PPTP server with IP address 192.168.2.1 (step 126). - log in as user A

wth password <P> (step 128). - after successful login, a new | P address

192. 168. 3. 128eh3320trRE H&prl&(rets'vt'lﬁ théh B ¥nfdled Meouh the S HREPTFSHARe L30) -
Step 132. The data packets will then be tunnel ed through the secure PPTP

tunnel . St eps 134 and 136. As the wireless cli ent roans fromone AP to

another, it € tself w,th,the s the IP
address 192. % g?ﬁ%(@cfz'%m%c%ewfrﬁfeessncel bk Sraé)epn} é?g%gn?,\}‘ lr%not be
br oken. Thi Fﬂaaéﬁba@tefsht@elfWﬁh@lﬁ@f&@AP%htl&arﬁ@ﬂidl@raddfﬁéé eIENESL.1D9 i's based on

using a pre-allocated IP address fo
Hence, the network layer address w111 not be broken.

Third Specific Implementation

15 Another implementation is based on using a pre-allocated IP address for
each wireless client device where the IP address is already hard-coded in each
wireless client device. The network setup is similar to that of Figs. 6 and 8,

except that DHCP services need not be run on the server in such an

implementation.
20
There could be other instances where some wireless client devices use pre-
allocated IP addresses and other wireless client devices use dynamic IP addressing
(i.e. a mixed addressing scheme). In such environments, the implementation will
be a dynamic IP addressing-only environment.
25

With reference to Figs. 10a and 10b, the steps to implementing the secure

wireless system are as follows:

Step 200. Assume that the internal wired network 20 is subnetted as 192.168.3.x

30 (ie. with netmask 255.255.255.0).

Step 202. Assume, for the sake of the example, that the wireless client device is

pre-allocated a device address of 192.168.2.129.



each wreless client device where the |P address is already hard-coded in
each wreless client device. The network setup is simlar to that of Figs.
6 and 8, wexsmpio3t hat DHCP servi ces need not be run on th@CIsGeenon2sh such
an inplementation. 20 There coul d bel2ot her instances where sone wrel ess
client devices use pre- allocated |IP addresses and other wireless client
devi ces use dynamc | P addressing (i.e. a m xed addressing schene). In

such environgentys, the i nt at | ill. be g dynam c | P addressing-only
envi ronrrent.gggzaf"t ﬁef‘&gptﬁggeﬁvgﬁ?&mﬁméﬁe ‘?anf'l Ob, the steps to

i npl ementing the secure wreless systemare as follows: Step 200. Assune
that the internal - 6P hensetretebEthemet intrstace (prathe popectesinetverk 200 (i | e.

wi th net mask 255. al%?rezfﬁg *s%%rer ﬁf’qsplogeggd) té‘ﬁ]ls P@e§szl%é%g%.ls@hﬁn%0 ]pe exanpl e,

that the wireless client vice I's pre-alloca evi ce address of

192. 168. 25 129. WOnfask 03032 55T (sKp2AN0223 12 Step 204. Set up a PPTP
server 40, by the substeps of. - configure the protected Ethernet interface
(on the protected" ﬁ@}fsﬁf?%f@ther%%ﬁt%}t?&%é? Ug?&ﬁ@"‘s 19%-1E%Eét‘%‘3) to IP
address 192. 168. 3pdrmpiit ﬁa%@ﬂ?ﬁ%.ﬁ%.d@ﬁ{ﬁ 2%§g(i%5§ais2c%%1@bé§£ﬁs #06). -
configure the other Ethernet interface to |P address 192.168.2.1 with

net wor k mask 255. 2dGesBpending epwheBsr ffroteeted rdsosreearednltlee saimeal i as | P

addr ess dependi ng_on et her protected respurces,.are on the same network
segment as the w Pg Oﬁgf?%}?tg%ﬁfwreiﬁf{wofgofﬁ’fﬁﬂi gure PPTP server (step
210) to: 16 allow ug@{ﬁgary\j)pftpgés&v(geng@ao;o login to network (step 212).
- Its end of the PPTP tunnel to be 192.168. 3. 128 (step 214). - gzive out IP

addresses of range 192: 2lbsw gser2owith passgRr<H3¢p login to network (step 212).
- Its end of the PPTP tunnel to be 192.168.3.128 (step 214).

- give out IP addresses of range 192.168.3.129-192.168.3.150 to
PPTP clients (step 216).
15 - perform proxy ARP for PPTP clients (step 218).

Step 220. Install secure 802.11b AP 10, as described below.

Step 222. The wireless client 12 connects to the AP 10.
20
Step 224. The wireless client 12 runs PPTP client to connect to PPTP server, by
the substeps of:
- wireless client configured to connect to a PPTP server with IP address
192.168.2.1 (step 226).
25 - log in as user A with password <P> (step 228).
- after successful login, a new IP address 192.168.3.129 is obtained for its
end of the PPTP tunnel (step 230).

Step 232. The data packets will then be tunneled through the secure PPTP tunnel.
30

Steps 234 and 236. As the wireless client roams from one AP to another, it

reassociates itself with the new AP, but retains the IP address 192.168.2.129.

Hence, the network layer address will not be broken.



PPTP clients (step 216). 15 - perform proxy ARP for PPTP clients (step
218). Step 220. Install secure 802.1lb AP 10, as described below. Step
222. The wiorosloems4client 12 connects to the AP 10. 20 St epCaBG02/06:3
wireless client 12 runs PPTP client t® connect to PPTP server, by the
substeps of - wireless client configured to connect to a PPTP server with

| P address 192.168.2.1 (step 226). 25 - log in as user A with password <P>
(step 228). ComkioRIProcassingof PhcheBQitMccads PoiMtd P address 192. 168. 3. 129 is
obtained for its end of the PPTP tunnel (step 230). Step 232. The data
packets will then be tunnel ed through the secure PPTP tunnel. 30 Steps 234
and 236. As the wgl: t

reassoci at es itsmg\}m@t&% CSLH% B&%HE%B{B??S?{G}‘I ns t‘?irg Sagqgg%rl)égﬁg{

192. 168. 25 1260curd—kndmimpltmnematmms Hedceiyet atmaeriasaspastive steps 80£120ramken. WO

03/ 045034 P éSGOZ/ 00223 13 Conmmon Processi ng of Packets at Access Points
This is the n processing of installing a secure 802.1 | b AP, that 5
occurs for the inplenmentations described above, in respective steps 80, 120
and 220. For packets received fromthe wireless interface. Packets

recei ved on wir eFerspackets esckiveé fioontbe srelass iB@face. Phcketsadesived dniP packet .

packet . ¢at "R pRREee P i U e’ R SRt B Connoct ed

to the Ahinipi:ther the wired or wireless network - |f not, throw it away
(step 142). 15

Step 140. Check, from the MAC layer header packet, that the packet is to be
received by this AP for devices connected to the AP in either the wired or wireless
network — if not, throw it away (step 142).

15
Step 144. Save the source and destination MAC address in 802.11b header.

Step 146. Strip away 802.11b header.

20  Step 148. Put IP packet through firewall in accordance with the following rules:
- [N.B. this step is not required if pre-allocated IP addresses are used for
the wireless client devices] Is it DHCP packet (step 150)? If yes —go to
step 156, if no — go to step 152.
- Is it PPTP packet (step 152)? If yes — got to step 156 (these are encrypted
25 packets).
- Else, throw it away (intruder packets will get thrown away here) (step
154).

Step 156. Add in appropriate header to IP packet in accordance with the
30 following rules:
- Is the destination address in the Ethernet network (step 158)? - If yes,
add Ethernet header filled with the source and destination MAC address

retrieved in step 144 (step 160). The destination can be any resource



Step 144. Save the source and destination MAC address in 802.1 | b header.
Step 146. Strip away 802.1 I b header. 20 Step 148. Put | P packet through
firewal | wo maoewmsdance with the following rules: - [N B. POTISG030eR3i s not
required if pre-allocated |IP addressest are used for the wireless client

Lo step 152. - 1o rpORBYEh e Ehmpiehorkeof Gfich offfubSensd AP siRopt 1 55° ~ °°

(these are encrypimtinc®5 packets). - Else, throw it away (intruder packets
will get thrown away, here ste 154). Step 156. Add in appropriate header
to | ngacket in acﬁ%h“él ?Féi)é‘aﬂ(}\% ﬁ{)dtr‘ﬁ"é iné‘@“fifﬂlffgéwﬁ?'i‘@ﬂﬁ (Atepst62)? P éfque
destination addre g tos ! 2 X add

Et her net header f|é %d(}'%m?ﬁ%lﬁ?ﬁséglﬁlgg& gﬁ%&aéegéf(ﬁeasgllﬁfg}ﬁmm@aagér egés
retrievedsin st epretdevedsi stpp 180 |stepTd).dest i nati on can be any resource WO
03/ 045034 PCT/ SGOZé{)OéE%m 14 su;zé)ori(gqg on the Ethernet network, of which
the file server 40°'5F taway $1eR{%ce. - I's the destination address in
the wirel ess network (step 162)? - If yes, add 802.1 Ib header filled with
t he source and destination MAC address 5 retrieved in step 144 (step 164).
- El se, throlteptl 68\bipngmit ppcketain thepppsopréRe inferfassi t packets on the
appropriate interface. 10 For packets received fromthe Ethernet interface.
Packet s cei ved i j of der + IP
packet . Wt h ref e$§&3§ %lgg%lgf(f 4 %ﬁg&@%ﬂggﬁ%%éﬁ%%CP@&%E?%%&%{@ C | ayer
header, t hat Ethemepmtdtéiceicendisis bEEthemet madeby IP gduked, rwitk sefeehtectotisg.
associated with this AP - if not, throwit away (step 172). Step 174. Save
the source ahtP destination MAC address in Ethernet header.

Step 170. Check, from the MAC layer header, that the packet is to be received by

15  wireless clients associated with this AP — if not, throw it away (step 172).

Step 174. Save the source and destination MAC address in Ethernet header.

Step 176. Strip away Ethernet header.

20
Step 178. Put IP packet through firewall rules:
- [N.B. this step is not required if pre-allocated IP addresses are used for
the wireless client devices] Is it a DHCP packet (step 180)? If yes — go to
step 186, if no — go to step 182.
25 - Is it a PPTP packet (step 182)? If yes — got to step 186 (these are

encrypted packets).
- Else, throw it away (i.e. intruder packets will get thrown away here) (step
184).

30  Step 186. Addin 802.11b header to IP packet, the header will be filled with the

source and destination MAC address retrieved in step 144.

Step 188. Transmit packet on wireless interface.



Step 176. Strip away Ethernet header. 20 Step 178. Put | P packet through
firewall rules: - [N.B. this step is not required if pre-allocated IP
addr esseswarog/oumad for the wireless client devices] |s itrca/SOgCRpRacket
(step 180)? If yes - go to step 186,15f no - go to step 182. 25 - Is it a
PPTP packet (step t hese rypted
packets). - El se, Tt}lgr oule}p'lh{méﬁ?a%mn ggrh()ﬁsga tﬁ g‘é‘@tim yenavg gcte%"?own away
here) (step td:84). 30 Step 186. Add in 802 1 Ib header to IP packet, t he
header will be filled with the source and destination MAC address
retrieved in step 144. Step 188. Transmt packet on wireless interface. WO
03/ 045034 PCT/ SQ03/ T at the
i ntruder can onl thggﬁaglé@% @ﬁ?%dfm%% ﬁm@?s ?? %‘gﬁofs‘g%]l ttle use
as it only shows ﬂmetheIDHGHrse:srsengs dut & tliehher[ﬂ—@assrméyagﬂomaﬁvmbﬁeto t he
client. [That is visible if pre-allocated |P addresses are
not used] 2. PPTP‘%%:['&%]G.l do]?r%‘gﬁes%ﬁsér ed - again, thereis little
useful that can bepﬂﬁrpy&étsutﬁegetatw@e&?ﬁhe&saamtﬁé}@lseﬁme% a&sscr'bed,
of a transparent bridging firewall plus VPN connect| on, wl
unaut hori zed user $eflemveddoedwimagkathe net wor k t hrough the wi reI ess access
point. Put another way, an AP is inplenented to block all network |ayer
packets except network |ayer address configuration and discovery (e.g.
DHCP) paagkets and THPBmbadikhs defribehofsarmispdréi bridgRieSiraw 8l pue&pNe roam 15
transparently from access point_ to access point and the application wll
not have to FeywetionWilhglackanawherized;users froakanspising the hetworlgthsgughdhe an
conti nue Seaiial YodtV potnt. PiPalbitiet i3 el AP F imdiSmERY RIGLOA One AP to
network layer packets except network layer address configuration and discovery

(e.g. DHCP) packets and VPN packets. At the same time, users are free to roam
15  transparently from access point to access point and the application will not have to
reset during the roaming; for example, file transfers can continue seamlessly while

the wireless client is moving from one AP to another AP.



WO 03/ 045034 PCT/ S&X2/00223 16 Clainms: 1. A nethod for establishing data
access for a wreless device to a wired network resource via a wreless
access powoto3/oemapri sing the steps of 5 establishing a fi remsddo2/oes or
above the data link layer, in said actess point to pass only virtual
private netwejl,fdata, connecting the wireless device to a server on said
wired network via said access point at the data link |ayer; allocating a
network | ayer address to the wirel ess device; and 10 establishing a virtual

private network cqnnection between fhe wire] ess, device and the server, via
the access p int,RdP?'g%‘#ﬁ)éeﬁﬁl@ %‘%&%’éﬁ%%‘éw\’/ﬁe é?‘i?’écetaéﬂlﬁeél and the
server, abovgetlydfk RESUMES Hia b Vifdless h&desdlpdifit, BGREASInE hedtdp8lopor k  resource. 15
2. The nethod of claiml1l, wherein the step of establishing a firewall

further ¥ ncl udesesieidishing adieewalt, lat eahows dierdptaclondf lagery b Sashacdessapopdicket s,

and the step,of al,locatin netwqrk | ayer address is perforned

dynam cal | y. tospassl'ﬂlgyr‘rlgﬁ?!bﬁg%a?‘? B%g:gﬂ%é‘fta’vmgrei n said virtual private network
addressing 20 i nedrsderingahe MircRSs @laleas 2 skiveb o chidl Gatéd HeRebrk OmaMIdcCe resi des
on a common-part of the wired network, or one or nore separate addresses

i f said requedetpoiigbthedeta linkdpypss on one or nore protected subnets. 4.
The net hod of cl aﬁlmg}%%é/@g{}%lg 159& aﬁh%ﬁ? &’fthggé‘%gegg h&gceaﬁggtmrk | ayer 25

address is perforne wa a’ pre- oca dress’hard-coded in the
wi r el ess10 devi ce. effabliShiag awiraat pofatangtworiecafnectiai tewdert the 4irelger ei n
operation of ;said firewall gerforms the steps of; siripping data packet

headers, anddgatecndith sfgvarnde Hisraceess PorG W&I’ﬁg@ﬂkeﬁ%ﬁ@é’@e‘? @e_dvireéesa ata
packet type §Q;iRenRaks&lver Sabold 915%%\13&&1 18fer oA 4Th gccemraeriéf'wbﬁ&et he VPN

connection, the bridging then adds an appropriate Interface ader based

on the ori gi eadurb@ader destination MAC | ayer address.

15 2. The method of claim 1, wherein the step of establishing a firewall further
includes passing network addressing configuration data packets, and the step of

allocating a network layer address is performed dynamically.

3. The method of claim 2, wherein said virtual private network addressing
20 includes an alias address if said requested resource resides on a common-part of
the wired network, or one or more separate addresses if said requested resource

resides on one or more protected subnets.

4. The method of claim 1, wherein the step of allocating a network layer
25 address is performed by way of a pre-allocated address hard-coded in the wireless

device.

5. The method of any one of claims 1 to 4, wherein operation of said firewall
performs the steps of: stripping data packet headers, and determining whether the
30  stripped packet is of a data packet type to be passed.

6. The method of claim 5, wherein in the VPN connection, the bridging then
adds an appropriate interface header based on the original header destination
MAC layer address.



WO 03/ 045034 PCT/ S&2/00223 17 7. A nethod for providing a wrel ess device
with roam ng data access to a wred network resource via wreless access
poi nts, twe mwidved conprising the 5 steps of: establishi mgTsdeneeal |, at
or above the data link |ayer, in saidllaccess points to pass only virtual
private network data packets; connecting the wireless device to a server on
the wired network via a said access point at the data link layer; 10

all ocating a network | ayer address to the wrel ess device; and

establishing,a virtu i vat e netwark cqnnection between the wrel ess

dovi ce and Che sePvBRnoBkipEEHRE AR SPAgERIBapapRdedacuss b, nt

bri dgi ng dat @ired a6iekIe rd3BUrE PR WiGes¥ab&dse SinfCHe GhRetRIILInliRishRiyer . for data
access to a network resource; and 15 wherein, upon the wreless device

roam ng to astepseft access point, the method conprises the further steps

of : connecting th Liel ess. device tg sald rver. via.said other.access
point at the dat %vﬂhﬁﬁmggig YvaL!’ﬁgo{/\ﬁQDroé'Fgéeséagaebﬁﬁl?y?rewaﬁa ?‘fﬁeﬁsﬁ’(gm?%rrent ly
al | ocat ed netm%aég onllpyigthalggilatsetrand dabepackets;ual private network |ayer
connection; and 20 continuing data access to a network resource by said

virtual private ¢RWNGEIIE thowieless dvich ta agarvgr o Herwisgdmetworkoiing sai@. The
met hod of cl gi M7, i ..t p of establishing a firewall further

i ncl udes pas%c%pﬁé%g?%dé&}p%slgfﬁ’g configuration data packets, and the
step of 125 al | ocdtdcatinga nettvoar keytranddresathdthe sdreless peridepan@d dynam cal ly. 9.
The net hod of cl aisrén&&)gi‘,s wherein said virtua i vate networ k addressing

| pr
i ncludes an alias® hung ajvirtual, pvate geRuer E']O‘g‘@%‘lf’rl?f’éw?@sthﬁé’ére@ﬁs a common

part of  the & {8dndeWRREr, aB6vORE nBlwdiP e SRAha L& e if?tso?ﬁ%id fdappl d
requested resource 30 resides on one or nore protect subn té 10. The

met hod of cl aiagkels betiveerethn witedess tleyicodndathe seraer, fy datarmetesstka hetwerk addr ess

is performed by wa od‘ a pre-allocated address hard-coded in the wrel ess
resource; an

15 wherein, upon the wireless device roaming to another access point, the
method comprises the further steps of:
connecting the wireless device to said server via said other access point at
the data link layer, the wireless device retaining the currently allocated network
layer address and the virtual private network layer connection; and
20 continuing data access to a network resource by said virtual private

network connection via said other access point.

8. The method of claim 7, wherein the step of establishing a firewall further
includes passing network addressing configuration data packets, and the step of

25  allocating a network layer address is performed dynamically.

9. The method of claim 8, wherein said virtual private network addressing
includes an alias address if said requested resource resides on a common part of
the wired network, or one or more separate addresses if said requested resource

30 resides on one or more protected subnets.

10.  The method of claim 7, wherein the step of allocating a network layer
address is performed by way of a pre-allocated address hard-coded in the wireless

device,



devi ce. WD 03/045034 PCT/ S&02/00223 18 11. The nethod of any one of clains
7 to 10, wherein operation of said firewall perfornms the steps of.

stri ppi ngwoataspacket headers, and determ ning whether tRPeTsGOR/pRsl packet
is of a data packet type to be passedi8 5 12. The nethod of claim 11,
wherein in the VPN connection, the bridging then adds an appropriate

i nterface header based on the original header destination MAC |ayer
address. 10 1B. AThaaetmnd gfahybnd of claimsi7rtel10swhereimopeiratidhiofsedd net wor k
supporting roamng,.|i ich wireless glevi ces connect vja sai,d access

in

point with aﬁEf‘éYZ\]/lé_?erf?Hns S sPE AT TR K Iatp Parketheaders pad ISR B ur ce, the

access poi nt %@ﬂﬂ@fﬂh@'s{%&’ge@g%k’é@i‘s%?ﬁ dgtraﬁaag&k%%rmggh%%g@mm cations with a
a d or co

Wi rel ess devi ce; W etwork Interface nications with a
server; anhd 15 a processor, interfacing between said transceiver and said

network interface,,and_.bei rqogramed to c ect a wireless .deyvice to the
wi red netwoﬁ}t_ at Tpﬁ@eggﬁgqglaﬁgqgavg%gwnﬁpq ‘38&&3%%?8&2%56 E‘(ﬁ%@% Phe

Wi rel ess andaddsra@thpprptineIikterfActthcaer IR ESRIME ofigiral ML deMMatidnoper ates to
pass only virtual private network data packets existing above the data

link |ayer. MAGayerpddresscess point of claim 13, wherein the firewall
further passes network addressing configuration data packets if the
network | ayer address is to be assigned dynamically to wireless clients.

25 15. The acz.essApRictdss pbin€loriaWiddess\wb@hRinitagiahhetwoiksapp@tihyat e net wor k
addressing includes an alias address if said requested resource resides on
a conmon pafamsng,imwhigh wigelpssidgpicrs camned via id assees ROSH Yt Sa¥dO8sses | f

oL, o AU, LR B0 B TRt st o, 30 1o
| ayer address as awrelsatrhoceitverdfoadanessications with a wireless device;
a Wired network interface for communications with a server; and
15 a processor, interfacing between said transceiver and said network
interface, and being programmed to connect a wireless device to the wired
network at the data link layer by bridging packets between the wireless and wired
network, and to implement a firewall which operates to pass only virtual private

network data packets existing above the data link layer.

20
14.  The access point of claim 13, wherein the firewall further passes network
addressing configuration data packets if the network layer address is to be
assigned dynamically to wireless clients.

25 15.  The access point of claim 14, wherein said virtual private network

addressing includes an alias address if said requested resource resides on a
common part of the wired network, or one or more separate addresses if said

requested resource resides on one or more protected subnets.

30 16.  The access point of claim 13, wherein the processor allocates a network

layer address as a pre-allocated address.



WD 03/ 045034 PCT/ S&2/ 00223 19 17. The access point of any one of clains
13 to 16, wherein said firewall strips data packet headers, and determ nes
whet her twe stonsopped packet is of a data packet type to breTm®3ee235 18.
The access point of claim17, whereini9n the VPN connection, the bridging

t hen adds anyappr J | F f TPl der
destination lﬁAC ?gééa%%%cﬁé)ﬁ%?gaﬁgngﬁmﬁﬁlgﬁgzgqﬁ’g‘?}\}\%gﬁ S|81r(11 %‘P%Stgsgm rel ess
devi ce can cdsnpadket headespandateta@mies wiither theditiygicd@adket & cfacams net wor k
resources by one of a plurality of access points, and roam between said
access poi nt BaKRS tyBe ieeRassed ng network connection with the server, the
network conprising: a said client device; a plurality of said access

poi nts, each inplenenting a firewall which 15 operates to pass only virtual
private net ws.k débhaagessiwing odcbhimd/ywwhéremdd ties¥PNgonoanibnghe btidging dat a

packets existin bove the. dat ink layer; and a said server supporting a
virtual pri v&'ﬁ%gﬂ‘gﬁ%&pwoé’ﬁ’&?ed@%??( %@?@éé‘i Wb&’e oéﬂgﬂmgh%aﬁéf &Fsgﬁqtg’%m rel ess
devi ce connepfAC 1fes@iddesser ver via a said access point 20 at the data Iink

| ayer, said server allocates a network | ayer address to the wirel ess
devi ce and establishes a said virtual private network connection between

the wrel ess,devi . t server . above ;the, network layer, via the access
poi nt  bri dg}%g dg‘sg?%%é&‘gﬁs‘”gé‘% W%necﬁ at%léelé\ﬁsrdgl\llgggmh%%ngé%gﬁﬁertvﬁreo%%rver,

for dat ai@ccessd netdiotk SacterstneByorki@baicss by pedloftNyslumMityedfesGesd P¥inge r oanm ng
to anot her access point, ¢the wre|less device connects to said server via
sai d ot her atddeamisivgengaidiacgesypotnts Whigmpinlaiping agieyorle censstiamgitle ur rent | y

al | ocat ed ne{h\ggélk,ell ﬁYeex{en@&%rc%ﬁﬁ)ri%ﬂl .the virtual private network |ayer

connection, and continues data acc€ss to a network resource by said
virtual private nesambrclentdaviecti on via said other access point. 30

a plurality of said access points, each implementing a firewall which
15 operates to pass only virtual private network data packets and network addressing
configuration data packets existing above the data link layer; and
a said server supporting a virtual private network and network addressing;
and
wherein said wireless device connects to said server via a said access point
20  at the data link layer, said server allocates a network layer address to the wireless
device and establishes a said virtual private network connection between the
wireless device and the server above the network layer, via the access point
bridging data packets between the wireless device and the server, for data access;
and
25 further wherein, upon the wireless device roaming to another access point,
the wireless device connects to said server via said other access point at the data
link layer, and retains the currently allocated network layer address and the virtual
private network layer connection, and continues data access to a network resource
by said virtual private network connection via said other access point.
30 |
20.  The wireless network of claim 19, wherein the firewall further passes
network addressing configuration data packets, and allocates a network layer

address dynamically.



20. The wireless network of claim19, wherein the firewall further passes
net wor kK addr essi ng configuration data packets, and all ocates a network

| ayer adwWoess4sbgnam cally. WO 03/ 045034 PCT/ SQ02/ 00223 2QTALG02/06023

wirel ess network of claim?20, whereimosaid virtual private network

addr essi ng ingl ud an alias address 1§, sai d.requested resource.resides on
a conmon pa ? of e[?‘ﬁ(gvl els%ﬂestﬁgﬁf/\%fre‘%}m‘oio’& Tt Sﬂ#ﬁ?’ﬁ“@ﬂ%‘&‘f@?‘éﬁgaﬂ‘r esses i f
sai d request@dressafipOutlages MlES 8d s PeqIBMA REG&Licsidesoibnet s. 5 22
The wirel ess network of claim 19, wherein said client device is hard-coded

with a pre- akcpoewnaarteéthioried naywprkaptionesy marg sepprate agldresses i spidt wor k of any
one of claing, %sté@reg&nc%g{dﬁée Ir?n ?%éegrs {Qlli’eg)\é@géted é]t%fs.r | ps_data packet

headers, and termnes pac is of a data packet
type to be passed. 24. The wireless network of claim 23, wherein in the VPN

connection, the bridging then adds an appropriate. interface header based
on the origi RAl hdAgdrelessneiwerk of-laimn! Mmheresy said glignt deygce 1s hard-coded

with a pre-allocated network layer address.

23.  The wireless network of any one of claims 19 to 22, wherein said firewall
10  strips data packet headers, and determines whether the stripped packet is of a data
packet type to be passed.

24, The wireless network of claim 23, wherein in the VPN connection, the
bridging then adds an appropriate interface header based on the original header

15  destination MAC layer address.



