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appl i cat iwo 20iezitparot he benefit of U. S. Patent Applicati eor@sréclosives
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15  methods, systems, and computer readable media for electronically delivering a

prepaid card to a mobile device.

BACKGROUND

Currently, the primary means for purchasing prepaid cards, such as a

20 gift card, involves a consumer visiting a brick and mortar store, selecting a

physical prepaid card, and conducting a normal purchase transadtion with a

cashier. Alternatively, the consumer may purchase the prepaid card over the

Internet by visiting the merchant’'s web site using a personal computer to

conduct a secured electronic payment transaction using a credit card.

25 Regardless of the manner in which the prepaid card is purchased, the end

result is normally the same. Namely, the consumer physically receives a

plastic prepaid card (e.g., a magnetic stripe gift card) from the cashier at the

store or from the merchant via the mail. Similarly, a second party (e.g., a gift

recipient) may physically receive the prepaid card either in the mail (i.e., from

30 either the consumer, or directly from the merchant) or in person from the
consumer.

Regardless of the manner in which the recipient ultimately receives the

prepaid card, the prepaid card is usually provided as a tangible, physical card.
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be readily m spl aced, stolen, or even danaged prior to the consuner using
the prepaid card. Mreover, a physical prepaid card cannot be imredi ately
pr esent edwbeory/rnesopi ent as a gift if the purchaser andpteaispeonsssts . €. ,
sender and recipient) are geographically separated. Ratherthe presentation
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el ect roni cal Irpadableveedindorelsetspaicallydelivaring prepridecaie e @ampbile geavice.

i mpl erren},@d usi ng a conputer readabl e medi um having stored thereon conputer

execut ab I nstructions that when executed by the processor of a conputer
perform steps of the aforenentioned nBUUMMARYee above). Exenpl ary conputer

readabl e nedia suitable for inplenenti th ject tt i.b
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information derived from the purchase information. r'FI%e me?hod further
includes establishing a communications link with a mobile device associated
with address data included in the electronic prepaid card information. The
20 method also includes provisioning the electronic prepaid card information on
the mobile device via over the air (OTA) communications.

The subject matter described herein for electronically delivering a
prepaid card to a mobile device may be implemented using a computer
readable medium having stored thereon computer executable instructions that

25 when executed by the processor of a computer perform steps of the
aforementioned method (see above). Exemplary computer readable media
suitable for implementing the subject matter described herein includes disk
memory devices, programmable logic devices, and application specific
integrated circuits. In one implementation, the computer readable medium may

30 include a memory accessible by a processor. The memory may include
instructions executable by the processor for implementing any of the methods
for electronically delivering a prepaid card to a mobile device described herein.

In addition, a computer readable medium that implements the subject matter
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BRI EF DESCRI PTI ON OF THE DRAW NGS The subject natter described herein will
now be explained wwth reference to the acconpanyi ng draw ngs of which:

Figure 1 weadniee7l di agram depicting an exenpl ary syst eomuseo09/053ss6
el ectronically delivering a prepaid card to a nobile device according to an

enbodi nent of the subject mat er .desc ed herei Fi.gur e s a fl wchart

depi cting an ASREHPRANETRIN FRRS ef%ﬂ”gu{%ﬁ%@wﬁ@ “aHPF?J?e‘ég’Pm‘ ée}si.cgmng Yard

accordi ng toQ fhrg'mggi Of the subject matter described herein; Figure 3
epirct i1 ng an

is a flow char exenpl ary process for issuing an electronic
prepaid card to a near field conmmunications (NFC) enabl ed nobile device

according to an enbodi ne | hhed herein; and
Figure 4 is a flow chart %B%&ES&%%@Q@EW erge or transferring an
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cards, alty car ment
cards o QHal LY, ClGure RIS Tof A4 s fElid BRI BideseO pEidRBS Y o
A softcard m&an électromcl epaidtcand azcdrding & an emhadirmkeat of tensubedanaiters

capabilities. lg 3%@ with wirel ess comruni cation capabilities are
typically corﬁQS@U ed hefeilhteract with wirel ess readers to enabl e

transactions i ”VOlF’gGﬂe 3 ReaslW Eﬁér‘fi deEﬁﬂB'a@ﬁe@mﬂﬁW ﬁ\%%e\é‘s by “é‘swﬂb%&ﬁ
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d | b nq
el ect 1 o Bnd/ R ESte anenaruinent o sBbPsimafar T PhaBERINAP, Ure
of communi cati ons mRaels 4 Rdlv chart depicting an exemplary process for transferring

an electronic prepaid card from a first near field communications (NFC)

0

enabled mobile device to a second NFC enabled mobile device according to an
embodiment of the subject matter described herein.
20
DETAILED DESCRIPTION
In order to eliminate the need for users to carry physical cards (e.g., a
credit card), card issuers have begun making softcards available to the general
public. As used herein, the term “softcard” refers to a software-implemented
25  entity for facilitating transactions, such as payment transactions. Examples of
softcards include payment cards, such as credit cards, loyalty cards, member
cards, identification cards, and other payment and non-payment cards that
exist in an electronic or software-based format.
A softcard may be provisioned on a device with wireless
30 communications capabilities. Devices with wireless communication capabilities
are typically configured to interact with wireless readers to enable transactions
involving the softcard. Examples of devices with wireless communications

capabilities include mobile phones, smart phones, key fobs, physical cards, and
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may be used between a device capable of supporting a softcard and a card
reader for payment transactions is near field communications (NFC). Near
field corwonomatibens typically occur at a distance of wChius2@bosissene

wavel engt h of the comruni cations frequency bei ng used between the device
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oc I agr amp. of eMRl-aLy I i I ' '

or epai d card g SOHBEERGRS! TEHEHTE, B Ped BEsRl B, devits pHacd 2,

mat t er descr idegtadiRssicard readure Exdmplerafrt cortpetiess difmuoigatione pretocol
plurality of devices, which may include a nobile, device # 2...a conputer
104, or a poithat Bay dgusedpmepmnanicaliansREWERB AL re GARR Eeegf SPBEQ%Q a

provi de gpse %PI‘I‘I Bﬂdtah&m%@%%abywﬁ@@%%, tdRF AVhEesOet M43 itrRltase or

forward) ‘an el'ectronic prepaid card to a recipient party. As used herein,
tlhe term "sender" [Dexﬁeewwttbméralmcoﬂmmupiﬁaﬁhaseap@bl&mamab@mC{a@.aQ!e, an
electronic gift card) for .the benefit of a "recipient” via a

website, st orf datenf W%‘Ef’n% Y"ﬁ{ler.enﬁtﬁe%tg'&s' aESB§é(8HPz?’eF§,ﬁE§€§‘rA{her m
reci pi ent r\ﬁifr@I$§s ESmuisticnidlapapiiticy afaylifplethest HPTPGver F0#/P emrd in
the formof a softcard (or a short nessage ‘service (t_S_I\/IS) nessage contai ni ng
an aut hor i zattheraic sderfa¢eafomagmsubteafinenwith negaie eantitigs obl bg inineHAG al

prepaid rd in,an alternat nbodi . o th
sender a % r P hysgé@ygecf}qvﬁ%e @ﬂh&ﬁ%&%ﬁs@ﬁwﬁn@fgﬁgﬁ%3@%%%2@%@9}'%%&6 ©
enbodi nent,  ay#ieiiteHcHEE S ERAMPISELT diPhterddechrotauols thedt nikey lbe peed omchide
conputer (e.g., at the sender's hone) or a kiosk station (e.g., positioned

at or near a GBMHARRE; ERIVA, Blustegth, 8¢ access a merchant's web site.

Figure 1 is a block diagram of an exemplary system 100 for
electronically delivering a prepaid card to a mobile device according to an

20 embodiment of the subject matter described herein. In one embodiment,
system 100 comprises a plurality of devices, which may include a mobile device

102, a computer 104, or a point of sale (POS) terminal 106. Notably, devices
102-106 provide a sender with the necessary means to provide (e.g., purchase

or forward) an electronic prepaid card to a recipient party. As used herein, the

25  term “sender” refers to a user who purchases a prepaid card (e.g., an electronic
gift card) for the benefit of a “recipient” via a merchant website, store cashier,

and the like. Likewise, as used herein, the term “recipient” refers to a user that
receives the electronic prepaid card in the form of a softcard (or a short
message service (SMS) message containing an authorization code that may

30 subsequently be used to obtain a physical prepaid card in an alternate
embodiment). It should also be noted that the sender and recipient may be the

same entity in certain scenarios.



As used herein, the term"nerchant” may include a seller, a retailer, or
any other like entity that sells goods or services. By using the interface
pr esent edwbyotonasever chant web site, the sender may purclrasasanombasss roni c
prepaid card by providing various types of information. For exanple, one
type of informati ' i pi '

n may co rls reci pient infornmatjon. Recipient
i nf or mati on may i (riBIOGG HFCRYRL YSESChMuMYe rﬁi‘g ngh YJRIHE® Runber
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pur chase t rarpmdtaned ai@weabameafbham/rawl sered dndgcessia mﬁrn alaitSP@ED‘@lé@ m nal
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100 may akso dtpef lm@eerﬁntyrmaméné 9568y F séQfbesa Byalisifg Malinterfddeopresenat i ons
server 110, and an over-the-air (OTA) provisioning server 112. In one

enbodi n”en'é bR arerchanisseb st the geadainay puEchaasiaaRIcelErnie pranaid card
t .
TeT ecommuni e/ ReRTIdvR rdR SR maliGh FhFbraibie, BhEbRETRASHECT & |

a tel ecommunirpay icontpriser necipiemtr inforawtione . Becipientinferrmation nuaneinskide the

provider) that 1s capabl e of provi d| ng I nformation rel ated t i ven
nobi | e devi caipeiPbiheygsipieHy obife,pheie Rmeer agsqciated wt r@%’ﬁie&it’n

phone nu er SN EvENS. AeRENIS m@glﬁgg I(rﬁgy,:“ﬁ%lpggsmﬂhéé ‘?f&‘f fl’Lé F‘e%‘r‘ﬂleﬂhome

nunber . pr ovi si oni’ng server e a server t
responsi bl e f:moﬂn@cembbdgn@ﬁd avaepdit card purepasel transaction dessmtbedrabm@m

various nerchant serv 108 I, |
el ectroni ¢ priegupPa cen HCt?%f‘{??rP%’t‘ %%Wﬁ?ﬁﬁpé?ﬁ@vi% ?ks@ggﬂer it %'u:?ggl ces
114, 116, as %f@él?éd?(%ﬁt R@cﬂ]wne REE) Fo'&ﬁt thé%ér‘éﬁénﬁé‘t@ré WitATorRlithent fircei ved

fromthe mer chant servers one” enbodi nent, the functions provided by OTA
provi si oni ng assistancel @Pa caghiee perforned by a plurality of servers (e.g., a

Pt S TCOE T S e 2 A e e S
[T RO ks oA TCa-slo Ry e
sof t card dat groviSicstimgnseddermiy2.al ko onaceémbedimeniamderncbant sereln i Mamayns
(NFO comprise a backend server that is associated with a particular merchant,
retailer, or Internet-based store. Telecommunications operator server 110 may
20 include a server associated with a telecommunications service provider (e.g., a
wireless phone service provider) that is capable of providing information related
to a given mobile device and/or phone number. For example, server 110 may
contain phone numbers and the type of mobile device associated with each
phone number. OTA provisioning server 112 may include a server that is
25  responsible for receiving and validating prepaid card information from various
merchant servers (e.g., merchant server 108) as well as issuing electronic
prepaid card information to mobile devices (e.g., mobile devices 114, 116, as
explained below) per the instructions and information received from the
merchant servers. In one embodiment, the functions provided by OTA
30 provisioning server 112 may be performed by a plurality of servers (e.g., a
control server, which provides OTA administrative services for the secure

element on a mobile device, and an issuer server, which provides a secure



enabl ed nobi |l e device 114, a non- NFC enabl ed nobil e device 116, a wireless
devi ce reader 118, and a POCS system 120. In one enbodi nent, w rel ess device
reader 1M8omey/hes700- | ocat ed and/ or incorporated withi npPEEHSsIyO83554 20
(e.g., at the sane retail store). In one enbodiment, PCS system 120 nay

ncl ud h ter/ ter. op h
devi oo 114" miged ﬁﬁ\ﬁﬂgﬁ@%%hf&[ ISRRE SER o6 fhadnan A eite e oBol ! |
circui try/ sofdingeGer WthaintSA sé%ﬁﬁfaﬁ@c@hﬁ&'&%ﬂﬂha@mw cate with
dermane

Wi rel ess device rea arly, NFC enabl ed nobile device 114 may
i ncl ude uni ver sal Wﬂrﬂwrmawmsmflndadem nmm@d(mwnw@tms riNEgs)at ed

conmuni cat o AMAHIRGEORIT? BEUES Tl POeNUEG ST DI HBRYS 8YIo8 13RS Rlcelstol o
mobi | e deag%éﬁ&%mﬂw%@a%é%ﬁ&emw ‘lr'i‘%tned@l%oaﬁﬁemn%r‘é‘l&s

enbedded C or CC NFC support circuitry/software or any other neans
to wirel essl yeviremeaideat é8\mna§hbemtlacatbéwdé@rrldcmreamied within PR Saxstem
enbodi nment , re ess device re

i rel ess RF & 530 ERed PIoE - dEPHe el ROS SeephipEy”
r eadi ng wi r el; ﬁélﬁdé'éaééshcég%%er/ paRABLerhiERY £cdgbees, or any ot her

contactl ess paynent type device. In one enbodinent, wrel ess device reader
118 may wirel essl WE@namabledtreohﬂa Idekxlée thabhayl indble @ awmbileephane with an

electro netic, fi ecifi I |nvolv

magnet i c .a%‘j@?&ﬁ%ﬁ“ﬁﬁo Wg %ﬁm(/ ﬂ?ﬁg‘m\ ?@ éc‘iﬁ%ia‘? W'rekeasr?lyeach
other's near cfdn%annE: ﬁ/hh%ﬁeﬁ’éééd/&)méffe%gﬂm Fimil&0y, NFEC aRabrRURGbilg-or
exanpl e, an NFC enabl ed nobile device 114 nay communicate with wirel ess

devi ce readerdeMid® 114mapindludiieniversaksubstiipey idgntifisatioreaedtles USIMIVMRIM o t he

oni 15 | oop dReERRES, freiyen DTN LS URRAT bR e o Wi ey

fiel d/el ect ramaighicaid ivthdne TRl aLe pamidrn the field are received and
detected by the nobile device's antenna, thereby communicating information.

I n order 160 comrurincfmnbas’a mﬂdﬂEG@ﬂ?@ﬂedmbH%déwcﬁﬁésdﬁﬁY Helydasa celttaer may
(o sone. ot natrel iy ik ot PR s iR T Set B USVIYREC BB aRds . °1y
oscillating tcﬂl*%:untry/software or any other means to wirelessly communicate with
contactless card reader 118. In one embodiment, wireless device reader 118
may include any reader (e.g., a wireless RFID reader or a contactless card

20 reader) that is capable of reading wireless smart cards, NFC enabled mobile
devices, or any other contactless payment type device. In one embodiment,
wireless device reader 118 may wirelessly communicate with NFC-enabled
mobile device 114 via an electromagnetic field.

Specifically, NFC involves communication via magnetic field induction,

25 where two loop antennas are located within each other's near field, which
effectively forms an air-core transformer. For example, an NFC enabled
mobile device 114 may communicate with wireless device reader 118 via the
inductive coupling of the reader’'s antenna to the mobile device's antenna.
Wireless device reader 118 modulates the loading on its loop antenna in order

30 to amplitude-modulate a radio frequency (RF) field/electromagnetic field. The
modulations in the field are received and detected by the mobile device's
antenna, thereby communicating information. In order to communicate, a

transceiver module on the contactless reader may transmit a command signal
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el ectromagnetic field on and off very quickly, the contactless reader (via
the transceiver nodule) is able to send a conmand as a string of data to
mobi | e dewbdeeiolokds70Si mi | arly, by draw ng power from thepelrasteonssset i c
field or using its own power source, nobile device 114 is able to send a

response to contactless reader 118 by creatin shor t CI cuit on. own
antenna. The @ His mopile dgvicepia Hu%%@%omegépc ?%@0(05 ROMELPELARGIY f‘&if@e nna,

uhi ch 1S progRbleredehic! ahiaidlsC GRBHAY CAl FBR BRampIbIKy gl lthe An

exanple of a'nearfiel’d wreless communi cations sta commnly used by
NFC enabl ed midwttcenametivefieldh and effessy suinkly, dee doniastiesOraattIviagbe

nment i oned above, there a sev a I n which a se

elhect r oni cgl I@”ﬁP%W?H@OQr”%)éﬁﬁ j)e {f)a??ﬁ/(fa @H@“’f‘%‘é@ﬁ@eﬁ{}'“gﬂfﬁ%‘%%’&&. nent ,
t he prepa pﬁj@,h R0

i te | ForD ex Sufee P, g B ey SO o
website (e.g.its owhngower sonade, aoaipile eiev[be411)4 |a atde dp| seicbekyespengeder to

select a prepaid card t t d b
pl aged onht h&OBEﬁcﬂ'eS%ﬁ@g&Wes ﬁ%’(\! %{ﬁag%ﬁeschﬂf%if%‘e{]PBd{mg‘&BﬂO'\F%Wg%]oﬁ hfao ©
card to the rg a@%@ﬁ RAso I
provide reci piﬂgﬁ?"?u; ?dr)r%tfcegnéth t ??\%gﬂégg%ﬁdemtﬁa&ngégngmélﬁntenge‘%w a0
recipient (e dgztectedcasr&mrpn'emucam;n fham nhebitecttrides Hid.cAasxamplesbanesr- a

second party) el ectroni.c pre ard and a a

devi ce nﬁh‘o ‘{_ % CoprRy @Eﬂ’g‘g}spﬁﬁpd%l@d:%@n% nyf?cgéyt gﬁé %ﬁgg'eﬁessage
along with t hﬁol§|ee¢9é\h@é§ ane"v\ﬁ@éé& SABH dafORNBO 91443 ., " Happy

Birthday"). After providing the above "transaction"” and ' reC| pi ent”

i nformati on, the dsntantiongdmhevedéharaarasryesalrwaysiywhigh asehgendtayon

, b i.
(0.9 Y, Uil Bl ARk eck Grlid=ifhch @1nd kiR t JEORL ABodiniSHAen S
the el ectronigtepaignsird ray 8e puiclasedbpacienier thx@bbh(}i mighehaattsweeb site.

transact ion, recipient, and paynent information, (i.e. ol |l ectivel he
" pur chasd9d at@f)eﬁ%nRJ?othed%%ﬂCiQS/ PAIrGhASERARAY g e al’ﬁnghPHUaes‘a‘iqrt"é?%%{ee

= merchant | pdbit: SIS hpfhe! ShBR AP EARE g FEAHRI edbanmdpsRl | 2
nmay approach dane tRsie.gr aajift t:bﬁd)mhedramnt&tfdmadsatmmacedtdmetheloacd rand c
prepaid card thgpt?mé ar?d date gof elegt%r% déhr\]/gry ”?‘%Re carg qo the recipient (i.e.,
transaction information). The sender may also provide recipient information
20 thatincludes the name of the intended recipient (e.g., the recipient may be the
sender/purchaser himself or a second party) of the electronic prepaid card and
an associated mobile device number. Likewise, the sender may also be
permitted to send a message along with the electronic prepaid card information
(e.g., “Happy Birthday”). After providing the above “transaction” and “recipient”
25 information, the sender may provide the necessary “payment” information (e.g.,
by swiping a plastic credit card at a kiosk, entering a checking account or credit
card number via a web site interface, etc.) to pay for the electronic prepaid
card. In one embodiment, all of the above transaction, recipient, and payment
information (i.e., collectively the “purchase data”) is provided to a merchant
30 server 108.
In an alternate embodiment, the sender may instead purchase the
electronic prepaid card at a merchant point of sale (e.g., POS terminal 106).

For example, the sender may approach the cashier at the merchant store and
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time and date of delivery (i.e., transaction data). The sender may then
provide paynment, such as cash or credit card/checking account information
(i.e., payomontoided7a), for the el ectronic prepaid card. ﬁbensemlmssssan al so

provide the information associated with the reci pi ent (i.e., recipient
data), such as the reC| EFQent S ngime, the recip b|Ie de I ce, phone
nunber, and §e shmelec 5'%@9@ eprd typey (3,9 I§9' ”ﬂjeggmyﬁ adifer |

The cashi er ah@as EFya('i‘ a?ﬁah@ﬁct‘?d}ﬁdé’t"a S'Fﬁ@séndl&%é Pihendrbbide
c ase 5 f

sender. After %e pur g., transaction infor rratlon t he paynent
i nf or mati on, paycthentcipclrrdas saslmfatrr mmtdltot:e)rdr’@eehmr aacauntanfaimatiaph(i.e.,

T TR M AT AT R R R R

configureg tQhé’ﬁ{fBﬁﬁQ‘h&t 885d@atediwitPRleAERSNt (ié‘ pwpieRbastaesiich athehant
server 108 sends a confirmation SMS nessage an d/or emai| message to the

sender. |n onecipientginasmg, the recipientie mabileslavice phanarymber, @pdia Peigaradss i s

provided at the ti t he, r

Pont 1 1t - on TesaspIeldy RSNy R Bt Tiie QUHHAA problEs the
detai |l s rel attephshetibianegppséarmai recoibefnthe sehder. OAftélullhetpmehasreadatac(ngo, I n
one enbodi nent, nerchant server 108 nmmy process the receiyved & rcha e data

from the send@nsar:twn termation, #ﬁmmnts@fpveaﬂqmenﬁﬁ?me@ﬁémf ISonal
ST LA O, T A A EOSER O B o

i mage, re d ca dity
|nforrrat|on |3@n[&$m§}e@m@errmeioa ng the purchase data Li kewi se mer chant

server 108 may generate personalization information umg’% the urch se data
S@IVEEr

obt ai ned from t he YrRQmideceivingofite dsehAsee data nEerehant t he
above- ment i Or?:foﬂftgate% {P Q&np%oé@r%'s%ijdgﬁéﬁg%rﬁerln% éhﬂ)o@llrﬁéﬁtj%rcﬂﬁﬁﬁage

For exanple, the’re Lest nmessage nay ed as a message requesti ng
that OTA pr ogepver 08)sesds/ @ cohfitnatauSMBmessage andtormrm]bmessageitc( theg. |

either a softcard or an SMS aut hori zatlo code e rec nobi | e
phone nuitBer senger-dbuonegatkodipent, they 'T‘F& é‘ %[Oér?@?%]&‘@rﬁ%if

electronm e grq%peftagg%?teﬁcé fiftkne Q%trehevdréb&a'caw RYUVSHash2 THRBY ORI gur ed

message may contaln a purchase receipt as well as other details related to the
electronic prepaid card or purchase transaction. In one embodiment, merchant
server 108 may process the received purchase data from the sender. For

20 example, merchant server 108 may generate additional prepaid card
information such as the prepaid card number, the prepaid card image, a
prepaid card authorization code, and the prepaid card validity information in
response to receiving the purchase data. Likewise, merchant server 108 may
generate personalization information using the purchase data obtained from

25 the sender.

In one embodiment, merchant server 108 sends the above-mentioned
data to OTA provisioning server 112 via a request message. For example, the
request message may be embodied as a message requesting that OTA
provisioning server 112 issue an electronic prepaid card (e.g., either a softcard

30 oran SMS authorization code) to the recipient mobile phone number provided.
Upon receiving the purchase data and generated electronic prepaid card data,
OTA provisioning server 112 may be configured to determine if the recipient

mobile device is NFC enabled (e.g., mobile device 114) or not (e.g., mobile
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nobi | e device is NFC enabled (e.g., nobile device 114) or not (e.g.,

nobi | edevi ce 116). In one enbodi nent, OTA provisioning server 112 provides

t el ecommmopeatimngooper ati ons server 110 with the nobi | ecaasb@e/ossssber of a
receiving party. Tel ecomruni cations operations server 110 mayt hen access a

dat abase to obtain information relatin the type of celluylar phope
(ebg. . NFC efigNiced188)- otlRe?n® @@)qu@pngs6§'§s8@v 'Eﬂ'nﬂﬁ' %W?hgﬁrfa&vtﬁ@&
nobi | e devic?

t el ecommruni ca?llgg%%é%neléga{ﬁh gn@%é?%éél}ygr W&Vgﬁg@@{'@gﬂﬁgﬁﬂ% " g\‘/k?ecreo fta ype

pla]Ea to OTA pégarii/mgqﬁrlgg Twhommmmﬂlﬁzatiém epemtions semgr 1tkemapihdreactessae t ype
I nformati on and prepaid card_infqgrmtion, A provisioning server S
configured t SaiRasgde Qm%'”ri'ﬂf@ﬁ?ﬂ?ﬁo'éé@at'%%tﬁ['@ﬁg?e 8% g%&lq:r REACH

nessage. ghe ' | e%sr ' i j ideat : nds if
t he phonegnurﬁﬁgpiﬁ)oﬁt@%h@%gt gfaéggi ggﬁztlé? ylﬁg%ﬁ r{jig\lhigsgﬁgg&?gs d%iq{tﬁer an
NFC enabl ed mhoniserotponieddfiGgdhialdesiteihfonmation, telesofrumuricatiarisapecations

provi si oni ng serve 2 is configured tpo deliver th epai.d card as_ a
softcard. Al tS@W?dt{@)lWarqs ﬁ%"‘%ﬁé%@'ex pe¢ t%mt‘.‘? ord 980‘6$'8B'390896‘é1‘?’d i s
to be deliverg@ is associated with a non-NFC enabl ed phone, then OTA

provi sioning server 112 is configured to deliver the prepaid card as a code

vi a a][l SMVs nessagg%ﬂéﬂortea:blv%g thenoohilEGIevied type friformeatian aod wepaidgoardd t o
transfer pr.epai d sof rd to.a.wirele ' ) hkn th I

erbodi oD wAGETEHR T QI8 RecBIHIEY PGB Ids o i Eed aielle! BFSTEBR =1
provi si oni g 6 R et 8MIRaRl GP N SMSMRdRHRa0ThE Inhiteemahrsh Hebi |

device 114 using the nobile phone nunber provided by merchant server 108.
I n response, aldraniatprepaidotdrids gent depends ibihe phane Huingwas eowhich the

o oa b BP0 % YELASheEl Bkl 6PF, Siaasbishe eyl L ot
112. NFC enaltdpfbleiPphbse. dFhE forfied, thenTA prévisiahingt servérent2 isanfigbrsd repl y
to OTA provisioning sever 112 with an acknow edgenent _nessage. |In one
enbodi neib, doweliverttheinrepaidgepd e srsafieardhyAlteroptively off $15% RRRNRENUPRET Bat i on
s aer IHPALRE el 0 S el cR0 R ARSI horelet it
and the |ike.phDme, Wedn SITACpicvilioniay sahas 112 is edhfigureeidtotdeligsstheeprepdid o- end
card as a code via an SMS message. Notably, a non-NFC enabled phone is
not configured to transfer a prepaid softcard to a wireless device reader.

20 In the exemplary embodiment where the receiving mobile device is NFC
enabled, OTA provisioning server 112 sends a control SMS message to NFC
enabled mobile device 114 using fhe mobile phone number provided by
merchant server 108. In response, NFC enabled mobile device 114 may read
the SMS control content, which triggers a wallet client application (not shown)

25 to initiate a downloading process to receive an electronic prepaid card from
OTA server 112. NFC enabled mobile device 114 (e.g., via wallet client) may
then reply to OTA provisioning sever 112 with an acknowledgement message.

In one embodiment, a wallet client application may include a software
application that manages multiple softcards stored on a mobile device, such as

30 credit cards, debit cards, prepaid cards, electronic coupons, electronic tickets
and the like. The wallet client may also be configured to ensure end-to-end
protection of softcard data and payment applications with its interface for OTA

provisioning as well as its management of the mobile device’s secure element
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protection of softcard data and paynent applications with its interface for
OTA provisioning as well as its managenent of the nobile device's secure

el enent ( nwb 28fvamg70 The secure el enent may i ncl ude any typarsedoohsssdsar e
and/ or software structure that utilizes encryption or any other means for

securing sensitive data_wthin a nobile deyice, In respopnse to the
acknow edgendhe! $hawnk e TheypRoHIS, Gledestimay Eﬁlﬁﬁ' aﬂéyq%9pégr[dg\@r? APsecur e

connection usj lfagg 7 ; / heVen&R Tdddtripigot ocol
wi th NFC ena%logg' arrr%%iﬁ e g&*‘ gte uﬁ%@aﬁﬁcﬁp g%/'ﬁ)?ersaxgrpgfoai d ge?%s?r?aléid;egt |bon
data (e.g., semsitze data Withirka el devaek 2 data) al ong with brandi ng or

etvor k Suppor t o IR ESsPdTis th i Aok oheddBT et feade: OTAUBEsopiy Yaler,
data is sgor eﬁﬂﬂgﬁ S%%Hﬁéﬁ a_@e%ﬁﬁi‘éoﬁﬁidéi@ﬁk@ﬁwdﬁc?r{éx’énm}é’,iérﬁh Hitpe /1EP.

After the downl oa rocess Is conpleted, the wallet client displays the
el ectroni ¢ pr/SpS BPIEAT P protedd withdNKGkenahledirsobile geviep t4and praviges

li zati on_dat tained in th . | oadi
rocess | o copPaRmereapRIRAlH el 8- SERIo 85 4\, THeE 2 dhta AlgRge "
I nstructing rmfwmrmajrtggmeéué%m@ﬁﬁ@adtaa@. MsrafERgasagk cousiemer suppoa

purchaser 102 to noti that the deliver repard softcard was

ZUC'CGSS];LUl . tmhmbem_enfptnmhi supsrtashr ands%l’”@?dikt@gei ﬁn NPTE e REIDOSIM AR the
evic , ent i apai
ot o apgPopreted T leBPR b Sffeflior B 4re e eff LaiHEd PUERR hiot | Car

what goods t gidvidecppe at a store, the recipient brings the nerchandise to

the check out station and is pronpted by the cashier to provide a nethod of
paynent. The reci pifgaftthaelpwniead pEcess is Pmm@yéhﬁwl%cwtéﬂﬁplﬁﬁ% epai d

softcard. For e r 8GiqPi Nt Byt e ' | 140 th
cont act | ess ceﬁé%édg';édﬁ% gﬁg Cacommdr?l?(?:awiﬁgﬁ ggpg@ﬁa’%ﬁ%ﬁg% g‘aeta
associ at ed wigdrsohaiizatiopaath swithineddn tre $dmne efamsiityr Oade the dowsloadinglevi ce
reader 118. Nanely, the transf% of .this infor jon facilitates a secure

paynent {lPandiEEPTISHEPTIRIBIA. & HY PEPEIPPHAISETYRIUEE By they RERE @ Magsage
e hone RO BRE R S50 08l 48,0 SRS ERHLE ) 68 ginseve

addi tional payurenasdra02tbeotifyt thtbihei dedives/ aftiee prepaid softcard was successful.

Once the prepaid softcard is stored in NFC enabled mobile device 114,

the recipient may decide to use the electronic prepaid softcard at an

20 appropriate retail store or the like. For instance, after deciding what goods to

purchase at a store, the recipient brings the merchandise to the check out

station and is prompted by the cashier to provide a method of payment. The

recipient may then use mobile device 114 to select the prepaid softcard. For

example, the recipient may interface mobile device 114 with contactless card

25 reader 118 via NFC communication. Personalization data associated with the

prepaid softcard is then transferred to wireless device reader 118. Namely, the

transfer of this information facilitates a secure payment transaction by providing

electronic funds for payment. The transaction then proceeds as normal if the

funds were sufficient to cover the purchased goods, otherwise the customer is

30 prompted to provide additional payment for the outstanding balance.
In the second embodiment mentioned above, the electronic prepaid card
is provided to a non-NFC enabled phone via SMS messages. For example,

mobile device 116 may receive an SMS message from OTA provisioning server
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In the second enbodi nent nentioned above, the electronic prepaid card is
provided to a non- NFC enabl ed phone via SM5S nessages. For exanple, nobile
devi ce 1h6ommw/oiecrei ve an SMS nmessage from OTA provi si orcmgsaemesssid 2

i nstead of receiving an SM5 control nessage. The recei ved SM5 nessage nay

i ncl ud id d thori zati de. Thi t horizati . '
n5061 at od’ Wi DSA I eegMry s, SHES RO TS0 T doTRVe SN Povi ded
to a cashier n%‘éﬁé}jégr@i @&?tiﬁ&h&@%e&%{oﬁﬁ @é:h%th@#i%onﬂéaqeerl. TRISS NS dton

prepaid card au ation co e recipient of nobile device 116 may
deci de t o useotibds assotintau withBepravibushr egistermdranaunt eftfunds @ndtrhay lbeke.

ror chandh se. SHOVAEd $hecisbi A o0is sVSiam 1o PouB IBHRTBY. by " he cosni er 10

provide agmet hod BB FESHiR caRd ATNoR2ABNPESE, ARt BBiRSRNGH d
card aut hgri zatiogiff:ég e and 1 E\%’egh%é nunber of nobile device 116 to the
cashi er. The molsile devioayl 6hmayaiecide thasadhé @éctmmnioprepsid cartiat agetaione

mber in the PCS . 20. | nbodi.nent P { 0 val.i dat
The aut hor | 2 ST AU FEOTGHEEP IR Al et o e P U ED . Mo e or e
that the cor r&é&eﬁt@%@!n@érbrﬂéﬁdiség%é BRedN SREoUnatendmalytfe pronfisteti gt i on

code has not 'been previously used. Merchant server 108 may return
i nformat i on tthatcashigr tapeevides ragtbodtofsraymands Thegeeipigrddnay then previseepai d

card if e aut horization de. | li,d. ' 0] 3 er 108
oy send'ln e Peada e aiEalal Pobe:ard it Nifrth e fRRfE oo
successful dejfeueritie ehshibe Prepasklecmag théwehtee thisguthdexatioh dalegand thebi | e
device 102) of the original purchaser/sender. The cashier_nmay then confirm

t he anount ofpHanedmberinithe P pysiembaf.| b enaembodimentdRPS vtemdd, t he

cashier will encode .the dollat. t. or ' iR} ' rd ard,
which is then ﬁ??%&b@@.uwg%ﬁlgﬁggﬁgrﬁn(ag&hootr%ermﬁﬁ ;Baéﬂt\&'é nagglﬁa%rftcs i‘{ér’fj@gc card
may then use thhensared that the Scarrsath iehi receiads etheapeoparbadidserr, tHehe

cashier may use a portion of the validated dollar amount for the purchase

of the cidbt ormitherizationeads kas antbesrt oErvViewry ssed: Mrichanianar 188B1a%t ont o
e Bt TR B fcdBelR i) 47 ke cHRBBRATWICR o O

pur chasi ng t rirepaitéard ibthecasthorization code is valid. At this point, merchant server

108 may send an SMS message and/or email message, which indicates the

successful delivery of the prepaid card, to the user device (e.g., mobile device

20 102) of the original purchaser/sender. The cashier may then confirm the

amount of funds with the user of mobile device 116. Once validated, the

cashier will encode the dollar amount onto a plastic magnetic stripe card, which

is then activated. The recipient of the plastic magnetic stripe card may then

use the card for his purchase. In an alternate embodiment, the cashier may

25  use a portion of the validated dollar amount for the purchase of the customer's

merchandise and encode the outstanding dollar amount onto the plastic

magnetic stripe card.

To better illustrate the communication of the components depicted in

Figure 1, Figure 2 is provided to describe a purchasing transaction process

30 using a flow diagram. Specifically, Figure 2 is a flow chart of an exemplary

method 200 for purchasing an electronic prepaid card according to an

embodiment of the subject matter described herein.
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using a flow diagram Specifically, Figure 2 is a flow chart of an

exenpl ary nmet hod 200 for purchasing an electronic prepaid card according to
an enbodiwenbioafiodbe subj ect matter described herein. | nproiraskon2023ss6 he
sender logs into a nerchant's website I n one enbodi nent t he sending party

usi ng personal conputer or a kiosk conputer statio B&lcce s to the
merchant' s websit &0 Rlgck 202« tQ@4seqdeé loga dato ﬁam@ic técWe f4e BPEvi des

reci pi ent an%nﬂ?d'dﬁ%t qﬁé%s g%ﬁﬁﬁg:pepal car F‘é?Qﬁra eSS chmpungbsi te

interface to ect speC| t he amount of noney to
be pl aced onstdtmrﬂbegmndccessito thednetuhadtls evedsilet i me |n V\:hl ch the prepai d

d shoul d be deli d h d
it oard mecocn biadkoadd she sendft RiakBs slerios Aoy Her raapEt LS o
card. In Q Op‘égﬁ%‘?n dta'fzf ﬁF‘BH‘@% eaf 'tﬁef%eﬁaer w&Vﬂh@qﬁe@e@nerece%el ved

by a nerc erver n one e ter finalizing the sel ections
and confirm sglddia snpecmpltmﬁ omdpamwwdtthda:murttlwérrmedé@ belpanadmn el 1y

108 In bl ockrepd GaiR. ABARRRteCRvL i i B Prov T AL be; - o

enmbodi nent , 'H%'ilG ttostﬁé Y@élg)l%% $R8danasr R aflgo gitRide @@fé‘dltr dard ia@bonms sage
to the sender e confirmation nmessage may i nclude a purchase recelpt or

some ot her deltmnb@cbnthedikﬁm pey fercihereleetsoniarengidkaghk transacti on.

bl ock 21 t he nerch er CesSs d r rd
dat e I n1Bne embodh AL e ot sHicd e picttns 45} oeRg BhEseERRel o 5

pur Chase dat g f{BhaMes&986ein bRetembblitndritaafec finglizinitive stleetionsiamident
data, and the paynent data). For exanple, nerchant server 108 uti izes t he

pur chase dat a:om@rrgmethatrecmm"érandawmmdatg ihei spsler glagironisadly sugm

card | mage Aeehart (o aUpaTe shlpRLEBThorrRbEn 1 RAEhaR S CROF, ?af’éepa' ’

validity infornatijgmlodk208 0kl rAérshamn seierpends 3 @umfrnmasnenwaessaegeeu hes a
provisioning request nessage. In one enbodi nent, provi sj oni ng? server

112 receilbes Cmaw@mb@génwtom&féh%fﬂiaﬁﬂwgfe'l%ﬁe&@%aﬂogM§sQIeerﬂﬁ'| gpRimalian

prepai 3 €ar d 0. 8 of o UndoP odHTFAGHSH Fibotbll Ay RRAL § pRGhdse phone

receipt or some other detailed information regarding the purchase transaction.
"~ Inblock 210, the merchant server processes data and generates prepaid
card data. In one embodiment, merchant server 108 processes the received
20 purchase data from the sender (e.g., the transaction data, the recipient data,
and the payment data). For example, merchant server 108 utilizes the
purchase data to generate other data that is unique to the prepaid card, such
as a prepaid card number, a prepaid card authorization code, a prepaid card
image, prepaid card personalization information, and prepaid card validity

25  information.
In block 212, an OTA provisioning server receives a provisioning request
message. In one embodiment, OTA provisioning server 112 receives a
message from merchant server 108 to issue an electronic prepaid card to a
recipient that is associated with a specific mobile phone number (i.e., the
30 mobile phone number provided by the sender in block 204). The request
message may also include other information, such as the personal message

and the prepaid card amount similarly provided in block 204. Likewise, the
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nobi | e phone nunber provided by the sender in block 204). The request
nmessage may al so include other information, such as the personal nessage

and t he pwepaiohig@nd anmount sinilarly provided in bl ock pR@Ais2d0oksssses e,
t her equest nessage may al so i nclude the informati on generated by merchant

server 108 in block 210. In block 214, the QIA pr.ovisioning  server, requests
the reci pi enf®QUSRIINEESAAR, MaY %|P°HB&:‘HQ@ttn?)}%f”‘gﬁo%rggngﬁ%%gi%me,m@‘ﬁ

provi si oni ng el a query to a tel ecomruni cations operations
server 110 rescé]ﬁyee\slfte'ior?é;‘ﬂi&?g‘g% of handset associated with the recipient's

nmobi | e devi ce numnihebiock21d| thekOTAGrovsioaingrserveatrégueststhesdeipiant's onakhlet her
the recipient's handset is an NFC enabl %tg? nobi | Zﬁd@” ce Or.a non- NFg

enabl ed nobi IdeVigs\eicBandsetdrpe.n 1B ang smbegineht, P5oVisOINGLPRYEl A2 ¢ he
recipientgs | ' ' ' HOth
conti nuesstoq%r'gg% %W@a@ﬁ@%@?ﬁhﬁﬁg?ﬁ%ﬁdé g%%%‘gigﬁflsﬁh%gﬁg gq Elagg?(t Zzemhere
OTA provi si otypegoskandset bs2osiatetbwith tiae teuipients mobile slbvioesdiwnger.t o SMS
gateway 113. In response _(i..e., ,block . 224), S fe 113, sends. an, SVMS
message enbedded Wit O?ng(‘ﬁu?h%?tﬁﬁ’aﬂagﬂnd %agg%gij%ér@ﬁiﬁ?éﬁcﬂﬂqlse
handset 116. g?ﬁdgép%aﬂlﬁFCaeﬁé’ﬂEB%oﬁﬁ@r&evfﬂéséﬁ%enbﬁ-l\m%rr@bﬁéb mdbilene
enbodi nment , provi sioning server 112 generates a control (binary) short
message ser videvideSVBD TAgseuisoning server 112 astartains that ém recipipd’ sdevicets

bil e deyi [ |1 .cli i Lon. .. bl 2 h
Cont rol o emBEts gabblsds BibTe sfeican Beh heloy 200 SBnundemod ek 218°
gateway 113 1@y heeel %%Eﬁcfb‘?@@@éﬁtmue(s%%dk)zﬂ\ﬁﬁénemﬁﬁiﬁ&/iﬁﬁﬁin‘g@ﬁvéﬁ?e

nmessage to reciplent no device 114. To better illustrate the issuance
of an el ect r drfi2csendsEri autharidation code\FEseagd teMbpatewaycMidcdn respanse 3 is

El ectroni o pribpaPlodkatashs grirvac T Serbo A e Bt eubrausd e
R Lnont etk hapkBnodip iyt sandsel e ccel 1] 0 4
control $5B nessada bjock21ByE apatrehstyorl d@ssage iSEEneratbt ebh onsbembodisvente 114.
'n block 304’0%&%%5%&?%8 ls%?’vgraqqiegte errg‘?eessgecsonth%? (g%%tryy)()lshosrvs message
service (SMS) message to instruct the recipient's NFC enabled mobile device
to activate a wallet client application.
In block 220, the control short message is sent to an SMS gateway. In
20 one embodiment, SMS gateway 113 may receive the control (binary) short
message and send the message to recipient mobile device 114.

To better illustrate the issuance of an electronic prepaid card in an NFC
enabled mobile device, Figure 3 is provided to depict a flow chart of an
exemplary method 300 for issuing an electronic prepaid card according to an

25 embodiment of the subject matter described herein.

In block 302, a control short message is received by an NFC enabled
handset. In one embodiment, OTA provisioning server 112 sends a control
SMS message (via SMS gateway 113) to NFC enabled mobile device 114.

In block 304, the NFC enabled handset processes the control SMS

30 message. In one embodiment, a wallet client of mobile device 114 is instructed
by the control short (binary) message to initiate a download process. Mobile
device 114 may also send a message acknowledging receipt of the control
short message to OTA provisioning server 112.
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nmessage. In one enbodinent, a wallet client of nobile device 114 is

I nstructed by the control short (binary) nessage to initiate a downl oad
process. wohniomigevi ce 114 may al so send a nessage ackneoiraggeimogsssscei pt of
the control short nmessage to OTA provisioning server 112.1n block 306, the
OTA provisioning server receives an acknow edgenent nessage from the NFC

enabl ed handset. IMmblosk 398pHhe GEAPORIANINESENET FRESIESA} J&MoMedgeneil es a
nmessage ackn I.n eqpipt ol | et
i ont i n mogS e o P e d iR 0 e AAmbbAmMEs Par
creates a seguowsiohingsemént NE@oehas @hdsaagds acknowledgingdhbadceiphof theTA

provi sioning server 112 established a secured |ine .of nmuni cati ons with
the wall et. cWP@HPl@ﬁ@S%@%UPEWﬂﬁﬂ%@@ﬂd$eﬁbﬁﬂﬁeb@%a?W89f% : I'n block 310, the

OTA et ¢ . wie
provisi on ”gogﬁ%ﬁk, @%’,ﬁhgeém r69i§f?:»'n‘in7§q:§ér%r gfdAedUededuRed fifiE Withd

link. I'n one enb rovi si oni ng rver 112 upl oads
per sonal i zat INFC dsaiabldd hahdsestec in @nel embotimentm@iA groldsioainglservevdr2t he

est abl i shed ed link. In bl 312, the NFC.enabl d '
The-pr epal d_ @aiapiaded ansouEai 1o steaTEBIBBaNRBHE he HBSLI R Sud PETITe 1

nobi | e devi C‘?né%é‘)ﬁ{jbﬁﬁ’iloﬁwé delReefct ronic prepaid card, which is a

graphi cal representation associated with the stored personalization data,
as a softcard. |n lhbok 3AD4thae OF Aprepisichirgpéerver provilespedsenalizativn dates s

devi d t k ch . nbodi , , '
dovi | 58" lover the reeciid ihkas i ARG SPBRURIT tmOlon PAOYFOEG sSel M2 at o
retai st L1 i .

ore phchdd n%éﬂsé@@i{bﬁ%oﬂ%?&i@ﬂ%%éc@% didrfeABK SnibilkWSas P14 5G&r

exanpl e, the Uuser y pr epai tcard fromthe wallet client
graphi cal usdheiestablithed s€Cfied lankd i nt erface NFC enabl ed nobil e device 114

ith wrel devi 1 .q., ., bri . [ i
o 5177 TSRS ETS RS vl AR B S5 B
L0, P oA P e RO Lo By |

order to1bacithe edotroniepnepgitbeard; whichas a geaphical represaeiationassociated vith t he

present subject matter, a sender decide tq transfer or forward an
el ectronic prtégéitqegé}eﬁoﬁ‘zg o%gg?%éaérp s6ftcard.

In block 314, the prepaid softcard is used at a wireless device reader to
make a purchase. In one embodiment, the user of mobile device 114 (i.e., the
recipient) may approach a contactless reader 118 at a retail store and utilize

20 the prepaid softcard to make a purchase. For example, the user may select
the prepaid softcard from the wallet client graphical user interface (GUI) and
interface NFC enabled mobile device 114 with wireless device reader 118 (e.g.,
bring the two devices in close proximity). By interfacing mobile device 114 with
wireless device reader 118, personalization data is provided to the wireless

25 device reader 118, which in turn provides the data to a cashier device (e.g., a
POS system) in order to facilitate the payment transaction.

In another embodiment of the present subject matter, a sender may
decide to transfer or forward an electronic prepaid card, which has been
previously purchased and is stored on the sender's NFC enabled mobile

30 device, directly to a recipient’s mobile device. Figure 4 illustrates an exemplary
method 400 for transferring an electronic prepaid softcard from a sender's NFC
enabled mobile device (e.g., mobile device 102) to a recipients’ NFC enabled

mobile device (e.g., mobile device 114).
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previ ously purchased and is stored on the sender's NFC enabl ed nobile
device, directly to a recipient's nobile device. Figure 4 illustrates an
exenpl ar ywoebhwdee00 for transferring an el ectroni c preparassabiosmse from a
sender's NFC enabl ed nobil e device (e.g., nobile device 102) to a

reci pients’' NFC ena Il e dev no, e 114) ) ock
402, a sender sel E‘&?’ %{ﬁﬁ@d??f“f%fﬁ%éﬁag‘?repﬁ@b%ﬁ@ﬁ ﬁl@ﬁ?ﬁ% r}g‘p&;m)bi | e
device. I n ORgBEROGhARR dgbt&% SGIHdSﬁe r@}%bé@nh%m I afidew Sty ofslaenad
prepai d card that Is stored I1n the let client for transfer. In block

404, the sengeeviouslyobéaised Ipeemﬂlépardjﬂmis staret indthe wallsit ﬁll%mithf frangfee

ot epai d Sof t car d_ 1B OBk, Te e an BRIt TRBI STaUR (o8 TP BBl 406,
the sendes il SMBbERNEM, m&géﬁ@maymeqﬁat dmnbpiioratd Riiwatd tieneleetrbaidi nent
NFC enabl ed nmobil e device 102 may queiy the sender to provide the

reci pi ent's ipi¢paideofteard tsmalreqelenh@ epakled rgobiledeviadbi | e phone nunber,

and/ or a personal 0 ile
devi ce sends a tra{ﬁgfoe&%gqhkesg qceﬁ 0‘2%“3#%@&? ﬁ@)@f&e EJ: engﬁﬂ%sﬁ%@})‘:ﬂe
device 102 sejidsembblmisite NFCaHaBledTRBBAYEelice DR Mag\ubrpthegendsvier 112,
The transfer request nessage may include the recipient Infornation obtained

in bl ock 406 paevidelthe egcigientviniormedionosuchasthesestiientsdame imebile phoiger ' s
NFC enabl, gd ta may only include sender's phone
nunber, L‘ﬁ Hﬁ\%& gﬁwoﬁ%eﬁ%e%g?%l gééﬁea/or personal i zation data). In block
410, the OTA provilaiblstkss eiey S&nders NECeshabil mebile tedizeaentls adransfer
enbodi ment, OTA provisioning server 112 establishes comruni cation w.th

mer chant ser veguagig In ane emhodirnent NFfaeraklpd mehilgdevice 142%3enssi adffAngfen

f
the sender” s IBGRE DBPPEEARa0 70 PRy Sefler 112, Phel Haheler Febbst o)
Sinilarly, mehessttle mayrmluddBeragipidrg informatiavoistaineedn block 406tas wsamm at ed
with the intended recipient so as to record the transfer (i

IreC|b IOI eEf14|1 2 refsonalizationdate aggociated withibe sepdar e NE&t @'@P'@d B?‘?Qi'&lc@v&% d).
n t
oc (e éﬂﬁ S ¢ gfi{ r(?l\égsdrﬁﬂ]r{lguoseegé!ﬁ& rgslﬁh&?& at gf,%%r@laﬁwa tHEessage

to delete th e persona i zation rom sender
softcard, and/or personalization data).

In block 410, the OTA provisioning server validates the sender data. In
one embodiment, OTA provisioning server 112 establishes communication with
20 merchant server 108 in order to validate the sender's information with
information stored on merchant server 108 (e.g., verify that the data from the
sender's phone corresponds to the data stored in merchant server 108).
Similarly, merchant server 108 may also be provisioned with data associated
with the intended recipient so as to record the transfer (i.e., the recipient is the

25 new “owner” of the transferred electronic prepaid card).
In block 412, the OTA provisioning server 112 sends a control short
message to delete the softcard (e.g., the personalization data) from sender's
NFC enabled handset. In one embodiment, OTA provisioning server 112 may
conduct the transfer of the prepaid softcard by disassociating the electronic
30 prepaid card from the sender’s mobile device and subsequently associating the
electronic prepaid card to the recipient's mobile device if the information in
block 410 is validated. For example, OTA provisioning server 112 may send a

command to disassociate, or delete, the personalization data from the sender's
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NFC enabl ed handset. In one enbodi nent, OTA provisioning server 112 may
conduct the transfer of the prepaid softcard by disassociating the

el ectroniwopompabefocard fromthe sender's nobil e devi cepemmssubmment |y
associ ating the el ectronic prepaid card to the recipient s nobile device if

the information in block 410 is validated. Fo x&gg QrA provi swai ng
server 112 miNFGenablgddansantciest aprlication. i a”bﬂr PEPVISIOpING Server

D oot | oot iy TP Edher SERARshaNThecoafl ®hE facERht S NP bnabled

appl i cation. rovi stonin hen send anot her
control shor mobksdsdcd tbﬂder temiittethe sssruﬁr(g efrmbeledtrooisi prepdigvsatisardy or der
to initiate the issuing of an_ el ectronic ai d ftcard t\%

enbodi ment, OTRNE ENRAAPAY Qi viRioVisioni e?y%{ng'fgrm@%érarﬁ R‘ﬁ 5N d
softcard En the, g@%%aﬂ)eﬁl th‘?éinlji’é/r Qﬁgd%c}(}n%ﬂ‘loﬁ'mﬁﬁ gute13bl ock 414, a

confirmatrion nessage 'S sen to the sen device” In one

enbodi nent, OTA prip\isdloadil4ga senlfiematidr? nmsageasmmt ito fiee isendes seaflet o
mobi | e device 102 indi cat | ng,.t hat éﬂ& transfer gﬁz a succ&ssftul The
reci pi ent mafeviR- fF@@?)?mLR‘ej'WQtvt Qf%‘f‘?'@ﬂ‘”ﬂrs B’zﬁr SPPASAGOUNTTEION G ¢ he
reci pient no 1 t seyie ood
that vari Ousl?hesf‘sa%% &%ﬁn{)ﬁe&ggg%d%ﬁag?@es@@ btgg tﬁ%\fr‘g{aaqﬁn%y beM?ﬁanged
wi t hout deparducogséfubrﬂmdﬁ@cqn@menay anefreai;bps:ethaﬁamsferrdémwajétsoﬁ@wél n.

Furthernore, the foregoing description js for the illustration
onl'y, andOnotutiigingithe r%‘EIPi%‘%B“g’FIeI GHGSS G ”@Pﬂﬁl%piﬁ‘?pff‘ﬁs claimed is: 1. A
method for el ectrqpyfald Und@rﬁo‘é%ﬁhﬁ&a?:d%&%@ &ahd stiBjedt MRltel Beslsibedle, the

nmet hod conprising: recelving, at a nerchant server, purchase infornmation
related to tﬁerplmrmimbe cbenged wlthoutdﬁpaﬁlpg é’pm thecsope of dresubiaef, Matteim t he

hant t f
pur chase | nf SHARGEIbeH oo b ORI e Tot (RrEAr B LS RAP YT i Hufoes .
devi ce associijfj fét%tdm@%oeﬁétféatr?e pm(pb@deﬂ livitatibg. el ect roni ¢ prepaid card
i nformation; 53 provisioning the electronic prepaid card information on

the mobi lig deV| ce over the comunications |link via over the air (OTA)
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communi cations. 2. The nmethod of claim 1l wherein the electronic prepaid
card information includes personalization data that is used to generate a
sof t car d woepaidegzard i n the nobile device. 3. The net hedrafs2aoassssd
wherein the electronic prepaid card informati on conprises a prepaid card
aut hori zation code. 4. The nethod of céa' wherein establishing a
comuni cations link with a nobil e devi 'e'l\@b) rises: sending a control short
nessage servigfy i§§@-n@asig_age to the nobile device associated with the
address data inclu ed I'n the prepaid card information; and receiving, from
t he nobil e ddvi ce A metdir etettionpadp detiveringh prepaidheardrite guaekile deviege

el ectroni c prepai g C%éhi nformation. 5. The method of claim11 further
conpri sing: storinge 8 GeMPYSING: pr epai d card information on the nobile

devi ce asga prepaid soffb&&ihgahta RRsreRAN deraér, prdiaka informatien relhteaictoof
claim5 further conprising: Storing the personalization data within a

secure el enent i nthépuraisisecofdnelestroniciepaigdtaadd of claim 1 furt her

conprising: sending a nessa r ryerLadi cati Hh
successful delivery of r?ﬁ%"%_ﬁe&?%ﬁﬁgnﬁeg%&l %ﬁ\’%’?%%&gé{ﬁ?(y r?ﬂaelhrrg%ridl e
device. 8. The netihfeanmafios darived filow tHeepurchase irfomgaticrgndi ng a message to
the original purchaser of the prepaid card fromthe ngrchant server

i ndi cating a successf ulesiRlishEIY, Bf CARRUBIGRIPPS iRk prtba?d rﬁ“?ﬁ"@r H&VIEn t o

e DT, 9oV, < o By Rk gks P Mouddt e SREROAR!Bdald car0,

to conduct a paymdfforinatiosarid on. 10. A systemfor electronically

delivering a prepaid Caprrgvitsi%n?ngnt?\gicallgctgoen\{ci: ;gree’pa;[JI ceara Yn%remnétlco%@nr tihseinqgt:)ile
device over the communications link via over the air (OTA)
communications.

15 2. The method of claim 1 wherein the electronic prepaid card information
includes personalization data that is used to generate a softcard prepaid
card in the mobile device.

3. The method of claim 1 wherein the electronic prepaid card information
comprises a prepaid card authorization code.

20 4. The method of claim 1 wherein establishing a communications link with
a mobile device comprises:

sending a control short message service (SMS) message to the
mobile device associated with the address data included in the prepaid
card information; and

25 receiving, from the mobile device, an electronic prepaid card
download request for the electronic prepaid card information.

5. The method of claim 1 further comprising:
storing the electronic prepaid card information on the mobile
device as a prepaid softcard and personalization data.

30 6. The method of claim 5 further comprising:

storing the personalization data within a secure element in the

mobile device.
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a nmerchant server for receiving purchase information related to the
purchase of an electronic prepaid card and generating el ectronic prepaid
card i nf owombiognys7and an over the air (OTA) provisi oni n@gcsarsy@w/ 053366
receiving the electronic prepaid card information fromthe merchant server,
establishing_a comrunications |ink with a nobile device associated with

address dat afi ncl J(H@d“famqqféf %?'Ep&ifﬂr“&%rr??m?ﬁ%?%t i on, and provisioning the
el ectronic prepaid cardggf r{éﬁiﬁ%&ﬁb?&&&?h@n%ﬁ]éiﬁvééﬁep\’lﬁﬂicéf_r_ﬁg the

commruni cations |ink via ove conmuni cations. 11. e system
of clai m 10 wher eisnctéssfel daliveonotther elpaironic grepaidfiofonmation to tlee mnbile
personalization data,that is used to generate a softcard prepaid card in
the nobile devi ce@®¥¥€ The system of claim 10 wherein the el ectronic

prepai d cgrdg nf orp inthdPOREIAFEY fartREEdGhgrigingd aut hori zation code. 13.
The system of claim 10 wherein the OTA provisioning server is further

cogf:gu(rjed to send a ceendilg amessageis rigingl pechasasof Hespepaid eafdhe
nobi | e devi ce il ated wth . | ' '
Toformat on. and dEca; 0 M sBi RBIERHE 2 SudteERul ludmenPofled car ¢

card downl oad requssitrdrié pidiai@irdeimativretopthepaobilecdevicenf or mati on. 14. The
system of claim 10 wherein the OTA provisioning server is further

gomc i gured t®.upl 6%193 mf&%i ekelaighil dupghehe®®PESINE: | nf or nation to the nobile
evice asna prepaid so , i zat i . .
ﬁ\% ep P S tF&%ﬁ‘&pf@ip??ﬁ%hk%d gfflgggtgg\mréléss §iBGiceYehgap of

claim 14 "Wherein the persona alsu to a secure el enent
in the nobile deviigerddio conelusyatpaymeht tlaasactioh. wherei n t he OTA

Cerver i ndi aatng A RESISTLIOEEGUOTAAY GEIPrEe 4 PBRAILCR R BP BpapHos.
s ohm o ver T ERIHER EaNREnGly The Syt om0 v oy (e
pur chaser of the prepaiameacharitrsenverfor m&bﬁmpuﬂm%gérigfofﬁmgﬁgg :rgllg'?%'l to
successf % del vert eogurér?aeseelo gtnrecfgci:t(r:onic prepaid card and generating electronic
prepaid card information; and
an over the air (OTA) provisioning server for receiving the
electronic prepaid card information from the merchant server,
establishing a communications link with a mobile device associated with
20 address data included in the prepaid card information, and provisioning
the electronic prepaid card information to the mobile device over the
communications link via over the air (OTA) communications.
11.  The system of claim 10 wherein the electronic prepaid card information
includes personalization data that is used to generate a softcard prepaid
25 card in the mobile device.
12.  The system of claim 10 wherein the electronic prepaid card information
comprises a prepaid card authorization code.
13.  The system of claim 10 wherein the OTA provisioning server is further
configured to send a control short message service (SMS) message to
30 the mobile device associated with the address data included in the
prepaid card information, and receive, from the mobile device, an
electronic prepaid card download request for the electronic prepaid card

information.
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prepaid information to the nobile device. 18. The systemof claim1l wherein
the nobile device is adapted to transfer the personalization data to a

wi rel ess wevommiveader in order to conduct a paynent traesasheons3si®. The
system of claim 16 wherein the confirmation nessage includes at |east one

of an SMB d il .20, of claj i
Che"con I r matidon. ABSSSHE IR ciRIge G Apereinte Hid BlgsionRy S gh p™ ©'
readabl e medium h%mﬂgu%ofcﬁ@g%ﬁ@ RREBhICS pRh i A GhfoPraasH ab! the

instructions that when execut a processor of a conputer perfornms steps
conprising: recei mohjle device aercprepricseaitoard apd meeenalization fata.on rel at ed

to the purchase of_an el ectropi.c prepaid gard: I Vil r chant
server, el ec?I oni Jrﬁrgﬁ 'H%&P’J“ﬂﬁ‘r‘éﬂﬁ%@mﬁw%%F@@@?#?ﬁ%@%q@&éc ad;@
informatign; estab isdir8@lemERNALAE GRdbiIRGelicenk Wi th a nobile device
associated wth address data included in the electronic prepaid card

i nformation; 1@nd phevsystemiofglainel@mbereinine QoA per\isieBing SERYRITIFAYIIRN on
the mobile device ovet.|hs SHIUNNERLLRN Yo thBkmbtchaY YerldiCindidatinGThe

comuni cati ons.
successful delivery of the electronic prepaid information to the mobile

device.

10 17. The system of claim 16 wherein the merchant server is further adapted
to send a message to the original purchaser of the prepaid card from the
merchant server indicating a successful delivery of the electronic
prepaid information to the mobile device.

18.  The system of claim 1 wherein the mobile device is adapted to transfer

15 the personalization data to a wireless device reader in order to conduct
a payment transaction.

19.  The system of claim 16 wherein the confirmation message includes at
least one of an SMS message and an email message.
20. The system of claim 17 wherein the confirmation message includes a

20 purchase receipt.

21. A computer readable medium having stored thereon comprising
computer executable instructions that when executed by a processor of
a computer performs steps comprising:
receiving, at a merchant server, purchase information related to
25 the purchase of an electronic prepaid card,;
receiving, from the merchant server, electronic prepaid card
information derived from the purchase information;
establishing a communications link with a mobile device
associated with address data included in the electronic prepaid card
30 information; and
provisioning the electronic prepaid card information on the mobile
device over the communications link via over the air (OTA)

communications.
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