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of the Invention 15 This invention pertains generally to routing
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bei ng nade/30p,265. two hal ves. One half connects to custoners. The other

hal f connects to NSPs or "National Service Providers". The Internet is a
network of networks. A PNAP contains an ASinilater that determ nes the

| nt ernet interconnection BW(EKGKOU&%@#’HIIE&N?EW residing within the
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Descrintion of the Back 1A
The present invention is an improvement on the invention of improvement in i'outing
20 described in U.S. Patent 6,009,081, and assigned to the assignee hereof. Additional
background information can be found the aforesaid patent, as well as in the book entitled
"Internet Routing Architectures” by Bassam Halabi, New Riders Publishing, 1997, which is
hereby incorporated herein by reference.
As indicated in U.S. Patent No. 6,009,081, column 6, lines 62-66, a PNAP or "Private
25 Network Access Point” can be thought of as being made up of two halves. One half connects

to customers. The other half connects to NSPs or "National Service Providers”.

The Internet is a network of networks. A PNAP contains an ASimilater that determines
the Internet interconnection matrix. ASimilater servers residing within the PNAP collect and
collate the routing data received from Network Service Providers (NSPs) to build a database

30 of how the Internet is interconnected. The database shows the NSPs connected to the PNAP

are interconnected as well as how they are connected to their customers. The PNAP receives

O
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advant ages of the invention will be brought out in the followng portions
of the spe‘éﬁ*‘?"&’ﬂ’ﬁ-i on, wherein the detailed description is for the purpose
of fully 25 di | r ' : t i el W t
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met hod of the invention for causing traffic .
According to another aspect of the invention, provision is made for the routing of traffic

for customers who are multi-homed to muitipie PNAPs in addition to one or more of the
20 commonly connected NSPs.
A further aspect of the invention provides for routing traffic for customers who are not
massively multi-homed, but are connected to more than one PNAP.
Further objects and advantages of the invention will be brought out in the following
portions of the specification, wherein the detailed description is for the purpose of fully
25 disclosing preferred embodiments of the invention without placing limitations thereon.
BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be more fully understood by reference to the following drawings
which are for illustrative purposes only:
FIG. 1 is a schematic diagram showing two PNAPs with multi-homed customers
30 according to an embodiment of the invention.

FIG. 2 and FIG. 3 are flow charts showing a method of the invention for causing traffic
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Note also in this regard, that the two customers are considered to be "multi-homed" because
20 they are connected to more than one PNAP. In addition, customers 1, 2 each have a second

link that is connected to the Internet 22. This is also considered to be a "multi-homed"

configuration. It will be appreciated, however, that it is not necessary for either customer 1

or customer 2 to be multi-homed to employ all of the inventive attributes described herein.

Also, while PNAP 20 will be referred to herein for simplicity, the discussion is applicable to
25 PNAP 20a as well.

In the configuration shown, the right half of the PNAP 20 is connected to a plurality
of NSPs A, B, C, D, ... N which, in turn, form the Internet 22 to which Internet users, such
as destinations 3, 4 are also connected. Note that the NSPs A-N do not exchange traffic among
themselves through the PNAP 20. Traffic exchanges between NSPs A-N takes place at public

30 or private peering points (not shown).
The customers 1, 2 typically route their traffic through the PNAP 20 from the left half



30 or private peering points (not shown). The customers 1,.2 typically
route their traffic through the PNAP 20 fromthe left half 3 WO 01/13585
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22's interconnection matrix.

L =

4, The ASimilater determines which routes are NSP A's customers and so on for
all customers and for all other NSPs B-N. As a clarification, note that each
NSP is also sending routes of all other NSPs to which it is connected.
25 'The routing table inside the PNAP 20 also maps a plurality of routes from customer 1 to
customer 2 that go through the NSPs A-N.

In accordance with the present invention, if neither customer 1 nor customer 2 is multi-
homed and those customers wish to communicate with each other, traffic will be exchanged
between those customers through the PNAP 20 without ever transiting over the backbones of

30 the NSPs A-N. In the case of sending information from customer 1 to customer 2, the routing
table inside the PNAP 20 would list the direct connection from customer 1 to customer 2
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when a device receives a frame and the time that frame is forwarded out the destination port,

or the delay caused by a shift to a more circuitous path due to an outage.

25 With regard to exchanging information between, for example, customers 1, 2 and
destinations 3, 4, usually there will be more than one route from the customers 1, 2 to the
destinations 3, 4. Therefore, the routers within the PNAP are used to forward packet traffic
through the Internet 22 in an optimized fashion. The routers build routing tables that contain
their distillation of the summed Global Routing Table resulting in the best paths to all the

30 destinations from the PNAP's perspective. They both advertise and receive route information

to and from other routers. The routers keep track of next hop information that enables a data
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Therefore omed configuration with the PR .and anot her .
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and feed from the PNAP, they are left with attempting to push traffic over the PNAP and provider

pipes in a sub-optimal fashion. Again, it may be preferred for a customer to use its pipe to
NSP D for communicating with destinations that are connected to NSP D and to use the PNAP
(and its external connections to NSPs A-N) for all other destinations. The optimized and
25 distilled Global Routing Table would be sent to the PNAP customer. In this example, the
BGP4 attribute known as the "community” would be used to tag NSP C custorner routes as
determined by ASimilater with the PNAP NSP C customer community. Since the customer
has complete control over outhbound traffic, the customer can set the local preference in its
router to tag a particular route of multiple identical routes from multiple sources as the
30 preferred route. The higher the local preference, the more preferred the route. For example,
on the inbound policy applied to the routes received from the PNAP, any routes tagged with
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this exa e BGP4 attribute known as the "comrunit pbe used to
tag NSP gwﬂu@flgﬂgr routes as determ ned by ASim | ater \WWWENAP NSP C
custonmer community. Since the custonmer has conplete control over outbound:

traffic,mk bR A@%ﬁ%tf?&ﬁﬁD%B@dh%%eﬁo@il%&ﬁ&E&es&tbtsﬁan&%)%th&o tag a

partlcular route of nu | e 1dentical routes fromnultiple sources as the
30 pr ef evontsdnpiolagaed) Ftdo AGhOn thBGPdecdl from ¥ Bnthe custhmenenudd eaesf adl red t he

F 1 om & ncl eREr OGN freesfifs 0T hER B it Yy e T oA ol ER s ©, 7

PNAP' s crmimgdol thiat ftige ditéStpipe eONSP Dhis used fordéstibnivas op NSPD g the PNAR 20 50 and
every other . route (not tagtgw?) set tg 150. On. the BGP _feed from NSP D, the

cust oner s GG fer oty tjons thyssavidipg effrctiye apd optimizeg use nf hoth the Hstpmer’s, o

defaul t. t t he
direct pi iggptsd (I)lélHSS‘IgVil’li cfs's%gfjcg:abgl @@?Sglgg%e?%f?ﬁ%oﬁigngﬂ%g $ramz;én'jé‘‘Q’tgl ﬁg8‘Il:s'tl{IAl?'ll?f't 20 5is

used for PHNARSBGR|feed. nat i ons thus providing effective and optl m zed use of

ol ated o sk bt wilng WbrbR R AR AAR R (G Wl Bl T "

t he pref 8ris ack 4 custorher of\VNSP Dhto WhsétP cdifonier . Igis, alsohemnebsal) | thatduatarpacﬁetus not a

B R L e
PNAP 20. jnf3gn R0 withisltheBNAPI 203511 hi6d dbi@mideld pharali@ oPPIBs B iewdinatioR 8V €

determ ned a 1pl urality of paths to destination 3. These different paths to
t he sare Thess diff¢eent pathsde the|sprge destination anedigted inp rontngtable alopg Witk A p@ra@atpanet er

| ndi cat i Ekﬁbégpﬁgsﬂl‘é%ﬁ%%gﬁ ?x%ﬂeféncé &&%ﬁgﬁb ﬁ@;ﬁ%qteto‘? SBCSE dhO HibeereRi patn of the

differen I ng pre erence corrpon%nt of the
rout e sehmoipulating theclosa pnéfeteher G@Epondi qfrtbe omué pelednienmszﬁf theBGP4 he best

pathf r the traf erse to. reach _e i nation e . dat acket
P e isitoh B AR S pichelic befstior (e Framh 35 brafebie b o getiifion 3 uba i,
fol | ows dhth packed &6t BightsidedF the PINARZD Wik the séledied gielof &é NSPE A-NERNbRS
destination 3. Therefore, in accordance with the present invention, two

custorrer@%W@P%W‘BWE@@QWzﬁ}\ﬂlﬂlﬂf@%@sﬁq’f’é‘mmP 20 as the best

pat h, and exchange traffic with each other through the PNAP 20 w t hout
ever going out over the backbones of the NSPs A-N. O, if a PNAP custoner
is di rect Iy thetefomdn accoadapeerwiﬂcﬂlbaresmﬁm{eoﬁqm itwd custateers connedteshioitke al so

connec n thZE t onnectd to send the
traffis 50 X %m? ﬁﬁAggs 78] t§? ﬁgg&%@ sz%gx Stﬁstt , and er('&x g'g%' VS ga%fl Otfler though
the PNAP 20 without ever going out over the backbones of the NSPs A-N. Or, if a PNAP
customer is directly connected to a particular NSP to which a destination is also connected, the

PNAP customer can utilize that NSP connection to send the traffic to the destination based on
the ASimilater information received over the BGP peering with the PNAP.

25 In the case of sending information from customer 1 to customer 2, the routing table
inside the PNAP 20 would list the direct connection from customer 1 to customer 2 through
the left half of the PNAP 20 over the dotted path 25 as the optimum route. This means that
communications between customer 1 and customer 2 who are connected to the PNAP 20 should
always use the dotted path 25 as the preferred path unless a failure or flaw prevents that path

30 from being used.

Thus far we have described what will be referred to as "generic" Diversity+. When



the ASinmilater information received over the BGP peering with the PNAP. 25
In the cas E%Eding I nformation fromcustoner 1 to cu 7ot NE
routing taE\Y(grm Side the PNAP 20 would |ist the direct ggﬁﬁg@ on from
custoner 1 to custoner 2 tthrough the left half .of the PNAP 20 over the

dotted pagipNAP BSstdri® i RnitihtMaa3 hfvre thah Snd'PRAP ahd dhe NSP/FouHihE BhitbiitRt
bet ween customer 1 and customer 2 who are connected to the PNAP 20 shoul d

al ways us@rafftceb@@mpelacrp@mmgomex heBYpIWéY f raéémp@d fhagkgransd, sher ivertios or

what wi 11 Berphy G enc o, 4.0 it o o HiSad BE oA HRA AR e
Eg;l UrSSSéLIZQﬂ%OUt mbtra rmrtob?go Flr}ltt:hrnmgmf C | ex. B of nd one
Rl 1 orfalof e D dtine 208 ot ANATSSER B %P‘ﬁatsf Bhnef, pEpfic pigher

6, 009, 081 paitbmbbd@Ban {sotha efReRh ﬁ,ﬁﬁ’@ routing of traffic. This
nmet hod al 'ows us to bypass the ubI I C for apprOX| mately ninety

cent s of the Thawey Weﬂ?t@mphglmﬁ symmetsigal W@Dﬁmﬂmg\ﬁfﬂ% icHe bR |at ed

benefit of day' s
nter net . o iSitngteditiony Bty ASHRARE BARIAP BT BASAS SRR Y,
traffic i Siddgctd®e thé routing pm;mtﬁvm@f the othrOPNAYs with heprivafs acktmne conpkatirly PNAP

has it's Q AS and is conpletely distinct fromthe routing
per spech Mﬁﬁe ot her PNAPs with no private backbone connecting | o the

PNAPs. Each PNRgcH BNAD®\B¥REver, (Ol 8slthe QarhdAvSasENSBhisiad of NSPs as al |
other PNAPs. The |'evels of bandwidth to a PNAP may be | arger or smaller

dependi ng oghet PNAPs| Besdlevabnofhandwidd to aFINAP may beargsmoresmalipy h t hat in mnd,
let us ex ﬁgh& it's Po¢ %ﬂgd]%m?ﬁnep civme a'@v:ﬁ?@m’\g ind: Jethd 9‘?&“”‘3

t hat each I°s  conne sarre Bric S ds a I PNAPs.
Ceneral ly mmﬂtglofrP@IARMasmgcmémpla affic i nbound froman NSP over the pi pe to

said NSP. is e Al o th Ps attach hi ghes. | og r ef ceto
the rout®es hea?:SH%‘f’ A pammegled; to ?‘"ﬁ) stét %‘ﬂ‘?@‘ H’?;l?‘ﬁefrom
their peerpNAIRO Gensydlt éﬁh&%%ﬂhﬁ@{ﬁﬁdﬁdlﬁb@dﬂ@ﬁ%ﬁ!ﬁ@?)ﬁv&f%ﬁl ¥d N3Pt wor k
IS much nore dlfflcult Faced with such a nultiplicity of 20 |links, the

question df e#Bw Af\B_qfé‘!W%N_tsPa#ﬁWb ajhighsr lacgirnrefyrencerioten Toutes haarifemm fgirone of
great | MQKhLARGCovel uRlst JrH Aftes Hard' B HeirPfebdsO" RRIMGE outbound traffic in a

massively multi-homed network is much more difficult. Faced with such a multiplicity of

20 links, the question of how to route traffic in a tightly controlled fashion is one of great
importance in attaining the highest performance.

Note that we do not peer with the NSPs that we connect to, but are, full transit
customers of each one. This allows us to receive each NSPs
perspective on the global routing table. ASimilater collates that data together and builds an

25 interconnection matrix of the entire Internet. With that information, ASimilater can then route
traffic optimally from each PNAP.

An additional function of ASimilater is to control the inter-PNAP routing. We optimize
the connectivity between the PNAPs as well since we can use any of the NSPs connecting the
PNAPs to route traffic between them. This allows us to choose the fastest NSP between any

30 two PNAPs, and thus allows us to offer the optimat path between our customers and the
Internet.



Note that we do not peer with the NSPs that we connect to, but are, full
transit GehiasRESs of each one. This allows us to recei \WrRAGH:APS
perspective on the global routing table. ASimlater collates that data
together and builds an 25 interconnection matrix of the entire Internet.
Wth that i nfimthertsemf Divessityi-,atecoffer emr dubtemers acdess totASkhilater dapi overtteir fr om

each P n.addjti ncti on, of iml ater | to confrol the.

inter- %?ﬁﬂttﬂ?& i’%@ o{)‘i Eﬁi“ifép?'ﬁ@@gﬁm{“ﬂm ﬁ?ﬁ’b@t \/\g‘eﬂ{“frh‘@orﬂf\wﬂgﬁ as wel |
si nce WeuStemetiofitétedfto NSP (Nafts a PNAPS tei dafl offeourSuéibmer &1l 6ONSR O 4mf f i C
between them This allows us to choose the fastest NSP between any 30 two

PNAPs, NP Elseustemers santesdageed with a specific corpmppity InselNAP sty 1 #hiscaset oner s
and thée %lggg;m_et. 8 --- - - -- ----- WO 01/ 13585 PCT/ US00/ 22470 I n the

case o Iversity+, we offer our custoners access to ASim | ater data over
their BGP f didt inforinhtorPillas20r ystamee tofoute teafBCHestinedoNSRCat t ri bute. I n

th i f t ' ted to NSP.C.and a ,PNAP,. ff
our custBRIVSRIG Sypoieh A0et, s NREE" ik e, o ey orae ol vt e BRARS O
speci fi Cconfdtion tThid McWsNABLsERRBTO iehjoy thesantd ?e_rﬁ)alﬁﬁlce Saftf) 98 syniatetritiat

|

information allows our custoner to route traffic destined to NSP C and NSP
C cust onionting,ofdfaffigas RIGAP even oyer a pipe gt copperdsd tothg PNAP28ut ed over the PNAP

connegki on. oS : d ' i ns of
comets] oa  Weacifl 68T PR OB LGS BlotbgfmeR TFa Piinbdlor ApGR, 15 DO

t he PNAPa @@medtion ReNSPB amgl aadanaedtion K I8terN AP (ANAReSHusInothisr 5 t opol ogy t here
isS a con eétion to NSPF{Q,t g]fonnect'on to NSP B and a connection to

| nt er NA o? %—‘@F@?‘? tﬂf o 03'83%08 Wnr econmend the foll ow ng

confi gurati ona) (a)NSHSK céstomiéi ronRs ovep dieddSPMdInkt he NSP A [ink. (b) NSP B
cust oner rout(ss over. the NSP B |ink. é%?(c% Al'l others over the PNAP | i nk.
In order for ®his NP Bewstomerzautes.oner the NSEBigker NSP A and NSP B rout es

taggedswith t@e A1 5Bk R9eCBEPNAPLIRS: NSP A1 6993: NSP A
In order for this to occur, we send the customer NSP A and NSP B routes tagged with the

following communities:

NSP A: 6993:NSP A
NSP B: 6993:NSP B
20 For clarity, let's create the table of the local pref values to use in our IBGP.
Table 1
NSP B NSP A . PNAP
25 NSP B 80 45 75
NSP A 40 90 75
PNAP 40 45 150

Setting the fall-through local pref values to half of the primary assists in understanding from
30 what peer a route is being heard when perusing the BGP table. For example, in Table 1 all
NSP A routes are assigned a local pref of 90 and all of the other routes heard from NSP A are

assigned a local pref of 45. If you were to see a route tagged at a local pref of 45 in your

9



NSP B: 6993:NSP B 20 For clarity, let's create the table of the | ocal pref
values to use in our IBGP. Table 1 NSP B NSP A PNAP 25 NSP B 80 45 75 NSP
A 40 90 75 WPNAMIBSEH 45 150 Setting the fall-through | ocal PGER4Yes to
hal f of the primary assists in understanding from 30 what peer a route is

ot os. o BOGEOR BRI ARRAISD Arogn skt o B CuRmes e O SR foard

from NSP BGH geerins %t NS® & | ocal pref of 45 If you were to see a route
tagged at a local pref of 45 in your 9 WD 01/13585 PCTI USOOn2470 | BGP,
that woul d si gAbg yet aff%?ﬂNSF”Cﬂ M@e@réwn@m&qr@u%@awpsmw BEMSH he

cust omer' ﬁﬁp e ARh f f
hi erarchy 1s E& e r&%?es %%hxm@ﬁ%nvl\fai%cﬁ%t Rg@lﬁ@g&?k{ gé§
hi ghest 3 asal irpthef case 08 multipid eouiARatd over Fheoff yoht cbxhnectugub. | Mobid-hqmedf val ue

Icgnngc'tjlsg%gl n’ﬁ%qg%if%ﬁm;c@&gﬁl‘c&qéfﬁ %Rﬁaﬁgg ﬁéﬁ nd,aﬁghaﬂﬁﬁtjgamgﬁ d use

the PNAP aRgliablef the N8P A inkfoNE\ed 19 INSIER 2iMuARhéned! dSoR¥SIS of NISPIEKarddaatsned by
NSP B. Mil ti-honed custoners of P B and NSP A would, in the exanple

above, useévoulk imthe skaraple abayy. uSNSB A fdlowrdbh &SP Bsi ng NSP A or NSP B in the
case of a nmulti-honmed custoner of both is entirely at the custoner's

di scretion. That behavior is easily nodifiable by switching the primry
and fallothr ou@VheﬂmcabmgnNSP A ot NSPfB hShe Aasenal ANBEtiBonied @npideerlof Hothl ise

peer . noi G A RRKERE SR PBrmitat SRS Bl RRLE Ry erc e e
send- comMMpaimtayy amaglmeﬁgm&gﬂ PEK sekX o NSIXAANSe-Es NSP A 20 nei ghbor
XXX. XXX. XXX. XXX version 4
Example 1
15 The following is an example of implementing this approach with NSP A.
NSP A peer:
neighbor xxx.XXX.XXX.XXX remote-as
neighbor xxx.xxx.xxx.xxx send-community
neighbor xXX.XXX.XXX.XXX remote-as NSP A
20 neighbor Xxx.XXX.XXX.XXX version 4
neighbor xxx.xxx.xxx.xxx distribute-list 1 out
neighbor xxx.xxx.xxx.xxx route-map NSP A-IN in
neighbor xxx.Xxx.Xxx.xxx route-map NSP A-OUT out
neighbor xxx.xxx.xxx.xxx filter-list 1 out
25
spr-bgw-02#

ip as-path access-list 1 permit “$
ip as-path access-list 2 permit .*

30 ip as-path access-list 10 deny “NSP A_NSP B__*
ip as-path access-list 10 deny "NSP A_XXXXX .*

10



nei ghbor xxx. xxx.xxx.xxx distribute-list 1 out neighbor Xxxx.XXX.XXX.XXX
route-map NSP A -IN in neighbor xxx.xxx.xxx.xxx route-map NSP A -QUT out
nei ghbor WRPMAS® xxx. xxx filter-list 1 out 25 spr-bgw 0B¥UF2E0pat n
access-list 1 permt "$ ip as path access-list 2 permit .* 30 ip as path:
access- 'rbﬁ‘tEnith@bif' ODPBedniM® B * ip as path access-list 10 deny "NSP A
XXXXX . 10" WO 01/135 5 PCI/ US00/ 22470 route-map NSP A-OUT permit 10. !
only all bwﬂzam\nnmtorﬁerlm&mrmémmm es match as-path 1 5 route-nmap NSP
A-1 N permathlo al‘ et's start by denying all routes we know are NSP B and
PNAP- SEATAER 2R 11Atlt aching a mediumprimary |local pref. 1o match as-path 10
set |l ocal -preference 90 route-map NSP A-IN permt 20 ! Any other routes
attach a mediumfall through | ocal pref match as-path 2 | s set

| ocal -dreference 45 Internap Router: neighbor xxx.XXX.XXX.XXX renpte-as
XXXXX  nei ghbor xxx.xxx.xxX.XxxX send-conmmunity 20 nei ghbor xxx.XXX.XXX. XXX
versi on 4 nei ghbor xxx.XxxX.xxx.xxx distribute-list 1 out neighbor

XXX. XXX . poste-mapxN SR AIAL pespit RQAP- | N i n

! let's start by denying all routes we know are NSP B and PNAP-SEA
! and attaching a medium primary local pref.
10 match as-path 10

set local-preference 90

route-map NSP A-IN permit 20
! Any other routes attach a medium fall through local pref match as-path 2

15 set local-preference 45

Internap Router:
neighbor XXx.XXX.XXX.Xxx remote-as XXXXX
neighbor xxx.xxx.xxx.xxx send-community
20 neighbor xxx.XXxX.XXX.XXxX version 4
neighbor xxx.Xxx.Xxx.Xxx distribute-list 1 out
neighbor xxx.xxx.xxx.xxx route-map PNAP-IN in
neighbor xxx.xxx.xxx.xxx route-map PNAP-OUT out
neighbor xxx.xxx.xxx.xxx filter-list 1 out
25
ip community-list 1 deny 6993:NSP A ; deny NSP A routes
ip community-list 1 deny 6993:NSP B  ; deny NSP B routes

ip as-path access-list 1 permit “$

30 ip as-path access-list 2 permit .*

11




nei ghbor xxx. XxX. XXX. XXX route-map PNAP-QUT out nei ghbor Xxxx.XXX.XXX. XXX
filter-liste‘; 0 #8%5 ip community-list | deny 6993: NSP A ; deny NSP A
routes ip oquli y-list 1 deny 6993:NSP B : deny NSP B PoUV¥922479 as-path
access-list 1 permt "$ 30 ip as-path access-list 2 permit . WO Ol/13M

PCTI USOO r OtHP ByOUT permit 10! only allow custonmer 5 | BGP
sour ced rgﬁt&tégnﬁpﬁég 'S g%r}leﬁalgy bei ng acconplished by the distribute-Iist

I out but tlobly atlowtcestemper SIBGResopropdoutesn adj ust your AS 5 ! prependi ngs.

match as-p | ut e- map PNAP- | erm.t 10 ! any routes that we know are
not NSP B, %‘Bs @g‘x‘tyfba?glg aff?wlﬁlﬁgﬁ ‘k.rlcn%ﬁiﬁ’ét?}‘sﬁ ocal pref match comunity 1
set | ocal - poeftar gicfuikdfip IOwhae yor dmRdfabBut Nspermit 20 ! all else (NSP A
and NSP B routes) tag highest all through ! local pref ! all else (NSP A,
and NSP B /& #ag highest fall 20 through ! local pref match as-path

2 set Iocalma%e‘g%gﬁqce 75 25 NSP B Router: neighbor 144.228.98.5 renote-as
NSP B

route-map PNAP-IN permit 10
! any routes that we know are not NSP B, or NSP A tag
10 highest
! primary local pref
match community 1

set local-preference 150

15 route-map PNAP-IN permit 20
! all else (NSP A, and NSP B routes) tag highest
fall through
! local pref
! all else (NSP A, and NSP B routes) tag highest fall
20 through
! local pref
match as-path 2

set local-preference 75

25 NSP B Router:
neighbor 144.228.98.5 remote-as NSP B
neighbor 144.228.98.5 version 4
neighbor 144.228.98.5 distribute-list 1 out
veighbor 144.228.98.5 route-map NSP B-IN in

30 neighbor 144.228.98.5 route-map NSP B-OUT out
neighbor 144.228.98.5 filter-list 1 out

12



nei ghbor 144.228.98.5 version 4 nei ghbor 144.228.98.5 distribute-list 1 out

nei ghbor 144.228 98.5 route map NSP B-I1N in 30 nei ghbor 8.5
rout e- mapwﬂgyuégﬁﬂ' out nei ghbor 144.228.98.5 filter-| Féf’éi&égflgm WO

01/ 13585 PCT/ US00/ 22470 ip as-path access-list 1 pernmit "$ ip as path

access- |y 8 path B&ELLIkst 1 pbfhifsg Pat h access-list 10 deny "NSP B XXXXX .* ip
as-path access-list 10°deny "NSP B NSP A .* 5 ip as-path access-list 10

deny " Ndpappatls geress-list 2 pemmit fap NSP B- OUT pernmit 10 ! only allow custoner 5
| BGP so > Sl IS, 4 r gi ng acconplished by the
.5 e 14l

distrib S Toutemap i s where you can adjust your AS
' pr eperip asipsth acoessclist 38 dgmyt TNSP BANSRAN#tp NSP B-IN permt 10 is ! deny all

NSP A, and PNAP route nd I primary | ocal pref match as-path 10
set |05ch?§)-?%?@?°§§%"§@%3% ﬁ\g{})t&—wg)g-’l\‘lsP B-INpernit 20 All else. tag with
a lowest fall through | ocal pref. match as-path 2 set |ocal-preference 40

25 There is another configuration which also requires speci al
consi derrqutewsrp NSHBtQUT perariel0 5 nul ti - homed PNAP customer with generic

Di ver si tygnl&%g@rw&&;%% fﬁbﬂ*{bﬁxﬁze&?&ﬂesone PNAP. The | ocal - preference
0

hi er ar chy generic versity+ 1s 1ntended to address the probl em of
mul ti - PNABis s alreaily Heingacemplishpdchy thedistriboedishg set of preference steps for
pat h . . .
10 ! out but this routemap is where you can adjust your AS
! prependings.

match as-path 1

route-map NSP B-IN permit 10
15 !deny all NSP A, and PNAP routes and set a low
! primary local pref
match as-path 10
set local-preference 80
1
20 route-map NSP B-IN permit 20
! All else tag with a lowest fall through local pref.
match as-path 2

set local-preference 40

25 There is another configuration which also requires special consideration; namely, where
a multi-homed PNAP customer with generic Diversity+ is connected to more than one PNAP.
The local-preference hierarchy of generic Diversity+ is intended to address the
problem of multi-PNAP routing by creating an interlocking set of preference steps for path
selection. In its default configuration, generic Diversity+ supports up to two PNAP transit

30 connections and multiple, other NSP transit connections.

Each primary level of local-preference has a corresponding secondary
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selection. In its default configuration, generic Diversity+ supports up to
two PNAP transit 30 connections and nmultiple, other NSP transit

connect i onsWORHBESri nary | evel of |ocal -preference has ZCTYSIRHONdI ng
secondary 13 WD 01/13585 PCT/ US00/ 22470 val ue used as a backup shoul d the

primary b pnval id. Th lete hierarchy is shown ..bel ow. neric
Dversityiﬁ\?%%géaﬁa{éqc peﬁigﬁld&ﬁe%a%?;cmﬂ&c{)i‘h 0 g?ﬁﬂ?{&(ﬁc Se¥PYBust omer
H gh (Prisstew. Li nk) 350 PNAP Direct Custoner Low (Secondary Link) 300
Primary PNAP Direct NSP 10 250 Secondary PNAP Direct NSP 200 Primary PNAP
Non- connected 150 Secondary PNAP Non-connected 15 100 Default Local
Preference iverelty P TiodB PlefEli thkf: ackup 80 Secondary PNAP

Di rect NSP Backup rimary Pl -connect ed Backup 60 Secondary
PNAP Nori- connect ed Backup This hierarchy is applied as follows: For

custonmers with no .one link 1o iven.PNAP, routes to 25
custonmers of that %%ngﬁt%goﬁ%ﬁlgm“gy@d@?omr has single links to
mul tipl e PNAPs, t he3se@NAP DfredtiCubtbmeelow qQSéOfdamytinkhe | ength of the AS path
is left to break the tie, nmeaning the direct link to the PNAP sourcing

t hose custoner routes will be used as the AS path will be shorter. If a
custonmer has nulti lﬂnﬂkf { PNAP, then routes over 30 the
primary link to cugtognérs o?ﬁtgﬁe{%]&ﬁf\Q?m |1 beset to 400, while routes over

the secondary | i nR50OFecdndany BNARDirersNSPer routes will be set to 350. 14 WO
01/ 13585 PCTI US00/ 22470

200 Primary PNAP Non-connected
150 Secondary PNAP Non-comnected

15 100 Default Local Preference Value

90 Primary PNAP Direct NSP Backup
80 Secondary PNAP Direct NSP Backup

20 70 Primary PNAP Non-connected Backup
60 Secondary PNAP Non-connected Backup

This hierarchy is applied as follows:
For customers with no more than one link to a given PNAP, routes to
25 customers of that PNAP are set to 400. When a customer has single
links to multiple PNAPs, the value is still set to 400 and the length of the AS path is left to
break the tie, meaning the direct link to the PNAP sourcing those customer routes will be used
as the AS path will be shorter.
If a customer has multiple links to the same PNAP, then routes over
30 the primary link to customers of that PNAP will be set to 400, while routes over the secondary

link to those same customer routes will be set to 350.
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Routes bel onging to NSPs and their custoners directly connect ed to the

primary PNAP set to 300, while routes belonging to hei r
cust oners 0}@5§?y connected to the secondary PNAP are set Mﬁ’&o Thi s

results in traffic being sent through the primary PNAP if the primary PNAP
has a given NSed Heiddgigh® NEPE adadbfidit Custold M&W&a Et@@%ntags PRAPNSP 5 in
3 T e an NS

its border fabric not common to the primary PNAP, or common to
t hem botare fehia 300, avhile mtqfrltelmgylg tQ pngd ﬂIFIC cysitgrnery élmhtconmncmg@ thehe

secondarg r, | LWeh are
not part O},&ﬁ&aﬁ%ﬁﬁa& |c o%sreflgg B gﬁﬁfacrbgﬂ&ﬁgﬁw%l?glg pglrﬁl;?y %A? o 200.
Simlar if thdbﬁmarfyrml'm aegrmmmxﬁméﬂeafaamseﬁﬂteee&ﬁaaryP&mMaﬁNSNSP

o o e B oSk oy ERAR st SoP b PR BRGS0 o
pri mar ion a
t he secqpdRptimahAke fri’f'ﬁh%vﬂl'b@@érﬁ%ub H dié becbivlary for eMoed déshiatfoagondary PNAP

w |l be set to 150, rather than . The default value of 100 is general |y
not used for Fopdestisations sutgin HSMchm not pah of thedorder fahistad dhg primaises in

whi ch a g 0, a 15 PNAP.
The val ués ﬁt%ﬁés a?%getgor%&gg%ﬁﬁ l%u{fgg g‘n@?g{ﬁg‘@%&iﬁﬁg{gﬂ%%@@% rough the
PNAP. The r oShewidedNSP oonsectibee atxhe primpryFPHAP fail) smitdsaro MEP NSP thivugl thehe
custoner_has [ r conn ion are 0 The sane r.outes heard from
The. odbcprtiary PRGHVEFbe S2EH. e tn 300, Imdtip CoRGedRat ittt BnAs
have t hepNVoP fii, tduedsito Bt NSP thalig te seond Pﬂmmt&reef tohE59), fatlic@MRIACt | ON tO
an NSP not found in the border fabric of t primary PNAP, those routes

heard tt’?r58ugh the primary PNAP for destlnatlons within that NSP are set to

70. 1f such iqge @@?lfmwlwlsggconmq&atofmw pwa%a ifhGeaget tO

60. Determ ning | mary and In a sinple t1-PNAP scenario, a
cust onerallogated foremases dn twhichpa eustdmar las@ dehidetiomto aBther gNSPeir asiditiondo ar egi on
and tg?wﬁl ry and secondary PNAPs can be determ ned based on traffic

| evel 'n the PNAPs, provider fabric, or other concerns. However, when
the nultipl eTheNARSs Belew 100 arelused)oO Glistgisr NSH nouret hesrd tieowphnpl e

| f | t both i
P oul BF PRAE herories M iR primRt AR Famahe BB 16 Phic the GRbBRTBist i ¢ o
mul ti pl ey dRRPEAE R atel s 160y e TRE sﬁmaﬁtet h&rd ﬁ&nmaeesreeaﬂdeﬂ, BIORP laflepiol ON 'S

to have nultiple primries, one regi on. his way, PNAP NSPs wi ||
use t hei $0. Byth o diese cases asyaneribie P éﬁﬁl&v%rhdeSBeﬂ tbegtbgm@r fabsie. si nil ar| y use
their 20N If the customer has a connection to an NSP not found in the border fabric of the
primary PNAP, those routes heard through the primary PNAP fot- destinations within that NSP
are set to 70. If such is the case with the secondary PNAP, those routes are set to 60.
In a simple multi-PNAP scenario, a customer is connected to more than one PNAP in
25 a given city or region and the primary and secondary PNAPs can be determined based on
traffic levels within the PNAPs, provider fabric, or other concerns. However, when the
muitiple PNAPs are not all geographically close, a simple primary/secondary configuration
may result in sub-optimal routing both in and out of the customer network.
In cases when a customer is connected to multiple, geographically diverse PNAPs the
30 preferred configuration is to have multiple primaries, one per region. In this way, PNAP

NSPs will use their IGP cost for inbound traffic and the customer can similarly use their own

15



15 WD 01/ 13585 PCT/ USOQO 22470 |1 GP cost for outbound traffic. Care nust be
taken to pr announce prefixes to control regional traffic flows.
Cust oner s %I) B di sperse PNAP connectivity shoul d annBGHEOB™ ¢ hei r
aggregate networks as well as nore specific, regional prefixes. As an

example, c ot h and NYC.w th thei.r own
5ngI::) kbone@:%%%ggrﬁ)gf\bug&fmelﬁ%gﬁu %E%I‘I’I(%'I I%epr%pd’ X@B?oém‘feop"BﬁIgesﬁ?\lﬁ?nq‘II their
area. The regipsaldmific fes. IOnemmens bath sichdlisherse MGSP Cordéctivitp Bbultesnbumtebem | | Y

all ocated 192.168.0.0/17 for 9J,i)he LAX site and 192.168.128.0/17 for the NYC
site. FronfFRaEHREE TR 8% Vel 8 ToTe Sperifim £egionak metSs. 168. 0. 0/ 16 and

192.168.0. 0/ 17.A , CHEIENARstbIEY witl Sited in, SR PURCA 2tffwf: 0116
and 192.168.128.0/17. |If the custoner w sh eedqu avg?%&aﬁyqa‘&& |leto or

fr om ext &r backbenesqonpectipe hetweerothemy aEashtsltm gormbts to tneckSAPdn theireareano Thel

105, 165. 158 07 s i A 192 105 PBRki b phLSREY o saten 197 1 L0 B
pri mary PNAP LXisite mmgzelesmemdfotmeamershetmmuﬁwnhxrmAprtﬁglmﬁd but

t hi I t. b I 2s_ Ex I
((Cont i gur atgher oot 1 144 O lamre LB IE OV ED. Frbmie: A ENAR, Bep et e

t he cust on@inoinsceGRMNER! BY.0.0716 m E%'B% 128\0ARd Iﬁthe?ustblﬁert Ath TR n;WI th

connections to NSP C, NSP D, while B is the secondary, wt connec I"ons
NSP C, N&Prasfic 4 @r fom exterpalaestinationsffoom @asstitingetheiCbackbons; siely ovauld BiSteRNAP A

ot or nal | Gt aheu MRl s Bose R (1168051 08 i Tk BT Bt

192. 168. 16aggregdte((ME. BBOXP/16)NSP Fabric: NSP D (AS 1239) 16
This multiple primary PNAP model can be extended to an arbitrary number of regions,

-n

but within a single region, there must be a single primary.
15

Example 2
(Configuration for a Multi-PNAP Customer)
20 In the example below assume the customer is connected to two PNAPs, A and B. A

is the primary, with connections to NSP C, NSP D, while B is the secondary, with connections
to NSP C, NSP D, and NSP E.

PNAP Data for Customer Configuration:

25 PNAP A
Autonomous System Number: XXXXX
Border 1 Next Hop: 10.8.230.1
Internal/Customer Networks: 10.8.0.0/16
192.168.4.0/24 (AS 12005)
30 192.168.16.0/20 (AS 5507)

NSP Fabric: NSP D (AS 1239)

16



WO 01/ 13585 PCT/ USOQ 22470 NSP C (AS 701) PNAP B Aut ononpus System Number':

6993 5 Bqé;ﬁ?gngssNext Hop: 172.18.24.33 | nternal/ Cust onpetiisnoneri&s:
172.18.0 172.20.4.0/22 (AS 13461) NSP Fabric: NSP D (AS 1239) NSP C
(AS 701) 10 NSP E (AS 3561) Exanmple 3 (BGP Routes Sel ected at Custoner) -
Custoner-CPE > sho ip bgp 15 BGP t alNsP C&€ASi70h) i s 3063602, | ocal router 1D
is 10.8.230.2 Status codes: s suppressed, d danped, h history, * valid, >
best, i - internal Oigin codes: i - IGP, e - EGP, ? - inconplete Network
Next Hop Metpn@plgpcPrf Weight Path 20 *>i9.2.0.0/16 10.8.230.1 0 300 O
XXXXX XXX 1 * 172.18.24.33 0 250 0 6993 XXX i *>10.8.0.0/16 10.8.230.1 0
400 0 XXXXX AutonqmousiSystem Nember:150 $99393 1239 XXXXX i * 24.116. 4.0/ 23

10.8.230.1 0 1239 3561 | s >ia 172.18.24.33 0 250 0 6993 3561
: >3 :
0.0 50 5 O na SN 0°T 07000 URRRRR256 200 1 > 17518, 24.33
150 0 6993 1BAGnANitcet Rei@k0. 0 10178.1Z3W0A60 200 0 XXX XXX 6993 i  *>i
172.18.24.33 0 400 0 6993 i 30 * 172 30.1 0 200 0 XOOXX XXX
6993 13461 i *>i 172.18.24.33 0 4001{3%@949g/zi§ﬁég3$51§>1 192 .168. 4.0
10. 8.230. 1 OpABGra@riddXX 12005 i * 1Ngp DSARM38) 0 150 0 6993 1239 XXXXX
12005 i | |
NSP C (AS 701)
10 NSP E (AS 3561)

Example 3
(BGP Routes Sclected at Customer)
Customer-CPE > sho ip bgp
15 BGP table version is 3063602, local router ID is 10.8.230.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete .

Network Next Hop Metric LocPrf Weight Path

20 *>i9.2.0.0/16 10.8.230.1 0 300 o XXXXX XXX i
* 172.18.2433 0 250 0 6993 XXX i
*>i10.8.0.0/16 10.8.230.1 0 400 O XXXXXi -
* 172.18.24.33 0 150 0 6993 1239 XXXXX i
* 24.116.4.0/23 10.8.230.1 0 200 0 XAXXX 1239 3561 i

25 *>j 172.182433 O 250 0 6993 3561 i
*>1137.99.0.0 10.8.230.1 0 200 0 XXXXX 12392091
* 172.18.24.33 0 150 0 6993 1239 209 i
* 172.18.0.0 10.8.230.1 0 200 O XXXXX XXX 6993 i
*>i 172.18.2433 0 400 O 6993 i

30 * 172.20.4.0/22 10.8.230.1 0 200 0 XXXXX XXX 6993 13461 i
*>i 172.182433 0 400 0 6993 13461 i
*>1192.168.4.0 10.8.230.1 0 400 O XXXXX 12005 i
* 172.18.2433 0 150 0 6993 1239 XXXXX 12005 i
*>{192.168.16.0/20 10.8.230.1 0 400 O XXXXX 5507 i



*>' 1192.168.16.0/20 10.8.230.1 0 400 0 XXXXX 5507 i 17 WD 01/ 13585

PCT/ US00/ 22470 * 172.18.24.33 0 150 0 6993 1239 XXXXX 5507 1 Detail of BGP
Rout e | nfor TR 348For Specific Prefixes Custoner-CPE > sHOVP{MBHA 10.8.0.0
5 BG° routing table entry for 10.8.0.0/16, version 1304669 Paths: (2

avai | abl e, « best #2) 3 172.18.24. 3 4. 33
(172.18.24.1) O glllnégllgéjg32 2 ?(lezo% I((?)cal pr ef %%529%}537 er nal

XXXXX1082301from1082301(108230 1) Oigin IGP, nmetric O,
| ocal pref o Y3 | st ..Custoner - CPE>sho ip bgp 137.99.0.0

on 1304669 15 Paths: (2

Rl A - A ACA 2oty P
avai |l abl e, Cbﬂmher#&ﬂE:SQﬁﬁpb@ﬁ@OBQm 172 18.24. 33 from 172. 18. 24. 33
(172.18. c 0, local gref 150, valid, external XXXXX

1239 209%@%@%%@%"%&% 1‘6%%%"9}3{026 6630 1) Origin IGP, netric O,

| ocal pref 24gs: (¥ aaitshle, bebtgpal . best Al though the description above
contains many specificities, these shoul d not be construed as [imting the

scope of tHFBASENKKEXMDut as nerely providing illustrations of sone 25 of

t he presentl I S invention. Thus the scope of
this |nvent|ﬁc?npl§gjoe§3dﬁ%n??? ?@%i@z&g %4213 appended cl ains and their |egal
equi val ent's. Ciigin @By metrit 0, locdlpref 3D, 2, egtehed t hat the scope of the
present | nveptl fully enconpasses ot her embodi ments whi ch may become

obvi ous 't o #A68& skilled in the art, and that the scope of the present

i nvention i sjoegesy, oGl 10.4.93€ (101413 by not hing other than the appended
claims, in which 30 reference to an el'enent in the singular is not intended

to mean "one Qigin ¥aP.ymesrie 0, lopalpre£400, valid, external, best
Customer-CPE > sho ip bgp 137.99.0.0

BGP routing table entry for 137.99.0.0, version 1304669
15 Paths: (2 available, best #2)
6993 1239 209
172.18.24.33 from 172.18.24.33 (172.18.24.1)
Origin IGP, metric 0, localpref 150, valid, external
XXXXX 1239 209
20 10.8.230.1 from 10.8.230.1 (10.8.230.1)
Origin IGP, metric 0, localpref 200, valid, external, best

Although the description above contains many specificities, these should not be

construed as limiting the scope of the invention but as merely providing illustrations of some

25 of the presently preferred embodiments of this invention. Thus the scope of this invention
should be determined by the appended claims and their legal equivalents. Therefore, it will

be appreciated that the scope of the present invention fully encompasses other embodiments
which may become obvious to those skilled in the art, and that the scope of the present
invention is accordingly to be limited by nothing other than the appended claims, in which

30 reference to an element in the singular is not intended to mean "one and only one" unless

explicitly so stated, but rather "one or more." All structural, chemical, and functional
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explicitly so stat ed, but rather "one or nore. " Al structural, chemcal,

and funcw,(? ggl8 ------------ WO 01/ 13585 PGTI USOQ Zaﬁ%g@mwﬁl ents to
the el enents o’ff the above-descri bed preferred enbodi nent that are known to
those of ordinary skill in the art are expressly incorporated herein by

r ef er engRivailtsab ghe ¢leheisl6fitht abdve-dRaLbEP prefeefbd Rynbbditept warart kadwh 6.
I\/breover it is_not necessary for a device or nethod to addresa each and

every piess eherdingn skill jnfhe §HI%%Gxﬂﬁsﬂmglcﬁﬁp%&':ﬁth?%e’ﬁt’ie&ﬁem? ¥t to be
enconpagaagdly vk o GEdby (b PhedBin cliiisl NABRBVER, it RhoEh fof Q@RGRENt , Or
met hod step int resent di sclosure i's intended to be dedicated to the

publ i ¢ emmethat tesddms eatieand@very Ipeoblest sowghiito be solyed by the presentiavensian.sfoep i s

explicgi recited in. t e i

constgug{f}/ En‘ﬂ’@?mﬁ?e dpq’ otgﬁ Ilg%)eﬁ{s ors gg“@‘%’ﬂe’ ﬁ , & Pg’g‘!r;hettg‘?rapgmgunl ess
the el qeeintthd re@updigctcsine is Denteddo b dmj:ateheo ﬂtblpa]slm regaediass of evhetherltie WO

01/ 13585 PCT/ USOQO 22470 CLAI N5 N@ ;gls cl mepge[ s, 1. A Pack t-swtched
net wor kEleRefp FPRPARGNt. S BIepd sEepNS CHRICHY FeEIRd I S5 HRImsoNNp Iata HeRenh

CUST ONBferginGe 1Pt os Bl s tﬂégeévﬂfohs off3598;s. @tlﬂZe§i§Eh ﬁrigrsy. ufilesi@eer and a
second custoner connected to the cust omer side of the NAP; at |east one
ser vi ceelpmentiisiexpressiyrrecited asing therphrase "means o 0vi der si de of the PNAP; and

an interconnected network system accessible to said service provider and to
said first and second customers; wherein traffic between said first and
second custoners is exchanged through the PNAP 10 wi thout transiting over
said service provider. 2. A network as recited in claim1l, wherein the PNAP
routing infrastructure within said PNAP contains a routing table |isting
all routes to all destinations in the network, along wth a paraneter

i ndicating the degree of preference attached to each route of a set of
identical routes fromnultiple sources.
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3. Anetwork as recited in claim1, wherein said PNAP routing

i nfrastruct Lsts a direct connection between said fi econd
cust oners ﬁ#éﬁV%g aid custoner side of the PNAP, and mhg%@?ﬁ“@%f PNAP
routing infrastructure sets the |evel of preference higher for said direct
connection than for any other routegyl en said first and second

cust oners. 4..A netmnrk as recited in claim1, wherein at | east one of said
cust onmer sWhat isclaimeskised to a service provider who is also connected to the
service provider side of the BNA o that. said custoner is nulti-honed. 5.
A network as ?gcitéhp¥=“b%%ﬁ%ﬁiﬂdaﬁﬁi%ﬁﬁ?¥§ 'd nmulti honed custoner is

provi ded a roilPdivag NeWwbk Adcsds Pomt INAR) GaNigsSa éudtoftlet sidkeiidianaivice pgovider t he
network, along with a conmunity attribute denoting the preferred
reachabi!ﬁ?ﬁ_of a given route over the customer non-PNAP connection. 20
LTI T 3t geastPRR bARRED RS ddSRPRRMED cimedied B!MOEK1oRRr LBSbEBE | N
claimb, wherein said nulti honed custonmer can utilize ASIml|ater data
recei ved 8MNa&P;a BGP feed fromthe PNAP and send traffic to a destination

served by said_ servi rovider thro id custoner's conn iHn to said
service provi a%?eaf)‘ymgg%&%pgoéﬁedrr?%‘m#%go ebﬁeg”%ed’r%vg%rlsﬁﬁtogﬁ’ﬁw@ﬂ es in a
router naint ai fcidtefiontiatied nBIWIOSRem abeesfiblRas kad sedvitd ploedern@ M@ EHd first
conprising: a Private Network Access Point (PNAP) having a custoner side

and a ser PRGECORIFUSIGBESS: sj de; at |east a first customer and a second

CUst OMer ConNeghdgln ki BarwetPdal Tkt afd Somicudtbifiers B ekdafiped Rurblightit! PN AP Of

service providers connected to the service provider side of the PNAP; and
an i nt eloc yritheu teadsiting ovsr kaid searviespreviderssi bl e to said plurality of service
providers and to said first and second custoners; wherein the PNAP routing
infrastructure within said PNAP contains a routing table 10 listing all
routes to all 2lestiApétworkss regitédin claimi 1yowhereinath® PNARirduting infrastaimiecwithin

i ndicating .t egree of preference attached to each route of a set of
i denti cal %?*BE’E% qonEsHAs hIPEtns) table Biting all ronfgsde all destatipnpio e PSR pikna glong

| nf rast r uGiaGatdnidle? indicllidghid ddpid b8 pleferdhcd RiadRAto Sh foukd &fSilser GHidbnfcE ONd
custoners wthin said custoner side of the PNAP.
routes from multiple sources.

3. A network as recited in claim 1, wherein said PNAP routing infrastructure lists
a direct connection between said first and second custorners within said customer side of the
PNAP, and wherein said PNAP routing infrastructure sets the level of preference higher for

said direct connection than for any other routes between said first and second customers.

4. A petwork as recited in claim 1, wherein at least one of said customers is
connected to a service provider who is also connected to the service provider side of the PNAP

50 that said customer is multi-homed,

5. A petwork as recited in claim 4, wherein said multi-homed customer is provided
a routing table listing all routes to all destinations in the network, along with a community
attribute denoting the preferred reachability of a given route over the customer non-PNAP
connection.

20
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8. A network as recited in claim7, wherein said PNAP routing
infrastructure sets the |level of preference higher for_said direct
connect i oWO%H237%% or any other routes between said fi r sECHHEaE8
custonmers. 9. A network as recited in claim?7, wherein traffic between said

first and segond QRS ds.e t t.he PNAP wit hout,.
transiting 0\§ér s%ﬁ%&}é’erw%éﬂ% é&ﬁq%&&%?&ngﬁ%%gsr ?’t"é‘a“{“ﬁ?"m aim?7,
wher ei n ASimilatas tato reeeivéd evercd BGR feeddan tie PNAP asd tend tiaffiaitose destiigtionr ovi der
who is al so, connected to .the service grovi der side of ,the PNAP_. sQ that

sai d cusPRREPY FA SHYie PRV dhrogeh spidicpytomex]s coppaction tospidisprvice Pravides by v s Wo
01/ 135851sﬂg£éiw$&ﬂn§w&o slroutt fi6feiids ifa refér théifaingd BJ( Sdidcdfomapher ei n sai d
mul ti-homed customer is provided wth said routing table listing all routes
to all destinations in the network, along with a conmunity attribute
denoting thea~prefar 1 Lol asgi.ven route over the custoner

non- PNAP conr?éct i g‘rﬁaa%ﬁg‘%@%g%\%}?kﬁggﬂq%c 'ed in claim1ll, wherein said

mul ti-homed aPsivawdNetvomrk Actdss Point (PRAP)hivddger cudeiner side aidveesdndoeegprovidddGP f eed
fromthe, PNAP and send traffic to a destination served by said service
provi der’®hr ough sai d customer's connection to said service provider by
using said rQiicastG firsduStomer &R a seBbtideculioRe EHNERS tolthScusitie® sideBF fHeal Ned by
said custonmer. 13. A nethod for exchanging traffic in a packet-sw tched

net work, PM&Bprising: providing a Private Network Access Point (PNAP)

havi ng a cus :i,q@gl- | nﬁ%i : | [ [ er SOIVFGR | east a
fi rstgcustorrtg ang?gfjés%eco %ﬁ{%dﬁ.g%%dgst%g&gﬁg?%%ggl de O%Pr?ﬂg, PNAP;
connecti ng atanlimessonnerted setwark cpstem aoces$ible tocaiklipdurskity wf servipe providlers adde of

t he PNAP; B.ng,kpn% an interconnected network system accessible to said
servi ce BrAGTEANd SO COBIGMES:t ¢ <t and second customers; and causi ng

traffic betwagiréiaie PNAProdtidg isfeAa06chneURitRNEIE PNA P neKEhafgesk iableough t he
i o PNAP without transiting over said service provider. 14. A nethod as

reci t 4@ hsang alhrovtes to all destinatiopstin the mepwork, glong withia parapeter indicating thodagrren sai d
PNAP congfdirfitreficd stidbieddo batlrbutk bFA b fMehtidaPhoufes floth AbkipGohicsi@t i ons in the

net wor Kk,

-

wherein said PNAP routing infrastructure lists a direct connection between said first

and second customers within said customer side of the PNAP.

8. A network as recited in claim 7, wherein said PNAP routing infrastructure sets
the level of preference higher for said direct connection than for any other routes between said

first and second customers.

9. A network as recited in claim 7, wherein traffic between said first and second

customers is exchanged through the PNAP without transiting over said service provider.

10. A network as recited in claim 7, wherein at least one of said customers is
connected to a service provider who is also connected to the service provider side of the PNAP

so that said customer is multi-homed.
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along with a paraneter indicating the degree of preference attached to each
route of a set of identical routes fromnultiple sources. 15. A nethod as
recited in QMBS wherei.n sai d PNAP routing infrastrucPGFEsQ2248 g
direct connection between said first and second custonmers within said

cust oner side og the PNAP. 22 fl21"1ILVIIITILUILETILIiltil WO 01/13585
PCT/ USOQY 22470 Y. A MEPTRSK) 25 Jeqited it &lpim 1 0¢ [whersin said qpiti-Bpmed gpstorpayne

[0S - : R P i ect
routing i nhfoamled With 4i€ r ?ﬁhﬁdg%%uﬁm%l%%ﬁfm%gﬂﬁﬁro w&ogggﬂh irec

connection than for any ot rout’es between I'rst and sec

cust oner s. 2 symupnigpataitedenoting thespreferred reachabilig; ofvehgiveasi noutgtoverahe tustomer of

sai d custog&;_ﬁNl@ ted to a service provider who is also connected to
t he service provi ST of the PNAP so that said custoner is

mul ti-homed. 18. A nethod as recited in claim217, further conprising

provi ding said | ti-hone custonmer with a routing table listing all

routes to al |l dsti rfhPFTEAK as peciteddn plaim, Hy, whergim saig H’P‘%Fd CHYPRAT tAR ytilize

attribute dsiRfdiddatdRcdNal Sef §BGPeRE M !d RRAMBOW iohhe
custoner non- PNAP connection. 19. A ne?lhgéégbslmr)eag?tgégg |n"2 aale(rié%ﬁ:{uo urt her

conpr i si ngseaveddwi salg servicd pryider thinewgh shid customente connection id saidser@ierprovadee by dat a

received o : fromthe .PNAP and send .traffic .to a destination
served by }sﬁglﬁ%gagcgfw c {agfr%f){el F%éfmf REETIses T8 ow SW%{’%%‘L&SEWFH to said
service provider by using said routing table to set route preferences in a
router maintaingd by 5 said custoner. 20Q. A nethod for exchanging traffic

in a packet - swi *hed* H@’E"\Rﬂ o exehsngipg gpkg in 2 packetrsitabedaneptark oromiPRisingior k
Access Poi nt ( RNOvNinb @ Privsle Reffil RERE POl NI havied Misofer 8l 484vRE d€;

connecting at least a first custoner and a second custoner to the custoner
si de of th@rovBlepsid: connecting at | east one service provider to the

yst em aboess: oroantfe SiehLEnt elsont pa SRR gme o e ARRBEF S OEbECI g
cust oner s; PNAP;
connecting at least one service provider to the service provider side of the PNAP;
making an interconnected network system accessible to said service provider and to said
first and second customers; and
causing traffic between said first and second customers to be exchanged through the

10 PNAP without transiting over said service provider.

14. A method as recited in claim 13, wherein the PNAP routing infrastructure
within said PNAP contains a routing table listing all routes to all destinations in the network,
along with a parameter indicating the degree of preference attached to each route of a set of

identical routes from muitiple sources.

15. A method as recited in claim 13, wherein said PNAP routing infrastructore lists
a direct connection between said first and second customers within said customer side of the
PNAP.

_ -
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wherein the PNAP routing infrastructure within said PNAP contains a routing
table 1 o listing all routes to all destinations in the network, along
with a paWQAKBES indicating the degree of preference at¢HPMd4Y each
route of a set of identical routes fromnultiple sources; wherein said PNAP

routing infragtrugture J|ist . dir.e connect.i tween said first 23
PUTTE 31 B8 0 et s hched il 35, BROSE S dR Al R e ot Shty < acond
cust onerthe levél bf prefepénde highdrdoPsaidsdittet cohndction BMMRYr adyl othéy raBkd Bidween saaCi ted in
claim2Q, further conprising causing traffic between said first and second
cust omersta9d §eeopd £ % through the PNAP without transiting over said
service provider. 22. A nethod as recited in claim20, wherein said PNAP

routing infrastructure sets the Ievel of preference higher for said direct
connection t Hdn f Armethgd e inecited dnuclai B3t wherninsailehst 6rier oft sainchswareonid

cust omer -hod reci.ted in claim.20.  whereip at |eas e of
sai d cusctf’gnrfcééré(s1 tﬁ@%&&eﬂ%g@?e. 0gs alsq eqrrcted 60 she SEryice P&&’(b&f §’a%?§ge EBI ected to
t he ser \soakatpaid cofaerds dmitbhorhdde PNAP so that said custoner is

mul ti-homed. 24. A nethod as recited in claim23, further conprising
providing said nmulti-honed customer with said routing table listing all
routes to al ljgdeshi | ' i vlgftge,cg,lnmg% ; TP

attribute denoting %dd%??gﬂ%%ﬁfgg?:’habi ity of argflelgﬁsa[r;(gute o‘J\ll.%eFi t he
cust omercustaBer Withwrouing tableilisting albroutes taalhdestinagionsini thenketworke hlangrwith a f ur t her

e NPT e ltins orcpitheethork bangdl  fu
oo vod mapd @bt AP EHAN YR kiyeR ol avee e GiloRer B0, o

served BNARiconmeetion. ce provi der through said custoner's connection to said
service provider by using said routing table to set route preferences in a
router maintained by 5 said custonmer. 26. A packet-sw tched network,
conprising: a9Pri wahéhdiedswedited HEQHRS1S) Airter £dRMSIng AANWIBE sAd mufiiiRy si de
and a service provider side; at |east one custonmer connected to the

cust onercustoper @futi[i#eAmptFr data received over the BGP feed from the PNAP and send traffic

to a destination served by said service provider through said customer's connection to said

service provider by using said routing table to set route preferences in a router maintained by

5 said customer.

20. A method for exchanging traffic in a packet-switched network, comprising:
providing a Private Network Access Point (PNAP) having a customer side and a service
provider side;
connecting at least a first customer and a second customer to the customer side of the
5 PNAP;
connecting at least one service provider to the service provider side of the PNAP; and
making an interconnected network system accessible to said service provider and to said
first and second customers;
wherein the PNAP routing infrastructure within said PNAP contains a routing table
10 listing all routes to all destinations in the network, along with a parameter indicating the degree
of preference attached to each route of a set of identical routes from multiple sources;

wherein said PNAP routing infrastructure lists a direct connection between said first
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5 at |east one service provider connected to the service provider side of

the PNAP; a Lnterconnected network system accessi bl | d. service
provi der an%%ﬂgsg%d 24 P iliitJdirardiiiliiiilJi- L K Sﬁﬁ’@?ﬁ%S

PCT/ USO0/ 22470 custoner; wherein said custoner is connected to a service
provi der Wi sk&ndlc8Qoh&s it Qsth ‘ ' ovider side of the PNAP so
that said custoner is nulti omecg; %sﬁgﬂg}eﬁﬁygﬁd mul ti - honed custoner is
provided a routing table listing all routes to all destinations in the

network, alongmith,a nity,atfripute denoting the, preferred .
reachability ofﬁa gl&)@%t‘ l%qflélfi%géfé‘b‘&ebmpfﬁgﬁ- raHiG heerR iid g
wher ei n safifit 8id debodd B mERSH %B’%ﬁchﬁ?&d WrbdghZBe PRAPARIHYut BhRiogver §4Fei ved
over the BG@G feed fromthe PNAP and send traffic to a destination served
by sai d setbYIc&PIBY I8N der 15 through said custoner's connection to said
service provider by using said routing table to set route preferences in a

router maintained by said custoner. 27. A nethod for exchanging traffic in
a packet -swit cl@d nétmethdd asgenited insilatm 20, ywlheosin shiih BN AP Poviting trefrabedcnne kets\ccess

Point (P Vi a _cust Si nd a servic rovi der side;
connect i wgﬁé%"g A g %feaﬁge @W@%&rﬂﬁa‘f‘ﬁrﬁ%@m&f’mgg ?’&é’ﬂlff TQuRs %PWR?” said
connect i ngfikt ardaasdnd eitorigk Vi ce provi der to the service provider side of
the PNAP; rmaking an interconnected network system accessible to said
service provider and to said custoner; wherein said custoner is connected
to a service prgVvi dar mMaed ias rédis® ; H‘e?(; ' i der.. side
of the PNAP so that said chtrorlrerufgﬂrm tf\lﬂ'ﬁ%ﬁ%@ﬁﬁ%%&%‘é&ﬁﬁ?%@&%& '

mul t i - homeepnoested s pervice pravidergvliodbile dongscied ¢p the servicagrewidéraidalof thd ®NAMat i ons
in the net remidt! wi.th a. co nity attribute denoting the preferred

r eachabi | i%"%fsafgcggg%%”g%&ﬁm’&%r t he custoner non- PNAP connection; and
allowing said nulti-homed custoner to utilize the ASim |l ater data received
over the BGP feed fromthe PNAP and send traffic to a destination served

-

by said servi cépr ot BRRod 28 recitedinlaim 2% Ayrtier compaivias PEVidE fad udibereds ai d
Service pr&isiofRF willl sdibtifingS@bIE ity all P6tds W h1P ddstinaBibhs in the network, along with
a comnunity attribute denoting the preferred reachability of a given route over the customer
non-PNAP connection,

25. A method as recited in claim 24, further comprising allowing said multi-homed
customer to utilize ASimilater data received over a BGP feed from the PNAP and send traffic
to a destination served by said service provider through said customer's connection to said
service provider by using said routing table to set route preferences in a router maintained by

5 said customer.

26. A packet-switched network, comprising:
a Private Network Access Point (PNAP) having a customer side and a service provider
side;
at least one customer connected to the customer side of the PNAP;
5 at least one service provider conmected to the service provider side of the PNAP; and

an interconnected network system accessible to said service provider and to said
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route preferences in a router maintained by said custonmer. 28. A PNAP

system conprising: a) a plurality of packet swtched routing._control

devi ces; WPO4I38S vate network access point (PNAP) custo%?u@g’ﬁﬁ&t ed to a

first side of one | I~~I~I1 I1I~1 I~~10 LI 0" 11 1"l MS WO 01/ 13585

PCT/ USCI% 2471_0 of said packet switched routing control devices; and 5 c) a

pl urality hnetwor k service providers connected to a second side of said

one of sai dwhereinesaidsoostbmbcidl commeétedi® LPticOprovidsr wikbis akaiconmesed ¢ theai d

packet sw {ched,  rout ié)?g}fﬁntrol devi ces causirg\g_packets originated by said
€,

PNAP cuﬁ%ﬁﬁf‘?vdderéﬁtz _ _ &‘?ﬁ‘abﬁ‘é‘ Btomsr i PHERETSwi t ched routing
contrgl devi G@grein Qi MdiiSombd Efstontr $Epratideds rauting BbtedistiRg bl YoukQ 8 afie! ect ed
one of said plurality of network 10 service providers, said selected one of
sai d netdgginatiensr in g petworksd calang wisht aicommynity dgobyte adenotingnthevpreferssfli ch t he
PNAP cu A LT t N g | et _sw tched routing
contr ol % gﬁlétg%ggé‘%ﬁdg%w Sgﬁo%gghggﬁk%PNg?i%F%gﬁénd aF?om t he destination
network to bevhereimsaidimaltilomed custemeleciniutilizé tha ASimhilaridabiaekeited dvbethe

ori gi nat ot PNAP cust over the_exact 15 sane h, .thus_providi ng
oyt 1 1O fesfypin P NVAP BRhpsnd FEafle fo-a desipation Gervhd by e 53 ich AT s ai
pluraljg teiroéh ARE MRIokP € EdtineQionRRé SAld S8R PRVRIe B &ingdafl RUBAE @Bl ketl O
causing said network service providers to sel ect lrect routing to said
one of Jante PErierrRRGES dnd TQIRE Aaiiyined Ry saiheusiometevi ces for causing response
packets to be routed over the exact sane return path as a packet received
over 5 a forward path. 30. A nethod for communicating enploying a private

net wor k accef8. poiAnhethéd\NRPExchangingemffic donp packetsyvitched reavork epngaisingt s
originated by a.private twor k., access | &SF.’NAP custqner ~to enter into
oneof o pi uaidite ¥ P v Nerou e Bai BNAR shvte curRb HCmg s $ER causi ng
ent er i NnGprodgeaide; t 0 be routed directly to a provider which contains a

desired destination network; and c) causing a response packet from said
destination SeRREHRE atdeastone susterensgdie qustomer side of the PNAP;

5 connecting at least one service provider to the service provider side of the PNAP;

making an interconnected network system accessible to said service provider and to said
customer;

wherein said customer is connected to a service provider who is also connected to the
service provider side of the PNAP so that said customer is multi-homed;

10 providing said multi-homed customer a routing table listing all routes to all destinations
in the network, along with a community attribute denoting the preferred reachability of a given
route over the customer non-PNAP connection; and

allowing said multi-homed customer to utilize the ASimilater data received over the
BGP feed from the PNAP and send traffic to a destination served by said service provider
15 through said customer's connection to said service provider by using said routing table to set

route preferences in a router maintained by said customer.

28. A PNAP system, comprising:
a) a plurality of packet switched routing control devices;

b) a private network access point (PNAP) customer connected to a first side of one

A



the PNAP customer over the exact sane path. 31. A nethod as recited in
claim 30, further conprising: a) setting |ocal preferences of the provider
to cause tH¥OgVBS#Sder to sel ect direct routing back to PREUSHE2EP 3
plurality of packet switched routing control devices. 26 CIll~~~IIl-11 WO
01/ 13585 PCT/ USO0/ 2247 2. Aplurality of packet switched routing control
devi ces, conpri si nd’.%s%lgp i r@%‘ﬂlﬁ%&“ﬂé@&‘éﬁ%a@i ginated by a private
net wor k saccessg)poi N pirRABY netwbrksBRE piRidBRBAneRE B AbechRPdde S\@idYneSai d
packet switched routing devices; b) means for causing entering packets to
be routed direct!y ofgridpaskeswitebed yutinhcongoldsmices, spid enewé sdi¢ pagketswitthedt i on

network; and c) ne o) |4 . I ' l,pation
network to be rout ggﬁtu%i %og%@@bﬁgcﬁ%u{%sfﬁgéﬁwgeﬁ%sﬁ@ I?)Siérgustq(ﬁg&etgact
sanme path. 33. A plentealintd gaidfong o dad paskeét switelidbd rrouting Rgntelsd \deciess fégm ksigi ted in
claim 32, further 0 I Si.ng: ‘g%qrr,eans for setting_ | ocal preferences of
the provider to catfgré‘ng‘#ea“ﬂrbg\f? dipestly fe1 é"é?m&ﬂ“%gfsﬁ“ﬁa‘ﬂ HRER¥UE t he at
| east ofe of said paek@!t pRWdahagi ficle@Jond of QYaCASwork? serficBBrBRderk OF
routing information paplggts symetrically on sel ect ed for?A/argEIgnd rreturn
pat hs ikn an _O\éeral | coptainiigr R dﬂﬁﬁ@_ﬁw lrtgtv_éﬂrbl\&ihldllifh%/lPNAR rc?swm@rl _d@rirﬁglj[tﬂg )

net wor ks, sai overal | [.AC ng. i ubli ¢ ne r
access point (NAPs)wand %ﬁk\é\?@} 3"?’%’9&% Sglrt&\?gt%&tﬁ 'EV\(%IFr %%E%E scg‘f)s(l)ﬁ'gn)f(\g
(PNAPs), said pl ur akspoysephckiet aiginated feont the destinativatnetworis td teCotichrdegl e - PNAP
provi ders, and PNAP, providers, each of said traffic_ carrying networks

havi ng Aut ononpus @ggﬁm eW@FFbWE“&Q@@E‘gQP@HPNﬁgr%WgE OVEL i €X3dt hod
21T St o Tas hunber o, b brobiind symifb SR, T0L Bubl i ¢ NaPs DUt 10
whi ch are not any of the AS nunbers associated wth said PNAP provi ders;

imbor s 828001 At EpehietREH ol Se el s el 20 sl A Sy oF SOHIRE B B° 11

the AS providers have local preferences set for causing said network service providers to select

Bt

direct routing to said one of said packet switched routing control devices for cansing
response packets to be routed over the exact same return path as a packet received over
5 a forward path.

30. A method for communicating employing a private network access point (PNAP)
system, comprising:
a) causing packets originated by a private network access point (PNAP) customer
to enter into one of a plurality of packet switched routing control devices;
5 b) causing entering packets to be routed directly to a provider which contains a
desired destination network; and
c) causing a response packet from said destination network to be routed back to

the PNAP customer over the exact same path.

31. A method as recited in claim 30, further comprising:
a) setting local preferences of the provider to cause the provider to select direct

routing back to the one of a plurality of packet switched routing control devices.
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nunbers associated with the current provider; d) denying that |list of AS
nunbers fQr t urrent provider; 15 e) setting said lo ences of

t he PNAP H&HUF%@?S for causing the PNAP providers to sg?égﬁﬁg%géht routing
to the plurality of PNAPs; and 27 | 1"01"1 (L0~ ""00 10 1" 11 1ril Wwo -
01/ 13585 PCT/ US00122470 f) applying c& guration files to routers

associate’ 4 iith each PNAP provider; and causing the routers to apply the
PNAP pr @32 derA plomdityyoff packes switclied soutimg ichitroAdevicesyromnprisingcei ved from each

provi der. 35. An apparatus for routing. information ckets s jcally on
sel ected for®ard PR B ort \APFLfate -“r‘?ﬁ’{) ?‘f?ﬁﬁ?\%\‘%&
plurality of traf thstorfictté ¥hteHinRLitWeasdne of SAd PackeCdvaiched Rl devides] udi ng a
plurality of public network access point (NAPs) and a plurality of private
net wor k acceé’g poimsass fopKpysing entexing Packgisdp be yoused direstly ite a pravider iyhich

net works i ncl udin < "'nﬁjr%% PNAP providers, each of said
traffi% carryi nggﬁlg?\asogﬁl?%ﬁg@?gﬁg u?’gﬁ@r}r}é’uas}lﬁSystem (AS) nunbers associ at ed
therewith, sa)d aepesiat cansing apesparisepacket)framesaiddestnation petworkgo ae krowed of al |
PNAP provi der AS nu rs; for creating a list of AS nunbers which
peer at the pl uraﬂfr E’o@%ﬁ%‘#‘?@%&“ﬂﬂ%%ﬁf%%ﬂsgﬁp t any of the AS
nunbers associated with said PNAP providers; c¢) neans for taking the union
of all provider AS nunbers and, AS nunbers associated with the plurality of
publ i c NEPs ahPlemaber ok Packst syitched crouting devigss as %%Flhtc@émvﬁ?bhg‘ﬂh@ current
provider; 15 dhoieags for denying that list of AS nunbers for the current

provider; e) neans Tor setting |ocal preferences of the PNAP providers for
causi ng t he dNAP mmapy fatesetting dok preferentes ofcthe ipoamiden do canse the priovidat tot y  of

cach Pab | pr ovi aone AR LRGP ekl b Tl ey BRI BuheRRO8T U (L

PNAP psovi der confdegitgsati on files to the AS nunbers received from each
provi der.

34. A method for routing information packets symmetrically on selected forward and return
paths in an overall network involving a plurality of traffic carrying networks, said
overall network including a plurality of public network access point (NAPs) and a
plurality of private network access points (PNAPs), said plurality of traffic carrying
5 networks including non-PNAP providers, and PNAP providers, each of said traffic
carrying networks having Autonomous System (AS) numbers associated therewith, said
method comprising:
a) creating a list of all PNAP provider AS numbers;
b) creating a list of AS numbers which peer at the plurality of public NAPs but
10 which are not any of the AS numbers associated with said PNAP providers;
c) for each provider, taking the union of all provider AS numbers and AS numbers
associated with the plurality of public NAPs and subtracting out the AS
numbers associated with the current provider;
d) denying that list of AS mumbers for the current provider;
15 9] setting said local preferences of the PNAP providers for causing the PNAP

providers to select direct routing to the plurality of PNAPs; and
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36. A nmethod for routing information packets symetrically on sel ected
f orward and“;oe‘ﬁHggas paths in an overall network involvi ng‘,(far,égo 2q],'ty of
traffic carrying networks, said overall network including a plurality of
public network access points (NAPs) and a plurality of private network

access points (fPNAPg)pivin@ssiRphrasc fikdko Putdet aﬁgéﬁa@g‘aﬁ?rexh%% ﬁﬁgﬁk}%ﬁ kgq bei ng

divided into two groups, a first group consisting
LITIELETELELED 1111 causing|the youtery to@pplyNhé PNEP @rgvides 8enfiparbtios it 22 heAS

provi ders, and a se nsi sting .of PNAP providers, each of said
traffic carrying ngl m?rgg&gigscfﬁ mc?%é”ffgw Fe Aut ononmous System (AS)

nunbers associated therewith, said nethod conprising: a) creating a |ist
of all P proyvi der AStnunbers; 10 b) creating a_list of AS nunbers which
peer at the-pl JMLFRREEANSTonToRting infeamation packeksyapnesically, gr seleped forwad ands
number s associ atfch PArkd inSdiNeMAEWRHOWYESHS 2 phidlit) OF wrfBE RadifY | t aki ng
the union of all, prgdvi der. A% nunbers and nggpnung%rs ??go?:t?%%gg\%)ﬁ%’ t he
plurality of puBidiayengimgtworkincluding agiurality ofipublih setwsrk avoess poigt QAR amt ed

with the current i | enying.t | St..0 n rs for the
current provi derli rl?l%@togglg‘faﬁég&éﬂm ?cﬁ%‘rpo %ﬁ#g& §a’9\,ﬁ{uﬁﬁ‘§%8ﬁg%ﬁc P8 t he
"deny" |b5st w trdetweorky inolding non-PNAPepoeides|ané PRRFOSLAIEE, wich lbf shig warmyi der ;
f) tagging all AS .nunmber .ch do match the "deny" |ist with a secondary
preference val (FA"H28 B@Wﬁri‘é KIRe ALe0moRs SYsteBAS) Busihers agsoriygd theeewith; sei y

| ocal pref er enggpatadis!€smprRingause the plurality of PNAPs to route to the
PNAP provi der's destinations over that provider's network; h) using the
secondary Iocala)preﬂ@P@rf@"eCfvwnsésllst@faéhﬁgéppmidptASahmbgrs;of PNAPs to route

t o desti nati ong,not %gHo P I det . Qv r.esel ect ed. PNAP
provi der; 25 iib)nakpfr?g&gﬁg%ges aﬁ“ﬁ@%g{ﬁ%ﬁg@ﬁg%gga} M%‘gr&ggvogrp{lﬁ Ced by
the plurélity of PNAFs tuowhivhrardhiARnp od tHedkS mimbetsnasserifedowitkl €46 PNAP

directly connected to the PNAP to use the sanme presel ected PNAP provi der
as the plurality ofpﬂ\ﬂ&g?’

c) means for taking the union of all provider AS numbers and AS numbers
associated with the plurality of public NAPs and subtracting out the AS
numbers associated with the current provider;

15 d) means for denying that Iist of AS numbers for the current provider;

€) means for setting local preferences of the PNAP providers for causing the
PNAP providers to select direct routing to the plurality of PNAPs;

1) means for applying configuration files to routers associated with each PNAP
provider; and

20 g) means for causing the routers to apply the PNAP provider configuration files

to the AS numbers received from each provider.

36. A method for routing information packets symmetrically on selected forward and return
paths in an overall network involving a plurality of traffic carrying networks, said

overall network including a plurality of public network access points (NAPs) and a

plurality of private network access points (PNAPs), said plorality of traffic carrying

5 networks being divided into two groups, a first group consisting of non-PNAP
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uses to send to said providers; and j) setting the PNAP provider |ocal
prefereng‘fbs 1;19§8 causi ng the PNAP provider to 30 sel ectpcdusewizaroouti ng to
the plura |‘{y of PNAPs; k) applying configuration files to routers

associ ated with each PNAP provider; and causing the routers to apply the-
PNAP provi degrofigérs] antl @ isbcdhd fgrdupSconistingeofl FNIAP Provideesi eacll of saithtendiid
provider. 37. A private network access point (SPNAP) sgstem conprising: a)
a plural ity @rymEaREYoTksRavingdme Oh MOFeQUISHIMQuUS Sysfery| (Aaknumbess gssqclated . | =

T 1 T T I Y P (I . \MO,01/ 13585 PCT/ USO0/ 22470 b) a private

net wor k accetgésrelgédll’nsj‘tald(ﬂlgel\ld&%&gltlfsr'%\@ er connected to a first side of one of
sai d pluralid)y ofcreativg etistofialldNAP providendS sumbers! devices; c) a plurality

of PNAP netwark service oviders, directl i de of

cai d 1 ural 1By orptEaRLE BE e T pleC s i) o AHRERARS bye! O

| east one non- PNAGhicleiré@mbKany et \theCAS miirabersl essociated with said PN AFoproeidersd t o sai d

plurality of said packet swi tched routing contyol .devjces I d packet

swi tched ro®ki ndob%?ﬁhpwldﬂbméh%mqgnﬁw -éswpb?rﬁﬁ%égﬁw&ﬁd

private PNAP Cu?s&?ﬁftecf %itﬁ&h@&alﬂ:ﬁgﬁ ﬁaduﬂli@fm!ﬂ%t afdVinitRfa6hg' St thedagont r ol
e,

devi ces from sai 1rst si sal d packet switched routing control devices
routing packets Ifingeoyassosiabdtwithothel cwrrént gravisier:ni t hi n sai d non PNAP net wor k

service provigder' ne ks ., a pr | said plurality of PNAP
netwoPk servfkte %PBW%E‘%&°§$%§“5§’g§s§§%§§g§g%rﬁ§?%ﬁée§hi d plurality of PNAP
network servece tgging dbdtber(S vivaibersrwhich domot mateh thetfdenyblist IR pisary nat i on
network which the private PNAP custoner desires to comunicate wi th, and
t he packet swi t che§ 1@%&%}\‘9#&%‘%”&8@6‘?% L: causing a response packet
originated fgom tiaggmgleaﬁtm%hﬁ&stm&ﬁdémdxed‘déﬁyemst wethd sédonddry on  back
to the private PNAP Custoner over the exact sane path, thus providing
symetric routi ngprefgencvamggssegjatedwithh theDER¥ideEd in claim 37, in which said
pluraljty of PNAP network. ' ' set for
Jﬁog cai d SbNAPTSInE % rpﬁlmsaé?? i/olﬂclgﬁefglreﬁélé VHRLS 1d18a(Re iR plralfty SF PNTSAS

causi

route to the PNAP provider's destinations over that provider's network;
h) using the secondary local preference values to cause the plurality of PNAPs to
route to destinations not connected to a PNAP provider over a preselected
PNAP provider;
25 i) making changes to AS path lengths of routes advertised by the plurality of
PNAPs to each PNAP provider to cause providers not directly connected to the
PNAP to use the same preselected PNAP provider as the plurality of PNAPs
uses to send to said providers; and
i) setting the PNAP provider local preferences for causing the PNAP provider to
30 select direct routing to the plurality of PNAPs;
k) applying configuration files to routers associated with each PNAP provider; and
causing the routers to apply the PNAP provider configuration files to the routes

received from each provider.

37. A private network access point (PNAP) system, comprising:

a) a plurality of packet switched routing control devices;
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providers to select direct routing to said packet switched routing control
devi ces for causing response packets to be routed over the exact sane
return pat "WOIVBSBacket 5 received over a forward path. PS&USWZERhod for
conmuni cating enploying a private network access point (PNAP) system

conprising: a),causin ackets origi.n a ptivat et work .access point
(PRAP) cuiet onh” 1 o BB BevaCacsns Boim AP Susfrob oecha e a R ipe 64708
routing control devifgsia pludality of pdRét3FiteHRl hiting cHt@K Bévicesddr essed to a
destination within a non-PNAP network service provider's networks to be

routed to a pr®sel echlwglitypf PHAPnegwerk sptvice pevidersidagoctijesoppecteddn g ppeand
provi ders contai ni ngy.a.¢a4 ﬁlrﬁlﬁy% cﬂ&@ﬁrt&teﬁ) e m&gﬁ%@%ﬁmﬁﬂl US00/ 22470
u S’ares c efoor%glnae r

destination; and c) causin nse pa omt he

desti natsi on t odbe fapileastrodeton-PINAP ndtbotkhervitepravidet noridecttykconoectddgo paidvat e
PNAP cust omer over the.exact.sa th., 40 A hod as.recited.i.n.claim
39, further conpri sélwa].nya s %Wﬁdgﬂﬁ‘teﬂ|f°‘ﬁ%f=%ﬂ“g’ﬁﬁ%§%’rSaidrlém‘shﬂw?’f&?mr k
service providers tx@uﬁx@&@xﬁbﬁ@evi%uﬂ?%ts&ﬁ{g‘ﬁa&ﬁ B Md Gefvae tEN AR ect
direct routing back to said one of sai plurality of said packet sw tched
routing control dequstester wienten ingp §3id packot syitchedaRetingsepwelHisvicesdiam sgdcont r ol

devi ces, conpri si ng : C | rkgtnated.hy | vat e
net wor k access poi %?éﬁ%@acﬁgc&n@é{l@géﬁ@%%ﬁt{% %ﬁ%&gfr sa dp%lkgt%al ity
of sai digpacket sw taideedsed oo hideginationyitiih saénoreBNAPmetworksamse povideassi ng
entering packets addressed to a destination wihb%in = PNAP net wor k
service provider's W%gsr at%e%gc?%lﬂ’f'%(?ktsﬂdé’ étgeq?eﬁc}f‘g%n Tk, pervige
plurality of PNAP nabviérk, SR piesdediidooteIsT saidClinaRly ' TRNAP metWoek s&rvicke non-

PNAP destination; and c) neans, for causing a_response packet originated
from the desti nati oRfovigerp gontaiping g rapie & the MPHRNARdeginationpatwerk WHektheo t he

private PNAP cust onpr. AYRfAp nﬁ%@é&&eé@%&nﬁﬁﬁi&te ﬁﬁh, a-ﬁﬁ%e?é%%e%%Meﬁf

packet switched routing contro evices as recited in cla urt her
15 routing control devices causing a response packet originated from the

destination to be forwarded from the destination back to the private PNAP

customer over the exact same path, thus providing symmetric routing.

38. A PNAP system as recited in claim 37, in which said plurality of PNAP network
service providers have local preferences set for causing said PNAP network service
providers to select direct routing to said packet switched routing control devices for
causing response packets to be routed over the exact same return path as a packet

5 received over a forward path.

39. A method for communicating employing a private network access point (PNAP)
system, comprising:
2) causing packets originated by a private network access point (PNAP) customer
to enter into one of a plurality of packet switched routing control devices;
5 b) causing entering packets addressed to a destination within a non-PNAP network
service provider's networks to be routed to a preselected one of a plurality of

PNAP network service providers containing a route to the non-PNAP
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conprising: a) neans for setting local preferences of the plurality of PNAP
network service 15 providers to cause the PNAP network providers to sel ect
direct r RIAGBack to said one of said plurality of p'éf%l(‘éﬁoo % ched
routi ng devices. 43. An apparatus, conprising a plurality of private
net wor k access po'emnaﬁgﬁ\,l%m, a provider having a connection to said
plurality of PNAPS, Ssaid provider having 20 networks, said networks having

desti nati onsg) Saicdusigpraresgonse paokdt ogjginateld fromrtie destinptiok wite foywandedframm| | v
bet ween desti nati png and. sai luralit PNAPs, within the provider's
net woks, over t TE?PB‘W%@FS%B&%’?\%M%&RP SUFRET VR e epdrt Sqng) s. 31
v, 22 2222 10eJr rreer ot rrrr Lsio i Vv WO 01/ 13585 PCT/ US00/ 22470
44. A method for routing synnmetrically between destinations within a

pri vat e 48et wirmethadcasecited jim claimpRdh Hprthar GOMPEFING net wor ks, over that PNAP
provi der's c@nnecgt ], ' | Pg@;;i C hsi Ng:
appl yi ng confti gurstgttﬁ]gr%&%l ?léegé}fﬂéeféfu é?@fAPP astzrgcs?lg'gcg w%ggg&g%$EV| der's
networ ks; and cauRNAB nétverk ssnviecerpsovidersypselpct direct raing bapktasaibonefofisad t o
routes received from.ea rovi der.. .45. An appargtus. conprising a
plurality of pri v@?@‘ﬁe&h\ﬁﬁﬁﬂ’a g%‘g’échﬁ‘gf‘ﬂ‘flgg f‘%ﬁf&é@?‘mﬁ PNAP provi der havi ng
a connection to said plurality of PNAPs, a non-PNAP provider 10 not having
a direct connection to said plurality of PNAPs, said providers having

net wor k1. saAdplvslitymippckst switched rapting eoptrok devicey: GOEPPHISPET nat i ons, sai d
apparatus to,, rou e ' ' sk Point PRATYNAP
provi der's ne vvor{?gmggégﬁﬁgﬁgg%%:lkee}:{st%@%@@%ﬁ%ﬁ?ﬁ%@@gﬁﬁg%@on to'the
plurality of PNAPsustoh@r ta entet insol ofiwpf saidplumajity pfreaid phekat switched FRaing
destinations within a gom Q,ri vate network access point (non-PNAP)
provider's networ RISV EF IS ol ect ed PNAP provider's connection to a
pluraljty of pPNAPmearsafofl cimingeteziagpacketsnigddressen |ty iardgstinatién withiatd non- fil es
to routers associated with PNAP provider's petworks;, and causi Eﬂ?}e
routers to 5 appPNAPHREtYQSK FSI¥ies BROYIder § nefwar ﬁ@bFé?}l‘@s‘°raé’E"éFa]9%‘8‘[]8‘?e each

provider. 47. An Q%ﬁﬁ\mﬁ& |48 PNAP v otk R&tvike Providehd donitaifingdd rotdd © thehyr K
access points (PNAPs), a first

PNAP destination; and

) means for causing a response packet originated from the destination to be

10 forwarded from the destination back to the private PNAP customer over the
exact same path.

42.  The plurality of packet switched routing control devices as recited in claim 41, further

comprising:
a) means for setting local preferences of the plurality of PNAP network service
15 providers to cause the PNAP network providers to select direct routing back to

said one of said plurality of packet switched routing devices.

43.  An apparatus, comprising a plurality of private network access point (PNAP), a
provider having a connection to said plurality of PNAPs, said provider having

20 networks, said networks having destinations, said apparatus configured to route packets
symmetrically between destinations and said plurality of PNAPs, within the provider's

networks, over that provider's connection to the plurality of PNAPs.
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and second provider having connections to said plurality of PNAPs, said
first and §, cog%s rovi der having networks, said first prl;ezli/&%ﬁl'zﬁ? et wor ks
havi ng a de % n, said apparatus configured for routing synmetrically
to/fromdestinations within the first 5 PNAP provider's networks over the
second PNAP provider's connection to the plurality of PNAPs when the first
PNAP provider's connection to the plurality of PNAPs is unavailable. 48. A
nmet hod, conprising routing symretrically between destinations within a

private ngfwork_acc oi.nt ( PNAR) .pr.ovi der's. networ.ks over 1he next best
PP pr ovi Hbr <A m T Fiely sirrberalaply SPiueR e ip et ikl SEBGt) el

PCT/ US00/ 22470 aceepimi(PNAP) grotidé sitletiorkd, bYer@hat PNAPsprofviger' s dvaneteisn to@t i on' s
PNAP provi der connection to the plurality of PNAPs i s unav able. 49. A

: t . |
net wor k t opol odyurakity o PN&Psgsaid ?ﬁcmlnﬁéﬁmlkgﬁm%%%@%itﬂ@“&“tm or
nmore priyate n ' e PNARS s SRS e £ CUSEIOTRE S, S
wher eby %lhe to%%%%%&dﬁgﬁﬁ?zq t R)g%g gnge %)kgb%g&tjg be V\tgeﬁ%e cu égmer and
the providers donfiguratiomfilesrto cotesgbieived oo each provider-k t opol ogy, conpri si ng:
two or nore network service providers; two or nore private network access
points (PNAPs); and one or nore custoners, 5 whereby the topology is used

excl usi vel ¥5.t 0 A appaditus, @bmptieng ¥ PRERdlity ©f PricdARGRORK acci Points(FdARMBEN a
custonmer and a network service provider. 51. A network topal as recited
in claimbs0, widYAY proyides havingiacomegsionde eaid plpralityof PNADS pancPRAE REOYeEr of
packets ,get weemq paihy Al irdet! SdridBiion 36 daid phéihi of EAGAPS, GRd pR6ANErS Bhving 2. A
packet swi tchegb routllh%g contro aplpl)ar aztuu fo\rﬁpt he symetr iﬁg routi ngméof
packets, conprietvarks, said non-PNAP provider’s networks having destinations, said apparatus to

route symmetrically to/from destinations within non-PNAP provider's networks over

a selected PNAP provider's connection to the plurality of PNAPs.

46. A method for routing symmetrically between destinations within a non-private network
access point (non-PNAP) provider's networks over a selected PNAP provider's
connection to a plurality of PNAPs, said method comprising: applying configuration
files to routers associated with PNAP provider’s networks; and causing the routers to

5 apply the configuration files to routes received from each provider.

47.  An apparatus, comprising a plurality of private network access points (PNAPs), a first
and second provider having connections to said plurality of PNAPs, said first and
second provider having networks, said first provider’s networks having a destination,
said apparatus configured for routing symmetrically to/from destinations within the first

5 PNAP provider's networks over the second PNAP provider's conpection to the
plurality of PNAPs when the first PNAP provider’s connection to the plurality of
PNAPs is unavailable.

48. A method, comprising routing symmetrically between destinations within a private

network access point (PNAP) provider's networks over the next best PNAP provider's
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a) neans for determning symetric routing policy at a plurality of private

network sws@nsssfol nts (PNAPs); 5 b) neans for creating siflistidaiodl ni Ng
router configurations in accordance with said routing policy; c) neans for

causing a PNAP provider to set a preference to prefer access to the
plurality ofortkiion totha plurility af PNAPswelicnitiedestinadons PNARpeovider coraeaiong ot her
providers to prefer. ac tQ the, rality of PNAPs in 10 accordance with
sai d symet (¢ &€ Bﬁ?‘?%&ggg‘%l’éﬁ“'@?‘&févlwl UL~ 1 e e 111" cL
14 S WD 01113585 PCT/ USOQQ 22470 53. A packet switched routing control

met hod for the symmetric routing of packets, conprising: a) determ ning
symet 4% r uBstwarkjepqlegy, somarisipgir al i ty of private network access points
(PNAPs); 5 l?\)vo%ﬁx%}éﬁﬁgwé’&%e%egﬁé’s}iﬁgrﬂg router configurations in accordance

with said routing policy; c) causing PNAP providers to set a preference to
pr ef er acceswo bomokeepnMate meitwork aodess pINMBPEPNARs)paridocal connection; and d)
causi ng ot her grovi ders to prefer access to the plurality of PNAPs in
accordance °P Wﬁ:%’ﬁﬁoale'és&?nnetri c routing policy. 54. A packet swi tched

routifg contwue}ewm?éwgy fs sed do@x ackéis betWedntlle Bdstdd@s 4Bd the
conprising: a) neans for determ ning a LOCAL PREP ordering of private

network access pEIviflersipgymmetric faglions ¢ 0 be used when a destination
network is not connected 5 to a PNAP provider or the destination network
is not currently reachable through its PNAP provider or the destination
net wor k3Q.s Geonetwotkedpelogynebmprisiag: PNAP provi ders; b) neans for determ ning

whi ch Autong‘go%s S stgng (ASes ar.ﬁ directly associated with each PNAP
provi der an 205 bR Y ’ikI"FSEVé AP 8RB rous Syst ens

two or more private network access points (PNAPs); and
one Or more customers,
5 whereby the topology is used exclusively to provide for the symmetric exchange of

packets between a customer and a network service provider.

51. A network topology as recited in claim 50, wherein service is provided for the

symmetric exchange of packets between a private customer and a network service

provider.

52. A packet switched routing control apparatus for the symmetric routing of packets,
comprising:
a) means for determining symmetric routing policy at a plurality of private

network access points (PNAPs);

5 b) means for creating and maintaining router configurations in accordance with
said routing policy;
c) means for causing a PNAP provider to set a preference to prefer access to the

plurality of PNAPs via a local connection; and
d) means for causing other providers to prefer access to the plurality of PNAPs in

10 accordance with said symmetric routing policy.
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10 in a Provider AS Database; c) neans for determ ning which Aut ononous
Systens are peering at a plurality of public NAPs and s t hose
Autonom)us‘g‘s in an Exception AS Database; d) nean%%@gﬁe%g{"grm ni ng
t he Aut ononpus System (AS) nunbers of other i5 providers provided to the
apparatus by the user and storage of those Autononobus Systens in the
Provi der AS Dat abase; e) neans for verifying traffic flows froma plurality
of PNAPs t33. saAdpaeRéRwitphiedviottsgs cannd! wedatli fog thtasdyaiiends rovting rof grackeksor
verifying traffic flows fromsaid PNAP providers to the plurality of 34 1|
IVliilj 11111 %PPPFTE 117 11 INi ms WO 01/13585 PCT/ USOQ 22470 20 PNAPs
and creating approiek i e ; BRoRISralig of pFioAs | RogBegs OUt er
configuration ?i | es; .ﬁﬁgﬁgﬁ#&gfﬁ rg%kg]l%npgﬁ%yOCAL PRIgI2 oggﬁ??&gﬂftgtoi on cstg)m'rands
to sai d base routerpoigo@NARskation files such that packets fromthe

plurality of PNAPs ; t. 1l nad | AL L.d P ' y wor Kk,
traverse5 t hat rovicg%ﬁ%n%ﬁ%ggﬁt%ﬂn%ﬁ%g%&g%%#g %’M%&%ﬂﬁ%) nmeans
for addi ng LOCAL PRisHey;onfigurati on commands to said base router
configuration files suc t ckets fromthe plurality of  PNAPs tq a
destination no® wi t%?%“@‘gﬁ mﬁéﬂﬁﬂm a&ref%rewstt@w,r agaess g theplyREty AP
provi der's network pWAR, ¢id8 10 onicB8Sh@d preference; 30 j) a conputing
means for determining the appropriate AS PATH additions to be added to the

routes sent frém t Hrevgingpiler proyidess tpopafes access st PIRILRY o PYVARY én accondancet or age
of thos& addi ti ons \jvﬁhéaﬂles 55 E’eYriicdx?:Eﬁn?S%o'lD H Prepend Dat abase; k) neans for
S IO 0

addi ng PATH Prepend conf1 gura ands to said base router
configuration files using said AS PATH Prepend Dat abase; 35 1) neans for
causi ng other provjders t refer access back to the plurality of  PNAPs
vt agpr é?err ﬁwﬂf?ll?\ai g}ngscng?lv@pp(r?ms %or tsme symmet%c routing c}/f packets,

comprising:

a) means for determining a LOCAL PREF ordering of private network access
point (PNAP) providers to be used when a destination network is not connected
5 to a PNAP provider or the destination network is not currently reachable
through its PNAP provider or the destination network is connected to multiple
PNAP providers;
b) means for determining which Autonomous Systems (ASes) are directly
associated with each PNAP provider and storage of those Autonomous Systems
10 in a Provider AS Database;
© means for determining which Autonomous Systerns are peering at a plurality of
public NAPs and storage of those Autonomous Systems in an Exception AS
Database;
d) means for determining the Autonomous System (AS) numbers of other
15 providers provided to the apparatus by the user and storage of those
Autonomous Systems in the Provider AS Database;
e) means for verifying traffic flows from a plurality of PNAPs to said PNAP
providers and updating databases;
H means for verifying traffic flows from said PNAP providers to the plurality of
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m rreatnsdfor applhyi:)&gpsai d conbined router configuration files to routers
connected to eac provider; n) means for causing egghy to obtain
full rout¥QO%P&h each provider; and 40 o) means forgcau5| nggdaé%ﬁ router to
apply said router configurations to said full routes. 55. A packet ’
swi t cged routing g@Lbd Qld &%ﬂ%%@ﬁﬁa&éﬁtﬂm;ﬂ c routing of packets,
conprising: a) determning a L PREF ordering of a plurality of private
network accegs pméans fqrrereaking pasovowtenrconfignrafionflesy when a destination

network is nat connected,,. P RL.QN] 64 J ' et wor k
i's not curr eﬁt |y T%ag‘&toél?fl%’g%?i‘r%g}glh | g '"Juq%og\%) er ogl%tSS higrbg%és'?iﬂtr?gt I on
network i s connecdopfigiration lfilésphueh tRidAPacketoiraierthe piralilyt ef PNABsgtowhi ch

Aut ononobus Systens (ASes) are direct ciated with 3 [111)1111111
LPrrr 11111 11 1 |¢elstmat'en)LW1Rh“$ SF'#'P% é@i&%é‘%ﬂ%ﬁﬁ%g‘&gﬁmb&&%ﬁ PNAP

proviger and st or agge@bn tdASPbbtitp 6PPRAPs;Systems in the Provider 1o AS
Dat abase; c¢) determ ning whi Ch Aut ononous Systens are peering at a

g( ur a|t ity Zfs i)ng bl lil;lgans P ding d.QEAT: RREFsonfigisation/cemmasippssaid Maseritern t he
ception t abase: .. {erm pl : unbers
of other provi der%ongllgg’@lng‘idﬁ%o i emé{;g?%%gb%ﬁégﬁgr%ﬁgf ?tmgéps?g gf t hose
Aut onomous  Syst engestifationenot Withii caid FNARPrdvides’s awevarnpravesimthet PHABt eps of
e) verifying traffic flows from tgle | ural i t¥ off PNAPs to said PNAP
providers and upBReYidags BEAGRHR! eF‘§)°s§/%rFf°f’§ R TF&Ffic flows from said
PNAP gy ovi degs t 0 ofpuding mehis fé_fdé?&‘fh‘ﬁ_ﬁng&EQ?ﬁrbﬁ&taABrBMHatﬂeiﬁaﬁthfﬁecat i ons;
20 g) creating base router configuration files; hAPaadi nﬁ; ﬁ Bl urality of
LOCAL PREF confi gaddeditothecrowtg® srat frow the,pluraljlysef PNAPs to eacly PNAP provider

and storage of those additions in the Provider AS PATH Prepend Database;

he

k) means for adding AS_PATH Prepend configuration commands to said base
router configuration files using said AS_PATH Prepend Database;
35 )} means for causing other pro?iders to prefer access back to the plurality of .
PNAPs over a preferred PNAP provider's network;
m) means for applying said combined router configuration files to routers

connected to each PNAP provider;

n) means for causing each router to obtain full routes from each provider; and
40 0) means for causing each router to apply said router configurations to said full
routes.

55. A packet switched routing control method for the symmetric routing of packets,
comprising:
a) determining a LOCAL_PREF ordering of a plurality of private network access
point (PNAP) providers to be used when a destination network is not connected
5 to a PNAP provider or the destination network is not currently reachable
through its PNAP provider or the destination network is connected to multiple
PNAP providers;

b) determining which Autonomous Systems (ASes) are directly associated with
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rout er configuration files such that said packets fromthe plurality of

PNAPs to ation within a PNAP provider’'s network t hat
sai d provi g'érS\1 tSA"!‘gonnect ion to the plurality of PNAPs; E&) aggﬁng sai d

LOCAL PREP configuration comands to said base fouter configuration files

such that said paCE&hi’NA]ﬂ&bhﬁé‘raﬂh%ﬁhéBﬁ’m@efd%eﬁxoﬁésyﬁtemgmpﬁﬂd&? not

within a PNAP provider's network, traverse the PNAP provider's network
wi th t & nost pref éﬁrléatlalm%ference i) determ ning the appropriate AS PATH

additions to he ad o n 0 t NAPs to
each PNAP pr ov?de g‘aﬁlﬁf“;ésgld% 0 oogletsy %{ed;& A&natﬁh%{“%mg i %h S PATH
Prepend Dat abase; NAMRdad mageﬁlmusahuﬂonomdussﬁst&kTHﬂErdeﬁsrﬁmeat i on
comands to saj d base .router, configuration fil é‘? sal AS P@e

Prepend Dat ab fi6tenInsE [y "B‘F‘?‘?@?“"g‘? BAS) e %ﬁﬁs g SPRERt 0 the
plurality of PNAPS 1O VR syStem3%y ﬁé%ﬁér&xﬁ@to?i\é@%fﬂﬁ&tf'ﬁﬂﬁénoﬁmﬂ@gy%&, inthe
appl yi ng conbi ned router configuration files to routers connected to each

PNAP  gPovi der; n) Peevider A Ratettase compaising theoitspaich ful | routes from each

provi der; and ) C I ons to
o d fuli rourds, - vy paR oo thlud Al of pRae) o Qe iar B ol

01/ 13585 PGT/ US40/ Zpdafitlg dfkalees; An apparatus, including a plurality of
private network access, poi nts Ps determ ning .a PREF
ordering of PNAP pr&% Eal}fl‘b ’é@sﬁ@@%ﬁ%g’#‘? PROXWERS Y4 @W-Aﬁ%ﬁ{ﬁ& not
connected to a Pmergﬁ%&%%prﬁ{eﬁh&ﬂgﬁl nation network is not currently
reachabl e through its provi der or fhe destination network is

connect28d to rEMl ti greatigaizse mm@’mmt@@ﬂﬂs: sing: 45 a) nmeans for creating

PrAP pr ovi dor Dsuc RS s PEREEYS DOCRL e Sl confadte i’ Coch

preferred PNAP pr O\rmda-rcpnmmhﬂo)lﬁlmmmktﬁansm«tpmm frgmahes;ﬂmli(gl 0£PNA(Pse@ondar y)

of L L PREF val ueasdesu%gl]t?onf woxrthm a PNAP provider's network, traverse that said provider's

-

connection to the plurality of PNAPs;

25 i)  adding said LOCAL PREF configuration commands to said base router
configuration files such that said packets from the plurality of PNAPs to a
destination not within a PNAP provider's network, traverse the PNAP
provider's network with the most preferred preference;

) determining the appropriate AS PATH additions to be added to the routes sent

30 from the plurality of PNAPs to each PNAP provider and storage of those
additions in the Provider AS_PATH Prepend Database;

k) adding a plurality of AS_PATH Prepend configuration commands to said base
router configuration files using said AS PATH Prepend Database;
I causing other providers to prefer access back to the plurality of PNAPs over a

35 preferred PNAP provider's network;

m)  applying combined router configuration files to routers connected to each PNAP
provider;
n) causing each router to obtain full routes from each provider; and

o) causing each router to apply said router configurations to said full routes.
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each PNAP provider, in the sane descendi ng order, such that the highest 50

LOCAL PRE{; 0V in the second set is a value | ower thapckhRodeygst LOCAL
PREF val ueoo‘)?)"#ﬁse first set. 57. A nethod for determ ning a LOCAL PREF

ordering of PNAP providers to be used when a destination network i s not

connesq &8, t 0 A% APYARNR! dciudeg @pm&d& Be piivaié hétQork &'éesagsdm kPN APS)OFor
currently reachabl e through its PNAP provider or the destination network
i s connect ed d¢ETRIRING ?)Ilé)mliﬁfi)@m@%,(’fc%ﬂﬁ?i RIPHgers He by appsl when g)
creating a fijLgi t ' ' A %-f S, one
for each PNAI(Di %%%ﬁﬁé&%%d%%@%@ﬁggm ghe tOQiL rIE_PRE va E’g@gytghe nost
preferred PNAPt purpantlycveachable thoOugh its PNAR prpvides ex dhel destinationenawarkr is) of

LOCAL PREP val ues ne f.o P rovi.der, in the sane descendi ng

order, such tcﬂ'gfecﬁeﬁgoﬂ'%ﬂ{fﬁ%ﬂ%gomg%ﬁm& in the second set is a val ue

| ower 45 han t g | oneads fof)cidhting”RER sétl (pEimafy) of laescending oiet LOGAL PRE®ppar at us

for determ ning whether an Autononous_ System of a plurality of Autononous
CARFRER

Systens is direct VusssasdorgaghPNAP provide, spolithat theijgheet LO e a) a
means for initial ksythpﬁf.o&i,[ﬂ&' e PRAPIRSvider: Lt abase as <AS, Provider> pairs
using the directly conne tee AS nun‘g’grm({)é?' each Provider; 5 b) a means for

| oadi ng the éXi st megnsHonareating aA& ol set Ksesendary) aABOCAL PREE valuep aine §or 37 |

11 s o Hir OB ' e O B B ©
deterspning if thaDOXS. PREF vaies id theCsecomss gaarnisl af validddwetShan Bieolowdst ; d) a
means f.or renovin ny ASes, fromthe Provider AS Database that are 10
deternmined to no &Sﬁ‘d’ér_l)ggi:r‘@é’ﬁ(ﬂﬁ@etfgﬂtﬁbir Provi der; e) a neans for

downl oadi ng and processing a full routing table dunp fromeach Provider as

a list of AS PATH attributes for each route; f) a _conputing neans for
t aki ng s¥.d AsmRADE for datermining & £0GAL_PREEF ayderngenf providers to be used

when a destination network is not connected to a PNAP provider or the destination
55 network is not currently reachable through its PNAP provider or the destination
network is connected to multiple PNAP providers, comprising the steps of:

a) creating a first set (primary) of descending order LOCAL_PREF values, one
for each PNAP provider, such that the highest LOCAL_PREF value is the most
preferred PNAP provider; and

60 b) creating a second set (secondary) of LOCAL _PREF values, one for each PNAP
provider, in the same descending order, such that the highest LOCAL_PREF
value in the second set is a value lower than the lowest LOCAL_PREF value
of the first set.

58. An apparatus for determining whether an Autonomous System of a plurality of
Autonomous Systems is directly associated with each PNAP provider, comprising:
a) a means for initially priming a Provider AS Database as <AS, Provider> pairs
using the directly connected AS number of each Provider;
5 b) a means for loading the existing Provider AS Database as <AS, Provider>

pairs;
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addi ti onal AS numbers associated with each PNAP provi der and storage of the
15 < AS, Provider > pairs in the Provider AS Database; g) a conputing neans
for taking SEPAVRSSPATH |ists and using themto deterni nePCRESHERHEr s

associated wth other Providers as provi ded by the user and storage of the

<AS, Provider> pair Pro Dat.a t hod

det er ni ni ng Wne@her %arHe {}glh 5@50(“ eggh ggpqn&r‘éﬂ“rgt @e S‘FPho’sAﬂ'Fg’ﬁBﬁ%s
Systems is directl ydmmmgumams&nﬁafeht&maswﬂ\wdﬂmswranmt hod
conprising the (gt eps of: a) initiall yegrl m ng a Provider AS Dat abase as

<AS, Provider> Pair ¢ BEMS JOr FRmovingqany quyff%ﬁh%?f@@@\é%l?ﬁ%@ﬁe dhategge h
Provi deryyg b) loadin | e as <AS, Provider>
10 Qefeﬁﬁing(ﬁio% Iﬁ&ﬁg icepinid ¢ o {Pﬁ;r

pairs; c) searching throu eac ol s mechani sm
determining if ®hat aIn@nsfmtdpwuleading)andq:rocasqmgmﬁﬁlaoutmgttam&mnfﬁoni aeli; d)

renovi ng any ASes fr, he P Xo)Y] th t are determned to no
10 | onger correspona)o‘f"d&"lrr‘i"(“éIa ‘Stﬂfﬁgéiﬂ%[‘ F 634" and processing a
full routing tafle dwampﬁtﬁ@rﬂ:eaﬂﬁfarak@ykmmmmhhéﬁidx@ifn%&a‘ém%ﬁ&eﬁﬁlhéi but es
for each route; f) congutlgg nmeans for taking said AS PATH |ists and using

themto deternine mumbers,sasisted ‘Eﬂbﬂ&@}%éﬁpwvﬂifr anktiorpeeet the ovi der

and storgge of the Jdzg¢<p I Provi der AS Dat abase;
and g) taking said AS PATH |st?Xﬁgﬁ%ﬁlﬁg{dﬁ%%qaogﬁeterm ne AS nunbers

associ ated wit$} ot h@pmwtmglmmnsfoa&hpgsmdds@m{ lisfteandsing &enh te deteagiee of t he
< AS, Provider> pa| t he Pro er, AS Dat abase. 1111 0 111
11111 1111 f11 L N & E?sf%sgg%‘e U%)?B‘éifg?% S PGy eﬁﬁyﬁlﬁb‘éﬁf%f“&ﬁmf%r
taking a plurality oftheS<RATProvidet:s pai¢linifé PvidbeAS Dataggter mine a plurality
of additional AS nunbers associated with each PNAP provider and a plurality

of those AS nunbers associated with Providers provided by the user,

conpr Ig s It g nsa:ft) A O 88€ Hor Getbirhiltind +h&ned Sad” Albnofoh® 8Ysterh Ot Mﬁaﬁty“ Epm eft
Autonomous Systems is directly associated with each PNAP provider, said method
comprising the steps of:
a) initially priming a Provider AS Database as <AS, Provider> pairs using the
5 directly connected AS number of each Provider;
b) loading the existing Provider AS Database as <AS, Provider> pairs;
c) searching through each AS and using the whois mechanism, determining if that
AS continues to correspond to that AS's Provider;
d) removing any ASes from the Provider AS Database that are determined to no
10 longer correspond to their Provider;
) downloading and processing a full routing table dump from each Provider as a
list of AS_PATH attributes for each route;
1§ computing means for taking said AS PATH lists and using them to determine
additional AS numbers associated with each PNAP provider and storage of the
15 <AS, Provider > pairs in the Provider AS Database; and
2 taking said AS PATH lists and using them to determine AS numbers associated
with other Providers as provided by the user and storage of the <AS,
Provider > pairs in the Provider AS Database.
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5 path; b) a neans for determning if this is the first ASin the path and
if so |0Wa{‘%&% AS in the Provider AS. Database to del%@lr,ﬁg'op,gut"he Pr ovi der
S

advertising AS PATH and saving that Provider for future additions to
the Provider AS Database; to c) a neans for using whois to | ookup the AS-
i nformati on for any subsequent AS nunbers; d) a neans for determining if
the AS i nformation corresponds to the same Provider advertising this AS

PATH arff.i f Ayoapmeratusfos takmg a pxslitycndiAS_BATH lists andaising thema todetgrminelss e) a

means for s ; . Bt gl%m? QHHB Iﬁﬁ, Bl | ga;ion

whi ch does h’gﬁach:[grgﬁe@g%o@ 0 e sgaaS%IrE I’S@I&l aF & veﬂ‘?‘@eﬁg“ﬁéﬁf PATH, f)
a neans for ofieiose ASunbersfassobiated avith Pabvidek provided by thoouses, spmpeising:0 a user
provi ded Provider. and if so. add | .. <AS, user-provigded Provider> pair to
P’ S Dat dbase nrack v teah B red et By BovREAER 1 sl Bt 1o
counter for thoseafiS nunbers whose AS information does not correspond to

the same Provider advertising this _AS PATH or Provider provided by the
user. 61. Aetha@dndaps for srterminingdf thisgs itho firs A\ tha path|apd dfssodaekupdharg t hem

to determ ne a It agddid.i I PHFRGES PRV RRE! A\ ach PNAP
provi der and a pP{Jsrjgf%yﬂog{lert%g?eaﬁ%E&ntﬁ teers agfsl%m at egl a\ai\fetﬁ:ﬁs]fgr{cl)%kleders
provi ded by the usePATHOapErsasingghdtRroviddreps fubdre Addijiodsoto thaProvidsr WS hi n t he
AS PATH, novi ng H?garplgft toright in the path; b) determining if this is
the first ASin B¥th and if so |l ookup the AS in the Provider AS

Dat ahgse to gjet erathés FdtGsing NHofkab 16UIME el A8 ibrindiich OB Sitseyneht 39 1111111
111111 I1ij1 1111111 1111 WO 01/ 13585 PCT/ USO0t 22470 savi ng that Provi der

for future addifti”&W?e‘isb the Provider AS Database; c¢) using who is to | ookup
the AS inforgyati Qindadf foR BiterittRRE A LS RforMAUAbResponds to the same Provider

advertising this AS_PATH and if so add this <AS, Provider> pair to the AS
Database;

15 e) a means for stopping the method when you reach an AS with AS information
which does not correspond to the same Provider advertising the AS PATH;

) a means for determining if the said AS information corresponds to a user

provided Provider and if so add this <AS, user-provided Provider> pair to the
AS Database and end the method; and _

20 g) a means for incrementing a counter for those AS mumbers whose AS
information does not correspond to the same Provider advertising this
AS_PATH or Provider provided by the user.

61. A method for taking a plurality of AS PATH lists and using them to determine a
plurality of additional AS numbers associated with each PNAP provider and a plurality
of those AS numbers associated with Providers provided by the user, comprising the
steps of:

5 a) for each AS within the AS_PATH, moving from left to right in the path;
b) determining if this is the first AS in the path and if so lookup the AS in the
Provider AS Database to determine the Provider advertising this AS_PATH and
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10 d) determning if the said AS information corresponds to the sane

Provi der a%c?&%‘bs%ng this AS PATH and if so add this <ASECB{I&XJ§94\%> pair
an

to the AS ase;, e) stopping the nethod when you reac th AS
i nformati on which does not correspond to the sanme Provider advertising the

AS PATH, 15 f) det esaﬂngltmmwdehﬁ:r%fé Agition B HPProPHeCRS DABBARIS t0o a user

provi ded Provider and if so add this <AS, user provided Provider> pair to
the AS Dat abas& andusiRgyhq iséo }wlmnfb,e ASrinforpation forcang melisequent A% owmbsrs:f or

those Ag nunbeys whgs &Hﬁﬁ" t SROR t
Pr ovi der adver?l sing t %\g{ %%‘%td RS roglﬁ%ﬁ58 coggﬁ’ﬁir;\%vﬁdeg %&3 }ﬁg‘"usrer
An apparat us for t akdverjisiag mnm&mmymﬁlm 4a4This |< AS sl’raﬂderuspﬂgtdtlnemSt 0

determne a plural Qtﬁx of addi ti onal AS nunbers associated with each PNAP
provider and a plur © of those AS nunbers associated with Providers

provided by the) usegopime hfetlﬁﬂwhéﬂyé\x & AS it A infdriiatish Wihieh libdsSt AS
in the path looking up the ASin the Provi der AS Dat abase to determ ne

the Provider adver t ¥cpgespppdsto Alw Wlﬂl’mf aé‘e@mswg thi)A8_BABHi der for future

additiops to the Pr@(éﬁﬁﬁl}ﬁ%ﬁl@@% Sh ?# t hin PATH a
means for novi ?g fromrig to I@B? I n mfle “)%S‘iaﬁ%r éﬂ‘gdefdr}%o
whoi's to | ookup th&ﬂﬁﬂwﬂﬁﬂmtﬂkﬂ;u&mmﬂpdﬁdﬁhwmt&ﬁemm d) a

means for determnip [hf t&e '%gé'd AS information corresponds to the sane
Provi der adverti si n‘a’%t « Hand if so add this < AS, Provider > pair

to the AS Dat agpse; ineementiRABuiRter fob tHORPAS Sutibies WRBAE wheRatidceEAaGN t he
end of the AS PATH, 15 f) a neans for determining if the AS information

corresponds to a us"é’r“"’ﬁl?%@ltﬂééc spipg) Prepdder aduertising dhig osS_PAITH apnBrovider
user - prgyvi ded Provi (Pl%’tﬁlme{x& the AS Database and end the nethod; and 40
Fr it 11111111111 11 117111 WD 01/ 13585 PCT/ USOQY 22470

62.  An apparatus for taking a plurality of AS PATH lists and using them to determine a
plurality of additional AS numbers associated with each PNAP provider and a plurality
of those AS mumbers associated with Providers provided by the user, comprising:

a) a means for determining the first AS in the path looking up the AS in the
5 Provider AS Database to determine the Provider advertising this AS PATH and
saving that Provider for future additions to the Provider AS Database;
b) for each AS within the AS_PATH, a means for moving from right to left in the
path;
c) a means for using whois to lookup the AS information for any subsequent AS
10 numbers;
d) a means for determining if the said AS information corresponds to the same
Provider advertising this AS_PATH and if so add this <AS, Provider> pair
to the AS Database;
e) a means for stopping the method when you reach the end of the AS PATH;
15 ) a means for determining if the AS information corresponds to a user provided
Provider and if so add this <AS, user-provided Provider> pair to the AS
Database and end the method; and
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g) a neans for incrementing a counter for those AS nunbers whose AS

I nformati not correspond to the sane Provider a LS this 20
AS PATH o&aﬁﬂg\%fsder provi ded by the user. 63. A net hodd#(%ﬂ%%oi)ﬁ?‘g% a
plurality of AS PATH lists and using themto determne a plurality of

addi tional Ay ”U'ibﬁ{e&sa?@rpﬁ-icﬁhfcﬁt_iit{gn hegfel folNAhosE’ 8Y1 dlfdbedy Wids!Ag al i ty

be:
of those AS nunbers associated w Provi ders provided by the user,

conprising the dnfepsatioh depsafotdeqrrespandi tog thensane Peeviges advertisingpthtih | ooki ng

up t AS in the | . erm ne the Provider

adveptsi sing this ‘%Sgéwraﬁgwga Iﬁgﬁﬁba?{&egrg%\/i der for future additions to
the Provider AS Database; b) for each AS within the AS PATH, noving from
right to left int pat.h; c si n ' 0 | ookyp the AS information for
any subg%queétm%@mﬂﬁﬁﬁa?’ég, a &‘Haulﬂy %é@ﬁlﬁ fﬁ‘ﬁs i“?do F’H‘gg themyto AEtSIIMS 4t i on
corresponds figratitydf addiforial AY nbiBbers ASNHiddl witGhclh PNAPHRVIRE Ehd@ R Plutdlinp 0 add
this <AS, P%Végé%%to %AS_})%ase; ’%I)Stt?xppi ng the .rrett;;)d when
you reach t §/ASS E Wi TS Hrevi ¥ the pser seompris@githg or mat i on
corresponds gguser pr ovided Provider 15 and if so add this < AS,

user - provide rovider > pair to the AS Database and end the nethod; and
g) 1 na&renenta)ng aletcominirgy the dirstt AS $e theJarhulvoking uphths ASAD the Pesvideri A1 does

not correspond to the same Proyider ~advertising. thi PATH .or Provi der
o ovi ded by the (Sbeses8 dgrmins e BEcvidet HEerusedtls A kP ATHEEORG b

Aut ononpus  Syst erprg¥idér ot ek ialiditi6ts to Me!FR6RARUSS DiuahRes 1S peering at a
plurality of Public NAPs, conpri si n%: a) a neans for determ ning those AS

nunbers wit hbla cdoneash Ady wishin they A% P apqyingfrom rightiadeft ivthepathng said AS

nunbers to Excepti . ;u%bﬁ . r'flﬁi ‘h*ﬂ'g LRkAg. whet her
an Aut ononou Syg';sg%vg?) lg\ﬁ’pPEr [ ?%chﬁé u ogﬁ%m gﬁ%‘%‘g&gﬁrésirﬁg&ggg,ﬂ ng at a
pl uraloi ty of dPubldeteriniding ifcthesaids AS gnfolmationequsresfonds il the! dairie| Providet

PR advertising this AS_PATH and if so add this <AS, Provider> pair to the AS

Database;

e) stopping the method when you reach the end of the AS PATH,
j) determining if the said AS information corresponds to a user provided Provider
15 and if so add this <AS, user-provided Provider > pair to the AS Database and
end the method; and
g) incrementing a counter for those AS numbers whose AS information does not
correspond to the same Provider advertising this AS PATH or Provider
provided by the user.
20
64. An apparatus for determining whether an Autonomous System of a plurality of
Autonomous Systems is peering at a plurality of Public NAPs, comprising:
a) a means for determining those AS numbers with a counter greater than 3; and

b) a means for adding said AS mumbers to an Exception AS Database.

65. A method for determining whether an Autonomous System of a plurality of
Autonomous Systems is peering at a plurality of Public NAPs, comprising the steps of:
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L Ms WO 01/ 13585 PCTI US00/ 22470 a) determining those AS nunbers with a
counter greater than 3; and b) adding said AS nunbers to an Exception AS
Dat abase. 66VC8W38Sparatus for verifying traffic flows fr8FFESHRZE8 ity of
PNAPs to a plurality of PNAP providers and updati ng dat abases if

verification fg{ls, J.Si.Ng: means for |ocati traceroute server
within each of ﬁ* he %;@%ﬂ%&gkﬁ?%wﬁ@w%c%%%@ runni ng
prtraceroute t b)eachddBigARIdAD sirtiss ol aEXC iR ASTatfase. r esul ting in an
ordered |ist of Autononous System nunbers for each PNAP provider; c) a
means for determning for each list if nore than one PNAP provider is
represent egg.i n M’@ ' ; P ' ovi der
10 connection to tﬁgﬁgllklféf}fa‘l’efi%/ o%&?ﬁ?’si S C%Hug%ﬁ %@f‘%%%ﬁgﬁﬁ% i.ra
means for sear ENARProvidera ghd wpdatingSiatabgses ifrverifitation dels; conaptrising: AS back to the

PNAP AS (right ;to |ef tp hocate the first other. PNAP proyider in the |ist
then; e) a megi]s f%ﬁ %ﬁsei&ﬁil%cé&%%&%%‘ﬁ? F%ﬁerA‘gﬁE%F%FBégég? %&% HEOWeT yst to
the left (previous)neorkie first other PNAP provider in the list and
renoving it if_jt 15 exiisots because it was incorrectly added; and f) a

means for sendPhg e? MEARS fop rmning pritaesIoa i pash BNAR proviler fracsrowieserves | ef t

(previous) of the f, 3 : V4 | ' ' i s not
in the Exception A§E %ah?%ggﬁ?ﬁ%gh%r ﬁe‘?ﬂg‘{ﬂog? S€s§er1+ ?@rlb %%gﬁrze%ﬁ EHH)OWS

fromthe plurality BOVIRAPs to a plurality of PNAP providers and updating

dat abases if veyifi '!8[1 j . C risi the steps of | ocatjng a
traceroute ser\%r vmgﬁn n g%%{eﬁmﬁggbﬁﬂqu%lt6{;1118&81%%9%?}3@?)(}’“%%% ng
prtraceroute to eactepfdRdinahd Herfof ASRMENRLY Boh PryRErcbR Sl tif 1 Préviddd 5
orderedujist of Aut ononnus S%stem nunhers for each PNAP provider; c)

determi fhing for eactPPFeEpD fo theyplugalingof PR ipryeendy acivedhen; s represented in

the list of A8 numbmksnsfs@uehihg A& lﬂieemﬁ&f}&mﬁl@‘aes%ﬂya% tion to
the PNAP is currently active t?léen; g? sear chi ng throug tnhe %%Elq?glt% from
t he destinati on AS H&g}%l\sdnglnéo lefino Ingate the first other PNAP provider in the list then;

e) a means for checking the Exception AS Database for the AS just to the left

(previous) of the first other PNAP provider in the list and removing it if it

15 exists because it was incorrectly added; and
1)) a means for sending e-mail to interested parties if the AS just to the left
(previous) of the first other PNAP provider in the list, exists but is not in the
Exception AS Database.,

67. A method for verifying traffic flows from the plurality of PNAPs to a plurality of
PNAP providers and updating databases if verification fails, comprising the steps of:
a) locating a traceroute server within each of the PNAP provider networks:
b) running preraceroute to each PNAP provider traceroute server resulting in an
5 ordered list of Autonomous System numbers for each PNAP provider;
c) determining for each list if more than one PNAP provider is represented in the
list of AS numbers from prtraceroute and if the Provider connection to the
PNAP is currently active then;
d) searching through the AS list from the destination AS back to the PNAP AS
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42 1 112111-11121117211 1.iiJl 111111111 L S WO 01/13585 PCT/ US00122470 10
(right tqmljﬁf{l%gssto | ocate the first other PNAP provi derpdyiusotye2abd St t hen;
e) checking e Exception AS Database for the AS just to the left
(previous) of the first other PNAP provider in the list and renmoving it if
it exists becausgight toNeft) tol 16648 the ikdt e HNAP pévider)in 8R1idt thgne-mai | to

interested parties if the AS just to the left (previous) of the 15 first

ot her PNAP f§)ovi efeckipg thefkxoentisn ASd3atabase forthe AS Jib o the left {prepiougpfittsn A

Dat abase. 68. AnpARRAELAPNAPL va&ﬁmftﬁynaqn& Febdvirtp if 1FQVSkidtd Bithikel Wil ity Of
PNAP providers to the plurality of PNAPs and creating appropriate
notifications if inceredtiyadd¢dandai |s, conprising: a) a neans for locating a

traceroute rver_Within ch of the P rQVi : rks; a neans
for runni ngsffr ac er“\c,SYl ee'?l?fgﬁq g’éeé?fmgmyeﬁgglé%ﬂgaﬁégl eg‘F@?%‘pﬁ}‘Péﬁé’F Ps and
runniing that restirstiotiger RN AR prévinted titg thedlistyetists B ip notr inahe BntaptioR AN ting in
an ordered |ist of Autononpbus System nunbers for ‘each PNAP provider; c) a
means for deternﬂ?ﬁ%sefor each list if nore than one PNAP provider is 10
represented in the list of AS nunbers and if the Provider connection to the
plurality of PNAPs is currently active then; and .d% a neans for sending
noti fi cé8.i orAmapmarates for verifyingntgafiic flegs frame phoality of PNAR providerstte dlif i ¢ f 1 ows
froma plurali of - R proyi .St ralet y. of..P degreati ng
appropriate pr%‘%)r%il{tfyi- Ec’%tIJiN(?EIZ:‘% | \?ger%ﬁg & Pll%gﬁit?a'ﬁl"??aﬁggrrpl?i‘gﬁﬁgat%ﬁefaﬁé’t eps of:
a) | ocati ng conipkigimgr oute server within each of a. plurality of PNAP

provi der 5 networks; unpi ng traceroute f.rom eac e back to the
plurality ofa)PNAlgsm?H‘a%h Aitng 2 F?ﬁf"“r"-‘e%ﬁm"fi"ﬂj“‘bﬁﬁcﬁlf’? tﬁ%i’%’%@’hvrav di fi ed
prtrageroute resyefwomgs;i N an ordered list of Autononous System nunbers for

each PNAP provider; ]
b) a means for running traceroute from each server back to the plurality of PNAPs

and running that resulting output through a modified prtraceroute resulting in
an ordered list of Autonomous System numbers'for' each PNAP provider;
c) a means for determining for each list if more than one PNAP provider is
10 represented in the list of AS numbers and if the Provider connection to the
plurality of PNAPs is currently active then; and |

d a means for sending notification of a routing anomaly.

69. A method for verifying traffic flows from a plurality of PNAP providers to a plurality

of PNAPs and creating appropriate notifications if verification fails, comprising the

steps of:
a) locating a traceroute server within each of a plurality of PNAP provider
5 networks;

b) running traceroute from each server back to the plui‘ality of PNAPs and running
that resulting output through a modified prtraceroute resulting in an ordered list
of Autonomous System numbers for each PNAP provider;

c) determining for each list if more than one PNAP provider is represented in the

10 list of AS numbers and if the Provider connection to the plurality of PNAPs is
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c) determning for each list if nore than one PNAP provider is represented
in the 10 list of AS nunbers and if the Provider connection to the
plurality OWORRMISES is 43 [1111il 112211 11001 Tirrn 11 (BGHUSKR27h g

01/ 13585 PCT/ US00/ 22470 currently active then; and d) sending notation of
a routing anomaly. 70"8‘% ﬁ&%ratu for creating base router configuration
files for a plural (88 ¥ “H@8%i ders, conprising: a) a neans for
creating a congrnd seffifg hdlifasidolVE a rblnd@dh@fify.and Aut ononous System of PNAP
provider; s b) a neans for creating a conmand describing the version (4) of
BGP; c) a neans for creating a conmand descri bing the base nmechanismto use
In attachjyng I%P;?ba V, ﬁﬁ{o NG vi der;
and d) a gg'ans o] c%@gg?rngk%ﬁgo%%aﬁﬁ%gzégé méq??uifoga@sﬁel&%nel}ghaniﬁgﬁ?to use
in 10 attachi pyvidedi campriingAut ononous Syst em nunbers to PNAP routes sent
to the PNAP provider. 71. A nethod for creatin r QU confiquration
[ les tor a plBiral i ek o Remie domoiad SEEEhiop e oS bR AGSRmA)
creating a conmand SigesrdftANIP plogided? address and Autononous System of  PNAP
provider; 5 b) creating a conmand descrij bing_the version %4 of BGP; «c)
creatind a conPand ayBedns fofj crepting a copdand fest vegsion Mo Bt achi ng  LocAL
PREF val ues t o,y out CRl : : | . t:ihng a
comand descri%):’ ng fﬁgéﬁaég%ﬁn%g%ﬁﬁ%ﬁﬁ%ﬁ%?@&gﬁ%%?%gﬁng%?dﬁl?%nlgl

Aut ononous Syst em naiatling LOGCAPNPREF vainessto geuies received drorNhie PNAP provderder . 72.
An apparatus for addi.ng LOCAL PREF configuration commands to base router
configuration filesanguch that packets froma plurality of PNAPs to a

destination W §)i n a means for creating a command describing the base mechanism to use in

10 attaching additional Autonomous System numbers to PNAP routes sent to the
PNAP provider.

71. A method for creating base router configuration files for a plurality of PNAP providers,
comprising the steps of:
a) creating a command describing the IP address and Autonomous System of
PNAP provider;
5 b) creating a command describing the version (4) of BGP;
¢) creating a command describing the base mechanismn to use in attaching
LOCAL_PREF values to routes received from the PNAP provider; and
d) creating a command describing the base mechanism to use in attaching
additional Autonomous System numbers o PNAP routes sent to the PNAP

10 provider.

72.  An apparatus for adding LOCAL PREF configuration commands to base router
configuration files such that packets from a plurality of PNAPs to a destination within
PNAP provider's network, traverse that Provider's connection to a plurality of PNAPs,
comprising:

5 a) a means for determining that for each PNAP provider a list is created of all
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PNAP provider's network, traverse that Provider's connection to a plurality

of PNAPs conprising: s a) -a neans for determ ning that [ ch PNAP
provi der WOISPBSi 5 created of all 44 11111 ||||||||||?‘Tﬁ’jr"?ﬁ°1”%%7‘h * CL M

S WD 01/ 13585 PCT/ USOQ 2247Q ot her PNAP providers; b) a means for :
searching a provj vaase for AS nunmbers of all other PNAP

provi ders and co%ﬁﬁﬁ?%t w’th all AS nunbers contained in an Exception
AS Dat abaseb)10 a)meansrfmrssarching arpraviidergA$ Daiabaserforl ASynuntberseafeilpdthaf r out es
cont ai ni ng each 1.4, AS . nunber and.permtting receipt of all .other routes;
d) a neans for agﬁl’g’i Wﬁv’éleﬁfcfﬁfo- 9%} Wétlht%] ﬁgrw:?’f’?dcq"fﬁﬁ‘feésmtaéken from
the primary LOCHkcdpiirASdbdisdase;i st for each Provider; e) a neans for
creating a filter permtting all routes previously denied; and 15 f) a
meand® for afspl yi Adneans foxpreatingrarfilies denyingoreeqiptcf Sees continingeach said déen  from
the secondary L - ' aSRuRs.ovider. 73. A method for
addi ng LOCAL PRE cﬁ%gﬁfﬁgr%gmﬁ%fsoﬁo ba'ggé router configuration
files such tdat pachkmstfor épplyingea POCAR| PREF vdlucRblpBisnittal mude mkemfadmae W t hi n

a PNAP provider's .net traverse that Praovider's connection to the
plurality of PNREQ’?WZQ%NS‘W@B“&F@ © &‘%“’E'flerdeterm ning that for each
PNAP provi de) a hinsdand for efeaiigoifidr paithitigh@ rolt\Previdhsly delféd and) Sear ching
a Provider AS Database for AS nupbers of all other, PNAP providers and
conmbithi ng t Hat witheass forapplyingr FOCAInFRER @lvefo said pepmiged sontos3akamat abase;
10 c) creating agloh] hetecdillyy ROCAIS PRBY values AYFSealPBlcRIda. N9 €ach said AS
nunber and perm'toti ng recelpt oft\ aﬂ@ot hélFe rout esa;lp g%}pl yi ng t he LOCAL
PREF value to permtted routes taken fromthe primary LOCAL PREF val ues

list f 043, eac& BE(BX& %1[ ;adding LOCAL _PREF configuration commands to base router
configuration files such that packets from a plurality of PNAPs to a destination within

a PNAP provider's network, traverse that Provider's connection to the plurality of
PNAPs, comprising the steps of:
s a) determining that for each PNAP provider a list is created of all other PNAP
providers;
b) searching a Provider AS Database for AS numbers of all other PNAP providers
and combining that with all AS numbers contained in an Exception AS
Database;
10 c) creating a filter denying receipt of routes containing each said AS number and
permitting receipt of all other routes;
d) applying the LOCAL_PREF value to permitted routes taken from the primary
LOCAL_PREF values list for each Provider;
e) creating a filter permitting all routes previously denied; and
15 ) applying the LOCAL _PREF value to permitted routes taken from the secondary
LOCAL_PREF values list for each Provider.

74.  An apparatus for adding LOCAL PREF configuration commands to base router
configuration files such that packets from a plurality of PNAPs to a destination not

I
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e) creating a filter permitting all routes previously denied; and 15 f)
applying th ‘*% PREF value to permitted routes taken fg sdaszagcondary
LOCAL PREF \% ues Fi st for each Provider. 74. An apparatus for addlﬁzng LOCAL
PREP configuration commands to base router configuration files such that
packet 20f r om awittiti e HANAY privideMdBawbrk, &ravtesd thé) RNAPprovitler' shetwork Wit dhe | 1111 |
e 1 I e R I A S IO WO 01/ 13585, PCT/ USOQ 22470 20 within a PNAP

provi der' s netWow prefary fS.En‘f"mé"WF‘gbrovi der's.network with the nost
preferred pref§r eNGanco ! defdhingthaFor BRARPNAY piloiel il Grehld@lorbig? each
PNAP provider a list I1s created of  all other PNAP providers; b) a neans
f or sear chthePAPpoowvidées; AS Dat abase for AS nunbers of all other 25 PNAP

provi ders and gonbi_ni ng_that wih | .AS ontai_ned in.a ception
AS Dat abase; cc) a rir‘ergﬁagls ff%rr seé'fc'glélg iaﬁ%ogd?riﬁl ?r)a%é%ﬁ ?rnégrng?gﬁ%{& fc%ﬁ Oﬂgﬁt es
cont ai misng each saiPiNAYSprovitiehe indadithbiinigttat Wit alleASinRinbexs cohthined i€anr out es;
d) a neans for applying the LOCAL -PREP value to said permtted routes
taken 30 fromthe %F?H%BPMWSQ?REF values list for each Provider; e) a
means for creahl NG sdndabd o ceofelgH filds Beye releilof Foukls i kaliPRICAS aNd 1)
a neans for applying the LOCAL - PREP v e to said permttéed routes taken
from t he secondary nuDbgl an@REmMiitiigressipt pEall 6ther reutesy Provi der. 75. A net hod

for adding L L PR [ at i r : nf j,gurati on
1 s such thad pacRard® Hrahph iy Lo RT R R ke B3Ga pRithit B0 8l
wi thin za PNAP provifeben the péavgIlQCAL PREFsaluelist BiAacipPrvidder ' s network with
the nost preférred reference, c rising té‘ge steps .of . 5 a) determ ning
that for each PNAP PGP HECTRUPE S Liter pepmitil rgyesprevigishicdenisin®d py ovi der s:
b) searching afPr OW'Q%SﬁhQ?&ﬁEQM@)QALAﬁ{EF‘VQ\%  s2id pRtrhinéd Rfdtes TER

at 'w

provi ders and conbining t th all AS nunbers contained in an Exception
AS from the secondary LOCAL_PREEF values list for each Provider.

75. A method for adding LOCAL _PREF configuration commands to base router
configuration files such that packets from a plurality of PNAPs to a destination not
within a PNAP provider's network, traverse the PNAP provider's network with the
most preferred preference, comprising the steps of:

5 a) determining that for each PNAP provider a list is created of all other PNAP
providers;
b) searching a Provider AS Database for AS numbers of all other PNAP providers
and combining that with all AS numbers contained in an Exception AS
Database;
10 c) creating a filter denying receipt of routes containing each said AS number and
permitting receipt of all other routes;
d) applying a LOCAL_PREF value to said permitted routes taken from the
primary LOCAL_PREF values list for each Provider;
e) creating a filter permitting all routes previously denied; and
15 ) applying the LOCAL PREF value to said permitted routes taken from the
secondary LOCAL_PREF values list for each Provider.
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Dat abase; 10 c) creating a filter denying recei pt of routes containing each
sai d AS Rlybeisand permtting receipt of all other roup€susedr2a@pP! ying a
LOCAL PREF value to said permtted routes taken fromthe primary LOCAL
PREF val ues list for each Provider; e) creating a filter permtting all
routes previously denied; and 15 f) applying the LOCAL PREF value to said
permtt routes t.aken framthe seco . PREF . val list for each
b v dero. ack PPeftor dresiiis: SRprBERE AR IECRDAm 3o b AU 5o TS ( or

det er m ni NQ a@PHiSdAr framea Hlarkify BfAPNIAPS I PNAP Provitidfle dndl Gtorspet S task/er ti sed
froma plurality of PNAPs to PNAP provider's and storage of those 20

addi % ons i rdgitippsdppdeqviges ASARATH Faenend Dafabase, themethod, cRmpriing the 8Py i si ng
the steps qf: a) retrieving, froma plurality of public NAPs, a sanple
PNAP route and the route's associated AS PATH from each PNAP provi der and
storing the dengtétrieving,staond arplurality-ofi public D¥ARs, desampls PYAP rpute pod dbeDat abase;

25 b) retrieving, fqr._eac R | der AS PATH L enat h.(RPAPLO from
Che ) aS PATH Propeiiee pPRe RS TRATHR fopdach RRAPERAE e EPHM welEts) v v
whose AS PATH | eng@tdid WSl PATHGf a Providsr AR PATICBrepémdt Balabasd;h PAPLO, the AS
PATH | ength (PAPLI) fromthe _AS PATH Pre eng‘t}pﬁﬁi%z&; 30 _d cor{gari ng
PAPL& wi t h PAPL| retHpying.ffopeash BNAP poxides the 4 (PABLOPem the | hep

i ncrease PAPLI bmSE‘PgH‘H'Fre %nd%tfagé- and re-storing the value back in the

AS PATH Prepend Database; continuing to conpare through all other PNAP

provi ders (PAPLI yretrigyidg, foy eabrrthen ANAP providenwbese AS PATghleagth vEIMARapr ovi der s
(PAPLO) . 71, A i | RolARE AR WML 00 ne 0 hof kA THABL PR e
er t'he st’eps of -

configuration rou confrguration ' tifTes, ‘conprisin
AS_PATH Prepend Database;
30 d) comparing PAPLO with PAPL1, and if PAPLO is greater than or equal to

PAPLI1, then increase PAPL1 by a value of one (1) and re-storing the value
back in the AS_PATH Prepend Database;

e) continuing to compare through all other PNAP providers (PAPL1); and

f) continuing to compare through all PNAP providers (PAPLO).

77. A commands to base method of adding AS PATH Prepend configuration router
configuration files, comprising the steps of:
a) retrieving, for each PNAP provider, the AS PATH length from an AS PATH
Prepend Database; and
5 b) creating a router configuration command which will increase the AS PATH
length of routes advertised to each PNAP provider by the value retrieved from
the AS PATH Prepend Database.

78. A method for determining appropriate AS PATH additions to be added to routes
advertised from a plurality of PNAPs to each PNAP provider and storage of those
additions in a Provider AS_PATH Prepend Database, the method comprising the steps
of:
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a) retrieving, for each PNAP provider, the AS PATH I ength from an AS PATH
Prepend Database; and 5 b) creating a router configuratiqn c nd whi ch
will incre¥@%WRESAS PATH Iength of routes advertised t(fcgﬁ’g%ﬂ&P

provi der by the value retrieved from the AS PATH Prepend Dat abase. 78. A

Raverti sad from B pl USRS AonER fnedtey T RIRRAARR 1o ssb i PNART L e ' P

those additions in ardatesassteiatedAASPRATHAr@pesch PNAPyrasder and stoneg Hhedength

conprising the steps pf.. 4 UL L) ?QL% L1l 1l 1"l C WD
01113585 PCT1U80012249€S"5‘3ﬁgjrﬁéljflﬂne‘bh‘?&d_e‘f}‘%rﬁ Prrpend PYaRe bl i ¢ NAPS, a
sanpl e PNAP rout g)andr, ing, Ofdf Qach- PRAPCHAViast, AR Ebkhoniing ASEATTNAG,

provi der and storing the length of said AS PATH in a Provi deér AS PATH

Prepend Dat abase; b) Mﬁ%ﬁ%ﬁmn A PAIEE Rrepegd@atabass: der, its corresponding
AS PATH | th APLQ). -1.1 U b, ; . [ i ng,
for each g?%er P&XP p@&%@%ﬁfﬁbﬁoﬁé m‘ﬁﬁ@%f E%Q%IIS%% z?skp leﬁ t\r}élraﬁ%glg%l °

associ at ed wi t h PAPLOpevehbeohSisidbihidd | vathoP API(RARY A HATHIdnbeh (PABLIPATbinfhepend

Dat abase; d) conparing P, with PAPL|I, and if PAPLO i s greater than or
equal to PAPLI, then%sn@gtggécﬂgﬂ AtaPA:a val ue of one (1) and re-storing

the value 1s ba inc&:ﬁﬁhrﬁﬁAﬁﬁ’W Witie PAPE | Dadr i asenr 08k GOMdr Al B8 effll to
conpare through all other PNAP providers (PAPLI); and ) continuing to

conpare through al| PRAPLY, thon dnsresse PAPLIHY 2 yalue afongpdh pad tesstaring theiMilvgy
AS_PATH Prigpend confi gmiﬂ%n §m & idgsel OUt er  configuration files
or re

conprising: a) a neans rieving for each PNAP provider the AS PATH
|l ength froman Ap PAtbhtiEniapdncbnipatetheongh alhoitlersPNAP arovidenss(PAPL1;medt i ng a

router configuratdon gomBid ¥ e thiough A BRABSrbviGers (PAPLO).

79.  An apparatus for adding AS PATH Prepend configuration commands to base router
configuration files comprising:
a) a means for retrieving for each PNAP provider the AS_PATH length from an
AS_PATH Prepend Database; and

b) a means for creating a router configuration command which will increase the
AS_PATH length of routes advertised to each PNAP provider by the value
retrieved from the AS_PATH Prepend Database.

80. A method for adding AS PATH Prepend configuration commands to base router
configuration files, comprising the steps of:
a) retrieving, for cach PNAP provider, the AS PATH length from an AS PATH
Prepend Database; and
5 b) creating a router configuration command which will increase the AS PATH
length of routes advertised to each PNAP provider by the value retrieved from
the AS_PATH Prepend Database.
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AS PATH | ength of routes advertised to each PNAP provider by the val ue
retrieved fromthe AS PATH Prepend Dat abase. 80. A net h? &[ﬂz‘g%ﬁl ng AS
PATH Prep®R&VESERF i gurati on commands to base router con &E{h files,
conprising the steps of. a) retrieving, for each PNAP provider, the AS PATH

| ength fr an T3 . gﬂ.gp' reating a router

confi gura’??ﬂdn c@ﬁ%‘%ﬁtﬁmﬁ%ﬁ%&%%ﬁfﬁﬁ’t e lj/%@g'lgATH | ength of routes
advertised to edch RNARratityouf 8NAPpfot beeating tmte ednfigesationst amgirhaviige PNABPATH
Prepend Dat abase. 48 1111 Il{i_ li 111111118 f CL MS WO 01/ 13585

PCT/ US00/ 22470 81. "MMEMREKES i t ched routing control system conprising:
a) a plurality wf PhAREydREervice ptdviter havitgconfdthival toal saldurdRg JTPN AW, PNAP
routing packets; b) a network service provider having connections to a said
plurality of PNAPs, said PR:ARjroptipgpackats betieep adAR customige and adastipatiop ythife r
and a destination wghi L. : i I . +Sa|
connection to said 5 Era .°t§'§§eg¥‘&%fﬁ§@§%&%ﬁﬁgﬁcﬁﬁ‘gﬁé‘?%ﬁé‘ifmﬁ“ﬁ% over
a forward and r et ur sadoogtingdhepgtsimmeical’oven e farvasiand abtech rooting pagh.cont r ol
nmet hod, conprising the steps of: a) creating a plurality of PNAPs to
facilitate route configurations; b) connecting a network service provider

to said plgzaliAyacet SMARed routiflg EdntioPHikihbd, ddRfpiising teakspeon a PNAP cust omer
and a destination within said 5 network service provider over said

connection to s&id Preang aplumalityaf PNAPH gl rene configiratiopsr a forward and
return routing gpath.colhdelihd 4 hdtlvbik! sebvide! frovilidr!th sdid plutatity 5t BNAPS and®

©) routing packets between a PNAP customer and a destination within said
5 network service provider over said connection to said PNAP, said routing being

symimetrical over a forward and return routing path.
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