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TRANSFERS I N A NETWORK BACKGROUND OF THE I NVENTION 5 1. Techni cal Field:
The presewD a3nvmsasi on rel ates generally to the field of comdms/o1ayst ens
and, nore specifically to a data processing system nethod, and product
for managi ng data transfers in a network. 10 2. Description of Related Art:
Many existing conputer systens use a shared-bus architecture, such as
Peri pheral Conponent Interconnect -(PCl), as a nmeans of transmitting 15
data inter n%&gaf eV §eBbstbo!, NS SREMCR! rdwY ShRABIREDMGA! Beansy SRL ThSa WRITHORIS
processors and |/°O devi ces. These exi sting shared-bus ar chitectures have
not kept pace with the increase in the perfornmance of 'typical processors.
Thus, a new architecture, corBASREEOWNE| PRFEE | AVERTEANd", has been devel oped
for transmtting data anong processors and I/O devices internally within a
20_conputer system This new architecture is capable of providing greater
bahdwi dt it-and T5FEPERde 8 E5andabi | i ty. The new architecture provides a
system area network which includes a channel -based, sw tched-fabric
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processor evice, 1 ncludes channel _adapter. The messages are
transm t REAFFOAPE TP AEAT 8252 CRANHST S adapt 87"t 6 anot her device’'s channel
atdapter via switches. Each channel adapter may also be referred to as an
"end nodey'. 3GbdEgusiBocd SEEReCiteat Mex:end nodes, each including a queue pair,
in accordance with the prior art. Wen end node A 100 needs to transmt
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The new architecture provides a system-area network which includes a
channel-based, switched-fabric technology. In such a system-area network
25 (SAN), data is transmitted via messages which are made up of packets.
Each device, whether it is a processor ox I/0 device, includes a channel
adapter. The messages are transmitted from one device’s channel adapter
to another device’s chammel adapter via switches. Each channel adapter
may also be referred toc as an “end node”.
30
Figure 1 depicts two end nodes, each including a queue pair, in
accordance with the prior art. When end node A 100 needs to transmit data
to end node B 108, a logical connection is established between a queue
pair included in end node A and a queue palr included within end node B.
35 Data is then transmitted from the send queue of the queue pair in end node
A to the receive queue of the queue pair in end node B. Responses are
transmitted from the send queue of the gueue pair in end node B to the
receive queue of the queue pair in end node A. End node A 100 includes a
queue pair 102. Queue pair 102 includes a send gqueue 104 and a receive
40 queue 106. End node B 108 includes a queue pair 110. Queue pair 110
includes a receive queue 112 and a send queue 114. Requests are sent from

send queues to receive queues and responses are sent from receive queues



2 back to send queues. Request 116 is acknow edged by response 118.
Request 120 is acknow edged by response 122: Messages, and thus packets,
may be trapgioptsesl utilizing one of five 5 different tramEparERO30Y46S:

Rel i abl e Connected (RC), Reliable Datagram (RD), Unreliable Connected
(UC), Unreliable Datagram (UD), or Raw Datagram (RawD). Wen the Reliable
Connected transport type is used, sequence nunbers are included in each
packet, and packet transfers are acknow edged. 10 Starting sequence
nunbers are established when a | ogi csal, coE(nec)E idondbis established between
two end Pt 50 S=REHTYAR a NHALE 115 B rANEM 1TEdT Tt he“sequenceé nunber s
i ncr emrentreduasd li20ciudednovletged bhiergsaekest 127hus, a packet's sequence
nunber is used to identify the position of the packet 15 within a sequence
of packets. In the prior_ art, a particular . DI O aq T dl #iSe
included in €5EH*P S(:’ké‘f“jltat g“?n%ﬁ%ﬁ%%e’ %‘ %%%seegﬁée%sglgtp%énggl%mﬁ%s:n%t ﬁfe
sefuence Hfseent itEangFPEt difPPFe E8tIgRepTIEectesh (Pr‘%}e' 58% SSEGEnte nunmber
(PSN) thatro)s tmeligsc ConmeegedsUCL]nirsliabhe Degareras (Phe PSNRGhERtFogam

i ncl uded 'ﬁawa:.sp%ﬁéﬁ tJﬂ1=.8Reﬂi:aslé°ssunﬁgatedi Srankpsddidek 18 tegUesséqublBei s t he
same as the PSN that_is.included | [.es 2 Lncluded in
request TIBSRY arrgslp)%cr%élgeél]fg %g% E%Ckzeg r%@??%%%h?%%%effgrPSN i ncl uded in
request 13Fngntede€8ponse 122 even though they are all using the sane set
oftoqueue pairs. Normally, the requester node increnments the PSN by one in
each request pagkely tbaisibet hetberd Neer 8SRONISedNGEM aOIpAKeS ddnee@SNni N

the 30 received.r sts to sn i ( ; dihat the-hesRander
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(acknow edguaersd’ suséqgnthewshere iBShdachae Wastificthea@sitlarher ridguedtcet

pagket bejng;acknewhadged: phbestshack at the requester, the PSNin the 35
response packet is conpareé) to the requester's response PSNto see if it

is the sane as its own response PSN (expected PSN) that H]1 resqgegjguedredal SO
i ncrenments by Hhéhe TRIEOF efifest éPTESTHRF offdd Ot P EEn il t1piCe packet's

Wi t hout recehvhngcekdd ta (BEEens ehp ardauence panpers p ol | pltk SEEUTTEY HELST
received Ly +hhe dneguesteror $0p2. tinme later, but the PSNs in these response
packets are conpared to the requester's response PSN counter. If all of

t A& request packet PSNs : .
g P The packet sequence number (PSN) that is included in request 116 is

the same as the PSN that is included in response 118. The PSN that is
included in request 120 is the same as the PSN that is included in

. response 122. The PSN included in request 116 and response 118 has no

25 relationship to the PSN included in request 120 and response 122 even

though they are all using the same set of queue palrs.

Normally, the requester node increments the PSN by one in each

request packet transmitted. The responder node compares the PSN in the

30 received requests to its own PSN (expected PSN) that the responder also
increments by one each time a request packet is received. If the PSNs
match, the responder may then send a response to the request
(acknowledgment) using the same PSN that was included in the request
packet being acknowledged. Then back at the requester, the PSN in the

35 response packet is compared to the requester's response PSN to see if it
is the same as its own response PSN (expected PSN) that the requester also

increments by one.

The requester is allowed to send multiple packets without receiving
40 a response packet. The response packets may be received by the requester
some time later, but the PSNs in these response packets are compared to

the requester’'s response PSN counter. If all of the request packet PSNs



WO 03/091888 PCT/ GB03/01416 3 match the responder's internal PSN and all
of the response packet PSNs match the requester's internal PSN, all of the
packet s haoe3joesss successfully transferred from one end medaRG/08416t her
(froma send queue to a receive queue). 5 There are two abnor nal
conditions that nust be detected and resol ved at the responder to ensure
reliable operation. The first condition is the duplicated packet, and the
second condition is the invalid packet. 10 Duplicated packets are detected

at the responder, when.ihe 1 SQueslPey 52Ri%. 2 LEQUPY.packel, aREcpiian once.

The requ nor e ects that the
packet mythla\ﬁélebeeweﬁe%’{ s F‘r’“‘gﬁﬁﬂél EENj | ?Us??a’ibésp%rcﬁeéﬁdl?ﬁved]f’%?@r am whi ch
depi ct s tdhecésFNSIY SShasrafed frohcatec enpacketts bnotdesoftznce asnthadshe pri or
art. Reun%s% Ragkel 204.) which 15 includes a PSN = 1, is transmitted by end
node 200 and IS recei veof by the responder, end node 202. The response
acknow edgnment 206 which includes a PSN =1, is either |lost _or dela i
this case the Thenaereervo ehacTsdecowdbionfethel sust tengetRrteg Gidi 1§ Vﬁ‘?rd
resends tdtetsEamespeeesto assuequesiabl@0enhtin.i nteuddsst kendidnen FSNHEPSN =
1). The rRSPORACE, pRRde NQGE 202 sc2hadebliniBesist bad ibberRASPhdieta dupli cate
(i.e. it has a PSI\F earfier' than end node's 202 internal count), and the
responder sends the response again as acknow edgnent 210 with the same PSN
(FBN = 1). An Dupbdtatgdpeadkets iaFeddrtected ot thh & FREYGH I wWHEH *EREsSter
respondersendd o ee@icseSparkeackete Wharh cacPSNThahegdestefr vild Betcdepadieteount .

Figure 3, LLIYSLr 81&S wRed q@d@éteqhg%am why gac;&epin@x Satb@efCRIspL Gfigafe
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300, it ratee Guikioe3 02 AR Y lﬁ% {rs é%tsa tberrranims%?%qEegtﬁ%%%. ch

i ncl udes ackSH :n2accezndara:erufwe§tlemomr@h iBrelratfe P2gkPSROL Fhigquest 30
304 is pripekdas ackdow @dggdtﬂﬁsﬁﬂﬂ@w%ﬁ%HEﬁHde3®@ anhi ch reeciveddsy ah®SN =

1. Request 308, whi ch_incl udes PSN = cdidhe i es
r esponder* SSBAF o0& 382 e sggs rigeureesspog 4, %I%%J% és%l BbeZJGaQﬂC% J&%

request 31BSN iy kg cPERE 1gst Fudelvefuedt BAIF F%S%ﬁhFrﬁFé‘quﬂteﬁacﬁréd[ no%{‘ﬁ
t hi s caseool espentders, tefnd onodendRidneseddestine: abk ronk ctkymesit agloeduset 35

request %959%1%‘% 1830 vc%e @:ﬂrl bhe heguesher mhesendsnald, packets mbkarting

with reques avin = 2. At the request t he se.pagkets
h#ve si mqeé?r’rltﬁlleésth&thl‘ &’ﬁBHsc&t %updéeﬁ‘é‘i ‘et e&? Dy %%Nﬁrgaeﬁﬁéastgt?l |gs

di scar deckndTinids’ caz® darerndD owwhy) ocedr thehepsreniey) reses d’é’@ké%sPPgS% GE2iRst
but is only.d6laYE8meR: 1@ with the same PSN (PSN = 1).

n

An invalid packet is detected at the responder when the responder

25 receives a packet with a PSN 'ahead' of its intermal count. Figure 3
illustrates a ladder diagram which depicts the receipt of an invalid
packet in accordance with the prior art. The requester, end node 300,
transmits a request 304 which includes a PSN = 1, a request 308 which
includes a PSN = 2, and a request 310 which includes a PSN = 3. Request

30 304 is properly acknowledged by acknowledgment 306, which includes a PSN =
1. Request 308, which includes a PSN = 2 is lost in the fabric. Thus,
responder, end node 302, sees request 304, having PSN = 1, followed by
request 310, having PSN = 3. Thus, request 310 is an invalid packet. In
this case, responder, end node 302 resends the acknowledgment 312 for

35 request packet with PSN =1, and the requester resends all packets starting
with request 314 having PSN = 2.

At the requester, the response packets have similar rules. The
duplicate packet detected by the requester is discarded. This case can
40 only occur when a request packet is not lost but is only delayed in the
fabric long enough for the requester to resend it. The second response

with the duplicate PSN is discarded. The invalid PSN at the requester can



fabric long enough for the requester to resend it. The second response
with the duplicate PSN is discarded. The invalid PSN at the requester can
WO 03/ 09180833euBsEB03/ 01416 4 occur when one or nore paclPeTsGB/oat1nul tiple
packet response are lost in the fabric. In this case, the requester
resends the request. PSNs use a fixed amd finite nunber of bits in the
transport header 5 which is included in each packet. Therefore, the PSNs
are continually reused as the counters generating themwap fromtheir

maxi mum val ue Wack to z Msi dar ger 1than .t he
nunber of c|océtlck < “that g&% ng%gtésﬂgn P‘Eﬁ\lpw%%gis{%e%gg%dér espcl)ndersn

est abl i sHE$ F%ﬁ’@@ of 2 55&%&s§e&&€nﬁe§uﬁﬁ’fﬁef‘§s St HE d6P1tate and invalid

ranges. 10 A problemarises with PSNs when a | ogi cal connection between two
end nodes is ﬁﬂs%é@-taealiéd)'éﬂd dawle algbdhep ygieesimhheshedspditl Befpmaket s
arg. 1N ANt LS £A%8en HRACKE! HLARLEDS AL bl 22 cgm@lﬁgiiyn may

arrlve at Spon responder may | nterpret %ﬁi g?
val i d paciédfedisn the Cioém'é%"tsuﬁF’F";?‘aél%gl SPE™ pEeReT° r‘bt?‘ﬁlf‘hréa 4" conie "’icgn
One of the setati Bnsusdegcs iAs¥dchat theuphileraer tthps the agtbowabd raskefies
bet ween tgaki g, SaWhLachdingd| r&RBRESE S eskpdildeshadthietivpen dange of
particular, sets of ﬁeu ersr P Q:ﬂg &80 1:eee§£<§qlr1'v§ﬂcpga1t1 | ogi cal 20

connect i di Bet ween T hese sane two Sets o queue pairs. us, the end nodes
wa?t |ong enough for all possible stale packets fromthe old connection to
expire. Al thouglprbblen soisdsi sntld@eds sveye flhelquloppunertiqn belfpen two end

significapgey &f kechid-hesendraodes) partmmpestapespea aily phasts are
connectons ?r 6,:0f tf tkgé Lad@wn, %ng%hgpon{ %ﬁéto%@ i shed. cZRedberehoye, a

need exists system an roduct for effl cientl mana i ng
data trarféFérs artnt]éf" H’@FW)‘?‘% - SUMRKESFPORITHESY NVERTT' N 36 Pﬁc%

aspect, théigresséat vheveht iisnaprelides shalreph@tttl yom ﬁhﬁ&@ﬁn@%&?*&mn-
transmtted froma first end node to a second end node in a data

processing sysfem . St%le d, oELhed: %ggpflb%hnﬂl the L8PS, Qf is ast 9&& hahing a

| ogi cal connection between said first end node and sa g eg end JNade 35
prior to Y5RA%MeCreey taar POt ent ¥HiCa! fFEECHRE Eé o 6

associ at imsgtamiamssetrc ef raneberrajics hersia ke @fg?%f@blé%ﬁécﬁ%ﬁogw | ncI udi ng
sab d i nStaReectHADBS eBn eaGRe paGketwd kans rirt feshebpiieen ™aisd ther std and

second end ;nodes (While RalH k0012l L RADPRELEON LETRIASrASH @Rt isaked, said
connection to expire. Although this solution does solve the problem, it
can significantly affect the end nodes’ performance, especially when
connections are often torn down and then reestablished.
25
Therefore, a need exists for a method, system, and product for

efficiently managing data transfers in a network.

SUMMARY OF THE INVENTION
30
In a first aspect, the present invention provides a method for
managing data transmitted from a first end node to a second end node in a
data processing system, said method comprising the steps of: establishing
a logical connection between said first end node and said second end node
35 prior to transmitting data between said first and second end nodes;
associating an instance number with said logical connection; and including
said instance number in each packet transmitted between said first and
second end nodes while said logical connection remains established, said
instance number remaining constant during said logical conmection.
40
The method preferably further comprises the steps of: reestablishing

said logical connection between said first and second end nodes;



i nstance nunber remaining constant during said |ogical connection. 40 The
nmet hod preferably further conprises the steps of: reestablishing said

| ogi cal cworaoiseh bet ween said first and second end nodePCTWBOB10618388
PCT/ GB03/ 01416 5 increnenting said instance nunber, said increnented

i nstance number being associated with s&id reestablished |ogical
connection; and including said increnented instance nunber in each packet
transmtted between said first and second end nodes during said

reestabl i &h@ﬁgdfgghcggﬂsag@ QB@Q&ﬂé%nnmﬁﬁh:dl siiﬁn&rc%l@ﬁéﬁ&dll iNstang t%_uﬂgg:p%ing
remai ni ng_constan ing ;said reestablishe 0ogi cal connecti on, .

b ot er ab 3o A RERRY oHh Ao Rt bEER A0 {RRED, ot en SRR £i%
first endiROERERE SaFEPCecHHPEN? Fodk PRAFehEF2RUHBFPS SStyers seep F138F of :
associ at i agd aeguedlenganddeisndgding ddildstecandbhictied idghical Goetectpahy dafd sai d

segond engnirdentd eherakkYnudle kb0l 855chatdflgnd QYEUA RALE1isR.gaI d

first end n.odg g\éimtng g, gueue pair in said second end node further conprises

t he stepsloijbcaof. estabi i shi ng a table of queue pairs in said first end
node; and storing within said table an indication of an associ ati on between
said queue paPrefarabay.d thérstpedi esbaaivhidy a tuguel painhedtiogabetweesond
end nodegaZ0 sThe @b hadiePief ababldcbAl LhEMMdRMBII3eS ddiBr SdPEndistep
trgnsm ttLpg 3 packel fromsaLd. second end.node La.sald 1igstoend node
utilizing a parti cul ar ogi c connect 1 on: - T ecei Vi ng, uti 192 g %sai o first
end node, S2¥hFECPECRRBE ;"°4Ad utilizing said table to determ ne whether said
particul ar | ogical connection was previously established. 25 Preferably,

the said step pfeddrhbiyi R8e SRk dabkSodiardgt ar g Ehmetmegaiaai:ﬁa%aéﬂd cul ar

| ogical connecti,on Was,PLov QusLy LSl abli shedoql YLD, Coblises Lhe. step
of . determning whether anindication 1's store I nsal ablé of an

agsoci at | O GetIIEFREYGetrPI5aPE TURUR Frd T iirsFahdist sB8 et R queue
pair in sstarisgoontiencdifoddle The ingtdaadopraFf en adslsycfapibharetgeaprsases t he

step of ! dqnckUgiingigatda FNSLABCE nBUORREL TN Beld RASPOM shefdebodd ef@CH
packet transmtted between said first and second end nodes during said

. € . . .
| ogi cal connection. 35 The nethod preferably further conprises the step of:
i ncluding said instance nunber in a sequence nunber field in a transport
héader i n eachThe method preferably further comprises the steps of: transmitting a

packet from said second end node to saild first end node utilizing a
particular logical comnection; receiving, utilizing said first end node,
said packet; and utilizing said table to determine whether said particular
logical connection was previousgly established.
25

Preferably, the said step of utilizing said table to determine
whether said particular logical connection was previously established
further comprises the step of: determining whether an indication is stored
in said table of an association between a queue pair in said first end

30 node with a queue pair in said second end node.

The method preférably further comprises the step of: including said
instance number in a transport header in each packet transmitted between
said first and second end nodes during said logical connection.

35

The method preferably further comprises -the step of: including said
instance number in a sequence number field in a transport header in each
packet transmitted between said first and second end nodes during said
logical conmection. ‘

40



packet transmtted between said first and second end nodes during said

| ogi cal connection. 40 WO 03/091888 PCT/ (B03/ 01416 6 The nethod preferably
further cwopsiossssthe step of: including said instance neciasBoB1€ach
sequence nunber included in packets transmtted between said first and
second end nodes during said |ogical conhection. 5 The nethod preferably
further conprises the steps of: determ ning whether said | ogical
connection is a first |ogical connection between said first and second end

nodes; inr esp%%e%ﬂo@p@@f%@%&%rt @aﬁpﬁébg thleo.gﬂe%abf CQ’ﬁ@ﬁ&iﬂn@”sd:.% a
first logical connectiaon: socl at | n%ﬂwg ta (83 Ssmeil ({ ogi cal
connect i of*S*PAET FHPRY” & ﬁaci gPAITESE® &F ﬁnﬁ il eacl‘?ac fransmtte

bet ween skétdrepi rsstidafidsteawhdeerny aedaedesirdungng said JJOEQF%ICO%’Eﬁﬁ"ré%TH on

sai d i nstance nunber remaining constant during said |ogical connection;

and using saidg dﬁ@ﬁlgemae Mﬁ}gﬂlﬁu@tw E&Hgmwsc%@ng&peug@e@etmni@

response to a term nati on sai d conpnection 1S

t
| ogi cal CcHHTBET iBne T FRIEHPIRY 288t éu Jrrfrrrt 198 P hsTRREE etlr?ﬁn%e%ween Sala
sai d i ncr&msht adl sarehend metasic énnirarersa$oaz C%ﬁijler@r?ﬁtwfsttéﬁ%é%énber and
i ncl udi nQL&akLEL IddahedmRhets QUETRAT 1bdishaneenestither adspceacihgpac kettance

transm ttrﬁﬂlﬂogg HRENs %'h%éﬂa%tc&ﬁ@céﬁgon&ﬁﬂﬁlm@§§d iAUELDG S@ifdr Iggl cal

connection e net \{)re erably gg g c{Orpnses the steps of :'losing
sald | ogfhl PRUFHetIA SR t e RY AT sHitigt A ™ T §PER® EBRASEET oh bet ween
said fi r@tldah@g@éémneﬁ@llqnod%%‘-de%%@wﬁgiuﬁbewef‘a%’tlaﬂe%orﬁé%éﬁr+%| ng
said | ogifal 160RAECIImMBCEIRA ; F £85Lahld shidgnsedittel ngiveal ac@annectenon. 25 The

met hod pr er%%s@@é mnﬂ,gxt hgﬁd GANPLd 36 Se tt@eas&eetg§mmatlsﬁ apggi 4alang39acapacket
from sa| irst. end node tg said second node; and nclu 1098 Surrent

i nst ance FIRBET PN S 4G packat . O?Figa]hff’ﬁ%ecf BPRT SPSBTY F Uit Kot comprises the
steps of instensd myrbdyy usrosari JEEHMITErH HETET anifé’éR%tnumPH’ér‘Fﬁ fying,
utili zi NgeEakde Sa60atkeefGnbednd ancludsh@arnaed nndvenentad| adeednt nngaarcte

recei ved pagkets, deLiepIbRliNgrSnarBVELL RIS BOGL sDDEhG SlobRd Mndi Mies
whet her sai d i nstance nu¥ber |ncluded in said received packet is said

current i HELERCSHEDE A FPREPER8e to a deternmination that said instance
nunber included in said received packet 35 is said current instant nunber,
peocessi ng saithepaekeid posfembblyy Byrsairdcorgpetsad tdadstrpdest :afdsing s@&sponse

to a det %&9&\:& 'cgﬁnécfﬁknsaﬁle@stmtléﬂﬁ% sg!mggléﬁ%&d@@twh %@txﬁiee’i'le‘Qﬂ.dVEd

logical connectlon and reestablishing said logical connection.

25 The method preferably further comprises the steps of: transmitting a
packet from said first end node to said second end node; and including a

current instance number in said packet.

The method preferably further comprises the steps of receiving, by

30 said second end node, a packet; identifying, utilizing said second end
node, an instance number iﬁcluded in said received packet; determining a
current instance number; determining whether said instance number included
in said received packet is said current instant number; in response to a
determination that said instance number included in said received packet

35 is said current instant number, processing said packet normally by said
second end node; and in response to a determination that said instance
number included in said received packet is not said current instant

number, discarding, by said second end node, said packet.

40 The method preferably further comprises the steps of: aftex
establishing said logical connection, setting, by said first end node, a

sequence number; incrementing said sequence number after each transmission



40 The nmethod preferably further conprises the steps of: after

establishing said | ogical connection, setting, by said first end node, a
sequence WOrB®91888 ncr ement i ng sai d sequence nunber after @aTFGRIBANENRT SSion
WO 03/091888 PCT/ GB03/01416 7 of a packet fromsaid first end node to said
second end node; after each transm ssioh of a packet fromsaid first end
node to said second end node, setting a current sequence nunber equal to
sai d i ncrenented sequence nunber; and including a current sequence nunber

in each packet tr %ﬂ%%&t 1r£,-9r2n§%daef £ Ssta;ﬁr%ceﬁgeenhonéﬁ d %ogstﬂﬁnd
node. In & SeB3nd

ngr esent_1.nventi on c{gl ovid d Iy
nmanagi ng W’&m{-?%m’? taeHa‘F]?et’i oy ppid TERE FBASTE B §8&8r1scf°8nd eﬁlo e° N a
dat a processiing systemt sequknretihotec eaprl giongaichénstamsstet se@&1¢Bl i shi ng
10 a | 0gi £@lbeEONNRCE hOMdDES Wl SRk dsddubSte @Ufba0dR @Rt SadkdtsSecmnd: aed
noge pripr. {0 L gnsy ibing, dala bekveen,gakd fidest and second end nodes,

i nCl udi ng™a current sequence nunb in each packet transmtted from said
first end node to said second end node said current sequence numnber being
i ncrement ed eath « ispecrdl pewdest e pregeofi vedtiqoRrSHidest & mefheshdofode to
15 sai d speREIneNEtAoHensAsSeal flding Akst NSldaned BUNbekcvd kngaicdel pgiacal

connect | 0% ARGl el e 09: 521 dalDSEANGE %ﬁ@ing n€ GRS CGCBCRIUTREL,

sai d i nstance I'ni'ng const ant sai d % conneg The
méfhod preafleBasty Wﬁ?%%é?nd%ﬁﬁ??%éé‘l‘? Fer St &5 lb‘rde PR s’sgé |*‘ie§ Thg zlbc’ Sai d

| ogi cal cenrectd corabstivséng slakd Hetpedn aptd Seconhdréntaesdesd nPiREement i ng
said i nStﬁrﬂ'ﬁﬁdﬂ&i;tieEurr%ﬁi:dsédﬂﬁﬁmm LA SdarACEdreTDEanbei ttgd Bssosiiat ed

with saldefeeslablbanad Lool Gabof0RPGhl cadRtl el dbhdurtll ikl 2! od

i nst ance nunber In each sequence nu sal d increnenté |nsgfgggéqynber

renai ni NgiRGRBERAS BT ﬁgm%é'l aa%é?sf%ﬁrf%ﬂe&t%gﬁre'&saéé Biinedtq R
Puef er abl ygidt hecstdepndmodst abbpsihithgs arl teiteate conbet Mioh FetwesAcakai d

first endcd}ﬁ(é@tmﬂ sad dnsecond end nodenédlulBer aaNRIdhS esqichee stuper Of :

associ atip ueue pe}ﬂg I@eﬁqg}ﬁnﬂgé& c80d Hode; Wit h RogueueoRaldkién 30
sai d secon enﬁs ﬁe e?era Sal step of a5500|at|ng a qgueue palr In

said first end node witha queue pair in said second end node further
conpri ses the shepsthaf prefirably S bpracemiyicenfthqueirespat r §opiFa8ai thirer st
enpg node; sﬁlatd1§g5¢cihoéérﬂ@cmdnhbstv&ahdsatlabfgacsanammdee@id end ofodagm; associ ati on

bet ween sali qrem%n%%‘ﬁ pald #L’l&él%pl’ g}uinbé t sgﬂg :ngg&ne%écﬁl lfi‘lsgé'r%éen@ﬁﬂerr béhrl%m d

second end © era )_/L conpri ses. t.he, s C{ 85 d
t ransmi tt?qﬁjcéatEd w1th sald reestablished oglca connect on; and includingsai

incremented instance number in each sequence number, said incremented
instance number remaining constant during said reestablished logical

25 connection.

Preferably, the step of establishing a logical connection between
said first end node and said second end node further comprises the step
of: associating a queue pair in said first end node with a queue pair in

30 said second end node.

Preferably, said step of associating a queue pair in said first end
node with a queue pair in said second end node further comprises the steps
of: establishing a table of gueue pairs in said first end node; and

35 storing within said table an indication of an association between said
queue pair in said first end node with a queue pair in said second end

node.

The method preferably further comprises the steps of: transmitting a
40 packet from said second end node to said first end node utilizing a’

particular logical conmnection; receiving, utilizing said first end node,



40 packet from said second end node to said first end node utilizing a
particul ar | ogical connection; receiving, utilizing said first end node, WO
03/ 091833wh@3/ 0888/ 01416 8 said packet; and utilizi ng salPE¢TiGHIBO1416

det erm ne whether said particular |ogical connection was previously
established. Preferably, said step of utdlizing said table to determ ne
whet her 5 said particular |ogical connection was previously established
further conprises the step of: deternining whet her an indication is stored

e 2 S el e BR300 heRg (B & MENSRSI hnclkRed Al T B BT

node with ueu pair ‘rn said second end node e nmet preferably
further cjmifﬁ??‘s@sm{l?ﬂ?lﬁléw previgeskt @ehgSh%thet her sai d | ogi cal
connection is a first |ogical connection between said first and second end

nodes; in fespﬂ&@réﬂya Qﬁtdeégéﬂ‘%@@llﬁgﬁ{g sal @ tab0gitcakie CARNEL tinethdrS a
first |ogi cg connect |

! | |
cofinect i o< RETaal Ty ga‘f’l&aﬁn‘é FRRELh ﬁ%s Irpr%%vgqln‘%g%an%ggflsmd a8k | 0 ca

tance nu sequence nunber
t ransni t tesaphblsseEhe $&FH 95- ré%te&ﬁamsr@ctsh%Fh@ﬁdarhdaégcataaﬂJr?gSE%*iedl Bdiaddl
connect i aiaplangk wsi agogartdonnisétares anunber pasr an safd €ntst esf ance wihber ;

and in resRORsE it.o; A debesdi-p@tdramddeat said |ogical connection is not a
first logical connection: increnmenting said current instance nunber; using

said increnented current instance nunber as 20 a current instance nunber
ah® i ncl udi ng B Bether BYRGFEERLYC ARFRIFE FOITARRT CPAUTRSEF 7h7 8CH™SBtRfence’

nunber t raersnét tsedla Helbwesn coanebtfitn sits antixsecond caknebnpedesn dertivegn said
: ogl cal CﬂQQ@QﬁﬂdOQecoHaeeﬁ@tnaggst pﬁﬁfleé'sﬁgﬂlé/e feyrd h'ﬁ[:eﬁfﬂﬁ’éi&ﬁ&hii’@%aigfps of :
osing s connegt i and. r ee [
alogl’r‘)e?z‘é cgnge Sarad Yirs dl Facond On%% lae Aoty 404 Nt

connect i S_executl g no walt

stat es between Wissifrjd segigat d@“&%?“@&nn’ét?tlilwgaﬁﬂ“} SBET3SE SHNRG Fhi d
| pgi cal cerhesddquence Thebertthatspreéebabieenf srihéireorpdi swond radstedss of :

recei vi ngiur@:){g S%stﬁﬂgqc§f%ﬂﬂecﬂ:ﬂgnn%§‘l@y udk ngaskiet anéﬂjﬁﬂélﬁuydeg,asU'&l l'izing
said second end.  node ~an.instance number ipgtuded in.g Q:Ihoql Legel \c{g&i packet ;

det er ni niTiG=&" U rERT TSt ahce ntnber:  det €f m ni ng er sal I nst ance
nunber i ril@Ba%Re"d COpRRAEAPH e PRt e dlfiic kegiqad %‘%ﬁnﬁcaﬁnr eRCERENHRE Fither: in
response dugrent detednvenainben; tusdhg saiid {mstasvednewbent | nsitemied nlmbesfaﬁél

regei ved Packet,3ondiensaiAnbLF M 64 J_n@iﬁ@-ﬂfg BiHE @ herdHcO €8S Tuitertak flstpack et
normally SheS?lsd o280900, 20 gmgn AL LasRaNss, 19,2 determnalion that

said i nst* r SPRCT udet received packet is not said current
i nst ant %Gnlb‘é?e ﬁ?@éar%ﬁlﬁglowaéa‘f%n%%’(ﬂ’?d end node, said packet. 40 In a
third aspect, the present invention provides a data processing

The method preferably further comprises the steps of: losing said
25 logical connection; and reestablishing said logical connection between
said first and second end nodes executing no wait states between losing

said logical connection and reestablishing said logical comnnection.

The method preferably further comprises the steps of: receiving, by
30 said second end node, a packet; identifying, utilizing said second end
node, an instance number included in said received packeﬁ; determining a
current instance number; determining whether said instance number included
in said received packet is said current instant number; in response to a
determination that said instance number included in said received packet
35 is said current instant number, processing said packet normally by said
second end node; and in response to a determination that said instance
number included in said received packet is not said current instant

number, discarding, by sald second end node, said packet.

40 In a third aspect, the present invention provides a data processing
system for managing data transmitted from a first end node to a second end

node in said data processing system, comprising: means for establishing a



system for managing data transmtted froma first end node to a second end
node in said data processing system conprising: neans for establishing a
WO 03/ 0918833eaBssB03/ 01416 9 | ogi cal connection bet weenpsaiGBoBiorat end
node and said second end node prior to transmtting data between said
first and second end nodes; neans for associating an instance nunber with
said | ogical connection; and neans for including said instance nunber in
each packet transmtted between said 5 first and second end nodes while
sai d | ogi nnection r ins est Lished said_instance numrbe mai ni ng
const ant u?’l‘?‘?a SFFer oyt @’g? eenoﬁ‘—’rlllé{i1 to. © %s edrﬁ; Qfséaf:%rbﬁnéunrot%ﬁer
conpr i ses PREANSOf *@ﬁanls@b"sttlalsl {1 et e swiid F%i”gj‘ltcallld é&ﬁ‘?ﬂéﬂcﬁfl‘&ﬁloﬂéi WEeRSai d
first andssecordcendngodesnstmansmintder wirtr eaven i bgmigad a¢chnenstaan cand nader |

sai d incr %BP%%%&{%@} ance ;punber Ilﬂﬁrlbgg 1@§§91§Ipatc§9c Wbk ey heesdabkished
s. for id dne ement ed i nst ance

| ogi cal cqnnecti

nurtber mgéjél%%aﬁgcsi? g gﬁsﬂ?dﬁge‘ﬁh lbe vvedgn lca FIrst and “sécond end nodes
duri ng saedtahiddshehl ﬁé%dnﬁbﬁi%aﬁu%rcﬁﬂ?ééﬂ%ﬁon%% PHEPenEitetPdifdt ance
nunber repahm¥dagoconstant during said reestablished |ogical connection.
Preferably, said nmeans for establishing a |ogical connection between said

first end node nd said secon de further conpriLses s for 20
associ ating a qued®epal Phes lﬁ lirrtg e hode With %Or 583%?8%3 1 said

sédond enéa%deglﬂlef:@?rmltyon %FW%&W ﬁé?s*ﬁ%@c?%iﬂﬁg@é ﬁ‘&?@ﬁe Tf‘a'?‘FlF F9F
sai d firstincfdnnnge said Mnatgueueumper) dandsaicteseneadisndnpodenber bhirg

conpri Sesasgétlggér{]%mf:ﬂrsﬁﬁt P@slt%ilgﬂe@ 1to§@!:§_l. Qt)nﬂélﬁ:lignp%ﬁsméaﬂs s@d.d first
end node; nmeans wi.t hin tabl e, an kn(él gatl ojrﬁ1t of. an
W

associ at i 6?\&“61éf1%\es€ﬁdsjanc&ser&%%e BE PR é"gdl’ d s 52

a queue
pair in shfdweegeesiid fErRy ﬁ@‘éléece@i ThE %ﬁe‘?‘ﬁrﬁﬁéf%lébﬁﬁsfzﬁﬂlﬁéﬁd é‘t?ﬁb??lses
maans f or cédradas nod,t isBd dncpacketd finepasal duseconangndnnodestaptsédidng| r st

end node uijd L2LiGid; s bbsaar JRgbealy connection; neans for receiving,
utilizing sard first end node, said packet; and neans for utilizing said

table to determne whether said particular |ogical connection was
previously est abtiesRbly: =853 Piearerigh| 5284t tPiRBahs P UCPTILEHY S5FEPTabl e
to det er nkasl wheithend zs:aaedarp-arshi@lﬂeapnd e@gi caldec Duriget | mewasespr eaAne usdry

eshabl i shegJMbtNRS a rbS8S in NRAASE 0k dei apad RiiRg Whebhehadn inndhcat i on
is stored_ in said tg | e of an associ ati on between a queue pair in said
first end°fode W

Preferably, said means for associating a queue pair in said first
end node with a queue pair in said second end node further comprises:
25 means for establishing a table of queue pairs in said first end node; and
means for storing within said table an indication of an association
between said queue pair in said first end node with a queue pair in said

second end node.

30 The system preferably further comprises means for transmitting a
packet from said second eﬁd node to said first end node utilizing a
particular logical comnection; means for receiving, utilizing said first
end node, said packet; and means for utilizing said table to determine
whether said particular logical connection was previously established.

35 ‘

Preferably, said means for utilizing said table to determine whether
said particular logical connection was previously established further
comprises: means for determining whether an indication is stored in said
table of an association between a queue pair in said first end node with a

40 queue pair in said second end node.



40 queue pair in said second end node. WD 03/091888 PCT/ GB03/01416 10 The
system preferably further conprises neans for including said instance
nunber i rwe oarssport header in each packet transmtted berCmsBud/osand first
and second end nodes during said | ogi czillo connection. 5 The system
preferably further conprises neans for I'ncluding said instance nunber in a
sequence nunber field in a transport header in each packet transmtted

bet ween said first and second end nodes during said |ogical connection. O
The system prefecaddan ﬁtﬂﬂeﬁ&]ﬁlgﬁ@ﬁﬁdﬁe&E&nﬁﬂm fwesnd ok uchchigdiswi daid nst ance

nurber '”s%gfrﬁ‘]@ 3eAanes mqpﬁgpo&@cﬂéaqg emp@ga@ett EADSH: EELd bebRisneEN

said firs second d?u ng s g K gcé&a oconnectl on. The system
pr ef er abtajdf E‘\'ﬁsl’fe?n‘%:ﬁﬁﬁ?rfdsggdrf’é’gﬁi SHHEFE? MO Ry 5°Whet her® sai d | ogi cal

connection is a first |ogical connection between said first and second end
nodes; in resprNsPsich préii-ebIy Aatdme t¢halrised teadogbeainctohitgctaoh is a
first | OQI'S%?J‘ICEC%WGQ:I 5Oy @E@é}x% fngulb@§sﬁ%'1§t 14 @fhnsb%ﬁ- %@Q@exnl.ﬂﬂt@ichw th

sai d Iogl cal connection;. neans ‘ig J4;ne ng sai.d J n%g grlr}lums)e{ in each
packet (PSR E i TPBE e EheSTERt c?af‘ §fs% *SRa T Hodes quring said
| ogi cal Ixghpettdcomectdaird i nstance nunber remmining constant during said
| ogi cal connection; and nmeans for using said instance nunber as a current

| pstance numhgr, (A0d B dRSPONSGulGed A&kl MNakbhan fo& ma;cm&q_rg kogi cal
connection is not” a Pﬁrst %lcal con eCtIO ans 8&&5' %Hﬁﬂ&hﬂg sai d

current F5ERFCERAT0T; eaﬁ‘B‘a E3am o) AV dldg i P current
i NSt anceatuatesais %réuralﬁﬁé‘nﬁequét%{ﬂcéoﬁﬁrﬁéﬁngaﬁﬂld ﬁ@%&f‘salf BYTERET Ui ng sai d
i ncrenent ed current i nstance nunber in each packet transmtted between

said first a | %@qlg ROGRS fgwﬂeggcéx@rgjseé ggwlfogcamegﬁﬂnaag 0 The
er

stem prefera conpri ses 0si n
c%nnect P“@ﬁ h?r’ézfﬁéd ]Gﬁl?%]eélf’ CitléLﬁ]i’ g %all(fs gf?gézci ! é:%ﬁ%%éggf%r?%gggiﬂwggﬁdsal d

first andrsecoidsermhdneribsodswc it TRGPARFNEPLS %é?%“slnb'éﬁﬁeé?ﬁtl §8tthg said
| ogi cal 1keNBEL IdoRednEn reest Al shigigas aicdntagiosalmegonniset aarpciabiophen

system (S %L%(%b éxagé'}:r EVPLQ‘[ sg@m b§<,ea?ﬂ. mtﬁ.&[ heANS @b%tln@gucﬁ_ngpazﬁkﬁt from

said first en sai d second en nmear c a
current Jlnﬁﬁ‘%ﬁfcﬁuﬂliﬁ?bé? TSRS ef)atcranfmlr];%ﬁg be%wf %nmssgéf%%gg a!an l%%@nlag

conpr i semdneedes foringeeidilaghcabycyaraticy. s%@nﬂnﬁ?&cﬁdﬁ’é‘beﬁ FHKECI means
for i dendonbyimg duuirigl EZidgoghdad secentiorenedndodens dori wsingned dnipdience
I ncl “deqmlmﬂeéaa{ r&ﬁ%‘rhﬂ@@n@@&&@ nm%@nsaﬂdoﬁn Aeb&idd Bb NY adedrniantidonst ance
number ; qg%nggldp£oglca régﬂ%gg Sghggry% Séylrst logical connection: means for
incrementing said current instance number; means for using said
5 incremented current instance number as a current instance number; and
means for including said incremented current instance number in each
packet transmitted between said first and second end nodes during said

logical connection.

0 The system preferably further comprises means for losing said
logical connection; means for reestablishing said logical comnection
between said first and second end nodes executing no wait states between

losing said logical connection and reestablishing said logical connection.

5 The system preferably further comprises means for transmitting a
packet from said first end node to said second end node; and means for

including a current instance number in said packet.

The system preferably further comprises means for receiving, by said
0 second end node, a packet; means for identifying, utilizing said second
end node, an instance number included in said received packet; means for

determining & current instance number; means for determining whether said



WD 03/091888 PCT/ GB03/01416 11 instance nunber included in said received
packet is said current instant nunber; in response to a determ nation

t hat . sai dworestogrsee nunber included in said received packeCTiGBisaidéecurrent
i nstant nunber, neans for processing said packet normally by said second
end node; and in response 5 to a determipation that said instance nunber
included in said received packet is not said current instant number, neans
for discarding, by said second end node, said packet. The system

preferably further comprises.  after.establi S Lgal
connect i o%n RRGHEIFET SBEFR dsea by SR TSt g% '% dsa%g Jnﬁguenclcla]LStarlll;%l.g:

means fornﬁnﬂPGFerF@nFP?Rf@alf(P §eﬁ€ﬂ'€ﬁ{‘3éﬂa\’f&ﬁ%e§ha5f Fid é%l%ti?nc?r ff SSCOH
packet fromsaaddeckeiedd packatode saddsairtesiecontarenduniyde; meagst 8¢r each

transm SSﬁ)%egélr% QQ%%BC]EJ@%}%@AI@Y]CB}; shiendchadent haRi; Chn&@ﬁ%peﬁ% node,

means for t sequence nunber .equal d nt ed
sefuence 'h%r?bg?te%é‘h’aa%?ﬁng’ qu h&PEERNG nm%ﬁgreﬁ%Eg%ignsé%% : @g@l Q1 each

packet treaskettisedot rﬁ?ﬁffis‘éﬁréfeﬂ? rlé’ﬁt@i“r'dnﬁ%‘%%” t BeRF 6°% B‘FﬁFdlE?ld oY In a
fourth aspechd dddenpdeseaid paviestt.i on provi des a system for 20 nmanagi ng data
transmtted froma first end node to a second end node in a data

processing system Cogpl’ IOS ergbl Means efrOE:o e%tlggél %@E&g e@ti&ﬂqlsﬁﬂl% sgﬂﬁmeCt ion

bet ween sai d f 1Sty R g and sai d secord end no rior ransmtting
dafa bet weesicahianheeisionafigage deidsefdtAodys saifb dhEst &Pd RHEr WiSFgUEee
current segieRAEeacatshRr ifcreacitipgckeild beqresne triedef radiresaiadh25 first end

node to S@fﬁlsﬁ?&qgﬂ &nd B%t %ndsﬁ!f E@fﬁt 2eqURICE: WA rsRehdi@nd node;

incremented each time a.packet is trans rQusal d fidst,eRdynode to
sai d secohdEnTFHobEH é% ot £s 838 At ?‘qﬂg %%1{1 nfg%ncél number W th sai,

| ogi cal c%ﬁﬁ?@éﬁf@nm%dmﬁ%§°¥ FetERa GdFHEeBRI PRI AT FURBE® R B4eh
seguence Mbrbeentegasenienst anobenuahe mepasaiomi mrlodiegd antuwehent ngpgainer 30

| ogi cal copReetiPRacd Hacp¥StemdHietas abby daukt higistCONPhbSe ToNBAIES sé@ind
reestabllsh ng said [ogical connection between said first and second end
nodes; Ot incrementing said instance number, said increnented

i nst ance nunber being 35 associated with said reestablished | ogical
connect i on; anth peasscthoaspent| udiengremntd invereimenpedvidestaryetfudder in

eggh Sequﬂﬁ@ﬂ&lr&a@é rr3akfh ttbACHRRNENtRE st NEhaRsR: RUNDekcsRTBLimgeCONSL ANt
L 00, SadL T eeal a0l 1o. o COLEAL - SANNGLLL0Bo 40 B AGEADLY s fha Teans For

est abl i shihg B° 16§ ¢ donnéc safd first node and said
second en%P%HElGFluP‘F‘FY@enc%ﬁﬁhﬁr f-JsTe% eppZRde faga said second”end mode prior to

transmitting data between said first and second end nodes; means for

including a current sequehce number in each packet transmitted from said
25 first end node to said second end node, said current sequence number being
incremented each time a packet is transmitted from said first end node to
said second end node means for associating an instance number with said
logical connection; and means for including said instance number in each
sequence number, sald instance number remaining constant during said

30 logical connection.

The system preferably further comprises means for reestablishing
said logical connection between said first and second end nodes; means for
incrementing said instance number, said incremented instance number being

35 associated with said reestablished logical connection; and means for
including said incremented instance number in each sequence number, said
incremented instance number remaining constant during said reestablished

logical connection.

40 Preferably, the means for establishing a logical connection between

said first end node and said second end node further comprises: means for



WO 03/091888 PCT/ (B03/01416 12 associating a queue pair in said first end
node with a queue pair in said second end node. Preferably, the neans for
associ at iwg oaogusetie pair in said first end 5 node with aPGEaBd3RiI16 i n
sai d second end node further conprises: neans for establishing a table of
gueue pairs in said first end node; andipeans for storing within said
tabl e an indication of an association between said queue pair in said
first end node with a queue pair in sai d second end node. 10 The system

preferably further conprises neans, faqr tra 34 D cket, f d
second en%s “Rot 8 %ﬁmgu?lpraéf %e u eI"gggll nég a’gt}ggr i cul lBar Irglg:%gh

connect i giscope@rs Reste-r ecei vi ng, ut| lizing said first end node, said
packet; and neans for utilizing said table to determ ne 15 whether said

particul ar | Ogéx%@lmgﬁ@,ne@ﬂé anﬂ@%oprﬁﬁbgi&'ﬂgeétqaéhé §Jaeﬁl in Bagf epadd ynasaid
means for % il |ng said table to.det erign o{:t el the§ag: aLdd.culals
cohi Shed r%

| oyi cal e‘ﬁ‘tti %@euep?ael\ﬁ S RAI 1) rises. neans for
det er i nifiey Wﬁé?hlalﬁ frigiréat9foAuree pebredni ?F@afb‘rsfoe’f‘%ﬁﬂoéeofanﬁrf“eans
associ at ifr bHeineenviahdteisddpadllei m saltedtipstofend arsdeiatiioh ketvgereeipai r

in said speand,8pd;Nodes ket syst ssadnefieahyud yathan sompeéses apans for
determ mgjé)g whet her said |logical connection is a first |ogical connection

bet ween 8- 25 first and second end nodes; in response to a deternination
that said | ogical connection is a first Iogl cal connection: neans for
associ ati ng anrhei agdt@nCerefeniiely Kitthesacahplogp akargofnectispani freans f or

i ncl udi n%a%@é@ frbﬁséaﬂﬁcgeéyﬂﬁb@r[d h@d@%ehsaa%q@ﬂmeﬂ@rﬂaeé tdiansgt hed bet ween
said first second nog%:l%ndurl ng Qe%e%_%ﬁ SLPMNEaGET ANy @ﬂ@tneans

for usi nd’a§g R 1) |°r?sl°3nccémﬁﬁc er’as a curren 'nstance, number: “and in
response @8 wededetrhiPRgiiton2thaea3nita” | 'Hdicat" T At PP Eh s IHFSEES j r st
| ogi cal whennec ishdd parednsak orodingl enen¢dtign swsdprenioaaty isgstdekedhunber ;
means for wusing said increnented current instance nunber as a current

| nstance  nunter; _and. means Lor. i ogl uding.sal dincranent edoutnenndiast ance

number 35 in €AGAS% sequence nuUnber T ransm t et ween saj d |rsthand second
end nodééllémairﬁgc%lﬁrd1?%‘@aéa‘{’°n€6ﬁ‘|"fé°€t V&h Prererusy L B eer SV Fur t her
conpri sesonpaitsst afiednss oy dsaéhinimyivbathezoam aeidi crcioants miares fiprsaid

regst abl Iéﬂh@g;fsahdass@gw@_bnmm@gﬁ 20 GueftD phet WResa sRiEdrdd kad aad Eeaoad
end nodes executing ng.wait states between |osing said |ogical connection
and reestBBPT Shirhg sard- oG] cal” connecti on.

The system preferably further comprises means for determining
whether said logical connection is a first logical connection between said
25 first and second end nodes; in response to a determination that said
logical commection is a first logical connection: means for associating an
instance number with said logical comnection; means. for including said
instance number in each sequence number transmitted between said first and
second end nodes during said logical connection; and means for using said
30 instance number as a current instance number; and in response to a
determination that said.logical conniection is not a first logical
connection: means for incrementing said current instance number; means for
using said incremented current instance number as a current instance
number; and means for including said incremented current instance number
35 in each sequence number transmitted between said first and second end

nodes during said logical connection.

The system preferably further comprises means for losing said
logical connection; and means for reestablishing said logical connection
40 between said first and second end nodes executing no wait states between

losing said logical connection and reestablishing said logical connection.



WO 03/091888 PCT/ GB03/01416 13 The system preferably further conprises
nmeans for receiving, by said second end node, a packet; neans for

i denti fyiwg,03091888 zi ng said second end node, an instance PalrdBss/oi416] uded
in said received packet; neans for determning a current instance nunber;
means for determ ning whether said 5 i ngBance nunber included in said
recei ved packet is said current instant nunber; in response to a

determ nation that said instance nunber included in said received packet
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| ogi cal connection. The instance nunber is included 25 in each packet
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Ioglcal connectign n_a packe ved, the instance nunber
i ncl uded |% ﬁe gﬁ% %?gﬁ%§ g ﬁ?% %g?%rnlne whet her the packet is a

stal e packet transmtted during a preV| ous | ogical connection between
t hese end nodes.me3bod n sgspmef end edodyrdrodi redata tofecesrsrantStAUMTEr i s
i pel uded @sRBELa rBf HRBsSRAUSAC R rBkICEd Hien i ESrithahdai@edesiagnated
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present |nven | ONn quence nu ts and I nstancé HB %%x)The
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bits. -Thewf%%QHﬁHH3%af%HEQ§§r 13 641 connection. The instance number is included

25 in each packet transmitted between the end nodes while this logical
connection remains established. The instance number remains constant
during this logical connection. The instance number is altered, such as
by incrementing it, each time a logical connection between these end nodes
is reestablished. Thus, each packet is associated with a particular

30 instance of the logical connection. When a packet is received, the

' instance number included in the packet may be used to determine whether
the packet is a stale packet transmitted during a previous logical

connection between these end nodes.

35 In a preferred embodiment, the instance number is included as part
of the sequence number. The bits that are designated within each packet
as the sequence number are divided according'to the present invention as
sequence number bits and instance number bits. The instance number, which
remains constant for all packets during a particular logical connection,

40 is indicated using the instance number bits. The sequence number, which
is incremented for each transmitted packet, is indicated using the

sequence number bits.



is increnmented for each transmtted packet, is indicated using the
sequence nunber bits. WD 03/091888 PCT/ GB03/01416 14 The above as well as
addi ti onawoabjoersss ves, features, and advantages of the preTaRro3jonMenti on
wi || becone apparent in the following detailed witten description. 5

BRI EF DESCRI PTI ON OF THE DRAW NGS A prefi@rred enbodi ment of the present
invention wll now be described, by way of exanple only, with reference to
t he acconpanying figures, in which: 10 Figure 1 depicts two end nodes,
each incl udi ng eue pair,. i.n ordance. W h i = 2
illustrates a FE%I%%? VeiEgi am WA %‘%ﬁgé%ﬂa?t ggjte}\?él{)?sténg?n%dr%h%ﬁli(?acg‘?gyifes
dupl i cat eopddlecPEeseRt AR ETC 81 i PREDRe BBR3T6RE &t FoRi f;j’ﬁ%%“”élgi Tt Phtes a
| adder di agramnwnschipeipncts the receipt of an invalid packet in
accordance with the prior art; 20 Figure 4 depicts a data processing system
that inplenents a channel -based, switched fabri %A%EI&Q tecture for
tra&nsmitting data in accortaite e TRY Yr LB A MEntion; Figure 5is a
functional block di agram of a host processor node in 25 accordance wth
the present inyeMdr@predefb@mbnt |JcUBd @h-8Serd POFenicOsh Qfila mwiwshe | but ed

conput er stem . depicting an exa r and. acknew edgnent. 4
transact i _Sc‘irﬁg]?i%fc§§d‘féar¥c89 ﬁaf"ﬁi(? %&%'r gggﬁﬁs&ffﬁventei on; 30 Fi gﬁr & 7°depi ct s
a portionfefurgesti Wt¥d conputer systemenploying a reliable connection

(RG) service to conmuni cate between distributed processes in accordance

with the presepigifavenid:98is 390 Fiunsadd,i bidist nah@sng sPacket phir adaor dance
with the res&nt [ nvlgr]tgeonfioFi gure 9 depicts a high level flow chart which
i |1 ust rat 8CTHREPHUIAG AN THSCance nunber in each packet in accordance with
t he present 40 invention; and WO 03/091888 PCT/ GB03/01416 15 Figure 10
illustrates a bigirel eviallubtowesharbdidi chagiepi ebishademivds Hedbrajeres#ioni ng

\Ml%t her acf %%Ilygﬁzepﬁgéﬁ%ﬁzs% abEasnid tedn duel paidhere;

Figure 3 illustrates a ladder diagram which depicts the receipt of

an invalid packet in accordance with the prior art;

20 Figure 4 depicts a data processing system that implements a
channel-based, switched fabric architecture for transmitting data in

accordance with the present invention;

Figure 5 is a functional block diagram of a host processor node in

25 accordance with the present invention;

Figure 6 illustrates a portion of a distributed computer system
depicting an example request and acknowledgment transaction in accordance

with the present invention;

30
Figure 7 depicts a portion of distributed computer system employing
a reliable comnection (RC) service to communicate between distributed
processes in accordance with the present invention;
35 Figure 8 illustrates a packet in accordance with the present

invention;

Figure 9 depicts a high level flow chart which illustrates including
an instance number in each packet in accordance with the present

40 invention; and



current |ogical connection in accordance with the present invention. 5
DETAI LED DESCRI PTI ON OF THE PREFERRED EVMBODI MENT A preferred exenpl ary
enbodi merwwoB/0p1388 present i nvention provides a nmethod, syswrago3andeproduct
in a data processing systemfor managing data transmtted froma first end
node to a second end node. A |logical 10 &onnection is established between
the first end node and the second end node prior to transmtting data
between the end nodes. The |ogical connection is established between a

partl cul ar que%a@}?j& r10I {Hﬁhggﬁﬁelsnatﬂgh isit fﬂaz cﬂ@l:qewm ée;&%rt Igﬂ'”eﬁ&

queue pair inclu in the second de. 15 An instance ‘number is
associ at ed°9f (FFEERE Y BY i 'R ¥0 AnERTS B3R %F‘é‘bl“‘%h’é@nﬁ’é’t%&d‘t%& “Beno

parti cul acuseing bbgigaéuenpatiion Theccprdingn cel thu bire pressntndhvegedon .n each
packet transmtted between the end nodes while this |ogical connection
remains establ i shed. DE@’&%}.EIDI BEs&IEQIJNOSL-QﬁJ CRORREE Minb n%IMrEE'FStabl | shed
between these two sets of queue palrs, € Instance nu I's incremented.
The packets al so include packet sequence nunbers which are increnented
each time a paéketefiegred srsmpliatre dembAdpreaferf etheeprarmeharinvenbiod pentided « he
present i p¥ed, 08y ddaRl eRnbsoauéd ihe aan:%t g%@eseuﬁ@%&s@én B8t tna@bgiRedata
traditional ss%gggené:% nunb [ ngdset its resec{v {li for fhe ior art
s§guence nu FUT Jed Tt 675 7958 ue Ace” nunber ‘of b| S and an

i 18t ance RUMSEFigRtisorsTsPL§shethbetyenRt Wit E1vinBRt I’(?fietaﬁ%é1 present™d f9enti on
i S indi cabetk byittheol rrstnamtie-inguddier bepteeof tis tad nPles se@benogiminber of

t he preseptnddd¥ et i1@Nedtb3PetadbHaled ab)g)akbfcutisﬁuﬁﬁﬁ@ ﬂgimfbﬁ{claeéd ah bid s.
Thus, accerdiing.} b0, PLESERtIILERLd O Lhe, L adkl Lonal RLLOE Bpt
sequence nunper 1S used. d’[ P ndrcat e?bot hThe T nstance nunber .an he
sequence Rfifber. The |nstance nunber set of bits remai ns constant

t keoughout the sane | ogi cal connection. The sequence nunber set of bits is
i ncrenent ed asaglesetifRdnudrd Ds theoPidQh v@s[tfh eaChobid® aopackedn i s

transmttigd Eh&e%egé'tew”%ﬁ {H'mgeil:wosegr of bl Sse‘é’[c,acpfs around, back.to zero in a
manner as.is PROThe prior ar b WHen The iraxi mim se§uéhce Rumber is

i ncr enent EFLATR2 St AnceiHie! st Pé?#%cféﬁlsﬂ?tﬁ?eb@é"&ﬁfénﬁbe fOfrber 40
bei ng i ncralwenvied eothier dppicad errogadidackmdimsz estrblIdted. nskaghceinguaber

regai Ns cofRslantcaset@ng 85 Lherdghedl peaacthaR bas 80t JIeQieue pairs,

tabl i T o] e d WO
031 091888 BCTT CSFOTATE" o AUmEsT Bt o i drehar Vit far Theor et ance
nunber , tfﬁgUﬁﬁg?rﬁyﬁPgﬁﬁqﬁEh are incremented each time a packet is transmitted.

A preferred exemplary embodiment of the present invention implements

25 the instance number as part of the traditional sequence number. The set
of bits reserved for the prior art sequence number is divided into a
sequence number set of bits and an instance number set of bits. The
instance number of the present invention is indicated by the instance
number set of bits. The sequence number of the present invention is

30 indicated by the sequence number set of bits. Thus, according to the
present invention, éhe traditional prior art sequence number is used to
indicate both the instance number and the sequence number. The instance
number set of bits remains constant throughout the same logical
connection. The sequence number set of bits is incremented as described

35 in the prior art each time a packet is transmitted.

The sequence number set of bits wraps around back to zero in a
manner as is known in the prior art when the maximum sequence number is
incremented. The instance number is not affected by the sequence number

40 being incremented or wrapping around back to zero. The instance number
remains constant as long as the logical connection has not been

reestablished. Therefore, because some of the traditiomal sequence



nunber is now smaller than the nunber that could have been represented by
all of the sequence nunber bits. 5 A preferred exenplary enbodi nent of the
present iwoaadss provi des a distributed conputing systemchaBmgiand
nodes, switches, routers, and |I|inks interconnecting these conponents. Each
end node uses send and receive queue paids to transmt and receives
nmessages. The end nodes segnent the nessage into packets and transmt the
packets over the links. 10 The swi tches and routers i nt erconnect the end

nodes and_r te thegggcrke%ttes é%o%hc%eaﬂ?s f?-. &hd pode..; fhe endgdes

reassenbl & Bh%ﬁ( nessa estination. In a ef erred
enbodi nenrugfen he eweseRler nf\}é‘ﬁt Fish nu‘t‘l?%’ Hepfusopkd Pave psen ePEERd e

associ at ealher asd arqeernuenbeiben bitsa | ogi cal connection between partl cul ar
sets of queue pairs. \Wen a Iogi cal connection is first established

between a first and second e eu a i t eis
asSociated with %reﬁﬁéﬁ%doﬁﬁfrf’pq "%Od%an(‘:eg%d %ﬁc rcf g Q%ve:‘;ﬂ Ty )ﬁc{%gfilgéz)%ng a

queue pai Figtgibetedriggmputdag kﬁytsltﬁ‘é I&VF’Efgleééln"Z’GSco“i’fﬁE‘ét't‘Gisonr‘?"steei‘t &5t shed
bet ween t wonigetistafcofuettdnpaiticse ddnpogprege [Faich erdabdde mags Fendtddd zed to
det erm nerécf:eltvlaeé&ute\’\pals.‘c%t £o Q:fraﬂélﬁl&eaﬂ,@-'ﬂeéeﬁ%\éeme@lalj@ﬁdy Theendasseei at ed.

I'f these two set§ of queue ve_al ready .. bgen Qi al£dyn @ 1L pgd cal
connect i ofi*BE et FRES tV\Igtos ?Cke% anaaleﬁléan pafr%ee % g reeeagtabll shed

ari@ t he i Fbe awéechnsnbed Jqoeter»rr?cnle?@ﬁ?eeaectzsh%eg‘érf@d&sqee‘ﬁ EPE e tarEe ks
processi ngo siyist epprdpai aienphénents he chr@nnedeshasedembls ttbherhckalby ilgto a
archi tect yre. far.d rapspddithngdata in accordance with the present
invention. Conputer systens inplenenting the present invention can range
froma small server with one processor and a 30 few i nput/out (L/QO 2
adapters to nadsiy@rpiorredl PRCERIer eb iyt BFeS By SRR n° rf’ﬁl%ﬂ?‘t’ed?"’uo s

t hsusandsasé yracessessciand tHeoimssmadse gfunbgOwinll gpilegicalFeenisek sy e, t he

present | Bé!ﬁmehoﬁhaﬁtéeuﬁﬁc Lopd eEefAled pduran nehrasbuetiurenehti@nike

COITpUt er St errs ecé %dtxp L he | QE egr{&egeggndagnd Inglié age&ueLQSpM dn the
processin yst em i hC 3s orage area network (ﬁ or age area
net wor k mayrsdl spd H@dﬁe:fferarsé‘bc%e‘aé”lah"%l?ﬁﬁ‘é‘f paln Jé”uﬁﬁ%tsecgn en‘g 5 of end

nodes andtgmiscateditsniticiyes dueat pasrneaidged Hesa e334|Cif\g¢ileiﬂeui’a|JtC>9!lC=‘=l'1yp| cally, a
sulnet OCEUJB{e%%@n SisNgd I ENHGAP el tilcUBEEd BRaduedk efairEOrthedfuaranple, a
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already been associated. If these two sets of queue pairs have already
been associated, a logical connection between these two sets of queue

pairs is being reestablished and the instance number is incremented.

25
Figure 4 depicts a data processing system that implements a
channel-based, switched fabric architecture for transmitting data in
accordance with the present invention. Computer systems implementing the
present invention can range from a small server with one processor and a
30 few input/output (I/0O) adapters to massively parallel supercomputer
systems with hundreds or thousands of processors and thousands of I/0
adapters. Furthermore, the present invention can be implemented in amn
infrastructure of remote computer systems connected by the Intermet or an
intranet.
35
Data processing system 402 includes a storage area network 424. A
storage area network may also be referred to as a “subnet”. A subnet is a
group of end nodes and cascaded switches that is managed as a single unit.
Typically, a subnet occupies a single geographic or functional area. For
40 example, a single computer system in one room could be defined as a

subnet.



17 Data processing system 402 includes a hi gh-bandw dth, | ow I atency
network i nterconnecting nodes within the distributed conputer system A
node i s awyp isomsefient attached to one or nore |inks of a memGEBR/OBL16
formng the origin and/ or destination of nessages within the network. In 5
t he depicted exanple, data processing s¥stem 402 i ncludes nodes in the
form of host processor node 406, host processor node 408, redundant array
i ndependent di sk (RAID) subsystem node: 462, and |/O chassis node 412. The

nodes il lustr din Fi ure [€adPN t ¥ & RULPASES1QNh Y SAN
424 can conne(q::%% TN %S(f% Jé)m!:“d%‘é £%ben ent%rg)rocéssort%o s, 10

1/ 0 adaptr’éltw%ﬁ%tera’r?&n?‘?t@nle‘%ﬂdéé ‘Yf&éé’% Ehgn g it éb‘ﬂﬁ‘edt RS EeSYESR™ f%nctl on
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data wi t hnhbgdhdeandwisdt traang dupeydiainenede A2 A anseTior ehasEmot@iey 4Ranagee

envi ronment,. rda ggggu i cat us & dsSoRd 4 idaivze
mul tiple paﬁ‘u ﬂq rou%%dS%N % gO%Aﬁloﬁ\Z{%'il nﬂcﬁélli%%é; phggc%gc an%l %%e apters

(HCAs) 4284 mcom amf mumeyr apd At BETaRhelmOSBEIcEE LTERY 4885 460,
angd 468, 10l ddhesr dibdies 4 Hagd I/aNde‘d'Eié nodes - cArtyepnd 23, the opwfdegisaihs a devi ce

t hat CO”Q&%I’:&A@L&'&H @nd |ﬂoaKS Jhgel@tl@eﬁe@lel aldieMs dOuki Ngeoicpaakets from
one link to anot her n _a _subnet u3|c§g(g_|t ﬁ”@ziml 49gader

Dest i nat iGHtHEEF ?ﬁgﬁ{l? llye?ortsﬁﬂfﬁ)mesrsa%ﬁs JfCeneral 'y, a switch can route

packets fromone port to any other port on the sanme switch. A router is a
devi ce that coavesis inulddepl €res ubmeinsciioigetherd amthdegenB(nfogpabhetie

routing packets fr 0 I " + SHRREL Lo RRothey .| idk a2 a
S%Lbjond subhet U 2 |I; k%ph ?/eo ahakleﬂét%e?rgggéﬁ nggl&bl OW;/ Ur)u velcl zjetrg)tl fier
en an

(DGUI D) . lAcW#ﬂ@ Fssw&tFB‘Fcil caﬂ‘mnéia‘élﬁélﬁn%ﬁ‘br&%t fabric 35
el enent s costatreasleridansiies datmnwii gthdd ghdrengdiftér gnd Eﬁ&n%ﬂtén%llflaﬁl e links
i ncl ude, dUtrdr eei®ie1li Mraged tedwitappat. cabl esdespianc abmmabtas, owed

printed Glieull. SORRCL,L RGeS LR PACKD! ARGS ARL.BEIAkeRLl Teuit boar ds.

Each nodéin processing system 40 cludes at | east one 40 channel
a#tapt er (CA). Each channel adapter is an end point that inplenents the
channel adapt esani a2erihateiesnhasf Fhainehtaddeterd (EEAY0GREe 488 SPnkdPacket s

transm tt8d Wi lgbzi HfnfeShabfde salRasNeisar ked, SAN) 424, svBAbhes 414, 416,
and 452, and router 420. A switch is a device that connects multiple
links together and allows routing of packets from one link to another link

25 within a subnet using a small header Destination Local Identifier (DLID)
field. Generally, a switch can route packets from one port to any other

port on the same switch.

A router is a device that connects multiple subnets together and is
30 capable of routing packets from one link in a first submnet to another link
in a second subnet using a large header Destination Globally Unique

Identifier (DGUID).

A link is a full duplex channel between any two network fabric
35 elements, such as end nodes, switches, or routers. Example suitable links
include, but are not limited to, copper cables, optical cables, and

printed circuit copper traces on backplanes and printed circuit boards.

Each node in data processing system 402 includes at least one
40 channel adapter (CA). Each channel adapter is an end point that
implements the chammel adapter interface in sufficient detall to source ox

sink packets transmitted utilizing a storage area network (SAN) 424. BSAN



WD 03/091888 PCT/ GB03/01416 18 424 may al so be referred to as a fabric. A
channel adapter included in a processor node is a host channel adapter
(HCA) . A wbanfeisseadapter included in a node other than aPpmT@RISSOII6NOde iS
a target channel adapter (TCA). 5 Host processor node 406 contai ns channel
adapters in the formof host channel add&pter 426 and host channel adapter
428. Host processor node 408 contains host channel adapter 430 and host
channel adapter 432. Host processor node 406 al so includes central

processi ng, units 145%4109@%%&;&3@@ ANd ALIPEDY Hlnb0lRRCoONGEL ABY: LS
system 44 Host™ processor Sl m

ﬁ%l ncl udes cjgntr o Processing
Units 444P%RFGSE%AG noéﬁdLsaa hAsto AL ?‘%?’PE?’&OH kt et FERYE em 450.
Host channelluadapincs %28 prieyi tes a powgestd onde dss ttaéﬁemﬁ@amr-ﬂs?d%l@r
channel adaper 428 provides a connection to switches 414 and 416. Host
channel adapter 430 provides a connection to switches 414 and 416. And,
hodt channel adapter 432 provides a connection to switch, 416. mt ghannel

adapters are pheftepaptspsPhpicdfetttedorihinar dRare. P26 thitde
i npl enent eddtOBhariee aRgterreEnahd adaptdrnhelr ddeperotid.oalessthmedraskor cent r al

processi ng, N g %qﬁéin ﬁsi@aotcﬁgm&qng&gﬂtgatmnam&eeea&anm Sdaptirdied

i npl ementation of t host channel ter algvgq?ermtl%l mul r,cs‘{
concur r enfeoRRARSEST iT6HE tPeP e §'ﬁfjf &d° EORFThoat T a8t onal
over head &®50ehdtaedemprtyh4¢®iwhercareeipdpbotioeosssteR5t42). O EIRAsRIFFIX

i ncl udes @ihel 46} SWink £01-1452,d1RabHecht Q1agdapiakindackp ane 4@ eosplaedadapt er
cards to SAN 424 and nmul tlch e I/g dSI (Sa§em42§0 and 456. In this exanple,
the I/ 0 nBPFEs* 4R TR P ST oY adap? &= car 30 Adapter cards may

i nclude a SCSI adapter card, an adapter card to fiber channel hub and

fi ber channel - asdd thaied bogpet FMGsAhYowaws cespnmrtidt her settcadsldt-erHodr d, a

grgphi cs aheanIB fradcaE? é% 3;% %g%@ aaQQrH{egEl&%Q sm/éBMeéﬂZiQManym of yaglapt er

card can ule includes a t fyangg

adapt er. ¢ya@n oﬁﬂaQt%ZZ‘-’"’lEﬁﬂ"a@l%%atS‘P@@Ftt%ﬁﬁeTWléaﬁﬁ &t #%A? 458, dnd /0O
nodul e 45fcdtnehaides ad=trgetsschapnnekleadapterectIGA)todSditcA KRAI-D subsyst em
node 462 is also included in data processi ng system 40 402. Node 462

i ncludes a processor 46 a_tar e
468, and rruPtllﬁ‘Fset Fgﬁﬁﬁgaﬁ‘?apaﬁﬁ 67 st réfegﬁblgtg le%e i's Lﬁnrli%t‘i!»é&?é 035%—%%388

P@ﬂﬁ(3303/th@ﬁl@mplementatlon, the host channel adapter hardware offloads much
central processing unit and I/0 adapter communication overhead. This
hardware implementation of the host channel adapter also permits multiple
concurrent communications over a switched network without the traditional
overhead associated with communicating protocols.

25
I/0 chassis 412 includes an I/O switch 452 in the I/0 adapter
backplane to couple adapter cards to SAN 424, and multiple I/O modules 454
and 456. In this example, the I/0 modules take the form of adapter cards.

30 Adapter cards may include a SCSI adapter card, an adapter card to
fiber channel hub and fiber channel-arbitrated loop (FC-AL) devices, an
Ethernet adapter card, a graphics adapter card, or a video adapter card.

Any known type of adapter card can be implemented.

35 Bach I/0 module includes a target channel adapter. I/0 module 454
includes target channel adapter (TCA) 458, and I/0 module 456 includes
target chaunnel adapter (TCA) 460.

A RAID subsystem node 462 is also included in data processing system
40 402. Node 462 includes a processor 464, a memory 466, a target channel

adapter (TCA) 468, and multiple redundant and/or striped storage disk unit



19 470. Target channel adapter 468 can be a fully functional host channel
adapter. SAN 424 provides the 1/0O and interprocessor conmunications (IPC) 5
consumner swofo3ossgli st ri but ed conputer systemwi th zero pr@®ceggRBAOCOpy dat a
transfers without involving the operating system kernel process, and

enpl oys hardware to provide reliable, faalt tol erant comuni cations.
Figure-5 is a functional block diagram of a host processor node in 10
accordance with the present invention. Host processor node 500 is an
exanpl e of_ a host processor node ch ho r 408
depi ct ed 17 -Fi GiH%E 4‘?ha\%§? B BEeefsé%iraj Tode” %ﬁ}}ﬁ’c?u %gggaggltgg%?&%gﬁébners
502, 504,ad&@Ber- 15 and 508 whi ch are processes executing on host processor
node 500. Host processor node 500 al so includes channel adapters 510 and

512. Channel r ' i 08805 1 6o | @ ce banngkcpdapt er
512 incl udes %%\?Itqégfspl%%g%%p%%dﬁ% B Lfcerd aaut c f

: . .. Each port connects to a |link. 20 mer s
502- 508 t FAITEFETS REsEMyALsPrhe SRRPUSShCH S%&“‘ §ﬂ%§“4§%ﬁ° T&*°fRe Ve bé;a%"’{
i nt er f acet522 fard wirdlewagéneridivntiie sererpeind guster Yerisd PTIFEEFf &8 i s
essenti al iyp139s abstinaed +6eseiiad ireni a1t hevflunedlieonat icoymeficatidigst channel
adapter. An operating system may expose sonme or all of the verb
functionality through its %{é@g[amﬁ n]go i nt _erface.f Th%’sf i nt ecrefsgclg 25.def i nes
t he behavi or ofiguFe. host 2 FeLaRtPGatipgar i 8 Bk PEESRT giter-Tevel
i nv er f ac eaddeatatidee wieh kht ayeseandnventised Hoot prrssessoqresdaddl s/@ dat a

recei ved é}tym%l.’r!grbfcgak%ﬁl pPOARESF 0840 ABH HlRosdVREsagRoRNEbAAALEE ces0d CE
524 provides an_interface to consuners 502-508 to process nessages and

ot her datEPisseEiguft¥e ttustrates a portion of a distributed conputer
system depicting an exanpl e request and acknow edgnent transaction in
accordance Wi fibsd Beodse6€Modnsmnt handed he sdt siff icbudvedre dipput B4,s§8¢.em 600

L Figure, .6 ipclides.a bast. rocessqnaode 602 2Bdediontadsopesads: node

604. Host procéssor ' eS a haost chaglgogl g%gterc 606., Host
pr 0CessorrrassdecnEeds MIPuREY ARHISEs CHARRR! 24dit&r > B08™" Thé " di 51} ribut ed
conput er asyskensinikigdes Wrinciddesl a16ANILabrtisonell GiapkicAl? HEClEdEs a
Swi teh 612,301 440 63dbn 08 SANJRBIICal nchudes a |1 nk coupling host

channel apter 606 to swtch 612, a link coupling switch 612 to switch
614, and a 40 link coupling host channel adapter 608 to switch 614. WO
020091888 PCT/ GBO®ME1s B2-P(P transfer messages to the SAN, such as SAN 424, via

the verbs interface 522 and message and data service 524. A verbs
interface is essentially an abstract description of the functionality of a
host channel adapter. An operating system may expose some or all of the
verb functionality through its programming interface. This interface

25 defines the behavior of the host. Message and data service 524 is a
higher-level interface than the verb layer and is used to process messages -
and data received through channel adapters 510 and 512. Message and data
service 524 provides an interface to consumers 502~508 to process messages

and other data.

30
Figure 6 illustrates a portion of a distributed computer system
depicting an example request and écknowledgment transaction in accordance
with the present invention. The distributed computer system 600 in Figure
6 includes a host processor node 602 and a host processor node 604. Host
35 processor node 602 includes a host channel adapter 606. Host processor

node 604 includes a host channel adapter 608. The distributed computer

system in Figure 6 includes a SAN fabric 610, which includes a switch 612

and a switch 614. The SAN fabric includes a link coupling host channel

adapter 606 to switch 612, a link coupling switch 612 to switch 614, and a
40 link coupling host channel adapter 608 to switch 614.



In the exanpl e transactions, host processor node 602 includes a client
process A. Host processor node 604 includes a client process B. dient
process AVDBoYmeE s Wit h host channel adapter 606 throughPqmaRe3/opasr 620.
Client process B interacts with hardware channel adapter 608 5 through
gueue pair 622. Queue pairs 620 and 622 28re structures that each include a
send queue and a receive queue. A queue pair typically includes control
registers within the channel adapter. Queue pair 620 includes send queue 10

624 and I ecel ve, Queug. 626, QueNe-nabl 622: iNekudes e saheue.628 and

recei ve queue 530. Process initiates nessage request ?EY gostl ng_queue
el enent s EH-engepitPGEB e 6BF OPTREIE” pRPr BP0 Nt GRat &1 85T Eifalinel
adapt er 606ichh peeebyeas ihberagte ue tél smenthamei egbiprer FEUELEBOL dAepeess B

then r eadg 11§20 QUYL B! ‘Bg@&tssaﬁ‘qnﬁg&ﬂi%@téiéhhﬁaﬁé%ég&ainﬂép Aagkeat gog such

as the pa Ket llustrated in Figure 8. Process B may initiate a nessage by

poSting ERFEYEL TERBMS "t B%%end queue 628 which are then received by
Process A through receive queue 626. 20 Packets are routed through the SAN
fabric, and fopudl bablesbs anaf €12 as€ratirGeSirear enackaowliedned bysenhe final

destinati Oneuend édegécejifvenOteuesugacggéﬂevggy % E&Nl9dﬂ§:(§.ud££]%oﬂéﬁ*ﬁ.et i's
retransni £ied %131/ tahe source end ndde. Packe are generated by source end
nodes andreBseFe by EheAPPRYY PERPERd T3EYE. P GRS P a5t AP i on
ofiodi st ri i edd carpiv€qusysteem 1Aeuenplioyda2giacivges afsind gorvre€?d endservi ce
to comunjcate, betyweegodi stributed processes in accordance with the
present invention. 30 When a queue pair is created, the queue pair is set
to provide a selected type of transport service. A distributed conputer
system i npl enkrideng & Heipratkers egsezgsodemEmst Y PORBLYS 4Rt of PRRENEI Wh
supports sdfuEudyePess Oft tiaRSpaid 6365 VinaeSiareeli abke @oAnel tadpfdRCH06

db o A £eskdv 8IS ihe et WL LANLE BB (HocoBl) chEh1,RALE e

da?agram el € and unreliable connected services associate a
| ocal quedsuepalemeR {30 RRETERES ey iR SGCPHIFENR FAFP . 2 ChRnSEEETT
Servi ces fEGstffedaiPrrigess 8.0 Bfoeade BEanguiendtpaier afmgssehe yr petdsdt o use

to Commn&%teeefgpnem:é *'toaQ&{é"%GedR{ @ELShieN &rel bﬁerﬁé&:é:@@ﬁ']@y pthésss hf each
of N host™ processor nodes cgntain P processes, and all P processes on each

node wi shtPHOYIRIRTHNTTHE MR- al | the processes on all the other nodes,

eaech host WO 03/091888 PCT/ GB03/ 01416
Packets are routed through the SAN fabric, and for reliable transfer

services, are acknowledged by the final destination end node. If not
successively acknowledged, the packet is retransmitted by the source end

node. Packets are generated by source end mnodes and consumed by

25 destination end nodes.

Figure 7 depicts a portion of distributed computer system 100
employing a reliable connection service to communicate between distributed
processes in accordance with the present invention.

30

When a queue pair is created, the queue pair is set to provide a
selected type of transport service. A distributed computer system
implementing the preferred embodiment of the present invention supports
four types of transport services: reliable connected (RC), unreliable

35 connected (UC), unreliable datagram (UD), and reliable datagram (RD) .

Reliable and unreliable conmected services associate a local gqueue
pair with one and only one remote queue pair. Comnnected services require
a process to create a queue pair for the process to use to communicate
40 with another process over the SAN fabric. Thus, if each of N host
processor nodes contain P processes, and all P processes on each node wish

to communicate with all the processes on all the other nodes, each host



21 processor node requires P2 x (N - 1) queue pairs. Moreover, a process
can connect a queue pair to another queue pair on the sanme host channel
adapt er. wWobBm9rs8HUt ed conputer system 700 in Figure 7 i n®CHdam3A1416st
processor node 1, a host processor node 2, and a host processor node 3.
Host processor node 1 includes a procesgiA 710. Host processor node 2

i ncludes a process C 720 and a process D 730. Host processor node 3

i ncludes a process E 740. 10 Host processor node 1 includes queue pairs 4,

6 and 7, each having a send gueue and a recejive qu JI0st, pL9L&sSeL, node
2 has a RIEGESTE PeY° Fedhd" 5, “afd os?) proce §3rgsho g}?%o has aq%eu bair 9

The rel i atvingect onmeetd ALY RC) 2BADEF CBIHP RALSt P17 BUE TR EoRpilt EF2 85t em 700
associ at esaptdd. | ocal queue pair with one and only one renote queue pair.
Thus, the queue pair 4 is used to communicate with queue pair 2; queue

pair 7 is used to _communicate with g e pair o .and i,y 6 is used
t 05 communi cat P Sk T TEHEFT %?t%%iyrlenpi%é% e gohnnéggig%% gRé(% service is
made r el imdvesiec aode lhar dwsteprararrrmainade e gtishEelPnBEPESSaNt “2ERmbw edges

al | packefosk! gRsde8ESr nBde CONRENAIL0n mbchar dware andstSARbasEvemodef2 war e

retries any.failed _conmuni.catl : 1P6ess ahbiet-o8dsdohendsiidete pair
obtains r (ﬁlﬁgefsea E%On%%ﬁié;a??o%}rgd]gv%%&%ﬁpt he presence@rgf Bit errors,

recei ve urmdéndeaspreaeds2® M8t work congestion. If alternative paths exi st
i Rgthe SAN fabric, reliable conmunications can be maintained even in the

Fr esgg_ce_ of f aiiIAksl’&r g\foccfgfsoé aREkC1 Si\gi:ilﬁ'fé%isquétjenﬁﬁrioi,_ cshaﬂgzl, a@lﬁphehrgg:at S.

n addition, ackno gnents nay be e y. eliye a Leliahl y

acr 0ss th%?nézq‘f\?”feaﬁ?(?@ “She Vacknow edg%%ﬁtper%ﬁé,gsoqr ér’r&aéyiiot 1b§gél %)rlocess

| evel ackhewietigmeAthost, Broaeaseit KRB T AGFERE e L VAl | 44T SSEHAC a

recei vi ngepnecess ae eensineeds tdistdetaed Aduevirat Fyeisp, 7¢hesaeRiié®Ff edgment
¥ be O.@ocgtﬂ e%@l éfaz!::nQiEﬁitoﬁé a@oﬁm'fong h.eemgaé @Qa@ ﬂaQaCh&(Elud-sI She queue

déstination. Frgure 8 illustrates a,packet in. Qoggggc i th; 1 he.prigsent
i nventi orP®A frelSs A t&scﬂ%“%’ﬂlﬁ%tree?”h& 1%5°an pﬁﬁ%lczl'c t on-s%ilefi ned unit of

dat a excheovgenicstectiits qacys PRY (5 e2ifhideewt PesTnfun® i ol FeTEET240
cooper at i fignpr@eRsses: sMessages are divided into packets. A packet is one
unit of data encapsul ated by networking protocol headers and/or trailers.

The headers generally, Provide; SONREP!300.d QUtEN LOT QLR 0. M0H03421888

PEY/ GB03/ 01416
maintains sequence numbers and acknowledges all packet transfers. A
combination of hardware and SAN driver software retries any failed
communications. The process client of the queue pair obtains reliable
communications even in the presence of bit errors, receive under—?uns, and

25 network congestion. If altermative paths exist in the SAN fabric,

reliable communications can be maintained even in the presence of failures

of fabric switches, links, or channel adapter ports.

In additiomn, acknowledgments may be employed to deliver data
30 reliably across the SAN fabric. The acknowledgment may, or may not, be a
process level acknowledgment, i.e. an acknowledgment that validates that a

receiving process has consumed the data.

Alternatively, the acknowledgment may be one that only indicates

35 that the data has reached its destinatiom.

Figure 8 illustrates a packet in accordance with the present
invention. A message, as used herein, is an application-defined unit of
data exchange, which is a primitive unit of communication between

40 cooperating processes. Messages are divided into packets. A packet is
one unit of data encapsulated by networking protocol headers and/or

trailers. The headers generally provide control and routing information



22 for directing the packet through SAN. The trailer generally contains
control and cyclic redundancy check (CRC) data for ensuring packets are

not del i vepad/onisth corrupted contents. 5 A packet is a uniPCTaBWBi4abMati on
that is routed through the SAN fabric. The packet is an end node-to-end
node construct, and is thus created and2consuned by end nodes. For packets
destined to a channel adapter (either host or target), the packets are
nei t her generated nor consuned by the switches and routers in the SAN

bt 3L SAL Lo, 10 PARKEL S Lhals A6 daslined:Lo Rachangeloadap e

swi t ches ‘and“route equest pac et or ack n q% ment packets
cl oser toEkEC! grg Wlécd@é’f’il‘?‘ﬁé’tc?oﬁ“ecﬁo&‘fﬁ & VRPYERE “Rea

fi el ds i mdthéeliproedss th Rautrepisdakedenbeli f y the packet S netvvork header
when the packet crosses a subnet boundary. In traversing a subnet, a

sihgle packet ta¥per 13 ESAML&&%&{ARC%IA@V_@I roffQh L8l @eSehvi Ce

t ypes, such as onnecti on ransrgsﬁ:rt Servi,ce, tﬁnd nodes,
such as Ho®ripr oé‘e%Wk%hdsn%eﬁélda?ﬁiieﬁﬁengd%?ﬁ dRodé8? ‘Fefietat e

request paeketéd aandcanstued) backrownpésymefdr @@clfﬁék@%%:m%‘{ocﬁ a8p?f routers

pass packefgcalt Q@gtﬁéxo Hb&m%rswgﬁﬁ) I @ht e ckdestairbatdi@Rer Gepepitefioront he

vari ant Rstmdd be £l ESudpdaledse Ameaal):St ag6stand hE- net work,
€ pacekeYs a

swi t ches pass ong unno Routers update e vari ant CRC
tt@il er fHecketafihedef SoOtRET O 81 PPt 2R HHealsr™c St"’he Dacket is

rout ed. 25mAhy OivirgOfengrente SSaets srsagﬂkaWﬁqmemea@FetﬁD?@%t@ pfBekets. The
channel adaph&te H@Eﬂ.‘ﬂ@ﬁ:@orﬁdﬂ@dﬁyﬁﬁ@-%@%&rlbﬁﬁdlﬂlhka!i’&itdar NEitends Knhelzder t o

each packet LD aﬁm.gcers 1 (ﬁf h&e%&&?e’%t II{E\{:%BEL %adélh%rhgﬁ ansp ket
header inelqaes segéjence Rimbers? an fnstance Qort

er, r
30 i nf or rAFCFEPE 2TREPTRSt BRFEaReaddr TRCPERIZS ?cﬁf#flﬁﬁ i n? %t?acg{egs%c
the destiamatsionléReaddredsvahd ot her network routing information. The I| nk
header contains the Destination Local Identifier (DLID) or other |ocal

routing infornptio I eader i sakveyseaddad (k@ the
packet. The a[)rﬁgropg%l% %QQE?Q ﬁhﬁgader |seadded égl cket 35

if the dééllapﬁ%‘tﬁtoﬁe%‘ﬁﬁeno‘ﬂ’él F%%‘?Sde§“c5ha% FEHRE “§tbHet™ are

t r anspor tadeet &t cadi mdenp| appedataiemestr eapfess bt ’aet“ﬁac%"é‘tnowje@@ﬁ%%t i ts
dest i nat iéyakeag NeEe: chas kiawk Qdgae nia sdapackpas kabsg afrem tisedolmcet he the
desti nat | duogde ﬁ%eétetfokh& pguest dat a-packet; sandafi A0 Kogwdae

request ata packet ated and accepte dest | L9 ks e
Acknowl ed%j:r’réh?h Fhpge gackBe §‘e’é‘6‘?51f0mf"€&§ DHESDr dthe acq(etf 56l ea.

Routers update the variant CRC traller field and modify other fields in
the header as the packet is routed.
25
An outgoing message is split into one or more data packets. The
channel adapter hardware adds a transport header and a network header to
each packet. In accordance with the present invention, the transport
header includes sequence numbers, an instance number, and other transport
30 information. The network header includes routing information, such as the
‘ destination IP address and other network routing information. The link
header contains the Destination Local Identifier (DLID) or other local
routing information. The appropriate link header is always added to the
packet. The appropriate global network header is added to a given packet

35 if the destination end node resides on a remote subnet.

If a reliable transport service is employed, when a request data
packet reaches its destination end node, acknowledgment data packets are
used by the destination end node to let the request data packet sender

40 know the request data packet was validated and accepted at the
destination. Acknowledgment data packets acknowledge one or more valid

and accepted request data packets. The requester can have multiple



and accepted request data packets. The requester can have nultiple WO
03/091888 PCT/ GB03/01416 23 outstandi ng request data packets before it
recei ves woyw3agisedw edgnents. in one enbodi nent, the nunpem/GHo3mdisi pl e
out standi ng nessages, i.e. request data packets, is determ ned when a
queue pair is created. 5 Packet 800 inclkédes a routing header 802, a
transport header 804, a packet payl oad 806, and a CRC 808. Routing header
802 is used to identify ports within a channel adapter of source and

destinati Of)ch% éLél?;dJ?é eQE da%gcgfékepéweg_@ge SI_QGrecJerIé %pgéﬁnonﬁéié%@n@‘l

specifies ki i pation queue pair 806. A sequence
nunber fi%E @28 19PPEIFEat EiF FH‘“?&aﬂEb‘WF”ﬁéaaa‘é Stagg%/l“g FRoTHe pri‘or art, the
sequence rruuber dads paspeesentedetsymiidd when Redudyiet BaithéF udEd P sequence
nurrber field 810. However, according to the present invention, a sequence

d t t nidyo efde bat f
nugber and an jn @ngg,%sigg@ﬂ%resag GobOLfY ASdeePesenl Etkadyod b o ! 964 Dl S 0

seguence nunber 6l accor ce wth present Qvgn |d s ft he
sequence PafErIvRerUPLE BBcha & Pist aﬁ%%tlb‘grlf‘?agﬁrﬁof ARS8 sEydeRe Y
portion 8ddkrsThithinthehselendaptenuohersrad aphelegrbsanion, wﬁeﬂﬁe@nf?ﬁcl ude
both a seguence,RALLd @deWhich is incremented with each packet, and an

i nstance ‘portion which remains 20 constant during each | ogical connection.
Transport header 804 al so provides information such as the operation code,
apd partition ?WSpam(élFa?ﬁafyPB‘thPSBBfleeﬁéleBe‘Ss‘i%laﬁé‘érd PGS FPLHIT BRIy,
The oper atdyig=€ @de .1 dentifdes wWhekbherict hesypacketochsed He fiamsbord astder 25

| nt er medi 53(}4 ﬁn t%nlrgn%%‘:iﬁﬁct Qlfle %e&@eﬁé@gﬁmb—gpewa%pgéﬁéésgﬂt&p@§ Al1Ses the

specifies vvhet e operation is a send RDVA wite, read a1 atgl[;n I n
accor danceitwi {#rlHed plr"e§%ﬁﬁ’cenFﬁ\F§H‘PF’6rFleé‘?1 810st PV HUMBETF™Y mgs oF3d in
field 8l2pdeaenedakepaicketa sEheenmstames mdTberinsgra¢nsutons#ant>38 during

apsi nstange, of..a ol %@Lh &@@.H@%ﬂt@%f lsEq@ech@Qﬂl&&JerCﬂrHlacﬁia)n is torn down

and | at er reestabli t he st.anc is in IS

i ncr enentaecdeﬂ%’tcé'r’n%t G%e‘?‘reisgn REREH 18?19 | nseﬁueeflgé %ﬁﬂ%ﬁgngﬁi{% kf)Otc et
t ransni t ted instanyet poxsipeckiRapid shaeliesgs ertidhidtt i JHUS 5 ERTERTR a
packet i spimbaps st tes prbbhents egueitcen parlidn b8dHl a seqience eprented whtiguse 9

depi cts alllyrgﬁerlt%\éeéutfh! QUL %ggﬁetvm!aﬁ\ch ahl {Hsthad 89t NG Wdl &0 rediinisNSt ance
nunber in eac acket 1n aclﬁgl%aﬁgce with the present 40 invention. The

pFBcess s‘foé‘rsf;%ntaguiﬂb‘tﬂ EPEY EREG6ENd t hereaf t er asses to bl ock 902
whi ch i | | Tstneees heedant By alhe moooedas RfOTMAELTDFEENEY R RTRTOBSSYE

node. Nexing Bhogck 904 Hepiddes SHii1ahd isdbi Ngra $ayiieaksed for error checking.

The operating code identifies whether the packet is the first, last,
25 intermediate, or only packet of a message. The operation code also

specifies whether the operation is a send RDMA write, read, or atomic.

Tn accordance with the present invention, an instance numbexr is
stored in field 812 for each packet. The instance number remalns constant
30 during an instance of a logical comnection. If a logical connection is
torn down and later reestablished, the instance number is incremented.
This incremented instance number is then stored in field 812 for each

packet transmitted using this reestablished logical connection.

35 Each time a packet is transmitted, the sequence portion 814 is

incremented.

Figure 9 depicts a high level flow chart which illustrates including
an instance number in each packet in accordance with the present
40 invention. The process starts as depicted by block 900 and thereafter
passes to block 902 which illustrates starting the execution of a consumer

in a processor node. Next, block 904 depicts establishing a logical



WO 03/091888 PCT/ GB03/01416 24 connection between the processor end node
and the second end node. Wien a |ogical connection between these end nodes
i s establweleadoisas send and receive queue pair in the fir®CcTgGrb3NOde iS
associated wth a send and receive queue pair in the second end node. This
associ ation nay be made 5 using a table 8t queue pairs maintained in each
end node by the end node's comunication nmanager. Thereafter, bl ock 906
illustrates a determ nation by the processor end node of whether or not

this is ”L%niléét'ifontﬁe%eén't%g' ﬁ@cegé’&“%ﬁ&'r%'&eh%ﬁ 49 A%%@Hd %%Ea:@des h%ﬁlen a
bet ween t he Eal’tl cul ar %‘J%%wgal r.in H%’ ocessor n nodde and

parti cul ar°f %Et}ecﬁ’%l‘?ei‘c’:ll BPlﬁseeﬁH G485 i SRS ﬁaif“ﬁs%nq he
tabl e of aeeatvepaiey: Peiddmerd férsihenfarodehis assogipteflwish a tdend and ogi cal
connect i orebBasrdhagtuephablinshed seddirs ktabldel quereagpabifiodindy b&diagat e

whet her” a Logi cak.6on Q@C&de% ﬁhﬂ%s ar{}]s.rl%@gé’né&e% &ehabld EQ&Q by Loh MBS Rae’ s

| ogi cal connection, 1s torn e queue pairs in both end nodes are put
into an |&P’§m‘§’tl§rf“él‘§h6‘a’é?g€rno Ionger associ ated toget her The queue pair
tables in each end node will reflect the queue pairs being in an idle
state. 20 if arhegéfkrranBseetdoaninadtaddgadyadteeniest abldystied pasebdaad not

been torn gglllygjdet he queus. 89' S L L3Eh.8 nglﬁ& éﬂng@wgl%%go&dn%gﬂﬁw M‘sh

each ot her es In eac icate t

quéue pai P?e%reétg*ﬂjislheﬁs%e&(‘ﬁ%ﬁ &8 WArRieHEs BETS PAU5 AN BT G dEC ey Jus e
i ts queuenpd¢ rantabthee photidwier muree whérher the degghd andcardvectirorndawdal r eady
been est ahhi shedihy tdei&rdh phidig pheihes o&teﬂh&&iéewﬂ&ihérhtﬁﬁsbﬂerﬂ;haSﬁQ@Eat ed

i th t | t
wth a q“gﬂ% {%ﬁhégié&l DG REEON | nhgl%%%en Jstgbl%gl%ﬁe n télﬁe 8 $,0048,k 5

associ ate eue palr e secon I.cal connection

bet ween t K&tk BAYC d@’%e"ﬁ’% HIPEEH} S@%ﬁ%ﬁ%%’?ﬁbﬂ%‘ﬁ@ bSPR ¢ dlﬁje’ﬁél Pair in
t Hi5s nodeWhen ol ogismdciaedtinm hs doguedmm, pelig dupue peisedonebtioded ngdes
| ogi cal cenaesii ofcdehwene theseaeNdroadesoing abiciatecadyediRen The

establ i Sh&s}euéﬁgé zFrﬂaBQeé’lg_i' Qacthoelll’c!l 9185e 9081 IdemdcfelRr piaat Long SeRde, t hat

this 35 1s t |rs time a |logical connection has been establishéd

bet ween t AdsE tﬁﬁﬂﬁhrtlcular sets of queue pairs, the process passes to
bl ock 908 which depicts the |ogical connection managers for each end node
exohangi ng a skad tloBgcdINsbaitceisnikheralrERES l&teﬁrésitﬁglislh‘éHMEhwmber

becomes thg., GULE &lm| NSEARGS NPT lﬁ%%cﬁeémi Eléd&%ﬁ&ﬂ{“a whi;Le.d hy
| ogi cal connectjon 40 remains established. 181% PCT/ GB03/ 014Jh6

each other. The queue palr tables in each end node w. indicate that

queue pairs are still associated with each other.

25 An end node may use its queue pair table to determine whether a
logical connection has already been established by determining whether a
queue pair has been associated with a queue pair in the second node. If a
queue pair in this node is associated with a queue pair in the second
node, a logical connection between these end nodes has already been

30 established. If a queue pair in this node is not associated with a queue
pair in the second nede, a logical connection between these end nodes has

not already been established.

Referring again to block 906, if a determination is made that this
35 is the first time a logical connection has been established between these
two particular sets of queue pairs,.the process passes to block 908 which
depicts the logical connection managers for each end node exchanging a
starting instance number. This starting instance number becomes the
current instance number and remains constant while this logical connection

40 remains established.



25 The process then passes to block 910 which illustrates the | ogical
connecti on managers exchanging their starting sequence nunbers. The
sequence WOrmB®9188% stored in the sequence number portion @CTi¢B3®EHEENCE
nunber field and does not remain constant. It is increnented each tine a 5
packet is transmtted. Further, each end®hode may choose its own sequence
nunber which is unrelated to the sequence nunber chosen by the other end
node. The instance nunber is stored in the instance nunber portion of the

sequence numbergybi sme@gdcﬂegr@as@ésomgwas 93§ 1oBg mu;éya%eg Q@HeCBbgical
connecti on I’EITB.I ns established. Ther eafter, block | cts t%

transni ssiGA~ot lﬁﬁc’kaéjtage]ﬁseteﬁg&?gl{l% EhghY SheaEws ﬁ%‘F”fﬁﬁ‘ﬁt ’ﬁ‘fe Pitket
sequence FEABEISS BEEIREdLs PtPhRY 13 ckife AeEangAEIbRD raorbrtveE ht%éméket :
Next, bl ockmBd4 fii bl dishiad®s ndéthebuainngotdt@neur renis iinstakneed kabrreima £ach

pagket . T@gckmagn%ngmﬂp&@ 15 BHEBI, néa&%ﬁ&%tdef Ry %ﬁ&cféep%é%kmtée%ﬂéﬂ&é ted
during this Iozg connecti o Bl ock 916, the Il 1 ust

det er mi nafi’on of” mﬁ%tlﬁe?nr St Fonee BEFIERE 1 ?‘éaclhoﬁ%rhﬁ?gc’f}?eoﬁtlﬁ?s “B8en
| ost. |f &cdet eThe nidsitercd sumatels FaPreQ0nt Hee dosrange 1BRE dlorEbrmedt Fan
has not beegudmest nuike prdaess] passies dackaho Bl Dedg 9d XhiRef®@ficbng again to

bI ock 916Coﬁge&lg@tlee;ngl&atelsggbﬂlghé@de that the | ogical connection has been
gt the process passes to block 918. Block 918 depicts a determ nation

of whet her or not to reestablish a |ogical connection between these two
queue pairs. iffhareidter mtdack FA2idedStadde tirasnbsdioni fabadminekttivenn
bet ween tBBGeeanV\@odlau;eMﬁcMEﬁt&.rﬂgstIﬂwba&&tbeeqtfeﬁeStrﬂﬂbiaﬁd"l%doréd'l&npt[lﬁCeSS
passes to.plo e egoefftﬁé gfléagaéa@ht&cQLngNe%%ﬁbék 3 gleh,eroiaaLion is

made tO reesta a |'ogi cal connection et ween ese. two queue

pairs,'t hénﬁuﬁéﬁ%sthﬁag‘éré‘?n? o EERtE §9eTBIR AR ACRET | udhe a“tnéEance number

r éést abI i sEnaigsacédrzghual forosprdc ket betanewnit ttededer ingot iggebegi8@l pai r s

wi t hout regutiddecnght hat any wait states be executed. The process passes
back to block 906. Referring again to block 906, if a determnation is nade
that this is not the first tine a |ogical connection between these two

particul ar 3524BUEPaitPE hadd 1 HEERTeS Pabr i SRR IGR thiveehaty PE &0t Hee
process peassesttbodilcet kc@8dctiBhdole 884 depi ct £ detdet aminagidnheés inrgt ariee:

nggber usegk fRkredd aB§fHaSSE&ﬂ1%chHﬂ A& the dast 1604i elaé pgem%a@as back
establ i shed far, tsﬂ‘ise e‘%rr&ars' %t%‘o bcl%‘éféf% Rai rfs Next i D1.Qgk 936 4

illustrates changelL ance nu 1o a flew 1 nstance nun%er.
This new Frist &he %Etﬁ‘b]ercofl%ec&eo"t’- Her RRSEd et t ﬁ]ée FIPFRITt PRI aRR @At ber .

Al t hougﬂ1 P | RN OB Ngpbbers a determination of whether or not to reestablish a

logical comnection between these two queue pairs. If a determination is

25 made that a logical commection between these two queue pairs is not to be
reestablished, the process passes to block 920. Referring again to block
918, 1f a determination is made to reestablish a logical connection
between these two queue pairs, the process passes to block 922. Block 922
illustrates reestablishing a logical connection between these two queue

30 pairs without requiring that any wait states be executed. The process

passes back to block 906.

Referring again to block 906, if a determination is made that this
is not the first time a logical connection between these two particular
35 queue palrs has been established for this service, the process passes to
block 934. Block 934 depicts determining the instance number used for
transmissions during the last logical connection established for these two
particular queue pairs. Next, block 936 illustrates changing the last
instance number to a new instance number. This new instance number is
40 then used as the current instance number. Although the instance number

will typicaliy be changed by incrementing the instance number, the



will typically be changed by incrementing the instance nunber, the WO

03/091888 PCT/ (B03/01416 26 instance nunber may be changed by any neans,
such as byodewosssenti ng the instance nunber. The processPCh@BIPAsEEs to
bl ock 910. Figure 10 illustrates a high |level flow chart which depicts an
end 5 node determ ning whether a receiged packet was transmtted during
the ~current |ogical connection in accordance with the present invention.
The process starts as illustrated by block 1000 and thereafter passes to

bl ock 1002 which depicts _an end nok?e receivin ac etdwhl ch.i.n Iéﬁges an

i nst ance §BRTS nﬁ%@ﬂr mAY Rek G i 1Y E8Y MISFRE ¢t ughe"’lnsd S datermining 10
t he curr emstamst angeemunBer prddeseetlfanepasssisoek ©1OG6 9d@p| cts the end node
conparing the current instance nunber to the instance nunber included

within the r eCEI ved ac#fustra gl?'c%s§eveqe@l&r?‘%ﬁ§§t Elm %Eléltg‘.ognvgﬁ'd(:h

illustrates a dSPEF M natT6H of er ~or not i ncl udes
cu¥rent invseafriernimingr vhathey %é?é?#ﬁeﬁaﬁ“éfﬁtl‘éasrrﬁﬁﬂlsfnﬁﬁ*fedt ﬁlé“ﬂ’é"cﬁ’e? does 15
i ncl ude tderemt neyicdinsv@nreeiduibeigeoriender otEs shpassesnt grbenidkn 10 e

whi ch depi,essd @%aie{gd aeoﬁﬂuQE%eas]&wglgae 1086kels DBkt plhesPEOTaSEX
t hen passes back to Ref errln g again t

K. 1 Lf a
det er nmi nat%°® 8n‘“’1?1§hn‘§?¥ewfﬁaﬁn Fﬂ% PRAR K5 § no?aﬁ]{ﬁclwu&eﬁtlhnggg%rsr ent
i NSt ance imsiivere ntuieepr OBEss Pask ek Mol blustkatl Phowsing inedel 8 BL®' S he 20
epg node tdfese@fiheglﬂéaené@%%er Thenpeaeass bher pessasphaektico ebl acke

1002. The_present | nvent be util d - c ection
phaERLLS nfg Ofmﬁnkeé A0 RADY oL LR o2 O A1 GROE

is torn doWR>aHy FRer reesta% 00i Cal . connectons Aare Q5N do 25
and reestvdbhisHég ¥‘iﬂel§e‘i‘/eﬂai°’é‘?ty of¢ é’é@‘fﬁ?s“ EReth P2 e bR P iare 1e Poyie
condi ti ons1det:etked aetéhenenibonotietethat ocamviothbeackebiacteldsy tlet npl y

re-transm ttLRg ;RRCKRESnunERk . e&@@'&temﬂa@i&ed_spﬁé‘d@tﬁatﬁmﬁe mueﬂcaoefg
errors can puta gueue pair jntg this error th n for

t &ari ng il ge“e‘?ffﬁ’g |anngceanué“(§)nnecrt “oR 1S AL ?é%e% %cr]g ggﬁf}n t he
fabric. THeckidapiots tthe mp@mﬁ%%q@éﬁn%ﬁ{eowkef:h%ﬂméw beT]Eer é’ﬁg?ﬁstst ed on

alink i Stﬁéalﬂaﬁet; headr¥axé nuBek nansni ssferriugi dgaifMidplodoroexarpl 2,
consi der a%h g]‘é Méehkﬁhtt Rfe fg’ﬂd*akég dolafs idreinpaeketndutfans on one

side of t e packet payl oads u t and.th acket
i de of the ILIK handre, pecket payl oads. up, b8 HbFa h 311 B0 LD RACKS

byt es, t hed ssdpestsqadked thaydasidt t hahe cxamcbes tﬁlﬁa@ﬁ?ﬁ é>ecwé>r t9fiks |ink
can be nqﬁhgtger than 512 bytes, the smaller of the two sides of the |ink.
For sinmplicity, the packet payload size is also used when describing the

si ze of the packet. , o . . :
The present invention may be utilized any time a logical connection

is torn down and then reestablished. ILogical connections are torn down
25 and reestablished for a variety of reasons. Many reasons are error

conditions detected at the end nodes that cannot be recovered by simply

re-transmitting packets. For example, malformed packets and sequencing

errors can put a queue pair into this error state.

30 Another reason for tearing down and reestablishing a connection is
path MTU changes in the fabric. The size of the maximum packet payload
that can be transmitted on a link is called the maximum transmission unit
(MTU) . For example, consider a single link within the fabric. If the
packet buffers on one side of the link handle packet payloads up to 512

35 bytes and the packet buffers on the other side of the link handle packet
payloads up to 1025 bytes, the largest packet payload that can be
transmitted over this link can be no larger than 512 bytes, the smaller of
the two sides of the link. For simplicity, the packet payload size is
also used when describing the size of the packet.

40

If the path from one node to another includes any switches and/or

routers, there is more than one link in the path. In this case, the MTU



40 If the path fromone node to another includes any sw tches and/or
routers, there is nore than one link in the path. In this case, the MU WD
03/ 0918338wPh@3/ 0888/ 01416 27 is now called the path MU amdTiGBooet1smal | est
MIU of all the links in the path. For exanple, if one of the links in the
path has an MIU of 512 bytes and all the other |inks have an MIU of 4096
bytes, the largest packets that can be transmtted on the path is only 512
bytes. 5 if the path MIU increases as a result of a fail-over, the
connection nust he_either drained (no _new request ket s _ar gener ed
ond ol | BuEEY ARG HCRES MR e b F A KRN EIBE) Sor T 7 BOR hd be
reest abl izHtéd T eaRwladvidnrageiothe Rénkewin Fae gefl gashanifily 9hisd2

situati oroymy hel k01 efde ettt L indzaRalednunTd bz 4136t becepl esentlatgagent i on
because tlra%kékélt%atp@a%sg U2hLn 2Lk 'tﬁe%thow%l%%q@swaé The | ogi cal
connection can be torn down and i nmedi ately reestablished w thout the need
fof wait states. It is inportant to note that while the present invention
has been 15 dESdEhebesdh WY hecesseexas of repuflll o5 of GadtPvel nghelfreanection

pr ocessi nihstybé @lthet Masenedl (06 diearaquekt |dackacd hee afdnevhddd appreti at e t hat
the proceoﬁﬁgﬁax%ngta;ckgggsfg% 5&\46&&4&%@@%96\@@%& @fowgeanagrgés%gmmeed in

the formof a rrglljjter rea abl e nedi um of i nstructjons a var

forms. and 3 faFe CREFARSEh O Mt LR Aot el bauarts) S EGRiar b BF the
pafti cul Atfigpentdy Poddpgmailbeiaei bep wedsertadriration dseguscoteastyplout t he
di stri butgaeRet Eaapheas cafisCaaplinger neadakd 6 . meriea l bdlichll deonheeicdabie bey pe

redia, Sughoa%udabd ABRNadisly Aebalididhsk MIthdR oA RO LD RO < LM FOW,

and transm ssion-type nedia, such as digital and anal og comunications
links, wred or wireless comuni cations |inks using transm ssion fornms,
such as, 25 foft éralfplostantadp oteekfirtnvyl e dhe iRFREHaBVETans HSsPFs . The
cosput er deseatiaddl en i eorveyt take fdiayf oumtabniogdestd oroedssitdalseene

decoded ft%sea&ft Wahidd$§ 412 PAkhL cgﬂta&lﬂatagppgcqgéésahag éaésgﬁaeeslgge of
descri pt| of the resent [ nvent| ﬁgsbel en lpr ese t30 pyur poses of
ot

i |1 ustrath Snp]éer‘?&nae VPP BtToRt S a7l Ols AR e hausti Ve or
limted t®™PHEY ﬁ@@%ﬁ@#enﬂqdﬁulﬂfé? f-%?trﬁUGFS%I}So%‘H.a Wtyn%|fPFI&5alaP6n‘§m§nd
vari at i onshewbtdsehe appatent apl ilthospadly oredbndlregs ski lthe i gart herlart typEhef

epbodi Nend; MBS YeheSeN makd qgéglllp%édntgr&@&yt&tb@g ai 8¥Rkat . he

princi pl of the, |nvent|on plication t 35.8nabl e
ot hers of%%cor |nar éﬁ]abge 18 hrhc élrggtraer? (%aﬁg |Wen'fl?dgﬁ'f%ur Vari ous

enbodi nmerit §1W3Yhd¥/%{?| éu%arﬁnéﬁsf]i éé%‘feon§ BAM, o FR-RONRt RYPrBPMsheand

transmission-type media, such as digital and analog communications links,

wired or wireless communications links using transmission forms, such as,
25 for example, radio frequency and light wave transmissions. The computer

readable media may take the form of coded formats that are decoded for

actual use in a particular data processing system.

The description of the present invention has been presented for
30 purposes of illustration and description, and is not intended to be
exhaustive or limiéed to the invention in the form disclosed. Many
modifications and variations will be apparent to those of ordinary skill
in the art. The embodiment was chosen and described in order to best
explain the principles of the invention, the practical application, and to
35 enable others of ordinary skill in the art to.understand the invention for
various embodiments with various modifications as are suited to the

particular use contemplated.



particul ar use contenpl ated. WO 03/091888 PCT/ GB03/01416 28 CLAIMS 1. A
nmet hod for managing data transmtted froma first end node to a second end
node i n awoaB@Ips®Hcessi ng system said nmethod conprising Pog/GE3OIAPS Of :
establishing a | ogical connection between said first end node and said
second end node prior to transmtting dat& between said first and second
end nodes; 10 associating an instance nunber with said | ogical connection;
and including said instance nunber in each packet transmtted between
said first and second end nodes while gajg,logical connection remains 15
est abl i shed, said instance nunber remaining constant during said |ogical
connection. 2. The nethod according to claim1, further conprising the
steps of: 120 r @es¢tdiod &dn mgnasing daogi cednsednreic tron abeirseeand abde fia &t and
second eBEcdlesd ndAE! #IMBNEANRYpSeddd si kP (3B, NEIRE het 1RAU Qomﬁé%@%@d

i ngt ance gg&p bei ng associated with said reestablished | ogical

connecti on; n& 25 i ncl udi ng said increnented i nstance nunber in each
packet transmitted between said first and second end nodes during said
reest abl i shed letpdakhpmnpelidion]l ahectinorienmadredalidstiant eendunbds and

renai ni Ngs&0NSkasid dHl idQeSHtidrr €8St-ablnishad; bogl GRbw&ONBELS iF9Pst 38 3. The
met hod acg {) Signg.d Qo8lai m 1, wherein the step of establishing a |ogical
connection between said first end node and said second end node further
cdfprises the step of: 35 associating a queue pair in said first end node
with a queue passodiptirsppd Setemet epdberodith 4aidNeghetilhodnaetool Rgdt O
claim3, wherein said step of associating a queue pair in said first end

node with a qug# B%hé S|agd %Sga&fcgglgoeerngnlgcﬂode Kk rtrhggm doesc%s the
ta

steps of: esta ing a ueue pairs i sal and
WO 03/ 09188¢ ﬁtﬁﬁtGBB%/S@f&&% enégn%%rvfﬁde\m% heEiSPd ?%F%tléﬁ FoRFLEAL i on of
ah5associ edtiabhidiedwesaid instance number remaining constant during said logical

connection.
2. The method according to claim 1, further comprising the steps of:
20 reestablishing said logical connection between said first and second

end nodes;

incrementing said instance number, said incremented instance number
being associated with said reestablished logical conmnection; and
25
including said incremented instance number in each packet
transmitted between said first and second end nodes during said
reestablished logical connection, said incremented instance number
remaining constant during said reestablished logical connection.
30
3. The method according to claim 1, wherein the step of establishing a
logical connection between said first end node and said second end node

further comprises the step of:

35 associating a queue pair in said first end node with a queue pair in

said second end ncde.
4. The method according to claim 3, wherein said step of associating a
queue pair in said first end node with a queue pair in said second end

10 node further comprises the steps of:

establishing a table of queue pairs in said first end node; and



said queue pair in said first end node with,a queue pair in said second
end node. 5 5. The nethod according to claim4, further conprising the
steps of :wotmanssstti ng a packet from said second end nod@CraGmAiottbi r st
end node utilizing a particular |ogical connection; 10 receiving,
utilizing said first end node, said pack&t; and wutilizing said table to
determ ne whet her said particular |ogical connection was previously
established. 15 6. The nmet hod according to claimb5, wherein said step of

utilizing said, table. d%'([_ﬂe ane vgl;leg ca§§6nd opakd |ag%@_raﬂ&g|bgad,een
connection was® pr |ous ished further comprises . he

det er ni nisggavEreEReP2ign 17 erﬁléa’ﬁrﬁﬁ g §‘f"3ﬁ SR SUFE Pabf e gc(')ond

associ at iema beteseen a queue pair in said first end node vvlth a gueue pair
in said second end node. 7 The net hod according to claim11, further
conprising the ste ncl udi ajd LD &bEansport
header i T each hﬁa%‘gelfd ?’céjﬁgm légd&%etﬁm%er?uggéén%ﬁﬂs}#% tsec%ng end nodes
during said |ogical _connection. 8. The nmethod according to claim1,

further conpritsinguitenstepscioit fr30 sdid ererprd rgdvitRsehe? ssaf I8 T4l
connect i QRakSu@1kLigf ol SGiteahiaCoBfRGH] @hoetieen said first and second end
nodes; in response to a determnation that said | ogical connection is a 35
first |ogical connection: associating an insta Ice_nu nber Véll th dsal d | ogi cal
cohnection; iFeeridiNgg SEildZiMs Fant AR 197 %l pg%cf(eet tTansnitted
between 40 said first and second end nodes dur| ng said | ogical connection,
sai d i nstance pUAbSILS SR REPQ: €ONEiwRRNI tiIkhathesatdid pgitcahleonineitdlon; and
WO 03/091888 PCT/ GBOS/ Qé'\rljbgsl%%sggﬂﬂgh@é“ d instance nunber as a current

i nst ance TURBer " tn response to a determnation that said |ogical
connection is not a first logical connection: 5 increnenting said current
i D5t ance @unberhe wsihvg sedcddimg tenehriads cwheesin PRkt &Rtk Ffulber zing gaid

current idm$hance defusies whabberd Galdclattdi g a8 al@ibat reeneedtédn otasr ent
i nstance ryéngHEly eé%yggléﬁgak§$rther comprises the step of:

determining whether an indication is stored in said table of an
20 association between a queue pair in said first end node with a queue pair

in said second end node.
7. The method according to claim 1, further comprising the step of:

25 including said instance number in a transport header in each packet

transmitted between said first and second end nodes during said logical

connection.
8. The method according to claim 1, further comprising the steps of:
30
determining whether said logical connection is a first logical
connection between said first and second end nodes;
in response to a determination that said logical connection is a
35 first logical connection:
associating an instance number with said logical connection;
including said instance number in each packet transmitted between
40 said first and second end nodes during said logical commection, said

instance number remaining conmstant during said logical connection; and



transmtted between said first and second end nodes during said | ogical
connection. 15 9. A data processing system for nmanaging data transmtted
froma fiwetos/oemnsds node to a second end node in said data pCcosEmsSiong6system
conprising: neans for establishing a | ogical connection between said first
end node and said second end node prior 30 transmtting data between said
20 first and second end nodes; neans for associating an instance nunber
with said | ogical connection; and 25 nmeans for including said instance

number in each, %]%kgii& &ﬁgééﬂcétrﬁﬂmepeats“@e&l&?hg ibEESlecandusgcond end nodes
whil e said | ogicall connection remalins estab I'shed, sai d I nstance number
remai ni ng constant during said |ogical connection. 30 10. A conputer
programto, whi&nreeeried toteodatouvpation shadt emidAdoia@leconredtidieieomt a
perfor m atirstheggtepscmhescidnt hod according to any of clainms 1 to 8.

5

incrementing said current instance number;

using said incremented current instance number as a current instance
number; and
10
including said incremented current instance number in each packet
transmitted between said first and second end nodes during said logical

connection.

15 9. A data processing system for managing data transmitted from a first

end node to a second end node in said data processing system, comprising:

means for establishing a logical connection between said first end
node and said second end node prior to transmitting data between said

20 first and second end nodes;

means for associating an instance number with said logical

connection; and

25 means for including said instance number in each packet transmitted
between said first and second end nodes while said logical comnection
remains established, said instance number remaining constant during said

logical connection.

30 10. A computer program to, when loaded into a computer system and
executed thereon, perform all the steps of a method according to any of

claims 1 to 8.



