; e3e??<>6>T] _WD 02/ 076065 Field of the Invention GENERI C EXTERNAL PROXY .,
PCT/ US02/ 06077 The invention gener

parti cul &¥0y92/016665upporti ng usage w“”mw
non- accessi bl e network 5 configuration *ﬁ%@ within network traffic.
Background Recent years has given significant _advances in networking

t echnol ogy and reduced pri ci %ﬁNEB%EXﬂ'EBW BROXYni fi cant bui |l dup of
networking infrastructure. 10 Most businesses and househol ds are

i nt er connediield oftthelpventian/at e and public networks, the nost wel|l known
network being the Internet. Most networks now utilize the Transm ssion

Cont rol Pr ot ocolThe invendion gengratly talates (o aFtmorRing; amadumioca padiaularipttocol , in
*whi ch network | ocations are assigned a globally unique 32-bit nuneric

addr ess t ymuppbiting misage nf eemmanigation) protboots that embéd nom-atbessibiaetworlach

havi ng val ues of zero to 255). TCP/IP network traffic is routed based on a
"dest i natsi orcohfgaratioredatafwithin hetworlafraiffic. Unf or t unat el ﬁ t he expl osive growth

of the Internet has resulted in a shortage of avaﬂlﬂﬂﬂ wﬂlumﬂw rk addresses.
To conpensate, attenpts have been nade to share & rk address

among nul t ipdckarodRdt ers. One well 20 known exanpl e i-sooddet wor kK Address
Transl ati on (N?gij, Whi ch hides an internal network behind an access poi nt

in conmuni cati o 1 lai tr i
thr g the: acenetehfyeits R B8R sihfaRt duvalice o et id BUdedy and or

addr esses trg&ljé&%ﬁ'?&r?gb‘:rjééﬁl‘flﬁghh% gt .iWEEn'fWRD’Ig}nfeWkiﬂ 'iﬁfréé?ru(ﬁf‘u?e' nternet

w t hout translation. ring operation, I'es source | P address 25
d f ' TG f I
publ o 10 oSt fleRted SR chb Rl A o rtstp b ARt i elied 0 "

ni que NAT il t i d f
e T b b SRR el A b Per HSE e, (.
NAT t bagk to t o] ' d T i
netvork ¢ r e MectiSpdblsellEond BLaB 2 RET PR Ccpatl ng' het vor k
traffic, d i ' ) ftic t d,. ts. Net k traffi
Lrans] ai | orPoBPABPRER R59IoRoh e e RIRCELET S 5 AsS GER SOBANAT

t / t 102, .fi | 1,108, the |i st _ t
APl 1 cat 1 oriHUEREbE AU aAdESs SHICa BirsepletoRt SiahaBRUGRrEU n
ci rcunst ances, such as wth audiovi sual__conferencin ‘ge. % ). I nternational
Tel econt®uni4ERbess eaeh bRYIRG valuespf Zeraip 2pe)- IJ%E’% neﬁ\/\%r trafiiciis (PutePsec) ,
end-to-end security nodel s that cannot allow packet header alterations, and
protocol s thaged Omsedestingiemifaddrepefaidiatraffieir ess and/ or conmuni cation port
val ues as application data wwthin network traffic, such as the File

Transf er Pr ot ocaInfortur@tely.the explepiyg arowibofdiacdnipingt hasdeselirdsin @t c. 15 For
exanple, in FIG 1, an H 323 client 110 inspects its network configuration
and sends ishortaganf avaiablepatworyadiresses. dppompensats, atgnptsheayabeenH. 323
client 110 is in a private network, the configuration indicated in the
appl i cat i ormade o shaneatsinge nembribaddtes? amgag endiiple temputess.cOve well- fr om t he

20 known example is Network Address Translation (NAT), which hides an internal
network behind an access point in communication with an external network by
routing network traffic through the access point. Since the internal network uses
private network addresses the packets from this network are not routable in the
Internet without translation. During operation, NAT modifies source |P address

25 and ports of outgoing network traffic to map the traffic to an external or public

1

N
- ; {ad .. )
WRRIR: or"or o¢ ocorausnmnoenbed



Internet. That is, a translating access point nodifies packet header data
not 20 application data. Therefore, the protocol fails because the protocol
effecti vavgorepaesst s the wong information within the appl pcattisSozioadat a. One
proposed solution to this problemis the REALM specific IP (RSIP) protocol,
an Interne:?éj%n% nee ing_ Task Force (I ETF) su%gesteq revi sion to NAT.

Assuni ng t HESYFRSANGLE HBIE NATyeeit zNAT@SG modiBiea destingtion i addiepeandyst ens 25
I nterconnection (1SQ OSI) nodel, networking protocol layers 3 and 4 are
altered 2 PAficPiansamicg swtwerk trafio/sienthe niappingpiexterRal Ridressearer yhique

transl ating access point. An RSIP access point grants a client, e.g., a
machi ne i n Wt rertibachtn theeariginat inderqial apdressiahcepart. NAT tighoreeinétvogikt er nal
‘realm e.g., network 104. Unfortunately, RSIP (and related solutions) are

expensi ve draffid metrraceivedin reSpdrsevto okiginabgetgbing natwork trafie! ahd ihdoRfriE S S
points have to be revised to support RSIP;, this solution fails if Tan

‘upst r eafn ndraffopomappedtporss| ati ng access point is reached. Brief
Description O The Drawings 10 The features and advantages of the present

nvention will bistwork teietamiatonqrohied o) kaninaatgbebdRboifSaEh ALl on of

t he present invention in which: FI 1 illustrates prior art network

conf i gur at laoNADigaearayKouRs 182VArehall 1B Sir9A8 IRS, i latdiafbtfily iy | Nt e net.
e odl nent,

FIG 2 is a generalized diagram according to one e for 15

suppor t i ng apilcatiohs. Wo%@é@kr?ﬁl?t%n%i@pﬂ%@ gnc?é?%ftglﬁgc%hrﬁgfta ag ina

NAT i naccessi ble network traffic pa 'S a

appl i cati on gy aern alebyichal Atireteing B e fEtbna RGP 0P e at i g
access 180! Wyor{i| Sandaid 53 1 8By EBEAsMHSo s sl Tl Bt
of FIG 4 camaHiBe phcdieBl B BuoRoBho piopRB el Bra G amhne & o
e I T IR S
network traffic, such as the File Transfer Protocol (FTP), multi-player network
game protocols, etc.
15 For example, in FIG. 1, an H.323 client 110 inspects its network
configuration and sends it to an H.323 gateway 118 as application data. Because
H.323 client 110 is in a private network, the configurgtion indicated in the
application data cannot be used by H.323 gateway 118 to access it from the
Internet. That is, a translating access point modifies packet header data not
20 application data. Therefore, the protocol fails because the protocol effectively
reports the wrong information within the application data.
One proposed solution to this problem is the REALM specific IP (RSIP)
protocol, an Internet Engineering Task Force (IETF) suggested revision to NAT.

Assuming the International Organization for Standardization Open Systems

25 Interconnection (ISO/OSI) model, networking protocol layers 3 and 4 are altered
2



Det ai | ed Description PCT/LTS02/06077 FIG 2 is a generalized datafl ow

di agram according to one enbodi nent) for supporting NAT wth protocols

t hat enbaD ome7sedsk configuration data in a NAT 5 i naccesspuirasnsosoor k
traffic payload. This general overviewis presented in nore detail in the
foll ow ng f illustrated, a networking application program 200 is
in conmuni ctgt%%ﬁ&w?éﬂj HEEVieTY k’aQ\%’ﬁW%%Ceﬁéﬁow-ogncb{‘ﬁchwﬁ ppiatgranisg syst em
e.g., a sof ﬁ re and/ or, hardware based operating system providi ng services
to the appl9&8t Péh aBaLRIDG Ik ASBIRHK 1%r"?$@"@?ﬁe€®eﬂ-i@gﬂreas,tpppﬁs):mlametv\ork
application programrequests the operating systemto provi de network

confi gur at i rB%trﬁath@-%pBﬂM@é}ti'% program may use. In a TCP/IP

*envi ronnent, such a request typically conprises asking the operating system
to identify theum&rtwnar@haﬁﬁl@séndmlateueou&iomsya«eiaxpemgmand #nggractidal.G. 6
item 618) address of a host system executing the 15 application program
“and an &vaiTloauer prepailyn Bt trehelatingaccess pointehdvestd beyretiesd kS sighort RSP/t e
network) this will be a non-routable network address that cannot be used in
the | nt er ndhis splutiom éxiledf dn upstfeiaine nbn-supgdningipmsiating R8s poIRAF 200 is
assunmed to pass through a translating access point 206 (translator), such
as a NAT deeachedor 20 equival ent, before reaching network 208. Since
translators do not alter application data, protocols that send network
configuration data within application data fail to work froma private

net wor k. C@rﬁ%&ﬁbﬁon@fﬂ%pﬂﬁﬁinﬁge appl i cation program request for

configuration data, a confirguratron determ nator 204 conponent of the

net wor Hoser vi cevhe fEangreslanatagvamass: I é‘qﬂetn 'ﬁm" ratio ryer 210.

The 25 server provides the detver %ﬁn%tsgﬁa\ﬂrt ﬁ@ﬁ’&%‘? cl(l)l%%cgh"ﬁa#lp%ﬁe%ata

that can bgoHs®d félowi : o uhbl.i.c network such
owitPuOai & ﬁgﬁﬁﬁé%ga@%&%ﬂgﬁt@q &?@S’/

as the Internet or equlval ent net c'ﬂir ovi de a

net wor k addr ess : ' ] rver. \Wien the determ nator
204 receives t h,i:'??go'né I gur a%%lr)l'o%gﬁ gmfo g @%ﬁﬁ@@@@mirc°@£6&”q ARVIGRSt wor k
services 2%@8 i ck to the requesting application 5
program en&gﬂg%%dpﬁ?%%h?@%%@%&am enbeds the configuration data within
appl i cation dat L es i etwork device, (e.g.,,FIG 1 H 323 client
116) issues res%gh?éégtqaé&?%'%gd Q@Qfam'naccf(? taneerhedimens o ovi ded by
server 210 [, ex | e, assum t he server provided a network address and
communi %at F%‘EDOOHH}Q( ﬁg? WifheP rggqp\gl;&ﬁat[ %b?cg%%%{) cRfigeeatign datipi aMATends
responses 10 to trlle serve([;' the server then forwards the response for

recei pt anliGesE§PIPetnek Haficiraxioain program 200. FIG 3 is a flowchart
illustrating, ording to the FIG 2 enbodi nent, communi cati on between an
appl i cation pr %&a%'ﬁﬁgb&’ﬁh@'ﬁdw&frﬂtﬂ”& Aseording e the AIG. 12grabedimgnt r ans! at i ng
access point such as a NAT gateway/router (translator). An application
progr am ut FeMAEBICtion Bewesn anRrpiaaR Rragranmenhan radeaididbativavels i s assumed
the protocol is one that breaks because a private network address is

i ncl uded i freHgh a EFansIainRECESS RBIRkver the protocol nmay be a sinpl e network

connection. The_application programrequests 300 operati ng system
20 FIG. 4 illustrates one technique for implementing an embodiment of the

FIG. 3 querying a server for an external address/port.
FIG. 5 is a diagram illustrating a specific application of the embodiment of
FIG. 4 to an H.323 telecommunications application program.

FIG. 6 illustrates a suitable computing environment in which certain aspects

25 of the invention may be implemented.



20 network services to identify the network address of the application
program s host, and to obtain an avail able (or specific) comrunication
port. TypM@82/07065 hi s request asks the operating system t 8CTasnt0d0y7 t he
host's I P address and an avail able UDP or TCP port. The operating systemin
turn calls 302 appropriate installed network 25 services (provided in

sof tware an "g % to resolve this request 300. 5 WO 02/ 076065
PCT/ USOZJOMMQ% application programis not aware of network
traffic transl atli.@ by an ac e‘%ﬁ go%&,_in one enbodi nent, network services
are configured t'd%F oraadenerlized fatanoy diagrampacee(ding tosene emhedimentyfoar y

i npl enentation for f Ji_vvardi ng to the proxy client, discussed below with
"respect to $HRBEOTUNY 'Ng Ahpreloeels daat\emtiedmeivpdictonfigyratien dadatiniarlNAT.cr osof t

W ndows network services. (Please note that all marks used herein are the
property of N@feassiieretwerk iaffio pawead.) This\general ovarvieiM is phesenpaal inchadeed by
“one skilled in the art that other forwarding mechani sms may be used. The
proxy cli erfletaihinthedollovdngfiguses net wor k address and communi cation 10 port
froman external proxy server. As used in the specification and clains that
foll ow, an exterAfillugirabey; asmatwerkingoapplicaticn progeny 200 W ih ltofm@tivdios
connection, e.g., an Internet connection) not subject to translation by an
access poi rwith Felwogk serpices 202 praxideglisy arf opératindsysémde. gi resdiwapa- t r ansl at ed
connection to the Internet. This request passes through 306 a translating

access poi rand/ditteardWaedaset abertioy systenVSovidrigl depcatdB the aPeﬁ‘c BRAXY client
with an avail abl e address and communi cation port. This rep al so passes

t hr ougHOt heprbg@ns ag. i anﬁgtamtimidwpicbm&wwkyap‘b’!iﬁ%ﬁg?@g h F‘efq%téétspr oxy

server has a non-transl ated network connecti on, Ient reports to

Lhe I equesitheandiing Ao AR REM BonRARIBASIA heidicd it 1 external

to and not affected by translation by an access n one
nmbodi t, | i i ' - nal
o "I BRroraseg) HeRTOEEREhS SR S ol el BSHERAR,
tablish _ : . A . . ith
he. pr ot oca e Shs b RERe Bl e etiorkadBRlsg on B AERAER "be Used o
314 6; 0 : traffi. ived at th
D eos and ShEC 67 eh R ot RLAGH S Ofa PESn b emARs e I Pet vor k.
traffiggf to the.endpoint. The tunneling i
t anspadenc PPICHSPare, Bl BRI Hmify AR BrE: bito BetSIBEE e «he
| i cati bel i th t ' fi ti 5 I f th
xternal o BRAB UK SR b 8 AouETble thtiot aoiresk haheaeppaped nost |
and because EheI %nd toi nt can directly comunicate with the proxy server
using the Hé%ln rﬂg

*configuration values. Thus, based on such tunneling, a
virtual direct 1ink 31Eh%%affec ed b ,t[anslating access points is created

bet ween t he appf&&t¥Y, isdreminepriicaticil program 209 i assumeddepess es one

t echni que for i | emepting an enbodi nent of the
d througlq% transpdtmg %ccess prgl)nt 206 (translator), such as a NAT device or

20 equivalent, before reaching network 208. Since translators do not alter application
data, protocols that send network configuration data within application data fail to
work from a private network. Consequently, to resolve the application program
request for configuration data, a configuration determinator 204 component of the
network services 202 contacts an external network configuration server 210. The

25  server provides the determinator with network configuration data that can be used
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FIG 3 querying 304 a server for an external address/port. As illustrated,
a Layered Service Provider (LSP) 404 is inplenented in conjunction with the
M cr osof wownewads Appl i cati on Programm ng I nterface (API) PeH/U$06060IN t he
illustrated enbodi nent, a Mcrosoft Wnsock APl is extended with the LSP,

b mary pr oR ek Byl eRRGk i 2R MlerBl kil heRberkc o Bxsrnpir e | ng

the Mysteri f i ti / nsock Layered Service Provider" by Hua et
al., Mecr os@?y%é?/\}s%ée%rs%ﬁtk% rméﬁgﬁgn'?ﬂ{%‘rm of Y Sery8tn- i crosoft 20
conm | i brary/ periQaicliperiod99/| ayeredService-htm (To prevent inadvertent
hyper!inks, URL %Fﬁé dﬂ@%'"ﬁh’éé&éﬁ%@dﬁ\ﬁqoﬁf'ﬂléfé'ﬂ‘é%??talff?mH’l@ §rverst r at ed
“enbodi nent , |jcation. proaram 400 on a conputing device {such as FIG
1 item 110)213@ t@%ﬁ{‘ﬂ@% ,sewéﬁ‘é’%izm@oawmta Baclptoile sequesting apglicatierr t ai n
protocol_.to comunjcate with a peer (such as FIG 1 item 116) 25 that
“nor mal | y° brR¥RREMH¥Yhantbe @rplicaiion pregrameambedsth sohfighratian dats Mithimg access
7 WO 02/ 076065 PCT/ US02106077 poi nt. For exanple, assume the application
progr am i deMRRlicatian data, afrapossive natwatk devite (ripaFlGn] Hedas cliendsig)he
configuration through a translating access point 406 as application data
sent to andB$Has respenassiiatdaseisent in a6cortivdthethpldatapiovileghydeasr 21oeds
configuration values that are not accessible over the network 5 104 by the
peer devi ceFaEXaTEim Bsqueitd the sapenprdvidedas fietwoik adareSeameer 116 direct ed
to the enbedded configuration data cannot be received by the application
progr am 40G:ommunibation pars of the esdneniibe responsiveimetwd i Yedied sbhdd eRBoRdLIr am
400 calls on operating systemnetwork services to identify its host's
net wor KIGcortbitigRisenvenihe séwed Henpenatds tesusRivear feseibl mﬁéﬁg‘é% Her Vi ces,
which in turn calls the LSP 404. \Wen control is passed to the LSP, the LSP
obt ai ns a rapiplicationqrograpyi280.i on not subject to translation, froman
external proxy server 410. The LSP provides the configuration to Wnsock,
which in turn provides it to the application program The application
program may saf ¢lg. ; QM : | GUr@ki i pplication
data. In one enbo%iﬁeig;ffio‘\ﬁllmaganr{_ﬁsgﬁ@ '?%glr@?ﬁdaﬁ#yﬁgags%g{ td gﬁ?rﬁe LSP, the
LSP initial i j : i_mply pass it
covrAigiiSatEnastwbs EH‘%\FFﬁtﬁgﬁﬂ Pgdﬁr%@r%gfﬁl énﬂP%Ent ;lfi)qtirﬁgglg

back to the Wnsock APl to | et I'S pplication
W thour i ni ooy En R0 Shesdiil (e 2 DTSRRI Bl e, B 0 °
ool cation proby AR cash preb) Hizlt BIPGEC BB R ML, et ernal
Commun: cat CoPadk  RIHsLigHHe eldolal B i Ak brdle 4 Bvelk Bmoshea

02/ 076065 BEAAESIOGB0RT To ARIcERGN e Rover theBratord Ve fle

address/ port,cap be transparently tunneled to the application program It
will be apBF%‘?rgtc%n?ﬁ}'ang%?k%p}'éﬁ'opr?r?Qf@"‘aﬁeﬂu?ﬁﬁl"mBI‘P@efq{'ﬂﬁﬁﬁtéﬁ‘ is not

20  network services to identify the network address of the application program’s host,
and to obtain an available (or specific) communication port. Typically, this request
asks the operating system to identify the host's IP address and an available UDP
or TCP port.

The operating system in turn calls 302 appropriate installed network

25 services (provided in software and/or hardware) to resolve this request 300.
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operating system dependent; use of the M crosoft networking environnent,
and 5 LSPs is for exenplary purposes due to broad famliarity with these
envi r onnavid 82/076bdser operating systens and networ k servi ceRCTABIEI®T? be
utilized. Al so, sone environnents may utilize closed network services,
e.g.) an Lspsﬁérﬁﬁ c%% construction is not available. In such environnents,
in one embod) 9 the Apeiication proghan 1§ getaware of petwaik Eatistanslation bpancessed
by a proxy client executing on the 10 application programhost. In an

al ternat e efBEHSROML, INONG EMbRdimaat Retwerk servicraare eonfigsiosd tedforvard tieer ar e
used to recei network traffic which is routed through a physical network
i nterface. ﬁ?'@o%tq g proxyicligitarng exemplatyimglementationffocfonpaidingtbitosm of t he
“enbodi ment of 15 FIG 4 to an H. 323 tel econmuni cati ons application program
It will be RipUchont digcussed belaw with respeptiodilG. dhiata lidyered SesiceaRredder
enbodi nent .is applicable to any protocol that inspects its host's network
‘confi gurat i tSRAMthimMisresafhVWindpatsandtworkmeiniices. | (Preatatrote fhaat bl hisgky at ed, an
exenpl ary conputing device 500 conprises an H 323 20 application program
50Z, LSP netswstheretyare ta@propeey ofteir retactide bivaBrsA0MbweVENRQFKbE O

equi val ent} network |ayer 506, TCP/IP network |ayer 508, and network

i nterface 5aPpreciatediby orat sislled ih theart @xdt ot fordak ' the
Internet, by way of a NAT translator 512. The comngguhe%ééwg%gﬁhﬁgemmni cates
wi th an extesethl proxy server 518 enbodied within an exenplary conputing 25
device 516 conprising the external proxy server, a sockets network |ayer

P20 S L er 0o OTROR BIHRAUAORATLR thetbhcs Rl ol B3RRKRELITE |1 k)

for interfacing with a TCP/IP network |ayer e networ k

| nterfales Saibiromah dlealstosy LoGel. \ROTAAINAR SHLURRIBA G YRR Eﬁfaf“ c. In

one enbodi nent, the conputing devic conpri's aftonal

ari . Lo . 00 utili
525 appl | oat o HERBEpIcRY 3efver Somdces Bt e Pt g Hefifork aPniteteha: on wi ¢
an F1 323 erglgoiflingAt ofidion! S Ble ! 1ol BRI GALLOBRE H,2m 502 tO

directly co nicate wi th an externa t¥ansl at or

di v nifini cat (el RS
cst abl | shi ro e Yeifes STRRE b 136 adlieBlRtAMesey soferionio e Lo S04
d W h h i h dpoint. Th is,
anen tho. anpir ety ThIFYshus @4 Ses IFAERIE S ot access pbipt: b9 ng-syst em

for thelsnete r k r’iddress of hEstagég)BtBti ng devi ce 500, and an avail abl e
communi Cat | B PBRIOVAECYPISERLSS & Proyyrlient with am avaijablsaddresmanthsses
this 15 query to .the LSP %04, which replies with address and port
| nf or mat | orFTRRYRIERHOR Rarh TS rebly alsn pRssasdhipugh the trabslatingracaeRe paippl i cat i on
program co nicates wth the endpoint 530, the LSP receives the
conmuni cat i'oNVevEGrIREEibeiextaraaliexysesysr hasaren-trapslatedinetwerkn sends it to
t he endpoint. Responses fromthe endpoint are received by conputing device
516, tunnelSQANBEIOR. the RIAYY ¢lignt regartsHo the reqresting 3N0mAMPtieatian programhan
application programthrough the Wnsock. In such fashion, the application
progr am an@dzﬁﬁ(ﬁnﬁtp%ﬂh?g‘\?@ﬁ%@# ta@pd aiot affaated by tramsiation byan atWesa t he
application program 502 sends call setup data for the endpoint, according
to the2P 3P®Ir ot ocol , the application program provides ifs host's network
address and conmuni cation port to the endpoint 530 as application data 25
sent to the endpodne emBpdioent,tbe pBRyictiemtrestakdishes & henapwith ¢&s éaernal 0gr am
with 10 WD 02/076065

proxy server . The external proxy server connects 310 to the endpoint and

establishes a communication session with the endpoint in accordance with the

protocol utilized by the application program. The tunnel can be used to pass 314



PCT/ US02/ 06077 configuration data fromthe proxy server 518, call setup is
not affected by the translating access point 512. The application program
waits f owmorefsvesati on of a successful call setup. |n onepemusdie@mmt, when
the LSP forwards the call setup request to the 5 external proxy server 518,
t he proxy seryver attenpts to set the call with the endpoint 530 using
the net wor K'EYRF 3%‘%'3??%"6&@3?? ?%@Fﬁeab‘? BRE} 9ben 398 to the proxy akeitj arat i on
program If call s tu& is successful, the LSP 504 is notified of the
success, and AW q_e%poi rafii from dhe aprlisatier peagpam dathecendpogr am A tunnel s
est abl i shed by the proxy client to the external proxy server that is used
for 10 forwar di nge HBNelEgde Bansnarenitto botisthesipplicdiienweegratrhandigput i ng
~devi ce 500 and the endpoint 530. The proxy server may perform

opti m zat i ANFPOYNbeCasectbaapplication programi heliexesthe retwsrkingi coRfiguithfion t 0 dat a
transferred between the endpoint and the application program As noted

“above, @onpidliesfrersihe extsil seryer cortdspondtoOVEIEs for eQpliddiorer ver driver
524. This driver may be used to offload processing by the proxy server so

that the prusegrases hest, and betause e enspdihtecantdireRy abhmbRicas @i rgﬂﬂet ocol with
an endpoint, and after successful establishnent,” the driver é t hen

ei nt ai s tftexceemEnisiag remstuanmg duetigaetion D8IUBEPTHELa80q B AgER™ and the
endpoi nt. For exanple, in the illustrafed exanple, once a

t el ecommunitoanélingsa vkERI Gredi sk SRS OnLAfectsd W%r%ﬁ@@ﬁgyéc{&ﬁseygﬁnfg% work traffic

for the H 323 audi o comruni cati on can be tunhn roxXy" server

driver 10 tohgatld @ekveen 8lapBhdalibh pfdlfam it idigievl ce S00. FIG 6 and the
Vi ae

foll owi ng discussion are intended to pro rief, general 25
descripgpion of a suitable computing environnment in which certain aspects of

the 11 WO 02/ AP ated inventian e

i npl enent ed. Fo?@ggﬁb‘F@égﬁﬂéi%%lq;‘F Jb'ls'yﬁé'ﬂ?'ﬁ&g mww&%&&gﬁr oxy
client or X i.ncl ude machi ne 600 havi ng system bus
602 for COE:E) i%gﬁ\%gyﬁ%@ang%&?%érgar%gqﬁgat%qmﬁ%ﬂo&l ly) attached to the bus
are non-progra L ogr.a bl e roce rs_ 604, a nmenory 606 (e.g.,
RAM ROV, stopgg@‘uggsfégeg ng%r,e eer'ﬁ%g,r‘?‘ﬂ&é'r(ﬁggb“%@,'mﬁﬁﬁ!“%ﬁﬂjﬂ out put
interface ] ..The nmachi may al so. i nclude enbedded controllers,

Pr ogr ammb?gﬁ@ﬁﬁﬁ?%%ﬁ%@p?e@%@egﬁym gy eniraier Progsamming injerfaceiAP)

Pr ogr agpable Arr J.oqi P . CGeneric Array Logic (GAL), _

Fi el dPr Bgr éﬁﬁaﬂﬂ‘ &’}/ecﬁ‘f%r ai@‘f'%ﬂ%g@mﬁ@&)a Migros tnsa& éﬁéﬁiﬂwdﬁdw@rwe ed
Circuits ig &,ASI (%l)n q([;];errput rs, smart cards, or another machi ne, system
etc. The miohi WRIGhcanigwes WMinserkdpdrgs eninstworksalmen taitherhSR 4ddrant  usi ng

| ogi cal connections to one or nore renote nmachi nes 614, 616 through a

net wor k i nPEMBRCRrOsessIngplmersdnfosnatiemen LEFanpleassasaecit/npatdiingyhe Machi nes
may be interconnected by way of a wired or wireless network 622 incl uding
an i nt r aneMystesies of Vritingrandinsorie 2 diayeresSemwicefradderiby éluaretal. net wor ks,
cellular, cable, laser, satellite, mcrowave) Blue Tooth, optical,
infrared, MicresoftSystamsidournab@aw998); IMtemeit RN trisan-miesosodt- descri bed by
reference to different high-Ilevel program nodul es and/or |owlevel hardware
cont ex2@ t pem/livearyiveriedichedod 39/ lapered$ebi@-nt/ @b BévEnt faddensrtes 608.
Program nodul es i ncl ude procedures, 20 functions) progranms, conponents,
data st ruchypertnksakiRLt pexiods baye been pepldesdritrodashes). cul ar tasks or

i npl enenting particular abstract data types. One skilled in the art wll

realize that prloghaitiusiateti enbmdiinérityan apgication Bisgrsm @00 oR*d Sorfigitinge
i nterchanged with | ow1|evel hardware instructions, and are collectively

r ef er enceddéwdeeqblict asiFIG. di itert 1 10)66 ekeited Witkdre tHY ApifitafitPpragiam € t hat
directives may be 25 recorded or carried in a conpressed, enCrypted, or
otherw se gflized acteraiiotobsl to communicate with a peer (such as FIG. 1 item 116)

25 that normally breaks when the protocol is used from behind a translating access

7



WO 02/ 076065 PCT/ US02/ 06077 wi thout departing fromthe scope of this
patent, even if the instructions nmust be decrypted, deconpressed, conpil ed,
i nt er pr eMeIN2/@M6065t her wi se mani pul ated prior to their execBCTMS0Z06001 her
utilization by the machine. Menory 606, storage devices 608, and associ at ed
medi a, can éﬁggel:da%%{‘%ﬁland directives for the machi ne 600. Program nodul es
may be i npl t'ey & assumedhe apritcation program idrndifiesits hest's nétworki but ed
net work envir nmaqu ané‘l stored in both |ocal and renote nmenory. Menory and
storage devf¥USUIaoN, akd sands Beicopfigurationthroughskisansigiingcancess painigd06

magneti c cassettes, tapes, flash nenory cards, nenory sticks) digital video
di sks, bi ol BYRRRIICatioR FatasSent irjanatken dorputing dewite 116. dbewppladtiond wirel ess
“transm ssi on environments, such as network 622, over which directives my
be del i ver eRfOgfRMN gAbEgs pobfigysatidnevalyesstbal ate b bacessiiabialthe pétvorier ot her
suitabl e transm ssion format. Thus, for exanple, with respect to the

“i 11 ustrat ed1@hbptiepser devieeddfi Ggnsenubitive neBGbrr pafit fish &k fbe? 446

t el econmuni cation application programand the 15 proxy client, then renote
devi ces 614diresiasl toethe ceseeiced cohfigUbstion dag bammotBEIREMIEWLY IR SRpfedtioher ver .
and an H. 323 comuni cation endpoint. It will be appreciated that renote
machi nes 61grpgaht4a@y be configured |ike machi ne 600, and therefore include
many or all of the elenents discussed for machine. It should al so be

appr eci at ed t hatin tReisteste® 8Mbobikfont Al R @Ehﬁgﬁ@ﬂ%@&aﬁfﬂ* | 18Q,2 single

device, or separate communi cati vel y-coupl ed nmay i ncl ude or

b nbodi ecbpsiratii ' ; : i . .
T Gt r at oo s moyS#h Heforl SbiERs to RRRL HHIdSES nellfol BETkEonchE e
i 1t ondesd © o t rres ( n ¢ . ot Ly, h

i nten Qperatitg syatetn %@Wﬂ%o@&%ﬁ%@lc&ﬁ%ﬁk@%@ﬁ :cgl%rt&c'él.gg’oéov s, of 'he

| i ke, which rmay be i ncorporated into single an machi nes,
table 2 i.ces incl udi P |, Digital

Aoci ot ant s 1o S RIS M OR08r bSO BE Rl a6 Bnoncs.,

otherwi se SePry S o, K SEEn a0 S8 ATt s teidreche ~

ill The fi nd . d i ption, d clai

vari oust y BINTRREHEY tiinsoeR e rfintSHidEs e theoseblcalrerap@ns, The

instructio rganized in articular form e.g., packet, serial,
parall el , %ﬁg@atéﬂgyﬁhm@@y ﬁ@f%%'oé)@g?‘%ﬁ'&'ﬁ%? pWV[H?dtqf’Péf'QU@t'Qﬂ iBge or carrier
medi a. 1Elavi ﬁgl.&ﬁscr' Ped and illustrated the principles of the invention
with refer SRBEFEN 9 st r at ed enbodi ments, it will be recognized that the
illustrated 10 enbodi nents can be nodified in arrangenent and detail
wi t hout departi ﬁbo'?? S%EQG'EPF rWhED ganrsl is Apitiallyenassed ?mtmgw&m@er LBRgoi ng
di scussi on,has focused on particul ar enbodi nents, it is understood that
ot her conf i“’@'ﬂ?j'é{tqe E"%ﬁ%wﬁgtﬁ?éw;ﬁ%?ﬂéﬁhe call. pate pisphapassaiy back th dlegh
expr essi onglwsuch as "in one enbodi.nent," "in another 15 enbodinent," or the
li ke are ud¥BSeRGARHO letibaandimthessd. This allowstapplicajienaregraysriedtarence
embodi ment possibilities, and are not intended to limt the invention to
parti cul ar ‘@8dPhbattransiating accassmeint 406 tu operatewithout intoreatidrer Far may
reference the sane or different enbodinents, and unless inplicitly or
expresgPy Bueh applisations: dhavcalkto therbSRiisrpatsedadraek ¢oWinsuiklfer regiiar ot her
enbodi nents. Consequently,

Winsock processing. However, if the application program is unaware of

translation, the LSP calls an external proxy server 410 which returns to the LSP a
network address and communication port not subject to translation. A tunnel is

established between the LSP and the proxy server so that communication by



20 in view of the wide variety of pernmutations to the above-described
enbodi nents, the detailed descriptionis intended to be illustrative only,
and shouwdD m7606s t aken as |imting the scope of the inveetrasoydbat is
clainmed as the invention, therefore, is all such nodifications as nmay cone
within the scope and spirit of the follow ng clains and equival ents 25

t heret o. 1ather pgmputirgrasicesindie pepvislediandiesséportaamy hespanspeoeitlyl. A net hod,
conprising: a first machi ne comruni cating with a second nachi ne using a
prot ocol t hnekedriddha application proagedamne' s net work configuration data in an
application data sent to 5 the second nmachi ne; receiving froma network

configuration skkmiidre appretiatackbycand sidgiledsn ittenan tHat shebjneentidroisthotins| at i on by
‘the translating access point; and providing according to the protocol said

recei ved nepsratikg Sysiémdispehient; Lse bifthe ficroBek RERDrKIRg BAViFdIMeritari
communi cating may traverse a translating 10 access point which translates

"networ kst r a5Pk ¢s P eREMPRA bS&s e B Broad Mnfiliditp WithiBeSCEMHBNRRhL W t hout
breaki ng the protocol. 2. The nmethod of claim 1, wherein the network

confi gurat U?ﬁbr%e?atﬁ? g)5ichRSart RAWOR! derditsd /3§ a1dd e IRIZRAd Ay, Lhisk

conprising: 15 establishing a tunnel wth the first machine for receiving

k i n.ﬁlg{g : : T f claim2,
C\Eéy\g{ n :Lgﬁ\?ltj@ne i g{agsl{tl% ?‘g ée\&éﬁ et \;\ﬂgéeﬁlt%ﬁse’ n%f?\xﬁ)rl'?ctgﬁgpgur;t ?Iorr:1 server
and the fi Eéﬁstmﬁgﬁaﬁ%aolﬁéig%n’]ablg hfg'nc%ﬁh réﬂ%r&im%ﬂt@,gmo?\e e%ﬁhgnt;uﬁls%pt ocol is

a selected one o pr ot a visu rotocol’, an I"ovi sual

t |, & [ ' I 5 O 76065
D CSob oEB R REO AR RSN B S s BT R BPLBERL R g e

i nt first interf jcativel led with . a first. network,
Bnd o 48coRaPicaten pREam 8L RaR Flstr SrEREH: ¢ Hrileb Selnd RBTRES L.t e

t hod furth i Sjng: iati. t Kk addr, i,th t d
't or f ace: 289 FRUVE TR BIAOree PrarTVEnF MO FHEC MY o FadRr Eowsl fhe 11 r st
interface; and translating said received network traffic so that it appears
to origi naPSV?"F%HPWkHB? address associated with the second interface.
6. A nethod for communi cating through an access point coupling plural

FIG. 5 is a diagram illustrating a specific application of the embodiment of
15  FIG. 4 to an H.323 telecommunications application program. It will be apparent to
one skilled in the art that the illustrated embodiment is applicable to any protocol
that inspects its host's network configuration and embeds this data in application
data.
As illustrated, an exemplary computing device 500 comprises an H.323
20 application program 502, LSP network layer 504 (see also FIG. 4 item 404),
Winsock (or equivalent) network layer 506, TCP/IP network layer 508, and
network interface 510, communicates with an external network 514, such as the
Internet, by way of a NAT translator 512. The computing device communicates
with an external proxy server 518 embodied within an exemplary computing
25 device 516 comprising the external proxy server, a sockets network layer 520

9



10 machines on a first network to a second nmachine on a second network by
translating first network traffic so as to apparently originate fromthe
access poYOD2/0T06Hri si ng: receiving a request for a first patdseyesoof a
first machine on the first network; allocating a second address from a
server on the second network; 15 providing the second network address in
response téelghé\/“ﬁglf@gé/ﬁ’ms??"d?fsthﬂ' ¢rfgr knFﬁ'%S@Q wiliea AEPABPNeIWpilaygr | east one
network packet conprising a packet o and a data payl oad conprising
e "Second 522: and Rkink Beworbertacen SR8 3R ioNEndiedne uGsIngBNdL of  t he
packet origin so that the network 20 packet apparently originates fromthe
access poi utgoing Mekvanetraifid. b ong ambodimentrithé eomputing deviceyb1&lutieri shing a
‘tunnel between the first machi ne and the server; and the first nachine
recei vi ng, commisgh anroptional setver daverddisctssetifietowd)ent to t he 25 second
address. 16 WO 02/ 07G0G PCT/ US02/ 0077 8. The nethod of claim 7, wherein

"the accéss poi niThpesoiputing sleviee 500 utilizes arf H.3Q8 tapplidatied gragramt502nel at i on,
and port translation on the at | east one network packet. 5 9. The method of

claim6, fuwstdifish @asRcomhificalo®gesiciowih BAH82X endisbitS30! IRuInéethaen ( NAT)
based router between the first nmachi ne and the second machi ne so that

communi cat igflg ﬂﬁ@%pﬁ@&tl@nfpi'dg%nm t%Qﬁl@ﬂﬂ%l cEfmunRate WitH\a ektesi! at ed at
| east once. 10 I0. The nethod of claim9, wherein the NAT based router is

the access ({Rrﬁh Résp e%%fo ﬂ%@‘?\lA‘Tefr}éWé?atBF 593) adompﬁ.rtlné WeliBertne appfidatibRg: 15

communi catively coupling the server to the setond netwo such t hat netmork

traffic frombRe, RaHYed ihQasd fto b8&b Qci? lé{ﬂ{ Wk nkEGSIP584 1 On.
The net hodm fna %@é V\ﬂerel n [E e Esg@gﬂ henl ?erne 20 13
The metpod gi, g,haqg@g Sk iicl B g@glhm&vg?ﬁ gage& AR Wnihe first

net wor K ad res he ‘met ho rther conprising: WO
02/ 076065 Pﬁy 2/ 06077 executing a networking application program sai d
program i s_seu Rgthe request for the first address of the first machine, and

T el BT e AR i P ol B st sty e
system for the network address of host computing device 500, and an available
communication port. As discussed above in FIG. 2, the Winsock 506 passes this

15 query to the LSP 504, which replies with address and port information retrieved
from an external proxy server 518. As the application program communicates
with the endpoint 530, the LSP receives the communication, forwards it to the
proxy server, which in turn sends it to the endpoint. Responses from the endpoint
are received by computing device 516, tunneled back to the LSP, which in turn

20 provides it to the application program through the Winsock. In such fashion, the
application program and endpoint believe they are directly communicating.

When the application program 502 sends call setup data for the endpoint,
according to the H.323 protocol, the application program provides its host’s
network address and communication port to the endpoint 530 as application data

25 sent to the endpoint. Since the LSP is providing the application program with
10



5 15. The nethod of claim8, wherein the first nmachine conprises: a network
interface comuni catively coupled to the first network; a first nenory for
storing awoopemwedsi ng system provi di ng network services; ardTAGozO®eTONd
menory for storing a network driver conmmunicatively coupling the network
interface to said network services, said network driver performng said

al | ocat i ngconfigusatiandatadiomthe praxtsesvend1®, aall seibp deeetaifesiedydBer esponsi ve
to the request for the first address. 15 16. The nmethod of claim 15,
further cotrpnslatingiacesssqoint$d2a Thetapplicating psegramewgitsoiar petifigetion e ch i ssues
the request for the first address; and the network driver providing the
second net socdessfldicalbsetupsponsi ve to said networking application program
‘request. 20 17. A nethod for machines on an internal network to utilize
protocol s enbedih tvie smbbdintentoviven tke LSH fossards thd balhsetap reguksttodhé i c dat a
when such traffic routes through an access point that shares a single

"addr ess 50N eRfereH é@em@ﬁm khebroky s@iver atesiptees set dethersall agththepr i si ng:
18 WO 021 076065 PCT/ 0sS02/ 06077 receiving first network traffic froma

net wor k dr igh8poifik§S0/ LSRG tIRnétwoti &dnfigBdiiion giveh tb!ﬂﬁe%)mk?bﬁ&itfmhé\m k, said
first traffic having an apparent origin of the single address; allocating

an external Bﬁﬁti%ﬁ?rg’q}abﬂelf ESFQAGH RYUEBELSTUISHRNDP S04 ridife@ st enal address

a ) !
to a netvvorlE drive e first machine; and establishing a tunnel through

the accességgéégs, bAd iﬂ@L@lﬁﬁﬁé‘R@yn?ﬁIe‘é%e agprﬂf(cg r?gﬂdﬂh}(&tﬁﬁﬁéli@ for the

external address’'is recelve e net er. 18. The nethod of claim

oo IRIATH T 5AH 0 SRS B0k bl

applicati ol program exet g on _ rne, said second traffic
vt 18 FRRRLE K eSS B en e g B S0 g,
ot ol ecommine AR SR ok sSER By rPUPI P U BRIPRE shET 4 ont fet g by
erver por COMHSRR QR ELILPPIDacHYARG: S5t BAR Taniresd PERARBLELI T <hi ng t he
tunnel; endpoint and the application program.
As noted above, computing device 516 may further comprise a proxy
15 server driver 524. This driver may be used to offload processing by the proxy
server so that the proxy server is only responsible for establishing a protocol with
an endpoint, and after successful establishment, the driver 524 then maintains the
communication tunnel between the application program and the endpoint. For
example, in the illustrated example, once a telecommunications session has been
20 established, the UDP network traffic for the H.323 audio communication can be

tunneled by the proxy server driver to the proxy client within the computing device

500.

FIG. 6 and the following discussion are intended to provide a brief, general
25 description of a suitable computing environment in which certain aspects of the

11



20 initiating a call by said programto an endpoint; notifying said server
of said initiating; establishing said call to the endpoint by said server;
noti fyi nv@ bz01eedSwor k dri ver of success/failure of said egCahispybdony; and
notifying said program of said success/failure. 25 19 W) 02/076065

PCT/ US02/ 06077 20. The nethod of claim 19, wherein: the application program
t el econmuni idastestedvinvantidremayg bedmbpletinented. ; Farakatripde, andpe@mplay systeonfonni cat es
with the server. 5 21. A nmethod for a first machine on an |ocal area

net wor k ( LAgdnbbdyingpthaproxatlizntvot proxy\secer af BiS. 2dholndés & Ysighiriel80Bugh an
access point configured to alter LAN network traffic so that it appears to

originate fhaving HstéMiBuse0g forddipling QamsUsShagHind tevipehdids.| ayer - based
‘network services Including an application |layer, a 10 network driver |ayer,

and a session | apoallyifaehad &RIHS KLIS 8 hohprégrhirRshREEAd BragRbrAmBBREs| on

| ayer; executing an application programconfigured to identify a first

address @f bligedddrs bodTeftory 606105 WAl ROMY tbrdfe elitks 808 #odedt L1 N

network traffic data, 'and send said network tfa a comuni cation
EQSfgﬁééoiﬁé&(ﬂ%ﬁ'%ﬁ%@%ﬁ?ﬁ{ iRk %ﬁ%ﬁ‘_?{ Zﬁ%??:&E}%f?%@?'é@%%a?éﬁ{”ng
i

22, The ot MERTP Ta) SE R AR RERY L oA GeRel: bty RS LRt (e
the endpoi rEraTRR AR e P CA PRIt SEpeits ReareBliituine . 95
PCT] SO OGOl ETEMATS ASH PRRPLRTRIMIATAC 0 VB, 83 by <aid dr i ver {0
the server. 23. The nethod of claim 21, wherein the session |ayer conprises

the M crosoft WHSBRCHPSIS @xpeckd orapgratein ageiwarked apdronmepyusinge net hod

of claim 21, wherein said network services are arranged according to the
| SO OSI nodigical connections to one or more remote machines 614, 616 through a network

interface 618, modem 620, or other communication pathway. Machines may be
interconnected by way of a wired or wireless network 622 including an intranet,
15 the Internet, local area networks, wide area networks, cellular, cable, laser,
satellite, microwave, Blue Tooth, optical, infrared, or other carrier technology.
The invention may be described by reference to different high-level
program modules and/or low-level hardware contexts that may be stored in
memory 606 and/or storage devices 608. Program modules include procedures,
20 functions, programs, components, data structures, and the like, for performing
particular tasks or implementing particular abstract data types. One skilled in the
art will realize that program modules and low-level hardware contexts can be
interchanged with low-level hardware instructions, and are collectively referenced
hereafter as “directives.” One will further appreciate that directives may be

25 recorded or carried in a compressed, encrypted, or otherwise encoded format
12



25. An apparatus, conprising a readabl e nmedi um having instructions 10
encoded thereon for execution by a processor, said instructions capabl e of
di recti ngv@ bHoPpeScessor to perform comuni cating by a fi pstr/usezbéone with a
second machi ne using a protocol that sends the first machi ne's network
configuration data in an application data sent to the second nachi ne; 15
recei vi ng Mibevhderartirg fromd% pepReRfitoin patanicaven iheevrstiicions myskRa i on not
subject to translation by the translating access point; and providi ng

accor di ng tdecopted decompressed, compiled \inigrpretago pkotbentiseymanipuiated priohe second
machi ne so that said communicating nay traverse a transl ating access point
whi ch trangd fhedsexesttion kr othesf dtilizatiom kystheonagipiee.ent |y origi nate fromthe 20
access point w thout breaking the protocol. 26. The apparatus of claim 25,
sai d i nstructi oMemenyB06sstoggeevites 608sandiassoniated mpdial eamstork detat i ng t he
‘processor to perform establishing a tunnel with the first nmachine for

recei vi 89 r@idvanektivgsofof the mecHine2600.0Pidypa @hodlds ey be wdplefiented \Withia/ 076065
PCT/ US02/ 06077 27. The apparatus of claim 25, wherein the translating

access poi RisiAgE radHine lor pRicBs4eR0A LCASTBNeaSWE\EnTIPsHThESE, Bhd Btofed i T St
network, and a second interface comunicatively coupled wwth a second

network, sa BoitnIBtaldhkireMetSmERERY.| MERBr tid SRfadethidésihiis RaRaD!  of

directing the processor to perform associating a network address with the

ting the processor To | | _ Ss i th t
it it orl e TORRACRI, SRICARIRGE, iBhodctas o dihee. s FRARID® 10, 1

C so that it
¢ g fr | . . q

hrort ace. RS BTGV AER Lefal g UK I aTEa 0BG FrEink kg 0 07T

i I I ' fir. ) k d [ d
net nor o0y 44 ared 359 WESReS Beforublih enerditbrt b 2R T8 M2 15 o1 i mat o
f th poi.nt | S bl di havi i [
encoded t nOVEGRIPEHIVES S ERASTHE Sty HEcioAB 5L BBFets Refal der eI 1612 apabl o
of directin 0%_he proceﬁfsor to,ogﬁrform receiving a request for a first
addr ess of 02 her SUtaRIE AfaREMSHIoPHR™M At st network; al l ocating a second
addr ess from a server on the second net r_lﬁ; tF_)rogi di na, t he second netwprk
address in respfﬂi‘é‘é’ %’Bel‘%p'\%e‘ﬁ'ﬁ'égque?trta\ri\g?ﬁ' peiraigd eMPORENIHASIHIS: poi nt
at | east one network packet 20 conprising a packet origin, and a data
payl oad corfpa¢hing,§0@ peeratasAH 3B ppromadnicaton aprlicaligihprogiam@neyhe he

access goi nt of the ﬁacket origin so that the network .
1 proxy client, then remote devices 614, 616 may respectively be a machine

embodying the proxy server, and an H.323 communication endpoint. It will be
appreciated that remote machines 614, 616 may be configured like machine 600,
and therefore include many or all of the elements discussed for machine. 1t
should also be appreciated that machines 600, 614, 616 may be embodied within
20 asingle device, or separate communicatively-coupled components, and may
include or be embodied within routers, bridges, peer devices, web servers, etc.
lllustrated methods, and corresponding written descriptions thereof, are
intended to illustrate machine-accessible media storing directives, or the like,
which may be incorporated into single and multi-processor machines, portable

25 computers, such as handheld devices including Personal Digital Assistants
13



packet apparently originates fromthe access point. 22 WO 02/ 076065

PCT/ US02/ 06077 29. The apparatus of claim 28, said instructions conprising
further wBbrembésons capabl e of directing the processor tecpashnocmy
establishing a tunnel between the first nmachine and the server; and the
first machine receiving) through the tunnel, network traffic sent to the 5
second addr(PBgs),3luldhteleghonestamn the liké.aDire@Resywkeeaccessadtread k addr ess
transl ati on (NAT) based router between the first machi ne and the second
machi ne t r axetatedsloadsdiiie, GriotiteiwietuiRes Bpa thddhirkd, canses3Rs edhimeabi nes. 10
31. The apparatus of claim 30, wherein the NAT based router is the access

point. 32. p%rrﬂﬂﬁ@ﬂl@é#éteﬂfméihéddnﬂ%fi%ﬂéﬁ, writlehr destiigtivh, AdBkRInGs Aiayf ur t her
"15 instructions capable of directing the processor to perform exeCuting a

net wor ki ng \3RBLIG BbILAIACRIOSH adTepPédenting ARHABAArRSHkEalbhE, ihglitashs h9r the
first address of "the first machine, and storing salid provided second

address 52 drénisd h PRI (ofiCEY. habhe, B ABPLAGRI hefudichg! am 1 o

unaware of s translati ng. m'f'or nmachi hes on an I nternal

network to L LZe: . ' chi ne network addresses within
net wor k tra'#ééthéégktﬁfﬁgﬁggggﬁq?gg@k ﬁ%d&gut es through an access point that
shares a single address on an external network with said machi nes, the

met hod conprising: 23 WO 02/ 076065 PCT/ US02/ 06077 receiving nmeans for
receiving first petwork traffic.fro networ k drjyer._executing on a first
rmoni ne ot the. HAVEERechbEd P 1uESHTRE b intes bl L mBNEEN Wi 2ppar ont
origin of the single address; allocating neans for allocati an external
address on ¢ e%%%d‘&iﬁ%@f%?@?%"‘ﬁ@ﬂt&ﬁhge WQEQ'@B%‘%?@#'H&%@ he ext er nal
address to a network driver of the first nachine; and establishing nmeans

for est'@pl i&APOHMENiS AR MRAHREY I ?rWWQ?“B@Ptﬁ' WiopLEeRAINGIRMdr i ver so

that network traffic for the external address is received by the
such principles.

And, even though the foregoing discussion has focused on particular
embodiments, it is understood that other configurations are contemplated. In

particular, even though expressions such as “in one embodiment,” “in another

15 embodiment,” or the like are used herein, these phrases are meant to generally
reference embodiment possibilities, and are not intended to limit the invention to
particular embodiment configurations. As used herein, these terms may reference
the same or different embodiments, and unless implicitly or expressly indicated
otherwise, embodiments are combinable into other embodiments. Consequently,

20 in view of the wide variety of permutations to the above-described embodiments,
the detailed description is intended to be illustrative only, and should not be taken
as limiting the scope of the invention.

What is claimed as the invention, therefore, is all such modifications as

may come within the scope and spirit of the following claims and equivalents

25 thereto.
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network driver. 10 34. The systemof claim33, further conprising:

recei ving nmeans for receiving second network traffic froman application
program ax@oxoiongs on the first nmachine, said second traffPCTRHOL/M®7AN
apparent origin of the access point, and a data payl oad encodi ng an
identified address 15 determ ned by the application programfor the first
machi ne. 35Whahig cigjrdedifiof cl ai m 34, wherein the application programis a
t el econmuni cati on program the system further conprising: nmeans for
contacting by tHe nefAwethodr caraprisiig:a cal | handl i ng server on the 20
external network, said server performng said allocating the external

addr ess and est ablirssiadgné kemnumicsting iwithta sedond rmachine Gsing apiretoeelithat a cal |
"by said programto an endpoint; notifying nmeans for notifying said server
of sai d i ni ¢aralsithg firse ataghineSmetyorkecomfigdiatiore databih iaatappiicatindlataséntto t he
endpoi nt by said server; 24 WO 02/076065 PCT/ US02/ 06077 notifying means
‘for notigyiimg sebendriavhink; dri ver of success/failure of said establishing;
and notifying neans for notifying said program of said success/failure. 5

36. An appar at Useédiling #ohl 4 hatidid canfiduraion@&eriendtivoflcdrifigatation ®at net wor k
(LAN) to communicate with a wide area network (WAN) through an access point

configured j?‘{ﬁ??{%‘bﬁ%{‘ Coy\fp{ehratr{spd‘ﬁhprgcé&stﬁmt ighgappears to originate

fromthe WAN nprising: ans for providing |ayer-based

network servi Ce}rhﬂﬁan%g?gﬁdmgﬁﬁé hﬂﬁ&&ﬂ Qaiﬁ%&f}?'&{jn%tgvfoﬂ%mghaa%mé’ r layer,

and a session |dyer, river 1s calle ore said session-

#??E_I addre sfks%%orﬁfg%#ﬂng%oﬁ*ﬂeﬂfﬁ%?B@his@%a@éé’ﬂ*aﬁé‘taﬁﬁf% e dress’
Sormuni 1t 1 Brecenapi which et SRR TNF af 3 15 badde bt biatitpdrorf i
program so t hat salmtg ogr.am can enbefi true WAN address within the network
traffic dat2SCeSR{C &ﬁ[@&o@m%@?%ﬁ RRM58a first communication session

bet ween said program and said driver, a second conmuni cation session
bet ween said driver and the server, and a third comruni cati on sessi on

bet ween the server and the 20 said endRoi nt . ! )
The method of claim 1, wherein the network configuration data

comprises a network address, the method further comprising:
15 establishing a tunnel with the first machine for receiving network traffic sent

to the network address.

3. The method of claim 2, wherein the tunnel is established between
the network configuration server and the first machine.
20
4, The method of claim 1, wherein the protocol is a selected one of an
audio protocol, a visual protocol, and audiovisual protocol, and a

telecommunication protocol.

15



37. The apparatus of claim 36, further conprising: nmeans for contacting a
server on the WAN to obtain the WAN address; neans for receiving a call
setup fr MO eADWOET ogram for the endpoint; 25 neans for estPabllisoLPesg7a cal |
fromthe server to the endpoint; 25 WO 02/ 076065 PCT/ US02/ 0077 neans for
connecting said progcamcagl|!l .to said driver: and ans for tragnsparently
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network packet.

9. The method of claim 6, further comprising:
providing a network address translation (NAT) based router between the
first machine and the second machine so that communication between said first
and second machines is NAT transiated at least once.
10
10.  The method of claim 9, wherein the NAT based router is the access

point.

11.  The method of claim 6, further comprising:

15 communicatively coupling the server to the second network such that

network traffic from the server reaches the second network without translation.

12. The method of claim 11, wherein the second network is the Internet.

20 13.  The method of claim 6, wherein the packet origin address is the first

network address.

14. The method of claim 6, further comprising:

17
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Fr0o@e () - F17 3355 nipliece GetFipiopvely coupled to the first network;

a first memory for storing an operating system providing network services;
and
10 a second memory for storing a network driver communicatively coupling the
network interface to said network services, said network driver performing said
allocating the second address, and providing the second address responsive to

the request for the first address.

15 16. The method of claim 15, further comprising:
executing a networking application program which issues the request for
the first address; and
the network driver providing the second network address responsive to said
networking application program request.
20

17. A method for machines on an internal network to utilize protocols
embedding machine network addresses within network traffic data when such
traffic routes through an access point that shares a single address on an external

network with said machines, the method comprising:
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18.  The method of claim 17, further comprising:
10 receiving second network traffic from an application program executing on
the first machine, said second traffic having an apparent origin of the access point,
and a data payload encoding an identified address determined by the application

program for the first machine.

15 19.  The method of claim 18, wherein the application program is a
telecommunication program, the method further comprising:
contacting by the network driver of a call handling server on the external
network, said server performing said allocating the external address and
establishing the tunnel,
20 initiating a call by said program to an endpoint;
notifying said server of said initiating;
establishing said call to the endpoint by said server,
notifying the network driver of success/failure of said establishing; and
notifying said program of said success/failure.

25
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method comprising:
providing layer-based network services including an application layer, a
10  network driver layer, and a session layer, wherein said driver is called before said
session layer;
executing an application program configured to identify a first address of
the first machine, embed said identified first address within network traffic data,
and send said network traffic data to a communication endpoint;
15 providing a WAN address to said program so that said program can embed
the WAN address within the network traffic data; and
establishing a first communication session between said program and said
driver, a second communication session between said driver and the server, and

a third communication session between the server and the said endpoint.

20
22.  The method of claim 21, further comprising:
contacting a server on the WAN to obtain the WAN address;
receiving a call setup from said program for the endpoint;
establishing a call from the server to the endpoint;

25 connecting said program call to said driver, and

20
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5

24.  The method of claim 21, wherein said network services are arranged

according to the ISO/OSI modei.

25.  An apparatus, comprising a readable medium having instructions
10  encoded thereon for execution by a processor, said instructions capable of
directing the processor to perform:
communicating by a first machine with a second machine using a protocol
that sends the first machine’s network configuration data in an application data
sent to the second machine;
15 receiving from a network configuration server a network configuration not
subject to translation by the translating access point; and
providing according to the protocol said received network configuration to
the second machine so that said communicating may traverse a translating
access point which translates network traffic so as to apparently originate from the

20 access point without breaking the protocol.

.26.  The apparatus of claim 25, said instructions comprising further
instructions capable of directing the processor to perform:
establishing a tunnel with the first machine for receiving network traffic sent

25 to the network address.
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interface communicatively coupled with a second network, said instructions
5 comprising further instructions capable of directing the processor to perform:
associating a network address with the second interface;
receiving network traffic from the first machine on the first interface; and
translating said received network traffic so that it appears to originate from
the network address associated with the second interface.
10
28.  An apparatus for communicating through an access point coupling
plural machines on a first network to a second machine on a second network by
translating first network traffic so as to apparently originate from the access point,
comprising a readable medium having instructions encoded thereon for execution
15 by a processor, said instructions capable of directing the processor to perform:
receiving a request for a first address of a first machine on the first network;
allocating a second address from a server on the second network;
providing the second network address in response to the request;
transmitting through the access point at least one network packet
20 comprising a packet origin, and a data payload comprising the second network
address; and

translating by the access point of the packet origin so that the network

packet apparently originates from the access point.
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instructions capable of directing the processor to perform:
establishing a tunnel between the first machine and the server;, and
the first machine receiving, through the tunnel, network traffic sent to the

5 second address.

30. The apparatus of claim 28, wherein a network address translation
(NAT) based router between the first machine and the second machine translates
communication between said first and second machines.
10
31.  The apparatus of claim 30, wherein the NAT based router is the

access point.

32. The apparatus of claim 28, said instructions comprising further
15 instructions capable of directing the processor to perform:
executing a networking application program, said program issuing the
request for the first address of the first machine, and storing said provided second
address as the data payload;
wherein the networking application program is unaware of said translating.
20
33. A system for machines on an internal network to utilize protocols
embedding machine network addresses within network traffic data when such
traffic routes through an access point that shares a single address on an external

network with said machines, the method comprising:
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executing on a first machine of the internal network, said first traffic having an
apparent origin of the single address;
allocating means for allocating an external address on the second network;
5 providing means for providing the external address to a network driver of
the first machine; and
establishing means for establishing a tunnel through the access point to the
network driver so that network traffic for the external address is received by the
network driver.
10
34. The system of claim 33, further comprising:
receiving means for receiving second network traffic from an application
program executing on the first machine, said second traffic having an apparent

origin of the access point, and a data payload encoding an identified address

15  determined by the application program for the first machine.

35. The system of claim 34, wherein the application program is a
telecommunication program, the system further comprising:
means for contacting by the network driver of a call handling server on the
20 external network, said server performing said allocating the external address and
establishing the tunnel;
initiating means for initiating a call by said program to an endpoint;
notifying means for notifying said server of said initiating;

establishing means for establishing said call to the endpoint by said server;
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ying said program of said success/failure.

notifying means for noti
5 36.  An apparatus for facilitating a first machine on an local area network
(LAN) to communicate with a wide area network (WAN) through an access point
configured to alter LAN network traffic so that it appears to originate from the
WAN, the method comprising:
means for providing layer-based network services including an application
10  layer, a network driver layer, and a session layer, wherein said driver is called
before said session layer;
means for executing an application program configured to identify a first
address of the first machine, embed said identified first address within network
traffic data, and send said network traffic data to a communication endpoint;
15 means for providing a WAN address to said program so that said program
can embed the WAN address within the network traffic data; and
means for establishing a first communication session between said
program and said driver, a second communication session between said driver
and the server, and a third communication session between the server and the

20 said endpoint.

37. The apparatus of claim 38, further comprising:
means for contacting a server on the WAN to obtain the WAN address;
means for receiving a call setup from said program for the endpoint;

25 means for establishing a call from the server to the endpoint;
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