
7 _.  ELECTRONIC DESCRIPTION  APPARATUS, PROGRAM
Technical Field relates The present invention ,.:
apparatus, an intormatton processing method, and a
program,  and ._ pamicuiariy, Lo an electronic
apparatus, an  information .o on .er.ve. of an
application be capable of easily  having causing an
einctconic apparatus data, Bawground Art The
conventional issuance of services to 1C cards has been
performed, foL oxampin, in a case where an W chip
WWilt in an n card \... commands being . an
issuing-side __ terminal , the C card O cnip) and tin
plurality of issoLng commands,  0 \ executed in the \
card, [onow  ae. l service represents .:. range, in _
whin h the entity SO? PI 03 1  



of data, such as electronic money data itself, in
managed in a file \ .  an C card. . a 1 . example, a f
_. used in  Windows _ J ,.l r . a ..\.......
corresponds ._ service. in order to access data
managed in a certain service, it Vs ll: S.. \ for :..
_ . intends to access the da. Lo have the .a... . e\'
as an . .i.. ... .__...__i _ o .. y asp. e._. for se
certain service according Lo need, the " _ data Such .
_ _ . _, Money data   ` _ ore Lo be stareN and storing
memory, _ .. .... new . Ci i e. a \. y te.. of an .C
var& NO=  When a ._. y command is Issued in an 1C
card, o.. data structure is x es r i \ .. _ rd aa_.. a
.. h _, coubinnKlon . _ units of user -r for which the
\, of  specific ........ structure, .. . _ \.. ;
accessing user data. and an sunlrorization key to he
used for auMentication Ali  the e making access, r, M
are defined for coon GS~ . be set. . _(. r.. \ ._ ..
of a a a n..._ appLication can be achievod, 



application 0: _ .. servncq provided :a.. I - '
electronic money appAcanon, a credit application, a
ticker application. and . .h\. AM. A user of an - card
receives  the issuance - a a.  .l.a. corresponding to
an applAcation,  u n a wh[nn the user wishes to
receive, M,, performing processing, such as holOng his
or her TC card O _ a: a_.. a a.. provided at al
Predetermined ,.-,. of receive a service-Issuing
terminal. Men that, the user is able to the or of che
application card whar has received the issuance __
servncnTOOK in addi&Qn, a command to he used in  rho
operation of an application after the issuance of a  e
received (a command, transmitted AUM a_ . - .. to an
TC card) has neen arranged to he Winer!  for - each
processing operation (each . .a .\...__ _ is
Performed by the caa an a command -n. al as a.e aau
aa-a.a .-a. _ reading, a command f  writing, \[0003 i
Was, in a case where a certain applicarion is realized
by nndivioual processinq operations such as 



of an card, eaa N _ of r1a7s - a._.m thy _ card, and
writing of dara to the M card, an appAcaulon server
needs to  porlorm design procossing and Hake
proparatiops such Low, ...i....,c.,.. can be c ._ ._.
et. in units OF ..._ti , .N_ M card froma terminal
used n7 a user in a case wnere the  provision of the
application is received. An OS of the W  card needs to
inverpron individual nommands transmitted in
processing operations corresponding the individaai
Meaciwniie, in a nasn, where an OS installed in an W c
: : is a platform-typo OS, _ M. i , . (trademark) oL-
lava (registered _ _rc._\ a._l) Oard, the _issuance of
::e. vice, is performed when a servion-issuinq program
prepared by an application server -a downioadea into
an 1C card and the  downloaded program _c.. _ _ \. in
the _ c _.\?. .. ...__ it program, a data sUacture of
the service Man is neqPssaq  -o realization of io
application, method Ali key, and the Me are \c ..c..e
by the applicaLion server.  [Wot addition, after
issuance r h o service is  performed ah d-surkned
above, the application is rea!Qod wh\. program \ , c
c.-_. the l _. c..c \ wn c _ 



InLo _ t i n e r and t h e downloaded exev:nreC  raniq
method for an Ic card in Wch a general purpose-type US
for applicaMons is instailed, As shown in Fig, 1, the
issuance of a service  performed by a service-issuing
system 1. The sorvAce- by an application server and ..
a _. 12.  reader/wrirer I is provided at
apiedetermined position ot  the housing of rhe
service-Assuinq ternAnal it. The  service-issuing
apparatus or gay to -onsitiLovad by a ploraiKv a! An
1C ,_ 2 a convacniess . card owned by a user  who
wishes to receive the provision of a specify: system
22 are .. , . - - - . The ,.- . -- specific proyram is
ed chip. by an VC - v interprets a s e r v i c e - i s
s u i n g command  _ro.. the service-Ksuing iorrinal
_.  rransimitrod anci  performs the issuance of a
service. The file system 22 is .3  



chip. in order to receive the issoarro of rhe service,
Line Sol PI 03L  [001u. When the card . is placeci
over the iea..e _c 1,_'"  An process , tie
service-is3uinq terminal _ er :.a: -he=  service
definition database. 12 as to a command parameter to
be added to a service-issuing command that to be i`
uec  to the -[C card as shown in Fig. I When receiving
the query from the service-issuing  terminal 1, in
process 2 the service definition Cti at 12 sends, as a
response, a command p am t-.e C :..- 7 a.tc  a data
structure corresponding t0 the typo o service to be.
Os:,.eo, a method for accessing use data, and the Me,
[00161 When receiving the response frQm the service
definVion  database 12. in prucess P3, the
aervice-issairg rerminal 11  ?... transmits, to the 1C
card 2, a onmuoro, __i_,. by the query to the service
definition dawbasp 12,  The transmission - ` the
SE?):'.: - _ the terminal 11, the fun=~n 21 of Lhe 1C
card SO? P10 3  



performs M-card _processing. By the N-card imerna-L
Service   information 22A is generated on the basis of
rho commano  parameter Lransmi&ed, togeLher Van rho
i3sulng runcrion 21 performs mapping of the service
Una,  structure in A" file system 22 in accorawnce
with vN:  service definivion information 22A.
Accordinqly, the  ..- servIce,  When rho issuance of
the service has been completea, in  pconnss P5, the
service-Ansuinq function 71 KcansmiLs. to  As issuance
of via servico has teen completed, The conventional
issuance A a service has been  sQucEure. in some
cases, the qewrarjon of such service  e7change
operation in pfonossws A and PK. in Anse cases,  the
exchange operation in processes P3 and PS is cepeared
a  plurality times, Fig. 2 is flowchart for explaining
a Conventional. _ process performed between the
reader/writer ant Me W Caro,  ._ _ the time of the
operation of application in  



accordance with a payment sequence. As processing
sequencos  rhaE: Wine a l is poKfoKmad and - e ._ Me
time of the _ p l c . . _  . _ _. charge sequence or i
n c r e a s i n g .__.. .e of  electronic money, a PEN
sequence f performing _.n  . . .. .  \ ushna a . , \
!Personal .K Kon Number), and Me iikv, as well as the
paymew sequence, aM~  available, 002 L. ..h.. 1 . ..
at Fla. .. . .!.. .c...\ wlion h\ \ card .. mac has
received Me issuance of a service as shown in Fig.  1
is placed over rhe reader/writer of a terminal rhat 0,
provided so as to he used by a user w1hen the user
receives  L..m o v. .e .. an applica,ion, _ \. 31, _
he  .. performs, _ o n.. . a Pollina search for and
acquisition of the IC cancE with which ___. . \..__. _
is .\..... ....... in step S21, the M card 2 recnivns
Lne PoMnq command SO! PI 03 1  Lo stop 522 Lo lespond
to the Poil-ing cqmmand, When tMe Kesponse from the 1C
card 2 is wransmicteC  



Lhe roacor/writer receives the response in stop S2.
Tnv-~  reader/wriwr proceeds to step S3 Lo perform, by
authennantion between the reader/wArer and the jC card
2,  00;20, in stop 523, the 1C card 2 zevuives Lne
mutual . readOr/WrLter, Tne 1C card 2 proceeds to step
.S24 to read specific  Ajocnotinn to be used for mmwal
authent-narion from ii  100261 When we information to
be used for rutnal  auMenulway ion is Lransmit Led
from the TC card 2, the  .reader/wrivec receAves the
.informarion - .,. in step SS, Lne rewder/wciler
creeks whothei or non tine  amount of money . be paid
.. spec ._a_.  condition, He amount of money to be
paid moets the payment execunon exanple, the upper
limit A Lae amount of paymeny may be sat as a paygani:
execution canoMan. in this case, onK the  amount of
monov not exceedinq the uppei limit annunt of  money
can no paid. in step S6, in order to check whether or
not rhe  current time faliq WUNin the period of
validALV Qf the 



Read command (a command for readinq; Mcludiaq an
idenLifier,  -adds& thereto information position in
which of vai-idiLv of the sonvice is stated,  The .?
., no [hp IC Cara 2. "The period of vallUity of a
service W  zepresenved using information tiansminted
as a command parameter of a Pend command frvn~  the in
step S25, the \. card 2 ... ......, the ...C . .
....... ....... reads  transmitted from the
reader-ArKer, and information from its storage
position identified by the ideni:lfiec  transmitted
proceeds transmit, to the  w read information _
Validity of Lho Service, When trie information
indicating No poii,Gd of  is transmitted from the K
card 2, rho readei/wrirer  receives Me information In
step Sn 



in step 58, the cheCkS, on Ulm basis oil  Lim
informaKor transmAted Vrom the VC card 2, whether or
not the current time calls WALK the Lime perion of .
._ Validity, the _ .-..- proceeds S9. :] ep S_ in
order K o check - .- balance of nLectronM  money
stored in tne TG card 2, LM rEader/wriwr rransmits,
to who ... ...,.rd.. .... e > comiaand including an
..... e  . . . . .- . \ \ _ \ _ _ as ., . . . , . . .
. - . C . , - . .a..,.._ representing the  stored,
307:1"31  command transmit-Led from the reader/writer,
and reads Vh--~ information AdicaLlng Loa baLance of
electronic money from  As storage posMor idenLiilned
by the identifier varameLer of the Read command. The
TC card 2 proceeds to mep S23 to tiansmA toe read
informariGn indicatinq toe balance to we 100351  When
the information indicarinq the balance 0-7  



alectronAo money is UaQsmitLed from the W card 2, the
receives toe .informatLon in step 310, ..._ balance of
electronic money stared in the - 2  nzoneds !he amount
of payment. in a case wKere rhe  reader/wrAor confirms
a proceeds to step .  FOOM In step SO, tno
reader/wrAer Eransmii:s, to the Y:  card , WK he
command (a command for wrjKnq)  identifierz, added
thereto as command parametpis,  -replesentinq the
amount of payment and nhe poyinAon in WON',  the
balance is sLore& transmiLned from the reader/writer.
The TC card 2 proceeds  no step S30 to perfocm a
Payment Mansaction. in the .. eL .anse._ ._ : the
current balance of electronic money, position of w h i
c h is identified by the the storage command, is
overwrinten with the amount of money that he, obtained
by subtracting. the amount of payment from the  _ .
...\. us ; )a. _.C_ . When the o \.A.. of the balance
has been  



successfully _ performed,  .. the .\. card 2 ..  .sm..
, to e c - . _ .  success response, - V_~, information
indicating Lost 'he payment transaction has beei!
100401 \ transmitted card the ea. . .a.:. ..\ .. tins
success response in step SIB, in step SA, the
reader/wALer transmits, no the 1C  card 2, the WrAe
command includAnct identifiers, addM _ _ \ . thereto
an  , ua . - pacameters,  \ . _. the .. . e an access
and the position in which the access iog is  snared.
in step S32, the TC cacd 2 receives rhe Write commanc,
transmitted from Lne reawWwriter. The LC card 2
proceeds to step S33 t perform access-low writing
processing. i_., the access log wrAing processing, the
value the acaes,-,  of -.a s written at ..he stocage
position A\. _...a by .._._  identifier - .: of the
Write.  command, 



00 Whenthe writtng of Lb value  the access log ....,S
been successfully performed, in grep S34, the 1C card
2  ._ ;_ indicating a_C . . icy , has been
...''vperformed,  [0011l When the success respunne is
trarismimed from the  .rard 2, the - receives the
success response in  step SIS. Accordingly, _ series
ofprocessing operation'' based on the payment 3equence
is qnmplete&  i(1 -' L us described above with
reference to FA. 1, the r. .. c_ of a . _ C. may n ..
5y using plurality  commands. jr . ....... as . _.
:..-. above with _ reference  to Fig. 2, the process
Sol P 1 031  of commands OWL aie defined in unntg of
functions of an X~  car & 004 6' in Patent Document 1.
a technology for performing  cooperaLiva _,. 



basis of a cooperative coupon in which the "Eozessinq
details of nooperaHve processing between a piuyaMy of
._ o.,. and condKions under y _ t,_o cooperative
processing shoold be performed ate described is
disciosed,  in Ment Document 2, an Meurania key system
in whicit .~  disclosed, Parent Dacuner,L ]: e
Unexamined Parent Ppplicm~-.Ii  Publication No.
2005-316992 PubiinaLion No. .-.  Technical Problem As
described above. in order no operaLe -..- data M the
Lime of tne operation and Lo desiqln rhi- operation
system, Specifically, application server, the 000''
service structure of a service, soch as in which
posMon in a Me system information indicaKnq the period
of validity of a  is swred and in .Vhi.. . position
Wyarmarini- irdicatinq he .V. .._, -.. addition, .i o
..e__. realize a e.nv.  transacLion, each application
server, the flow at - series all payment operations,
such as at Mon niming. the 



V of , _.. of tin service in '- _ .. checked and at
psi. !_fl O._ ,-..vl_ s. be checked. must be designed,
Thus,since s data _. manaqed in accordance with
service data structures that have ..n .. . .c .. iniI
i_ n-._ "  by . .n. ca.. appLication servers, _,1n
-.'ed system can no provided in accordance with
service a -- v,....,. s v.v. _ defined by a certain
applicaLion server. whereas a  E system cannot
described  addition, .. _G .... described above wNh
Leference us Fig. 2, the operation has Coen performec!
in which after Lno balance is onve read from the HC
card an;-~  the ,..u. .. side determines than the
nalance exceeds amount the of money to be paid, which
Ls to be reduced from rho balance, a Write command for
redaction is transminten  Thus, in has beer necessary
for the to issue :i  plora!Ay of commands to the IC
card. in addition, in reading of data from an HC card
in  accordance with a convenuir~raicron-umand for a
Mica OS'  since data that can ne read by a ginyp
roaninq operation is  (dofine,A as data having * : : i
x _length, in a case where, for 



example. information Andicatinq the balance is
information  havinq a data amount Loss than that
currespondinq to the  fixed length, it is impossible
to read only the information  incincatinq the balance.
Thus, unnecessarv LanvormaLlon (data for -...s: hack,
: _xe . _.:.n , ..or manaqement o  transactions, theLk
. -.., -_n the ..._i data i:._ nalance is also read an
the same Lime, n parKwular, ._ - O ,. l .S s -_ -l.
ace performed between tne TC care and the reader/wMer
and the  instability and spreading property (leakaqv
pioperty) of  transmission is high compared with wired
communications., SO Ql 03 i  there is a demand to
reduce the number or daw transmissions  as moch as
possible and Lo UaWmil only the necessary minimom
amount of data.  \i the Conventional an ...l  .. . \.
f \ n  as... _ .. a data block a i. . fixed length and
the  access : ; can be set. , : - _ _ , the access
ri-ohn cannot be set for each piece of information to
be used for --i  corresponding processing operation
defined by a processing  



sequence, such only AnfornmuLon indicating. the
balance or  information- ...1.. .. . O the perion
validity. "- addiKon, tor a certain data Mem, for
example, the access right 3 n .n. be set f ear-h of _n
divided use states, an the ' y . to n y\.a. the a....
a .: money and .e right to decrease the amount of
anney,  \j We presert; invention has teen designed in
_ view the above-deacriben circumstances. The present
invention allows  capable a prontsion server of an
application to no . causing an elecEranic apparatus
having an W chip to manage  daVa, lechnical Solution,
An electronic apparatus accord O to an ... , . o. LN~
present invention havinq an NC alip that performs
processing processing operaK tons in accordance with
1- cansmission of a command inciudes staring means for
storing, in association AM wo  application provided by
a provision server, programs  descinibing processing
sequences and information indicating a  strucuure of
data to be road and wc1tten by individual 



performed indicating proce3siriq sequences; and
managing means for acquiring, 1roEEI the storing
means, We programs and the Wormation  . __ of the data
that are ea  association with the application, which
is identified by art  Idenniflec the command, w h i c
h transmitted -.-.:.  an t e r m i n a l , extei-nal
wrimen by _.__ processing operations accordipq to the
processing sequences described data having tne
strunture represented by Me information  acquired
f.rom the sLocing moans, jwq +. means performing t h e
opecations  according no the processing sequences
described in nw the  pLoqcams acquired from scoring
mcars and couralling  reading and wriKArq- of the data
whose stronOure is .iepiesonlad by ati acquired from
the nroriwf  means, in nacordanae with 0 cansurission
of rho command, which  Ds from a reader/wi-Mer
provided En as to be used when a  uuser receives
provision of a spqcifio application, can , 



further provided,  1 0057j be caused The managinq
moars can keys for p r o c e s s i n g rho sequences
cescribed in the performed ANY [dual programs acquired
f com the stoi ing means. 1 k a case where a
processing operation scuoroing to a specific
processing sequence is transmission of the command
from Lne ireader/WrIter, before performing Lim
processioq operation, the control means can  be caused
to . - ._.. eloctrokic apparatus and t h e - 100501
The manaoinq means can be caused to set autriarizamion
keys for the data items \ conwitutinq .o a-- to be
read and written,  In a case where operation
accocoling to ~.  specific processing sequence
accordance i.i.., transmission ,__ of the command from
the -- ,.e-- 1. ..t\. authorization before performinq
the processing operanion, the control means can he
caused Lo perform mutual auMcnKcAian between  keys set
for Lhe \data to he read and RS  >J:_.._..s_.
sequence. aspect SWIM  



An information processing metinod or program according
wo an of the present invention incudes the steps o-f
acquiring, from storing means, programs and
information  indicating a svracture of data nhar aye
stated Di  association wAn an application identified
bV an idenrifier  added data  and managing to be read
and wriVen by processine--.,  operations i_ to
prone3sinq sequences described in  the acquired
pzog.rams as data having the structure  represented by
whe Wormanon ,. from the swcimi  of , in an spec . of
Ue . i n v e n t i o n , programs and  association
with an application - ..-- terminal are ac w from
swfinq means, and data to be  read and . .-: by .
aperationy according Lo  processnng sequences
described in the acquLrea programs is  iii__
Arcorrinna. to an aspect of Aw - - . . 



507PI OW  provision server ot an application is ahle
to easily cause  Brief Description _.. Drawingo, i;
.,_.,  conventional [Fig. 11 Fig. 1 is an illumfwicn
for explaining a [Fiq. 2] Fig. 2 is explaining ..
process conventional performao between an Q card and
Wig. 9] Pig. .. is an } illustration a explaining a
system according to an embodiannt of she present
inveMon,  .Fig. 4 is an Musnration showing an example
information .._........ a da7a .. . Loe for ..n!
applinuOun, [Fig. 5] Fig. 5 is .. \._\ c.-acy .-\ ex\
L...i-_. _ .l . . J pecilo.rmod an _ L i m e of We
issuance of service. [Fig. 61 Fig. 6 YZ an :110styanan
Snowing an OxampD  [Fig. 11 Pig. 7 is ar illustration
showing an example  of a basic SVILCM configuration at
the time of the operation  of an applivanion, .[Fig.
8] Fig. 3 is an illusUation showing an exanple S07 PI
0 3  



performed .,.. an 1C card and a .  accordance [Fig.
10] Fig. 10 is a flowchart for ezpinining a process of
an 1C card performea. in _  sequence. [Pig, 11] Fig,
11 is a flowchart. foilowinq the l  flowchart card
performed in accordance with the paymew sequence,
example [Fig. 121"~Fiq. 12 is an Mustration showing
anotnec :l As service Cava structore 3L in Fig. E. 1 -
r. is an ,..,., . a. showing an example of a service
Cata structure 32 in Fig. A. [Fig. 141"Fiq. 11 is an
Mustration showing anotne'',  e of the service -Cava
stronwre :2 in Fig. 6. 1 5 ] Eyplanar%c of Referenso
Numerals 100611  it secvice-Wulnq system, 2: W Colo,
A: serviny- issuing terminal, 21: function, 22; file
_-IT hem, service definition n.2.- l _.. -.._  -L~'-.
51: prepaid olecuoric money object, 52: ticket chlent,
51~  



service o0ect Best Mades for Carrying Out the
invention Hereinafter, embodiments of As present
invemion will 24  be described with reference Eo Me
drawings,  100'6`-, Fig. is an illustration for
explaining a method for  issuing a s _ in an
information processing system  according to an
embodiment of the present 1 Vent:Lon "r  same
components as in Fig. are denoted by the same
reference ;. numeral .. l .6 As shown in _ 4, the
issuance of a service is  peffnrmed by a
service-issuing system 1. The service-- i system 5 a .
. _.. that is provided oy an apPlicaLl"n ierver and is
st ._ d by , ._ _ . _....., ._ n  _._ . n..- K. __ .,
_..,_ is 'o at a  terminal predetermined POSIKon GE
the housinq of the Q. The _ Ci system 1 may  o'. ._
ttv apparatus ns An W card 2 is a owntactiess 1C card
owned by a use,  



synem is are implemented _n the 1C ., rd 2. addition
card 2 .i s . ME ... _ da. ._. as a ccomponent: an Lie
_ system 1-sile An the Sol PI 0 V  example is provided
in via example , L_.  such a manner that the service
defininion database is The function 21 Ls a function
Mar As  specific implemented when a ._ service. chip
nui N in the W card 2. The funct:W;u 21 WerpreLs a
command rcansmitred from the  service-issuinq terminal
L! and performs the issuance of a,  .. file sysLem 22
is a file system Lost manages m e m o r y daEa stored
in a Zia issuance on a service, the 17 Cana 2 is
placen over Me reader/wcltoi WA at Lno
servace-lsyulmci terminal 11,  When . We K 2 As placed
over the reader/writer M,  in process -, p r o v i s i
o n service issuing command to Me socOce-issuing
function 2] prepaid electronic money application or a
ticket application,  Lhe . ,., 1 wishes to  receive,
is added as a command DarameLer Lo Me yervice- 



terminal it, terminal When zeceivinq the
servi~e-lssuing command and nN:  command pararnwr
transmined from Me queries 2 interprets the
service-issuing in process P32,  service Lic e 23 as
Lo inormaLiG.n  indinaring a service data _- . , . - -
and .  ...__,. processing the data structure of a
service and a program describinq a sequence that are
necessary fai each application  are stoK-H, to
associa,hon win an IdenrUnor of the fl _ datanase 23,
For example, Informanor indic9tirc; a service late 15,
which nx a contract number of an . constraint  the
number of times in which the provision of balance of
electronic money used in a piepald VecLyonV:  money ap
condition under which ~ in to be x . .. and an access
Lo, is scared in the service defLnVion database 23. t~
CO S, S  ..__ 'it tA  



0 v,  . 2 SOM 031  inrernal process! nq performed
here, service defAni t hor,, information 22A is
venerated on the basis of the information  indicaLing
the service data structure and He program  describinq
Me processing sequence that nave been  transmitred
from the service dei-,nlrAon .~3gerCce-issuing
function ... performs mippinn U he service data .-,_,
. r,rre to the file system 22 in accordance with w-~
:: informarion 22A. Accordingly, the  service-issuing
runcrian 21 performs the issuance of a  serviqe'
100751  When the Usuanne of the service has been
process PIS, the service-issuing funcnloo 21
nran3mits, to  rho .seivice-Usulng terminal C.C. .__
issuance . ,.-._ ,- p e r f o r m e d _ -.- , _nc..e,
O7w M. V in an . . _ . . . . .a SIN an exampie `.__ r_
_ _n.:. _i- n a data strucEate for each application,  



the ~-.al._. ucc. -_ Mini stored [n tnn _ service \ -
n_M wom  in the e4ample of Fiq. 4, types of
appliqations are  shown in the horizontal direction
and service defirition items r shown i. ,.. vertical ,
... . ...., When the v o r. application is determined,
. h . presence or absence of each  of the service
definition items is deter ned, and An a case  where a
service definition item is set to "presence", a
specific definition determined. The .t-.__o
.selectable" represents that an ap":iication server is
able  to select, in a desired manner, nhe presence or
absence of a -,  .Jti .)CS service definition item
(the presence or  absence 0 T h function using the
service Infinition em)  AM] For example, for prepaid ,
ie: t ona money _pp'- -__ .r,  h n in F i g . "service
value", which is a service C iet rtio item, set to
"balance", "clot tr3".n; or servnc~  _. u, > Q sot
1-.., "0 or more and upper limit", "payment  value"
sequence" set to "subtraction", "payment execution  



condition" is set to "upper limit", "charge sequence"
is set  to '} resencre'', '.... :_ of aynt. wriOng
L21ce' is set t  "absence", "toe _ number of units of
payment that can e  stored" is set to "-1 " " period"
We- service data structure", "recording of procPssing
history" set to "presence", and '[ eq nce' is set 7r,
".5et b1...e"' ~.. ~CL~:  X0079,  ,he indication that
rise, e _e value" swL to "balance" represents that
information indicating the -al 1 e- electronic money
is stored in a storage position -t. ;.r to O,elvice
Value" of the "Mine servine data S l.._ ... . \. e
neaessary for the prepaid electronic money
application. The n _ ..t- on service value" 19 set Lo
A  or more and upper limit" raprnsenus that Wformarion
_ -.. ,_. .._ . the upper limit at amount money can be
recocond as a balance, which is 0 or more, is stored
in .Moraqe position assigned to "constraint on .
.\.f_\ c .. u. .  \-f_ .. the Cenvirm service data _
icr1 . )V cc...or AtGrmarlon lQd1caLing the storage
position where c~rnai,,i  



.. i is ahove, a service data  stored as descEllsed .

... . .. _ necessary for the prepaid ..e\. 1 __\. l
:,: application is defined,  l The indication that
"payment sequence" is seL to  M.,-.uOt caaLiwn"
represents that subtract! on I com :be balance  in
performed in the pavaient sequence of the prepaid ex .
i. i _ condition" _ net "upper ice ...a.. information
ind"Caving the upper limit of the amount .i  money ,
... \ \ ...... be paid in a single payment sequence
_...,  stored storage position assigred no .. '4c
condition" of Lne enLlre service data structure,
Fonall  The .. : that "charige sequence" Is sot to v .
e:._c represents -_ v _ sequence is included as a
processing sequence that implements the niveraid
electronic  money applicarAnn. "The indication that
"anin-of -payment  writinq sequence" is set Lo
"absetao" represents that a r _ 1nt writinq sequence
is not included as ,,  processing sequence i__
implements we prepaid elewronic  money application, 



The in0cwWan that `Lne number of units ot payment  Mat
can be stored" Aq set to "I" revreseWs Onat a unin of
payment (reductAor in the balance) wan be petrPormed
in  payment sequence implementinq Me prepaid
electronic Toney  application. Tie indication that
"constraint on period" is se to. ._l sey ice to ..__
.e _ e s that  inlormaAGA . .. ni .. _ the period \.
validity 1. ..: service data structure ts stored in a
storage position ansigned To  Wonstysint on period" of
me entire service daLa structure.  The indication that
"rocordAnQ of processing history''  is sor to
"presence" . . _ . e _ t h a t .,._e nisrory of
processing (access Log) in _ or_e wwy the e.__ w h i c
h peyformed in accordance with a certain processing
sequence that implements the prepaid eloctfonic monel
applinaLl"n.  The indication than "PIN sequence" is
set to "selculabW'  PIN sequence, PIN, so as 307 PI 0
31,  he inclodwa as a processing snquence that
implements the prepaid . _ money applicanion[00041 Men
a query from Me service-iszuinq function 21 K-_,  



made ,trannodssloA of an idantAinr of the prepairl,
elec-- money tronic application, in the service
definition which ,he service "presence". a  program
anscrining the PIN sequence, and the like are read
and _o:_. to service-issuing function 21,  Anfnrmarinn
stored in indivioual _- . _- , anon as  the iroication
that "seivhw value" is set to "balance", the
indication Aw "constraint service value" is set to "0
ana upper UK,", ans the more n - nha~ "payment
oxecurAon cond[Hon'' is set to "wpor Kmin", Is
provided as  information Andicatina a service data
,... Mr Me ticket application shown in fig. 4~
~Service value", which Is a service definition Mem, is
set  to -..e number of Pickens", "constraint on
service value" is  s to -uRate _.. .... ..__.-
sequence" _ c. _ is  set to ._iac. o._ "payment exe
.K,n condition" o...-. - .. A sW 5070 01  to
nabsynce", "unit-of-payment wrAtinq sequence" is set
,. "the number of units of payment that can bo swrec"
is snL to "plural", "consurnint on perdoo" is W, ,. is
seL to "presence", and "PIF sequence" [s seL to  



The Anoicanion that "service value" is set ro "the
number of tickets" - : that information L _ _ ,. Me
number of regaining elactronic Kvkets is nores. in a
. _, to "secoAce value" of the entize  service oat_
srrucnure of ._. _ck application. The  at more and
upper 1NA" reprenents that jnfocmaLion Andicatinq the
upper limir of the number of electrori,W  ;tickora
that can on recorded as the numnec of cenaining,  to
MWIQaWt On  assigned  service data strontore. By
combinAng information indicating  the ,e_ position
._E: certain .._.,.,.._on stored . an  descrined
above, a service data structure necessary for  ticket
application ed, Tin indication nhai: "payment
3yquen~e" is set ho S07 P! 031,  \. electronic tickets
performed in payment sequence of the ticket ._. ton..
.e indication t.._a\.   



`, toe upper limit, the lower limit. and a unit of the
number  of tickets that can be -paid in a single
payment sequence is  r _en .. t. av,,e position
assigned to "payment execution  condition" of the
antiro service data snructurp1008T~ The indication
that "charge sequence" is set Ki  absence" represents
that a charge sequence is not includer!  application.
The . \p\ sequence included sequence what implemonks
kin ticket application and in a  case where the number
of onAs of paymonF, which wili be  from fne number of
remaininq tickets) can he performed Eo_~- the
individual units of paymptor, The indication Pat "the
nuMer of onnys or payment-,  Chas can be Noted" is set
no "plural" reprosenis that ~~  aploraliny of units of
payment can . Lo_.\. in so 7P 1031  of payment"
represents that information indicating Lne period of
valldity of a unit of paynan: is written An a ,,;- to
"constraint on period" of the  nn,ire service data
structure. 



Me indication LML "recording of processinq history"
is set to " iepresenLs Mat the hLswry of  proce3sinq
is recorded accordance Processing sequence that
iniplemenw Me EicknL application. !he indication that
"Pi''i  sequence" is set to "selectable" rnpr,isenw
that the  applicarior server nx able to seleu a PIN
sequence so as ho  be inciuaqd as a processing
sequence that implements the  LAC&L application, TOM
When a query _ servAce-issuing function 21 03  made by
of an identifier of the rharq;~~  applicaLion, in the
vservice definition darnbase 23, ,.y--_ . dewribina. h
l`y'. e... wcniinq sequence, a,  pronlram describing
DIN sequence, .:._e. ._ l i ke are Via  and provided
to - _ service-issuinq funccion 21. In additinn,
information indicating the dewils of  infornaKon
swreo, in individual srorar;e positions, such as SO 7
P103  



the indication that "service qa toe" is set to "rho
mumnez of  licPots", the indication that "constraint
on service value''  is set to "0 or more and upper
limit", and the indination,  that "payment execution
canditiva" is seL to "upper SiNi-aarly, when an
identifier of another appMaHon is  describing a
processing sequence for which the servW::  definition
item snown in Fig. 4 in son to "presence" and  from e
service definition database 2 provided tnn
sorvice-issuinq function 21, 100951  As describe&
above, in toe information processing  system shown in
Fig. 3, intormation necessary for an  application
idenKfied ny an identifier ni-ansmMed from the.
owabaso 23, and the issuance of a service is performed
With"m the W card 2. inrorm.ikion nenes~ary for tie
issuance of a service 29  provided in We 1C ,
(amLivaHoA) of a service b necossary for a appUcaLion
into the TC card 2, there is no  need to transmit
inforration necessary for the issuance or  she service
from me solvice-Osuing system !-side to Inho HC ,.. _
i__..e. Thus,the amount of data ,__....... _.ea ..c  



received between the e .su_ .,... _heat card an We
occasion the issunnqe of the service can be  ireduced
Lo a mAlmom amount at data, wina the number of time,;
data traimmission and rocepKnA is performed can also
be _. dua.e-:. in addition, slnc~ Inhocrotion
cansm!Hnd from the ` service-Assuinq system no the 2
-side the  occasion of tne - issuance o_i the service
_.. service-- regarding Issuing does not nave Lo
independenriy perform design processinq  .c. program
Ohm escr V_ _ processing sequence  SeECce dati
structure in to ne and where is no  need 10 proparc
such design processing In the service- issuing system
1. Thus, the qost requiLed for such 1 .. i.L can
reduced,  [Onyq ey process performed Wween t; and the
TC card 2 -L the Lime of the issuance of a service
will be described reference to a flowchart of Fig. S:
When the HC card 2 is pjaced ovoK the reader/writer M,
in step G41, the reader/writer M transmits, to the 1C
card  



2, & servicn-issuing command incloding an identifier,
added  thereto a a c`. .....an\i parameLer,
representing she type of app! A oaL _on. Ti sLep .SSI,
the function .-o.t 21 of . K. card 2 receives the .
command tranamirred from ...e e..\. _.. . .\. The
service-issuing function ._ _  proceeds to step
S52[0101] in step S52, by interpreting the
seryire-issuimj  definition indicating  service data
\. ..  and a program describing processing sequence
Mal: correspond W the identifjqr transmitted as a
command paramevez[01021 in step SQ, the service
CoNnition dawbaso 2,,, . c ....-.. A , as a response
to 1. _ \ .__. \ service issolng function 21, the
information indicating the service  data structure and
the program describing toe processing Sol PI 03 1.
sequence, on which the query . e -_ to .h vice.
issuing function 21. Fololi  in Kep S54, _he
service-issOng _"- function 21 generates  



definition the service definition WrormaElar. 22A on
the basis of the program describAng the processing
sequence transmitted from  the service database and
perfocms the  issuance of the service by performing
mapping of the service  data structure in Me file
system 22 in accordance witIn tW:  O<? ___,.e.
definition information 22A, in stop SO, the function
21 transmits,  to the reader/wcuer WA, information
indicating that the  issuance of the service has been
cO _, The information OcansiuMned From the function 21
in received by the reader/wfitar M in step S42,  and
process co p_,.,.._,,.. p1q. 6 is an illusrrandan
showing an ezample of service  .... structures napped
me file sysLem 22 of the TC card  By cepeating the
piowe3s shown An Fig. 5, syKvice daka SOMOR
styuctures necessary for recelving the provision of a
plurality of mppjlcno~~ns are individually mapped in
the  ..__e system of who IC ,...._.,.. 2. in the
enample _ of Fig. three service data svroctures,
service data structures 31 Ec~  33, are shown, 



Ke service data stnuoLure 31 in Fig. A is a service
data , _.rL Lur at y. necessary for receiving the
provision  or a _ d , _ _ _ m o n e y ( .. _. .:.. \ _
_ _. money) appiMaLion, and the service data structure
32 is a  service data Miuwtore that is necessary for
recelynng the  provision of a ticket - \ :... Tie
service da&a foc receiving _. provision ._. specific
ILO__. Service ins, ii .ent -.\.--: .. _ . sl : for
the .. a ... in addition, in the ~zDmpie of Fig. 6, an
authorization lv. set for ....e servi 1. data Krv
..r\.  32. addition, an authorization .e. for the,
corresponding to the ~ l .. k \_ m u s t v dao.  .I )
be tar L _ _ used the o _... . _. _. Lie prepaic, _0 7
PI 0 31  author _....a _._on hey A must _ n provA del
for _ a reader .,..,_ ter K no used i the operation of
rho t application.  When ... use holds the , card __
over a .  '.1a: order receive Li   , . .i_ of a pr
_.._. electronic money application, a key
corresponding to the authori7ation 



c l'. used the reader/writer and the authorization key
card 2, so at mutuY  authentication by so-called
challenge and response is  --gyp .f hecwnen r.. ~~
mutual _ a . . -._a r has been successfully performed,
access " data e . - c i i . soar writing A _ d a t a )
_ ..a managed by the service daLa structure 31 can be
performed.  fnill] As described above, in the TC card
2, an auhhor0aHon  key can be nor far eacn service
data structure. Note whar  although the three types of
sefvice data zLructures are  shown in the example of
6, the number A rypas a!  socv,me data struntwre3 can
he set in a desired manner. In  addinnn, determination
of w1rietner or not an auMocnzmig..~  key is to he set
can he made in a desired manner, Next.. the operation
of application with respect to z - 1 1Q L J, I't  I-t
-Co  



3 \ Each of the prepaid electronic money object 11,
the  ticket object 52, and the service object 53
interprets a  command transmitted from the
reader/wrimr 41 and porforun-,  processing in
accordance with a specific processing sequence.
ieader/writnr 41 is provided, for example, in a,
teTminmi to he used _ . operation the electronic money
application. When ' he Q cayd 2 is placed specific
command to the 1C card 2, ana causes various
functions of the prepaid electronic money appl-carion
to be  . she :c card 2. As .. , of too prepals,
electronic .. _ elecrronAc value, money payment using
- money stored in wo TQ card 2, checking of the
balance of  cisnared in the IC card 2, checking of the
history y: __y _ _ stored in the A''  values -Ct the .
and Lne like are available,  `H Such various Ounctions
are not imlolqmenned by a Move WAN Leverenco to Md. 2.
Such various fokwnlon2 can  



__. performed sinqno command exchange, example, For
case where payment .using electronic money stnied in
rho 1C card 2 is performed, a y..--..- command Ls
transmitted from rho roader/wMer 41, and Ali
accordance with this, processing .. ...:.:..,,-.c.
with a payment sequence bv Lho pcepanc. electronic
mone,,.2 5 is performed in the VC card 2. At We time
of rho issuance  of a service for prepaid elecn"Wn
money  applicarion. in rho 1C card 2, a program
describing a serie-, processing operations of ,. -
_.-.. sequence, such as  checking payment oxecation
condition, ,. .,. _ . _e  period validity of service,
checking of _. ,  and reduction m tlw balonme, in
read, as a program for a payment function of the
prepaid olewronic , money application, - from he.
service definition database 23, As desanned above,
since a series of processing  operalfjon; can on
performed by osing only a single commam~i  in of
processing operations is performed by using a
plorality  ,, 



of commands, can be reduced. That is, even case of
porkonming timing of each piocessinq operation, such
as checking of i  ,y -_ execution c_n: nhenkinq of the
period of validity SOM 03  a service, checking of the
b < . - , or r e d u c t i o n  processing operation
he c -.\. .:m\. . .. it. is ... - C card 2. ... 13, i
he number man hours of the \/ \.... c be v .. l ..
....nv reduced, and the ..\- can us he reduced. in
addLLI-Gn. As amounn of data transmAted an~~i  and the
reader/writer can be reduced, in addition, as
described later, an application seiver  is able to
assign a corresponding authorization key to nach~ of .
- processing s v_s. ..v\_ o ..v_.. \.:.. .l.\.. tor
eacm processing sequence can be set, and tne risk at
Lne  security . a case wnece leakage of authorization
example, occurs can be reduce&. For in a case where a
_ single .,._.., _ ,._`t ..kit of We i. .. aii n ney
occurs, processing sequences may  be anused. however,
in a case where an .. ..-- .-; :'. Wny can be assigned
to eacli prncessing sequence arc an Operating  s_..\
is able to use only a processing sequence tor WON-. i
vu - . .v _ been ,.  performed 



authorization key, v.. _ - c1 an authorization key
occurs, . of ail the proceswnq sequences as coscribqd
illustration above can be avoided, Fig. 8 is an
service data structure 31 in Fig. V .. ,wn in Fig, 8,
the service data structure _._ is basically cawguLized
1100 a Service 1D area W, PCOSOSSing  sequence areas
62 to 61. and data storage areas 68 to 70?  which are
area.. wt \ specific _ _data (use; data) ". ._.. T h e
the service data structure is stored. service area 61
is an area in which a value  \ ~...~ .. _ ..,...o: c ,
. an applicaMn, _ to the use c or the card 2 is
stored. k unique value is adopLed wiLnin an  no a
single p  -, application or Fig. 8, a prepaid
electronin money application). Thus, the service data
structure 31 Is idennined by a command'  issued by the
reader/wriver 41, V_i:'..i The processing sequence
areas 62 to 67 wie areas in  which values identifying
groups of processing steps the: Van,  be called from
wo rnaner/writer 42 (programs describiw~  



pcocPsOng sequences) are stored. A processAng sequence
is  defined as a processing function that definns 4 7
steps constituted by processing operavions, such as
reading  of data stored in one or a pluraluy of areas
of the HaL-,  storage areas 68 to 70, WrAing of data,
caicoiaAon usinq data, _l. v Tc. o - .  v v _ s \ . -
J \ ' processing history..  v.. \i _ 1_v . _h.
validity processing, writing of electronic signaluEe,
and processnng based an each  processing ..v_ is ..ten
v n i. performed v a command I .. vn e4 from  the
reader/wriwc 41. .i  example of g programs ms v....
in... processing sequences, such as a ch sv e .- a
payment  sequence, balance checking sequence, ._v
hisLory vn  sequence, .v PIN sequence, ... v. set
value chanaina sequence, are stored in the prucessing
sequence areas 62 to 67,  respectively. [WEl  The
charge Eequence defines processing steps for aclaimg,



value in a balance rogion 33 constitatinq the data
storage  area 69. 'The payment seqoenco nofinw
processing steps for  reducing the balance (use of
.\,.a., _ _ money) v .s ..... Oy Me valne stored in
The balance ingion 53,  0211 The .a..-c checkinq ._C
v_ce defines processing step,--:  _`.v .. ...v i_
balance l: represented by the value .. v. o . ..a i
Lho balance renjon 82. Tnu history [nquiry sequence
defines pfcces3ing steps for checking an access log
cepresenKnd by  information S07 P! 0 31 smned in Khe
data stairaw area 10, The PIN SoQuoncn nefines
processing steps for providin-cf,  releasing access
restriction for data managed by the service  dana
...,_._. 1. The set _ _s. changing sequence define:i~
processing srops for changing a set value that can W~
clangen an .. opecation among _. stored An the 70.
data storage areas to __.. , in tin example ov Fig. 2,
anthorizanon  keys K1, W 106 are son for . Lequennes
described in  prograris scored in Lim processing
sequence areas 62 no 61:  respectively. it As assumed
Man in vydei to werform the 



i sequences, individually set authorization heys - 0,
Ko has been successfully .pefformed, The . storage an
area in which  the period typos service UaLa SICUSture
31 is stored. The daLa sinwags area 69 is an area in
wMan varhous  scored  and is region Sol P 1031  81, a
region 82, the balance region 83, a conswoinL-on-
region 54, a PIN data region 86, and a desired data
region so, Me payment execution _ ,_ _ is a n  in
which information indicating a vonsLrainwd condition
on  the eexecunino of payment is Ytored. As a
condition on rhe  payment, such as, for example, "a
range of value (balance,  ., 20,000 or less yen", in
storod in the reqion 82,  101321 indicating Me balance
of electronic balance is nog , As a zcondMon on
t..-balance, - the balance, such as, Voc  



should be 0 or more yen and S 0 , 0 0 0 ) ven", is 50.
L_-e TeMan 05, The PIN date YeVan it La LL Fe "'namKon
on a. bl be used the occasion o- authenticakon is
region 87 is a region in h _ stored. We desired data
a, "e.-. a On sired manner by an o . I II So 7 P 10 Al
server is stayed, [0134 i The own storage area 70 is
an area in wnich  information o an access ._ As _ t\
re\.. The data storage  area TO is constituted by
access-log a region 92, a region ...d an access-log
recording region  94, The access-log region 91 in a ca
1. o in .c.b  a set ... . regarding the access-log _ .
... .. Legion 94 js  Stored. its a s t value g._ _ the
access-log recordaric,  ~ceg  N , Information
indicating a _t__.... recording access log, such as an
access low Is recorded a paymen.  vaiue regarding ..
racowlinq region 94, "up . n .a..i Voicatinq . .1.
number of records, . S \ i . . t. .. t. _.. access
lags _ e t .1 ~" is stared in ~~ 



_ the region 93,  [Ownj The access-loq recowing region
94 is a region in whicl-L  access logs ace recorded in
a FIFO (First Yn First Out)  MwLnod' _ described
above, Me _ .. card 2, n La is managed  WhKo a region
is assigned for each content. Mug. on!,,,,  ...V that
t necessary for processing can be read, w .ut read. so
7P 1031  other unnecessary data Ming For case  where
data is managed while being divided inno clacks
havin~;  a TOM - ienqtn and reading As perVormed for
data block, stored in each if aR amount of data that -
is less than nhaK corresponding to the fixed _ length
- - .  data that is unne-esnary for PMCMUnnq is Mod.
HOWVM.,  reading of such unwanted data can bq avoided,
Here, a process performed between the W card 2 and We
readerMi'an 41 in accordance with . paymen; sequence
will  be described with referenco to a flqwcharL of
Fig. 9, Processing of steps SO! to SK performed by M-
- 



r. SK to S!"  performed by the NC card 2 are similar
to the processing steps 51 to 34 and trin proressinq
of steps 321 to 524 oF Fig2, respectively, ,+ Ls, in
step SQ. via reader/wrMor 41 performs, b~r ransmArrAng
a Poll! nq command, search j oc and acquisinion,  ,- f
the i i card 2 wito which who roadni/wOter 41 ts to in
step Sit, the TC card 2 Cesq-ves tno pallinq command
-07 PH U 3H  proceeds to p 2 a is the Polling command.
...d._ Liar response from the M card _ _r iue ....
--e..:... . . ..:.e receives ...a:: response in step
S62. TY: reader/wriver 41 proceeds to step S63 Lo
perform, hy transmitting mutualauthentication command,
.. a.  authentication b e t w e e n .he - c.. 1 its_
41 and the is card in stop 533, the 1C card 2 receives
the munuai  _e. l command -, Lo be used for .ent . .
memory transmit the read Mormation to the
reader/writer 11,  0" 4 when via Alocmatinn to be used
for muhuu  authentication is transmitted from the 1C
card 2, the  reader/writer C receives the infocinakon
in sLep CM 



in step .. he reader/writer transOrs ill _e_. sequence
MIL command to the 10 card 2. in to rmati on
indicaunng the current time, the OMOOM of Payment, and
a,  soqunnc~ call command transmitted . _ -. [OlInj
SOO PI 031  in stop S75, tm prepain electronic money
objenL 51 of: the TC cand 2 receives the payman,
sequence call command  transmitted from the 41, and
nails a payment  sequence area 63 of the service data
structure 31 idontifier~  by the service 1D vronamMed
as a command parameter. The  subsequent pronessing is
. called payment sequence. in stop SW As prepaid
electronic money object S-- riecked whether or not Lim
amount of payment trainmAned a:::  a command parareLer
from the reader/wriner 41 is an amount  that falls
within a racne of the amount of paynant _. the region
A. in a  naso where it is confirmed that the amount of
payment  transmitted , . a command parameter is an
amount that ralls  -withIn the range, Los process
proceeds to ... . 



in st~p S77, the prepaid electronic money object 51
Por example, in is checked whether or not the cucKenl:
TW~:  trarsmitred as a command parameter from the
reader/writec 41  time that falls _ the period of
validity of the S07 P! I K  _the data sLorage area 68.
1 n a case where it [ s corf A romr-I  than Line
current time is time that falis within Kme periml  of
vaiiaity, the process proceeds to snop SM 014 9J in
stop M, Lim prepaid electronic money object U  cnecvy
the balance of electronic example, .-e_- the balance
represented by informainion stored in one balance
rogion - is process _ step e, ., rho balance reuion 83
is overwritten with rho amount  current balance.
TnMcmaLlon roprosenOng the amount oi- ,paramewc from
tine  reader/writer 41. in step S80, the prepaid
elecinronic money object 51   



region 94, When writing of Lne nalow of rho access log
has wer successfully performed, in step 311, one
prepaid electronn.:  success response, which is
information indicating that the  Pelfolme& ,,..;,
success When tho response is EransmaLes trap the card
2, in step S66, the .._ . _ receives t&-.  success
Ves'Donse, Accordingly, a series of processing
operations An accordance with Lho paymorT sequence is
COOPIMed, described a have, . . _ sequence is cailed
in accordance with transmission of a  command from the
ae- ..- . and pKocessinq according ....  the
processing sequence Proceeds, series processing
operaLions of the M card 2  ; performed  described in
deEail with reference to flowcharts of TAgs. 10  ana
11, 



Tho processing is started when the IC card 2 is held
over the ceader/wriroK 41 and a Motual SO 7 P! 03 1
authentic at ion by us i no wo aw hat! zation key K,
rhar A) asAgnecl to Us and an authorization key that
is asstgned to the  ke . ne .. , , _ card 2 and the
reader/wrAer 41. 0 15 7 1, in step S91.  the TC card
determines wneLner or no7 _ . l __. .i _ 41 has been
completed. here it is  determined that xnVoal
authentication has noL been completed  due to Hal lace
in mutual authenKcay ion or the like, the  prepaid
eActronic money object . 51 proceeds to step 592.
payment p-itorms non-rnspnnse processing, and
terminates We process. Meanwhile, In a case where it
is determined in step S91,  electronic money object 51
proceeds to sLep E93 to Arch a  added to the _..
nomoanrl. For example,  



information indicating the current time and _ -he
amount m payment is fetched, in step S94, nhe pCepaid
electronic money object A  determines whether or not
the amount of payment transmhuod'  a,a s~ parameter
from We _ . .,L. . _ 41 ..et_ ._  payment execution
zoraltion hy determinnq whether or 00,  the amount of
payment is an amount that falls within a vange  of the
amount ot payment sepnesenten by - information SnOLW-l
in the reqiou 82, in a .. where it is determined in
step S91 that the  payment execution condition is not
mqr, the Nectionio money object 51 procceds to step
S9S to perform  error the prepaid nlecuraniv money
oojeml  4 1 t e r m i n a t e s c ex.= _ fact that
..._  payment exanvitnon aondiAoa is not v"L is
reporred Lo We  ereadel/writer . and mnssaqe Of
noviiEvinq the user oi- tne _ displayed on the
reader/writer 41.  101621 



Meanwhile, in a s.. where it is determined in stop SN'
electronic money object 51 proceeds to snap 596 no
determin:~  ;_ parameter from the ., 41 is kim~ that
falls 3. 8 31 represented by ... value stored in ...._
data storage area 60..  63 "l . - a case where it is
determined I the in step S96 that aurrent time is not
time triat falls within Lho period of validity of the
service data structure 31, the prepaid  electronic
money oboec!: 51 proceeds to step S95 to perforr,,
error proceasnnq. Then, the prepaid etectronic money
objocil  51 terminates the process. For example, Me
fact that the  period of  l . .. has ezpired is
reported to  ,.,_ i.. _... displayed the ..nom: .
.._.,., _..  [Olwi MeanwhYn, AQ a case whore it in
determined in step SM  LnaL the current time is time
Lhalz fails within the poilod  of validity wi the
service data structure 31, the prepaid  electronic _
money object .. proceeds S.. SQ? to . _ \ the balance
represented by information stored in the Oalnrur~  by
sub,ra=Lnq the amount of payment from Lne balance is
an 



.m n LAW .I ....... within the range  f _ constraint
condition by information storW in the  of Wo balance
tapEesented o. region 84 and whether or not Ln- range
of the value (amount) and the typo I value _an
constraint  _.\_...y_;0::s are _`._. a case where .. C
.. \.,, in stop S97 .. a the amounr obtained by
subicactinn the amount of payment from  :An nalance l.
not fail wimin 4 does not men; the type \ valoo as u _
: , _,_ ..._, conditions,  .... .d electronic money
object ._ proceeds to step . to perform nrTqr
\proressing. _ Then, _ ,_ prepaid electronic  money
object 51 im......_._ the Process. _c example, the
that ..e constraint conditions on the balance i are
_.:  reported not is to the reader/writer 41, ana a
message rI or  notifying ..m user of Cho facE is
displayed ; Cho  reader/wriLer 41. Meanwhile, a \.a
where it ..\_._ __..\:.. in step S_.. mat the amount
.. by suUracting the amount of  



payment from We balance falls within the range of the
Value  and meets the type of vwlu~ as the consEraim
covainqns,  Lne prepaho electronic money object it
proceeds Lo step SY3  to perform payment_ money
represented ny information OOK-d in the balance  joivi
:\:. . ... ..e whether not a unit _ recording \. an
.s.. ing is desivwLed as a payment sequence. on the
basis of information stared in the region 92. in a
case where it 0-.:  devoimined that such designanon in
not made, the prepaid  electionic money onject 51
nerMiates He process. meanwhile, in a case where it is
c1swermined in Snap S99  that a unit of vecording "i
an access log is designated as a  payment sequence, .-
prepaid PIOC2edS to Step the details of Mhe current
payment, as an access log in the When the wciOnq of
.h_ value of an access log has been  successfully An
step SIM, the ;repaid elowcanic  money object- 51
tranymUs, to the ceader/wOrer 41, a  soccess response,
which is information indinavinq that Lhe  processing 



has been soccessfuLPy  performed. Then, the prepaid
Plertronic money object 51  completes the pincess,
s_._ p _ such an clacking of a payment  execuLiGn
condition, checking of the period of qaliniry of :i
service, and oulLulation of the balance to he
rewritten,  which have been convenv [anal ly perfncmed
in the ....-. performed in the card 2-side as
exchanged netween ;he HC cars. 2 and the 41 can  5e
reduced to a minimum, in wireless !-.he  .}<. q'_
property) data - problematic,  spreading and there is
a demand to suppress dana uransmissnon and  recepri-on
as ., as Possinle. in such circumstances, the  :
respect: in addition, :< communication and L no 11 to
performed in ,, ...e s manner., a. phenomenon in which
We _ card 2 _nn ..e,..[ i a - cocrect-.  packet one to
causes such as intrusion :7 noise .._to a  



ccommunication ,. : - , path ..., c in a case where
such _ phenomenon o c c u r s , the e .- i _ oas is
perform retry !retransmission request) processing tof
each c __  w Al occur can be _-n, i._:_.c., operations
such in .,__.v sequence _ performed in the -.  card 2
in accordance with a Piurality of commands, in
sAunLiGn, such as when the Q card 2 goes out of Me
range  L - en , , a magnetic _e generated by toe - -
1,e 41 A Me process of rns, series of Processinq
operaviqns _ rhe cower of toe Tq card 2 is cut off, in
is necossary foc  rhe 41 to perform recovery
processing SOUND . , . , , 1 . . _ . _ ce the state in
L a o process \. the processing at a predetermined
Oming. qocn as when the Y  card  . z.. the canqe of
access of the maqnetic field next  timo. however, .Mi
probability _ h a necessity will  occur ,. also . _, m
Fig. Q is an - , , . , , ,- i . ,. C ... another
example ._  the service data structure 31[0111] The
secvzwe data MKucLoEe in snowr in Fiq. 12 is the  



same as the service data structure 8 - the ezception
that an updating autoorizaLiGn key Kn is set  for ., ,
service reclion P3 and the updating auLno.rizaElon key
Kn is stored U, a 101, In a case where such a data
strucruce is set as  a ,  _. sequences . using ,., _.
updatinq authorization MY MI, and an auLhnrLzation
key assigned no Lho 515 . ,. _ as a key oorrespondinn,
no the updating nuthorizanon key Km is pniformod
between  ,the HC card 2 and the reader/wriner 41. When
mutual  authentication b_ stored in the balance region
83 .can ne \. . described above, an . - `1_ ,.. ..._ .
key can i. sm for data stared in a sKyn remon, as well
as a seMce data  structorm on a processInq sequence.
in addition, an  authorization _ .\r y for or a nay
for . _. such an the  updating authorization - F - 12,
can he set. Thus~  setting .. ... -_ v... MY for each
regmn and each 



r i s k purpose, the _._._ authorization Fig. 13 i _
an example of M-, service data structure 32 in Fiq. V
As described above,  the for annaging data neaemary
foi a MW application and is  jollyl As shown in Fig, ,
me service data snacnum 32 is,  basically categorized
into a sanvim ih aces M, pionossinn.  sequence areas
112 vo 118, and data ,. __ to 121,  which are areas in
which Fpecific dava within the serVa-e  data structure
is sroremjoliq The service TD wroa III ia an area in
wKicn a value corresponding , an i. 1` _ _ , -   \  _.
user l -- Me 1C . i.: \ 2 is stared. A unique Yams As
adopLed wiWin an application of a single  application
server (in the example OK Fig. 13, a ticket
application) . Thus, the service daLa structure 32 is
identified by command issued _:-v the :.e. -. .- . _:.
......  J5 



The processing sequence aneas 112 Lo 118 arn areas in
which values idenrifying groups at processing sLeps
that call  60 called m processing sequences) are
stored,  WISSM in tin example of Fig. 13, programs
describIng  processing sequences, such as a
uniL-of-payment wriving  sequence,: ) : . v e n t \n
_a ...-,.v condition checking sequence, a histniy
inquiry sequence, a PIN sequence, and a scL value
changing sequence, are scored in the processing
sequence  areas no . respectively, Tne
orlin-of-payment writing sequence defines processing
- for ageing value (increasing the number of HakeLsi
nored in a region 136 of rho data stnra,,  area 120.
Here, in a case whein an applicanjon to be
implemented p ,i :: o payment reduction in the numner
of renainOg electronic tickets,  such for concerts or
tickets __ _ . ,  Such exchange for _._,. . . the
application by the . . _ the 1C _ 2, The payg"nE
execution condinon checking sequence  



number [015 3j defines processing steps for checking a
paymenL execution  condition. The payment sequence
defines processing step,;  for reducinq the . .. (use
of a . represented by a value stores  region 135. The
unit-cf-payment K- . sequence defines  processing _
which information is to be  used as a unit Q payment.
Tne history inquiry sequence.  ddefines _ steps for
checking an access log  represented by _._o.n stated
in the data storage _.._  the service data myuct;,Le
42. The set valoe chunqinc,  sequence defines
processing Aqua for coaming a set vaiw:  that can he
chanwo ar the Ome at operation among value--;  stated
in the data 5torne areas 119 a 121, 1 16 in addition,
in the enample of Fig, 13, auLfinnizanion  keys 0, no
KI, are sot for processing sequences descrIbec in
pioqrams svocea in tne processing sequence areas 112
no 1H,  - respectively, order ..  processing
sequences, mutual usAnq Lho  



individually set authorization successfully_
performed,  qisq. The data mocaqe area 119 is an area
in which -- . _ indicaWnq the period , vu- . the
entire  service data structure 32 is stored, The data
storage area 120 is an area in which various  types of
information regarding paym%nt sto,,-,d, 7lio data
condition reQion 131, a region 132, a ieqion 153, a
region  134, a req;wn 125, the nomber-of-Mckots region
136, a a HN data region M, and a onsizoo. data region
14D.  in which inlnimanqn ., the eiecuticn of payment
is stored. payment, for exAmple, injocmulnnnn
indicating the period Q information AnOicating the
valid place of a Ocke; (suoh as  a theater or a
VermAnal) is stored in the region ,  informaKor ,.-.r
regarding the  numer of ._Y8 to be used, __ as "three
elecrrnntc  Octets _ reduced by paynant . i _ stated
the region 134, a. desired information is ect  in tie
region 135. 



101 Sn" _ region 136 a g The .. -. ...:-~ \ "' ., -. ~
." . in which,  ._ _ . _._d a. 1 the number Ong e c'r
ran A  tickets is stored. information 1_- indicating a
consvrnini~ concition an h number of remaining
electronic tickets i-,  stored the ` .- .. region 137.
As .. constraint c"ndiK-n an Me rumner of tickets,
information indicaTinq the rame of rho number at
Qcketn~  MOU10 he 0 or more and 10 or less", is swced
nn rho region  125, The PIN Kra region L39 as a . - -
information on . e-. to be osed an the occasnnn of PIN
authentication ed. The desired data region 140 in
region in whInh darn that can be sek in a des4rnd
manner  an application server is stored,  w9ij The
data storage 121 is an arms in wrlc~~  



information an an access tog is stared. The Cara
storage  area 121 in constituted - ._ v a l u e 151,
region -. a region 154, and an access-log reqjon 154.
The at. - of tie data storage area 121 is the sag" an
the coofiguiation or the data storage area 7,',,  in
Fla. That is. rho region 152 for the access-loq sot
value  legiAS! is a roqlan in , information indicating
a  stored, unit of recording of an access lou is 153
is a reqjon in wbArn information indicwinq the number
A records is stored. 'Foe access-lovi recording req3on
15-11  13 a region access Logs are recorded Fig. 14 is
an Allustraf:Wn sn"winq another example of  the
service data 3trucoure 32 in bin. 6, in rho example of
Fiq. 11, five units of payments, only  one of which is
shown in tin cars storage area 120 in F,qi13, are
shown. The units oU paymorr shown in Pin. 14 are  used
when the Provision oi different applications, such as
electronic and an ticker foc transpocuation, is
received. 9 in a paymenn sequence, a unit of paymnnn
to be used is don \, a r.._ ..._ n.n_rso _ \\ d ..ram
he As described above, In a Eickm appOcation in which
rLDe service definition item "the number of units of
payrrent 



7har _ can stared" _. set -..n (Fig. .. n _  of unLrs
of paymenn ..a n also be managed the single  service
data structure 32, Inthe above description, service aC
structures u  LOW ,,\. \_., are .pL .._..... ...\._
been 0511117 ..  explained. However, _ us \ an . _
occasion ._..\_ management of .?r .. :..  _n... \... r
various u. rights. . ,in _a_. .. ....e \._.  structure
can be applied Eo 1 . of rights represented  hy. for
example, a railway cnmmunoi pass, a ran Lway ticket,
point appreciation .~.. .. ...u nK___ _ticket,
electronic money, card, a crWiL card, a cash card, a
danir card, an employee K) ._. written qmaranLee, -. _
,e an identification  card, ..n. access ...r, card,
and the r ICS:'.. the above-descmand series or
processing otonrat-Ons can _. 'y ardwa.., or software,
-.case where m-,  series of . r e. 'Q Operations is
performed 1) WSJ nroqKam . v-_ he ..l wv.ce is 05
.\\.v-v from va example, program rewarding medium into
a computer honK in dedicatea 



mardwarn or, fox generwl-porpoFy personal  compoker
capable of perfnrmang various functions by various
programs being installed thereon.  [Olgal Fig. 15 3s a
block dianiam showing an exampia of the  configuration
of a personal computni that performs mi~  series of
pronessing operations by a programA \ (Central .
Processing a v performs various types of processing in
acqordanre with a pr"gran stored in a  ROM (Pead Only
Memory) 202 or a storage unit 209. A program  to
performed . ..  Cana, 201, and Lhe like are stored Q a
RAM Random Access Memory) 203. wheis...  appTopyiarn,
TK CPU 20L, the RON 202, and We RAM 203 are connenued
to  each o i.... v_ _. v i a a b ..._ \. . . 20i
through the bos 904. keyboard, a mouse, a Wcropnone, _
the like and an .  unit 200 constiLutea performs are
connected 70 As inPUNOUQUE interface 205. The CYJ 201
-- . in accordance with  _ input Cho input unit W. The
CPU 203  outputs a processing result Lo Lno output
unit 207. 



The storage unit 203 connected to Cho inpup/output.
interface 205 is ,sonstituLed by, for example, . hard
disk.  The storage unit ON morys a provicam to be
performed by Lho  CPU 201 and ur.,:__. W a. A
communication unit 20  communicates WAn a n epternal
apparatus via a network, as We internet or a local
area nerwor?,  1 0202l When .. removame . . such as ,
mennrV, is installed in inpuNownpur inEerface 205, the
drive M drives the  in the , are re to and stared in
the _srnrage unit 205 when  necessary, A program i n s
t a l l e d cecoraAng medium that is computer and that
, - the constituted computer na is a package medium,
such as a magnetic disk (including a SQUI ON,
flexible 1 -1 an optical disk (including a CD-ROM ..
Disc-Dead or a se- magneto-optical disk, miconouccor
memory, rho ROM 202  



in which a program is temporarily or permanenily
stored, o,,  the hand - storage unit 203, as shown in
Fig,  wired by using a medium, or cat Lon such as ~i
local area network, inverveL, or diginaL satellite
broadcasting, communication .unin 209, which is an via
rho in'erface, such as a renter or a modem, when
necessary, 102041  N : - r specification, sininz
program include not only processing operations
perfoTmed H  ,. aeries ._ accordance with the written
order but also  processing operations performed in
parallel or independently,  rho processing operations
being not necessarily performed in  Lime sertes. - 73
,.LA '. , 1. An electronic _ . ,,, ... chip what
performt  command, compriyinq~ provided 3torAng means
for staring. in association with an application b _
provision progiams  describing _ . ^ semences and
information ... -.  structuic data to ..  



processing opnnat4ons performed in acqcvdance winh who
..._: sequences; and manamny means for acqUrAng, from
the storing means,  the programs and who information
indnvating who SWUUUK~ M  who data that are shared An
as3GciaKlcn with who application,  which is loentified
bv an identifier added to the comman,  whinh it
transmitted Oom on external te.awinal, and for
up-rations according to tne processinq sequences
described in Me acquired programs as data having, who
Mru=urr~ MeansR. the 010amanic apparatus according no
Claim 1, furmnr  nqnprisAng~ control neacin Ur
peryorming the prncessinq operations  accuming to the
processing sequences desninnhod in the  programs _
acqoAred from who stoyinq means and controMiriq
readinq and writing of the data whose _ means, in -,,
., with transmission of the command. which  user
receives proylsion of a specilic apr,knanion.L The
electronic apparatus according to Wa[m , wherein the
managing means SOVE ._ , .  the processinq sequences
descrIbed in the Individua'  -- programs acquired from
Lhe storing means, and wherein in a case where a
processing operatimr  



according to a spenific pcocessing sequence is
performed AL  .-,. apparatus accordance witn the
reader/writer, benorn performing the processing
operation, elecItranna and reador/wriver by usinq an
auLnoilzation ~ev set for ,h 4. The eiechronic
apparatus acuordinq to Claim 2,  ,,. manaqinq means
sets itqms constituting the Qata to be read and
written, and  wherein in a case where a processing
opotation  according accordance with the transmission
of the command frou Lne the control Means performs
mutual auLnenLicavion between the E07 P! ON
-siecLrcnic apparatus and we _a ._. ..i._. using the
__.....,n keys data be read and :...  by rho
processing operation according to the spenific
processing sequence, An information processing for
-`-_,  apparaLus that includes storing means for
snoring, in  associau~~n with an application provides
by a provisdon,  server, programs descriOnq processing
sequences and  J-nfUrMa'iOn indiCMLnQ a structure of
data VO be read and  



wrMen by individual processing operations pnifargied
in  accordance with the processIng sequences and that
nas an W  chip that with transmission of a command,
the method comprising the steps of,,. accioaring, from
the snoring Rnans, the proqrsms and no  information
indicsKia the svructuro or the data that are  e snored
aszosiarAon ,- the =c which --- added to the command,
Men is  ideriNfied. by an -_-.,1 tram an azternal
terminal; _.._ managing, data no be read and written
by the processing  joperunjon; according, to the
processing sequences oo. in ._ acquired programs as
data having the .._., cepresenhed by the information
acquired from Lhn staying  means, A e., SO 7 P 1031,
controlling --- an association apparatas that includes
storing means ror storing, 0, describing server,
pcograns processing sequences mnd  informaLion
indinavinq a smumuce of data to he read and  



written by Nalvidual processing . performed n
acaordance with Lno processing sequences and that has
an D7  chip that nertorms the pracessinq operations in
accordance  with Lransmission of a command, the
program comprising the  steps OP acquLrAq. from tne
storing means, Wn programs and the  ider7ified by .,
identifier added to Lhe command, which 0i  transmirrod
from an external _ "_ nanaqinq data to be read and
written by the wrocesxin'7  means, 


