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[0001]

The present invention relates to an electronic
apparatus, an information processing method, and a program,
and more particularly, to an electronic apparatus, an
information processing method, and a program that allow a
provision server of an application to be capable of easily
causing an electronic apparatus having an IC chip to manage
data.

Background Art
[0002]

The conventional issuance of services to IC cards has
been performed, for example, in a case where an IC chip
built in an IC card is FeliCa (trademark) and an installed
OS (Operating System) is a general-purpose-type 0S for
applications such as a Felica 0S, by a plurality of issuing
commands being transmitted from an issuing-side terminal to
the IC card (IC chip) and the plurality of issuing commands
being executed in the IC card.

[0003]
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[0004]

The issuance of a service represents processing for, by
ensuring an area of a memory in which information defining
the service and user data such as electronic money data
itself are to be stored and storing such information in the
memory, creating a new service in a file system of an IC
card.

[0005]

When a service-issuing command is issued in an IC card,
one data structure is expressed in accordance with a
combination of units of user data for which the type of
specific data structure, a method for accessing user data,
and an authorization key to be used for authentication in
the case of making access, which are defined for each 0S,
can be set. Accordingly, realization of a corresponding
application can be achieved.

[0006]

An application represents a service provided by a
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performing processing, such as holding his or her IC card

%ﬁ%ﬁlOSl

over a reader/writer provided at a predetermined position of
a service-issuing terminal. After that, the user is able to
receive the provision of the application by utilizing the IC
card that has received the issuance of the service.

[0007]

In addition, conventicnally, a command to be used in
the operation of an application after the issuance of a
service 1is received (a command transmitted from a
reader/writer to an IC card) has been arranged to be defined
for each processing operation (each function) that is
performed by the IC card, such as a command for
authentication, a command for reading, or a command for
writing.

[0008]

Thus, in a case where a certain application is realized
by individual processing operations such as authentication
of an IC card, reading of data from the IC card, and writing
of data to the IC card, an application server needs to

perform design processing and make preparations such that
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[0009]

Meanwhile, in a case where an 0OS installed in an IC
chip is a platform-type 0S, such as a MULTOS (trademark) or
Java (registered trademark) Card, the issuance of a service
is performed when a service-issuing program prepared by an
application server is downloaded into an IC card and the
downloaded program is executed. In the service-issuing
program, a data structure of the service that is necessary
for realization of an application, a method for managing a
key, and the like are defined by the application server.
[0010]

In addition, after the issuance of the service 1is
performed as described above, the application is realized
when a program for operating the application is downloaded
into the IC card and the downloaded program is executed.
[0011]

Fig. 1 is an illustration for explaining a conventional

service-issuing method for an IC card in which a general-



InLo _t i ner and t h e dowl oaded exev:nreC raniq
nmet hod for an Ic card in Weh a general purpose-type US
for applicaMbns is instailed, As show in Fig, 1, the

i ssuance of a service perfornmed by a service-issuing
system 1. The sorvAce- by an application server and

a . 12. reader/wirer | is provided at

api edeterm ned position ot .the housing of rhe
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performed by a service-issuing system 1. The service-

issuing system 1 is, for example, a system that is provided
by an application server and is constituted by a service-
issuing terminal 11 and a service definition database 12. A
reader/writer 11A is provided at a predetermined position of
the housing of the service-issuing terminal 11. The
service-issuing system 1 may be constituted by a single
apparatus or may be constituted by a plurality of
apparatuses.

[0013]

An IC card 2 is a contactless IC card owned by a user
who wishes to receive the provision of a specific
application. A service-issuing function 21 and a file
system 22 are implemented in the IC card 2. The service-
issuing function 21 is a function implemented when a
specific program is executed by an IC chip. The service-
issuing function 21 interprets a service-issuing command
transmitted from the service-issuing terminal 11 and
performs the issuance of a service. The file system 22 is a
file system for managing data stored in a memory of the IC
chip. In order to receive the issuance of the service, the

IC card 2 is placed over the reader/writer 11A of the
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be added to a service-issuing command that is to be issued
to the IC card 2, as shown in Fig. 1.
[0015]

When receiving the query from the service-issuing
terminal 11, in process P2, the service definition database
12 sends, as a response, a command parameter for designating
a data structure corresponding to the type of service to be
issued, a method for accessing user data, and the like.
[0016]

When receiving the response from the service definition
database 12, in process P3, the service-issuing terminal 11
transmits, to the IC card 2, a service-issuing command
including information, added thereto as a command parameter,
obtained by the query to the service definition database 12.
The transmission of the service-issuing command and the
command parameter is performed through the reader/writer 11A.
[0017]

When receiving the service-issuing command and the
command parameter transmitted from the service-issuing

terminal 11, the service-issuing function 21 of the IC card
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issuing function 21 performs mapping of the service data
structure in the file system 22 in accordance with the
service definition information 22A. Accordingly, the
service-issuing function 21 performs the issuance of the
service.

(0018]

When the issuance of the service has been completed, in
process P5, the service-issuing function 21 transmits, to
the service-issuing terminal 11, information indicating that
the issuance of the service has been completed.

[0019]

The conventional issuance of a service has been
performed as described above. 1In the generation of service
definition information for defining a desired service data
structure, in some cases, the generation of such service
definition information cannot be achieved by only a single
exchange operation in processes P3 and P5. In these cases,
the exchange operation in processes P3 and P5 is repeated a

plurality of times.
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accordance with a payment sequence. As processing sequences

that define a process performed between the reader/writer
and the IC card 2 at the time of the operation of an
application, a charge sequence for increasing the balance of
electronic money, a PIN sequence for performing
authentication by using a PIN (Personal Identification
Number), and the like, as well as the payment sequence, are
available.

[0021]

The process of Fig. 2 is performed when the IC card 2
that has received the issuance of a service as shown in Fig.
1 is placed over the reader/writer of a terminal that is
provided so as to be used by a user when the user receives
the provision of an application.

(0022]

In step S1, the reader/writer performs, by transmitting
a Polling command, search for and acquisition of the IC card
2 with which the reader/writer is to communicate.

[0023]
In step S21, the IC card 2 receives the Polling command

transmitted from the reader/writer. The IC card 2 proceeds



Lhe roacor/witer receives the response in stop S2.
Tnv-~ reader/wiw proceeds to step S3 Lo perform by
aut hennanti on between the reader/wArer and the jC card
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transmitting a mutual authentication command, mutual
authentication between the reader/writer and the IC card 2.
[0025]

In step S23, the IC card 2 receives the mutual
authentication command transmitted from the reader/writer.
The IC card 2 proceeds to step S24 to read specific
information to be used for mutual authentication from a
memory and transmit the read information to the
reader/writer.

[0026]

When the information to be used for mutual
authentication is transmitted from the IC card 2, the
reader/writer receives the information in step S4.

[0027]

In step S5, the reader/writer checks whether or not the
amount of money to be paid meets a payment execution
condition. In a case where the reader/writer confirms that
the amount of money to be paid meets the payment execution
condition, the reader/writer proceeds to step S6. For

example, the upper limit of the amount of payment may be set



Read command (a command for readi ng; Ml udiag an
idenLifier, -adds& thereto information position in
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[0028]

In step S6, in order to check whether or not the
current time falls within the period of validity of the
service, the reader/writer transmits, to the IC card 2, a
Read command (a command for reading) including an identifier,
added thereto as a command parameter, representing the
position in which information indicating the period of
validity of the service is stored.

[0029]

The period of wvalidity can be set for a service issued
to the IC card 2. The period of validity of a service is
represented using information on part of a service data
structure defined by service definition information. At the
time of the issuance of a service, the position in a memory
where each piece of information constituting a service data
structure is stored is defined by service definition
information. A storage position of each piece of
information to be read is identified by an identifier
transmitted as a command parameter of a Read command from
the reader/writer.

[0030]

In step 525, the IC card 2 receives the Read command
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the information indicaring the bal ance 0-7
transmitted as a command parameter of the Read command. The

IC card 2 proceeds to step S26 to transmit, to the
reader/writer, the read information indicating the period of
validity of the service.

[0031]

When the information indicating the period of validity
is transmitted from the IC card 2, the reader/writer
receives the information in step S7.

[0032]

In step S8, the reader/writer checks, on the basis of
the information transmitted from the IC card 2, whether or
not the current time falls within the time period of
validity of the service. 1In a case where the reader/writer
confirms that the current time falls within the period of
validity, the reader/writer proceeds to step S9.

[0033]

In step S9, in order to check the balance of electronic
money stored in the IC card 2, the reader/writer transmits,
to the IC card 2, the Read command including an identifier,
added thereto as a command parameter, representing the
position in which information indicating the balance is

stored.
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transmitted as a command parameter of the Read command. The
IC card 2 proceeds to step 528 to transmit the read
information indicating the balance to the reader/writer.
[0035]

When the information indicating the balance of
electronic money is transmitted from the IC card 2, the
reader/writer receives the information in step S10.

[0036]

In step S11, the reader/writer checks whether or not
the balance of electronic money stored in the IC card 2
exceeds the amount of payment. 1In a case where the
reader/writer confirms that the balance exceeds the amount
of payment, the reader/writer proceeds to step S12.

[0037]

In step S12, the reader/writer transmits, to the IC
card 2, a Write command (a command for writing) including
identifiers, added thereto as command parameters,
representing the amount of payment and the position in which

the balance is stored.

[0038]
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i ndi cati ng Lost 'he paynent transaction has beei!
100401 \ transnmitted card the ea. . .a.:. ..\ .. tins

success response in step SIB, in step SA the
reader/wALer transmts, no the 1C card 2, the WAe

command i ncl udAnct |dent|f|%rs addM _ _\ . thereto
an , ua . - pacaneters, \ . the .. . e an ac§a§ 2T
and the position in which the access iog is snar

in step S32, the TC cacd 2 receives rhe Wite conmanc,
t ramshi ¢ e § r oM nEC reavWiit | tereidhe UG dardt® command
proceeds to step S33 t perform access-low witing
trappoeessiingroin thet headecéssitog- wRingl processi ng;otdreds
val ue the acaes, of -.a s witten at ..he stocage
Lo pesPtPOR AP. perfoamb? payment| HeARFREEROD - . : Iipfthhe

Wite. command, _
payment transaction, the current balance of electronic money,

the storage position of which is identified by the
identifier transmitted as a command parameter of the Write
command, 1s overwritten with the amount of money that is
obtained by subtracting the amount of payment from the
previous balance.

[0039]

When the overwriting of the balance has been
successfully performed, in step S$31, the IC card 2 transmits,
to the reader/writer, a success response, which is
information indicating that the payment transaction has been
successfully performed.

[0040]

When the success response is transmitted from the IC
card 2, the reader/writer receives the success response in
step S13.

[0041]

In step S14, the reader/writer transmits, to the IC
card 2, the Write command including identifiers, added
thereto as command parameters, representing the value of an
access log and the position in which the access log is

stored.



00 Whenthe wittng of Lb value the access log ....,S
been successfully perforned, in grep S34, the 1C car

2 . _;_indicating a C. . icy , has been
...""vperforned, [0011ll Wen the success respunne is
trarismnmed fromthe .rard 2, the - receives the
success response in step SIS, Accordingly, _ series
of processi ng operation"_bgieq on the paynent 3equence
is gnnplete& i(1 -" L us described above with

reference to FA. 1, ther. .. c_of a. _ C my AR
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[(0042]-. above with _ reference to Fig. 2, the process
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to step S33 to perform access-log writing processing. In
the access-log writing processing, the value of the access
log is written at the storage position identified by the
identifier transmitted as a command parameter of the Write
command.
[0043]

When the writing of the value of the access log has
been successfully performed, in step S34, the IC card 2
transmits, to the reader/writer, a success response, which
is information indicating that access-log writing processing
has been successfully performed.

(0044]

When the success response is transmitted from the IC
card 2, the reader/writer receives the success response in
step S15. Accordingly, a series of processing operations
based on the payment sequence is completed.

[0045]

As described above with reference to Fig. 1, the
issuance of a service may be performed by using a plurality
of commands. In addition, as described above with reference

to Fig. 2, the process based on one processing sequence for

realizing an application is performed by using a plurality
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di sci osed, in Ment Docunent 2, an Meurania key system

in whicit .~ disclosed, Parent Dacuner,L ]: e

Unexam ned Par ent PpplicqriBIL Publ i cati on No.

2005- 316992 Pubi i naLion No. .-. Technical Proble 1031
descri bed above. in order no operalLe -..- data Mt

Lime of tne operation and Lo desiqgln rhi- operatlon
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coopegatféeaﬁrg@gsgiggngetween card applications on the

basis of a cooperative coupon in which the processing
details of cooperative processing between a plurality of
card applications and conditions under which the cooperative
processing should be performed are described is disclosed.
In Patent Document 2, an electronic key system in which a
mobile terminal and a contactless IC card are combined is
disclosed.

Patent Document 1: Japanese Unexamined Patent Application
Publication No. 2005-316992

Patent Document 2: Japanese Unexamined Patent Application
Publication No. 2005-285056

Disclosure of Invention

Technical Problem

(0047]

As described above, in order to operate applications
for a conventional IC card, individual application servers
need to devise a method for storing user data in a file
system at the time of the issuance of a service (a data
structure) and a processing sequence for accessing the user

data at the time of the operation and to design the



V of .. of tin service in '- .. checked and at

psi. ! fl O .vl _s. be checked. nust be designed,
Thus, since s data _. managed in accordance with
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appl i caLion server. whereas a E system cannot
dggcribed addition, .. _G.... described above wii? /P 1031

Leference us Fig. 2, the operation has Coen perfornec!
opefatiwhiichvafeer Lno bal ance is onve read fromthe HC

card an;-~ the ,..u. .. side determ nes than the
[00%h@l ance exceeds ampunt the of noney to be paid, which

Ls to be reduced fromrho bal ance, a Wite conmand for

r ettt Ord SL Y r Ao $it@h AFThtisca f 1ohade Beef netessary
Strfor Ege 0 |ssue,ce_ glora'A lofwconmands to %henlc N
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indicating the balance of electronic money is stored, must
be defined. 1In addition, in order to realize a payment
transaction, for each application server, the flow of a
series of payment operations, such as at which timing the
period of validity of the service is to be checked and at
which timing the balance is to be checked, must be designed.
[0049]

Thus, since user data is managed in accordance with
service data structures that have been independently defined
by individual application servers, a stabilized system can
be provided in accordance with a service data structure
defined by a certain application server, whereas a
stabilized system cannot be provided in accordance with a
service data structure defined by a different application
server. As described above, it has been difficult to ensure
the security and quality of a system in a uniform manner
throughout a plurality of application servers.

[0050]

In addition, in the payment sequence described above
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Thug?fﬂgegagybgegrgggéééggy for the reader/writer to issue a
plurality of commands to the IC card.
[0051]

In addition, in reading of data from an IC card in
accordance with a conventional command for a FeliCa O0S,
since data that can be read by a single reading operation is
defined as data having a fixed length, in a case where, for
example, information indicating the balance is information
having a data amount less than that corresponding to the
fixed length, it is impossible to read only the information
indicating the balance. Thus, unnecessary information (data
for cash back, an execution ID for management of
transactions, or the like) contained in the same data block
as a data block containing the information indicating the
balance is also read at the same time.

[0052]

In particular, since wireless communications are
performed between the IC card and the reader/writer and the
instability and spreading property (leakage property) of

transmission is high compared with wired communications,



sequence, such only AnfornnmuLon indicating. the

bal ance or information- ...1.. .. . O the perion

validity. "- addi Kon, tor a certain data Mem for

exanpl e, the access right 3 n .n. be set f ear-h of _n

di vided use states, an the ' y . tony\.a the a...

a .. noney and .e right to decrease the anount of
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invention allows capable a prontsion server of an

application to no . causing an el ecErani c apparatus
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An el ectroni c apparatus accord Oto an ... 0. LN~
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. _processi ng processing operaK tons in accordance with
S mu@aﬁ@ﬂ?%%i%ﬁ of“a- conmand i nci udes staring neans for
[Oogg ring, in association AMwo application provided by

Erovision server, prograns descinibing processing

SRS A AR T eall s &, St LVEUCE £l can
be assigned to a data block having a fixed length and the
access right can be set. However, the access right cannot
be set for each piece of information to be used for a
corresponding processing operation defined by a processing
sequence, such as only information indicating the balance or
information indicating the period of validity. 1In addition,
for a certain data item, for example, the access right
cannot be set for each of divided use states, such as the
right to increase the amount of money and the right to
decrease the amount of money.

[0054]

The present invention has been designed in view of the
above-described circumstances. The present invention allows
a provision server of an application to be capable of easily
causing an electronic apparatus having an IC chip to manage
data.

Technical Solution
[0055]
An electronic apparatus according to an aspect of the

present invention having an IC chip that performs processing



performed indicating proce3siriq sequences; and
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nmeans, W prograns and the Wormation . __ of the data

that are ea association with the application, which
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strunture represented by Me information acquired

f.romthe sLocing noans, %mq +. means performng t h e
Opeéﬁ%é%ﬁ?oh@ ageebrdilAag ret hErﬁpé@é§§Fﬁ§ §§qﬁeﬁ@@@and
. described in nwthe pLoqcans acquired fron1$coring
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provi déd”ER-as"t 67pe Ueed when"a 'UlSerreti ves g
strREOYLEI 9P QL3 SRASLTLQ,8PRLLCALLPPenCRY individual
processing operations performed in accordance with the
processing sequences; and managing means for acquiring, from
the storing means, the programs and the information
indicating the structure of the data that are stored in
assocliation with the application, which is identified by an
identifier added to the command, which is transmitted from
an external terminal, and for managing data to be read and
written by the processing operations according to the
processing sequences described in the acquired programs as
data having the structure represented by the information
acquired from the storing means.
[0056]

Control means for performing the processing operations
according to the processing sequences described in the
programs acquired from the storing means and controlling
reading and writing of the data whose structure 1is
represented by the information acquired from the storing
means, in accordance with transmission of the command, which

is from a reader/writer provided so as to be used when a

user receives provision of a specific application, can be



further provided, 1 0057] be caused The managi nq
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sequence

case where a processing operation according to a specific
processing sequence is performed in accordance with the
transmission of the command from the reader/writer, before
performing the processing operation, the control means can
be caused to perform mutual authentication between the
electronic apparatus and the reader/writer by using an
authorization key set for the specific processing sequence.
[0058]

The managing means can be caused to set authorization
keys for individual data items having different contents,
the data items constituting the data to be read and written.
In a case where a processing operation according to a
specific processing sequence is performed in accordance with
the transmission of the command from the reader/writer,
before performing the processing operation, the control
means can be caused to perform mutual authentication between
the electronic apparatus and the reader/writer by using the
authorization keys set for the data to be read and written
by the processing operation according to the specific

processing sequence.



An i nformation processing netinod or program accordi ng

wo an of the present invention incudes the steps o-f
acquiring, fromstoring nmeans, prograns and

information indicating a svracture of data nhar aye
stated DI association wAn an application identified

bV an idenrifier added data and managing to be read

and wiVen by processine--.,, operations i_to

prone3si nq sequences described in the acquired 031
pzog.rans as data having the structure representé@iﬁﬁ

whe Wrmanon ,. fromthe sweim of , in an spec
[(00RR]. i nventi on, programs and association
w th an application - ..-- termnal are ac w from

sV} nig st L @hde et es 1 o dene lead @andorogrampyccording
aperationy according Lo processnng sequences
to @%s%?P%@H Ph the aegatrealpregraft i8Clpfps the steps of

Arcorrinpa. to an, aspect of Aw - -
acqulring, from storing means, programs and information

indicating a structure of data that are stored in
association with an application identified by an identifier
added to a command transmitted from an external terminal;
and managing data to be read and written by processing
operations according to processing sequences described in
the acquired programs as data having the structure
represented by the information acquired from the storing
means.

(0060]

In an aspect of the present invention, programs and
information indicating a structure of data that are stored
in association with an application identified by an
identifier added to a command transmitted from an external
terminal are acquired from storing means, and data to be
read and written by processing operations according to
processing sequences described in the acquired programs 1is
managed as data having the structure represented by the
information acquired from the storing means.

Advantageous Effects
[0061]

According to an aspect of the present invention, a
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[Fig. 1] Fig. 1 is an illustration for explaining a
conventional service-issuing method.

[Fig. 2] Fig. 2 is a flowchart for explaining a
conventional process performed between an IC card and a
reader/writer.

[Fig. 3] Fig. 3 is an illustration for explaining a
method for issuing a service in an information processing
system according to an embodiment of the present invention.

[Fig. 4] Fig. 4 is an illustration showing an example
of information indicating a data structure for each
application.

[Fig. 5] Fig. 5 is a flowchart for explaining a process
performed at the time of the issuance of a service.

[Fig. 6] Fig. 6 is an illustration showing an example
of service data structures.

[Fig. 7] Fig. 7 is an illustration showing an example
of a basic system configuration at the time of the operation
of an application.

[Fig. 8] Fig. 8 is an illustration showing an example

of a service data structure 31 in Fig. 6.

[Fig. 9] Fig. 9 is a flowchart for explaining a process



performed .,.. an 1C card and a . accordance [Fig.
10] Fig. 10 is a flowhart for ezpinining a process of
an 1C card performea. in _ sequence. [Pig, 11] Fig,
11 is a flowhart. foilowwnqg the |l flowhart card
performed in accordance with the paynew sequence,
exanple [Fig. 121"~Fig. 12 is an Mustrati on show ng

anotnec :|I As service Cava.structore 3L in Fig. E. 1 -

r. isan,..,., a. shomnng an exanple of a servi §?91031
Cata structure 32 in Fig. A [Fig. 141"Fiqgq. 11 is
Mustrati on show ng anot ne' e of the service -Cava

persproadr eet@een EhgICGCaIdSanEypkaﬁde@@wcﬁtE@ferenso
Nunerals 100611 it secvice-Wilng system 2: WColo,
[Seyvihyl FssSuihy tera hadwckart fupetdon.a22ingide

-IT hem service definition n.2.- | -L~' -
PrOSQSSpPEpanIGIééﬁérP@rﬁ@ﬁ@?dobpeéPCOSQaDF?cWéicﬁl@ﬁvment
squégce.

[Fig. 11] Fig. 11 is a flowchart, following the
flowchart of Fig. 10, for explaining the process of the IC
card performed in accordance with the payment sequence.

[Fig. 12] Fig. 12 is an illustration showing another
example of the service data structure 31 in Fig. 6.

[Fig. 13] Fig. 13 is an illustration showing an example
of a service data structure 32 in Fig. 6.

[Fig. 14] Fig. 14 is an illustration showing another
example of the service data structure 32 in Fig. 6.

[Fig. 15] Fig. 15 is a block diagram showing an example
of the configuration of a personal computer.

Explanation of Reference Numerals
[0063]

1l: service-issuing system, 2: IC card, 11: service-
issuing terminal, 21: service-issuing function, 22: file
system, 23: service definition database, 41: reader/writer,
51: prepaid electronic money object, 52: ticket object, 53:
service object
Best Modes for Carrying Out the Invention
[0064]

Hereinafter, embodiments of the present invention will
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i nvention Hereinafter, enbodi nents of As present

invemon wll 24 be described with reference Eo Me
drawi ngs, 100°'6 -, Fig. is an illustration for
expl aining a nmethod for issuing as _ in an

i nformati on processing system according to an
enbodi ment of the present ,vent:lLon "r sane
conponents as in Fig. are denoted by the sane
reference ;. nuneral .. | .6 As showmn in _ 4,
i ssuance of a service is peffnrnmed by a
be depyrtecfissuingreystenrtd. tThehsedviageéngsi system5 a .
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ttv agparatus ns An Wcard 2 is a owntactiess 1C card
1sthﬂgd §esybg% in an information processing system

according to an embodiment of the present invention. The

t he S07P1031

same components as in Fig. 1 are denoted by the same
reference numerals.
[0066]

As shown in Fig. 3, the issuance of a service is
performed by a service-issuing system 1. The service-
issuing system 1 is a system that is provided by an
application server and is constituted by a service-issuing
terminal 11. A reader/writer 11A is provided at a
predetermined position of the housing of the service-issuing
terminal 11. The service-issuing system 1 may be
constituted by a single apparatus or may be constituted by a
plurality of apparatuses.

[0067]

An IC card 2 is a contactless IC card owned by a user
who wishes to receive the provision of a specific
application. A service-issuing function 21 and a file
system 22 are implemented in the IC card 2. In addition to
them, a service definition database 23 is provided in the IC
card 2. That is, the service definition database provided

as a component on the service-issuing system l-side in the



synemis are inplemented _n the 1C ., rd 2. addition
card 2 .i s ME ... da. . . as a ccomponent: an Lie

system 1- sile An the Sol Pl 0 V exanpl e is provided
invia example , L_. such a manner that the service
defini ni on database is The function 21 Ls a function
Mar As specific inplenmented when a . service. chip
nui Nin the Wcard 2. The funct: Wu 21 Veérprels a
command rcansmtred fromthe service-issuing teqﬁéiglo3l
L! and perfornms the issuance of a, .. file syslLe
is afile systemLost manages me mo r y daEa stored
exapplg ZfaFigsuanée phodidefvicethehexamprCanaf2fig. 3 in
| acen over Me reader/wcltoi WA at Lno
suc eﬁvaé@nﬁ§y5hﬁﬁutb@rﬁ?ﬁ&ﬂcgldefvﬁéhlonv@aRabaﬁg pPaced
over the reader/witer M rocess -, pr ovi s
conBaﬁn§gr9Fc% F@@HPH@nEoﬁﬁaﬁHeté ME286cec8ifi§sui ng
OO%FECtlon 2] prepaid electronic noney application or a
ket application, Lhe . ,., 1 wshes to receive,

ISTHaeddseedr\falScea fsosul nd Pangtrrlec!'neer is aygunctleén that is

implemented when a specific program is executed by an IC
chip built in the IC card 2. The service-issuing function
21 interprets a service-issuing command transmitted from the
service-issuing terminal 11 and performs the issuance of a
service. The file system 22 is a file system that manages
data stored in a memory of the IC chip. In order to receive
the issuance of a service, the IC card 2 is placed over the
reader/writer 11A of the service-issuing terminal 11.
[0069]

When the IC card 2 is placed over the reader/writer 11A4,
in process P11, the service-issuing terminal 11 transmits a
service-issuing command to the service-issuing function 21
implemented inside the IC card 2, as shown in Fig. 3. An
identifier indicating the type of application, such as a
prepaid electronic money application or a ticket application,
the provision of which a user of the IC card 2 wishes to
receive, is added as a command parameter to the service-
issuing command transmitted from the service-issuing
terminal 11.

[0070]
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servi ~e-1ssuing command and nN. conmand par ar nw
transm ned from M queries 2 interprets the
service-issuing in process P32, service Lic e 23 as
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2 interprets the service-issuing command and, in process P12,
queries the service definition database 23 as to information
indicating a service data structure and a program describing
a processing sequence, which correspond to the identifier
transmitted as a command parameter. Information indicating
the data structure of a service and a program describing a
processing sequence that are necessary for each application
are stored, in association with an identifier of the
application, in the service definition database 23.
(0071]

For example, information indicating a service data
structure that is signified by segments, such as a service
ID, which is a contract number of an application, constraint
conditions, such as the period, the section, the place, and
the number of times in which the provision of the
application can be received, a service value, such as the
balance of electronic money used in a prepaid electronic
money application, a payment execution condition, which is a
condition under which the right is to be exercised, and an
access log, is stored in the service definition database 23.

[0072]

In addition, as a program describing a processing



Ov, . 2 SOMO031 inrernal process! nq perforned
here, service defAni t hor,, information 22A is
venerated on the basis of the information indicaLing
the service data structure and He program descri bing
Me processing sequence that nave been transmtred
fromthe service dei-,nlrAon .~3gerCce-issuing
function ... perforns m ppipan U he service data .-, _,
r,rre to the file system22 in accordance with ~
i nformarion 22A. Accordingly, the service-issﬂ#%@PlO3l
runcrian 21 perforns the issuance of a serviqge
seq100751 aWhengrhe Useanneiof theiséiviideahasprbeemsing
process PI'S, the service-issuing funcnl oo 21
seqapanA8ni £8CNt @S prhecryeirvi cecUsabngneer minahaCge. sequence,
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conStralint-on-payment checking sequence, a unit-of-payment
checking sequence, a balance checking sequence, a history
inquiry sequence, a PIN sequence, or a set value changing
sequence, 1is stored in the service definition database 23.
By execution of an individual program, a series of
processing operations formed by a combination of reading of
one or a plurality of pieces of data, writing of data,
calculation using data, comparison of data, storing of
processing history, checking of the validity of processing,
and writing of electronic signature is performed, in
accordance with a purpose, in the IC card 2.

[0073]

When receiving the query from the service-issuing
function 21, in process P13, the service definition database
23 sends, as a response, to the service-issuing function 21,
the information indicating the service data structure and
the program describing the processing sequence on which the
query has been made.

[0074]

When receiving the response from the service definition

database 23, in process P14, the service-issuing function 21

performs IC-card internal processing. By the TIC-card
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service-issuing function 21 performs mapping of the service
data structure in the file system 22 in accordance with the
service definition information 22A. Accordingly, the
service-issuing function 21 performs the issuance of a
service.

[0075]

When the issuance of the service has been completed, in
process P15, the service-issuing function 21 transmits, to
the service-issuing terminal 11, information indicating that
the issuance of the service has been completed. The
issuance of the service is performed as described above.
[0076]

Fig. 4 is an illustration showing an example of
information indicating a data structure for each application,
the data structure being stored in the service definition
database 23.

[0077]

In the example of Fig. 4, types of applications are

shown in the horizontal direction and service definition

items are shown in the vertical direction. When the type of
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corresponding service definition item (the presence or
absence of a function using the service definition item).
[0078]

For example, for a prepaid electronic money application
shown in Fig. 4, "service value", which is a service
definition item, is set to "balance", "constraint on service
value" 1is set to "0 or more and upper limit", "payment

sequence" is set to "subtraction", "payment execution

condition" is set to "upper limit", "charge sequence" is set
to "presence", "unit-of-payment writing sequence" 1is set to
"absence", "the number of units of payment that can be
stored" is set to "1", "constraint on period"” is set to "for
service data structure", "recording of processing history"
is set to "presence", and "PIN sequence" is set to
"selectable".

[0079]

The indication that "service value" is set to "balance"
represents that information indicating the balance of

electronic money is stored in a storage position assigned to
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be recorded as a balance, which is 0 or more, 1s stored in a
storage position assigned to "constraint on service value"
of the entire service data structure. By combining
information indicating the storage position where certain
information is stored as described above, a service data
structure necessary for the prepaid electronic money
application is defined.

(0080]

The indication that "payment sequence" is set to
"subtraction” represents that subtraction from the balance
is performed in the payment sequence of the prepaid
electronic money application. The indication that "payment
execution condition" is set to "upper 1limit" represents that
information indicating the upper limit of the amount of
money that can be paid in a single payment sequence is
stored in a storage position assigned to "payment execution
condition” of the entire service data structure.

[0081]
The indication that "charge sequence" is set to

"presence" represents that a charge sequence is included as
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[0082]

The indication that "the number of units of payment
that can be stored” is set to "1" represents that a unit of
payment (reduction in the balance) can be performed in a
payment sequence implementing the prepaid electronic money
application. The indication that "constraint on period" is
set to "for service data structure" represents that
information indicating the period of validity of the service
data structure is stored in a storage position assigned to
"constraint on period" of the entire service data structure.
[0083]

The indication that "recording of processing history"
is set to "presence" represents that the history of
processing (access log) 1is recorded after the processing is
performed in accordance with a certain processing sequence
that implements the prepaid electronic money application.
The indication that "PIN sequence" is set to "selectable"

represents that the application server is able to select a

PIN sequence, which is authentication using a PIN, so as to
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database 23, a program describing the charge sequence, for
which the service definition item is set to "presence", a
program describing the PIN sequence, and the like are read
and provided to the service-issuing function 21.

[0085]

In addition, information indicating the details of
information stored in individual storage positions, such as
the indication that "service value" 1s set to "balance", the
indication that "constraint on service value" is set to "0
or more and upper limit", and the indication that "payment
execution condition" is set to "upper limit", is provided as
information indicating a service data structure.

[0086]

Similarly, for the ticket application shown in Fig. 4,
"service value", which is a service definition item, 1s set
to "the number of tickets", "constraint on service value" 1is
set to "0 or more and upper limit", "payment sequence" is

set to "subtraction", "payment execution condition" is set

to "upper limit/lower limit/unit", "charge sequence" is set
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[0087]

The indication that "service value" is set to "the
numpber of tickets" represents that information indicating
the number of remaining electronic tickets is stored in a
storage position assigned to "serxrvice value”" of the entire
service data structure of the ticket application. The
indication that "constraint on service wvalue” is set to "0
or more and upper limit" represents that information
indicating the upper limit of the number of electronic
tickets that can be recorded as the number of remaining
tickets, which is 0 or more, is stored in a storage position
assigned to "constraint on service value" of the entire
service data structure. By combining information indicating
the storage position where certain information is stored as
described above, a service data structure necessary for the
ticket application is defined.

[0088]

The indication that "payment sequence" 1is set to

"subtraction" represents that subtraction from the number of
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[0089]

The indication that "charge sequence" is set to
"absence” represents that a charge sequence is not included
as a processing sequence that implements the ticket
application. The indication that "unit-of-payment writing
sequence" is set to "presence" represents that a unit-of-
payment writing sequence is included as a processing
sequence that implements the ticket application and in a
case where the number of units of payment, which will be
described later, is plural, a payment sequence (subtraction
from the number of remaining tickets) can be performed for
the individual units of payment.

[0090]

The indication that "the number of units of payment

that can be stored" is set to "plural" represents that a

plurality of units of payment can be stored in a service

data structure necessary for the ticket application. The
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[0091]

The indication that "recording of processing history"
is set to "presence" represents that the history of
processing is recorded after the processing is performed in
accordance with a certain processing sequence that
implements the ticket application. The indication that "PIN
sequence" 1is set to "selectable” represents that the
application server is able to select a PIN sequence so as to
be included as a processing sequence that implements the
ticket application.

[0092]

When a query from the service-issuing function 21 is
made by transmission of an identifier of the charge
application, in the service definition database 23, a
program describing the unit-of-payment writing sequence, a
program describing the PIN sequence, and the like are read
and provided to the service-issuing function 21.

[0093]
In addition, information indicating the details of

information stored in individual storage positions, such as
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[0094]

Similarly, when an identifier of another application is
transmitted from the service-issuing function 21, a program
describing a processing sequence for which the service
definition item shown in Fig. 4 is set to "presence" and
information indicating a service data structure are read
from the service definition database 23 and are provided to
the service-issuing function 21.

[0095]

As described above, in the information processing
system shown in Fig. 3, information necessary for an
application identified by an identifier transmitted from the
service-issuing system 1 is read from the service definition
database 23, and the issuance of a service is performed
within the IC card 2.

[0096]
Since the service definition database 23 in which

information necessary for the issuance of a service is

provided in the IC card 2, on the occasion of the issuance
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[0097]

In addition, since information transmitted from the
service-issuing system l-side to the IC card 2-side on the
occasion of the issuance of the service is only a service-
issuing command including an identifier, added thereto as a
command parameter, of the application, an application server
does not have to independently perform design processing
regarding which program that describes a processing sequence
is to be transmitted or which information that indicates a
service data structure is to be transmitted, and there is no
need to prepare such design processing in the service-
issuing system 1. Thus, the cost required for such
preparation can be reduced.

[0098]

Here, a process performed between the reader/writer 11A
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2, a service-issuing command including an identifier, added
thereto as a command parameter, representing the type of
application.

[0100]

In step S51, the service-issuing function 21 of the IC
card 2 receives the service-issuing command transmitted from
the reader/writer 11A. The service-issuing function 21
proceeds to step Sh2.

[0101]

In step S52, by interpreting the service-issuing
command, the service-issuing function 21 queries the service
definition database 23 as to information indicating a
service data structure and a program describing a processing
sequence that correspond to the identifier transmitted as a
command parameter.

[0102]

In step S53, the service definition database 23
transmits, as a response to the query from the service-
issuing function 21, the information indicating the service

data structure and the program describing the processing
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program describing the processing sequence transmitted from
the service definition database 23, and performs the
issuance of the service by performing mapping of the service
data structure in the file system 22 in accordance with the
generated service definition information 22A.

[0104]

In step S$55, the service-issuing function 21 transmits,
to the reader/writer 11A, information indicating that the
issuance of the service has been completed.

[0105]

The information transmitted from the service-issuing
function 21 is received by the reader/writer 11A in step S42,
and the process is completed.

[0106]

Fig. 6 is an illustration showing an example of service
data structures mapped in the file system 22 of the IC card
2.

(0107]

By repeating the process shown in Fig. 5, service data
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[0108]

The service data structure 31 in Fig. 6 is a service
data structure that is necessary for receiving the provision
of a prepaid electronic money (stored-value-type electronic
money) application, and the service data structure 32 is a
service data structure that is necessary for receiving the
provision of a ticket application. The service data
structure 33 1is a service data structure that is necessary
for receiving the provision of a specific application.
Service 1IDs, as identifiers, are set for the individual
service data structures 31 to 33.

[0109]

In addition, in the example of Fig. 6, an authorization
key K; is set for the service data structure 31, and an
authorization key K, is set for the service data structure
32. In addition, an authorization key K; is set for the
service data structure 33. Thus, for example, a key
corresponding to the authorization key K; must be provided
for a reader/writer (a terminal in which a reader/writer is

provided) to be used for the operation of the prepaid
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[0118?

When the user holds the IC card 2 over a reader/writer
in order to receive the provision of a prepaid electronic
money application, a key corresponding to the authorization
key Ky, i1s used in the reader/writer and the authorization
key K; is used in the IC card 2, so that mutual
authentication by so-called challenge and response 1is
performed between the reader/writer and the IC card 2. When
mutual authentication has been successfully performed,
access to data (reading and writing of data) managed by the
service data structure 31 can be performed.

[0111]

As described above, in the IC card 2, an authorization
key can be set for each service data structure. Note that
although the three types of service data structures are
shown in the example of Fig. 6, the number of types of
service data structures can be set in a desired manner. In
addition, determination of whether or not an authorization
key is to be set can be made in a desired manner.

[0112]
Next, the operation of an application with respect to

the IC card 2 to which a service has been issued as
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[0114]

In the example of Fig. 7, a prepaid electronic money
object 51, a ticket object 52, and a service object 53 are
implemented in the IC card 2. The prepaid electronic money
object 51 controls processing defined by a processing
sequence described in a program read and acquired from the
service definition database 23 at the time of the issuance
of a prepaid electronic money application and writing and
reading of data managed by the service data structure 31.
The ticket object 52 controls processing defined by a
processing sequence described in a program read and acquired
from the service definition database 23 at the time of the
issuance of a ticket application and writing and reading of
data managed by the service data structure 32. The service
object 53 controls processing defined by a processing
sequence described in a program read and acquired from the
service definition database 23 at the time of the issuance
of a specific application and writing and reading of data
managed by the service data structure 33.

[0115]
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%ﬁgjéégaer/writer 41 1s provided, for example, in a
terminal to be used for the operation of a prepaid
electronic money application. When the IC card 2 is placed
over the reader/writer 41, the reader/writer 41 issues a
specific command to the IC card 2, and causes various
functions of the prepaid electronic money application to be
implemented in the IC card 2. As functions of the prepaid
electronic money applications, for example, addition of
electronic money value, payment using electronic money
stored in the IC card 2, checking of the balance of
electronic money stored in the IC card 2, checking of the
history of payment using electronic money stored in the IC
card 2, user authentication using a PIN, changing of various
values stored in the IC card 2, and the like are available.
[0117]

Such various functions are not implemented by a
plurality of command exchanges, for example, as described
above with reference to Fig. 2. Such various functions can
be performed by a single command exchange.

[0118]
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is Mérformed $nb€ﬁ8 ic cQE&fQK”%Qt the time of the issuance
of a service necessary for a prepaid electronic money
application, in the IC card 2, a program describing a series
of processing operations of the payment sequence, such as
checking of a payment execution condition, checking of the
period of validity of a service, checking of the balance,
and reduction in the balance, is read, as a program for
implementing a payment function of the prepaid electronic
money application, from the service definition database 23.
[0119]

As described above, since a series of processing
operations can be performed by using only a single command
in the IC card 2, compared with a case where the same series
of processing operations is performed by using a plurality
of commands, the load to be imposed on an application server
can be reduced. That is, even in the case of performing
payment, an application server does not have to set out the
timing of each processing operation, such as checking of a

payment execution condition, checking of the period of
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system can be significantly reduced, and the cost can thus

SSI n

be reduced. In addition, the amount of data transmitted and
received in communication transactions between the IC card 2
and the reader/writer can be reduced.

[0120]

In addition, as described later, an application server
is able to assign a corresponding authorization key to each
of the processing sequences. Thus, authorization dissolved
for each processing sequence can be set, and the risk of the
security in a case where leakage of an authorization key
occurs can be reduced. For example, in a case where
authorization of all the processing sequences is managed by
a single authorization key, if leakage of the single
authorization key occurs, all the processing sequences may
be abused. However, in a case where an authorization key
can be assigned to each processing sequence and an operating
side is able to use only a processing sequence for which
authentication has been successfully performed by using the
authorization key, even if leakage of an authorization key

occurs, abuse of all the processing sequences as described
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[0122]

As shown in Fig. 8, the service data structure 31 is
basically categorized into a service ID area 61, processing
sequence areas 62 to 67, and data storage areas 68 to 70,
which are areas in which specific data (user data) within
the service data structure is stored.

[0123]

The service ID area 61 is an area in which a value
(information) corresponding to a number assigned, as a
contract number of an application, to the user of the IC
card 2 is stored. A unique value is adopted within an
application of a single application server (in the example
of Fig. 8, a prepaid electronic money application). Thus,
the service data structure 31 is identified by a command
issued by the reader/writer 41.

[(0124]

The processing sequence areas 62 to 67 are areas in
which wvalues identifying groups of processing steps that can
be called from the reader/writer 41 (programs describing
processing sequences) are stored. A processing sequence is

defined as a processing function that collectively defines
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[0125]

In the example of Fig. 8, programs describing
processing sequences, such as a charge sequence, a payment
sequence, a balance checking sequence, a history inquiry
sequence, a PIN sequence, and a set value changing sequence,
are stored in the processing sequence areas 62 to 67,
respectively.

[0126]

The charge sequence defines processing steps for adding
value in a balance region 83 constituting the data storage
area 69. The payment sequence defines processing steps for
reducing the balance (use of electronic money) represented
by the value stored in the balance region 83.

[0127]
The balance checking sequence defines processing steps

for checking the balance represented by the value stored in

the balance region 83. The history inquiry sequence defines
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releasing access restriction for data managed by the service
data structure 31. The set value changing sequence defines
processing steps for changing a set value that can be
changed at the time of operation among values stored in the
data storage areas 68 to 70.

[(0128]

In addition, in the example of Fig. 8, authorization
keys K;1 to Kjg are set for processing sequences described in
programs stored in the processing sequence areas 62 to 67,
respectively. It is assumed that in order to perform the
processing sequences, mutual authentication using the
individually set authorization keys Kj; to Ki¢ has been
successfully performed.

[0129]

The data storage area 68 is an area in which
information indicating the period of validity of the entire
service data structure 31 is stored.

[0130]

The data storage area 69 is an area in which various

types of information regarding a unit of payment are stored

and is constituted by a payment execution condition region
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in which information indicating a constrained condition on
the execution of payment is stored. As a condition on the
payment, information indicating a range of the amount of
payment, such as, for example, "a range of value (balance)
reduced at the time of payment should be 1 or more yen and
20,000 or less yen", is stored in the region 82.

[0132]

The balance region 83 is a region in which information
indicating the balance of electronic money is stored. The
constraint-on-balance region 84 is a region in which
information indicating a constrained condition on the
balance is stored. As a condition on the balance,
information indicating a range of the balance, such as, for
example, "the balance should be 0 or more yen and 50,000 or
less yen", is stored in the region 85.

[0133]

The PIN data region 86 is a region in which information
on a PIN to be used on the occasion of PIN authentication is
stored. The desired data region 87 is a region in which

data that can be set in a desired manner by an application
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area 70 is constituted by an access-log set value region 91,
a region 92, a region 93, and an access-log recording region
94.

[0135]

The access-log set value region 91 is a region in which
a set value regarding the access-log recording region 94 is
stored. As a set value regarding the access-log recording
region 94, information indicating a unit of recording of an
access log, such as "an access log is recorded in a payment
sequence" is stored in the region 92. 1In addition, as a set
value regarding the access-log recording region 94,
information indicating the number of records, such as "up to
four access logs are stored" is stored in the region 93.
[0136]

The access-log recording region 94 is a region in which
access logs are recorded in a FIFO (First In First Out)
method.

[0137]

As described above, in the IC card 2, data is managed

while a region is assigned for each content. Thus, only

data that is necessary for processing can be read, without
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[0138]

Here, a process performed between the IC card 2 and the
reader/writer 41 in accordance with a payment sequence will
be described with reference to a flowchart of Fig. 9.

[0139]

Processing of steps S61 to S64 performed by the
reader/writer 41 and processing of steps S71 to S74
performed by the IC card 2 are similar to the processing of
steps S1 to S4 and the processing of steps 521 to S24 of Fig.
2, respectively.

[0140]

That is, in step S61, the reader/writer 41 performs, by
transmitting a Polling command, search for and acquisition
of the IC card 2 with which the reader/writer 41 is to
communicate.

(0141]
In step S71, the IC card 2 receives the Polling command

transmitted from the reader/writer 41. The IC card 2
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transmitting a mutual authentication command, mutual
authentication between the reader/writer 41 and the IC card
2.

[0143]

In step S73, the IC card 2 receives the mutual
authentication command transmitted from the reader/writer 41.
The IC card 2 proceeds to step 874 to read specific
information to be used for authentication from a memory and
transmit the read information to the reader/writer 41.
[0144]

When the information to be used for mutual
authentication is transmitted from the IC card 2, the
reader/writer 41 receives the information in step S64.
[0145]

In step S65, the reader/writer transmits a payment
sequence call command to the IC card 2. Information
indicating the current time, the amount of payment, and a
service ID is added as command parameters to the payment
sequence call command transmitted here.

[0146]



in st~p S77, the prepaid el ectronic noney object 51

Por exanple, in is checked whether or not the cucKenl:

TW-: trarsmitred as a conmand paranmeter fromthe

reader/witec 41 tinme that falls _ the period of

validity of the SO7 P! | K _the data sLorage area 68.

1 n acase where it [ s corf Aronr-1 than Line

current tine is tine that falis within Kne perinl of

vaiiaity, the process proceeds to snop SM 014 9J in

stop M Lim prepaid el ectronic noney object U cneg¥yfl031

t he bal ance of electronic exanple, .-e_- the bal ance

represent ed’/ by in¢ oprapai onestorednin onechadbaneet 51 of

rogion - is process _ step e, ., rho balance reuion 83
thej §Cogerdr ¥t reaeweh the ampuntt cenrentebakadceommand

TnMcall on roprosenOng the anmount oi- , paranmewc from
trapppettedaderweineercaterinrstep $80, abHecprépairdpayment

el eci nroni ¢ noney object 51 _ .
sequence by executihg a program stored in the processing

sequence area 63 of the service data structure 31 identified
by the service ID transmitted as a command parameter. The
subsequent processing is performed in accordance with the
called payment sequence.

[0147]

In step 576, the prepaid electronic money object 51
checks a payment execution condition. For example, it is
checked whether or not the amount of payment transmitted as
a command parameter from the reader/writer 41 is an amount
that falls within a range of the amount of payment
represented by information stored in the region 82. 1In a
case where it is confirmed that the amount of payment
transmitted as a command parameter is an amount that falls
within the range, the process proceeds to step S77.

[0148]

In step S77, the prepaid electronic money object 51
checks the period of validity of the service data structure.
F'or example, it is checked whether or not the current time
transmitted as a command parameter from the reader/writer 41
is time that falls within the period of validity of the

service data structure 31 represented by a value stored in



region 94, Wen witing of Lne nal ow of rho access | og
has wer successfully perforned, in step 311, one
prepai d el ectronn.: success response, which is
information indicating that the Pelfolnme&,,..;,
success Wen tho response is EransmaLes trap the card
2, in step S66, the .. . _ receives t& . success
Ves' Donse, Accordingly, a series of processing
operations An accordance with Lho paynorT sequenceSd;PlO:gl
COOPI Med, described a have, . . _ sequence is cail®ed
in accordance with transm ssion of a command fromthe
thegdata, storafd pKeeesSi nglaccordlifiginere 1t hies confirmed
rocessi ng sequence Proceeds, series processing _
thabneRal FERSeBf RBSMEafams LhapeFfof Aed.LassckhBegerhod

deFail with reference to flowharts of TAgs. 10 ana
of 1dity, the process proceeds to step S78.
11,

(0149]

In step S78, the prepaid electronic money object 51
checks the balance of electronic money. For example, after
the balance represented by information stored in the balance
region 83 is checked, the process proceeds to step S79.
(0150]

In step S79, the prepaid electronic money object 51
performs a payment transaction. For example, the balance of
electronic money represented by the information stored in
the balance region 83 is overwritten with the amount
obtained by subtracting the amount of payment from the
current balance. Information representing the amount of
payment is also transmitted as a command parameter from the
reader/writer 41.

[0151]

In step S80, the prepaid electronic money object 51
performs access-log writing processing. For example, a
value representing a log of the current payment transaction
is written in a specific area of the access-log recording
region 94.

[0152]

When writing of the value of the access log has been
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[0153]

When the success response is transmitted from the IC
card 2, in step S66, the reader/writer 41 receives the
success response. Accordingly, a series of processing
operations in accordance with the payment sequence is
completed.

[0154]

As described above, in the IC card 2, a processing
sequence is called in accordance with transmission of a
command from the reader/writer, and processing according to
the processing sequence proceeds.

[0155]

A series of processing operations of the IC card 2
performed in accordance with a payment sequence will be
described in detail with reference to flowcharts of Figs. 10
and 11.

[0156]

The processing is started when the IC card 2 is held

over the reader/writer 41 and a mutual authentication

command is transmitted from the reader/writer 41. When a
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[0157]

In step S91, the prepaid electronic money object 51 of
the IC card 2 determines whether or not mutual
authentication performed between the IC card 2 and the
reader/writer 41 has been completed. In a case where it is
determined that mutual authentication has not been completed
due to failure in mutual authentication or the like, the
prepaid electronic money object 51 proceeds to step S92.
[0158]

In step S92, the prepaid electronic money object 51
performs non-response processing, and terminates the process.
[0159]

Meanwhile, in a case where it is determined in step S91
that mutual authentication has been completed, the prepaid
electronic money object 51 proceeds to step $93 to fetch a
command parameter transmitted from the reader/writer 41 and
added to the payment sequence call command. For example,

information indicating the current time and the amount of
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[0161]

In a case where it is determined in step S94 that the
payment execution condition is not met, the prepaid
electronic money object 51 proceeds to step S95 to perform
error processing. Then, the prepaid electronic money object
51 terminates the process. For example, the fact that the
payment execution condition is not met is reported to the
reader/writer 41, and a message for notifying the user of
the fact 1s displayed on the reader/writer 41.

[0162]

Meanwhile, in a case where it is determined in step S94
that the payment execution condition is met, the prepaid
electronic money object 51 proceeds to step S96 to determine
whether or not the current time transmitted as a command

parameter from the reader/writer 41 is time that falls

within the period of validity of the service data structure
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electronic money object 51 proceeds to step S95 to perform
error processing. Then, the prepaid electronic money object
51 terminates the process. For example, the fact that the
periocd of validity has expired is reported to the
reader/writer 41, and a message for notifying the user of
the fact is displayed on the reader/writer 41.

[0164]

Meanwhile, in a case where it is determined in step S96
that the current time is time that falls within the period
of validity of the service data structure 31, the prepaid
electronic money object 51 proceeds to step S97 to check the
balance represented by information stored in the balance
region 83 and determine whether or not the amount obtained
by subtracting the amount of payment from the balance is an
amount that falls within the range of a constraint condition
of the balance represented by information stored in the
constraint-on-balance region 84 and whether or not the range
of the value (amount) and the type of value as constraint
conditions are met.

[0165]
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to perform error processing. Then, the prepaid electronic
money object 51 terminates the process. For example, the
fact that the constraint conditions on the balance are not
met is reported to the reader/writer 41, and a message for
notifying the user of the fact is displayed on the
reader/writer 41.
[0166]

Meanwhile, in a case where it is determined in step S97
that the amount obtained by subtracting the amount of
payment from the balance falls within the range of the value
and meets the type of value as the constraint conditions,
the prepaid electronic money object 51 proceeds to step S98
to perform payment by overwriting the balance of electronic
money represented by information stored in the balance
region 83 with the amount obtained by subtracting the amount
of payment from the current balance.

[0167]
In step S99, the prepaid electronic money object 51

determines whether or not a unit of recording of an access

log is designated as a payment sequence, on the basis of
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Meanwhile, in a case where it is determined in step S99
that a unit of recording of an access log is designated as a
payment sequence, the prepaid electronic money object 51
proceeds to step S100 to record a value indicating the
details of the current payment as an access log in the
access-1log recording region 94.

[0169]

When the writing of the value of an access log has been
successfully performed, in step S101, the prepaid electronic
money object 51 transmits, to the reader/writer 41, a
success response, which is information indicating that the
access-log writing processing has been successfully
performed. Then, the prepaid electronic money object 51
completes the process.

[0170]

Since processing, such as checking of a payment
execution condition, checking of the period of validity of a
service, and calculation of the balance to be rewritten,
which have been conventionally performed in the
reader/writer 4l-side, is performed in the IC card 2-side as

described above, the number of times information is



cconmuni cation ,. : - , path ..., c in a case where

such _ phenonmenon o ccur s, thee .- i _ oas is
performretry !retransm ssion request) processing tof
each ¢ _ w Al occur can be -n, i._: _.c., operations
such in ., __.v sequence _ perforned in the -. <card 2

in accordance with a Piurality of conmands, in
sAunLi Gn, such as when thpeégqgrd 2 goes out of M
range L - en , , a nagnetiC _e generated by toe - -
1l,e 41 A Me process of rns, series of Processinq S07p1031
operavigns _ rhe cower of toe Tq card 2 is cut off, in
exchsnpecdossanyechiocher A€ 4t rtlo2penflortimer ecoverywriter 41 can
processing SOUND. , . , , 1. . _ . _cethe state in
be pegugepr 6eessminimha.prbecessingecat acpredeter hvmed the
Oming. qocn as when the Y card . z.. the cange of
Sprgeeess oforhé timdretikadd eldnrexty) t9fmdathoweveprobmatic,
probabi l ity h a necessity will occur ,. also . _, m
andppherg i§ gndemand to suppregs datactransgggspep and
exar service data structure 31[0111] The

le . t he
reCgBey ReaaEPECBKaELBEéSﬂﬁl§nom}niﬁu?@q?l&%umétf%%esr the

superiority in this respect can be achieved.
[0171]

In addition, since communication between the IC card 2
and the reader/writer 41 is performed in a wireless manner,
a phenomenon in which the IC card 2 cannot receive a correct
packet due to causes such as intrusion of noise into a
communication transmission path may occur. In a case where
such a phenomenon occurs, the reader/writer 41 needs to
perform retry (retransmission request) processing for each
command. However, the probability that such a phenomenon
will occur can be reduced.

[0172]

Furthermore, in a case where a series of processing
operations such as a payment sequence is performed in the IC
card 2 in accordance with a plurality of commands, in a
situation, such as when the IC card 2 goes out of the range
of access of a magnetic filed generated by the reader/writer
41 in the process of the series of processing operations and
the power of the IC card 2 is cut off, it is necessary for

the reader/writer 41 to perform recovery processing
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[0173]

Fig. 12 is an illustration showing another example of
the service data structure 31.

[0174]

The service data structure 31 shown in Fig. 12 is the
same as the service data structure 31 shown in Fig. 8 with
the exception that an updating authorization key K;; is set
for information indicating the balance stored in the balance
region 83 and the updating authorization key Ky; 1s stored in
a region 101.

[0175]

In a case where such a service data structure is set as
a target, in a payment sequence and a charge sequence, which
are sequences that involve updating of the balance, before
updating of the balance is performed, mutual authentication
using the updating authorization key K;; and an authorization
key assigned to the reader/writer 41 as a key corresponding
to the updating authorization key K,; is performed between

the IC card 2 and the reader/writer 41. When mutual

authentication has been successfully performed, information
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data stored in a single region, as well as a service data
structure or a processing sequence. In addition, an
authorization key corresponding to a purpose, such as a key
for reading data or a key for writing data, such as the
updating authorization key K;; in Fig. 12, can be set. Thus,
by setting an authorization key for each region and each
purpose, the risk of the security in a case where leakage of
an authorization key occurs can be reduced.

[0177]

Fig. 13 is an illustration showing an example of the
service data structure 32 in Fig. 6. As described above,
the service data structure 32 is a service data structure
for managing data necessary for a ticket application and is
managed by the ticket object 52.

[0178]

As shown in Fig. 13, the service data structure 32 is
basically categorized into a service ID area 111, processing
sequence areas 112 to 118, and data storage areas 119 to 121,
which are areas in which specific data within the service
data structure is stored.

[0179]

The service ID area 111 1is an area in which a value
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identified by a command issued by the reader/writer 41.
[0180]

The processing sequence areas 112 to 118 are areas in
which values identifying groups of processing steps that can
be called from the reader/writer 41 (programs describing
processing sequences) are stored.

[0181]

In the example of Fig. 13, programs describing
processing sequences, such as a unit-of-payment writing
sequence, a payment execution condition checking sequence, a
payment sequence, a unit-of-payment checking sequence, a
history inquiry sequence, a PIN sequence, and a set value
changing sequence, are stored in the processing sequence
areas 112 to 118, respectively.

(0182]

The unit-of-payment writing sequence defines processing
steps for adding value (increasing the number of tickets)
stored in a number-of-tickets region 136 of the data storage
area 120. Here, in a case where an application to be

implemented is a ticket application, payment represents a
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The payment execution condition checking sequence
defines processing steps for checking a payment execution
condition. The payment sequence defines processing steps
for reducing the number of tickets (use of a ticket)
represented by a value stored in the number-of-tickets
region 136.

[0184]

The unit-of-payment checking sequence defines
processing steps for checking which information is to be
used as a unit in payment. The history inquiry seguence
defines processing steps for checking an access log
represented by information stored in the data storage area
121. The PIN sequence defines processing steps for
providing access restriction using a PIN and processing
steps for releasing access restriction for data managed by
the service data structure 32. The set value changing
sequence defines processing steps for changing a set value
that can be changed at the time of operation among values
stored in the data storage areas 119 to 121.

[0185]
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[0186]

The data storage area 119 is an area in which
information indicating the period of validity of the entire
service data structure 32 is stored.

(0187]

The data storage area 120 is an area in which wvarious
types of information regarding payment are stored. The data
storage area 120 is constituted by a payment execution
condition region 131, a region 132, a region 133, a region
134, a region 135, the number-of-tickets region 136, a
constraint-on-the-number-of-tickets region 137, a region 138,
a PIN data region 139, and a desired data region 140.

[0188]

The payment execution condition region 131 is a region
in which information indicating a constraint condition on
the execution of payment is stored. As conditions on the

payment, for example, information indicating the period of

validity of a ticket is stored in the region 132,
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tickets are reduced by a single payment transaction" is
stored in the region 134, and desired information is stored
in the region 135.

[0189]

The number-of-tickets region 136 is a region in which
information indicating the number of remaining electronic
tickets is stored. Information indicating a constraint
condition on the number of remaining electronic tickets is
stored in the constraint-on-the-number-of-tickets region 137.
As a constraint condition on the number of tickets,

information indicating the range of the number of tickets,

such as, for example, "the number of remaining tickets
should be 0 or more and 10 or less", is stored in the region
138.

[0190]

The PIN data region 139 is a region in which
information on a PIN to be used on the occasion of PIN
authentication is stored. The desired data region 140 is a
region in which data that can be set in a desired manner by
an application server is stored.

[0191]
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That is, the region 152 for the access-log set value
region 151 is a region in which information indicating a
unit of recording of an access log is stored. The region
153 is a region in which information indicating the number
of records is stored. The access-log recording region 154
is a region in which access logs are recorded in a FIFO
method.

[0193]

Fig. 14 is an illustration showing another example of
the service data structure 32 in Fig. 6.

[0194]

In the example of Fig. 14, five units of payments, only
one of which is shown in the data storage area 120 in Fig.
13, are shown. The units of payment shown in Fig. 14 are
used when the provision of different applications, such as
information indicating an electronic ticket for a concert

and an electronic ticket for transportation, is received.
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the service definition item "the number of units of payment

that can be stored" is set to "plural" (Fig. 4), a plurality
of units of payment can also be managed by the single
service data structure 32.
[0196]

In the above description, service data structures in a
case where a prepaid electronic money application and a
ticket application are implemented have been mainly
explained. However, a similar service data structure can be
used on the occasion of the management of information
indicating various rights. The similar service data
structure can be applied to management of rights represented
by, for example, a railway commuter pass, a railway ticket,
a point card, a stamp card, a coupon ticket, a theater
appreciation ticket, a commutation ticket, electronic money,
a credit card, a cash card, a debit card, an employee ID
card, a written guarantee, a door key, an identification
card, an access control card, and the like.
[0197]

The above-described series of processing operations can
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[0198]
Fig. 15 is a block diagram showing an example of the
configuration of a personal computer that performs the

above-described series of processing operations by a program.
(0199]

A CPU (Central Processing Unit) 201 performs various
types of processing in accordance with a program stored in a
ROM (Read Only Memory) 202 or a storage unit 208. A program
to be performed by the CPU 201, data, and the like are
stored in a RAM (Random Access Memory) 203, where
appropriate.

The CPU 201, the ROM 202, and the RAM 203 are connected to
each other via a bus 204.
[0200]

An input/output interface 205 is connected to the CPU
201 through the bus 204. An input unit 206 constituted by a
keyboard, a mouse, a microphone, and the like and an output

unit 207 constituted by a display, a speaker, and the like
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menory, rho ROM 202
outputs a processing result to the output unit 207.

[0201]

The storage unit 208 connected to the input/output
interface 205 is constituted by, for example, a hard disk.
The storage unit 208 stores a program to be performed by the
CPU 201 and various data. A communication unit 209
communicates with an external apparatus via a network, such
as the Internet or a local area network.

[0202]

When a removable medium 211, such as a magnetic disk,
an optical disk, a magneto-optical disk, or a semiconductor
memory, 1is installed in a drive 210 connected to the
input/output interface 205, the drive 210 drives the
removable medium 211 and obtains a program and data recorded
in the removable medium 211. The obtained program and data
are transferred to and stored in the storage unit 208 when
necessary.

[0203]

A program recording medium that is installed on a
computer and that stores a program executable by the
computer 1is constituted by the removable medium 211, which

is a package medium, such as a magnetic disk (including a



in which a programis tenporarily or permanenily
stored, o,, the hand - storage unit 203, as shown in
Fig, wred by using a medium or cat Lon such as ~i

| ocal area network, invervel, or diginalL satellite

br oadcasti ng, comrunication .unin 209, which is an via
rho in"erface, such as a renter or a nodem when

necessary, 102041 N : - r 7szpe_ci fication, sininz
program include not only processing operations P1031
perfoTmed H ,. aeries ._ accordance with the writte

order but also processing operations perfornmed in
TlepabPaFl ei-sér - i Adepehdent | ¢lskr Honprlocessi ngCHpEPHL i(Gnspact
o1 oD% 0081 Degeasarily perforred in, bine sertes 1 )
nacEFbObIL pCDTR0. coreriyi e i orlded Storing reags o,
in PhOUSAOPGRIICTE (SERELLOL0G oo ot SETENERS 200 Ly o
the hard disk forming the storage unit 208, as shown in Fig.
15. A program is stored into the program recording medium
by using a wired or wireless communication medium, such as a
local area network, the Internet, or digital satellite
broadcasting, via the communication unit 209, which is an
interface, such as a router or a modem, when necessary.
[0204]

Note that in this specification, steps describing a
program include not only processing operations performed in
time series in accordance with the written order but also
processing operations performed in parallel or independently,

the processing operations being not necessarily performed in

time series.



processi ng opnnat4ons performed i n acqcvdance wi nh who

..._. sequences; and manamy neans for acqUrAng, from

the storing nmeans, the prograns and who i nformation

i ndnvati ng who SWWUUK~ M who data that are shared An

as3Cci akKlcn with who application, which is |loentified

bv an identifier added to the comman, whinh it

transmtted Com on external,te.awi nal, and for

up-rations according to tne processing seguences

dgscribed in Me acquired prograns as data having, whoF1031

M u=urr~ MeansR the 0l1l0amani ¢ apparatus accordi ng no

Caim1, furmmr ngnprisAag<Mcontrol neacin U

peryorm ng the prncessing operations accumng to the

1pr6@e§éﬁﬁ%f§@&@e@@@§3ﬁ§ﬂﬂ|ﬂﬂﬂym9raqtﬁ§ QPrigyrtdmg: performs

acqoAred from who stoying neans and controMriq
Prorgading ana i Pifglof 2FRerdatacwiose trapansssiian- of a

., wWith transm ssion of the comuand. which user
compgigi ves B oyt 8¥on of a specilic apr, knani on.L The

el ectroni c apparatus according to VW££1 wherein the

mehagi HY ks storing, {Ha pioe %ﬁ%ﬁ“s%ﬁ%%g%%s
bed | I ndi vi dua' . -- cquire rom
aop P REE L1 O TR Sk iRa! BY 4 Shaverionhiatials BRdrkag?

des@f?ﬁfﬁ&iEgoggggfﬁéngequences and information indicating a

structure of data to be read and written by individual
processing operations performed in accordance with the
processing sequences; and

managing means for acquiring, from the storing means,
the programs and the information indicating the structure of
the data that are stored in association with the application,
which is identified by an identifier added to the command,
which is transmitted from an external terminal, and for
managing data to be read and written by the processing
operations according to the processing sequences described
in the acquired programs as data having the structure
represented by the information acquired from the storing
means .

2. The electronic apparatus according to Claim 1, further

comprising:

control means for performing the processing operations
according to the processing sequences described in the

programs acquired from the storing means and controlling
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wherein the managing means sets authorization keys for
the processing sequences described in the individual
programs acquired from the storing means, and

wherein in a case where a processing operation
according to a specific processing sequence is performed in
accordance with the transmission of the command from the
reader/writer, before performing the processing operation,
the control means performs mutual authentication between the
electronic apparatus and the reader/writer by using an
authorization key set for the specific processing sequence.

4. The electronic apparatus according to Claim 2,

wherein the managing means sets authorization keys for
individual data items having different contents, the data
items constituting the data to be read and written, and

wherein in a case where a processing operation
according to a specific processing sequence is performed in
accordance with the transmission of the command from the
reader/writer, before performing the processing operation,

the control means performs mutual authentication between the
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5. An information processing method for an electronic
apparatus that includes storing means for storing, in
association with an application provided by a provision
server, programs describing processing sequences and
information indicating a structure of data to be read and
written by individual processing operations performed in
accordance with the processing sequences and that has an IC
chip that performs the processing operations in accordance
with transmission of a command, the method comprising the
steps of:

acquiring, from the storing means, the programs and the
information indicating the structure of the data that are
stored in association with the application, which is
identified by an identifier added to the command, which is
transmitted from an external terminal; and

managing data to be read and written by the processing
operations according to the processing sequences described
in the acquired programs as data having the structure
represented by the information acquired from the storing
means.

6. A program for causing a computer to run, the computer



witten by Nal vidual processing . perforned n

acaordance with Lno processing sequences and that has

an D7 chip that nertorns the pracessing operations in

accordance w th Lransm ssion of a command, the

program conprising the steps OP acqulLrAg. fromtne

storing neans, Wh programs and the ider7ified by .,

identifier added to Lhe compand, which Oi transmrrod

froman external _ " _ nanadinhgq data to be read and:SO7P1031

witten by the wocesxin'7 neans,
controlling information processing of an electronic
apparatus that includes storing means for storing, in
association with an application provided by a provision
server, programs describing processing sequences and
information indicating a structure of data to be read and
written by individual processing operations performed in
accordance with the processing sequences and that has an IC
chip that performs the processing operations in accordance
with transmission of a command, the program comprising the
steps of:

acquiring, from the storing means, the programs and the
information indicating the structure of the data that are
stored in association with the application, which is
identified by an identifier added to the command, which is
transmitted from an external terminal; and
managing data to be read and written by the processing

operations according to the processing sequences described
in the acquired programs as data having the structure

represented by the information acquired from the storing

means.



