
100

FIG. 1

1/5

GAN 

Generator 

model

GAN 

Discriminator 

Model

110

Random

Noise Data

104102

Initial 

Ground 

Truth 

Identity 

Data

108

Synthesized 

Fake Images 

106

Classification 

Training 

Result

112

Information/ data 

extraction training 

model 116

118

Security 

Model

114

101

113

113

Binary 

Classifier
111

Input 

Image

115

103

105

107

109

117 123

119

120

121

122



201

FIG. 2

2/5

GAN 

Generator 

Model

Random

Noise Data

204
202

Initial 

Ground 

Truth 

Identity Data

208

Synthesized  

Fake Images 

206

Classification 

Training 

Result

212

213

213

GAN 

Discriminator 

Model

210

Binary 

Classifier
211



Trained 

Generator 

Model
334

Trained 

Discriminator 

Model

330

Generated 

Data

320

Security 

Model

314

Information/Data 

Extraction Training 

Model
316

318

300

FIG. 3

3/5

Input Image

315



400
4/5

FIG. 4

Feeding in a generator model, at least one random noise data
402

Generating by the generator model, one or more synthesized fake 

images 404

Providing a discriminator model with an input training data 406

Classifying by the discriminator model, input training data and 

providing a classification training result 408

Determining the losses of the discriminator model and the generator 

model based on the classification training result 410

Adjusting a weight associated with each neuron in the generator 

model and the discriminator model using a backpropagation process, 

based on the determined losses 412

Training the generator model and the discriminator model until the 

determined loss remains unchanged 414

Using the trained generator model for training and data augmentation 

in a data extraction model 418

Obtaining a trained discriminator model and a trained generator 

model 416

Using the trained discriminator model for fraud detection in a security 

model of electronic know your customer (eKYC) system 420
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Synthesizing or generating generated images
502

Training data extraction model with generated data 

obtained from trained generator model 504

FIG. 5

Using trained discriminator model as binary classifier in 

security model 604

Determining whether input data is real ID or fake ID
606

Providing classification result in security model 
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FIG. 6

Input trained discriminator model with input data
602


