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RADIO COMMUNICATION DEVICES, ACCESS POINTS, METHOD FOR
CONTROLLING A.RADIO COMMUNICATION DEVICE, AND METHODS

FOR CONTROLLING AN ACCESS POINT

Cross-reference to Related Applications

[0001] The present application claims the benefit of the Singépore patent application
No. 201208312-7 filed on 9 November 2012, the Singapore patent application
No. 201209132-8 filed on 12 December 2012, and the Singapore patent application
No. 201303655-3 filed on 10 Méy 2013, the entire contents of which are incorporated

* herein by reference for all purposes.

Technical Field

[0002] Embodiments relate generélly to radio communication devices, access points,
method for controlling a radio communication device, and methods for controlling an

access point.

Background

[0003] In a communication between a radio communication device and an access
point, there may be a high number of packets transmitted from the access‘point to the
radio’ communication device, which the radio communication device needs to
acknowledge. Thus, there may be a need for an efficient way for providing these

acknowledgements. ' , ’ x
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Summary -

[0004]  According to various embodiments, a radio communication device may be
provided. The radio communication devicel may include: a transmitter configured to
transmit a null data packet. The null data packet may include acknowledgement data
indicating acknowledgements for a plurality of packets. The null data packet may include
a cyclic redundancy check field configured to provide information based on which the
null data packet or acknowledgéments may be checi(ed for érrofs. The null data packet -
may include further information baséd on which the acknowledgements may be checked
for errors.

[0005] According to various embodiments, an access point may be provided. The
access point may include: a receiver configured to receive a null data packet. The null

‘data packet may include acknowledgement data indicating acknowledgements for a
plurality of packets. The null data packet may include a cyclic redimdancly check field
configured to provide information based on which the null data packet or
acknowledgements may be checked for erfors. The null data packet may include further
information based on which the acknowledgements may be checked for errors.

» [0006] According to various embodiments, a method for controllihg a radio
communication device may be provided. The method may include: transmitting a null
data packet. The null data packet may  include acknowledgement‘ data indicating
acknowledgements for a plurality of packets. The null dafa packet may include a cyclic
redundancy check field ‘conﬁgur.ed to provide information based on which the null data

packet or acknowledgements may be checked for errors. The null data packet may
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include further information based on which ’the acknowledgements may be checked for
errors.
[0007] According to various embodiments, a methpd for controlling an access point
may be provided. The method may include: receiving a null data packet. The null data
packet may include acknowlédgement data indicating acknowledgements for a plurality
' of packets. The null data ﬁacket'may in.clude a cyclic redundancy check field configured
to provide information based on which the null data packet or acknowledgemenfs may be |
checked for errors. The null data packet may includé'further information based on which

the acknowledgements may be checked for errors.

Brief Description of the Drawings

[0008]  In the drawings, like referénce characters generally refer to the same parts
throughout the _different vieWs. The drawings are not necessarily to scale, emphasis
instead ‘generally being placed upon illustrating the principles of the invention. In the
following description, \;arious embodiments are described with reference to the following
drawings, in which:

FIG. 1A shows a mobile radio communication system according to various
embodimeﬁts;

FIG. 1B shows a radio communication device according to various 'embodiments;

FIG. 1C shows an access point according to various embbdiments;

FIG. 1D shows a flow diagram illustrating a method for controlling a radio

communication device;
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FIG. 1E shows a flow diagram illustrat_h;g a method for ‘controlllin‘g an access
point according to various embodiments;

FIG. 2 shows an illustration of an NDP (null data pa;:ket) format for BA (block
\acknowledgement); |

FIG. 3 shows an illustration of an NDP format according to various embodiments,
in thich. the bitmap size is reduced;

FIG. 4 shows an illustration of an NDP format according to various embodiments, -
in which BAID (BA idehtiﬁer) is reduced or removed,; |

| FIG. 5 shows an illustration of increasing CRC (cyclic redundancy check) bits

according to v%m'ous embodiments;

FIG. 6 shows an illustration of organizing of methods to réduce BA bitmap false
positives according to various embodiments; ’

FIG. 7 shows a flow diagram illustrating a decision flow for deéoding BA NDP
according to various embodiments; |

FIG. 8 shows an illustration of reducing the (effective) bitmap size and adding
secondary CRC according to various embodiments; |

FIG. 9 shows an illustration of reducing or eliminating BAID and adding
secondary CRC according t6 various embodiments;

FIG. 10 shows‘ an illustration of adding secondary CRC, reducing effective
bitmap size, and reducing of eliminaﬁﬁg BAID according to various embodiments;

FIG. '11 shows an illustration of mésking secondary CRC with a priori

information to retain the bitmap size according to various embodiments; and



WO 2014/074069 PCT/SG2013/000479

FIG. 12 shows an illustration of masking FEC (forward error correction code)

with a priori information to retain the bitmap size according to various embodiments.

Description

[0009] Embodiments described below in context of the devices are enalogously valid
for the respectlve methods, and vice versa. Furthermore, it will be understood that the
embodiments described below may be combmed for example, a part of one embodiment
may be combined with a part of another embodiment.

[0010] In this context, the radio communication device as described in this
description may include a memory which is for.example used in the processing carried
out in the radio communication device. In this context, the access point as described in
this description may include a memory which is for example used in the processing
carried out in the access point. A memory used in the embodiments may be a volatile
memory, for example ; DRAM (Dynamic Random Access Memory) or a non-volatile
memory, for example a PROM (Programmable Read Only Memory), an EPROM
(Erasable PROM), EEPROM (Electrically Erasable PROM), or a:ﬂash memory, €.g., a
floating gate memory, a charge trapping memory, an MRAM (Magnetoresistive Random
Access Memory) or a PCRAM (Phase Change Random Access Memory).

[0011] In an embodiment, a "circuit" may be understood as any kind of a logic
1mp1ement1ng entity, which may be special purpose circuitry or a processor executing
software stored in a memory, firmware, or any combination theleof Thus, in an
embodiment, a "c\ircuit" may be a hard-wired logic circuit or a programmable logic

circuit such as a programmable processor, e.g. a microprocessor (e.g. a Complex
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Instruction Set Computer (CISC) processor or a Reduced Instruction Set Computer‘
(RISC) processor); A "circuif" may also be a processor executing software, e.g. any kind
of computer program, e.g. a computer program using a virtual machine code such as e.g.
Java. Any .other kind of implementation of the respeéﬁve functions which will be
described in more detail below may als;) be understood as a "circuit" ih accordance with
an»alternzlitive embodiment. |

[0012]  FIG. 1A shows a mobile radio communication system 100 according to
various embodiments. A radio communicatioh terminal 102 (for example a mobile
statioﬁ, for eiample referred to by STA) may communicate with an access point 104, like
indicated by arrow 106. 'The access point 104 méy indicate to the station 102 when it has
data for the station 102.

[0.013]‘ In a communication between a radio communication device and an access
point, there may be a high number of packets transmitted from the access poir;t to the
radio communication device, which the radio communication device needs to
acknowledge. Thus, there may be a need for an efficient way for providing these
acknowledgements.: | |

[0014] According to various embodiments, methods for Improving Block Ack‘
Operation in IEEE 802.11 networks may be provided.

[0015] The Block Acknowledgement (BA) function is a feature in the IEEE 802.11
standard used to enhance throughput by reducing signaling overhead. Without BA, a

station (STA) may return an acknowledgement for every data frame received. With BA

enabled, the station may return one single BA frame for multiple data frames received.
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[0016] In the inimediate BA mode in IEEE} 802.11,“the acknowledging STA is
required to transmit the BA frame with the same data rzite as thaf of the eliciting data
frames. This is usually not a problem with symmetrical iinks, i.e., the data originating
STA and the acknowledging STA are of have the same radio 'capability, uée the same
transmit power and haile similar channel conditions both ways.

[0017] HoWever, the assumpﬁon is not true in general and the asymmetric problem
may be exemplified in the upcoming 802.11ah standard, which task group is established
for supporﬁng radio band below 1 GHz with the coverage by a single Access Point (AP)
extended form a few hundied meters to 1km, and supports low-power devices in some
use-cases.

[0018] In asyirunetric link cases where the data originating STA ‘is of higher radio
‘capability or transmit power, it may not receive the BA frame frém the acknowledging
STA, or may receive erroneous BA frames due to false positives iii integrity checks. The
former case calises the data originating STA to re-request a BA frame from the
acknowledging STA and thereby wasting the precious radio resource. The latter case may
cause the data originating STA to unnecessarily retransmit data frames (and wasting radio
resource), or prematurely drop data frames before they are received.

[0019] FIG. 1B shows a radio communication device 108 according to various
embodiments. The radio communication device 108 may include a transmittér 110
configured to transmit (for example to an access point) a null data packet. The null data
packet inay include acknowledgement data indicating acknowledgements for a plurality
of péckets (for example received in the radio communication device 108 from the access

point). The null data packet may include a cyclic redundancy check field configured to
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provide information based on which the null data packet may be checkéd for errors. The
null data packet may include further information based on which the acknowledgements
may be checked for errors.

[0020] In other words, the null data packet including a sh-ort block acknowledgement
* may include further measures besides the commonly prO\;ided CRC_ (cyclic redundancy
check) field that may allow the access point to determine whether the short block
ackﬁowledgement has been received properly.

[0021] According to various embodiments, the null data packet may include a cyclic -
redundancy check field configured to provide information based on which the
acknowledgements may be checked for errors.

[0022] According to various embodiments, thé further information may include or
may be the acknowledgements which are encoded.

[0023] According to various embodiments, .t.he acknowiedgements which are encoded
may be provided as the acknowledgement data to enable checking for errors in the
acknowledgements.

- [0024] According to various embodimerits, the further information may include or
may be the acknowledgements which are prqcessed using a forward error correction
coae. A \;aﬁapt of a forward error correction code is a Avrepetit.ion code, where the
vacknowledgements are repeated (ih other words: theb acknowledgements, which may be
processed using a forward error correction code, are processed by a repetition code, a

variant of a forward error correction code, by repeating the acknowledgements).
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[0025] According to various. embodiments, the acknowledgements which - are
proceésedv using a forward error correction code may be provided. as the
' ackﬁowledgement data.

[0026] According to vérious embodiments, the null data packet may inc_lude a
reduced.number of bits for a BAID field and an increased number of b_its for the
'acknowledgement data.

[0027] According to various embodiments, the ﬁnher information may include
additional bits for the cyclic redundancy check field. |

[0028]  According to various embodiments, the riuli data packet may include a
reduced\ number of bits for a BAID field, ‘a reduced number of bits for the
acknowledgement data, and an increased number of bits in the cyclic redundancy check
field.

[0029] According to various embodiments, the further information may include or
may be a further cyclic redundancy check field.

{0030} According to Vaﬁoué embodiments, the null data packet may include a
reduced number of bits for a BAID field, with a size reduced by a size of the further
cyclic redundancy check field. | ‘
[0031] “According to various embodime;lts, the null data packet may include a
reduced number of bits for the acknowledgement data, reduced by a size of the further
cyclic redundancy check field.

[0032] According to various embodiments, -the null data packet may include a

reduced number of bits for a BAID field and a reduced number of bits for the
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acknowledgelﬁent data, reduced in sum by a size of the further cyclic redundancy check

field.

[0033] - According to various embodiments, the further information may include or

may be masked a prioni information.

[0034] According to various embodiments,‘ the masking operation may be
implemented by XOR’ing the further information with the a priori information.
[0035] According to various embodiments, the further informatidﬁ may include ior
may be a priori information masked based on a further cyclic redundancy check code.
[0036] According to varioué embodiments, the further information may include or
may be a prién' information masked based on a forward error correction code. A variant
of the further information may be implemented by XOR’ing (exclusive or) the a priori
information with the repeated parts (of part) of a repetition code. In other words: the
further information may include or may be a repetition code, wherein the further
information may include or may be a priori information XOR’d with at least one repeated
part of a repetition code (in other words: the further information may include or may be a
result of an XOR operation with the a priori information and the at least one repeated part
of the repetition code as inputs). |
[0037] 4According to various embodimenté, the a priori information may be based on
an identifier of the null data packet.

¢

[0038] According to various embodiments, the a priori information may be based on

a sequence number of the null data packet.

10
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[0039] According to various enibodiments,.the a priori information may be based on
a concatenation of an identifier (or part of an identifier) of the nuil data packef and a
sequence number (or part of a sequence number) of the null data packet.

[0040] Acéording to various embodiments, the further information may inc_lu_de or
_may be at least one extra symbol. |

[0041] According to various embodiments, the at least one extfa symbol may include
or may be at least one orthogonal frequency-division multiplexing symbol.

[0042] FIG. 1C shows an access point 118 according to various embodiments. The
access point 118 may include: a receiver 120 configured to receive a null data packet.
The null data packet may include acknowledgement data indicating acknowledgements
for a plurality of packets. The null data packet may include a cyclic redundancy check \
field configured to provide information based on which the null data packet may be
checked for errors. The null data packet may include further information based on which
the a;:knowledgements may be checked for errors.

[0043] According to various embodiments, the null data packet may include a cyclic
redundancy check field configured to provide information based on which the.
acknowledgements may be checked for errors.

[0044] .According to various embodiments, the further information may include or
may be the ackﬁowledgements which are encoded.

'[0045] Acéording to various embodiments, the acknowledgements v;lhich are encoded
may be provided as the acknowledgement data to enable checking for errors in the -

acknowledgements.

11
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' [0046]. According to various embodiments, the fqrther information may include or
may be the acknowledgements which are procéssed using a forward error correction
"~ code. A variant of a forward error correction code is a repetition code, where the
acknowledgements are repeated.

[0047] According to various embodiments, the acknowledgéments which are
procesSed using a forward error correction code may be provided as the
acknowledgement data.

[0048] According to various embodiments, the null‘ data packet may include a
reduced number of bits for a BAID field and an increased number of bits for the
acknéwledgement data. o

[0049] According to various embodiments, the ‘further information may include or
may be additional bits for the cyclic redundancy check field.

[0050] According to various embodiments, the null data packet may include a
reduced number of bits for a. BAID field, a reduced numl;er‘ of bits for the
acknoWledgement data, and an increased humber of bits in the cyclic redundancy check
field. |

[0051] According to various embodiments, the further information may include or
may be a lerther cyclic redund/ancy check field.

[0052] .According to Vaﬁbus embodiments, the null data packet may‘ include a

reduced number of bits for a BAID field, with a size reduced by a size of the further

cyclic redundancy check field.

12
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[0053]  According to various embodiments, the null data packet méy include a
reduced number of bits for the acknowledgement data, reduced by a size of the further
cyclic redundancy check field.

[0054] According to various embodiments, the null data packet may include a
reduced .number of bits for a BAID field and a reduced number of bits for‘ the
acknowledgement —data, reduced in sum by a size of the further cyclic redundancy check
field.

[0055] According to various embodiments, the further information may include or
may be masked a priori information.

[0056] According to various embodiments, the masking operation may be
implemented by XOR’ing the further information with the a priori information.

[0057] According to various embodiments, the further ihformation may include or
may be a priori information masked based on a further cyclic redundancy check code.
[0058] | According to Various embodiments, the further information may include or
may be a priori information masked based on a forward error correction code. A variant
of the fuﬁher information may be implemented by XOR’ing the a priori information with
the repéated parts (or part) of a repetition code. The further information may include or
may be a““priori information XOR’dVWith‘ the repeated parts (or repeated part) of a.
repetition code.

[0059] According to various embodiments, the a priori information may be based on
an identifier of the null data packet.

[0060] According to various embodiments, the a priori information may be based on

a sequence number of the null data packet.

13
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[0061] According to various eﬁlbodiments, the a priori iﬁformation may be based on
a concatenation of an identifier (or part of an identifier) of the null data packet and a
sequence number (or part of a sequence number) of fhe null data packet.

[0062] According to various embodiments, thé access point 118 may be conﬁg_ured to
determine whether the null data pabket is received properly based on the cyclic
redundancy check field.

[0063] According to various embodiments, the access point 118 may be configured to
determine whether the null data packet is ”received properly based on the further
information.

[0064] According to various embodiments, the access point 118 may be conﬁguréd to
determine whether the null data packet is received properly based on the masked
information. An implementation of the masking operation is performed by XOR’ing the
further information with the a priori information. |

[0065] According to various embodiments, the acces.s point 118 may be configured to
correct an error (Or errors) in thé null datg pqcket based on the further information.

[0066] According to various embodiments, the access point 118 may be cpnﬁgured to
. correct an error (or errors) in the null data packet based on the further information
masked with the a priori information. An implementation of the masking operation is
performed by XOR’ing the further information with the a priori information. |
[0067] According to vérious embodiments, the fﬁrther information may include or
may be at least one extra symbol.

[0068] According to various embodiments, the at least one extra symbol may include

or may be at least one orthogonal frequency-division multiplexing symbol. -

14
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[0069] | FIG. lb shows a flow diagram 122 illustrating a method for contrblling a’
radid communication deviée. In 124, a null data packet may be transmitted. The null data
packet may include acknowledgement data indicating acknowledgements for a plurality
of packets. The null data packet may include a cyclic redundancy check field conﬁgured
to provide information based on which the null data packet may be checked fér erTors.
The null data packet may include further information based on which ~ the
acknowledgements may be checked for errors.

[0070] According to various embodiments, the null data packet may include a cyclic
redundancy check field configured to provide information based on which the
acknowledgements may be checked for errors.

[0071] According to various emb.odiments, the further information may include -or
may be the acknowledgements which are encoded.

[0072] According to various embodiments, the acknowledgements which are encoded
may be provided as the acknowledgement data to enable checking for.errors in the
acknowledgements. |

[0073]  According to various embodiments, the further information may include or
may be the acknowledgements which are processed using a forward error correction”
code. A v"ariant of a forward erro‘r correction code is a repetition code, where the
acknowledgements are repeated.

[0074] According to various embodiments, the acknowledgements which ére
processed using a for§vard error “correction code may be provided as the

acknowledgement data.

15
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[0075]. According to- various embodiments, the null *data packet may i;iclude a_
reduced number of bits for a BAID field and an increased number of bits for the
acknowledgement data.

[0076]. | According to various embodiments, the further information may ‘include
additional bits for the cyclic redundaﬁcy check field.

[0077] According to various embodiments, the null data packet may include a
reducéd .num.ber of bits for a BAID field, a reduced numbér of bits for the
acknowledgement data, and an increased number of bits in the cyclic redundancy check
field. |

[0078] = According to various embodiments, the further information may include or
may be a further cyclic redundancy check field.

[0079] According to various embodiments, the null data packet may include a
reduced number of bits for a BAID field, with a size reduced by a size of the further
cyclic redundancy check field. |

[0080] .According to various embodiments, the null data packet may include a
reduced number of bits for the acknowlédgemént data, reduced by a size of the further
cyclic redundancy check field.

[0081] -According' to various embodiments, the null data packet may include a
reduced number of bits for a BAID field and a reduced number of bits for the
acknowledgement data, reduced in sum by a size of the further cyclic redundancy check
field.

[0082] = According to various embodiments, the further information may include or

may be masked a priori information.

16



WO 2014/074069 PCT/SG2013/000479

[0083] According to various embodiments, the masking operation may be
implemented by XOR ’ing the further information with the a priori information. |
.[0084] According to various embodiments, the further information may include or
may be a priori information masked based on a further cyclic redundancy check code.
[0085] According to various embodiments, the further information may include or
may be a priori information masked based on a forward error‘correction code. A variant
of the further information may be implemented by XOR’ing the a priori information with
the repeated parts (or part) of a repetition code. The further information may include or
may be a priori informgtion XOR’d with the repeated part (or part) o‘f a releetition code.
[0086] According to various embodiments, the a priori‘information may be based on '
an identifier of the nu11 data packet.

[0087] According te variouslembodiments, the a priori information may be based on
a sequence number of the null data packet. |

[0088] According to verious embodiments, the a priori information may be based on
a concatenation of an identifier (or part of an identifier) of the null data packet and a
sequence number (or part of a sequence number) of the eull data packet.

[0089] According ;co various embodiments, the further information may include or
may Be at ieast one extra symbol.

[0090] According to various embodiments, the at least one extra symbol may include
or may ‘be at least one orthogonal frequency-division multiplexing symbol.

[0091] FIG. 1E shows a flow diagram 126 illustrating a method for controlling an
access point according to various embodiments. In 128, a null data packet may be

received. The null data packet may include acknowledgement data indicating

17
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acknowledgements for a plurality of packéts. The null data packet may include a cyclic R
redundancy éheck field configured to provide information based on which the null déta
packet may be checked for errors. The null data packet may include further information
based on which the acknowledgements may be checked for errors.

[0092] According to various embodiments, the null data packet may include a cyclic .
redundancy check field configured to provide information based on which the-‘
acknowledgefnents ﬁlay be checked for errors. |

[0093] - According to van'ous. embodiments, the further information may include or
may be the acknowledgements which are encoded.

[0094] According to various embodiments, the acknowledgements which are encoded
may be provided as the acknowledgement data to enable checking for errors in the
acknowledgements.

[0095] - Acéording to various embodiments, the further infonnation may include or
may be the ackﬁowledgements which are processéd using a fdrward error correction
code. A variant of a forward error correction code is a repetition code, where the
acknowledgements are repeated.

[0096] According to various embodiments, the acknowledgements which are
processed | using a forw.ard error correction code may be provided as the
acknowledgement data.

[0097] According to various embodiments, the null data packet may include a
- reduced number of bits for a BAID field and an increased number of bits for the

acknowledgement data.
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[0098] According to various embodiments, the further information may include or
may be additiohal bits for the cyciic redundancy check field.

[0099]  According to various embodiments, the null data packet may include a
reduced number of bits for a BAID field, a redﬁced number of bits for the
acknqwledgement déta, and an increased number of bits in the cyclié redundancy check
field.

[00100] According to various embodiments, the further information may include or
may be a further cyclic redundancy check field.

[00101] According to various embodim¢nts, the null data packet may include a
reduced number of bits for a BAID field, with a size réduced by a size of the further
éyclic redundancy check field.

[00102] According to various embodimg:nts, the null data packet may include a
réduced number of bits for the aéknowledgement data, reduced by a size of the further
cyclic redundancy check field.

[00103] According to various embodiments, the null data packet may include a
reduced number of bits for a BAID .ﬁeld and a reduced number of bits for the
acknowledgement data, reduced in sum by a size of the further cyclic redundancy check
field. |

[00104] According to various embodiments, the ﬁnher information may include or
may be masked a priori information.

[00105] Ag:cording to various embodiments, the masking operation may be

implemented by XOR’ing the further information with the a priori information.
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[00106] According ’tc; various embodiments, the further information may include or
may be a priori information masked based on a ﬁ.lrthef cyclic redundancy check code.

- [00107] - According to various embodiments, the further information may include or
may be a priori information masked based on a forward error porrection code. A variant
of the further informétion may be implemented by XQR’ing the a priori information with
the repeated parts (or part) of a repetitiqn code.

[00108] According to various embodiments, the a priori information may be based on
an identifier of the null data packet. |
[00109] According to various embodiments, the a priori information may be based on
a sequence numbe;r of the null data packet.

[00110] According to.various embodiments, the a priori information may be based on
a concatenation of an identifier (or part of an ide;ntiﬁer) of the null data packet and a
sequence number (or part of a sequence numBer) of the null data packet.

[00111] According to Varic;us embodiments, the method may further include
determining whether the null data packet is received properly based on the cyclic
rc;dﬁndancy check_ﬁeld. |

[00112] According to various embodiments, the method may further include
determiniﬁé whether the null data packet is received properly based on the further
informzﬁion. |

[00113] According to various  embodiments, the method may further include

. determining whether the null data packet is received properly based on the masked

information. An implementation of the masking operatibn is performed by XOR’ing the

further information with the a priori information.
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[00114] According to vaﬁous embodiments, the method may further include correcting
an error (or errors) in the null data paéket based on the further information.
[00115] Accordiﬂg to various embodiments, the method may further include correcting
an error (or errors) in the null data packet based on the further information masked with
the a priori information. An implementation of the masking operation is performed by
XOR’iﬁg the further information with the a priori information.
[00116] According to various embodiments, the further information may include or
‘may be at lcést one extra symBol.
[00117] According to various embodiments, the at least one extra symbol may include
or may be at least one orthogonal frequency—division multiplexing symbol. -
[00118] According to various embodiments, various devices and methods may be
provided to solve the pfoblems in BA.
[00119] According to various embodiments, devices and methods ;11ay be provided
which reduce the aforementionéd false positive problem when shoﬁer and lowest rate BA
Vframesv with weaker integrity protection are used.
[00120] In the followi;xg, the most common scenario is described. The data originating
STA is referfed as the AP and the. acknowledging STA is referred as an associated non-
AP STA, ;inée an AP generally has higher radio capability and transmit power than a
STA. The same procedures can be, however, applied to any two communicating STAs.
[00121] In the following, robust BA with lower data rate will be described. -
[00122] In fhe following, short BA with reduced false positives according to various

embodiments will be described.
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‘ [001A23] " According to various embodiments, BA Am.ay be allowed to be transmitted as a
Nuil Data Packet (NDP), which may also be referred to as short BA. NDP_packeté may
be PHY layer headers without any. PHY data payload, transmitted at the Io@est data rate. .
This may allow the BA to be transmitted using the most reliable data rate but not occupy

large channel time as there is no PHY payload; The number of available bits in these

. packéts may be small: for example 26 bits or 36 bits for 1 MHz channel and 34 bits of 48
bits for 2 MHz channel. There may also be limited integrity protection with only a 4-bit
CRC.

{00124] When used ih a BA operation, the false positive arising from the limited 4-bit
CRC may have any of the 'fol]owing consequenées:

[A00125] — False Acknowledgement: the AP ﬁay receive a ‘1’ in the BA bitmap when
the STA actually sent a ‘0’. This may cause the AP to drop a data frame before the STA
receives it and may mislead the STA in evaluating packet delivery rates.

[00126] - Exfra (in other words: unnecessary) Retransmission: the AP receives a ‘0’. in
the BA bitmap when the STA actually senta ‘1. This may cause the AP to retransmit the

data frame when the STA has already received it. This wastes the precious radio resource.

[00127] - BA frame addressed to another transmitter or addressed from another
receiver.
[00128] - BA frame acknowledges the wrong data frame sequence number.

[00129] False positives resultinguin the last two consequences may have little impact
since the probability of two STAs using the channel approximately at the same time is
low for the last second case, and the two communicating STAs may detect the wrong

frame sequence number when it goes out of sync.
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[00136] ~ The first two consequences,-‘; however, may be more severe consequences. ,
There is a need to reduce false positives dﬁe io the limited capability of a 4-bit CRC
check. In comparison to normal BA which is a«MAC (Media access control) layer control
packet, there may be a 32-bit CRC protection and has many times highef igtegrity_
protection than the 4-bit check. |

[00131] According to various embodiments, devices and methods may be provided
which reduce the poséibility of a faise positive brought upon by Short BA, for example in
the current IEEE 802.11ah standard working draft, through different ways of
incorporating extra CRC/FEC protection into the limited number of available bits in NDP
type frames.

[00132] According to various embodiments, devices and methods for short Block
Acknowledgement operation aﬁd channel access for IEEE 802.11ah networks may be
provided.

[00133] In the following, further details on short BA will be described.

[00134] FIG. 2 shows an illustration 200 of ‘an NDP format for BA. A BAID (BA
identifier) field 202 of for example X (with an integer number X) bits, a sequence number
field 204 of for example 12 bits, a BA bitmap field- 206 of for e){ample y (with an integer
number y)l bits, an MCX (multiplexer) field 208 of for example 4 bits, a CRC (cyclic
redundancy check) field 210 of for example 4 bits, and a tail field of for example 6 bits
may be provided in the NDP according to various embodiments shown in FIG. 2. For
example, for 1 MHz, x+y = 10 bits. For 2 MHz, x+y% 22 bits.

[00135] FIG. 2 shows the format according to various embodiments for a NDP type

BA, which may also be referred to as a short BA. It will be understood that only the
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réquired fields are shown, and that the exabt position of the fields may_changé and may
noi be contiguous as well. The fields BAID 202 and sequence number 204 together form
an identifier for the acknowledging STA to identify the AP and the sequence number of
the first data frame to be acknowledged in the bitmap. The MCX field 208 may be used
to mﬁltiplex between normal SIG field (“Signal field”) and all other NDP type frames. It
is illustrated as 4 bits in length but could be of other variable lengths in order to support
the number of NDP type frames.

[00136] = The BA bitmap 206 corresponds 'to acknowledging data frames. If a 8-bit BA
bitmap is fo be supported for 1 MHz channel, then BAID has only 2 bits. If a 16-bit BA
bitmap is to Be supported for 2 MHz channel, theﬁ BAID has 8 bits. The larger the
number of bits for BAID, the less likeiihood that the BA frame would be addressed to
other STAs. Table 4 shows the number of assignable bits between BAID and BA bitmap

for 1 MHz and 2 MHz channels.

1 MHz 2 MHz
MCS index MCSOrep2 MCSO0
Bits/symbol 16 . 24
No of OFDM symbols 6 - 2
Total NDP bits 36 48
MCS+CRC+Tail bits 14 14
‘Sequence Number bits 12 C12
BAID + bitmap bits (x*y) | 10 22

Table 1: Number of aséignable bits
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[00137] In the following, various devices and method according to various
embodiménts to reduce the BA false positives at the AP for False Acknowledgement and
Unnecessary Retransmission will be described.

[0>01_38] According to various embodiménts, devices and methods may be provided to
reduce the éffective bitmap size v;/ith FEC (forward error correction).

[00139] FIG. 3 shows an illustration 300 of an NDP format according to various
embodiments, in which the bitmap size is reduced. Various fields in the NDP format as
shown in FIG. 3 may be similar or identical to the NDP format aé shown in FIG.. 2, so
that the same reference signs may be‘used and duplicate description may be dmitted.
[00140] As shown in FIG. 3, the BA bitmap may be replaced by a code word to reduce
the false positive rate for BA bitmap, which may be provided in a Code (BA bitmap)
field 302 of for éxample y bits. For example, the Forward Error Correction (FEC) code
‘\ (denoted by the standard (n,k d)’where 7 is the length of the code, k is the number of
. information bits, and d is the minimum distance) may be (8, 4, 4) or (8, 5, 2) where the
effective bitmap size is 4 and 5 bits respectively, with error-check capability of at least 3
and 1 bits, and error-correcting capability of at most 2 bits or 1 bit respectively.

[00141] “According to various embodiments, devices and methods may be provided to
reduc;e BAID bits or remove it entirely.

[00142] FIG. 4 shows an illustration 400 of an NDP format acéording to various -
embodiments, in which BAID is reduced or removed, like indicated in field 402. Various

fields in the NDP format as shown in FIG. 4 may be similar or identical to the NDP
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format as shown in FIG. 2, so that the same reference signs may be useci and duplicate
description méy be omitted.v

[00143] FIG. 4 shows the NDP format for reducing BAID by n bits (the entire BAID is
removed if x = h) and using those bits to reduce the false positive rate fo'r BA bitmap
through coding in kﬁeld 404. For example, fory=8,n=x= 2, the FEC code could be (10,
8, 2). This gives an error-check capability of at least 1 bit and error-correcting éapébility
.of at most 1 bit for the BA bitmap.

'[00144]  According to various embodiments, devices and methods méy be provided to
reduce or remove BAID and reduce the bitmap size. ’fhe false positive rate as descriBed
above may be further reduced through shrinking the effective size of the BA bitmap in
the y+n bit code word. An example would be to use FEC (10, 4, 4) for the case where
y=8 and n = x = 2. This gives an error-check capability of at least 3 bits and error-
correcting capability of at most 2 bits for the BA bitmap. It may be stronger than the (8, 4,
4) code as describeld above.

[00145] According to various embodimenté, devices and methods may be provided to
increase the number of CRC bits in the NDP by reducing the number of bits from BAID,
bitmap or both. |

[00146] “FIG. 5 shows an illustration 500 of increasing CRC bits (like indicated in field
504, for example to 4+n+m bits) according to various embodiments. Various fields in the
NDP format as shown in FIG. 5 may be similar or identical to the NDP format as shown
in FIG. 2 or FIG. 4, so that the same reference signs may be used and duplicate |

description may be omitted. BA bitmap field 502 may have for example y-ni bits.
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[00147] The false positive problem arises. due to the insufficiency of the 4-bit CRC.
One remedial method according to various embodiments may be to redﬁce the bits from
BAID and/or BA bitmap to increase the strength of the CRC, e.g., a 8-bit CRC with m =
n=x=2.1If the bitmap size is not reduced, a 6-bit CRC may be used. A side beﬁeﬁf may
be that the sequence number is protected by a stronger CRC but the overall performance
may not be better than the pfevious three mefhods.

[00148] For 2MHz’channe1, there may be more room for improvement for all four
methods since there are ‘more available bits (xty = 22). According to various
embodiments, the bit assignments in the method described above may be pérmutated with
an increased CRC to give protection to the sequence numbér while reducing false
positives for the bitmap.

[00149]  The caveat for increasing bits for CRC may then be every receiver would have
- to run two CRC checks for every decodeable signal: one for the usual 4-bit CRC for non-
NDP BA packets, and aﬁothe;r CRC specially for NDP BA packets. This masf increase
implementation complexity.

[00150] Acéording to various embodiments, additional OFDM (Orthogonal frequency-
division multiplexing) Symbols may be added to NDP.

[00151] ‘According to various embodiments, according .to Table 1, the number of
OFDM symbols in the 1 MHz channel may be limited to 6 OFDM symbols and has 12
less bits than the 2 MHz channel. One method to increase the number of bits for
~ assignment for BAID, BA bitmap and CRC may be to add additional OFDM symbols to

the NDP packet. This can be done in several ways as described below.
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[00152]) According to various embodiments, one or two .additional OFDM .symbols,‘
which carry 6 or. 12 bits, respectively, ’éah be added té the PHY layer heéder. If two
OFDM_syinbols are added, this will g-ive the 1 MHz NDP i)acket the same number of bits
as the 2 MHz channel and hence the same degree of freedom in assigning l)its for ABAID,
BA bitmap and CRC. For example, the CRC can be increaéed to a mui:h stronger 16-bit
and leaving the BAID and b'itmaé to be the same 10 bits for | MHz. Another extreme is
to have a (20, 8, 8) code for the BA bitmap while leaving 2 bits to BAID and CRC to thc.
same 4 bits. Altemaiively, if one OFDM symbol is added, the CRC may be ir.icreasved to
8-bit, or, in the extreme case, a (14,8,4) code may be used while leaving 2 bits to BAID
arid CRC to the same 4 bits.

[00153] According to various embodiments, one or two additional OFDM symbols,
which carry 6 or 12 bits respectively, may be added after the PHY layer header. Here the
PHY layer héader still may have a 4-bit_, CRC. If ~on_e additional syinbol is added anci an 8-
bit'CRC overall is desired, the CRC for the PHY layer header can be the 4 least
significant bits of the 8-bit CRC, while the 4 mosl signiﬁcaixt bits are carried in the
additional OFDM symbol. The bit oidei can be interchanged. |
[00154]) Similarly, when two additiqnal OFDM symbols are added and a 16-bit CRC
overall is <lesired, the CRC for the PHY layer header may be thie 4 leasi significant bits of
the 16-bit CRC, while ihev 12 most significant bits are carried in the additional OFDM
symbols. On the other hand, if the éxtra bits are to be used for a (14,8,4) code for one
additional ‘symbol and‘ a (20,8,8) code for two additional symbols, respectively, then the
PHY layer header can use the original 4-bit CRC while the extra bits carried by the

additional symbol(s) will carry the additional coded information.
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[90155] According to various embodiments, the various methods for reducing the false
positive may be the various ways to re-aSsign the ﬁumber» of bits for each field and add
FEC to the BA bitmap and/or increase CRC protectibn.

[00156] FIG. 6 shdws an illustration 600 of\ organizing of methods to reduce BA
bitmap false positives according to various erﬁbbdiments. In other words, FIG. 6 shoWs a.
hierarchical organization of the methods described above and how they rﬁay be combined
in §arious ways to re-assign the bits for each field. Methods to reduce bitmap false
positives (like indicated in 602) may either add OFDM symbol (604) or not (606).
.Furthermore, CRC bits m;'«.ly be increased and BAID and bitmap size may be reduced (608)
or not (610). The effective bitmap size with FEC may be reduced (612). BAID may be
reduced/ removed (614). The effective bitmap size with FEC may be reduced and BAID
may be reducéd/ removed (616).

[00157] FIG. 7 shows a flow diagram 700 iliﬁstrating a decision ﬂow for decoding BA
NDP according to various embodiments (in other words: shows an NDP BA packets
decode flow). FIG. 7 shows the decision flow for decoding a NDP BA packet at the AP.
Once the AP has decoded the SIG field ( 702), it may determine in 704 if thé CRC has
passed and also if the packet is a NDP BA packet through the multiplexing field (MCX,
but could possibly be other fields as well). Since CRC bits may be different for usual
packets and NDP BA packets, two CRC and multiplexer checks may be performed before
concluding if the packet has passed CRC check. NDP BA packets that fail CRC checks
are discarded in 710. | |

[00158] ' If the packet is a non NDP BA and CRC is passed, another proceés 706 may

be carried out. If the packet is a NDP BA, the AP then checks in 708 whether the BAID
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and _séquencé number matches what is_expected at the AP. Unexpected numbers‘and
BAID are possibly meant for other STAs and may be discarded in _710:

[00159]  Furthermore, the bitmap may undergo a second round of FEC check in 712
and error correction— is attempted. Uncorrectable bitmaps may be discafded in 710 and
this may r.educe the false positives in BA bitmap and hence lower the rate of false _
acicnoWlédgements and unnecessary retransmissions. Successful FEC check or successful
error correction may léad to processing the BA ‘in‘7 14.

[00160] According to varibus embodiments, devices and methods may be provided -
which may address a false positive issue in the BA bifmap for NDP-type BA packets due
to a limited 4-bit CRC protection. The methods described may add and reassign bits for
BAID and bitmap and introduce FEC into the bitmap in order to reduce the false positii/e
rate. This may help. reduce the possibility of severe conseqﬁenceé such as false
acknowledgements or uhnecessary retransmissions.

[00161] FIG. 8 shows an illustration 800 of reducing the (effective) bitmap size and
adding secondary CRC according tovan'oﬁs embodiments. Various fields in the NDP
format as shown in FIG. 8 may be similar or identical to the NDP format as shown in FIG.
2, so that the same reference signs may be used and duplicate description may be omitted.
[00162] As shown in FIG. 8, the BA bitmap 802 may be shortened by c bits to reduce
the false positive rate for BA bitmap. The BA bitmap 802 méy further protected by a
second CRC (BCRC) 804 of c bits. The original 4-bit CRC 21-0 may still be unchanged
and may be functionally the same as within the original SIG field (regular PHY header)

and possibly other NDP type frames.
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. [00.163] FIG. 9 shows an illustration 900 of reducing or eliminating BAID and adding
secondary CRC according to various embodiments. Various fields in the NDP format as
shown in FIG. 9 may be similar or identiéal to the NDP format as shown in FIG. 2 or FIG.
8, so that the same reference s_igns may bé used and duplicate description may be omitted.
[00164] As shown in FIG. 9, the BAID 902 may be shortened byyc bits to make space
for the second CRC (BCRC) 804 of ¢ bits. The original 4-bit CRC 210 may still be
unchanged and may functioﬁally be the same as within the original SIG field (régular
PHY header) and possibly other NDP type framés.

[00165] fIG. 10 shows an illﬁstrat.ion 1000 of | adding secondary CRC, reducing
effectivev bitmap size, and | reducing or eliminating BAID according to various
embodiments. Various fields in the NDP format as shown in FIG. 10 may be similar or
identical to the NDP format as shown in FIG. 2 or FIG. 8, so that the same reference
signs may be uséd and duplicate description may be omitted.

[00166] As shown. in FIG. 10, the BAID 1002 may be shortened by x’ bits and the BA
bitmap 1004 may be further reduced to make space for the second CRC (BCRC) 802 of ¢
vbits. The original 4-bit CRC 210 may still be upchanged'and may functionally be the
same as within the original SIG field (regular PHY header) and possibly other NDP type
frames.

[00167] FIG. 11 shows an illustration 1100 of masking secondary CRC with a priori
information to retain the bitmap size according to various embodiments. Various fields in
the NDP format as shown in FIG. 11 may be similar or identical to the NDP format as
shown in FIG. 2, so that the same reference signs may be useci and duplicate description

may be omitted.
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[00168] According to various eﬁibodiments; the effective bitmap siée ~ma§ be retained,

secondary CRC may be added, and it may be mésked it with a priori information.
.[00169] FIG. 11 shows the NDP format for iﬁtroducing secondéry CRC over the BA

bitmap to reduce the false positive rate but allows the bitmap size to be unchanged

through masking with a priori information.

[00170] . Any a priori information can be used for CRC-masking. In fhis case, itA may be

BAID and sequence number ‘s'o long as both are known to the BA ‘sender and BA receiver

before the transmission of the short BA. The length of the secondax;y CRC over the BA

bitmap is ¢ '<x+12 bits. Masking for the x+12 bits (which may be provided in field 1102)

is done as follows:

[00171] 1. Compute BCRC over BA bitmap.

[00172] 2. Mask = (BAID + Sequence Number) XOR (BCRC + pad bits)

[00173] | The pad bits for the BCRC may be *1’s or *0’s to make up x+12 bits and may

be in LSB, MSB or in any interleaved order so long as both BA receiver and sender have

this a priori information.

[00174] To check if the BA bitmap is received correctly, the BA receiver may perform

the foHowing stepéf | | B

[00175] 1. Sym = (Mask) XOR (BAID + Sequence Nurﬁber)

[00176] 2. Pass if Sym equals (computed CRC(bitmap) + pad bits).

[00177] A variant of thé masking opefation is to remove the pad bits and compute the
‘ partial mask as (part of BAID + -Sequence Number) XOR BCRC. The other part of thé
mask consists of the part of (BAID + Sequence Nﬁmber) not involved in the XOR

operation. In this case the BA sender does the following:
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| : [00178]. 1. Compute BCRC over BA bitma;;:. ; |

[00179] 2. Partial Mask = (part of BAID + Sequence Number) XOR (BCRC).

4[00180] To check if the BA bitmap is reéeiﬁ_z_ed correctly, the BA receiver ﬁlay perform
the following steps: | | |
[00181] 1.Sym= (Pa;tial Mask) XOR (part of BAID + Sequence Number)

(00182] 2. Pass if Sym equals (computed CRC(bitmap) )

[00183]  FIG. 12 shows an illustration 1200 of masking FEC with a priori information
to ret_ain the bitmap size accordiﬁg to various embodiments. Various fields in' the NDP
format as shown iﬁ FIG. 12 may be similar or identical to the NDP format as shown in
FIG. 2, so that the same reference signs may be used and duplicate description may be
omitted. T

[00184] According to various embodiments, the effective bitmap size may be retained,
FEC may Be added and it may be maskeci with a prioﬁ information and prqvided in field
1202. This méfhod may be similar to the previous method except that a systematic FEC
over the BA bitmap is used instead of a secondary CRC, which only provides error-
checking capabijities but not error-correcting capabilities. The codeword for the FEC is -
of length y + ¢ bits whe;e ¢ <x+12 bits for masking. Masking is done as follows:

[00185] | 1. Compute FEC over BA bitmap.

[00186] 2. Mask»= (BAID + Sequence Numbér) XOR (FEC parity check bits+ pad bits)
[00187]  The pad bits for the BCRC can be "1’s or "0’s to make up x-+12 bits and can
be in LSB, MSB or in any iﬁterleaved order so long as both BA receiver and sender have

this a priori information. To recover the FEC parity check bits, the BA receiver performs

the following steps:
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[00188]. 1. Sym = (Mask) XOR (BAID + Sequeﬁce Number);

[00189] 2. Pass if the pad bits of Sym are correct, i.e., equals the bits used by.BA
sender;

[00190] 3. FEC pa?ity check bits = Sym less pad bits.

[00191] A.variant of the rﬁasking operatioﬁ is to remove the pad bits and compute the
partial mask as (part of BAID + Sequence Number) XOR (FEC parity che;:k bits). The
other part of the mask consists of the part of (BAID + Sequence Number) not involved in
the XOR operation. In this case the BA sender does the following:

[00192] 1. Compute FEC OQer BA bitmap.

[00193] 2. Partiathask = (part of BAID + Sequence Numbér) XOR (FEC parity
check bits ).

[00194] To recover the FEC parity check bits, the BA receiver may perform the
ﬂfollo‘wing steps:

[00195] 1.Sym= (Partial Mask) XOR (part 6f BAID + Sequence Number)

[00196] 2. FEC parity check bits = Sym.

[00197] The received FEC codeword can then be reconstructed with concatenating the
received BA bitmap with the FEC parity check bits obtained using the above
procedure(s). Decoding is then done as per any FEC .scheme. “

[00198] FIG. 12 shows an illustration 1200 of masking FEC (repetition code over the
BA bitmap) with a.priorilinfofmatidn. According to various embodiments, devices and
methods may add FEC via repeﬁtion code over the BA bitmap and mask it with a priori

information.
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[00199] According to various ‘embodiments, ah FEc; which may be speciﬁcally a
repetition code over the BA bitmap, may be useci. The codeword for the repetition co;le is
of length y + ¢ bits where ¢ = R*y, R = number of repetitions of the BA bitmap to be
masked, and ¢ <x+12 Biis for masking. Masking is done as f:ollows:
[00200] 1. Compute repétition code over BA bitmap; and
[00201] 2. Mask = (BAID + Sequence Number) XOR (R*y repeated BA bitmap bits+
pad bits). |
[00202] The pad bits may be '1’s or *0’s to make up x+12 bits and can be in LSB,
MSB or in any interleaved order so 1ong as both BA receiver and sender have this a priori
information.
\ [00203] To recover the R*y repeated BA bitmap bits, the BA receiver may perform the
following steps:
[00204] 1. Sym = (Mask) XOR (BAID + Sequence Number);
[00205] 2. Pass if the pad bits éf Sym are correct, i.e., equals the bits used by BA
sender; and - | |
[00206] 3. R*y repeated BA bitmap bits = Sym less pad bits.
[00207] A variant of the masking operation is to remove the pad bits and compute the
partial mask as (part of BAID + Sequence Number) XOR (R*y repeated BA bitmap bits).
The other part of the mask consists of the part of (BAID + Sequence Number) not
involved in the XOR operation. In this case the BA~sender does the following:
[00208] 1. Compute repetition code over BA bitmap; and
[00209] 2. Partial Mask = (part of BAID + Sequence Number) XOR (R*y repeated BA

bitmap bits).
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[00210] To recover the R*y repeated BA bitmap bits, the BA receiver may perform the
following steps:

[00211] 1. Sym = (Partial Mask) XOR (part of BAID + Sequence Number)
- [00212] 2. R*y repeated BA bitmap bits = Sym.

[00213] The method described above is equivalent to performing y=(part of BAID +
Sequence Ngmber) XOR (R*y repeated BA bitmap bits) at the BA sender, and
recovering the (R*y repeated BA bitmap bits) by performing y XOR (part of BAID +
' Seduence Number) at the BA receiver.

[00214] The. received repetition codeword may' then be reconstructed with
éoncatenating the received BA bitmap with the R*y repeated BA bitmap bits obtained
using the above procedure(s). Decoding is then be done by comparing the repeated parts.
[00215] It will be understood that the above described methods may be combined with
the any one‘ of the methods as described above in any combination, for example with
adding OFDM symbol(s) to NDP type frame for B; with an increase in CRC bits for BA,
with Reduce the .effective bitmap size, adding secondary CRC; with reducing BAID or
eliminating it completely, adding secqndary_CRC; with adding secondary CRC, reducing
effective bitmap size, reducing or eliminating BAID; and/ or retaining effective bitmap
size, adding secondary CRC and masking it with a priori information.

[00216] In the following, further details on the decision flow for deching BA NDP (in
other words: the NDP BA packets decodé flow) according to Varioﬁs embodiments will
- be given, referring back to FIG. 7. |
[00217] FIG. 7 shows the decision flow for decoding a NDP BA packét at the AP.

Once the AP has decoded the SIG field, it has to determine if the CRC (which may be
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known here as the primary CRC to distinguish it from the secondary CRC as described

- above) has passed and also if the packet is an NDP BA pa_ckét through the multiplexing
field (MCX,.‘ but could possibly be other fields as well). Since CRC bits may be different
for usual packets and NDP BA packets, two CRC and multiplexer checks must be
performed before concluding if the_ packet has passed CRC check (essentially there is a
primary CRC and a secondary CRC as described above). NDP BA packets that fail CRC
checks are discarded. The order of the CRC and multiplexer checks needs to be noted. In
a mixed reception mode where thevAP may receive any of NDP BA packets, normal BA
or data packets with diffg:rent primary CRC lengths, then the AP needs to carry out the
multiplexer check first before the primary CRC check to determine if the packet is an
NDP BA packet or not, so that the AP méy know what the primary CRC length is. On the
ofher hand, if it is known that the AP ‘Were to receive all packets with the same primary
CRC length, then the AP checks the primary CRC first before proceeding with the
multiplexer check. |

[00218] "If the pécket is a NDP BA, the AP then performs unmasking with BAID and
sequence number (or part of BAID and sequence number) in 708 as described above. It is
to be noted that in the case (for example CRC, FEC or repetiﬁon code) pad bits are not
used, the XOR operaﬁon for checking expected BAID and sequence number (or the
encoded part of BAID and sequence number) is also valid. Unexpected numbers and
BAID are possibly meant fpr other STAs and may be discarded in 710.

| [00219] Furthermdre, the bitmap fnay undergo a second round of CRC,‘ FEC or

repetition code check and error correction may be attempted. Uncorrectable bitmaps will
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be discarded and this will reduce the false positives in BA bitmap and hence lower the
rate of false acknowledgements and unnecessary retransmissions.

[00220] The devices and methods as described above address a false positive issue in
the BA bitmap for NDP-type BA packg:ts due to é limited 4-bit CRC protection. The
methods described use an FEC in the form of a repetition code over the’BA bitmap or add
secondary CRC to the BA bitmap for additional protection and optionally make space for
the new bits via masking. The variant using masking may utilize an FEC instead of the
secondary CRC.

| [00221] While the invention has been barticularly shown andi described with reference
to specific embodiments, it should be understood by those skilled in the art that various
changes in form and deiail may be made therein without departing from the spirit and
scope of the invention as defined by the appended claims. The scope of the invention is
thus indicated by the appended claims and all changés which come within the rﬁeaning

and range of equivalency of the claims are therefore intended to be embraced.
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Claims
What is claimed is:

1. A radio communication device comprising:
a transmitter configured tol transmit a null data packet comprising
acknowledgement data indicating acknowledgements fora blurality of packets;
~ wherein the null dat-a packet eorgpﬁses a cyclic redundancy check field
configured to provide information based on which the null data packet may be
checked for errors;
‘wherein the null data packet comprises further infoﬁnation based on which the

acknowledgemeﬁts may be checked for errors.

2. The radio communication device of claim 1,
wherein the null data packet comprises a cyclic redundancy check field
configured to provide information based on which the acknowledgements may be

checked for errors.
3. The radio communication device of claim 1,
wherein the further information comprises the acknowledgements which are

encoded.

4, The radio communication device of claim 3,
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wherein the acknowledgements which are encoded are provided as -the

acknowledgement data to enable checking for errors in the acknowledgements.

5. The radio communication device of claim 1,
wherein the further information comprises the acknowledgements which are

processed using a forward error correction code.

6. The radio communication device of claim 1,
-wherein the acknowledgements processed using a forward error correction code
are processed by a repetition code, which is a variant of a forward error correction

code, by repeating the acknowledgements.

7. The radio communication device of claim 5,
wherein the acknowledgements which are processed using a forward error

correction code are provided as the acknowledgement data.

8. The radio communication device of claim 1,
wherein the null data packet comprises a reduced number of bits for a BAID field

and an increased number of bits for the acknowledgement data.
9. The radio communication device of claim 1,

wherein the further information comprises additional bits for the cyclic

redundancy check field.
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10.

11.

12.

13.

14.

The radio communication device of claim 1,

wherein the null data packet comprises a reduced number of bits for a BAID ﬁeld, :

a reduced number of bits for the acknowledgement data, and an increased number

of bits in the cyclic redundancy check field.

The radio communication device of claim 1,
wherein the further information .Eéiﬁprises a further cyclic redundancy check

field.

The radio communication device of claim 11,
wherein the null data packet comprises a reduced number of bits for a BAID field,

with a size reduced by a size of the further cyclic redundancy check field.

The radio communication device of claim'11,

wherein the null data packet comprises a reduced number of bits for the

‘acknowledgement data, reduced by a size of the further cyclic redundéncy check

ﬁeld.‘

The radio communicatiori device of claim 11,

wherein the null data packet comprises a reduced number of bits for a BAID field

~ and a reduced number of bits for the acknowledgement data, reduced in sum by a

size of the further cyclic redundancy check field.
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15.

-16.

17.

18.

19.

20.

PCT/SG2013/000479

The radio communication device of claim 1,

wherein the further information comprises masked a priori information.

The radio communication device of claim 1,
wherein the masking operation is implemented by XOR’ing the ﬁli'therv

information with the a priori information.

The radio communication device of claim 15,
wherein the further information comprises a priori information masked based on a

further cyclic redundancy check code.

The radio communication device of claim 15,
wherein the further information comprises a priori information masked based on a

forward error correction code.

The radio communication device of claim 15,
wherein the further information comprises a repetition code, wherein the further
information comprises a priori information XOR’d with at least one repeated part

of a repetition code.

The radio communication device of claim 15,

wherein the a priori information is based on an identifier of the null data packet.
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21.

22.

23.

24.

25.

The radio communication device of claim 15,
wherein the a priori information is based on a sequence number of the null data

packet.

The radio communication device of claim 15,

wherein the a priori information is based on a concatenation of at least a part of an

identifier of the null data packet and at least a part of a sequence number of the

null data packet.

The radio communication device of claim 1,

wherein the further information comprises at least one extra symbol.

The radio communication device of claim 23,

wherein the at least one extra symbol comprises at least one orthogonal

frequency-division multiplexing symbol.

An access point comprising:

a receiver configured to receive a null data packet comprising acknowledgement
data indicating acknowledgements for a plurality of packets;

wherein the null data pécket comprises a cyélic redundancy check field
configured to provide information based on which the null data packet may be

checked for errors;
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wherein the null data packet comprises further information based on which the

acknowlédgements may be checked for errors.

26. The access point of claim 25,

27.

28.

29.

30.

wherein the null data packet comprises a cyclic redundancy check field
configured to provide information based on which the acknowledgements may be

che.cked for errdrs.

The access point of claim 25,
wherein the further information comprises the acknowledgements which are

encoded.

The access point of claim 26,

wherein the acknowledgements which are encoded are provided as the

' acknowledgement data, to enable checking for errors in the acknowledgements.

“The access poinf of claim 26,

wherein the further information comprises the acknowledgements which are

processed using a forward error correction code.

H’I"he access point of claim 25,
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31.

32.

33.

34.

35.

wherein the acknowledgements processed using a forward error correction code
are processed by a repetition code, which is a variant of a forward error correction

code, by repeating the acknowledgements.

The access point of claim 29,

wherein the acknowledgements which are processed using a forward error

correction code are provided as the acknowledgement data.

The access point of élaim 25,
wherein the null data packet comprises a reduced number of bits for a BAID field

3

and an increased number of bits for the acknowledgement data.

The access point of claim 25,
wherein the further information comprises additional bits for the cyclic

redundancy check field.

The access point of claim 25,

wherein the null data packet comprises a reduced number of bits for a BAID field,
a reduced number of bits for the acknowledgement data, and an increased number

of bits in the cyclic redundancy check field.

The access point of claim 25,
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36.

37.

38.

39.

40.

wherein the further information comprises a further cyclic redundancy check

field.

The access point of claim 35,
wherein the null data packet comprises a reduced number of bits for a BAID field,

with a size reduced by a size of the further cyclic redundanéy check field.

The access point of claim 35,

wherein the null data packet comprises a reduced number of bits for the

- acknowledgement data, reduced by a size of the further cyclic redundancy check

field.

The access point of claim 35,
wherein the null data packet comprises a reduced number of bits for a BAID field
and a reduced number of bits for the acknowledgement data, reduced in sum by a

size of the further cyclic redundancy check field.

The access point of claim 25,

wherein the further information comprises masked a priori information.
The access point of claim 25,

wherein the masking operation is implemented by XOR’ing the further

information with the a priori information.
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41.

42.

43.

44,

45.

46.

The access point of claim 39,
wherein the further information comprises a priori information masked based on a

further cyclic redundancy check code.

The access point of claim 39,
wherein the further information comprises a priori information masked based on a

forward error correction code.
The access pdint of claim 39,
wherein the further information comprises a priori information XOR’d with at

least one repeated part of a repetition code.

The access point of claim 39,

wherein the a priori information is based on an identifier of the null data packet.
The access pdint of claim 39,
wherein the a priori information is based on a sequence number of the null data

packet.

The access point of claim 39,
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48.

49.

50.

51.
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wherein the a priori information is based on a concatenation of at least a part of an
identifier of the null data packet and at least a part of a sequence number of the

null data packet.

The access point of claim 25,
wherein the access point is configured to determine whether the null data packet

is received properly based on the cyclic redundancy check field.

The access point of claim 25,
wherein the access point is configured to determine whether the null data packet

is received properly based on the further information.

The access point of claim 39,
wherein the access point is configured to determine whether the null data packet.

is received properly based on the masked information.

The access point of claim 49,

wherein an implementation of the masking operation is performed by XOR’ing

- the further information with the a priori information.

The access point of claim 25,
wherein the access point is configured to correct at least one error in the null data

packet based on the further information.
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52.

53.

54.

55.

The access point of claim 25,
wherein the further information is masked with the a priori information, Where an
implementation of the masking 6peration is performed by XOR’ing the further

information with the a priori information.

The access point device of claim 25,

wherein the further information comprises at least one extra symbol.

The access point of claim 25,
wherein .the at least one extra symbol comprises at least one orthogonal

frequency-division multiplexing symbol.

A method for controlling a radio communication device, the method comprising:
transmitting a null data packet comprising acknowledgement data indicating
acknowledgements for a plurality of packets;

wherein the null data packet comprises a cyclic redundancy check field

_configured to provide information based on which the null data packet may be

checked for errors;
wherein the null data packet comprises further information based on which the

acknowledgements may be checked for errors.

56. The method of claim 55,



57.

58.

59,

60.

61.

WO 2014/074069

-wherein the null data packet comprises a cyclic redundancy check field

configured to provide information based on which the acknowledgements may be

checked for errors.

The method device of claim 55,

wherein the further information comprises the acknowledgements which are

. encoded.

The method of claim 57,
wherein the ackno'w'ledgemente which are encoded are provided as the

acknowledgement data, to enable checking for errors in the acknoWledgements.

The method of claim 55,
wherein the further information comprises ‘the acknowledgements which are

processed using a forward error correction code.

| The method of claim 55 ,

wherein the acknowledgements processed using a forward error correction code

are processed by a repetition code, which is a variant of a forward error correction

| code, by repeating the acknowledgements.

The method of claim 59,
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62.

- 63.

64.

65.

66.

wherein the acknowledgements which are processed using a- forward error

correction code are provided as the acknowledgement data. .

The method of claim 55,
wherein the null data packet comprises a reduced number of bits for a BAID field

and an increased number of bits for the acknowledgement data.

The method of claim 55,
wherein the further information comprises additional bits for the cyclic

redundancy check field.

The method of claim 55,
wherein the null data packet comprises a reduced number of bits for a BAID field,
a reduced number of bits for the acknowledgement déta, and an increased number

of bits in the cyclic redundancy check field.

The method of claim 55,
wherein the further information comprises a further cyclié redundancy check

field.

The method of claim 65,

wherein the null data packet comprises a reduced number of bits for a BAID field,

" with a.size reduced by a size of the further cyclié redundancy check field.
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70.

71.

72.
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The method of claim 65,
wherein the null data packét comprises a reduced number of bits for the
acknowledgement data, reduced by a size of the further cyclic redundancy check

ﬁeld.

The method of claim 65,
wherein the null data packet comprises a reduced number of bits for a BAID field
and a reduced number of bits for the acknowledgement data, reduced in sum by a

size of the further cyclic redundancy check field.

The method of claim 55,

wherein the further information comprises masked a priori information.

The method of claim 69,
wherein the masking “operation is .implemented by XOR’ing the further

information with the a priori information.
The method of claim 69,
wherein the further information cdmpn’ses a priori information masked based on a

further cyclic redundancy check code.

The méthod of claim 69,
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73.

74.

7s.

76.

77.

78.

wherein the further information comprises a priori information masked based on a

forward error correction code.

The method of claim 69,
wherein the further information comprisés a priori information XOR’d with a

repeated parts (or part) of a repetition code.

The method of claim 69,_

wherein the a priori information is based on an identifier of the null data packet.

The method of claim 69,
wherein the a priori information is based on a sequence number of the null data

packet.

The method of claim 69,

wherein the a priori information is based on a concatenation of at least a part of an

identifier of the null data packet and at least a part of a sequence number of the

null data packet.

The method of claim 55,

wherein the further information comprises at least one extra symbol.

The method of claim 77,
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. wherein the .at least one extra symbol comprises at least one orthogonal

frequency-division multiplexing symbol.

79~. A method for controlling an access point, tﬁe method comprising:
receiving a null data packet compﬁsiné acknowledgement data indicating
acknowledgements for a plurality of packets;
wherein the null data packet comprises a cyclic redundancy check field
configured to provide information based on which the null data packet may be
checked for errors;
wherein the null data packet comprises. further infonnétion based oﬁ which the

acknowledgements may be checked for errors.

80. The method of claim 79,
wherein the null data packet comprises a cyclic redundancy check field
configured to provide information based on which the acknowledgements may be

checked for errors.
81.  The method of claim 79,
wherein the further information comprises the acknowledgements which are

encoded.

82.  The method of claim 81,
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83.

84.

85.

86.

87.

. wherein the acknowledgements which are encoded are provided as the

acknowledgement data, to enable checking for errors in the acknowledgements.

" The method of claim 79,

wherein the further information comprises' the acknowledgements which are

processed using a forward error correction code.

The method of claim 79,
wherein the zicknowle_dgements processed- using a forward error correction code

are processed by a repetition code, which is a variant of a forward error correction

~ code, by repeating the acknowledgements.

The method of claim 83,
wherein the acknowledgements which are processed using a forward error

correction code are provided as the acknowledgement data.

The method of claim 79,
wherein the null data packet comprises a reduced number of bits for a BAID field

and an increased number of bits for the acknowledgement data.
The method of claim 79,

wherein the further information comprises additional bits for the cyclic

redundancy check field.
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88.

89.

90.

91.

92.

The method of c]aim 79,

-wherein the null data packet comprises a reduced number of bits for a BAID field,

a reduced number of bits for the acknowledgement data, and an increased number

of bits in the cyclic redundancy check field. -

The method of clairﬁ 79,
wherein the further information comprises a further cyclic redundancy check

field.

The method of claim 89,
wherein the null data packet compriées a reduced number of bits for a BAID field,

with a size reduced by a size of the further cyclic redundancy check field.

The method of claim 89,
wherein the null data packet comprises a reduced number of bits for the
acknowledgement data, reduced by a size of the further cyclic redundancy check

field.

The method of clai‘m 89,

‘wherein the null data packet comprises-a reduced number of bits for a BAID field

and a reduced number of bits for the acknowledgement data, reduced in sum by a

size of the further cyclic redundancy check field.
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93. The method of claim 79,

wherein the further information comprises masked a priori information.

94. The method of claim 79,
wherein the masking operation is implemented by XOR’ing the further

information with the a priori information.

95. © The method of claim 93,
wherein the further information comprises a priori information masked based on a

further cyclic redundancy check code.

96. - The method of claim 93,
wherein the further information comprises a priori information masked based on a

forward error correction code.

97. The method of claim 93,
wherein the further information comprises a priori information XOR’d with a

repeated parts (or part) of a repetition code.

98.  The method of claim 93,

wherein the a priori information is based on an identifier of the null data packet.
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99.

- 100.

101.

102

103.

104.

The method of claim‘93,

wherein the a priori information is based on a sequence number of the null data

packet.

The method of claim 93,
wherein the a priori information is based on a concatenation of an identifier (or
part of an identifier) of the null data packet and a sequence number (or part of a

sequence number) of the null data packet. ‘

The method of claim 79, further comprising:

determining whether the null data packet is received properly based on the cyclic

redundancy check field. -

The method of claim 79, further comprising:
determining whether the null data packet is received properly based on the further

information.

The method of claim 93, further comprising:

‘detérmining whether the null data packet is received properly based on the

- masked information.

The method of claim. 103,

58

PCT/SG2013/000479



WO 2014/074069 PCT/SG2013/000479

wherein an implementation of the masking operation is performed by XOR’ing

the further information with the a priori information.

105. The method of claim 79, further comprising:
correcting at least one error in the null data packet based on the further

information.

106. The method_of claim 79, further comprising:
correcting at least one error in the null data packet based on the further
information masked with the a priori information, wherein an implementation of
the masking operation is performed by XOR’ing the further information with the

a priori information.

107. The access point device of claim 79,

wherein the further information comprises at least one extra symbol.
108. The method of claim 79,

wherein the at least one extra symbol comprises at least one orthogonal

frequency-division multiplexing symbol.
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