| NFORMATI ON PROCESSI NG APPARATUS AND METHOD, RECORDI NG
MEDI UM AND PROGRAM BACKGROUND OF THE | NVENTI ON 1.
Field of the Invention The present invention relates
to information processing apparatuses and net hods,
recordi ng nedia, and prograns, and nore particularly,
to an information processing apparatus and nethod, a
recordi ng medium and a programin which the

tanpering and | eakage of data and infornmation can be
prevented. 2. Description of the Related Art Due to

t hENTORIADHONE rRRAUESSANGr ARPARAIE ¢S MENHOD, RECORDING
technol ogies, a large anount of information is sent
and received via d%ﬁﬁﬂﬁ%c&ﬁﬁbﬁRﬁ@Rm%rks. For exanpl e,
IC cards (smart cards) used in e-cash systens and
security systens have built-in central processing
units (CPUs) that perform various processing jobs and
menory devices that store data required for
processi ng. Data can be sent and received - 1 while
an ICcard is in electrical contact with a
predeterm ned reader/witer. In the lifecycle of an IC
card, a new folder for storing data required for
providing services is added, or a key required for
accessing data is changed, that is, a so- called "card
i ssue operation" is perfornmed. Fig. | is a flowchart
illustrating the lifecycle of a

BACKGROUND OF THE INVENTICN

1. Field of the Invention

The present invention relates to information processing
apparatuses and methods, recording media, and programs, and
more particularly, to an information processing apparatus
and method, a recording medium, and a program in which the
tampering and leakage of data and information can be

prevented.

2. Description of the Related Art

Due to the development of information processing
technologies, a large amount of information is sent and
received via communication networks. For example, IC cards
(smart cards) used in e-cash systems and security systems
have built-in central processing units (CPUs) that perform
various processing jobs and memory devices that store data

required for processing. Data can be sent and received




known 1 C card. An IC card is manufactured by a
predeterm ned card manufacturer and is then shi pped
to an IGcard issuer as a raw |IC card without data
required for providing services or a key required for
accessing data (hereinafter such a card state is
referred to as the "manufacturer shipnent state").
Then, the I G card issuer performs processing, such as
generating a main folder (M) for storing data therein
and recording an aut hentication key used for nutual
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office of the service provider, as the ICcard with
marvd aDEuaad dmd keytheor sadppsdi g dhadDleard issuer as a
raw IC card without data required for providing services or
a key required for accessing data (hereinafter such a card
state is referred to as the "manufacturer shipment state").
Then, the IC-card issuer performs processing, such as
generating a main folder (MF) for storing data therein and
recording an authentication key used for mutual
authentication in the storage area of the IC card
(hereinafter such processing is referred to as the "zeroth-
order issue operation“). Then, the IC card is shippéd to a
service provider providing predetermined services to users
by using the IC card as the IC card with the MF and the
mutual authentication key (hereinafter such a card state is
referred to as the "zeroth-order card-issued state").

Subsequently, the service provider performs processing,

such as reserving a storage area (dedicated file (DF)) for




in the main folder (hereinafter such a card state is
referred to as "primary card-issued state"). Then, in
the office, processing, such as witing data, for
exanpl e, personal information, required for the user

to receive the services and a key required for
accessing the data in the DF (hereinafter such
processing is referred to .as the "secondary issue
operation"), is performed, and the IC card is then
distributed to the user. The user receives the
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Then, in the office, processing, such as writing data,
for example, personal information, required for the user to
receive the services and a key required for accessing the
data in the DF (hereinafter such processing is referred to
as the "secondary issue operation"), is performed, and the
IC card is then distributed to thé user.
| The user receives the services provided by the service
provider by using the IC card in which the data, such as
personal information, and the key for accessing the data are
written (hereinafter such a card state is referred to as the
"secondary_card—issued state").

When the IC card is disused, it is recollected by the
service provider. The service provider erases (deletes) all
data stored in the recollected IC card and delivers the IC

card without data (disposal state) to a disposal agent, and

the disposal agent disposes of the IC card.
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machi ne is received and decrypted. That is, in this IC
card, the ICcard issue operation is perforned by
decrypting the received card issue information and
recordi ng the decrypted card issue information.
SUMVARY OF THE | NVENTION I n the above-descri bed

t echnol ogy, however, although the type of processing
that can be performed by the ICcard is different in
each state of the lifecycle of the ICcard, the IC
card unconditionally receives all commands incl uding
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since the 1C card can recelve commands i ncl udi ng
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card issue information.

SUMMARY QF THE INVENTION

" In the above-described techneclogy, however, although
the type of processing that can be performed by the IC card
is different in each state of the lifecycle of the IC card,
the IC card unconditionally receives all commands including
commands that should not be processed and executes all the
received commands.

Additionally, the same authentication key is used for
conducting mutual authentication with a communicating party
in each state of the lifecycle of the IC card. Thus, it is
possible that a card issuer or a service provider owning the
authentication key could transmit a command that should not

be processed to the IC card and allow the IC card to execute




In view of the above background, it is desirable to
restrict processing to be executed in each state of

the lifecycle of an IC card. It is also desirable to
conduct nutual authentication by using different

aut hentication keys in the individual states of the
lifecycle of an IC card. According to an enbodi nent of
the present invention, there is provided an

i nformati on processi ng apparatus including: receiving
means for receiving a command requesting for the
tRXeCMihPf predeterm ned processing; storage means
for storing data and also storing first information
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this speci atiron, the te I'nfornmati on processing
app@EaEHSthﬁ@%J‘QilfQEEleCt&%%enttmth@l g ?&Pﬁﬂg or
data storage/ conmuni cation devices, such as

le¥icael ef detbubarinfheedoar PDAs whi ch has I C card

function. These
In view of the above background, it is desirable to

restrict processing to be executed in each state of the
lifecycle of an IC card.

It is also desirable to conduct mutual authentication
by using different authentication keys in the individual

states of the lifecycle of an IC card.

According to an embodiment of the present invention,
there is provided an information processing apparatus
including: receiving means for receiving a command
requesting for the execution of predetermined processing;
storage means for storing data and also storing first
information indicating, among a plurality of stages in a
lifecycle of the information processing apparatus, the
current stage determined by the stored data and second
information indicating an executable command in the current

stage, the executable command being determined for each of



apparatuses include at |east one IC chip configured to
function as an I C card. The information processing
apparatus may further include control neans for
controlling the first information to be updated so
that the current stage of the information processing
apparatus is changed in accordance with the executed
command. The second information stored in the storage
means may include information indicating that no
conmand i s executable when the information processing
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function as an IC card.

The information processing apparatus may further
include control means for controlling the first information
to be updated so that the current stage of the information
processing apparatus is changed in accordance with the

executed command.

The second information stored in the storage means may
-include information indicating that no command is executable
when the information processing apparatus is in a specific
.stage, and when the information processing apparatus is in
the specific stage, the determining means may determine on
the basis of the first information and the second
information that the received command is not executable.
According to another embodiment of the present

~invention, there is provided an information processing




conmand i s an executable command in the current stage.
A program of a recording nmedi um accordi ng to anot her
enbodi ment of the present invention includes the steps
of: controlling the receiving of a command requesting
for the execution of predeterm ned processing;
controlling the storage of first information

i ndicating, anong a plurality of predetern ned stages
inalifecycle of an informati on processing
apparatus the current stage determ ned by stored
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A program of a recording medium according to another

embodiment of the present invention includes.the steps of:
controlling the receiving of a cbmmand requesting for the
exeéution of predetermined processing; controlling the
"storage of first information indicating, among a plurality
of predetermined stages in a lifecycle of an information
processing apparatus, the current stage determined by stored
data; and determining on the basis of the first information
and second information indicating an executable command in
the current stage, the executable command being determined
for each of the plurality of predetermined stages whether
the‘received command is an executable command in the current
stage.

A program according to another embodiment of the




stage. According to the above-described information
processi ng apparatus and nethod, the recording
medi um and the program a command requesting for the
execution of predeterm ned processing is received, and
predeterm ned data and first information indicating,
anong a plurality of predeterm ned stages in the
lifecycle of the information processing apparatus,
the current stage determ ned by the stored data and
second infornation i ndi cati ng an executabl e conmand in
the current st t he executable conmmand bei ng
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determ ning nmeans for determning on the basis of the
the rereinédroemmand dsd ahhexsegtatdle command in the current
stage.

According to the above~described information processing
apparatus and method, the recording medium, and the program,
a command requesting for the execution of predetermined
processing is received, and predetermined data and first
information indicating, among a plurality of predetermined
stages in the lifecycle of the information processing
apparatus, the current stage determined by the stored data
and second information indicating an executable command in
the current stage, the executable command being determined
for each of the plurality of predetermined stages, are
stored. ©On the basis of the first information and the

second information, it is determined whether the received

command is an executable command in the current stage.




i nformati on whet her the command received by the
receiving neans is an executable command in the
current stage; and second storage nmeans for storing
aut henti cation data which is used for nutua

aut henti cation processing and is used for encrypting
or decrypting predeterm ned data in association wth
each of the plurality of predeterm ned stages. The
second storage neans may further store data for
generating the authentication data, and the
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the basis of the first information and the second
information whether the command received by the receiving
means 1s an executable command in the current stage; and
second storage means for storing authentication data which
is used for mutual authentication processing and is used for
encrypting or decrypting predetermined data in association
with each of the plurality of predetermined stages.

The second storage means may further store data for
generating the authentication data, and the information .
processing apparatus may further include generation means
for generating, on the basis of the data for generating the
authentication data, different authentication data for each
of the plurality of predetermined stages.

According to the above-described information processing




processing and for encrypting or decrypting
predeterm ned data in association with each of the
plurality of predeternmined stages is stored. In this
specification, the term"comuni cation"” means, not
only wireless conmuni cation or wred conmuni cati on,

but al so communi cati on including both the wreless
conmuni cation and w red comruni cation, i.e.,

conmuni cation perform ng w reless comuni cation in one |
zone and wi red comuni cation in another zone. 2
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Psecond apparatus to first apparatus. According fo

and ﬁi&&ﬁﬂﬂﬂﬁ@&m@ﬁlbﬁeiﬂﬁﬁﬁﬁﬁﬂhd,nﬁﬁﬂﬁgoﬁ pturalQtyt Be
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illustrates the lifecycle of a knowmn |IC card; Fig. 2

Pro¢esstiigt eprehatus i ddyec|iraengnst@ie aﬁ@emﬂdbmth@
%%£bod|nent of the present invention; Fig. 3 is
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are stored. On the basis of the first information and the
second information, it is determined whether the received
command is an executable command in the current stage.
Authentication data used for mutual authentication
processing and for encrypting or decrypting predetermined

data in association with each of the plurality of

predetermined stages is stored.

In this specification, the term "communication" means,
not only wireless communication or wired communication, but
also communication including both the wireless communication
and wired communication, i.e., communication performing
wireless communication in one zone and wired communication
in another zone. Furthermore, wired communication may be
performed from a first apparatus to a second apparatus, and
wireless communication may be performed from the second
apparatus to the first apparatus.

According to an embodiment of the present invention,
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configuration of an IC card; Fig. 6 is a flowhart
illustrating conmand sending processing; Fig. 7 is a
flowhart illustrating command execution processing;
Fig. 8 illustrates a lifecycle stage table; Fig. 9
illustrates a command table; Fig. 10 is a flowchart
illustrating the command execution processing in a
manuf act urer shipnment stage; Fig. 11 illustrates the
manuf act urer shipnment stage of an IC card; Fig. 12
illustrates the zeroth-order card-issued stage - 11

f card fl owcha t illustrati t he
B RS T 0o £t A BT ERG P LRECTAGIR Gt
pf@tdidspued stage; Fig. 14 illustrates the primry
card |ssued stage of an ICcard; Fig. 15is a
flowchart illustrating the conmand execution
processing in the primary card-issued stage; Fig. 16
BRIEDISINSTRESTION OFCTHEIDRAWINGY- i ssued stage of an IC
card; and Fig. 17 is a flowhart illustrating the
comfdad lekbbugtmataw dbessifigeyold g sekondar §C card;
card-issued stage. DESCRI PTI ON OF THE PREFERRED
ENVBEBPNVERTS. Betihat ege dBei bi fecymlefoarmift cafdt he

aé%oré%ng to an embodiment of the present invention;

Fig. 3 is a block diagram illustrating a wireless
communication system according to an embodiment of the
present invention;

Fig. 4 is a block diagram illustrating the functional
- configuration of a reader/writer;

Fig. 5 is a block diagram illustrating the functional

configuration of an IC card;

Fig. 6 is a flowchart illustrating command sending
processing;

Fig. 7 is a flowchart illustrating command execution
processing;

Fig. 8 illustrates a lifecycle stage table;

Fig. 9 illustrates a command table; |

- Fig. 10 is a flowchart illuétrating the command
execution processing in a manufacturer shipment stage:;

Fig. 11 illustrates the manufacturer shipment stage of
an IC card;

Fig. 12 illustrates the zeroth-order card-issued stage
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i nvention, the correspondence between the invention
di sclosed in this specification and an enbodi nent of
the present invention is discussed below This
description is intended to assure that an enbodi nent
supporting the invention disclosed in this
specification is described in this specification.
Thus, even if an enbodiment is not described as
relating to the present invention, that does not
necessarily nmean that the enbodi nent does not relate
o_.t ' nti on. Conversely, even if an enbodi nent
O%sandggé#ﬁﬁgd herein as relating to the invention
t hatpidoessnel 5 NeLSRSAk ¥ 1TREP-ANAL the eahedhgent
does not relate to - 12 another aspect of the
ek EMNtdrobrobekl NG NDE eshd HeSoBRSEFEPE | Y SN dNgtabe;
construed as restricting that all the aspects of the
i nvéligi.on4d Ul bedtoserks mhehprimdogi cent- izsecdestagdesft an
in the specification. That is, the description does
Ihotaxgeny the existence of aspects of the present
inv%ntion that are described in this specification
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ara[pacatds asgording to an enbodi nent of the present

i nvention includes: receiving neans (for exanple, an
ant Bhga 1D1isshovilowehkirt. iB)udtarating the command

execution processing in the secondary card-issued stage.

-DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
.invention, the correspondence between the invention
disclosed in this specification and an embodiment of the
present invention is discussed below. This description is
intended to assure that an embodiment supporting the
invention disclosed in this specification is described in
this specification. Thus, even if an embodiment is not
described as relating to the present invention, that does
not necessarily mean that the embodiment does not relate to
‘the invention. Conversely, even if an embodiment is
described herein as relating to the invention, that does not

necessarily mean that the embodiment does not relate to
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receiving a command requesting for the execution of
predet ermi ned processing; storage.nmeans (for exanpl e,
a table storage unit 108 shown in Fig. 5) for storing
predeterm ned data and al so storing first informtion
(for "exanple, a lifecycle stage table shown in Fig.
8) indicating, anong a plurality of predeterm ned
stages in a lifecycle of the information processing
apparatus, the current stage determ ned by the stored
data and second information (for exanple, a command
tabl e shown in Fig. 9) indicating an executable
aE%ﬁ#ﬁﬁuﬁ%ﬂ?QﬁhéfCEg?e%ﬁv%ﬁ§%$§; the executable comuand
bei term ned for each.of .the plurality.of - 1
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ST ety SPt fET I EeepeE Or, Bl It ond
di SRt 118N thBebiesaititht GREMBRLG-F &k vad i t he
recei ving neans i s an executable commuand in the
speltifidatdbage. THEe ig)f ahradesnrppdies sdows appadahysthe
may further include control neans (for exanple, a
exioritanglel off a6neshowt tihe Pirgsed)y lfwmventivr ghiitngrehe
first information (for —~exanple, the |ifecycle stage
degiideshdinthhs FRecidicesipe Pupdated sdmeradnt Ree
. current s%a?e,of t he information rocessin% appar at us

LRER QR8T AU ARt t h- Ehe RS GISSETEBn AN,
] ' - .ot bl
B o L PR L TR e o O

cIRX%HW By a divisional application, or that may be

additionally claimed through amendments.

The information processing apparatus according to én
embodiment of the present invention includes: receiving
means (for example, an antenna 101 shown in Fig. 5) for
reéeiving a command requesting for the execution of

predetermined processing; storage means (for example, a

table storage unit 108 shown in Fig. 5) for storing
predetermined data and also storing first information (for
example, a lifecycle stage table shown in Fig. 8) indicating,
among a plurality of predetermined stages in a lifecycle of
the information processing apparatus, . the current stage
determined by the stored data and second information (for
example, a command table shown in Fig. 9) indicating an
executable command in the current stage, the executable

command being determined for each of the plurality of
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the table storage unit 108 shown in Fig. 5) may
include information indicating that no command is
execut able when the information processing apparatus
is in a specific stage (for exanple, a disposal
stage, which is discussed below wth reference to the
I'ifecycle stage table shown in Fig. 8), and when the
i nformati on processing apparatus is in the specific
stage, the determ ning neans (for exanple, the
determning unit 131 shown in Fig. 5) may determ ne on
th basis ,of the first inforpati on and the second .
PYEHRRTIEGA SERAEST RO GEEPYRIRERAMGRN o ongetetnining
a The L.nf or, i_on j d :
A Rk Byn B bR ™ 152" dRE SERRTL P el bsts o
thdWBHORnieBELHEES, TR $hePSelbnd HPAURIibRdwhBEher the
receiving of a command requesting for the execution
caingiiedeel ted asly pec esski¢iff ofeaxanp an skeputdRiein
Fig. 7); controlling the storage of first information
cqnimmdeianphe, ctimeenti fseéagel. e stage table shown in Fig.
8) indicating, anong a plurality of predeterm ned
st ages infermatifosc pepecdsing aRHadRFHS BAY pFoEEs ng

R Ras i 0 00 L R B
SR By R ngRl L HIEt g RiBh e LEr o

xR, | BnEi 0 rDyd1Rdise Akl Ngaidlle SXREN 3R @igpn@ﬁnyo ¥

thé current stage, the éxecutable command bei ng
updetednssethaf atheaehrehtt beagd WaltHey iafFophedeser m ned

stages whether the received command is an executabl e
proaesendgi appdratoly ienthanged in accordance with the
executed command.

The second information (for example, the command table
shown in Fig. 9) stored in the storage means (for example,
the table storage unit 108 shown in Fig. 5) may include
information indicating that no command is executable when
the information processing apparatus is in a specific stage
(for example, a disposal stage, which is discussed below
with reference to the lifecycle stage table shown in Fig. 8),
and when the information processing apparatus is in the
specific stage, the determining means {(for example, the
determining unit 131 shown in Fig. 5) may determine on the
Ibasis of the first information and the second information
that the received command is not executable.

The information processing method according to another
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stage (for exanple, steps S61 and S66 in Fig. 10). The
processi ng of the recording nmedi umaccording to an
enbodi ment of the present invention and the processing-
of the program according to an enbodi nent of the
present invention are basically simlar to that of

t he above- described infornmation processing apparatus,
and an explanation thereof is thus omtted. The

i nformati on processi ng apparatus according to another
enbodi nent of the present invention includes:

recei ving neans (for exanple, the antenna 101 shown in

eppQflimeny pér LheceT<5 9Ny 4 CeRuAl IRehrdas fgef 6Fepheot:
SR She 575 Belimiren LR R TR i i e

ans 1 " Lord e o
N Brbidertin cRbBLrEthg | Lis, BITT RO 522

1i8)FiNdngat £agy &P &l Ykskhby Of ripiRdehebihiefon
stages in a lifecycle of the informati on processing

(BRPaxatple, t Hige CLIfaniclst sgegdet 5T nedwhy ist PEgd 8)
data and second information (for exanple, the command
indhlgad inghosmona &Fipg.urd)litgdo apradptarméxedushbbes in a
command in the current stage, the executabl e command
lifsicyglaeperam nef Fatisacaretes HarplapParatys of the
redeterninﬁs st ages;. determ njin neans (for exaqgle,
CUHETHFERIT HSIFAHTEd BY Shovwf 190 tE d.f°r5§x?%P1ef tep

SAELRLELD! ng 0N Lhe Agsia ofd s fhoholatormtjoneand.

thé sec nf or mat1on e comrand recei ve

ir%f%%ng%tfgﬁi MG RARS 1 hFotRa LXGEULRR exaAPTBNA LD ddihand
table shown in Fig. 9) indicating an executable command in
the current stage, the executable command being determined
for each of the plurality of predetermined stages whether
the received command is an executable command in the current
stage (for example, steps $61 and S66 in Fig. 10).

The processing of the recording medium according to an
embodiment of the present invention and the processing of
the program according to an embodiment of the present
invention are basically similar to that of the above-
described information processing apparatus, and an
explanation thereof is thus omitted.

The information processing apparatus according to
another embodiment of the present invention includes:

receiving means (for example, the antenna 101 shown in Fig.

5) for receiving a command requesting for the execution of
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stage; and second storage neans (for exanple, a nenory
107 shown in Fig. 5) for storing authentication data
(for exanple, shipping keys A and B shown in Fig. 12)
which is wused for nutual authentication processing
and is used for encrypting or decrypting
predeterm ned data in association wth each of the
plurality of predeterm ned stages. The second storage
(for exanple, the nenory 107 shown in Fig. 5) neans
nay further store data (for exanple service provider
e s A gnd B shown in Fig. for generating the
HHHEEE BROASER SN 1trﬁ§ Fﬁ%@%tm@ﬂﬁls drfeée§§iﬂlﬁ@ler

Ranatus further clude rat| n an
?$or exanpnggg coh%ré#ng T54 g ﬁ¥5'53?r+8?
t d t
G i e A e%%f‘eé e age bRt
sk iorrigach) ohaidha iRlgyr akbhy &#fpniedeatss icned
stages. An enbodlnent of the present invention can be
presiderminad sbhé@edraind @n 1pFfeeesbe ngr sitet démrbemaseadi ng
and receiving data, or an e--cash systemor a
pPrEassing QpB@Eﬂﬁmﬁm|ﬁ@eanurtenta$tbgﬂzﬁexemmneddoby stored
Wi rel ess communi cation network. The present inventiaon

date gadcrpeerd | HiRati opell 5RF vi¥aP ket &h@neem%n@ Heable
| d th h illustrat

SR B S gt et i p S ke it bRRand 4 e o
c@re‘ﬁﬁ E I%@r dth@;e%,f:he %&%@rﬁnﬁﬂ’%‘%‘l eeég{ahged for

pr esent Vent| 0 card 1's manuftfactur
eaRhedet eh81 PBe-LIAMY of predetermined stages; determining

means (for example, the determining unit 131 shown in Fig.
5) for determining on the basis of the first information and
the second information whether the command received by the
receiving means is an executable command in the current
stage; and second étorage means (for example, a memory 10?
shown in Fig. 5) for storing authentication data (for
eXample, shipping keys A and B shown in Fig. 12) which is
used for mutual authentication processing and is used for
encrypting or decrypting predetermined data in association
with each of the plurality of predetermined stages.

The second storage (for example, the memory 107 shown
in Fig. 5) means ﬁay further store data (for example,
.service provider keys A and B shown in Fig. 14} for
_generating the authentication data, and the information

processing apparatus may further include generation means
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“manufacturer and is shipped to an | Ccard issuer as

the 1C card without data for providing services or a
key for accessing data (hereinafter such a card stage
is referred to as the "manufacturer shipnment stage").
On the IC card in the manufacturer shipnment stage,

t he manuf acturer nunber, which serves as information
for specifying the card manufacturer manufactured the
IC card, is recorded. Each stage in the lifecycle of
the ICcard is determned by the data recorded in the
IC card, and the stage of the IC card is changed by
({FRE BX¥ERAS 0P &Pnér%?%ae%% A danfdd, SsUd as a

d for_issui t he - 17, card. The |G car

FRTR e 1. PletY cohicia s B hamer g e tec
aﬁ@f]gnffcar( 'eoﬂ'@%lﬁfaacaﬁffére?w %gﬁ@lt n%'i?g@gl)( d Oc%erf%trl Q9 ch
an [G'card 1ssue fhachine (reader/ Wi er} and - al T ows
oEhEhé G ity 8Xepvise dedelRs Fagdsprocessing to
performthe zeroth-order issue operation. The IC card

I n the emodigehtref 3y pregenst ageetitedi W% bkh@sed in
zerot h-order issue command fromthe reader/witer and
apxEeinwwtiion prothisimaswystele fb€ sandingcordsedati@wing
contained in the zeroth-order issue command, for
d%'iaarrrﬂ%,an fneagByvFYe st iBf SeSRrdRY (FYYtaRuMsdng aRi &R
serves as_.informatjon for specifying the I1C card, the
“Hed " FolPdEr TERFYT YOS 56T CAETHAL G T RS o 6

Pr ovidi §9e§ﬁﬁ1¥'1 ntﬁgg ﬁgede.ggfﬂ?écp%nk%%‘taml Bglow with
serves as the authenticaftion key use
reference to the accompanying drawings through illustration

of a preferred embodiment.

Fig. 2 illustrates the lifecycle of an IC card
according to an embodiment of the present invention.

The IC card is manufactured by a predetermined card
manufacturer and 1s shipped to an IC-card issuer as the IC
card without data for providing services or a key for
accessing data (hereinafter such a card stage is referred to
as the "manufacturer shipment stage"). On the IC card in
the manufacturer shipment stage, the manufacturer number,
"which serves as information for specifying the card
manufacturer manufactured the IC card, is recorded.

Each stage in the lifecycle of the IC card is
determined by the data recorded in the IC card, and the
stage of the IC card is changed by the execution of a

predetermined command, such as a command for issuing the IC
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for conducting nutual authentication wth the service
provider. The I C-card issuer ships the IC card
subjected to the zeroth-order issue operation
(hereinafter such a card stage is referred to as the
"zeroth-order card-issued stage") to a service

provi der providing predeterm ned services to the user
by using the 1 C card, The service provider sends a
primary issue conmand to the IC card in the
zeroth-order card-issued stage by operating the
reader/witer, and allows the I1C card to execute
CBf@det ermi ned processing to performthe primary - 18
| SSURORRLALLSN o lIG Ikrfill @ LOPOA.RGYNCT SLAE DUIBLY
i ssue coman romthe reader/witer and executes 11

i Vi I r ds; I a

R e G et o R g
opétdtlingy dat acrequd resbdmadaing (Seddd /eg-iard)annd

aut henti cation key required for accessing the DF or
aERwasheFidependent aaaitebasedebarnimedpmeegsingsue
command. In the DF, the EF corresponding to the file

perfaympthg. zeqpidh-pRrdaid iBEugr epdEdt @y i n | nt er nati onal
O 7816. The

Org\%gi zation faor llSqt?[andar i zation E'%I,S ,
servir€elor /At ¢hst PRBUFRSIYTRF (SELPRRPAT sBbT Rt BYFeLY6S

the primary.issue operatio her ei,naf.ter, such.a card
O gl ort Pheer P o CelheRd ThYT oY) CRAEH/ SSiEE"
el @38s) itO 1In this case, the IC card records data

contained in the zeroth-order issue ccommand, for example,
the device identification (ID) number, which serves as
information for specifying the IC card, the main folder (MF)
for storing data required for providing services, and the
shipping key, which serves as the authentication key used
for conducting mutual authentication with the service
provider.

The IC-card issuer ships the IC card subjected to the
zeroth-order issue operation (hereinafter such a céfd stage
is referred to as the "zeroth-order card-issued stage™) to a
service provider providing predetermined services to the
user by using the IC card.

The service provider sends a primary issue command to
. the IC‘card in the zeroth-order card-issued stage by
operating the reader/writer, and allows the IC card to

execute predetermined processing to perform the primary
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a facility providing services to a user, such as to an
office of the service provider. In the office
receiving the I1C card, the service provider sends a
secondary issue command or an all reset conmand,
indicating an instruction to erase (delete) data
recorded on the IC card to reset the IC card to the
zeroth order card-issued stage, to the IC card in the
primary card- issued stage by operating the
reader/witer, and allows the |1C card to perform

processi ng. Upon receiving, for exanple,
?%@Qéﬁﬁﬁgégg ‘command from the reader/witer, the IC

car R gsesat-heridn ffoeidnd the % rikhriAutshent bSﬁﬂléﬂ?@
key for accessing the DF or the EF. After executing

fthe @ld reesletr/eenmanthnd keecutesyet e stingsmicf ckBe, tke
card is reset to the zeroth-order card-issued stage.
ICpard exgiovidsyg, foorexmni,ep fhiédseltdidarionysdB€) and an
command fromthe reader/witer, the I C card records
eb%mealtaré’uéﬁlas (BE} smlsuolafﬂagnd@t@nrq:wmdeéw-‘oi:w@h@
user recei ve services and the authentication kﬂ%?
a

S?%leﬁerseénfio?n aREReRFIfGHRE HaY areFii1se eﬁ&éﬁ?s
380 sy PESAYLOUE, SOURIL L0 PR IEESS

Sfores 1 suc
1£§k§ggﬁhahafornatlon required for the user to recelve

services, and the authentication key required for
aCCQﬁStH@ bihe i TFasothesEindieRedethedal 8 bas et ded.

the secondary issue conmand.
The DF and EF are defined in International Organization for
Standardization (ISQ) 7816.

The service provider distributes the IC card subjected
to the primary issue operation (hereinafter such a card
stage is referred to as the'"primary card-issued stage") to
a facility providing services to a user, such as to an
office of the service provider.

Ih the office receiﬁing the IC card, the service
provider sends a secondary issue command or an all reset
command, indicating an instruction to erase (delete) data
recorded on the IC card to reset the IC card to the zeroth—
order card-issued stage, to the IC card in the primary card-
issued stage by operating the reader/writer, and allows the
IC card to perform predetermined processing.

Upon receiving, for example, the all reset command from

the reader/writer, the IC card erases the DF, EF, and the
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In the office, the service provider sends the IC card
in the secondary card issued stage the all reset
conmand for erasing the data recorded on the IC card
to reset the IC card to the zeroth-order card-issued
Sstage or a data reset conmmand for erasing the
personal information recorded on the |1C card to reset
the IC card to the primary card-issued stage by
operating the reader/witer, and allows the IC card
to perform predeterm ned processing. Upon receiving,

- _for exanpl.e he all reset .co nd_from_th
o et SR8 OVhEOT AT IGPabEe PR DR Fer, ARG
ti.gati eyt ir f [ hgr B
55 G T W3 KPR RonE il | Bl P AEATRS ShRgh 6 e
1€XeLM 6 18Rl Lol 898t ze KAMIBRHeScaLSsdied Reage.
zeroth-order card issue stage. Upon receiving, for
examplos, reheidihd, riksekexaenapiandthd ragndddary issue
reader/witer, the IC card erases data, such as
cpmrashdromtbenaeader fvaghieredther I€ heaxd erecosdsedetae
services and the authentication key required for .
syt s iPegsoppe Hafermatien rraejere EeladdofseretrC

AT A BEP SR B9 PO ThACT B kL FERATE [0

| ' d: d
b TSsaTE B0 de o e O oRbREeat PORRN dfe Bhehesye
s&YdRsHondisng &dhLes. The user then uses the IC card

recording the user personal information thereon as,

f or Inesen®t Bvomdk e +heNIUt LA tdttdRis Ah 8ReCERathetdatan

receive the services provided by the service
syprtowisdeersonal information required for the user to

receive services, and the authentication key required for
accessing the data as the DF~dependent data based on the
gsecondary issue command.

In the office, the service provider sends the IC card
'in the secondary card issued stage the all reset command for
erasing the data recorded on the IC card to reset the IC
card to the zeroth-order card-issued stage or a data reset
command for erasing the personal information recorded on the
" IC card to reset the IC card to the primary card-issued
stage by operating the reéder/writer, and allows the IC card
to perform predetermined processing.

Upon receiving, for example, the all reset command from
the reader/writer, the IC card erases the DF and EF, and the

authentication key required for accessing the EF or EF. The
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When the I1C card is disused, it is recollected by the
servi ce provider. The service provider sends a
term nate command for erasing data stored in the
recollected IC card and for resetting the IC card to
a di sposal stage in which no conmmand can be executed
by operating the reader/witer,” and allows the IC
card to perform predeterm ned processing. Upon
receiving the term nate conmand fromthe
reader/witer, the 1C card erases the recorded data.
e lifecycle stage of the |IC card executed the

T

LI ats: stagsnpnths S errdockpeutrd gdalaldt ageetand
| C.card i h di sposal stage does not execute

e S T B S A GVt

recebhLgcl ; d t usgr _and _delivers |t

to a%d?sﬁ%ggFﬁggéaﬁﬁEaﬁggﬁﬁ%e’gﬁ%ﬁé@%ﬁ 58%%? Command_
£y sihealckiddl speses: ,oftnkhec! Caf@rd.addy Whks, MBAREras 1 N

each stage of the lifecycle of the I1C card, the Issue
- pagpemnalli dnfofmitied Gecpidedstperiny @ r tdheet&icard
~stores information indicating the |lifecycle stage of
SYYa CEE end dtlnchutihentonabnds kdiatrecmn rbd Execaktesks simy

each stage, and even if the execution of a command
thendptagnothel Hoteayelexstage Pt chandCr gerddexedietad the

ard does notIfoecute that command. I n each, stage of

9l Re PP b SR HE FESEhr P ridteRrddaryafreds! edtffhftage-

It o G e U R BBt o gt
(s8cbRA&ILF /Mrd-asshtqana gl | @8 r1ButdBeo the user in
~the corresponding office. The user then uses the IC card
recording the user personal information thereon as, for
example, an e-commuting ticket or an e¥wallet, to receive
the services provided by the service provider.

When the IC card is disused, it is recollected by the
service provider. The service provider sends a terminate
command for erasing data stored in the recollected IC card
and for resetting the IC card to a disposal stage in which
ne command can be executed by operating the reader/writer,
and allows the IC card to perform predetermined processing.

Upon receiving the terminate command fromlthe
reader/writer, the IC card erases the recordéd data. The
lifecycle stage of the IC card executed the terminate

command is set to the disposal stage, and the IC card in the

disposal stage does not execute any command.
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reader/writer 11 and the IC card 12 perform
non-contact wreless communication to send and
recei ve data therebetween by using el ectromagnetic
waves. The reader/witer 11 radi ates radi o waves

(el ectromagnetic waves) to detect the IC card 12 by
performng, for exanple, polling. Wen the IC card 12
is detected by the reader/witer 11 by being brought
into close contact with the reader/witer 11, the
reader/witer 11 and the IC card 12 conduct nutual

S Y R 00e B S8 20 LSS 4100 LG S e
t ' ti : . VY 1
BB 6al L8810 1 A0 Lty HygRTralohe

APESSRL 1L TFR@ ARy OLLSI N i1 sPeRsas sl e ard cr@sui NG,
~and senggbthepggneratéﬂ ég%ﬁ%ng to the Iccﬁhrd 12 by

‘Wi r dineshisonamue atimpRkackpebagecef ileg lifecoolvantl the
. fromthe reader/witer 11, the IC card 12 determ nes
Ihestthr thheisevei yprkadommd thealC coamhis teattormedbe
executed in the current lifecycle stage of the IC
Thar'f rarénstaeepaiowrtie ipdbeawindthendiéacyage
the Iif C stage o he 1C card 12 and commands
stalin Atnthlp i et heosbmeas et (e Pe ERrqugea
L [ termn th he received nd i
l%oe%%ng%? ﬁgt %:%%1 Qgene%ecﬁ 8de?{%c?1f1le° ioggcg;%f)g'mgﬁggtéh%tf

sHdila hEtCBE dedeoutdif i'sCiﬁ%Egué@e@,Xe&i@ 6% thear 8665 Vissk

conmmand.
execute that command.

In each stage of the lifecycle, the IC card receives
various commands from the reader/writer and executes them.

Fig. 3 illustrates a wireless communication system
including a reader/writer 11 and an IC card 12. The
reader/writer 11 and the IC card 12 perform non-contact
wireless communication to send and receive data therebetween
by using electromagnetic waves.

The reader/writer 11 radiates radio waves
(electromagnetic waves) to detect the IC card 12 by
- performing, for.example, polling.

When the IC card 12 is detected by the reader/writer 11
by being brought into close contact with the reader/writer
11, the reader/writer 11 and the IC card 12 conduct mutual
authentication by sending and receiving predetermined data

if necessary.
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In contrast, if it is determ ned that the received
command is not a command that can be executed in the
lifecycle stage of the IC card 12, the IC card 12
does not execute the received command. It is now
assunmed, for exanple, that the lifecycle stage of the
IC card 12 is the manufacturer shipnment stage in

whi ch only the zeroth-order issue command can be
executed. In this case, in response to a primary
issue command, the IC card 12 determ nes that the

rec ed co not .a t, can_ _be
ex oAUt Ed Fﬁ%@lﬁ%%@%ﬁ@#% ifg EBFd 12 and
NAL exeqyt gﬁgq t
?Q@ cycl e%gft ggesg%&eah eesf% gggﬂgg sg%%ucg'%lgslgggaFé card
151809 erifienl Ereatte ddi iR Pheke oY CtSudtialic—card
aut henti cati on nor executées a received command. Fig. 4
issuimd)| ankd deagsathé |ddigiraabingottiend unctihendll card 12
configuration of the reader/witer 11. The
by ediderlewsi temmidi¢atclardes a controller 31, a nenory

32, a si gnal processing unltd%:PU) 33, a nodul ator 34,
an 8@@. m%qu:utﬁv@uppm@@d Anttdnaesder giriter 11,

| at d 38.. Th t |1 3
S ey S R DAL IR A3 *F st cte T Ee CPERRAF gl 2
odeBORHLE BLEE AILARY 0L OCRE UGN SHBOLLE5 {0
ofgangr @teéar& 0f 2 € 2MHNC Hadi s Plihe oi&%nﬂa%%ﬁ SRATERN g

an all reset command, a term nate
the lifecycle stage of the IC card 12 and commands that can
be executed in each stage of the IC card 12.

If it is determined that the receivéd command is a
command that can be executed in the lifecycle stage of the
IC card 12, the IC card 12 executes_the received command.

In contrast, if it is determiﬁed that the received command
is not a command that can be executed in the lifecycle stage
of the IC card 12, the IC card 12 does not execute the
received command.

It is now assumed, for example, that the lifecycle
stage of the IC card 12 is the manufacturer shipment stage
in which only the zeroth-order issue command can be executed.
In this case, in response to a primary issue command, the IC
card 12 determines that the recelved command is not a

command that can be executed in the lifecycle stage of the

IC card 12 and does not execute the received command.
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conmand, and a command for conducting nutual
authentication (hereinafter also referred to as a
“mutual authentication comand"), and supplies the
generated commands to the SPU 33. The controller 31

i ncludes an encryption unit 51 and a decryption unit
52. If necessary, the controller 31 generates data to
be stored in various commands. The encryption unit 51
encrypts data generated by the controller 31 and to be
stored in the commands by using, if necessary, an
aUtﬁﬂPEh%a&&9Q?§§%aQﬁ%%%d%Q kgetﬂf % g%'tﬁge
encryption uni encrypts, Tor éxanpl e, data

dospesal ey, the £ONAR] l1er ndleand tondRs anedain a

.mutual - 2 aut henti cati on command, by using the

agthi¢esipendiong noauéhenitiantd eackeyeteeagad.i n the
menory 32. The decryption unit 52 decrypts data
suppliiged 4f Lsna tiveockSPlag3aty 1 Lsisigratiimondbesfangticmal
authentication key recorded in the nmenory 32. That

certiquratiendaf atBeprraded/“risart hé- SPU 33 is encrypt ed

by predet er m ned thod, the decryption upit 52

dec Bt ECRAEr ALr 3 LBHLRAG S FOTSPOLISE abt 1A dfemory

ut ticatj . r.ded LR, t nenor Y-, using
e A L I L S T

odBhNQG 1 oFNe; cORM ¢ 0dd elar3lntBER. SEPP!d efndif1d8bR 237, and
decrypted by the decryption unit 52 to the nmenory 32

aidrinecesgsary. |If the data supplied fromthe SPU 33 is

not encrypted, the decryption unit 52 does not

decEypt comeraldicer. 3Thgenentted |werridlisr eatsandpr ogr am
iégﬂﬁﬂckiggfL§g1£éKZard 12 to execute predetermined
processing, and supplies the generated commands to the SPU
33. The controller 31 generates, for example, a zeroth-
order lssue command, an all reset command, a terminate
command, and a command for conducting mutual authentication
(hereinafter also referred to as a "mutual authentication
‘command"), and supplies the generated commands to the SPU 33.

The controller 31 includeé an encryption unit 51 and a

decryption unit 52. If necessary, the controller 31
generates data to be stored in various commands. The
encryption unit 51 encrypts data generated by the controller
31 and to be stored in the commands by using, if necessary,
an authentication key recorded in the memory 32. The

encryption unit 51 encrypts, for example, data generated by

the controller 31 and to be stored in a mutual
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drive 38, which is attached to the reader/witer 11,
and executes the read program |f a program or data
is supplied fromthe drive 38, the controller 31
supplies the programor data to the nmenory 32 if
necessary and reads the program recorded in the
menory 32 to execute the read program The nenory 32
is a so-called "non-volatile rewitable storage

medi um or recording nmediunt, for exanple, a hard disk
or a flash nenory, that can retain data even if power
aBHABhYi ¢St 1M BfthandheofEiPIngG 32el B6PEIS YIRS data
and supplies the recorded data to the controller 31
alihkeneimityi o3 kalys ecte£QEd SimHhaenbineayi ®n. keys rel at ed
-- 25 to the data recorded on the I1C card 12 and
supptieesiechgptierommicd utdeenyptat darm keypltiedt fieom the
controller 31. The nenory 32 also records data

SEUpp? i 80 Usridgvt AE RepeyAier apl authensa Bdnc kgd's a

co ‘%g,su lied fro he controller 31 according.taq
rﬁcggz & Mfef*HRet hott an BBy esTt e 4ﬁ5§béu€Bﬁﬁﬁﬂd
t.he Lat or 34 e SPU 33_al so, decode t
thfhn it TAS PL SHen ISRy, DR iR R pelibd, tne
i+ : hod- [ t t r di
A a0, BB 0% CatcapR T ab o | MR Gl 605D

3zofitoladnebuBhent {caiin G%3MRECorde§OIATRIME WRmBRYSSPt by
tothe ICcard 12 is supplied fromthe control?er 31

usirgy SPdegdypeidwrmstind asdiondabeénattilothes eabraptite
Manchester coding, on the comuand, and outputs the

ngtdnd-t | Agesreghbrotlen e wbenl aveplisy thef dategr decrypted

ex le, data fromthe IC card 12 is supplied
by éﬁgjdecryptfbn unit 52 to the memory 32 ﬁ% necessary.

If the data supplied from the SPU 33 is not encrypted,

. the decryption unit 52 does not decrypt the data.

The controller 31 reads a program supplied from the
drive 38, which is attached to the reader/writer 11, and
executes the read program. If a program or data is supplied
from the drive 38, the controller 31 supplies the program or
data to the'meﬁory 32 if necessary and reads the program
recorded in the memory 32 to execute the read program.

The memory 32 is a so-called "non-volatile rewritable
_storage medium or recording medium", for example, a hard
disk or a flash memory, that can retain data even if power
supply is cut off. The memory 32 records various data and
supplies the recorded data to the controller 31.

The memory 32 also records authentication keys related
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fromthe denodul ator 37, the SPU 33 perforns a
decodi ng operation, such as the Manchester decodi ng,
on the data, and supplies the resulting signal to the
controller 31. The nodul ator 34 generates a carrier
wave on the basis of a clock signal having a
predeterm ned frequency supplied fromthe oscillation
circuit 35. The nodul ator 34 nodul ates a conmand
supplied fromthe SPU 33 according to a predeterm ned
met hod on the basis of the carrier wave, and supplies

I t 36. The,
o e S5 R A S d G SRR i e Ldee Sheny,
réO6rdRX 3R hent EBARHAN G RE tBNRRE, cdie AN Hde, 1AL
the frequency - 26 of the carrier wave. Mre

napesi B2callby, réderdddidtal eupsti 88T F UM IRMRbLEWICTer 31.
shift keying (ASK) nodul ation on the data supplied

f r ofheh8PU SR @Ridsy ausbngand cswmk isidgfabmhalé ngotroller
frequency of 13.56 M-z supplied fromthe oscillation
3kigccqireing 8] 2 Heredateirai nedanethethdnsltspprd iehethe
dul at ed ves through the antenna 36 as
COHRL CPUMERACHY i PRSI PhaE o4k | e §FUciPcal fo adecodes
n ference clqc S| | _havi.ng a
m%%%%&?%?ﬁ?%eﬁg ré%ﬁ%%%?ggHga %Bgf? qPﬁglgaeE%r%ted
dedoagkgShaRRdq t thgt ngepn s
e SRR Eng, £, cife pERRo BB Sadid i
datar dnd 2siypMidLte®s deesnudi gald A thEhabntselide 31.

antenna 36 radi ates radio waves for transmtting the

confbnEcsuppkinpdef r onedimearodel Beokedd. to the IC card 12
is supplied from the controller 31, the SPU 33 performs a
coding operation, such as the Manchester coding, on the
command, and outputs the resulting signal to the modulator
34. If, for example, data from the IC card 12 is supplied
from the demodulator 37, the SPU 33 performs a decoding
operation, such as the Manchester decoding, on the data, and
supplies the resulting signal to the controller 31.

The modulator 34 generates a carrier wave on the basis

_of a clock signal having a predetermined frequency supplied
from the oscillation circuit 35. The modulator 34 modulates
a command supplied from the SPU 33 according to a
predetermined method on the basis of the carrier wave, and
supplies the modulated command to the antenna 36. The

modulator 34 modulates the command from the SPU 33 by, for

example, changing the phase, the amplitude, or the frequency
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The antenna 36 al so receives data fromthe IC card 12
and supplies the received data to the denodul ator 37.
The denodul at or 37 denodul ates the data supplied from
the antenna 36 according to a denodul ati on net hod
associated wth the nodul ati on nethod of a
denodul ator 110 of the IC card 12 (Fig. 5 and
suppl i es the denodul ated data to the SPU 33. The
denodul at or 37 denodul ates, for exanple, the
nodul at ed wave (ASK nodul ated wave), supplied via the
ofnttenmarlteandawost puts the denodul ated data to the SPU
33. When a magnetic disk 71, an optical disc 72, a
maghHers- Smfri Jaia@yskths meriu ke teaniddopeuEO RS rmm)lrlstum
is installe in the drive 38, the drive 38

shy ity &SViRE M\%Iﬂalm%l%éapdpﬁgthm%%@léeﬂaﬁw dhe
dat t h di T

SB o8 B85 88 i aegnR h?%eﬁ'éfag%r?i?u%ﬁ‘g?héy s B

M—f‘zoréﬁ.l '1&8& §%mg:ﬁl'§é1%scgﬁfgf%ocar t %%oggamaeedcarrier

tran erred tot IS recor

waee CHhBdohfpies e dulh fed Svd v 2 t@Jr%bhd tagrmenna 36
illustrating the functional configuration of the IC

ascealdctZomddrec e cav@dsl2 i ncl udes an antenna 101, a
denodul ator 102, an SPU 103, a controller 104, a read
on| Therepmril ROV cib8yita Iageorrateess refmregnqeRapck
106, a nenory 107, a table _storage unit 108, an

sigeel| hayih % iBRasieteTnoned Her am i 8Pd FIBPL AN the

geggﬁﬁ%%%qggﬁggor aﬁhgghghqugﬁlgt%01 recei ves a

The antenna 36 sends the command supplied from the
modulator 34 to the IC card 12 by wireless communication.
That is, the antenna 36 radiates radio waves for

transmitting the command supplied from the modulator 34.

The antenna 36 also receives data from the IC card 12 and

supplies the received data to the demodulator 37.

The demodulator 37 demodulates the data supplied from
the antenna 36 according to a demodulation method associated
with the modulation method of a demodulator 110 of the IC
card 12 (Fig. 5) and supplies the demodulated data to the
SPU 33. The demodulator 37_demodulates, for example, the
modulated wave (ASK modulated wave), supplied via the
antenna 36 and outputs the demodulated data to the SPU 33.

When a magnetic disk 71, an optical disc 72, a ﬁagneto—

optical disk 73, or a semiconductor memory 74 is installed
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reader/witer 11 and supplies the received command to
the denodul ator. 102. The antenna 101 al so sends data
supplied fromthe nodulator 110 to the reader/witer
11 by wireless conmmunication. That is, the antenna
110 radiates radio waves for transmtting data
supplied fromthe nodulator 110. 1In the antenna 110,
resonance occurs by the radio waves having a
predet erm ned frequency radiated fromthe
reader/witer 11 to generate an el ectronotive force.
iThehel etrdchel a8or tidHdennd8l drésea tdovmarstaddpdl redording
from the antenna 101 according to a denodul ation
Rk b Rnda 95681 Bf e RaATamhernddtit arsrdest kodthe t he
nodu| .at or 34 of 28 the reader/witer 11 (Fig. 4), and
rGRFSHiTEs TeRd M enoth APEGIDESREAF T TheaspUiE03. For

tf%%&?ﬁtdteg e G TS SNt o b IR T Y
r%ﬂ%r%ﬁ%f@i‘r@&r{s%rn@ yNgoepygl ppe, ]%et% %JI ogggéﬂ%]d or

ou puts t denpdul ated command fo
e:2RUtHI3 idesgdessd e command supplied fromthe
denodul ator 102 according to a predeterm ned nethod
andFiguppli=es tlectedbderkre arianrd raeihhetkonfuraitiemal
104. 1f, for exanple, the command denodul ated by the
copdigyghiion dDXthes ICcoded b¥.t he Manchester coding
met hod, _the SPU 103 decodes the Manchester coded

conﬁa‘ﬁd %rFatrr?g 1:8a§¥1§16¢esa a0 @éu:efpenép r S ;f&%@dllfarteﬁu
P
1o o Bl b B i tEBLERE L oo 2657 BRRSSe o)

105, a random access memory {RAM) 106, a memory 107, a table

.storage unit 108, an oscillation circuit 109, the modulator
110, and a power generator 111.

The antenna 101 receives a command sent from the
reader/writer 11 and supplies the received command to the
demodulator 102. The antenna 101 also sends data supplied
from the modulator 110 to the reader/writer 11 by wireless
communication. That is, the antenna 110 radiates radio
waves for transmitting data supplied from the modulator 110.
In the antenna 110, resonance occurs by the radio waves
having a predetermined frequency radiated from the
reader/writer 11 to generate an electromotive force.

The demodulator 102 demodulates a command supplied from
the antenna 101 according to a demodulation method

associated with the modulation method of the modulator 34 of
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. 103 al so codes data supplied fromthe controller 104
according to a predeterm ned codi ng net hod and
supplies the coded data to the nodul ator 110. For
exanpl e, the SPU 103 codes the data supplied formthe
controll er 104 by the Manchester codi ng net hod and
supplies the coded data to the nodulator 110. The
controller 104 executes various comrands suppli ed
fromthe SPU 103. The controller 104 includes a
determning wunit 131, an encryption unit 132, and a
thecregsterdwrihet 1B3(Fikhe 4det endi sumelies tthe3demodulated
determines on the basis of a lifecycle stage table
cemerng donmiriAdS FAbl @3 st dicad eramphe, -tipp depgidudasonsr Hge

unu%1108 whet her a, command supplied fromthe SPU 103
TesfTaAdCPHAF RS arr?p&?s@%@ﬁt Ry 35K t“iﬁ’éi‘lllPFééy‘dP‘ées

1 The I|f cl e stage table
rSCBBL bib Fab 7Bk o1 BE REH BTG Mo e
t €oth ha C d
B Rer CFRara 10 TR ACAPTRLESe] il 55 FHEYRS
1mard 12. Details of the lifecycle stage table and the
~command table are given below If the conmand supplied
f r oftheé hePTBAL0 31 @ cloglebotihe ¢@mlzand auppihbaddftdmmttisan be
executed in the current lifecycle stage of the IC
dempdrl aport He2 comanglingr t¢0a pxedeiteeminkd methednzhd r om

the SPU 103. In contrast, if it is determ ned that the
SUPE) th%p%?ff@c?C# GPRTERE EpUFheFandredtes Lofmantf, for

ex%?n%?ﬁ & g eccae.‘n'a)§r16a%dt %emogui ‘r?e& Lg / q:he dlenlrng u¥gl:§r S{(?ZQ
coded by the Manchester coding method, the SPU 103 decodes
the Manchester coded command on the basis of a clock signal
supplied ffﬁm a phase locked loop (PLL) {not shown), and
supplies the decoded command to the controller 104. The SPU
-103 also codes data supplied from the controller 104
according to a predetermined coding method andrsupplies the
coded data to the modulator 110. For example, the SPU 103
codes thé data supplied form the controller 104 by the
Manchester coding method and supplies the coded data to the
modulator 110.

The controller 104 executes various commands supplied
from the SPU 103. The controller 104 includes a determining
unit 131, an encryption unit 132, and a decryption unit 133.

The determining unit 131 determines on the basis of a

lifecycle stage table and a command table stored in the
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IC card 12, the controller 104 does not execute that
command. For exanple, in response to a nutua
aut hentication conmand fromthe SPU 103, the
controller 104 executes that command. In this case,
the encryption unit 132 encrypts data, such as random
nunbers or a tine stanp, required for conducting
mut ual aut hentication by using an authentication key
recorded in the nenory 107. The controller 104 then
supplies the data encrypted by the encryption unit 132

tilmle taterSBY 108t U whetteal hecofdnd|sppddrtr 6Fem t e
menory 107 in accordance with.a command supplied from

SEhel (Spds1 a3cemnand ddiat 3gn be apedtied dveihei Léfeerele
data recorded in the nenory 107. |If the data

Stastf éﬂfnég‘ei RC ac&%fmend suppl i ed fromthe SPU 103 is
enc t redet ermi ned, encrypt i tho t he
ootV Eort R B oSRet A I S, s "L et

_ [ [ rHecor ERRLY ;

® ecry%&ig%&ng?ﬁ%ﬁxég?dcigﬁgdb§Tﬁ{§§he eﬁzgéggfgﬁeg

cdiiizhad. thdhec&oMd Axeent &84 here SHPRIEES 1Dhen dadéh
decrypted by the decryption unit 133 to the nenory

lifeyiclenstags ayfy .thlef TCheardala. camtaiinedoifnthe chifrand-le
supplied fromthe SPU 103 is not encrypted, the

stéger ypblenanhitthel 33musnd hobleletry @ivehebddedw. The
controller 104 controls the table storage unit 108 to

updaf ethheEIeagy sPEP S o e 1 ubItdes £8Pedlf nt ¥ HoWsbIte be
t it 108, If, f l.e, th | I 104
= PrarTs i A BenSBPaRref Bl e bhaPAErDh by eREet i ng

st%@% of the IC card 12, the controller 104 executes the

command from the SPU 103. 1In contrast, if it is determined
that the command supplied form the CPU 103 is not a command
that can be executed in the current lifecycle stage of the
IC card 12, the controller 104 does not execute that command.

For example, in response to a mutual authentication
command from the SPU 103, the controller 104 executes that
command. In this case, the encryption unit 132 encrypts
data, such as random numbers or a time stamp, required for
conducting mutual authentication by using an authentication
key recorded in the memory 107. The controller 104 then
supplies the data encrypted by the encryption unit 132 to
the SPU 103.

The controller 104 also controls the memory 107 in

accordance with a command supplied from the SPU 103 to erase
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zeroth-order issue command, it controls the table
storage wunit 108 to update the |lifecycle stage table
to indicate that the current |ifecycle stage is the
zeroth-order card- issued stage. The controller 104
reads a programrecorded in the ROM 105 if necessary,
and executes the read program The controller 104
supplies data to the RAM 106 if necessary, and also
obtains data tenporarily stored in the RAM 106. The
ROM 105 records prograns and data needed for the
oromdadld dlovedwri be pxtdeutdatwareoosded eirs thfe preooegsitg.
The _ ROM 105 supplies the recorded prograns and data
to tifethe3data orieiined in4a qomn s1pplieppbrarithe
ores . data that i s being ysed when the praqcessing is
S]?[&] ogrie SECRYPHAR Ribift PEEAsFeTByned aﬁ%%&%&‘@u’ﬁﬁ’?‘é@
t [ cont.r ol | 104. The
o VR O Bl R ML e L s g O oo

BB cal of! E@E%%ﬁﬂ@gde&ﬁseﬁé%&ﬁ@&qw@yearead

only nenory ( magnet or esi sti ve random access

ARt oaMRéMhod O s sodiRfk@eheh It ke fé::lﬁ?@t@l@)ﬁeﬁé tR&APrYy
0]

(FeERAM, and records various types ata, such as
Theerontireéldat 804 tttheve ssppliée tine dedadeteomypted Hi.the

The nmenory 107 al so records authentication keys used
dgggryptéonduet t nkP inftaudheaneheny i t&i iidh ngicelssehg. If the

reader/writer 11. The table storage unit 108 is

a
dqﬁimg98FﬁfP?% h%ﬁ%ﬁ¥mmmnd supplied from the SPU 103 is not
encrypted, the decryption unit 133 does not decrypt the data.

The controller 104 controls the table storage unit 108
to update the lifecycle stage table stored in the table
storage unit 108. 1If, for example, the controller 104
performs the zeroth-order issue operation by executing the
zeroth-order issue command, it controls the table storage
‘unit 108 to update the lifecycle stage table to indicate
that the current lifecycle stage is the zeroth-order card-
issued stage.

The controller 104 reads a program recorded in the ROM
105 if necessary, and executes the read program. The
controller 104 supplies data to the RAM 106 if necessary,
and also obtains data temporarily stored in the RAM 106.

The RCM 105 records programs and data needed for the
controller 104 to execute various items of processing. The

ROM 105 supplies the recorded programs and data to the
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for exanple, a flash nenory, an EEPROM an MRAM or a
FeRAM and stores the lifecycle stage table and the
command table. The table storage unit 108 updates the
lifecycle stage table under the control of the
controller 104. The oscillation circuit 109 generates
a clock signal having the sane frequency as that of a
command recei ved by the antenna 101, and supplies the
generated clock signal to the nodulator 110. The '
oscillation circuit 109 has, for exanple, a built-in
céitradilleauilDd .t 0 generate a clock signal having the
same frequency as that of the conmand. The nodul at or
110 TenBAMt 286 atemporiagi Laseoxas tdedshadas is3peind used
cl ock signal having a predeterm ned frequenc
W%%mhee&rppeﬁﬁm% bsdit PEOPEASE| PE Uihe f@@tmﬁéer 104,

t d | at d th
R b OF itk O ok fRetBe o BN N FOACBR t ho-
éﬁ%ydilgg he carrier wave, and supplies the nodul ated

ata to the antenna 101. The nodulator 110 perforns,

for raxapphery AYS MRdY! ﬁéﬁ%laocriltehﬁlem@@?a geded by, the
Manchest er codlng nmet hod supplied from SPU 103,

flayth semndsyl hen nbdtatied1lgt erdailhe preadeniubl é eread 1
via the antenna 101. The nodul ator 110 may turn ON or

ordyFmenmprgd¢EBPRAMIed 2 maihebo nes dehiivee rendbmshoveys f or
the data supplied fromthe SPU 103, and connects a
meﬁ'l"6éret(Wheo°1F FadSrAophParT &g Kandem Pﬁéeﬁﬁt@‘ﬁfﬁ%‘fﬂm

Fp mhen the sw tching device is to ch e the
Al O SRSt o095 A R iFa: S8CATS

sensitive data, to be sent to the reader/writer 11. The
memory 107 also records authentication keys used for
conducting mutual authentication with the reader/writer 11.

The table storage unit 108 is a non~volatile memory,
for example, a flash memory, an EEPROM, an MRAM, or a FeRAM,
and stores the lifecydle stage table and the command table.
The table storage unit 108 updates the lifecycle stage table
under the control of the controller 104.

The oscillation circuit 109 generates a clock signal
having the same frequency as that of a command received by
the antenna 101, and supplies the generated clock signal to
the modulator 110. The oscillatibn circuit 109 has, for
example, a built-in PLL circuit, to generate a clock signal
having the same frequency as that of the command.

The modulator 110 generates a carrier wave on the basis

- 32 -




Is then sent to the reader/witer 11 via the antenna
101 by a change in the |oad of the antenna 101. More
specifically, the ASK-nodul ated data changes the
term nal voltage of the antenna 36 of the
reader/witer 11. The power generator 111 generates DC
power on the basis of the AC el ectronotive force
generated in the antenna 101 and supplies the
generated DC power to the individual elenments of the
I C card 12. A description is now given, with reference
of acHeh@lobkovehrdl wfvii®a Pre@ét&aimRd rf5RBHEALyY
processing by the reader/witer 11. -- 33 1In step
sl iedhé rppatiee /awditldatibns ehdsuand % ceiThesmodat & or
such as random nunbers, if necessary, to conduct
THitther madnbats < addten swephiefef 1@ dded SEY. 1¥Reaccording
treader/v\Pter 11 conducts nutual authentication by
U kg ede ‘6?“%&%‘#;5?6&110@%1‘»?? OFHE Wit L8R sRYBEFE HATe,
f Ny ternational. Organization for
A hBBe S end R e A, e a PO i POebBRaT ey The
XY ( 8- J trjal
T ar asT) HR ke 87 i BRRIRSR AR, (dif ene
datteadeaéMm by efhel Ma@REEYPES QEAURE MMRESA Qé%ﬁlié’d ber e Rthe
or received by using a predeterm ned authentication
SPRey0dhi aid i serpisest hoduldieedlaladat @obehe ac€LdSeGiiter
the command to be executed by the IC card 12. If the
llcyipeHre |arntesypel d0dtage of the IC card 12 is the

nanﬁgacturer shifnent stage or the di sposal stage, the
The modulator 110 may turn ON or OFF a predetermined

switching device (not shown) for the data supplied from the
SPU 103, and connects a predetermined load in parallel with
the antenna 101 only when the switching device is ON to
change the load of the antenna 101. The ASK-modulated data
is then sent to the reader/writer 11 via the antenna 101 by
a change in the load of the antenna 101. More specifically,
the ASK-modulated data changes the terminal voltage of the
antenna 36 of the reader/writer 11.

The power generator 111 generates DC power on the basis
of the AC electromotive force generated in the antenna 101
and supplies the generated DC power to the individual
elements of the IC card 12.

A description is now given, with reference to the
flowchart of Fig. 6, of command sending processing by the

reader/writer 11.
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reader/writer 11 does not conduct nutual
authentication. If the IC card 12 is not authenticated
as an authorized IC card as a result of the nutua
aut henti cation, the command sending processing is
term nated. After establishing nutual authentication,
in step 512, the controller 31 generates various
commands for executing predeterm ned types of
processi ng and supplies the generated commuands to the
SPU 33. More specifically, in step 512, the controller
31 1gepeept$Bl, ftle @xadpkfwr B-ErAl Feftigeand Stetteives
command, an all reset conmand, and a term nate
dalonengh andrauppt imsnbelrem L6 neGdssae SPUc8Bdudh t he
vari_ous conmmands_ generated b¥ the controller 31, data
el pegheBEiesdeen i hBseleommthds - af8estored if
necessary. In step, S13, the SPU 33 cades .t he conmmands
TR PR bin g P Ral SHCRRF L CordaB: BY nimEt-

. [ th ' h 0 ta the
o RrapTE shid R PEIoh 1At BRI B o
It r5@€e8nk N o LUHBARSE onS ¥BP! & e4hd 4 QAMNARE RPRAEOLD &1 ohh1
by, for exanple, the Manchester coding nethod, and
Elsiippbieshhhéa x adeahicersandssd orEd ) he madal ahar sddandde
step 514, the nodul ator 34 nodul ates the commands
Irgspplist $tanddrts SPUS33IXEDE6-s1ppl i es t he nodul at ed
commands  to the antenna 36. For exanple, in step Sl14,
t hel Aol satcss e, 35hapaerdg e niferc dAnaRasYRYp P14 @@Cﬁﬁﬁﬁﬁ

the SPU 33 on the . . .
data to be sent or received by using a predetermined

authentication key which is preset for the data to be
accessed or the command to be executed by the IC card 12.
If the current lifecycle stage of the IC card 12 is the
manufacturer shipment stage or the disposal stage, the
reader/writer 11 does not conduct mutual authentication. If
the IC card 12 is not authenticated as an authorized IC card
as a result of_the mutual authentication, the command
sending processing is terminated.

After establishing mutual authentication, in step S12,
the controller 31 generates variqus commands for executing
- predetermined types of processing and supplies the generated
commands to the SPU 33.

More specifically, in step S12, the controller 31
generates, for example, a zeroth-order issue command, an all

reset command, and a terminate command, and supplies them to
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basis of a carrier wave having a predeterm ned
frequency, for exanple, 13.56 MHz, corresponding to
the clock signal supplied fromthe oscillation
circuit 35, and supplies the nodulated conmmands to
the antenna 36. More specifically, in step 514, the
nodul at or 34 nodul ates the conmands by, for exanpl e,
the ASK net hod, the phase shift keying (PSK) nethod,
or a frequency shift keying (FSK) nethod, and
suppl i es the nodul ated conmands to the antenna 36. In

t5é egPb B3, the antenidicifs Lonilsndlbeg&mmnds LsuUpRki ed
fromthe nodulator 34 to the I1C card 12 by wireless -

c@otraddrmruBilcatiaba. rdvprieregsipdorf exatllying nistsep chilbandhe
antenna 36 radiates radio waves for transmtting the
axRrAtmTed Adnhecq@samictul at or 34. The command sendi ng

processing is_then completed. In this manner, the
r ead®r FHRPt 2431 1-Rfer? ngéscﬁ %%dﬂ&%cogﬁﬁ énagpﬁik?d
enerated co nds. the |C.card 12 by Lrele
i CxpF AT By dxeetef Breprine hadly oo ode pnd
t: c ' w,.de [ i th
oS ey S0 ke L O0PE REHRETOM,  Jugze
spdi rliGatayf 12 sessisiandthecebyess diides tHUCRo@Bands

random nunpers, if necessary, to conduct nutua

supgiliedt Feahi e Wddt i@ etreatielby W derexbinp 1MOr €he
specifically, 1in step 531, the IC card 12 conducts
Manghgstezuepding degthegl, and supplies the coded commands to

the modulator 34.

In step S14, the modulator 34 modulates the commands
supplied from the SPU.33 and supplies the modulated commands
to the antenna 36. For example, in step S14, the modulator
34 modulates the commands supplied from the SPU 33 on the
basis of a carrier wave having a predetermined frequency,
for example, 13.56 MHz, corresponding to the clock signal
supplied from the oscillation circuit 35, and supplies the
modulated commands to the antenna 36.

More specifically, in step $14, the modulator 34
modulates the commands by, for example, the ASK method, the
phase shift keying (PSK) method, or a frequency shift keying
{(FSK} method, and supplies the modulated commands to the
antenna 36.

In step S15, the antenna 36 sends the commands supplied

from the modulator 34 to the IC card 12 by wireless
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with the reader/witer 11 by using, for exanple,
symmetric encryption algorithns defined in
| SO I EC9798--2 and JIS X5056-2. In this case, the IC
card 12 encrypts or decrypts data to be sent or
recei ved by using a predeterm ned authentication key,
which is preset for the data to be accessed or the
command to be executed. |If the current lifecycle
stage of the IC card 12 is the manufacturer shipnent
stage or the disposal stage, the I1C card 12 does not
commhicta tiivhual Madé heiddiddicaay, | int Stey eader thei &ftedda
is not authenticated as an authorized reader/witer as
36 ra@@tesegabioofatdre fnnt faknauihbing ddtd eoepmphd from
command execution processing is termnated. After
tlé%tf%?biqls%%gi%ﬁmt uthe siormendi £aRAERT ipratessisglls then
Wé? the antenna 101 recei ves commands sent from
der/mwiter 11 and supplies the received

d d
0 ST 18] 51
aﬂch%e%@se@ﬁ@ &Qﬂeﬁé‘té&?'eﬁﬂmﬁng§ npgul it i:gn ca?@t N9y,

associ ated with the nodul ati on nmet hod of

windidsat ebmddnDéatiivm.r eader/ witer 11 (Fig. 4), and
supplies the denodul ated commands to the SPU 103. In

steﬁoﬁﬁdndtéxedﬂﬂﬂohOﬁrdeesmﬁngtﬁuzﬁammﬁdnﬂg shppld echrd
- _fromthe denodul ator 102 by using a decodi ng net hod
1Zagso8pryt easaribrd rb@l@kjdwshg neefrienste the tBPUCBavetatthef
Flg 7.

In step S31, the IC card 12 sends and receives data,
such as :andom numbers, if necessary, to conduct mutual
authentication with the reader/writer 11. More specifically,
in step S31, the IC card 12 conducts mutual authentication
with the reader/writer 11 by using, for example, symmetric
encryption algorithms defined in ISO/IEC9798~2 and JIS
X5056—2.

In this case, the IC card 12 encrypts or decrypts data
to be sent or received by using a predetermined
authentication key, which is preset for the data to be
accessed or the command to be executed. If the current
.lifecycle stage of the IC card 12 is the manufacturer
shipment stage or the disposal stage, the IC card 12 does

not conduct mutual authentication. If the reader/writer 11

is not authenticated as an authorized reader/writer as a
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reader/witer 11 (Fig. 4), and supplies the decoded
commands to the controller 104. In step S35, the
determining unit 131 of the controller 104 determ nes
by referring to the |ifecycle stage table stored in
the table storage unit 108 whet her the current
lifecycle stage of the IC card 102 is the manufacturer
shi pment stage. The table storage unit 108 stores a
lifecycle stage table, such as that shown in Fig. 8.
The lifecycle stage table includes flags indicating
réd@ t iofdictveduatudl fAMNINE 558965, afhd hRneneaeded?tion
37 More specifically, the |ifecycle stage table
promdasdey as téaghassﬂhiated wi th the manufacturer
shi pnent stage, a flag associated wth the
zer € Redrerrakddradings pafuat sajitheptiicagionssbcsred31,

S LA el el i
di fI
-GRRSFARL B LSRRIl 08 e LR R8T e ne

adrdge¥%ebe f@@ge of the ICcard 12 is the stage
assocliated wth that flag. The flag reset to be, for

examR! Szl .s3Fdickat asmbhatatdie 100r benbahidesy die: st age
of the ICcard 12 is not the stage associated with

cdrmahds| agceived hy lthkeaytérnstage byahblséngoal gemoduldtagn
is set, and the other four flags are reset. In the
meltuhpéc%mcrsa*%ﬁ;b viighl éhshoomulat idingmeghodhel f thg

modulator 34 of the reader/writer 11 (Fig. 4), and supplies
the demodulated commands to the SPU 103.

In step S34, the SPU 103 decodes the commands supplied
from the demodulato; 102 by using a decoding method
associated with the coding method of the SPU 33 of the
reader/writer 11 (Fig. 4), and supplies the decoded commands
to the controller 104.

In step 535, the determining unit 131 of the contreoller
104 determines by referring to the lifecycle stage table
stored in the table storage unit 108 whether the current
lifecycle stage of the IC card 102 is the manufacturer
shipment stage.

The table storage unit 108 stores a lifecycle stage
table, such as that shown in Fig. 8.

The lifecycle stage table includes flags indicating the

individual lifecycle stages of the IC card 12.
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associated with the manufacturer shipnment stage is set
~to be 1, and the other flags associated with the

zerot h-order card-issued stage, the primary

card-issued stage, the secondary card-issued stage,

and the disposal stage are reset to be O.

Accordingly, the lifecycle stage table shown in Fig.

8 indicates that the current |ifecycle stage of the

IC card 12 is the manufacturer shipnent stage.

Referring back to the description of the flowhart of

Fi gMofe bBpesifpcsSl5;, tthe Uefecyald riradgel tabld Diclddes a

control ler 104 determnes by referring to the
flag eppeilcdatsdageth aﬂ;ﬂee EOE CE AL EF gshidrwindgt Isgegehea flag

current Ilfecycle - stage of the IC card 12 is _the
asafifededurdEn sﬁh%n%@ﬁo’fé’t‘é’géler fardnissusssstagence fire

fl tot f act hi t
EE A A S g%%igs‘gtafgfbf’ge &hein i n
adddbiated Q?tﬂe{ erEo'hQia‘f I Latad £1 %gs ﬁtatffag

current écycl e ‘stage ﬁ %?card f

agmfaifa%@auafﬁh%@r@ﬁpo%%qggta be process then proceeds
to step S36 in which'the 1C Pard 12 perforns conmand

exeChéi DraPproaessi bg, | Hot hexanpiyf dct inat catepnidt the

stage. Although details are given below, in the
cuxpemtindifexecle idmger ofesbenlCicrtchd 2nasuthet stage

shi pnent stage in step S36, anong the conmands
a%ﬁ?ﬁﬁﬁf:@a w%h*n thid @@gmsTh@ helag cesgtdteobex et es

onI cap be execute

RGP ach ur STOGT e FE=51 BBB W%eé}teﬂql%ﬁgmetﬁ%age of
the IC card 12 is not the stage associated with that flag.

In the lifecycle stage table, only one flag is set, and
the other four flags are reset.

In the lifecycle stage table shown in Fig. 8, the flag
assoclated with the manufacturer shipment stage is set to be
1, 'and the other flags associated with the zeroth-order
card-issued stage, the primary card-issued stage, the
secondary card-issued stage, and the disposal stage are
reset to be 0. Accordingly, the lifecycle stage table shown
in Fig. 8 indicates that the current lifecycle stage of the
IC card 12 is the manufacturer shipment stage.

Referring back to the description of the flowchart of
Fig. 7, in step S35, the determining unit 131 of the

controller 104 determines by referring to the lifecycle

stage table shown in Fig. 8 whether the current lifecycle
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conmand table stored in the table storage unit 108. In
this case, the table storage unit 108 stores a
command tabl e, such as that shown in Fig. 9. The
conmand table indicates commands that can be executed
in each |lifecycle stage of the IC card 12. Mire
specifically, the conmand table indicates that the
comuands that can be executed in the manufacturer
shi pnent stage are a tracking command and the
zeroth-order issue command. The tracking command is a
scoyarar ther Isesdrdidla e th@nuéactadarrdisbhdbmenbi stage.
serves as information for specifying the card
mandhashiie ecasmnufiaceuicbd fhey |@mmsponging 89 the
recorded in the IC card 12 to the reader/witer 11 by.
NI HALIT Eo RPN ERE i GRICTRE EBMEMPS dpli& &hgolifecycle

o4 95552, Bl STy L RO e
N SR BT, L

126% Qﬁe%ﬁ%k&@tﬁf&ﬂ @ﬁlﬁﬁlbﬁﬁré’téﬁd i ssued stage are
nmut ual aut hentication command, the all reset

Con"lllhédpr@(ftdss tdhens peosdady s stepcasvand. wibl ¢h [taid YC

the command table indicates that the comands which
cagan 1Bepex Eorne dcammainkie egeconilan \prrardsiaguéd the age

are the nutual authentication conmmand, the all reset
naRyEARRETeY heh ety é§ageeonmand, a regul ar operation

co termnate co nd.
qgfgh ough é%tal s are gf%en elow, in the command

execution processing in the manufacturer shipment stage in
step S36, among the commands supplied from the SPU 103, the
IC card 12 executes only the commands that can be executed
in the manufacturer shipment stage by referring to the
command table stored in the table storage unit 108.

In this case, the table storage unit 108 stores a
command table, such as that shown in Fig. 9. The command
table indicates commands that can be executed in each
lifecycle stage of the IC card 12.

More specifically, the command table indicates that the
commands that can be executed in the manufacturer shipment
stage are a tracking command and the zeroth-order issue-'
command. The tracking command is a command for sending the
manufacturer number, which serves as information for

specifying the card manufacturer manufactured the IC card 12,
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The regul ar operation command is a command for
executing processing required for a user to receive
services by a service provider. The IC card 12
executes the regular operation conmand to, for
exanpl e, record data, such. as user persona
information, in the nmenory 107 or reading the user
personal information fromthe nmenory 107 and sendi ng
it to the reader/witer 11 by w rel ess conmunication.
. The command table also indicates that there is no
reopmdad itrhdahecdf bareéxiet utcedhenrehdediwpdssal 14t hge.
That is, when the current lifecycle stage of the IC
WEERHESED GoFTRécatiiebosal stage, the I1C card 12 does

t t d. - 40 A di Ly, i t
596 TEnGoTE= ) (AOP byl BLLTRISS A ke kPG EE
t.h- [ t
P T e
aﬂ@tﬁﬂéﬁd%%ﬁaﬁnaﬁﬁﬁ%hé%ﬂ%tﬁ%ﬂtcEHﬁaﬁ@!rfﬂg‘tﬂéd&@ﬁ¥ﬁ%5hmand,

stage is not the manufacturer shipnent stage,

afd GRS prifaegedsSslid h@Rnd3 7and Ntigd €3 onnBAds which
determining wunit 131 of the controller 104 determ nes

cathérehexetrhied| if ety prighagecasdtimsusat aithger dee the
card-issued stage by referring to the lifecycle stage

nytaisle ayE BeBEi¢at tave compbad, stier afel wifisetlggmnandh ard

tthat shaown in Fh%. S. If the flag corresponding to the
e FSCATBRGEr 1REY-CHTEREd stage is set to be 1, the

oet S 1L, . Moo 851 ELOT DS AOBE AR ERLL B 0
cdrBAdS O h 8SIPOPLH N tQelblfedelPttie secondary card-issued
stage are the mutual authentication command, the all reset
command, the data reset command, a regular operation command,
and the terminate command.

The regular operation command is a command for
executing processing required for a user to receive services
by a service provider. The IC card 12 executes the regular
operation command to, for example, record data, such as user
personal information, in the memory 107 or reading the user
personal information from the memory 107 and sending it to
the reader/writer 11 by wireless communication.

The command table also indicates that there is no
command that can be executed in the disposal stage. That is,

when the current lifecycle stage of the IC card 12 is the

disposal stage, the IC card 12 does not execute any command.
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order card-issued stage is reset to be 0, the
determning unit 131 determnes that the lifecycle
stage is not the =zeroth-order card-issued stage. |f
the lifecycle stage is found to be the zeroth-order
card-issued stage in step S37, the process proceeds to
step S38 in which the IC card 12 perforns the command
execution processing in the zeroth-order card-issued
stage. The command executi on processing i s then
conpl eted. Although details are given below, in the
conmiEadrdéngtyt ion gueec €886 nthé N[ e rdenat bxecdess only
card-issued stage, the IC card 12 executes only the
the rimtdd ngh aemgard e -thel zegebhueedey gse command among
zer ot h- order card-issued stage anong the commuands

CRe FAFed sy SHPP-heSPyotb 36y SPEf E¥3ing to the command
t abl d,i,n the tabl t it 108,
AoodTdtRg s, ST HE B EtEr She Tt CRBECRFERRE the
1camrnd tabhe shaymt ivp iy nu?ac%@ﬁ%éﬁ%%?%gpggﬁgésgytéﬁé

only the tfacking command or t

| pEHERNG raieeds the steMIRNds sHPPde s oRnbhge SR Lhg

in step S38. If it is determned in step S37 that the
uriitf d@jcbf tbt agmirelietr tLhe detaimrexsdehethed- tssued

stage, the process proceeds to step S39. In step S39,
lifliegygdeeshige nigs Uhkiet zé3tthdetrdemiasesi-ilethdr sthge by

current lifecycle stage is the primary card-issued
redezgdngyte efhs riifgwsienatpee dilice stersgeitabhe table
st?ﬁ*%\%%d}lh:{]ﬁt ,tsas%'c% SLOLAZE Dbt 10Bgsguch as  that

If the flag corresponding to the zeroth-order card-
issued stage is set to be 1, the determining unit.13l
determines that the lifecycle stage is the zeroth-order
card-issued stage. If the flag corresponding to the zeroth-
order card-issued stage is reset to be 0, the determining
unit 131 determines that the lifecycle stage is not the
zeroth-order card-issued stage.

If the lifecycle stage is found to be the zeroth-order
card-issued stage in step S37, the process proceeds to step
S38 in which the IC card 12 performs the command execution
processing in the zeroth-order card-issued stage. The
command execution processing is then completed.

Although details are given below, in the command
execution processing in the zeroth-order card-issued stage,

the IC card 12 executes only the commands that can be
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If the flag corresponding to the primary card-issued
stage is set to be 1, the determning unit 131
deternmines that the lifecycle stage is the primary
card-issued stage. |If the flag corresponding to the
primary card-issued stage is reset to be 0, the
determning unit 131 determnes that the lifecycle
stage is not the primary card-issued stage. If the
lifecycle stage is found to be the primry card-
i ssued stage in step S39, the process proceeds to step
efdfhtddh inhithl tleotic-mated tarpef folead aey@matong the
execution EFOCGSSIng in the primary card-issued
CouERgels PHepeoatitom exec §PUoROBrior essianying thebhe
conpleted - 42 t hough details are given below, in

c‘frﬂ?r’éior‘?ﬁ‘ﬁﬁa S*ésvé%%ﬁlbr#hﬁr sebisi sgprave Meisr LABry

ComnGRASEREY et &&h ;za%ﬁff s R LR, SFodes T

EREGINES BOPE AT, 0F R R e TR p Rt T ey

tHeh trhbei hgbt&msd e age tH@' brﬁ@%% G iR Y%nd | émcg the

tabl e storage unit 108 stores command tabl e shown -
cammahig. sGpplhed |Eeattel 2peXxpalItias swrpy s3ghe all reset
command or the secondary issue command anong the
conffinds supisitieetiihedmit het3PY3708hah thepl SAEydife it
is determined in step S39 that the |ifecycle stage is

stage %ﬁe%?.%;z%wa- PEdeE dCatidie SueHe sprgR esithe process
t I t det
prRBEaS oo Bt Aivs WRePHEh THo hPeEstr Shoh b e & a2

de%@?ﬁPQQ§XNhether the current lifecycle stage is the

primary card-issued stage by referring to the lifecycle
stage table stored in the table storage unit 108, such as
that shown in Fig. 8.

If the flag corresponding to the primary card-issued
stage is set to be 1, the determining unit 131 determines
that the lifecycle stage is the primary card-issued stage.
If the flag corresponding to the primary card-issued stage
is reset to be 0, the determining unit 131 determines that
the lifecycle stage is not the primary card-issued stage.

If the lifecycle stage is found to be the primary card-
issued stage in step S39, the process proceeds to step $S40
in which the IC card 12 performs command execution
processing in the primary card-issued stage. The command -

execution processing is then completed.
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card-issued stage by referring to the |lifecycle stage
table stored in the table storage unit 108, such as
that shown in Fig. 8 |If the flag associated with the
secondary card-issued stage is set to be 1,.the
determning unit 131 determnes that the lifecycle
stage is the secondary card-issued stage. |If the flag
associated with the secondary card-issued stage is
reset to be 0, the determning unit 131 determ nes
that the lifecycle stage is not the secondary

car ¢tlitbsugt deagels ldrd @venf belok e ist e icommhandd to
be the secondary card-issued stage in step S41, the
PP procesdsnygointidls rripargiardrifaugd shagpc the

card 12 perfornms the command execution -in the
Igeiao?ﬁﬂd&,zﬁ SXEFHLPE SOty dibsgEOmrRBAR ohhain Cadk &CuereRUted

. processi. i.s then, co eted. Al though details are .

e ey P S rade Rab e sroBiendengtppLicd

£ 54 A ne Spu2ABAILY NEe £OTTRA0S %Ti@pé refhdd q:@bggesﬁgped in
103, the I C card 12. executes only the commands t hat

tRanrt 20 ce%eeuhgd hmit heyssecondary card-issued stage by
referring to the conmand table stored in the table

st okagerdimgly,08.f Ithet heblabsteosiger age tunDd 408red arhes

the command table shown in Fig. 9, in step 542, the
cqnpapglr §ahRe esleown et diilgy 9t hehal IC razsmt 1@oerrandtes henly

data_reset command, the regular_ operation comuand,
the, ¢ lihEepek nFomnant GFnkhe SREFRAAHE IS5Hea FEmeRd prTenRg

11&!%%%&23d§p§£ﬁ§5§ed from the SPU 103 in step S40.

If it is determined in step S39 that the lifecycle
stage is not the primary card-issued stage, the process
proceeds to step S41. 1In step S41, the determining unit 131
determines whether the lifecycle stage is the secondary
card-issued stage by referring to the lifecycle stage table
stored in the table storage unit 108, such as that shown in
Fig. 8.

If the flag assocliated with the secondary card-issued
stage is set to be 1, the determining unit 131 determines
that the lifecycle stage is the secondary card-~issued stage.
If the flag associated with the secondary card-issued stage
is reset to be 0, the determining unit 131 determines that
the lifecycle stage is not the secondary card-issued stage.

If the lifecycle stage is found to be the secondary

card-issued stage in step S41, the process proceeds to step
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If it is determned in step S41 that the lifecycle

stage is not the secondary card-issued stage, it neans

that the lifecycle stage is the disposal stage, and

the 1C card 12 does not execute any command. Then,

t he command execution processing is termnated. In
this manner, the IC card 12 receives the commands
fromthe reader/witer 11 and executes them As

descri bed above, by executing only the predeterm ned
commands in each lifecycle stage of the IC card 12,

S¢hein twhimdr ithg 08¢ daakdde pefrfdatma tie i adnoramet eeactibon

_be prevented. A description is now given, wth

1p ekl sifcendgryheardissuadowEhart of e qpmuppd ereehbion
ommand executi on praqocessing in the manufacturer

C

PERTHifERY 5adBer nCTRISt8ss in Fig. 7. In step S61, the
det grmi Nj it..13 f the controll.er .104 determ nes
wneenerCrRl S8t sl gt En T e &80 Tord o

e ARKIAD pT QBB |y IR0 RATANL Sy MO Loliflahfs @
tracking command in step S61, the p‘%o.cess proceeds to

s\WIEH edSE2081 IEE e 11033CKkhRITEORABAN 4 RdelBtes only the
manuf act urer shi pnment stage can be executed. In step

c@@@ndshehabtntamwlbeerexbddtedxenutles ddmwridaagkagd-issued

command. More specifically, in step S62, the
stegist Pyl Fefenoingiaiths chemandufaletairsdorednberthe table
recorded.in_the nenory 107 and supplies it to the SPU
stpgggeviBAt tH&® current “1ifecycl e stage of the IC card

12 | th nuf acturer shi t .stage,. only the

nan%?a%lf%reteargﬁﬁn’ggfp?agﬁhﬁl%# g]éﬁfdjé&og?%i EP%rﬁ‘éWadW fgpPle
sERECHRYFDG. td1e 1GATdep S42, the IC card 42 executes only
the all reset command, the data reset command, the regular
operation command, and the terminate command among the

commands supplied from the SPU 103.

If it is determined in step S41 that the lifecycle

stage is not the secondary card-issued stage, it means that

the lifecycle stage is the disposal stage, and the IC caxd
12 does not execute any command. Then, the command
execution processing is terminated.

In this manner, the IC card 12 receives the commands
- from the reader/writer 11 and executes them.

As described above, by executing only the predeterminéd
commands in each lifecycle stage of the IC card 12, the
tampering or leakage of data or information can be prevented.

A description is now given, with reference to the
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manuf act urer manufactured the IC card 12, is recorded,
as shown in Fig. 11, in the nmenory 107. In addition
to the manufacturer nunber, another information, for
exanpl e, .the date on which the IC card 12 was

manuf actured, may be recorded. In step $63, the SPU
103 codes the manufacturer nunber supplied fromthe
controller 104 according to a predeterm ned codi ng
nmet hod, for exanple, the Manchester codi ng nethod,
and supplies the coded manufacturer nunber to the
fhodchattorofl Fag.| h0step 1364, commendodreainion Hrocessing in
nodul ates'the - 45 nanufacturer nunber supplied from
theengpfaiargsd sbippéitesstadee irndbient 36 nianfiact drer

number to the_ antenna 101. Mdre specifically, in step
564,T1 F&SRodlt at e PRIFBABLET 4Rt hel 3lmeduithet gpeEroller

SRS AGSRLLRG L. Ule, Al s oo, o Besed 100
S§URLEA R e 51} ShLOBSEAERH! fe 100 pe o

t BEIENA cblhankNi St &R pGR1,t REe aPLENLS %%&%@@s tbh8tep
nodul ated manufacturer nunber supplied fromthe
SéD duilrateothd10rackinte contraadet hWehé efankifadturker shipment
exanple, transmtting radi o waves, by w reless
sigrgemeainc bei enectrd .cofmastepx 86t i e pootesdilag 104
t hen conpl eted. Upon receiving the manufacturer nunber
SARANECFr bAft hEaFiE i @mrand: helpeaddgsificed 1y éanstep

S&e%l}(]et rc]gnt ggffefra CltO f % tggrlilg Ct?he? fmagnrl]lefalc%u%%.[rdn%l%ber

recorded in the memory 107 and supplies it to the SPU 103.

When the current lifecycle stage of the IC card 12 is
‘the manufacturer shipment stage, only the manufacture number,
which serves as information for specifying the card
manufacturer manufactured the IC card 12, is recorded, as
shown in Fig. 11, in the memory 107. In addition to the
manufacturer number, another information, for example, the
.date on which the IC card 12 was manufactured, may be
recorded.

In step S63, the SPU 103 codes the manufacturer number
supplied from the controller 104 according to a
predetermined coding method, for example, the Manchester
coding method, and supplies the coded manufacturer number to
the modulator 110. |

In step S64, the modulator 110 modulates the
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If it is determned in step S61 that the command
supplied fromthe SPU 103 is not a tracki ng command,
the process proceeds to step S66 to determ ne whet her
the supplied command is a zeroth-order issue command.
If the supplied command is found to be a zeroth-order
i ssue command in step 566, the process proceeds to
step S67 since the zeroth-order issue command can be
executed in the manufacturer shipnent stage. In step
S67, the controller 104 executes the zeroth-order
mnassie togemandnbdbr aumdded ifecail yhe | SPBE3 564, sthelies
controller 104 supplies the device |ID nunber
themosidedeinnenel oy sie oupber - tashe snkenesnklhd thore
107, and the nmenory 107 records the device

he,
SRS TNBORTt heF eF HED Tl bV CBORE FATD AL G Sophaabes the
' i fyi t | C 12, |
U MLNG . o SRRG L] 0 Ul (Bieg 0 ndthoc
D I . |
binfoFEQ??%nM?%%ﬂ%%nagingghgggagéntalng%kfﬁl?ﬁghgk, and

suppkdesrbhet ey @at1ad tMonafdr PR IEN RN EepPBLId SNt he
to the nenory 107. The nenory 107 then records the M

megind athd mamnfgetinerdr nohberate orhe Bagctmaagenent
information includes information indicating the
at t Fpbgiteis SH5 .t faeVBntéora edinpleads the modlatest DFs
and EFs contained in the MF. In s

A tep S69, the
MACGAREBRT ST AEWedy PPedednf B idia dpdulasar al He g rhhe

re%%gr%§£f%£E(Hfj'§J %%%eeggmp évjééédéggt%§g8r¥adio waves,
by wireless communication. The command execution processing
is then completed. Upon receiving the manufacturer number
sent from the IC card 12, the reader/writer 11 can check the
manufacturer source of the IC card 12.

If it is determined in step 861 that the command
supplied from the SPU 103 is not a tracking command, the
process proceeds to step S66 to determine whether the
supplied command is a zeroth-order issue command.

If the supplied command is found to be a zeroth-order
"issue command in step $66, the process proceeds to step S67
since the zercoth-order issue command can be executed in the
manufacturer shipment stage. In step 567, the controller
104 executes the zeroth-order issue command.

More specifically, in step 867, the controller 104

supplies the device ID number contained in the zeroth-order
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107 as the authentication keys for the MF. The nenory
107 records the shipping keys as the authentication
keys for the M- The shipping keys are authentication
keys used for conducting nmutual authentication when a
service provider to performthe primary issue
operation operates the reader/witer 11 to contro

the IC card 12 to execute a tracking comand or a
primary issue command. In step S70, the table storage
unit 108 updates the |lifecycle stage table under the
issu¢ radmmeind te chatmahdwy 10704aha thdimaiayt N80 tbeords
current lifecycle stage is the zeroth-order
thardevigmudd sumber thefeinvbre specifically, in step
S70, the table_storage unit 108 resets the flag

cor rTé@pélﬁférP-ﬁ@ 1B nuderanaf Ghe ukRrruin MeAEuSt by eanst

sthe |fec ?tage table shown in Fig. 8 to be O,
ilen F or spondi ng to the zeroth-order

car gy §$.8§ds g agtenet %lo?l%rqi%lépe{(%)ys l‘{:%d%tnl o::,]hlqore

lifecycle st age d exécu

sPEEGasSiing, i %hé h@éhtﬁﬂm@retl@@ ghen.tde dr Eﬁ%ﬁhe

stage is he zeroth-order card- issued stage, the

imBorufaadonr €6r NiaRefing datexaspt&inddein dewi se, | Bhd
nunber, an M 151, a shipping key A and a shipping

sl iBsatber genedted a8 shdwnanagdment liziformathen to the
nenor{ 107. The MF 151 is the folder at the highest

memaryr 10d - a The e A&7 Shemckrererdy whed it fBA €l t he

mgg;gégéhttggformation. The management information includes
information indicating the attributes of the MF, for example,
the number of DFs and EFs contained in the MF.

In step 569, the controller 104 supplies shipping keys

contained in the zeroth-order issue command to the memory

107 as the authentication keys for the MF. The memory 107

records the shipping keys as the authentication keys for the
MF. The shipping keys are authentication keys used for
conducting mutual authéntication when a service provider to
perform the primary issue operation operates the
reader/writer 11 to control the IC card 12 to execute a
tracking command or a primary issue command.

In step 570, the table stofagé unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the current lifecycle stage is the

zeroth-order card-issued stage.

- 47 -




information for managi ng the data contained in the M
151 is-also recorded in the nenory 107. The nenory 107
al so records the shipping key A and the shipping key
B as authentication keys. Upon receiving a nutua
aut henti cation command for sending a tracking command
or a primary issue command fromthe reader/witer 11,
the IC card 12 in the zeroth-order card-issued stage
conducts rnutual authentication with the reader/witer
11 by using the shipping key A and the shipping key
B. Refrer spagi biaek 1yg tihe sdescsvpf it elbibestboyghantic
in Fig. 10, if it is determned in step S66 that the
18% 5 thg fhapptdmeshondinbet SPthd 0@ivEanbtirar
zerot h-order issue command, the conmmand execution

shimpardsishgIrsot eblr ddifegycdpnebagacahispishednc énmBihg. 8
t b ted in th f act i t
e, BRACHELH s Lot SoRECEBITIATS GG sProaSrs Hhraer
) . t . ! .
S gal LA, . e BB LABII SSHE SHITRAE. s

staRfenitBBl 8d ST dnifnll EIBEYr 145 SR LUTTRR; LS gl a
conmand that can be executed 1n the manufacturer
cagipilpiredt stage. In this manner, the controller 104
executes the tracking conmand or the zeroth-order
i ssteer orhendd fegppleedtade dm tihe SPboiR3ordsr dese be
above, by executing only the predeterm ned comuands

1sREE BERIPe itednadarhuree nawhsTac farerxand preithe
device ID number, an MF 151, a shipping key A, and a
shipping key B are recorded, as shown in Fig. 12, in the
memory 107. |

The MF 151 is the folder at the highest layer in a
hierarchical structure. 1In addition to the MF 151, the
information for managing the data contained in the MF 151 is
also recorded in the memory 107.

The memory 107 also records the shipping key A and the
shipping key B as authentication keys. Upon receiving a
mutual authentication command for sending a tracking command
- Oor a primary issue command from the reader/writer 11, the IC
card 12 in the zeroth-order card-issued stage conducts
mutual authentication with the reader/writer 11 by using the
shipping key A and the shipping key B.

Referring back to the description of the flowchart in

Fig. 10, if it is determined in step S66 that the command
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stage of the IC card 12, the tanpering or |eakage of
data or information can be prevented. The command
execution processing in the zeroth-order card-issued
stage in step S38 of Fig. 7 is discussed below wth
reference to the flowhart of Fig. 13. In step 5101,
the determining unit 131 of the <controller 104
det er mi nes whet her the conmand supplied from the SPU
103 is a tracking command. |If the supplied command is
found to be a tracking command in step 5101, the
sEPELRSS frRmoeaedspt o1®d e §b02aSkaes: k- hs-ddragkisng
conmand can be executed in the zeroth-order
commahd,s $hed csimaged aretutien- p48cesonid ald &leri@dated
executes the tracking comand. Steps S102 through S105
SincFitdhe BIPRLécdi ponmancd casnepsbe St dutregligin 865,
respectively, .in Fig. 10, and an expl anation thereof
naAGTarGR FhERTSTY §%ad€es determined in step 5101 t hat
t he pplie ca d iis not a tracking co nd, the
pro (]i:é 5s;'l sg}ﬁ?mo%d%%d sl%%es FeprRid e L{p&%&g‘fie %ﬁ?ﬂg?aﬁ et e 03
: pphLi j PL.J V. 1.SS 0 nd,. If
4 AR ENPEP! 0 Somranity) 1afus EHG 3° HEeROSER St
cou@EmBNexbButi&P prssi N P5 OESSS QLRI EOLBL §Primary
. S107 since the primary issue command can be executed
issmet hemmaed of h-rrtder cemndnd ssued Siage. ekacsted H1Ghe
the .controller 104 executes the primary issue
megykpahare Ml meedi stegely, in step 5107, the

controller 104
In this manner, the controller 104 executes the

tracking command or the zeroth-order issue command supplied
from the SPU 103. |

As describe above, by executing only the predetermined
commands that can be executed in the manufacturer shipment
stage of the IC card 12, the tampering or leakage of data or
information can be prevented.

The command execution processing in the zeroth-order
card-issued stage in step $38 of Fig. 7 is discussed below
with reference to the flowchart of Fig. 13.

In step 5101, the determining unit 131 of the
controller 104 determines whether the command supplied from
the SPU'103 is a tracking command. If the supplied command
is found to be a tracking command in step S101, the process
proceeds to step 5102 since the tracking command can be

executed in the zeroth-order card-issued stage, and the
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supplies the service provider keys, which serve as the
aut henti cation keys, contained in the primry issue
command to the nenory 107. The nenory 107 then
overwites the stored authentication keys by the
service provider keys supplied fromthe controller
104. The service provider keys are authentication
keys used for conducting nmutual authentication when
the service provider to performthe secondary issue
operation operates the reader/witer 11 to .contro
coimerdQerand4l2xtouexe e taacal hgr esttaxdmand, a
secondary issue conmand, a data reset conmand, or a
~ terBiteaseSEBAnEvcbugh $305] hnsFep. JDGret Isemidarrod | sreps
104 sets a DF. Mrre specifically, the controller 104
Serendizaved SPbF gepeerdditelyn ipnBioF 1%1 apsdan

i_nf ti f [ dat, tained i t he DF and
SXNBIA e, RBCBRAEr B dd B CBAbtRanagenent i nf or mat i on
‘to ghe,genpry. 104 inEt&e'HEEPéﬁ? J1 then reeoLds. {die OF
and managenent 1 nrornatt on The ranagenen

cdrf=5Maki apti chﬂéj(ﬁcsirigl"%oﬁ\h@ﬂ&ptﬂ:l?@tﬂﬂfbé%%y}?rgg%e%lﬁ:to

DF and information indicating the attributes

sty sfioe esaapterminhaheraew thé NGupdl itdie @dakand is a
contained in the DF is prohibited or the overwiting

profmayyr tsehet hemmiatd is permtted. In step 5109, the
controller 104 sets an EF. Mre specifically, the
cont f ofpersuppd igeh epumerd ol Prqyase igehe EFPrHPREY issue

i nformati on for nagi ng data contained in the EF and
commandngn s{gp Sldgi t%e grocess proceeds to step S107

since the primary issue command can be executed in the
zeroth-order card-issued stage. In step 8107, the
controller 104 executes the primary issue command.

More specifically, in step S107, the controller 104
supplies the service provider keys, which serve as the
authentication keys, contained in the primary issue command
to the memory 107. The memory 107 then overwrites the
stored authentication keys by the service provider keys
supplied from the controller 104. The service provider keys
are authentication keys used for conducting mutual
- authentication when the service provider to perform the
secondary issue operation operates the reader/writer 11 to
control the IC card 12 to execute an all reset command, a
secondary issue command, a data reset command, or a

terminate command.
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supplies the generated EF and nmanagenent i nformation
‘to the nenory 107. The nmenory 107 then records the EF
and nanagenent informtion. The managenent
informati on includes the authentication keys for the
EF and information indicating the attributes of the
EF, for exanple, the overwiting of the data contai ned
in the EF is prohibited or the overwiting of part of
the data i's permitted. In step 5110, the controller
104 supplies the service provider nunber contained in
t he Ipr soepysissuechzomrandol Der t 1t nyver y DO7. Mbwee
menory 107 then records the service provider nunber.
s Saatilye phevierrallered O sgemé ortrest isoWE- dpenflent on
speci fying the service provider to performthe primry
the dffe logeradi shformatdiony fornangging fhite sppEadpednin

10 dat t [if I t tab d t
oS B0 Bk e LSRG 2500950 Shl e lerete
EAAARG LT LETVEL BLA00 65, Mo BELITLY A1 0 LESH B

tHO W @hdOhanifeniANtinGLhREL 104, tHE taklkgeRbREage unit

108 reset the flag corresponding to the zeroth-order

irfarthait$sHein Sl v ithe Bhehkhf ecytldh Hegge rbabtige tOF ktnd
O, and sets the flag corresponding to the primary

infardaissnetndicgengo the dttribwetresbywfuphat DAg fore example,
lifecycle stage table. The conmand execution

ther evesyriting ahdhecdapretertainrt ithéhei PEciel e stage

pﬂo%ihggeﬁré£“¥ﬁ%‘E@Q%h&?%fﬁg of part of the data is
permitted.

In step 5109, the controller 104 sets an EF. More
specifically, the controller 104 generates a DF—dependeﬁt EF
and information.for managing data contained in the EF aﬂd
supplies the generated EF and management information to the
memory 107. The memory 107 then records the EF and
management information. The management information includes
the authentication keys for the EF and information
indicating the attributes of the EF, for example, the
overwriting of the data contained in the EF is prohibiﬁed or
the overwriting of part of the data is permitted.

In step S110, the controller 104 supplies the service
provider number contained in the primary issue command to
the memory 107. The memory 107 then records the service

provider number. The service provider number is information
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stage, for exanple, the manufacturer nunber, the
device ID mnunber, the MF 151, a service provider key
A, a service provider key B, a service provider

nunmber 152, a DF 153-1, a DF 153-2, and EFs 154-1

t hrough 154-4, are recorded, as shown in Fig. 14, in
the nmenory 107. In Fig. 14, elenments corresponding to
those in Fig. 12 are designated with |ike reference
nuneral s, and an explanation thereof is thus omtted.
In the MF 151, the service provider nunber 152 for
fepespdoiifiyd nyhehs esoiwieeepiavivildert Po pesffyrn the priasty
_issue operation is contained as data dependent on the
iggpue Bperphdon.52 M 151 al so contains the DFs 153-1
and _153-2 and the EF 154- 1 dependent on the M 151.

| n ttHeSBRP18BLlY, fhse tpbde15B0pagm s 198anpdebnt diifed

\B5 ISt gdopantent on (e LE LS L e perpry,
100 ToRIChEE R T (RRERP KENEoI A (haRT 1 £OPrd 1 ©

pfﬂﬂérgegggmuiggue&ig%adenfornation for managi ng the EF
154-2 and the EF 154-3 including the authentication

keyHoteorspdei fikc2:1194- 2nagted B1113 uadeecordetbrigat har
with the EFs 154-2 and 154-3. In this case, as the
theutdoatrpther ol &eyhef dabilhesEbrddalhitf A0B reset the

aut henti cati on keys, each being set to be "0000000",
flade corggapetnsitel [thel gerashriidetutissdrisauednstags in
tj%gﬁﬁéggggféd%%%k?tagggrtguégegfiéﬁgigg%skgzg’ffggh
corresponding to the primary card-issued stage to be 1,
thereby updating the lifecycle stage table. The command
execution processing is then completed.

When the lifecycle stage is the primary card-issued
stage, for example, the manufacturer number, the device ID
number, the MF 151, a service provider key A, a service
provider key B, a service provider number 152, a DF 153-1, a
DF 153-2, and EFs 154-1 through 154-4, are recorded, as
shown in Fig. 14, in the memory 107. 1In Fig. 14, elements
corresponding to those in Fig. 12 are designated with like
reference numerals, and an explanation thereof is thus
cﬁnitted.

In the MF 151, the service provider number 152 for
specifying the-service provider to perform the primary issue

operation is contained as data dependent on the MF 151i. The
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"0000000", are recorded. In the DF 153-2, the EF 154-4
is contained as the data dependent on the DF 153-2.
In the nmenory 107, the information for managi ng the
DF 153-2 including the authentication keys for the DF
153-2 is recorded together wth the DF 153-2.
Simlarly, in the nenory 107, the information for
managi ng the EF 154-4 including the authentication
keys for the EF 154-4 is recorded together wth the
EF 154-4. In this case, as the authentication keys

MF oI51 ke sbFcdhbdadns fiiy Dagt hepti catd ors ey sndeard hei 1ey-
set to be "0000000", are recorded. -- 53 Also, in

1 tdrpansiepity onOFhe tNRe iif.or mati on for managing the EF
154-1 including the authentication keys for the EF
15412 therREok t 656t BBp W 41¢ tnd EP41B4ate ¢ontained

: the authentication keys for the EF 154-1
G SBhEnENoP T oA EPE. DEakie Dkt ng s Shet BoBReY 107,
"0 s ded. T -1 _and .153-
HoarRares Loy FeRPEhe 1E o ol 1nbliada Gif ol

a%?ﬂ%ﬁtﬁ@X@i&ﬁ’ﬁ5§§'?@fvEﬂ%abﬁy15§ufﬁ%ﬂg%bggggd together

imlarly, the EFs 154-1 through 1

witr ehsabrerssimpl pingligried 19 @% theorEF18424"twal ess
they have to be individually distinguished. In the

infempayidd7fort hersgingcehprb®i ter-XeyndAtaadEF hes4-3

. service provider key B are recorded as the

IngdtHend i gk iathepsysatipe keyediad thecBRutt 4 nand|154-

authentication with
3 1s recorded together with the EFs 154-2 and 154-3. 1In

this case, as the authentication keys for the EF 154-2, four
authentication keys, each being set to be "0000000", are
recorded. Similarly, as the authentication keys for the EF
154-3, four authentication keys, each being set to be
“OOOOOOO", are recorded.

In the DF 153-2, the EF 154-4 is contained as the data
dependent on the DF 153-2. In the ﬁemory 107, the
information for managing the DF 153-2 including the
authentication keys for the DF 153-2 is recorded together
with the DF 153-2. Similarly, in the memory 107, the
information for managing the EF 154-4 including the
authentication keys for the EF 154-4 is recorded together
with the EF 154-4. In this case, as the authentication keys
for the EF 154-4, four authentication keys, each being set

to be "0000000"™, are recorded.
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the reader/witer 11 by using the service provider
. keys A and B in response to an all reset conmand, a
-secondary issue command, a data reset comrand, or a
term nate command from the reader/witer 11 when the
lifecycle stage is the primary card-issued stage or
the secondary card-issued stage. Referring back to the
description of the flowhart in Fig. 13, if it is
determined in step S106 that the command supplied.
fromthe SPU 103 is not a primary issue command, the
CONRBBE, XeCild Hemdr9Ces$%) Nthd S ARk PabRIr St Nehddifg
supplied command is not a command that can be executéd
then ERt R84 zr tbdbwdidey thar dutBsmerkatiage keysSéor | fhe fRW
- exanple, the supplied command is a secondary issue
1¥oméaRdreserded detgstiemenith che@EiS168-that Ihhehis case,
euf%@%lied conmand is not a primary i ssue conmmand, and

BHBReRSHGRF o kerFi hat ke IEF (M55 loafABE, the
ntroller 104 executes a.tracki conmand or a
R Pl R BmaRaRS BRI Gir s AemPencURROPabY: 2o
redgsgLlybed above, by executing only the predetermn ned
conmands that can be executed in the zeroth-order

carthe irysuegsstaghy ihe 4 AmRenendifsri £aKkage16f rg%%i‘réd

or information can be prevented. Additionally,
toaas helnd i 't 1163 "k @yiSeysethdphavdt wal baut hentigallign are

overwitten depending on the lifecycle stage of the IC
dighteguiishedand Similak laut tentARsattbdnli shronghuctsed 4 are

by, using different authentication keys, thereby
heﬁgég%ﬁﬁqquf%pﬁéy referred to as the "EF 154" unless they
have to be individually distinguished.

In the memory 107, the service provider key A and the
service provider key B are recorded as the authentication
keys. The IC card 12 conducts mutual authentication with
the reader/writer 11 by using the service provider keys A
and B in response to an all reset command, a secondary issue
command, a data reset command, or a terminate command from
the reader/writer 11 when the lifecycle stage is the primary
card-issued stage or the secondary card-issued stage.

Referring back to the description of the flowchart in
Fig. 13, if it is determined in step S106 that the command
- supplied from the SPU 103 is not a primary issue command,
the command execution processing is terminated since the

supplied command is not a command that can be executed in

the zeroth-order card-issued stage.
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tanpering or | eakage of data or information. A
description is now given, with reference to the
flowmhart of Fig. 15, of the command executi on
processing in the primary card-issued stage in step
S40 of Fig. 7. In step S131, the determning unit 131
of the controller 104 determ nes whether the command
supplied from the SPU 103 is an all reset conmand. |f
the supplied commuand is found to be an all reset
command in step 5131, the process proceeds to step
S132f5i fer ekammlé, rdwetsuppoiméndorreamdd sexesatenldary
the primary card-issued stage. 1In step 5132, the

18 rasmmends 0t ek cif ey minedain sheRtS106ghate shaand.
In step S132, the nenory 107 erases the service
SRR e CORERREr 15 1L BF PHAMG Y héS BE® depiuifdht 287 £he
p9g%eé%l¥§'ﬁ%hﬁefﬂ éé%dJOf the controller. 104. More
I Ca

specl y, the nmenory 107 erases the service

provndeni Suideer 5 Znet BBt BF1 108, 1N L LARGLEE 156racking
dependent on the MF 151 shown in Fig. 14 under t%e

caaniddbrof phemgontitidee cotidnd | HighEN &il I3 onmt BRet @by €103,
storage unit 108 updates the |ifecycle stage table
undée tdhecridmd eclbovk, t hg exstumineonliO4ht op redk ot ned
that the lifecycle stage is the zeroth-order

cogpgdesthall qandee emscutspethfikaligrotihrosdepy 283

. the table staorage unit 108 resets the flag associ at ed
1SGHUER Fgggﬁfiﬁhﬁ 3?%%§9P§38Ed{e§ﬁ%ﬁﬁaQﬁwdﬁﬁégPFfecycle

in%@ﬂgtﬁglkfl gaﬁ Ooeb %r%’vexalggd.s etﬁd&ln:eional ly, the

authentication keys used for mutual authentication are
overwritten depending'on the lifecycle stage of the IC card
12, and mutual authentication is conducted by using
different authentication keys, thereby preventing the
tampering or leakage of data or information.

. A description is now given, with reference to the
flowchart of Fig. 15, of the command execution processing in
the primary card-issued stage in step S40 of Fig. 7.

In step S131, the determining unit 131 of the
- controller 104 determines whether the command supplied from
the SPU 103 is an all reset command. If the supplied
command is found to be an all reset command in step S131,
the process proceeds to step S132 since the all reset
command can be executed in the primary card-issued stage.

In step S132, the controller 104 executes the all reset
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flag associated wth the zeroth-order card-issued
stage to be 1, thereby updating the lifecycle stage
tabl e. The comand execution processing is then
conpleted. In this case, in the nenory 107, the
service provider keys are recorded as the

aut hentication keys for the M, and thus, the service
provi der keys are used for conducting mnutua

aut henti cati on when a tracking command or a prinmary

i ssue command is executed. If it is determned in step
cgi@gnd.hat the supplied command is not an all reset

command, the grocess proceeds to step 5134 to
det éfnnnﬁﬁépmﬁé herthehaeggpp| 18 eeafmdhes sgrvicg

R Sy I SYAE R CER A S A S S
uh i %%C%%ﬁtgafcgfd&et oco%tcgeéléﬁ???j' NG h%ﬁ@i?ﬂéﬁ%,

I ssue command can be execu

£ K o3 §Ued 7S L AgSe s lﬂhests%ev%éfxprwfd&mm%h:e&sz 106he

executes the secondary i ssue command

pBIed,f agdl tie ER EH2RepE38ent hen ciony n_\m |1€5l1 04wnseh Srig.
the DF 153. For exanple, the controller 104 generates

l4damdlerstibh asniusElr gfetdenabntndbkemtiddn, to be stored

in the DF 153 dependent on the M- 151 and information
f or IrafbP iRl 3dhé attabb@rﬁ‘@nrrm umithdOPrundsasm thiee
sis.of the dat alned in the secondary issue

Lit&iHana, Shade sSsaiphs é‘? Rethg eIt Yd Odat et 6OBRISHited
BT A R SRR VU o
card-issued stage.

More specifically, in step $133, the table storage unit
108 resets the flag associated with the primary card—issued.
stage in the lifecycle stage table to be 0, and sets the
flag associated with the zeroth-order card-issued stage to
be 1, thereby updating the lifecycle stage table. The
command execution processing is then completed.

In this case, in the memory 107, the service provider
keys are recorded as the authentication keys for the MF, and
thus, the service provider keys are used for conducting
mutual authentication when a tracking command or a primary
issue command is executed.

If it is determined in step S131 that the supplied

command is not an all reset command, the process proceeds to

step 5134 to determine whether the supplied command is a
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t he data and managenent information. In step S136, the
controller 104 sets the EF 154. For exanple, the
controller 104 generates data, such as user persona
information, to be stored in the EF 154 dependent on
the DF 153 and information for managi ng the data
contained in the EF 154 on the basis of the data
contained in the secondary issue command, and ;
supplies the generated data to be stored in the EF §
154 and managenent information to the nmenory 107. The %
seeomiaryl 5sukenomeand ds t he data and managenent
i nformati on. The managenment information includes the -
57 Muthensiertiesh qaapanghiehfewrd fenwbe sesetopdahe EF
. 154, That is, the nenory 107 overwites the
1SRN SRR oR RESR Sk tthe BECISIS ISty StaR
nt...n ion.. In step S137, the table .
s LRl e SRR e e bBRe e el 15 538 Bgrete
- r t ont g9l t @y lndi
R e, FREey TR sl B Bty Y oREE S
164 ag@culeEerBPesdddrealdyy 4 sendetotddiheontrol of the
controller 104, the table storage unit 108 resets the
f | afjoassepdat ficdka Mivt, hihhetep i 3RS, chedcbssuelll st apg® in
the lifecycle stage table to be 0, and sets the fl ag
seiss ¢bealEd1ie t h Ede exeapdadatlye cennt-ricdd eed 188 ageneva s
1, thereby updating the_ lifecycle stage table. The
datgmaHER eR B MRG0 PSFSeEEL s RECTRAt 4o%en tooRE| EEeBed in the

DF 153 dependent on the MF 151 and information for managing

the data contained in the DF 153 on the basis of the data
contained in the secondary issue command, and supplies the

generated data to be stored in the DF 153 and management

information to the memory 107. The memory 107 then records

the data and management information.

In step 5136, the controller 104 sets the EF 154. For

example, the controller 104 generates data, such as user
personal information, to be stored in the EF 154 dependent
on the DF 153 and information for managing the data
contained in the EF 154 on the basis of the data contained
in the secondary issue command, and supplies the Qenerated
data to be stored in the EF 154 and management information
to the memory 107.

 The memory 107 then records the data and management

information. The management information includes the
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Wien the lifecycle stage is the secondary card-i ssued
stage, for exanple, the manufacturer nunber, the
device ID nunber, the MF 151, the service provider
key A, the service provider key B, the service
provi der nunmber 152, the DFs 153-1 and 153-2, and the
EF 154-1 through 154-4, are recorded in the nenory
107. In Fig. 16, elenments corresponding to those
shown in Fig. 14 are designated with 1|ike reference
- nunerals, and an explanation thereof is thus omtted.
atrhdrite BAEibh3kapd i dbhredabal ysush s user rpensonal
i nformation, required for receiving services provided
That tife thegmemeryi @ mveriwvgdetessthe onethentricahisnchses
in the EF 154-1, authentication keys for the EF
far4be EE dR4aRY " pasugiigqy theopznggament gegoraetionnd
" 8794246" set. Simlar]y, in the EE_154-2,
aut SnFE‘E%t%%'k%@ fﬁ-ég]l?h%‘gg]@ﬂﬁé’&li §O§631?@%t4@? the
! 5% A " d,.;4687144" re set. ln the
e R S e R TR

'1dh0Q%84§aicaEé8@E§¥ﬁEhe'i§§399§£é,séﬂgé71%6%ﬂ§49éc?é§{§¥

set. In the EF 154-4, authentication keys tor t
cabbidiésued4684pH63", "4013698", "4430413", and
"2444545" ) are set. Referring back to the description
of Mbke fémdifacalily, ®nder ltthe idonittroil sofietles margddlner
step, S134 that the command supplied fromthe SPU 103
1045 RBe Bkl oiimags ysik totmearets the flogesstoniated

.terpinated since the supplied conmand is_ not_a
Wl%gn%ﬁ PEIRAT Y. &0 57 B0 0 BeATS i &Ehgr Ladegyele tage

table to be 0, and sets the flag associated with the
secondary card-issued stage to be 1, thereby updating the
lifecycle stage table. The command execution processing is
then completed.

When the lifecycle stage is the secondary card-issued
stage, for example, the manufacturer number, the device ID
number, the MF 151, the service provider key A, the service
provider key B, the service provider number 152, the DFs
153-1 and 153-2, and the EF 154-1 through 154-4, are
recorded in the memory7107. In Fig. 16, elements
corresponding to those shown in Fig. 14 are designated with
like reference numerals, and an explanation thereof is thus
omitted.

In the DF 153 and EF 154, data, such as user personal

information, required for receiving services provided by the
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I ssued stage. If, for exanple, the supplied command is
a primary 1issue conmmand, it is determned in step
S134 that the supplied command is not a secondary

i ssue command, and thus, the processing is term nated
since the primary issue command cannot be executed in
the primary card-issued stage. In this manner, the
controll er 104 executes an all reset command or a
secondary i ssue command supplied fromthe SPU 103. As
descri bed above, by executing only the predeterm ned
sepnimEn g dul delre i pr s tared .care- Ehsyeda st agen ithd BE 154-1,
lifecycle - 59 stage of the IC card 12, the tanpering
a@’@@éaﬂ@@é@f kaas afor thenfidr datr-on saeh bes Ji0dwd it &Y.
Addi t aut henti cati on keys used for nutua

%@?% |rcat9|8§ﬁ1§15er %r'\ﬁﬁﬁt‘l?éﬁ"deﬁé‘hcﬁ“ﬁg- on the

o R B5E 8 o A T o B 0 e
o R T i

a XA | OﬁanﬁéeﬁﬁlmJ:ﬁ LRensReLBIR o %ry% f'o%SHﬁQ EF
stage in step S42 of Fig. 7 is now described bel ow

134 mebesenee, tviddeecidrowebardsaf” Fignd YR654B48t Lpare
S151, the deternining unit 131 determ nes whether the
S&hnnnindtbapEFitﬁﬂ%&xnauthenﬁmthﬂiﬁhikayawﬂdﬂ theeBBt154-4,

the supplied command is found to be an

| f
‘%ﬁsﬁoﬁéset "eBRHe 1 n 4488p18161and N2 4Hi5deSs BrecERls

to ﬁeggrring back to the description of the flowchart in
Fig. 15, if it is determined in step S134 that the command
supplied from the SPU 103 is not a secondary issue command,
the processing is terminated since the supplied command is
not a command that can be executed in the primary card-
issued stage.

If, for example, the supplied command is a primary
issue command, it i1s determined in step S134 that the
supplied command is not a secondary issue command, and thus,
the processing is terminated since the primary issue command
cannot be executed in the primary card-issued stage.

In this manner, the controller 104 executes an all
reset command or a secondary issue command supplied from the
SPU 103.

As described above, by executing only the predetermined

commands in the primary card-issued stage in the lifecycle
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S152 since the all reset command can be executed in
the secondary card-issued stage. In step 5152, the
controller 104 executes the all reset command. Steps
S152 and 5153 are simlar to steps S132 and S133,
respectively, in Fig. 15 and an expl anation thereof
is thus omtted. If it is determned in step S151
that the supplied conmmand is not an all reset
conmand, the process proceeds to step $154 to
determ ne whether the supplied command is a data
stagetot ahenldd. chktdt e, sepltiaageeOnyace licaldaaendft dabe or
-a_data reset - 60 conmmand in step S154, the process
infogwddeont gast bp SISENtsidhc e Adhét denal kws dtheconmmand
can be executed in the secondary card-issued stage.
aythentdsagisg kene Wikt ipriontuakerythantivatderaareset

oS en A Bo RN (Oridney 11 BoRE R SR o ERE° IR dara
f . . |

LA Wit Rt ledlnC 00 Eohle by BREREXATP ©

diFE renhasasthleri datd s kehed thRethe, icledrand the EF

154 dependent on the M- 151 shown in Fig. 16 and the

tampfeoringt bonl éakaderagidagat be Erfodixdiand the EF 154,
thereby initializing the DF 153 and the EF 154. In

st efh81&6@marntk exgiohitist opageeaming 108thpdat¢esnddry card-

“lifecycle stage table under the control of the
1550%Cr §Fpge in step S42 of Fig. 7 is now described below

with reference to the flowchart of Fig. 17.

In step S151, the determining unit 131 determines
whether the command supplied from the SPU 103 is an all
reset command. If the supplied command is found to be an
all reset command in step S151, the process proceeds to step
8152 since the all reset command can be executed in the
secondary card-issued stage. In step 5152, the controller
104 executes the all reset command.

| Steps S152 and 5153 are similar to steps S132 and S133,
respectively, in Fig. 15, and an explanation thereof is thus
omitted.

If it is determined in step $151 that the supplied
command is not an all reset command, the process proceeds to
step $154 to determine whether the supplied command is a
data reset command.

If the supplied command is found to be a data reset
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104 to indicate that the lifecycle stage is the
primary card-issued stage. Mre specifically, under
the control of the controller - 104, the table storage
unit 108 resets the flag corresponding to the
secondary card-issued stage in the |I|ifecycle stage
table to be 0, and sets the flag corresponding to the
primary card-issued stage to be 1, thereby updating
the lifecycle stage table. The command execution
processing is then conpleted. If it is determined in
catmendSind sthat S1he, stippldredessoppddskdss Hotstapdat Bs
reset command, the process proceeds to - 61 Wstep
sigy the deter neset mmaad che bappté@tasbrimattei s a
regul ar operation command. |f the supplied command is
St o cBEdal FERA aftadSper ARi HFER o?ﬂr%hd the gewprg1by’
t he .process oceeds to ste $158 since the regul ar
e%ﬁﬁﬁé%ﬁ %ﬁecggﬁﬁnﬂe§§;1qﬁ?mQQgcuted in the secondary
car ¢-i.sS aa8..J n.st t I
exegakésggr%%%ggﬁﬁ"aégoggﬁﬁé§§§'tﬁger§8ﬁ %? %%iration
1:16QTARde s Fohe YR EL EF BcpBRRONS &l A1 §ROUhBEr the
operation command requesting for the overwiting of
cdaftralsber €he i dorth1Berf 10m ther SRdmkQ3, UR8er the
controller 104 supplies the data contained in the
candgulapfopee atormdircddemaif4t othdenamemyr Y 0ZI0&rad@enthe
t he nenory, 107 overwites the data stored in the EF b%&
datie stgred Luppl &F flednpnfetheith diS4edependenpren the MF

articularly, . . .
151 shown fh Q&g. 16 and the information for managing the EF

153 and the EF 154, thereby initializing the DF 153 and the

~ EF 154.

In step S156, the table storage unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the lifecycle stage is the primary
card-issued stage.

More specifically, under the control of the controller
104, the table storage unit 108 resets the flag
corresponding to the secondary card-issued stage in the
lifecycle stage table to be 0, and sets the flag
'corresponding to the primary card-issued stage to be 1,
ﬁhereby updating the lifecycle stage table. The command
eXecution processing is then completed.

If it is determined in step S154 that the supplied

command is not a data reset command, the process proceeds to
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in this case, if the data contained in the regular
operation conmand is encrypted according to a
predeterm ned nmethod, the decryption unit 133 of the
controller 104 decrypts the data, and the controller
104 then supplies the data decrypted by the
decryption unit 133 to the menory 107. |f, a regular
operation command requesting for the sending of data
stored in the EF is supplied fromthe SPU 103, in
step S158, the controller 104 obtains the data from
stére ooy tefeaninsugpttes ithet supbri &PWdiandThe SPU
103 then codes the data supplied fromthe controller
re@yl a3y oregiatéganpgpananthe Manchester codi ng net hod, -
62 _and supplies the coded data to the nodul ator 110.
The IInG88 SEBPL199 GREFesAnds Forndxdhfea Asgular

ation. on.the dat d lies the nodul.ated
R e R e e TS T S A I
Sighe iR %Hepklﬁglbéf Q{Betﬂa%loﬂog&lmﬁé&ﬁ 3311’9 bteoe%(gguﬁed in
reader/writer y wireless comrmunication. In this
LA conBB reNes ¥t 1 HfhdiNisktadd2 Ofnt Heep cPe, Okher 1&04arg
may encrypt the data to be sent to the reader/witer

12 exdeyusepr pdetessimecicenedypyi do tied hashulbire operaansh
execution processing is then conpleted. If it is

cagweadni ned in step S157 that the command supplied

fromthe SPU 103 is not a regul ar operation conmand,

theFﬁFo%%%%Phﬁwd%b&§sP8n§?é%DS&§§9W&a&e?@?ﬁ??&PﬂmﬁﬁWﬂﬁnd

the .supplLied command i.s.a term nate command. |f e
TS TR bR B adhing o hetalt airind 4% the B from

the SPU 103, the contreller 104 supplies the data contained

in the regular operation command to the memory 107. Then,

| the memory 107 overwrites the data stored in the EF by the

data supplied from the controller 104. More particularly,
in this case, if the data contained in the regular operation
command is encrypted according to a predetermined method,
the decryption unit 133 of the controller 104 decrypts the
data, and the controller 104 then supplies the data
decrypted by the decryption unit 133 to the memory 107.

If, a regular cperation command requesting for the
sending of data stored in the EF is supplied from the SPU
103, in step S158, the controller 104 obtains the data from
the memory 107 and supplies it to the SPU 103. |

The SPU 103 then codes the data supplied from the

controller 104 by, for example, the Manchester coding method,
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command in step S159, the process proceeds to step
S160 since the term nate conmand can be executed in
the secondary card-issued stage. In step S160, the

menory 107 erases all the data under the control of
the controller 104. In step $161, the table storage
unit 108 updates the lifecycle stage table under the

control of the controller 104 to indicate that the
lifecycle stage is the disposal stage. Mire
specifically, in step $161, the table storage unit
ailf8sumgsldtes; tthe tbagd cdditepontiengotiol 4ter sedandahy
card- issued stage in the lifecycle stage table to be
nodubaicb s dl® pegformpe fdmgrevplespdidimepulattiga, on the

di sposal stage to be 1 therebg uEdating t he
datg it |wrplage Eadimeduipdesr dabastagthe sntieapa 101.

rOTIELEL ab] LhohSedoLe B0 SBLSP S A0 e
nddPERBY 190 o gﬁ% M OHE93h PEE we?gg&pﬂal%%scomnd
I'S not a comman hat can e execu In the

cSRRANIAY ogar drh sgiied SiRgechbf end SfpEXH I8t 188 of the

supplied command is a secondary issue command, it is

caetreiimeted ol msy egn&LEE that dabe tSuppldead eomansad i s
not a term nate command, and the processing is

raagieni/watitdrsihdey teh pregetruni yed ssuerypamonnsethodot  be
executed in the secondary card-issued stage. In this
nanABE, CONARG ST PR 1DROGS@ET e d Saf haR| corpkeited.

conman data reset. command equl ar _ operatio
e gt fg é%termgned En step’ng{ éﬁat thepcomman

supplied from the SPU 103 is not a regular operation command,
the process proceeds to step 8159 to determine whether the
supplied command is a terminate command.

If the supplied command is found to be a terminate
command in step S159, the process proceeds to step $S160
since the terminate command can be executed in the secondary .
card-issued stage. In step $160, the memory 107 erases all
the data under the control of the controller 104.

In step 8161, the table storage unit 108 updates the

lifecycle stage table under the control of the controller

104 to indicate that the lifecycle stage is the disposal

stage.

More specifically, in step $S161, the table storage unit
108 resets the flag corresponding to the secondary card-

issued stage in the lifecycle stage table to be 0, and sets
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command, or a term nate comuand supplied fromthe SPU
103. As descri bed above, by executing only the
predeterm ned commands in the secondary card-issued
stage in the lifecycle stage of the IC card 12, the
tanpering or | eakage of data or information can be
prevented. This assures a service provider recollected
the IC card 12 in the disposal stage to be delivered
to a disposal agent that the I1C card 12 is free from
the tanpering or | eakage of data or information. If
thdefllag eakrdedBohi@e) MRS theCANEBHShT NAtafeaRBObLeDE,
executed in the lifecycle stage of the 1C card 12 from
thdrebyr epdetingitler lifedyclesshafe Nneddssar Theopketas i ey
_response - 64 to the reader/witer 11, or an error
isitdedl crmEletedng that a recei ved conmmand cannot be
exegﬁted jn the current lifecycle stage may be sent
to thetteltitohaiard1in afeR S1xhEhpsblbe stgrRbieedini t
be contained in the nenor 107. As.stated
o BATE Y 8 FRE | O Ry S BT B ORISR L8
£ SHERHEEROs By R OIS Y3480 s A,3eC0RGANYRE SIS
conmand, and nore pafticularly, I's overwiting

capl BeesséAgted SirP@HOLEBIn Y r X Q0 iRGuadCcopngad for
overwiting the authentication keys (hereinafter

ref Bf r eftbrt @xasplbe tkeysumdlarge contiERANLy £wddinmwedyi
_the primary issue cormand or the second issue
1sgpmmeemnandc drtdilsgdefermningd pios sitlslpe SfLAAt théak ther vi ce
rovider keys for the MF recorded in the nmenory 107
sugglbg%rq@mqqqgjlﬁynot a terminate command, and the

processing is terminated since the secondary issue command
cannot be executed in the secondary card-issued stage.

In this manner, the controller 104 executes an all
reset command, a data reset command, a regular operation
command, or a terminate command supplied from the SPU 103.

As described above, by executing only the predétermined
commands in the secondary_card-issued stage in the lifecycle
stage of the IC card 12, the tampering or leakage of data or
information can be prevented. This assures a service
provider recollected the IC card 12 in the disposal stage to
be delivered to a disposal agent that the IC card 12 is free
from the tampering or leakage of data or information.

If the IC card 12 receives a command that cannot be
executed in the lifecycle stage of the IC card 12 from the

reader/writer 11, it is not necessary to return a response
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executing the secondary issue command. However, it is
al so possible that only the shipping keys
(authentication keys for the MF) can be overwitten
by executing the primary issue command and that only
the authentication keys for the DF or EF can be
overwitten by executing the secondary issue conmand.
In this case, the overwiting of the authentication
keys in the secondary card-issued stage is
prohi bited. In the above-descri bed enbodi nent, when
texeoticeglea /wedterntl | rod ke prroaryigeald-imtived istyageat
or the secondary card-issued stage, mnutua
a gl FRiMe e sempand scawrriu dce ¢xByute@5in g cwmenitce

prOV|der keys as the authentication_keys
YRS ISFERE, MK he esedtuttengha émawq%s&é Also,

R B S b TP aF ol Ry Ko GO Ao Che] B Bha

@hen executing a comand (for exanple, a term nate
command) in the secondary card-issued stage, the

SerKbc§t9féw|éﬁﬂﬁé‘eﬁu@héﬁ@f@bﬁfbﬂqﬁ$ys Q@e”@%epﬁri%%gﬁ by
for conducting nutual authentication. Wth this

exgauanggmrenrieyen idsusheofRand Cer i BEddeidalrg ipeaéor m
t he secondary issue operation and the service -
commanidd eand onexre i izudemmndtlare didfericing phecessing
correspondlng commands can be executed w t hout using
1g perfeosmed oy HEmMGUtdidon. regmand tferh gverery tindsele on

o e ERLEH R BB R el L ey
change command") contained in the primary issue command or
the second issue command.

Accordingly, it is possible that the service provider
keys for the MF recorded in the memory 107 be overwritten by
executing the secondary issue command. However, it is also
possible that only the shipping keys (authentication keys
for the MF) can be overwritten by executing the primary
issue command and that only the authentication keys for the
DF or EF can be overwritten by executing the secondary issue
command. In this case, the overwriting of the
authentication keys in‘the secondary card-issued stage is
prohibited.

In the above-described embodiment, when executing a
command in the primary card-issued stage or the secondary

card-issued stage, mutual authentication is conducted by
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di fferent authentication keys may be used for

conducting nutual authentication for executing a

secondary issue conmand and mutual authentication for

executing a termnate conmand. Mre specifically,

when executing a secondary issue commuand, the

controller 104 may performlogical OR of the service

provi der key A and the service provider key B shown

in Fig. 14 to generate an authentication key used for

mutual aut hentication processing. Wen executing a
udeigniskaté ceC pPBRIGLr tHeesCant thk| gatHét iRRitfiohnBeys.

excl usive OR of the service provider key A and the
Alemnace vpdgyi deen ke B tihgwe 86condriy g.ssiie tommand, the

generate an authentication key. Wth this
S gty BFeNL det heeade &9Whi §nt Fian bk et beonsedchor

co nd to  be executed. As described above, data
ARG PHERRE 1EHSREdehnoBe SALHES FFEREITE

X ' Qnl . r r i ned [

SR Mok, SRabafy 3 sk rbwber B SRR, A" (R TERRRS
cdi2R43960f sHa5& And REQLRBLI R LAl P& e PEEYABLEin Fig.

Additional ly, " different authentication“keys are use
14 halyhBei ey £ialcdridhee Yl emst @gesaifhehftechEisar d,

t hereby preventing the tanpering or | eakage of data or

i nf@ivkttloie athengbowet deswsn Hed ther sesvibie prooeskimngo

jobs may be executed by hardware or software. If
resdptakbei seetnrYa isgbe r eRporidiary anek thar 8epybef am i s

installed froma recording ,
provider to execute a command are different, the

corresponding commands can be executed without using the
same authentication key.

Alternatively, based on the recorded service provider
key, different authentication keys may be ¢generated, and the
different authentication keys may be used for conducting
mutual authentication for executing a secondary issue
command and mutuval authentication for executing a terminate
command.

More specifically, when executing a secondary issue
command, the controller 104 may perform logical OR of the
service provider key A and the service provider key B shown
in Fig. 14 to generate an authentication key used for mutual
| authentication processing. When executing a terminate
command, the controller 104 performs exclusive OR of the

service provider key A and the service provider key B shown
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mediuminto a conputer built in dedicated hardware or
a conputer, such as a general -purpose conputer, that
can execute various functions by installing various
progranms therein. This recording nmediumnmay be a
package medi um storing the programtherein to be
distributed for providing the programto-a user, such
as the magnetic disk 71 (including a flexible disk),
the optical disc 72 (including a conpact disk read
only menory (CD-ROM) or a digital versatile disc

if DM, Ucheongghetat®pin calthenskcdBidn nedywidi W3 thl Bhis
disk (MD) (trademark)), or the sem conductor nenory

aZanggmeaitnath¢epgcess g7ghtheanebeor ek tnfame diagin paymaed ato
ROM or a hard disk contained in the nmenory 32 storing

b f959¢§Fam The above- descri bed program may be

' [ l,ed int t [ .ed i.rel
el LG e STt B2 0L MLl ss b
Lt e DA ool o) GBSl e

prdATRIRBY ESmMBLRS IR ¥achnl | FbSySRE Wil eabir0nhe STEPS
form ng the programstored 1n the recording nmedi um

camy hecexenpderhd vichecarabegbtalatdrgderindesaht bed ¢an be
the specification. Alternatively, they may be

preventedd | Adgdriadadllyer dififleventuadthenitticahduhdkdregs are
under stood by those skilled in the art that various

usesditpi ERei BRGELVidngi Adfrersle stirassnisitndhroRS cardy

el 8L b1 VS (Y RLU LA 98BENG) NS ALG83 00" QL. rEment s

information.

The above-described series of processing jobs may be
executed by hardware or software. If software 1is used, a
corresponding software program is installed from a recording
medium into a computer built in dedicated hardware or a
computer, such as a general-purpose computer, that can
.-exXecute various functions by installing various programs
therein.

This recording medium may be a package medium storing
the program therein to be distributed for providing the
pProgram to a user, such as the magnetic disk 71 {including a
flexible disk), the optical disc 72 (including a compact
disk read only memory (CD-ROM) or a digital versatile disc

- (DVD), the magneto-optical disk 73 (including mini disk (MD)

(trademark)), or the semiconductor memory 74. Alternatively,
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and other factors insofar as they are within the scope
~of the appended clains or the equival ents thereof.
WHAT IS CLAIMED IS: 1. An information processing
apparatus conprising: receiving nmeans for receiving a
command requesting for the execution of predeterm ned
processi ng; storage neans for storing data and first
information indicating, anong a plurality of stages
inalifecycle of the information processing
apparatus, a current status determ ned by the stored
thiatsecurdingcasdi imfedyaid @nRrRoMNELCAthE &R eXeeHtabhéq
~command in the current stage, the executable conmmand
i eihey remoaynBRAesttdoineddle piotham. plurality of stages;
and determ ning neans for determ ning on the basis of
t he Thei pheve TdRFGrHtiednPandrah enae dend nisthd i edt imre a
whet her the conq?nd received by the receiving nmeans
COPULE T VAR R B ECD it LRRS t ARB T reatd ogy 51@8.111@ SEh

o . . . . .
e I o R e R T TR S
sdtha 1fikbShrbb oL SBt ,nthg?gghuQQ&fﬁ%Ef%%c%haguEHeas a

current stage of the in mat'i on proces$i ng appar at us

rduteehapgetnoden, 2GE0MAaREEa M, h the executed command.

3. The informati on processi ng apparatus according to

cl alm thizx Decilfidret ot hestsaoomdrindfhgr o8 | Pro@ter edoired
. thee - 69 - storage neans includes information
10 REpchEFoRfithimasgum may be executed in chronological

order described in the specification. Alternatively, they
may be executed in parallel or individually.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations ﬁay occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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conmand i s executabl e when the information processing
apparatus is in a specific stage, and when the
i nformati on processing apparatus is in'the specific
stage, the determ ni ng neans determ nes on the basis
of the first information and the second i nformation
that the received command i's not executable. 4. An
i nformati on processi ng nmethod conprising the steps
of: controlling the receiving of a conmand requesting
for the execution of predeterm ned processing;

Widsht ¥ QLAIYEDhESSt or age of first information
indicating, anong a plurality of stages in a
l'ifecycle of an information processing apparatus, a

cur rent ,st rm red data; and_. . .
det drm AR FEI L BE0 2 s PR obat il sPREr inging
secepdel D AE MRLAQN AdHdireBEL POn@ N CXGEERD R BREFPAY #4k
the current stage, the executabl e comuand bei ng

thletesigtuednl 6F peeddraaininba prucabiingof stages

whet her the received conmand is an executable command

i n sherage resdansstfage stbrind daicoradichgimsdti wmfoeastibmg
.a programfor allowing a conputer to execute
indiccatingr ofnpR® ce litg Likivchf cobpresdn a Hd fergpe odt

- 70 controlling the receiving of a command requesti ng

they nfpRmatieR (REQAPSSHIGr BERTE Wi e TSRS AGatus
dﬁ%%%#%%%?kgg £Q§ é%é%é%g%agg gﬁésgeéég 'in-gr%gtion
indicating an executable command in tﬁe current stage, the
- executable command being determined for each of the
plurality of stages; and |

determining means for determining on the basis of the
first information and the second information whether the
command received by the receiving means is an executable

command in the current stage.

2; The information processing apparatus according to
claim 1, further comprising control means for controlling
the first information to be updated so that the current
stage of the information processing apparatus is changed in

accordance with the executed command.

3. The information processing apparatus according to

iclaim 1 or 2, wherein the second information stored in the .
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anong a plurality of stages in a.lifecycle of an
informati on processing apparatus, a current stage
deternmined by stored data; and determ ning on the
basis of the first information and second information
i ndi cating an executable command in the current

stage, the executable command bei ng determ ned for
each of the plurality of stages whether the received
command is an executable command in the current
stage. 6. A programallowing a conputer to execute the
stoepse nefanscantialés nghidrmatdoal Yhagcaliiny avarand
requesting for the execution of predeterm ned
CopRnd sisngxecsheb bt [ whey tthe dnfpayet bin finostessing

i nformation indicatin anong a plurallty of stages
apPALAYYS é@yépeao$P%‘F11 ¥ SitRger oAnd pr OCGSSI ng

appaka atu rre sta e determ ned stored at a;

and n+% 8F§56+n?rﬂPH%r Si W of Tt #on
sﬁﬂEﬁfﬁ%@%%gge £ﬁ5rﬁgﬂéy%1hqg'cﬁg%ﬁe exe?%ﬁf%%aghethe

onmmand current sta ["e "comand

behsﬁisﬂ%fd Qh@r ﬂfﬂ@@' 1o @28 BnObnli Nend! A RIdt ¥ nebrab206S
whet her the received command 1s an executabl e command

that tthe ecvredndd sé@gend 41s7hot 7Texdfutdaier.mat i on
processing apparatus for transmtting and receiving
data after a comunicating party is authenticated as
a result of conducting nutual authentication

pr ot essthglMfamathenchbroemt ©Hd Methedt gompResing the
steps of:

controlling the receiving of a command requesting for
the execution of predetermined processing;

controlling the storage of first information indicating,
among a plurality of.stages in a lifecycle of an information
processing apparatus, a current stage determined by stored

data; and

determining on the basis of the first information and
second information indicating an executable command in the
current stage, the executable command being determined for
each of the plurality of stages whether the reéeived command

'1s an executable command in the current stage.

5. A recording medium recording a program for allowing

a computer to execute information processing which comprises

the steps of:
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i nformati on processi ng apparatus conprising: receiving

means for receiving a conmand requesting for the

execution of predeterm ned processing; first storage

means for storing first information indicating, anong

a plurality of stages in a lifecycle of the

i nformati on processi ng apparatus, a current stage

deternmi ned by stored data and second information

i ndi cating an executable conmand in the current

stage, the executable command bei ng determ ned for

eackoatrbbeimpd Wi idetedlingt @EES cdtti=@dMr-BLIgstBRdSfor

for determning on the basis of the first infornmation
tancerdvatdevont prédetrmmiosdnwhetbessites  conmand

recei ved by the receiving nmeans is an executable

comfRRETPhLine ther séptraseagt; flrat Jadomnatsion aljedimedrisy,

for storing. authentication data, mhi%h is used for the
AR & PiHF%%HEYc i%:ﬁg&@o&asgi-ﬁbf% § &fugBgipbprmation

_ SrocBssi T 3 £7usk
PR Bl AT, B BRE Sl B BBy st gred

daldde LRkormation processing apparatus according to - 72
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plurality of stages. )
each of theé plurality of stages whether the received command

is an executable command in the current stage.

6. A program allowing a computer to execute the steps
of:

controlling the receiving of a command requesting for
the execution of predetermined processing;

controlling the storage of first information indicating,
among a plurality of stages in a lifecycle of an information
processing apparatus, a current stage determined by stored
data; and

determining on the basis of the first information and

second information indicating an executable command in the

. current stage, the executable command being determined for

each of the plurality of stages whether the received command

~is an executable command in the current stage.
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9. An information processing apparatus conprising: a
recei ver configured to receive a command requesti ng
for the execution of predeterm ned processing;, a
storage unit configured to store data and first
informati on indicating, anong a plurality of stages in
a lifecycle of the information processing apparatus,
a current stage determ ned by the stored data and
second information indicating an executabl e command
in the current stage, the executable conmand bei ng
determ ned for each of the plurality of stages; and a
determining unit configured to determ ne on the basis
of t’he Rhrseforiarive poncandirdeammomiohsi dbor mat i on
whet her the command received by the receiver is an
tBsetaRng epfinhperinnchdagar pbher s2 agmupg cafing party
. infqQrmati.on _pr.ocessin paratus for, transm.tting and
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conprising: a receliver configured to receive a comand
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processing; a first storage unit configured to store
thiel egecut bbénroftponricatedinéasd ngroaemnigieg plural ity of
stages in a lifecycle of the information processing
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..and second i nformation_ , )
indicating, among a plurality of stages in a lifecycle of

the information processing apparatus, a current stage
determined by stored data and second informatidn indicating
an executable command in the current stage, the executable
command being determined for each of the plurality of
stages:;

determining means for determining.on the basis of the
first information and the second information whether the
command received by the receiviné means is an executable
command in the current stage; and

second storage means for storing authentication data
which is used for the mutual authentication processing and
is used for encrypting or decrypting predetermined data in

association with each of the plurality of stages.
8. The information processing apparatus according to
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i ndi cating an executable command in the current stage,
the executable command bei ng determ ned for each of
the plurality of stages; a determ ning unit
configured to determine on the basis of the first
information and the second information whether the
command recei ved by the receiver is an executable
command in the current stage; and a second storage
unit configured to store authentication data which is
used for the nutual authentication processing and is
clsid Towhereiypthagsarondetoyptie ngeti € ddirmheErmedodas a
in association with each of the plurality of stages.

data for generating the authentication data, the information
processing apparatus further comprising:
generation means for generating, on the basis of the

data for generating the authentication data, different

authentication data for each of the plurality of stages.

9. An information processing apparatus comprising:

a receiver configured to receive a command requesting
for the execution of predetermined processing;

a storage unit configured to store data and first

information indicating, among a plurality of stages in a

- lifecycle of the information processing apparatus, a current

stage determined by the stored data and second information
indicating an executable command in the current stage, the
executable command being determined for each of the
plurality of stages; and

a determining unit configured to determine on the basis
of the first information and the second information whether
the command received by the receiver is an executable

command in the current stage.
10. An information processing apparatus for

transmitting and receiving data after a communicating party

is authenticated as a result of conducting mutual
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authentication processing with the communicating party, the
information processing apparatus comprising:

a receiver configured to receive a command requesting
for the execution of predetermined processing;

a first storage unit configured to store first
information indicating, among a plurality of stages in a
lifecycle of the information processing apparatus, a current
stage determined by stored data and second information
indicating an executable command in the current stage, the
executable command being determined for each of the
plurality of stages:

a determining unit configured to determine on the basis
of the first information and the second information whether
the command received by the receiver is an executable
command in the current stage:; and

a second storage unit configured to store
authentication data which is used for the mutual
authentication processing and is used for encrypting or
decrypting predetermined data in association with each of

the plurality of stages.
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