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pr of essi onal Styere is presently a need to provide advanced solutions to the emerging eBusiness

paradigm. In the eBusiness paradigm, sources and formats of information/services are of
secondary importance compared to the need to leverage such information and services. The
goal of eBusiness is to provide solutions that will increase business value to organizations.

20 Increased business value is attained, for example, through leveraging existing IT investments
in technology and infrastructure, leveraging business application invesiments, and
maintaining and expanding existing business opportunities with existing and new clients
through the intelligent utilization of business data generated by these relationships.

The eBusiness paradigm presents a challenge where the boundaries between the

25  different components and technologies in a business environment have to be either eliminated
or made to work together. Furthermore, while trying to succeed in this challenge, IT and
business professionals also have to focus their resources on creating an opportunity to
implement and execute the strategy that is most suited for their particular business
organization.

30 Current business management systems are typically reactive in nature and utilize an
enterprise application integration (EAT) environment, which provides the ability to commonly
represent data and identify business events. However, with the increasing diversity of both
the business environment and the technology that drives it, IT and business professionals

need to feed business critical information to a common computing environment in order to
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In accordance with one aspect of the present application, a system is disclosed for

analyzing business events. The system includes a reactive event processing module, a

20  proactive event processing module and a predictive event processing module.

The reactive event processing module is operative to receive a first business event and
initiate a reactive process associated with the first business event. The proactive event
processing module is operative to receive a second business event and initiate a proactive
process associated with the second business event. The predictive event processing module is

25  operative to receive a third business event and initiate a predictive process associated with the
third business event; and

The system further includes an event delivery module. The event delivery module is
operative to deliver the business events to the reactive event processing module, the proactive
event processing module and the predictive event processing module.

30 In accordance with other aspects of the present application, a method and an article of
manufacture are also disclosed. The article of manufacture includes processing instructions
for analyzing business events.

Certain illustrative aspects of the methods, systems, and computer readable media are

described herein in connection with the following description and the annexed drawings.
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Figure 3 is a flow chart that illustrate an example methodology for identifying

Q)

business events and generating business notifications;

Figure 4 is a schematic block diagram of a portion of the example business event
processing environment of Figure 1 that propagates business event notifications to interested

20  components;

Figure 5 is a diagram illustrating the flow of event data between various components
of the example business event processing environment; and

Figure 6 is a schematic block diagram of a portion of the example business event
processing environment of Figure 1 that integrates three analytical paradigms to analyze

25 . business events.

Detailed Description

Example methods, systems, and computer readable media are now described with
reference to the drawings, where like reference numerals are used to refer to like elements
30  throughout. In the following description, for purposes of explanation, numerous specific
details are set forth in order to facilitate thoroughly understanding the methods and systems.
It may be evident, however, that the methods and systems can be practiced without these
specific details. In other instances, well-known structures and devices are shown in block

diagram form in order to simplify the description.
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20 business events, including defining a store of business process policies 115 that direct the
manner in which business events are identified, propagated and analyzed.

In accordance with the present application, business process policies may be defined
to employ reactive, proactive and predictive analytical frameworks to identify and respond to
business events. Generally, reactive business process policies rely on correlation of data to

25  identify and respond to business events. Proactive business process policies generally
identify and respond to business events using inferences, and predictive business process
policies typically involve the occurrence of compound events in identifying and responding
to business events.

The business process policies within store 115 can be processed by both an event

30  manager 120 and a business process manager 125. The event manager 120 identifyies
business events in accordance with defined business process policies. In general terms, such
identification is accomplished based on a review of information from various data sources
140. In some cases, querries into the data sources 140 and the data received in response, may

be altered and/or interpreted by data translation services 130 and/or natural language parsing
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record of a business event, embodied as a business event object, for example, is added to the

20  store of business events 210.
The illustrated configuration of event manager 120 enables events to be identified in
many different ways. For example, events may be identified according to:
e Subscription to singular events;
¢ Singular events identified by event listeners; and
25 e Compound or intelligent events.
Rule-based application 220 may employ an information provider, such as the Advantage™
Integration Server (formerly known as Jasmine;) information provider offered by Computer
Associates International, Inc., to enable subscription to singular events. The events are
“thrown” or “published” by the information providers as objects in an object-based
30 computing architecture that represent the occurrence of an event. Typically, the information
contained within an event object will include particular data related to the occurrence. The
nature of the information providers and the nature of the events can vary widely depending

on the type of information associated with these sources.
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previous, discrete events. Similarly, more abstract events such as “Company X in financial
20  trouble” is also an event type supported by this application that leverages the accumulation of
both discrete events and application of business policies regarding the definition of what
“financial trouble” represents to a particular business. Combining predictive technology with
rules-based technology creates intelligent knowledge-based applications that can then
become sources for intelligent business events.
25 An example of neural network technology that may be employed is described by
commonly assigned U.S. Patent Number 6,327,550 entitled “Method and Apparatus for
System State Monitoring Using Pattern Recognition and Neural Networks”, issued December
4,2001, which is incorporated herein in its entirety by reference.
Knowledge of the type of events that can be identified complement and increase the
30  power benefits of this solution. For example, information providers such as business
applications, ERP applications, or other typical participants in an EAI-like environment are
further complemented by the incorporation of other out-of-band information sources that
represent structured and unstructured data. Structured data is data available from information

sources in a pre-defined or pre-formatted fashion. This makes it easier and more predictable
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managenent services of any nature (reactive, proactive or predictive) to
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Some_exanpl es of appropriate business process policies include identifying
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20  process policies employing a compound business event definition as illustrated at block 325.
Once the rule-based application or predictive application identifies a business event, the event
manager generates a record of the event, such as a business event object, as shown at block
330.

The example system and method illustrate certain aspects of the present application,

25  namely:

1. Using knowledge-based or rules-based applications that implement business
process policies.

2. Using predictive applications that implement business process policies.

3. Using a combination of rules-based and predictive applications.

30 These combinations of technologies provide a way to detect situations and patterns
using inference, correlation, and pattern prediction technology, as needed, to create new
business events that need analysis and management. The data that these methods operate on
can come from information management platform, such as the Advantage Integration Server

information management platform. The data can also be the result of a continuous circle of
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Referring now to Figure 4, there is illustrated a more detailed view of contextual
visualization portion 110, event manager 120, and business process manager 125. Further
20 illustrated are exemplary data, formats, and communication protocols which may be
employed among components within the business processing environment 100. Figure 4
illustrates the architecture of the event generation and notification services, an exemplary
event publishing and subscription infrastructure, as well as a Java-based servlet that provides
CLI and API interfaces. The event generation services can be invoked as a URL, a software
25  program library (using, for example, Java), a triggered or scheduled response to another event
(using, for example, a CLI), or as a pre-defined rules-based and/or neural-based library or
other predictive technology. '
The architecture augments an integrated data analysis and management system by
providing an event services that employ a “publish and subscribe” information-sharing
30 paradigm. Under this paradigm, the system provides the ability for an integrated or
developed application, component, client, or any other form of software application using the
system services to register themselves as event sources. Similarly, any client application,
component or client can register or subscribe as clients or as interested on certain events

emanating from event sources. This subscription capability is realized through the definition



Russia?" or "Are there any nmajor traffic alerts along the southeastern US?
or Are any of our <clients likely to file for bankruptcy?" Upon
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could be provided 15 by data transformation and transl ation service 130.
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managed, as appropriate.

20 The propagation and generation of events is accomplished using a web-based
paradigm that supports different types of data formats representing the event. These types
include:

¢ Objects representing the event created in an object-based computing architecture and
environment. Class, property, and object specification can be customized to suit a

25 particular purpose.

o Text-based, formatted messages using pre-defined and definable XML schema to be
delivered to the event management services.

o Text- or object-based representing triggers for workflow engines involved in the
business process management. Triggers can assume any form including formatted

30 text messages, XML and objects.

e Any other form of data to suit the particular needs of the business process policy that
may deal with the event.

One benefit of using a web-based approach for the propagation and generation of
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dedicated queue containing all the events for which it subscribed.
Event subscribers can query the system for available event sources and can subscribe
to any number of them. When subscribing to events, the subscriber specifies information
20  such as the format in which they want to receive the event, the delivery method, whether
there is a need to create a dedicated queue, etc. For example, an application can subsctibe to
weather events and request that the message be delivered as XML posted to the event
console. It could also request that the same notification take the form of a Java serialized
object delivered through an API callback. The available event formats and delivery methods
25  can be specified when configuring the system. The system supports plug-in
notification/delivery modules and thus provides a way to extend the default capabilities of the
system.
The event listener publisher is one of the data sources 140 delivered with the system.
The event listener publisher exposes, for example Advantage Integration Server events to the
30  common environment so that they can be delivered to any subscriber. The publisher can be
configured via GUI, CLI and API. Preferably, this configuration is always persistent. It can
also be configured to generate additional events on-demand by any application during
subscription (XML). By default, on-demand configuration of the Event Listener Publisher is

transient. That is, the additional requested events are only valid while the system is up.



5 As shown in Figure 4, the services may be based on a publish/subscribe
paradi gm and support event queuing services. The architecture includes
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vo %)’ ! O%E&egrgtiolflcs-gvlfgeoi%/)a\]/li? 1Fhe]é%ent generation service validates the event, generates the

event in XML format in the common environment and sends a response back in XML format.
The API’s and CLI’s interpret the result from the response XML. If using web access
methods, then the result is returned in XML. It is up to the program or page to determine if
the operation was successful or not.

25 Event generation is handled by the event generation service. The service may be
implemented as a Java servlet. When a request to generate an event is received, the event
generation service creates an event object and/or create a Unicenter TNG or other enterprise

management message.

30  Business Event Propagation

Once the event is generated in the common environment, the event is available to any
program or process, which subscribed to the event or the to the general class of events that
the particular event belongs to. During event subscription, a subscriber can specify how the

event should be propagated to it. That is, the subscriber requests a supported delivery
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business process policy is applied.

20 A proactive paradigm represents an approach where an intelligent integrated or stand-
alone application (usually knowledge-based or rules-based applications) may consume and
process (correlate and/or infer) information to determine a course of action that may include
the generation of events or the enforcement of previously defined policies such as, for
example, a workflow, a notification or a record update.

25 A predictive paradigm represents an approach where an intelligent integrated or
stand-alone application may consume and process information (analyzing patterns and
relationships) that may conclude in the generation of events or predictions regarding possible
events or situations that may arise. In a similar fashion, as the proactive paradigm, this event
generation may trigger the application of any business process intended to deal with the

30  business event.

In addition, the systems and methods according to the present application provide the
ability to extend pure EAI environments or pure event management environments into a
single seamless computing environment where all related and necessary components needed

to deal with a particular business event are orchestrated together in such a way that no
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a simlar fa%ﬂbl?ﬂfth@%if?éi‘@r%tW%?Bﬁﬁné@bﬁié%ﬂmoﬁ&i%éEl@,motandggﬂ%c@{vieon may

trigger the application of any businesS process intended to deal with the
30 busi meticatipaf a relevant event from event delivery module 640. In some cases, such as with

the illustrated proactive 620 and predictive 630 business process policies, additional
information may be requested in order to process a response.

20 In reactive management paradigm, an event acts as a trigger for some management
action that may need to be engaged. This management action can in turn be any type of finite
or infinite sequence of steps. Accordingly, upon receiving an event notification from event
delivery module 640, reactive business process policy 610 may respond, for example, by
sending an e-mail message, updating a database or triggering a workflow process.

25 In a proactive management paradigm, an intelligent entity such as, but not limited to,
a business process policy, is continually consuming information and applying analysis
methods without depending on the occurrence of a trigger event. If and when necessary, a
proactive entity may engage the reactive or predictive paradigms to either trigger a sequence
of actions (reactive) or perhaps consult and leverage additional analysis capabilities

30  (predictive). Note that proactive entities may also be triggered and set off by the occurrence
of an event. Upon receiving a triggering event notification from event delivery module 640,
proactive business process policy 620 may respond, for example, by correlating data, drawing
an inference or triggering a knowledge-based application.

A predictive paradigm is one where entity of more advanced intelligence than the



In addition, the systens and nethods according to the present application

provide the ability to extend pure EAl environnments or pure event

managenerwvoanMisighnments into a single seanl ess conputi ngPemxisopmrent where

all related and necessary conponents HWeeded to deal with a particul ar

busi ness event are orchestrated together in such a way that no WO 03/005198
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busi ness process policy, 1s continually consum ng I nformation and appl yi ng

anal ysi accommodate any type of management capability needed by a particular event or generated

20  information that triggers the management services.

Figure 6 illustrates that the three paradigms are engaged and integrated to collaborate.
A business event can reach the management layer represented by the paradigm integration in
different ways, as shown. For example, events can be derived from any data, event, services,
or information sources.

25 Once an event is delivered, it may trigger any collaboration sequence (or multiple
independent sequences) as defined by certain business process embodied in the individual or
aggregated paradigms. That is, business process policies may, simultaneously or
sequentially, trigger reactive, proactive, or predictive management process or any
combination, of any length, between the three.

30 For example, detection and prevention of bank transaction fraud could be
implemented as a collaboration of the three paradigms. An event representing a check
deposit may be detected and forwarded to the reactive layer. The reactive layer may then
communicate with the proactive components that in turn will consume additional information

to determine whether this transaction may be a fraud risk. Different paradigms such as
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di fferent ways, as shown. For exanple, events can be derived fromany data,
event, services, or information sources. 25 Once an event is delivered, it
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as defined by certain business proces® enbodi ed in the individual or
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nanagen&ﬁlﬁatbsr‘g@é%eé“ﬁr any conbination, of any |ength, between the three.
30 For exanple, detection and prevention of bank transaction fraud could be
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20 4. The system of claim 1 wherein the reactive processing module includes logic for

generating a workflow trigger based on the first business event.

5. The system of claim 1 wherein the reactive processing module includes logic for
generating a consultation trigger based on the first business event for transmission to the

25  proactive processing module.

6. The system of claim 1 wherein the reactive processing module includes logic for
generating a consultation trigger based on the first business event for transmission to the
predictive processing module.

30
7. The system of claim 1 wherein the reactive processing module includes logic for

receiving and processing a consultation trigger.

8. The system of claim 1 wherein the proactive processing module includes logic for



the term"conprising” as that termis interpreted when enpl oyed as a
transitional word in a 20 claim WO 03/005198 PCT/US02/21271 16 What is
cl ai mred w0 0300A9%yst em for anal yzi ng busi ness events, coRpmiGSOInY27R
reacti ve event processing nodul e operétive to receive a first business
event and 5 initiate a reactive process associated with the first business
event; a proactjve event .pracessin ul.e operative to receive a second
busines§°§$§ﬁ?g H%nﬁ§§WPP§$3cﬁﬁﬁ?gggggggﬁﬁ?%gg " associated with the second
busi ness event; a predictive event processing nodul e operative to receive a
third business event and initiate a predictive process associated wth the
third bdsi neddhesyetam: ofghadm 1ovhareintheprogetivenspsessipgmioduls pegludasvegie £rdel i ver
t he busipness events to.th CLiV cessing nodul e, the proactive
event pfg%gggﬁﬁggégﬁﬁ?BM§§aﬁt%@wgﬁgﬂﬁéﬁ¥$gﬂ§@§nt processi ng nodule. 2. The
system of claim 1l wherein the reactive processing nodul e includes |ogic for
15 initiating an e-mail nessage related to the first busiqgif eve?t 3. The
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syst em d0- ¢l dihesystamer{eiaimtehereindhs peageEessipe meduedns ofEE 90 gi ¢ for

directi @gn&@@éﬁ@??ﬁ}ﬁﬁgﬁgﬁ%@%@r ﬁ@&ho‘ﬁ” the first business event. 20 4.

The systemor C ctive processing nodul e includes |ogic
for generating a workflow trigger based on the first business event. 5.

The system of _claim 1 wherein the reactive processi ng nodyl e i.ncl udes | ogic
for gerdr at i systemrrficlaiatl wherein tguioagiiee O‘E?ﬁf’l%@og]ﬂreé?éib‘g?il?%‘g Clevent
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claim1l erei e reacti processi ng nodul e i ncludes |ogic for
gener at ireagtize porssingmpdulet ri gger based on the first business event for
transm ssion to the predictive processing nodule. 30 7. The system of
claiml1 wherein the reactive processing nodul e includes |logic for

r ecel vi ng. andrilQeeRIMehif IPRSUhIES hidlotvd #8Rksindmolliv ifiaie AL fol al m 1
wherein the proacCtive processing nodul e includes Togic for WD 03/005198
PCT/ USOZeRdrafing a consultation trigger based on the second business event for transmission to the

15  predictive processing module.

13.  The system of claim 1 wherein the proactive processing module includes logic for

receiving and processing a consultation trigger.

20 14.  The system of claim 1 wherein the predictive processing module includes logic for

analyzing patterns.

15.  The system of claim 1 wherein the predictive processing module employs a neural
network to process the third business event.

25
16.  The system of claim 1 wherein the predictive processing module employs a neural

agent to process the third business event.

17.  The system of claim 1 wherein the predictive processing module includes logic for
30  generating a consultation trigger based on the third business event for transmission to the

reactive processing module.

18.  The system of claim 1 wherein the predictive processing module includes logic for

generating a consultation trigger based on the third business event for transmission to the



17 correl ating busi ness data based on the second business event. 9. The
systemof claim1l wherein the proactive processing nodul e includes |ogic
for drawwog3aesidsf erence based on the second busi ness eveor/uss2/a71 The
systemof claiml wherein the proactiMe processing nodul e includes |ogic
for comunicating with a know edge- based application. 11. The system of
claim1l wherein the. pro Hive processi ng nodul e includes logic for 10
generatPﬁﬁwéw%@ﬁgﬁﬁgﬁf?%ﬁl%rigger based on the second business event for
transm ssion to the reactive processing nodule. 12. The systemof claim1l

wherein the proactive processing nodul e includes |ogic for genergting a
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the 15 _predictive i 3. The systemof claim1l wherein the
proacti9%*8?%%@%@?85%%§§éﬁgﬁgﬁgﬂﬂggggﬁégic for receiving and processing a
consultation trigger. 20 14. The systemof claim 1l wherein the predictive
processi ng nodul e includes logic for analyzing patterns. 15. The system of
claiml1 wherein the predictive processing nodul e enploys a neural network
to process the third business event. 25 16. The systemof claim1l wherein
the predictive processing nodul e enpl oys a neural agent to process the
third business event. 17. The systemof claim1l wherein the predictive
processi ng nodul e includes logic for 30 generating a consultation trigger
based on the third business event for transmission to the reactive
processi ng nodul e. 18. The systemof claim1 wherein the predictive
processing nodule includes logic for generating a consultation trigger
based on the third business event for transmi ssion to the WD 03/005198

PCT/ US02/ 21271 18 proactive processing nodule. 19. The system of claim|l
wherein the predictive processing nodule includes logic for receiving and
processing a consultation trigger.



