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Background of the Invention

The present invention relates to network-based computing and, more
particularly, to a high speed network-based computer system operating over the
internet.

10 Network-based computer systems have been used for many years by
comparnies in order to connect individual users within a company, often at more
than one geographic location, to central processors or servers. The advantages of a
network include the ability to consolidate all work on one or more central
_ computers, which provides efficient data backup that is not adversely affected by a
15  hardware failure or "crash” of any individual computer or workstation. The use of
network-based software is also an advantage, as users may have access to
specialized software for which individual copies for each employee would not be
‘justified. The cost for such software for use on a network may also be less
expensive than individual copies, particularly if the number of users permitted to
.20 access a given software package at any one time is limited.

Such networks as previously described have traditionally be limited to
companies that install or lease dedicated communications links between the
network computers and the individual workstations. Access to the network is
limited to employees or third parties who had been specifically installed and

25  properly set-up by the network administrator. The number of network users is
- known and controlled, and the capabilities of the network, e.g., speed and
processing ability, is designed knowing those numbers. As new employees or
network users are added, the need for additional network capability can be
predicted, and the network can be upgraded to accommodate those needs in a

30  planned and organized way.




WO 02/ 091185 PCT/ US02/ 13449 1 H GH SPEED SERVER SYSTEM Ref erence to Rel ated
Applications This application clains priority froma PraviGisheabloos
Application Ser. No. 5 60/287,212, filed April 27, 2001, which is hereby
i ncorporated by reference. Background of the Invention The present

i nventi oWW@&Y®IBS t 0o network based conputing and, nor ePCTgawisde arly, to a
- high speed network based conputer system operating over the internet. 10
Net wor k based conputer systens have been used for many years by conpanies
in order to connect individual users within a conmpany, often at nore than
one geographic location, to central ppocessors or servers. The advantages
of a network include the ability to consolidate all work on one or nore
central conputers, which provides efficient data backup that is not
adversely affect ure o crash”. any i ndi vi dual
conput er or wor kgﬁ %%8%0}?‘?1%%%@%@%001@‘1 tiRoT K @Sg FP tp% is also an
advant age, aﬂvansvgessofrm@mmedxmmaﬁndlﬁdua pegd @l suBedbagiivoar e for which

i ndi vi dual ,(ilgiﬁ s for each eg{pqﬁg yee would not be justifjed. The cost for
such sof t wartyigals Acgess fp speci Pﬁpweﬁ%lt%éoﬂ‘ﬁf%thab@@ﬁ@m% t han

i ndividual Ge@tEeStor Hﬁf\ﬁd\ﬁl‘bﬁféﬂa&’e ade 16 ﬂﬁe@}éﬁa%f 3E oD gf@ng d to 20
access a given software package at any one tine |s mte uch networ ks
as preV|%usIf‘f;llah]éééfﬂiub@ﬂdmw@t}Sﬁtamdtonmaietvgorbﬁ allaorachﬂLable@enafmnpam es that
install or IeaseTﬁeegé z between .t he network

e

computers and the i ndi %aﬂcﬂ% ?(3?3%?“8&31.““&@ Dasel DEtWOrk RRERERIS ki s

limted to @rqblemselamie%r e ntimpas bf iers vheethedt siinefbsPgsy vdrgal |y instal l ed
and 25 prop et-u the network adm nistrator., The nunber of network
users is ﬁ%ﬁ%““ﬁ gtﬁftatg]smagam neiperkcupgEades difficals toplan #d net work, e. g.

S peed and  implement. Large numbers of users who demand network system resources at the

10 same time results in processing delays and unhappy customers.

Network security is also a concern. It is important to allow only authorized
users to have access to the network, and to allow users to have access {0 only their
own data and documents. Providing this security is possible through user
authentication and data encryption, but such functions 'also require the use of

15  network system resources and may also increase processing time, which appears to

the user as a slowing of the network operation.




processing ability, is designed know ng those nunbers. As new enpl oyees or
network users are added, the need for additional networR7CRpder 0ddsy can be
predi cted, and the network can be upgraded to accommbdate those needs in a
30 planned and organi zed way. 27 COctohker 2005 WO 02/091185 PCT/ US02/ 13449 2
The advent of network-based conputing over the internet brings the

advant ages of dedi cated networks to individual users or subscribers, giving
i ndi vi dual s access to specialj zed, eépensive_conputer software that could
not be justified for individ%ﬁ?“%ﬁﬁ Hhe lovenlon o i nfrequency of use or

cost. Conveni ent ﬁmﬁthéref&éhﬁwj'@ctB%KH&%ﬁﬁﬁ%ﬁ@oﬁtB%}ovk&aﬁ{i@{-ﬁﬁe@“ the

network is also a desirable benefit. The design and adm histration of such
an i nt er net - Bigestbazed wepretlppystsanthat rapidlyiskingts forrbaraes in thf hembrreber s of users

or network s | may vary in |arge and unpredictabl e ways, making
net wor k upgrggggﬁﬁﬁg%%%ult to plan and inplenent. Large nunbers of users

who denand net wor kisyfSttemobjestalitieesveation to@rdvfdesarimteimetimsedartibdrk i n
processi ng del ays,and unhappy custoners. Network securi is also a
concern. It ?xg%FHB%ﬁFgﬂHSQ#%H§P??qugﬁpgﬁgﬁYﬂﬂﬂWQfEﬁﬂﬁﬁgéFégé?¥qﬁg§e access to
the network, and k@ afultRorobRe o tHeQniealich BHERER dhGnibibabdiBictworRWn data and
docunents. Providing this security Is §055|ble t hrough user authentication

and dat a encPyERiteRhs eatily selable and distribuiatle i arderieepgpmotaiechangss 8f 15 net wor k

syst em r esouhg RSmBASF BB oA SBsdrBEsease processing time, which appears to
the user as a slow ng of the network operation. 27 Cctober 2005 3 Summary

of the Invention Thes¢ andiother elfiestsovill heavbjeapparatf fivmdhqifleseiet diamimst i on t o
provide a hi ﬂlla_tﬁeoc?eggiption of the embodiments.

According to a first aspect of the present invention, there is provided a
network computer system comprising: a first server providing access to a
plurality of client; at least one additional server controlled by said first server; a
plurality of client objects originated by said first server; and distribution means
operatively connecting said first and said at least one additional servers, said
distribution means permitting said first server to control the distribution of said
client objects between said first and said at least one additional servers in
anticipation of said access by said clients.

According to a second aspect of the present invention, there is provided
in a network computer system, a method for providing access to a plurality of
clients, comprising the steps of: originating a plurality of client access objects by
a first server, said client access object being under control of said first server;
distributing said client access objects by said first server between said first
server and at least one additional server in response to the number of said clients
that are anticipated to attempt to access said first server; providing a
communications connection between each of said clients and said client access
objects; and severing said communications connections in response fo an event.

According to a third aspect of the present invention, there is provided a
network computer system comprising: a network server; a plurality of client
connection objects created and controlled by said network server; a plurality of
client computers having access to said network server via said client connection

objects; and wherein said client connection objects are created in anticipation of




i nternet-based network systemthat rapidly adjusts for changes in the
nunmber of concurrent users. It is a further object of the®ddgbeeptoson to
provi de an internet-based network systemthat permts rapid encryption and
decryption of user data and docunentszy It is a further object of the
invention to provide an internet-based network systemthat is easily

scal abl e andﬁ%@”i butable in order to accommobdate changes in the nunber
“of network s PRy e Ut aecessing gaid neiworiogsres pad Wherpinteagmbenpipar ent from

the illustr aagfklidheobnh&Sion 8KEcts HRatE@EF SiPhdtRBkbrkE Gl R MENt S.  Accor ding
to a first aspect_ of the present invention, there is provided a network
conput er sysEEHFIEBHE gRmper of client eqmpntery expepied (d tgiurgt ascesedssaid a  plural ity
of client; atel&RStvENe additional server controlled by said first server;
‘a plurality of client objects originated by said first server; and

di stribution neaniccooheg wta foathyaspen nétiipngesdnvdntion; deretingrosiicdaat | east one

addi tional servers, said distribution neans mtting said first server
to control the'¢ %gP?PﬁtﬁﬁeﬁvﬁrB‘?m%‘agﬁt “‘6%?%8?@“5‘6 PRI d first and
“said at | easb oaser @ddiclii@Ramp@ekyLsictond funéithhidhRebli@Rafs fighd access by
said clients. According to a second aspect of the present invention, there
i s provi ded °BisFisdoraceqBiog apdmapipwlating datae gysogiated Wil dpartishlapieghs B ng access to
a plurality @fdclieh feSid i GRna0dd i gl ' a plurality
of client access obcj%g%tﬁtgrsg%@gie?%%%&i%ﬁ%r, sag%ddngﬁ%ﬁp gltélégfglss obj ect .
- bei ng under cXpertedomnder efxiegnets fgtsaidetivigropjectd by saiil lolitnit ngnmaeterd; andi ent access
obj ects by } I etween said . first .server and at | east one
addi ti onal gagdrﬁ\;%Ednfﬁ(;l}azggéé%sgg?%vettﬁg“@?‘ﬁ%&“cg?mé Ve f\éf N ﬁ?%sal hat are
anti ci pat ed dientabinpntpts tb @ chat elsisctsai d first server; providing a
conmmuni cati ons connecti on between each of said clients and said.client
access objects; and severing said comruni cati ons connections in response
to an event. According to a third aspect .of the present invention, there is
provi ded a network conputer systemconprising: a network server; a
plurality of client




~connection objects created and controlled by said network server; a
plurality of client conputers having access to said negWiclobsezdisr via
said client connection objects; and wherein said client connection objects
are created in anticipation of 27 October 2005 3a said client conputers
accessi njveeyadiset wor k server and wherein the nunber dicT/used/g449l i ent
connection-objects created by said network server is equal to or (greater
than the nunber of client conputers expected to request access to said
network server. According to a fourth aspect of the present invention,
there is provided a network conputergserver conprising: a first functional
| ayer providing interface to one or nore client conputers; a second
functional layer originating client objects for accessing and nmani pul ating
data, associated with particular tasks, by said client conputers, said
client objects being originated in anticipation of an expected nunber of
requests for said client omieppgscﬁyﬁ@ﬁj,ﬂh@mg@ormut ers; and a third
functional |ayer_responsive to said first functional |ayer for routing said
client conput er sFigered igp blogl diagipm of the potwork eommutepsystsm ipacepidnge) 85

PCT/ US02/ 13@ﬁﬂt&e&é§eﬁ&n@gﬁ&{.i ption of the Drawings Figure 1 is a block

di agr am of e network conputer systemin accordance wth the present
i.nventi dn. Fi gurBig@ei2gs adidgragshowisy taifmgtiohed 1afyers of the pahputargpstan of t he
conputer sys tﬁm of . the present invention. Figure 3 is a flow chart
Cillustrati nﬁf RPERBEEYEHONY he operation of the network conputer system of

the present inveRfh®B.is 2fowehalIBistABEban aspect of the operation of the

network computer system of the present invention.




WO 02/ 091185 PCT/ US02/ 13449 5 Description of the Enbodi nents Referring to
Figure 1, there is shown a network conputer system 10 tRatOctéteeldies a
central server 12. Server 12 is of conventional design, but it has been 5
found that a Uni sys ES7000 conputer provides the desired capabilities
needed f WO 028pf18<i ent operation of the network systempc3arsversadh? is
- operatively connected with conputer 14a, which forns a connection machi ne
or factory with individual users on the network. Conputer 14 incorporates
security functionality, including firewall 16a. |ndividual users,
represented by individual user conputgrs 18a, 18b, 10 and 18c, may connect
- to conputer 14a through a variety of nethods, but is illustratively shown
‘in Figure 1 and described herein as being via the internet, designated 19
in Figure 1. The nunber of individual users on system 10 at any given tine
may vary considerably; and may increase or decrease quickly. This

variability is shown in Fi gsérigtionsofitheExbédizlentsser conputer 18n, shown in
15 phantom System 10 nay bring additional connection machi nes, such as

~conputer 14b (vReFNg FRigre Loep is hmwna nptwopheamuytar systam Hbthels needed to
service 'ndin%luﬁé@cenﬂﬁ%%ﬁgﬁfz:;’?;!/rv@?lﬂggfco?ﬁgﬂ?fd ﬁrdegi%gﬁgﬁ%'ﬁés%g%nlo therefore

provides efficient scala to a connecti on ers as needed. In
accor darice fmthahe HeipypsdiS7O00 computer pswittes the\desited oapabilitieseedediXoi s abl e to

20 prepare f@r. client.- user requestged cqnnections before. the user
conputer ac f’%ﬁﬂewfpewh%%t??fﬁ‘%rﬁfﬁg%??‘o er?’%agé%??“aﬁﬁ? CP@e%fE%HHEI i shed by
creating, oOtonifgHr 344 Whi, fons Mﬁﬁdcﬁb@ﬂhcfﬁhﬁﬂ?%ct&& weth i RNl pdeser connection

- objects 20 with the operati ng system of server 12 at the tinme of startup
of server 19 thepeiwethyicmmnyter {4 jrsprpoxgies secartyfBpatendlithindidingct s 20 that are

registered fgwifi6d ”ﬂx&l@ﬂug%%tﬁgrﬁd}es@ﬁ}e@ﬁﬂngﬂagﬁaﬂ]se%&ﬁ‘m%ﬁ ’?r%gr of users

that are expected to request cornnecti on, a e nu of available
user oblect and;1§c.anayionnegt orcomputertit thrbagh avarbiyrof afettedpdotied users; however,

‘the number B Ghl&PhoWn i B Pl sl Blah afbSng GILRGGLES, OF Prepared s
designated 19 in Figure 1. The number of individual users on system 10 at any
given time may vary considerably; and may increase or decrease quickly. This
variability is shown in Figure 1 as individual user computer 18n, shown in

15  phantom. System 10 may bring additional connection machines, such as computer
14b (with firewall 16b), shown in phantom, online as needed to service individual
users, such as user computer 18n. System 10 therefore provides efﬁcient
sczﬂabih'ty to add connection computers as needed.
In accordance with an aspect of the present invention, server 12 is able to
20  prepare for client- or user-requested connections before the user computer actually
makes the connection request. This is accomplished by creating, or registering, a
sufficient number of client or user connection objects 20 with the operating system
of server 12 at the time of startup of server 12. The number of client or user
connection objects 20 that are registered is determined based on an estimate of the
25  number of users that are expected to request connection, such that the number of
available user objects is equal to or exceeds that number of expected users;
however, the number of client or user objects 20 that are registered or prepared is
dependent upon the available system resources of server 12. The presence of
prepared and registered user connection objects 20 allows system 10 to be

30  immediately responsive to a large number of user connection requests that all




dependent upon the avail able systemresources of server 12. The presence of
prepared and regi stered user connection objects 20 al | 0®8 Gysteedd(I0 to be
30 imredi ately responsive to a | arge nunber of user connection requests
that all 27 Cctober 2005 WO 02/091185 PCTI US02/ 13449 6 arrive at the sane
tinme. Aswiser®i1ids e connected and consume the connecti ooy eddss 20, nore
-0bj ects are created and registered to nake sure sufficient nunbers of
connection objects are available. To inprove efficiency of system
resources, a user connection is only 5 maintained for the length of tine
necessary to fulfill the request of the user. For exanple, if afileis to
be transferred, the file length is given at the begi nning of the

conmruni cation session, so that when it is determned that a bl ock of data

has been trapnsferred equal ,to the predeternmined file size, the file is
deenmed to h&TECHEYR Salfl?@ﬁ%féwseﬁ,ar%ﬁanqcﬁ-‘é apd Frnseins B cpriceliisequent | y

sever ed. By obf3fs 0o U8 b Elukud 088 S X mill kel ARy €0 cl i ent

or user objects, which permts rapid re- connections Wth users when
further act ofeanpedtion@bjctte e avaikkblm nati ng user comuni cati ons does not

adversely affect net wark' bility to respond timel.y to a particular
user's requests.rréﬁt-‘-}]rg f8§e%&E%§°§Tyé%mé§%°ﬁ°83=&i“ A SAmneso %9"1 ser if there is
' no.request aelitaihdd/fof e lehgihlot ek @Edrbsagdo Pfiil €@ rejueitiofthe udd. Byst em 10, which

utilizes TCP corimuniﬁﬂgti ons pr%rgcol s Wth users, transfers information as
packet st r eSFRIPI, if 4 file &s ta bp Henstrsid, the fledmgthis giverspidhe RpginnipgOAthe| | es shares

the sanme pagkghustiRa sloh boSR WhEH HeRletmins @b P10 &S UEE hibeey | @

connection conputers l4a and 14b, can continue a conversation with a client
as |ong astrenséarredgaenl b the predesermined file siopthe fide is deqmedde bavedrel or responses

Lo send. TogRR IR YAl ASoRRalh bR v SRRREF L o7 2
encryptiton plpese bf meineiingepapsdyclient or user objects, which permits rapid re-

connections with users when further activity is desired, terminating user

communications does not adversely affect the network’s ability to respond timely

to a particular user’s requests. Server 12 may also act to disconnect any user if

there is no request activity for a predetermined period of time.

15 System 10, which utilizes TCP communications protocols with users,
transfers information as packet streams. In this embodiment, information such as
data files shares the same packet stream with user requests, so that server 12, via
connection computers 14a and 14b, can continue a conversation with a client as
long as there are client or user requests to process and/or responses to send. The

20  above system also permits dynamic data compression and encryption by way of
distributing the creation of compression and encryption object across as many
computers or processors within the network as necessary, so that the operation of

- the operating system of server 12 is not adversely impacted or slowed. By this
process, server 12 may delegate encryption/decryption,
25  compression/decompression, and other functions to other computers or processors,
such as computer 22, that are located within system 10 in order to speed processing
of user requests and to avoid overloading the processor resources of server 12.
As illustrated in Figure 2, network computer system 10 is composed of four
functional layers. The first layer 21 is the communications layer that is responsible

30  for the TCP/IP message traffic between network system 10 and the user computers




conputers or processors within the network as necessary, so that the
operation of the operating system of server 12 is not 2#@etobet Jo05Mpact ed
or slowed. By this process, server 12 may del egate encryption/decryption,
25 conpressi on/ deconpressi on, and other functions to other conmputers or
processomE 02/08118H as conputer 22, that are | ocated w tpgirseysi@m 10 in
order to speed processing of user requests and to avoid overl oading the
processor resources of server 12. As illustrated in Figure 2, network
conput er- system 10 i s conposed of four functional |ayers. The first |ayer
21 is the comruni cations |layer that i$ responsible 30 for. the TCP/IP
nmessage traffic between network system 10 and the user conputers 27 Cctober
2005 WO 02/091185 PCT/ US02/ 13449 7 18a, 18b ... 18n. This layer 21, also

referred to_as.the atel ess request handler, supports multiple TCP
servers runﬁgﬁ"lg}%'&on %‘rr IF‘XF’FZlatﬁﬁoif%fﬂf@stﬁéﬁ@r’Bqa@leﬁ%fﬁqueﬁttha}l‘i“ﬁf’ng addi ti onal

TCP server s ghoeal Rl TUPseHRIR B 05"‘91%“&}%%%@3%5}50‘%3&“}3& gperat ion to

support the users requesting connections w

comruni cat i shlizingadditiopal T wervetsdoneted stithinahelnstwanld ae seeysaryudping t  user

comuni catigns wvia HITP applications. The .comuni cat.i,o | ayer also is
responsi bl eSP%?ﬁ/o&g? %“@P?‘ﬁggé‘ﬁ?is ’fegg%{}% W&“‘?‘fé‘f’%‘f"?lﬂ' ‘"Tc?{?rrlgs iqﬁ?'n and service

di sruptis%n cahinasikgiond laydlcapsitbitineaRs M yeeiléssiyuspottiudgsact i on | oggi ng of
user attributes, such as__user |P addresses for the conmmunications |ayer,
for exanpl eCompanigionpviaHIIP applications. Theamppuniqaiprsdayer gpoishi s transacti on

| 0ggi Ng T Ungdsh Nibieii delectithdirBsoRaH et RisfEH! ab! ©

user-rel at ed %'ranseactionsl.lllQTher gystgglr% pgléygu%gé%gdgsgﬁeo%t eghll oggi ng thread
whi ch t hen gitacksoribalsq widizesagpnebtopdusl tragsaction opgiog pfoseradiributes, ewhlay  wi t h ot her
transaction l.ons. - The s nd_functional |aver.23 is referred to as the
encryption 5%%% d%(%%}%;%g% B %3§533tr19ns§ﬂ¥f5’f’ ?%Ieéanééi ‘r%fé%ﬁ) eScf'orrpressi on

al gori t1ons geparaulxead fofthis transaction logging function, which runs in parallel with the

main executable user-related transactions. The system posts messages to the
logging thread which then performs the requested logging function concurrently
with other transaction functions.
The second functional layer 23 is referred to as the encryption and
15 compression layer. Multiple encryption and compression algorithms are supported
concurrently, including for example, 56- and 128-bit RSA cryptography.
Encryption and compression objects are created and managed dynamically based
on the number of connected users to provide fast encryption and compression of
data as needed. This layer also utilizes the Iogging thread previously described to
20 | permit asynchronous transaction logging of encryption and compression attributes,
such as user-identified encryption algorithms.
The third functional layer 25 is the broker service or transaction routing
'layer. This layer is responsible for identifying the type of user transaction being
requested, and routing that transaction to the appropriate business objects 27. The
25  business objects 27 relate to the particular type of transaction, such as, for
example, file services, email services or services related to the user's personal
information manager. In accordance with an aspect of the present invention, the
transaction routing layer routs the requested transaction to the appropriate business
object, and can accommodate the addition of new business objects which add new

30  orimproved services io the network. As an example, a new business object for a




concurrently, including for exanple, 56- and 128-bit RSA cryptography.
Encryption and conpression objects are created and nanagedcthpsadiisal |y
‘based on the nunmber of connected users to provide fast encryption and
~conpression of data as needed. This layer also utilizes the |ogging thread
previ ousWo epd8ts bed to .20 permt asynchronous transactuiusm/iseggi ng of
encryption and conpression attributes, such as user-identified encryption
al gorithnms. The third functional |layer 25 is the broker service or
~transaction routing layer. This layer is responsible for identifying the
type of user transaction being requegted, and routing that transaction to
the appropriate busi ness objects 27. The 25 busi ness obj.ects 27 relate to
the particular type of transaction, such as, for exanple file services,
emai | servi ces or. erwwc 11gelé%ted to th F%‘:er S g‘ﬁ ﬁ i nformation
manager . | n ot By i sEs HEOET S EEIR iy VEPRULSRIUPRIS ¥Rt i on, the
transaction of)@atidnlw tHeagiork. Ollie?zrahﬁeudrﬁqmﬂ@ti@ér 23 wnﬁﬂa‘ds t@idehtTy tHée

appropri ate busi ness_ object, and can accommodat e the addition of new

busi ness obf&seLioRANd seulsdido fisapBiopBste bussiesscbiect & \ihedunisstighe net work. As
an_exanpl e, uﬂglﬂ%&%'a%%ﬁh&?k&qggg‘h%]}%a&%r QhGoud MRadffBn 02/ 091185

PCT/ US02/ 1344 ew service eoconferenci ng, nmay be added,
wi t hout 3di shgglmgngccmhmnd@ms &g ,omaﬁleimﬂmévedmﬂwmmsaMItunMS%etl on routing

‘layer 25 copti.nues t.0 sact| outs it to the
appr opri at eﬂﬁglgg a%?BJ &heégnghll‘ﬁféh é’&%ﬁfﬁ@ﬁ* {‘?Ihtﬁﬂa $yer 25 al so
utilizes thaedva@gﬁ;moﬁd]na@aldﬂ&aera@gmgaﬂ@reﬁu&nw anbesdtivedk. 5 | oggi ng of
comand types, is afile involved in the transaction request. The

1 ogging thread aj@éoqf@déyefﬁ%lslﬂéﬁf&ﬁ#aw Thewata lyer isgesnengible &9 i nf or mation to
pass Det Wy i d¥ced @Y ubdh réah@k%s’w%eus%&&%ﬂ]écﬁeﬂemsq%ﬁpcy of the

network. The fourth | ayer ayer
r esponsliObl eillusfratively GSQSdMlgOMtSQIs Sewerghat: enginé which finfoursahe r equest s vi a

b US-I ness ob ip%%&p%iat%%uncggﬁa? lalyé}:yo% the requested file location within the network file

storage. For example, the file location path is provided to the encryption layer to

permit encryption of the file. In the embodiment, a copy of the original file is
made and encrypted. Original stored files are not modified. The file location path
15  is then provided to the user who requested it.

Figure 3 illustrates the processing steps that occur within the functional
layers of network computer system 10. Queuing is used to pass information
between layers. As can be seen in Figure 3, the stateless request handler (SRH) 21,
or communications layer, receives a transaction request from a remote user

20 computer 18a. For purposes of this example, the remote user 18a has requested a
file that has been stored by network computer system 10. SRH 21 passes this
request to the compression layer request queue 26 which performs the step 28 of
acquiring any necessary decompression and decryption objects. New objects are
created if needed. Decryption and decompression of any requests or data is then

25  performed at step 30. In the example being described, the request is decrypted and

' decompressed if necessary and forwarded to transaction routing layer input queue
32. From queue 32, the request is passed to the broker service or transaction

. routing layer 25, which identifies the type of transaction requested and transfers
that request to the appropriate one of the business objects 27. The designated

30  business object causes the data layer 29 to request any necessary encryption and/or



10 illustratively uses a Mcrosoft SQ Server data engine which informs the
appropriate functional |ayer of the requested file | ocati@ctodet DOOD t he
network file storage. For exanple, the file location path is provided to
the encryption layer to permt encryption of the file. In the enbodi nent,
a copy ofW@pHissssgi nal file is nade and encrypted. OR@VUsatig4%ored fil es
are not nodified. The file location path 15 is then provided to the user
who requested it. Figure 3 illustrates the processing steps that occur
within the functional |ayers of network computer system 10. Queuing is
.used to pass information between |aygrs. As can be seen in Figure 3, the
stateless request handler (SRH) 21, or communications |ayer, receives a
transaction request froma renote user 20 conputer 18a. For purposes of

this exanpl . L ennt r. 18a has requested a file that. has been
stored by ngf’[\/ﬁ%@gm%noﬁeﬁ él!rila %grfg?%uﬁﬁ#%.mﬁaﬁ}%%@égﬁtﬂfﬁr%que?atg uest to the
conpr essi on filayke filelpuivh pat e’ Givadto €t domnfuaichont keesRh &%nof  acquiring

any necessary decoppressi on_and_ decryption objects. New objects are
created if é@%ﬁﬂcmf)%'ééﬂﬁﬁqgﬁt%ﬁﬁu%ﬁ’ AFEsidd of any requests or data is

th 25 perf t 3 i ibed, th t
en per f or neghi@t aR eﬁ%vghﬁ&ﬂ&?b&ﬁ%h&g%@'-tﬁ%dﬂ@ﬁl ralclj@e e reques

i's decryff')t ed and deconpresse necessary rwar ded to transaction
routi ng ¥ ay@esciibgstin defaid inghe Bregomgainscgpions it3oyndeiswod thatrush i s passed to the

- broker service aor transaction .routjng |ayer 25 ich identifies the type
of transacti ]Sﬁu?ueo&t?g@?eesﬁu%ur?& afcrlgﬁs?f’lé\f%n n%ﬁ?tan&gjal?\éctf’%te 8°IISH%re§ppr opriate one
of the busi rsgitiohjitteing vdderstddiahatesiyahapreRrédedbidinmthaodbeat causes the
data | ayer 29 to request,K any necessary encryption and/or 27 Qctober 2005 WO
02/ 091185 P d dgsgH @@dﬁwﬁﬂ%@@é%ﬁn@ gatiopgthat viquld beapprerld t o encr ypt

and/ or  conpPbLEsull Beuf RUAE iRk inltld £t ard BSelphdigerdgocat i on path is then given

to the communications |ayer, which then [|ocates and transfers the file to
the usell who requested it. Wiile the present invention has been illustrated
in the draw ng and '




5 described in detail in the foregoing description, it is understood that
such illustration and description are illustrative in paigsheapghsar e not
"to be considered restrictive, it being understood that only the preferred
enbodi ments have been shown and descrijged and that all changes and

nodi fications that woul d be apparent or would occur to one skilled in the
art are to be protected. 10 27 October 2005 10 What is clained is: 1. A
network conputer system conprising: a first server providing access to a
pl ural i t yWhbatigrlasiedds: at | east one additional server controlled by said

first seryer, A?IetWoi‘g@OIﬂtuyerg{{lt&ch %qs?@eects originated by said first

server; and di‘striputi o S oper ely connecting said first and said
“at least one addﬁﬂs’lslami'prosﬂmge!t&;ssaﬁipluﬂﬁ@tdﬁcheﬂté on nmeans permtting said

first server to trol |str|but|on of id client objects between
said first andEEE? ?% 5%@”&8@?%%QH%PM§EFV§?¥”1n anticipation of said

access by said acﬁlmr@]nwfcl%man&saﬁmm)%@mmséteéw&yﬁdem described in Gaim
-1, wherein said plurality of client objects is to or greater in
number than saidstbuiionmaags greratively gprnectng spiling wﬁm alsags @pepdditiosale m

descri bedeiarCaai Mribu@in Iﬁeanw@sml%m bt led Eéﬁn%f thE lalsGHufon HEGRSS Said

first server via the internet etwork conputer systemdescribed in
any one oflie@ohjeetsbatwean s@id fifsh mdrreid at leastpnd sliditignad sqybars mlantigipatibn efseidy pt i on

obj ect s Orh%sﬁ?mn CR%Vsald first server and distributed by said first to
said firstan sa|& | east one additional server. 5. The network computer
systenldescrlbed in any one of Clains 1 to 3, further conprising a

plurality o npressi on objects ori gi nated said first server and
distri butzed b °§aﬁwaﬁ<fq°}r@9tewﬁt\9@rdeﬁcag%ddpa?iaﬂrrlrlswhfaﬁa saihplyrality afehigt one

addi ti onanJe%@w@quauﬁor g@a@riﬁ%mekm&pmlﬁfalﬁyﬁfcﬁgﬁtsa met hod for providing
access to a plurality of clients,

3. The network computer system described in Claims 1 or 2, wherein said plurality of clients

access said first server via the internet.

4. The network computer system described in any one of Claims 1 to 3, further
comprising a plurality of encryption objects originated by said first server and distributed by

said first to said first and said at least one additional server.

5. The network computer system described in any one of Claims 1 to 3, further
comprising a plurality of compression objects originated by said first server and distributed by

said first server to said first and said at least one additional server.

6. In a network computer system, a method for providing access to a plurality of clients,
* comprising the steps of:

originating a plurality of client access objects by a first server, said client access
object being under control of said first server;

distributing said client access objects by said first server between said first server and
at least one additional server in response to the number of said clients that are anticipated to
atterpt to access said first Server;

providing a comnunications connection between each of said clients and said client
access objects; and 7

severing said communications connection in response to an event.




conprising the steps of. originating a plurality of client access objects
by a first server, said client access object being under GetdMer 2d050f said
first server; distributing said client access objects by said first server
between said first server and at |eastjjone additional server in response
to the nunber of said clients that are anticipated to attenpt to access
said first server; providing a conmunications connection between each of
said clients and said client access objects; and severing said
. ‘communi cati ons connection in response to an event. 27 Cctober 2005 11 7.
The net hod desgygd ! -A] . rein. sai.d.plurali.t f. client objects
provi ded ?'s e‘g{ij%]lfﬂafﬂga g?sgél?ééig% g ?%Wﬁ%@rsmtdﬁgﬁa@?iPhdb%‘h??bd?ﬁ% Iffogfle‘g fi ent s.
8. The neetdwlitode gerichathumbedhan said plueality/of clilkes.ei n said first server
provi des access to said plurality of clients via the internet. 9. The
met hod described in any one of Clains 6 to 8, further conprising the step
of  provigli ng Bhehethad ddsyrildd iR CBINPb bOT WHRIGE tdiPRRt Qrved bRATRY Y581 d Tirst
server and. distributed by said first server to said first server and said
at | east Hitrla@lbtafshents Watheapterne). The net hod described in any one of
Clains 6 to 8, further conprising the step of providing a plurality of
conpression objects originated by said first server and distributed by
sai d firs¥ serVisrmethoddgscritfed i anysmewé Claimel6 g8, dualier bempisinythe sdslof i onal

Communi e GARE (RIS oF GRAR pieP RSB but  biede e ey By °

parti cul asaidfirstsetver @paRiSlirst séRer abdeaidat Rad odesdditid@lsctwrany one of Cains 6
to 11, wherein said event conprises the passage of a predeterm ned period
of time. 13. The nethod described in any one of Clains 6 to 11, wherein

sai d_event), CONHel &Bod di8eritelt lrf ddy! VB BF CRIm6 & ) Hrthef b BMsidoSAVES] of 14 A
networ k conputer system conpri sing:
: providing a plurality of compression objects originated by said first server and distributed by

 said first server to said first server and said at least one additional server.

11. The method described in any one of Claims 6 to 10, wherein said communications

conpection is maintained only so long as to fulfill a particular client request.

12. The method described in any one of Claims 6 to 11, wherein said event comprises the

passage of a predetermined period of time.

13. The method described in any one of Claims 6 to 11, wherein said event comprises the

fulfillment of a single client request.

14. A network computer system comprising;
a network server;
a plurality of client connection objects created and controlled by said network server;
a plurality of client computers having access to said network server via said client

connection objects; and




a network server; a plurality of client connection objects created and
~controlled by said network server; a plurality of clienygegyRerbers havi ng
access to said network server via said client connection objects; and 27
Cct ober 2005 12 wherein said client conpection objects are created.in
~anticipation of said client conputers accessing said network server and
wherein the nunber of said client connection objects created by said

net wor kK ser veryhSe . nunber. of .cljent conputers
expected to r\g!aéu%f?ﬂ g%lééengg&{ug%g?) %%%%&a)dril?(a&%g’rl% cipaggn 05"'7%& ﬁlﬁ%ﬁ?ﬂ%ﬁt‘m
conput er &ypesamseld getmodestrion a@l whereib e minsheeofsadalientretmtitn SESiedbds 0

creates apd. o0kt : | tign objects.,. 16. The network
conput er lg%sstem d%%?%%géxﬁa&%lq{e{%%%% Theaficler somBrirs sxpestad ) so
creat es arguesbarcess kssagbhmgpwerkserwad. deconpr essi on obj ects. 17. The network
conput er system described in Caim 14, wherein said network server also
creates and controls business objects. 18. The network conputer system
descri bedli.n dheinsteiik cothyeite isfsténh deseriBatih OMhiMl14bWErA8 SHd nORIoBE Lever gf&& eases
the functi eraI i Eigmzﬁ{? sai d network conputer system and wherein sai
creati on B8R LS grogRtioKiecsiption ebiedan ess and does not disrupt the
operation of said network conputer system 19. A network conputer server
conprising. a first functional |ayer providing interface to one or nore
client co]%putJ@PGWOW@F@W%wlqua?@iﬁmﬂﬂgwmmﬂgdnmmmsmrdms f or
- accessi NGl i i | &t wi th particular tasks, by said
client corrpﬁgggg?éﬂgg%sgﬂgﬁi gﬂ?&gﬁqg?%gﬁg%%g&éri ginated in anticipation of
an expected nunber of requests for said client objects by said client

' t ; j f | g ive.to.said first
Funeti onal™ 1 oy e A0l Qe b BEkesAeTh CRRR TN Bed o Pbulen:

creates and controls business objects.

18.  The network computer system described in Claim 17, wherein the creation of business
objects increases the functionality of said network computer system, and wherein said creation of
said business objects is seamless and does not disrupt the operation of said network compruter
system.

19. A network computer server comprising:
a first functional layer providing interface to one or more client compiEers;

) a second functional layer originating client objects for accessing and manipulating data,
associated with particular tasks, by said client com;;uters, said client objects béin.g originated in
anticipation of an expected number of requests for said client objects by said client computers;
and

a third fimctional layer responsive to said first functional Jayer for routing said client
computers to a client object.

20.  The petwork computer server described in Claim 19, further comprising a fourth

functional layer providing cornpression/decompression and encryption/decryption functionality
for said data.




20. The network conputer server described in Caim19, further conprising a
fourth functional |ayer providing conpression/deconpreg3iaxobandoos
encryption/decryption functionality for said data. 27 October 2005 13 21.
The network conputer server described ijg Clains 19 or 20, wherein said
first functional |ayer provides at |east one client connection object. 22.
The network computer server described in any one of Clainms 19 to 21,
wherein said second functional |ayer provides at | east one application
request ed2by afh¢ eawerksampetr ssmied descriladtin Claomp 19 er ), whgeinael fivett wor k
conput er - i 0. .an ne, of Cl.ai 9 to 22, wherein said
third funglt%fg%(ﬁ%f H?%g’édr&(%gg{elFﬁ?ﬂ%es&te teconméffclt}?régﬁf&t he application requested
by said at | east one of said client conputers.

22, The network computer server described in any one of Claims 19 to 21, wherein said
second functional layer provides at least one application requested by at least one of said client

computers.

23, The network computer server described in any one of Claims 19 to 22, wherein said
third functional layer determines the nature of the application requested by said at lcast one of

said client computers.




