1 A METHOD AND SYSTEM FOR PROVI SI ONI NG W RELESS SERVI CES FI ELD OF THE
APPLI CATI ON [ 0001] This application relates to the field of service

provi sioning for wireless devices, and nore specifically, to dynam c

provi sioning of wireless devices for services offered by val ue-added
service providers. BACKGROUND [0002] Current generations (e.g., "2.5G" and
"3G') of wireless nobile comunication devices include m croprocessors,

i nformation storage capability, and run one or nore software applications.
Exanpl es of software applications used in these wreless devices include
m cro- browsers, address books, and email i ents, Additionally, these
generations of wireless devices have access to a plurality of services via
the Internet. A 3G wi reless device may, for exanple, be used to browse Wb
sites on the Internet, to transmt and receive graphics, and to execute
streaning audio and/METH %éNWTWtE%BROW&QN%N@RE&ESSm er net
content to and fromwirel ess device $ERYIHiSally facilitated by the
Wreless Application Protocol (WAP), which integrates the Internet and

ot her net wor kSletjjO/ﬂTﬁbgﬁq:ng%th platforms. [0003] Before a consuner
can use a wireless device, a nu of parameters nmust be provisioned into
the wireless device in order to enabl e conmunicati on services and

applications af@oijn OTHEraphBeaflhd trél!’ﬁgsu koo el R8IV &Ing&s g@l\éloﬁ firop %i%ﬁ%? rs

within the conmmunications network. Provisioning m yp| ca y I nc
programi ng t heewiichendgwre spsgifieadlywlotdynamic areptimme qum:ﬁéﬂss dpvicep fogemims ng

the wirel ess n@ﬁm%w&mdgcg}ge%ep%wdegunber and tel ephone nunber of the

wirel ess device. Thus progranmed, the wreless device and wrel ess network
are enabled to s between the wirel ess device and the public
switched tel ep (PSTN). Provisioning may al so incl ude

[0002] Current generations (e.g, “2.5G” and “3G”) of wireless mobile
communication devices include microprocessors, information storage capability, and run
one or morce software applications. Examples of software applications used in these
wireless devices include micro-browsers, address books, and email clients, Additionally,
these generations of wireless devices have access to a plurality of services via the
Internet. A 3G wircless device may, for example, be used to browse Web sites on the
Internet, to transmit and receive graphics, and to execute streaming audio and/or video
applications. The transfer of Internet content to and from wireless device is typically
facilitated by the Wireless Application Protocol (WAP), which integrates the Internet and

other networks with wireless network platforms.

[0003] Before a consumet can use a wireless device, a number of parameters must be
provisioned into the wireless device in order to enable communication services and
applications and in order to distinguish the wireless device from others within the
communications network. Provisioning may typically include programming the wireless
device with a telephone number and programming the wireless network with the serial
number and telephone number of the wircless device. Thus programmed, the wireless
device and wireless network are enabled to carry calls between the wireless device and
the public switched telephone network (PSTN). Provisioning may also include

programining the wireless netwoik and wireless device to support one or more optional



programm ng the wirel ess network and wirel ess device to support one or nore
optional 2 features for the wireless device, such as call forwarding,
three-way calling, voice nessaging, short nessaging, email forwarding, and
pagi ng. [0004] Traditionally, provisioning of a wireless device has been
performed on the prem ses of the vendor or distributor of the wireless
device. A data port on the wireless device is used to connect the device
to a programm ng systemthat uploads provisioning data into the wreless
devi ce, such as the tel ephone nunber assigned to the wireless device, in
order to programit for use on the wrele network. Alternatively, the
wireless device is programmed through its key pad. This approach requires
the often undesirable step of provisioning the wirel ess device before it
can be delivered to a subscriber. [0005] The ability to deliver a wireless
devi ce direct | yeaftesafos b ovirclrer dwiiediouth fas resll fotvavding thioe-prapvialingn veibe
wirel ess devi cooRaKE dRs hOREAYLE SPERYRhe 4Rk hyfly TO the subscriber and

a sinplified provisioning proc S service providers can
sell their mnreless devices directly to otentlal subscri bers through, for
exanpl e, displ #p% bootTh%dl‘iI%a%;ﬁérvwa ayielgsplericeban bosp opdymefl @eomq To

facilitate suchresliseest hs 3kRBr BIOdIQH&ﬁ&Idf%e *HOSS fd%ﬁ@é Sy ) rEﬁn HRKSrcylsd €l ess
servi ces as convenient and as affordabl e as possi , ove e-air (OTA)

service provi $5EHihEsehAR conrest giulerige ta moromamESyaeR thal gplosdsmppdsioning

i nstructions agf: Ri®GdedeltQ dooik dgich he tipsut)éﬁ:ﬁh&nl? rRHGL: ésé’ignéar 568 SviRfess
activating the wirel ess device and signing up fo W reless services to

become a subscP§VIf&rin Orly t g dl for Be oBireyirdesn n%@“@fkv alterngfivigbywihe witelsbes s

devi ce and si gaevite if ﬁbgﬁﬁﬂiﬂéﬁ Qﬁo@ﬁ igi 1@}' bhdani ann%g&t Shiened o'ﬁ@ﬁdaﬁcfcs&eﬁﬂeg
"*228xx") in accordance W th wi rel ess device's instructions. D al |ng

the predet er ni'Fef PERYBRNES AR Wées\mdfé‘éwé@ioraéﬁﬂbl@ debivasesdto a getsehter-cal | y
initiates a special purpose call that connects the buyer to an operator.
The operator r@oemst sTlﬁaeabﬁlaj/ I &ﬂi@/&umtvueicﬂf@ﬁ/i’cfafdir@d'ﬂlyftb QrubRabd uyitout SCh as

ersonal inforyation, cre unber
P lmmg fo’ prov1s1on q{w w1rgless c?ewcc prcﬁw&s 1mproved speed of dclivery to the
subscriber and a simplified provisioning process. As such, wireless service providers can
sell their wireless devices dircetly to potential subscribers through, for example, display

booths in supermarkets and department stores.

[0606] To facilitate such dircet sales to potential subscribers, and to make wireless
services as convenient and as affordable as possible, over-the-air (OTA) service
provisioning was iniroduced. In OTA provisioning, simple instructions are provided to
guide the buyer through the process of activating the wireless device and signing up for
wireless services to become a subscriber. For example, the buyer can activate a new
wireless device and sign up for service by dialling a predetermined number (e.g.,
"*228xx") in accordance with the wireless device’s instructions. Dialling the
predetermined number on the wircless device keypad automatically initiates a special
purpose call that connects the buyer to an operator. The operator requests certain account
information from the buyer, such as personal information, a credit card number, and a
home billing address. When the account information is collected and the account is set
up, the operator instructs the buyer to enter a sequence of passwords, code numbers,

menu-selected commands, etc., that enable certain functions in the wireless device.



home billing address. Wen the account information is collected and the
account is set up, the operator instructs the buyer to enter a sequence of
passwords, code nunbers, nenu-selected commands, etc., that enable certain
functions in the wireless device. 3 [0007] To automate service

provi sioning even further, service provisioning solutions now allow at

| east part of the OTA service provisioning process to be perforned by
accessing a provisioning server froman unprovisioned wrel ess device via
an Internet connection. Using an Internet connection allows a wreless
service provider to consolidate service ﬁ?OV|S|on|ng applications and data
in a central repository. [0008] In addition to provisioning the wreless
device, it is also necessary to provision elenents in the wireless

conmmruni cations network which are responsible for effecting nobile

comuni cat i ons [§#7Vi cdy aatdhagppivice ptavisisingeven furthid, birnige provisionigkeletiomi |

call forwardin I rvices, etc nt s, incl ude
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mar keti ng cachet to subscribers and often

f0009] A wireless carrier or wireless network operator typically owns and operates a

wireless network including radio equipment, base stations, antennae, interface equipment,
servers, associated landlines, efc. A carrier also manages basic billing and other back-end
services needed to sell wireless services to subscribers. The carrier may sell wireless
services directly to subscribers in which case the carrier is also an SP. The carrier may
also partner with a VAR, a form of SP who sells the carrier’s services and may also
provide certain additional services. In addition, the carrier may sell otherwise unused
network capacity to one or more MVNQOs. A MVNO is an SP that does not maintain its
own wireless network (i.e., radio equipment). MVNOs may include large retailers, cable
operators, and consumer goods companies with important brands. Unlike SPs and VARs,
MVNOs offer their own unique content or marketing cachet to subscribers and often
serve specific target markets or interests. MVNOs enable carriers to attract new market
segments and thereby load their networks more fully. Carriers can devolve marketing,
sales, billing, customer relations, and related front and back office functions to MVNOs
who may provide these functions more efficiently for their target markets than can the
carriers themselves. Thus, SPs, VARs, and MVNOs have similar and often overlapping

roles.



serve specific target markets or interests. MVNOs enable carriers to
attract new market segnents and thereby |load their networks nore fully.
Carriers can devolve marketing, sales, billing, custoner relations, and
related front and back office functions to MWNOs who may provide these
functions nore efficiently for their target markets than can the carriers
t hensel ves. Thus, SPs, VARs, and MVNGs have simlar and often overl appi ng
roles. 4 [0010] One shortcom ng of present provisioning systens is their
inability to effectively deal wth service assignment conflicts between
wi rel ess devices and supporting wirel ess fhetwork el enents such as SPs'
custoner service systens. A service assignnment conflict exists when
services assigned to a wireless device differ from services assigned to

t he subscriber associated with the wireless device in an SP's custoner
service syst em[00fAE nékd shortedrhiegtdfvedeyenhandligorsey vieenass itghmenbilicond| i ct s

is increasing_.kd. oo ith the increase.in.the nunber of SPs, VARs,
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services at the individual subscriber or handheld level, control service access to a group
of subscribers or handhelds without requiring different hardware, and prevent fraudulent

use of unauthorized services.

[6011] A need therefore exists for an improved method and system of provisioning
wireless devices and services. Accordingly, a solution that addresses, at least in part, the

above and other shortcomings is desired.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Features and advantages of the embodiments of the present application will
become apparent from the following detailed description, taken in combination with the

appended drawings, in which:

[0013] FIG. 1 is a block diagram illustrating an exemplary provisioning system

adapted for implementing an embodiment of the application;

[0014] FIG. 2 is a block diagram illustrating a wireless network environment

including the provisioning system in accordance with an embodiment of the application;



appended drawi ngs, in which: [0013] FIG 1 is a block diagramillustrating
an exenpl ary provisioning system adapted for inplenenting an enbodi nent of
the application; [0014] FIG 2 is a block diagramillustrating a wirel ess
networ k environnment including the provisioning systemin accordance with
an enbodi ment of the application; 5 [0015] FIG 3 is a flowhart
illustrating general operations of nodules within a provisioning system
for managi ng subscriber services in accordance with an enbodi nent of the
application; [0016] FIG 4 is a flowhart illustrating operations of
nmodul es within a provisioning systemfor Subscriber service provisioning
in accordance with an enbodi nent of the application; [0017] FIG 5 is a
flowchart illustrating operations of nodules within a provisioning system
for handhel d service assignment in accordance with an enbodi ment of the
application; arled15] 00F8}. FliGa fovickarn itfustoatizigageneril bpesdtioas iofignodples atithons of

nodul es within t QY S i systemfor reconciling,subscriber, services
'n accor dance PR g3yt fot mandding lisschber seloielS i gt Shashor ilh ap einbaimen
not ed t hat t hr otitheptlicsttos; appended drawi ngs, |ike features are identified
by like reference nunerals. DETAILED DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS [ 0G&Qk) Theyd of ik %‘Mo%ha‘i‘ﬁhﬁéu'aﬁﬁgng&&?%hs%f'n%’hu%fs il £BAGLARGLS of
the present application does not Iimt their Inplenmentation T any
particul ar compitest fprsgbicabsri wiyicel magtienges I heowlrxsdivite ar smiradimie of the

i npl enent ed inaﬁﬂgmﬁﬁpputer progranmm ng | anguage provided that the
operating system (OS) provides the facilities that may support the

requi renents of the present application. A preferred enbodinent is

impl emented iNn[ep17]  FIG. 5 is a flowchart illustrating operations of modules within a provisioning
system for handheld service assignment in accordance with an embodiment of the

application; and,

{0018]  FIG. 6 is a flowchart illustrating operations of modules within a provisioning
system for reconciling subscriber services in accordance with an embodiment of the

application.

{0019] It will be noted that throughout the appended drawings, like features are

identified by like reference numerals.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0020] The following detailed description of the embodiments of the present
application does not limit their implementation to any particular computer programming
language. The embodiments may be implemented in any computer programming
language provided that the operating system (OS) provides the facilities that may support
the requirements of the present application. A preferred embodiment is implemented in
the Java™ computer programming language (or other computer programming languages
such as C or C++). (Java and all Java-based trademarks are the trademarks of Sun
Microsystems Corporation.) Any limitations presented would be a result of a particular
type of operating system or computer programming language and would not be a

limitation of the present application.



t he JavaTM conput er programm ng | anguage (or other conputer progranmm ng

| anguages such as C or C++). (Java and all Java-based tradenarks are the
trademarks of Sun M crosystens Corporation.) Any limtations presented
woul d be a result of a particular type of operating system or conputer
progranm ng | anguage and would not be a limtation of the present
application. 6 [0021] According to one aspect of the application, there is
provi ded a nmethod for provisioning wireless devices for use of services
offered by a service provider on a wreless network, conprising: receiving
at a provisioning systemfroma wireless device a wireless device
identifier, the wireless device having a first subset of the services;
identifying fromthe wirel ess device identifier a subscriber associated
with the wireless device, the subscriber having a second subset of the
services; and, [80R21} he Akcarditg aondnes ependf tisulypiitsion ahft iic brovelad bl halgpdnone,
one, or both o] and, secopd sub ets. of services in accordance
with conflict E’g’ggﬁm[nlgo\?lmlﬂ%s SERSE Q)ﬁ f%@°§e?f&feget}bF‘oq\‘?’ivéfgrpm‘[l 2212
Preferably, theinkthetvdrhrdoherisiag rrmen&@sat al@ﬁdv@ﬁ@xrgm&héﬂq O Reclcareyicor

both of the fi r\%‘ele%g(&:v% CC%lefseE’O%%}WSI eas d¢ g%;c\éllégglg Hle ?%g%gdfdpeﬁ%!(&gst and

second subsets for cORfTi Ct
i ncl udes tr ansmndettifying ftom thhevisésy etcefdavitieler subgeriber :Is@cﬁclde\Sﬂgﬂlelvﬁreﬂdﬁﬁ

first and seco u referably, the wirele ice
denti f1er+ e BRSO SRRl bl 4t b ok wel R AR stk
Preferably, t hmbnﬂmnﬁlwd@mtdmg insneg oz bsigth bitthe fideatdi styondwohiste of Shides in

[ 0026] Pr ef er a?(!cXI’daI’iCQ%ﬂél%%Xflll tl‘@SO{iu@i%il’l yn ormalé 11 inI‘ n%%]g?!gfé&ger VI CES. [ 0027]

Preferably, the provisioning mis op Hd service
provi der such as a val ue- added service provider éﬂVASP) [0028] In
accor dance wi t W02r t hBiefesabbe deaneshod fyghgycemprites.dyspiré exmblingnenherns, prsboth

provi ded of the first and second subsets of services, comparing the first and second subsets for

conflict.

[0023] Preferably, the method further includes tfransmitting to the service provider an

error message if the first and second subsets conflict.

[0024] Preferably, the wireless device identifier is stored in a memory device of the

wireless device,
[0025] Preferably, the memory device is a subscriber identity module (SIM).
[0026] Preferably, the services include electronic mail services.

[6027] Preferably, the provisioning system is operated by a second service provider

such as a value-added service provider (VASP).

[0028]  In accordance with further aspects of the present application there is provided
an apparatus such as a provisioning system, a method for adapting this system, as well as
articles of manufacture such as a computer readable medium having program instructions

recorded thereon for practising the method of the application.

[0029] FIG. 1 is a block diagram illustrating an exemplary provisional system 100

adapted for implementing an embodiment of the application. The provisioning system



an apparatus such as a provisioning system a nethod for adapting this
system as well as articles of manufacture such as a conputer readable
medi um havi ng programinstructions recorded thereon for practising the

met hod of the application. [0029] FIG 1 is a block diagramillustrating an
exenpl ary provisional system 100 adapted for inplenmenting an enbodi nent of
the application. The provisioning system?7 100 includes an input device
110, a central processing unit or CPU 120, menory 130, a display 140, and
an interface 150. The input device 110 may include a keyboard, nouse,
trackball, renote control, or simlar devite. The CPU 120 rmay i ncl ude

dedi cated coprocessors and nenory devices. The nenory 130 may include RAM
ROM or disk devices. The display 140 may include a conputer screen,

term nal device, or a hardcopy producing output device such as a printer
or plotter. Andg0idekidesdreinfiacievidd i 0rayeritalprdelSsifg A VOFK 100) RaRE 189, a

including an Intern connection. . The provisi.onj syste 00 is, adapted
for provisioni rrzlliglgs}) fmaﬁ’[ﬁé? é‘gfgmbg\ﬁr%éeslsgl’ghqplﬁp‘ﬁ dﬁxl?eei @gga%@‘fl\‘)é?r%keéﬁ’ﬂﬁq’ St
200(see FI Gl zr)ackb@mO&aioteTgmm,ow §iirmﬁkih ﬂ@zci:%yslthen(CIijQOIZEBMa@Qno&bd%ede\dﬁzﬁte($ySt em
or a persona nut er PC) system e CPU of .the data provisioning
system 100 is %ger{g Gt Slo{feﬁné IE%W 38“?68' —}I—WW ]1158 ’Wi“&l}‘dsegﬁl\gsggw’ 8péFk&t i ng
syst emI (not shdwmnijes. "fﬁmairi:;pm IMBMa@Q%qgQiKe a':]oioﬁif]ﬁtSr scf@%,&él'ﬂ}ﬂi%dﬂlﬁlk%e, gﬁ @hardcfo@jf?
general managenent .of t system 100.. The interface 150 nm e used for
communi cat i ng P%ﬁg% %@ﬁ%ﬁdﬁé?’ug}%fﬂg?ﬁﬁﬁr@9@?@%%5ﬁﬁﬁgﬁﬁﬁeis%%?%ﬁ?wg?%ee
FIG 2), such aswbtkecdnnécginm é{fciugﬁigaimln&sne@fcoﬁiébtﬁcab ITRe pgoatsfldﬁ[n}lgssyﬁtah 1obes
provi si oni ng syst 100.i.ncl ude i Seri.es servers an i nkCentreTM

per sonal corrpu%%‘?j %g]afo\}é’lr?vé%?nén% YRS Rxlceé%%?raa‘f”ir%‘?‘f.s netyar 6\9‘?’??38hf0§&e%yst em
100 may incl ud€@gplicati on server software (not shown), such as WbLogi c@
Server avail able from BEA Systens, hie., for devel oping and nanagi ng

g;f;g;ggt g)c/lstagm(ﬂiggt :c gfgbs%rf)(g%?ﬁiéé S;;n)?ﬂ P(fﬁor}{g}sﬁeoyge@\%r %ys%[n? o g'georsorﬁglycoin{%%!ey de a
(PC) system. The CPU 120 of the data provisioning system 100 is operatively coupled to
memory 130 which stores an operating system (not shown), such as IBM Corporation’s
O8/2™, UNIX, etc., for gencral management of the system 100. The interface 150 may
be used for communicating to external data processing systems through a network (see
FIG. 2), such as the Internet. Examples of suitable platforms for the provisioning system
100 include iSeries™ servers and ThinkCentre™ personal computers available from IBM
Corporation. The provisioning system 100 may include application server software (not

shown), such as WebLogic® Server available from BEA Systems, Inc.,, for developing

and managing distributed applications.

[0031] The provisioning system 100 may include a database system 160 for storing
and accessing programming information. The database system 160 may include a
database management system (DBMS) and a database and is stored in the memory 130 of
the provisioning system 100. It will be appreciated that the database system 160 may be
shipped or installed without the database to or by end users. In general, the DBMS is
adapted to read a query generated by the provisioning system 100 in response to a request
for information submitted by a user typically through a user interface. The DBMS then
executes the query against the database and provides a query result to the provisioning

system 100 for presentation to the user. It will be appreciated that the database system



and accessing progranm ng i nformati on. The database system 160 may i ncl ude
a database managenent system (DBMS) and a database and is stored in the
menory 130 of the provisioning system 100. It will be appreciated that the
dat abase system 160 may be shipped or installed wthout the database to or
by end users. In general, the DBM5S is adapted to read a query generated by
the provisioning system 100 in response to a request for information
submtted by a user typically through a user interface. The DBMS t hen
executes the query agai nst the database and provides a query result to the
provi sioning system 100 for presentation&o the user. It will be

appreci ated that the database system8 160 may be stored in the nenory 130
of the provisioning system 100 or stored in a distributed provisioning
system (see FIG 2). [0032] Exanpl es of suitable DBMSs include the

Oracl e(g) and DR Ty Weisweedsal the Dehalbadd Mathageresidnipy stem prtoduedrsd in a

~avail abl e fromdgr%ﬁ{egy%m%%{n%ﬁsgg %g }é]tqli%e Cor poration, respectively. The

DBVS is a software n the actual database (i.e. the
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provi si oni ng s%,gqt@ﬁfq}ml e chgquq—]g’[mpieq)wf data The standard database query language for

dealing with relational databases implemented by most commercial DBMSs is the

Structured Query Language (SQL).

[0033] The provisioning system 100 includes computer executable programmed
instructions for directing the system 100 to implement the embodiments of the present
application. The programmed instructions may be embodied in one or more software -
modules 170 resident in the memory 130 of the provisioning system 100. Alternatively,
the programmed instructions may be ecmbodied on a computer readable medium (such as
a CD disk or floppy disk) which may be used for transporting the programmed
instructions to the memory 130 of the provisioning system 100. Alternatively, the
programmed instructions may be embedded in a computer-readable, signal-bearing
medium that is uploaded to a network by a vendor or supplier of the programmed
instructions, and this signal-bearing medium may be downloaded through the interface

150 to the provisioning system 100 from the network by end users or potential buyers.

[0034] The CPU 120 of the system 100 is typically coupled to one or more devices
110 for receiving user commands or queries and for displaying the results of these
commands or queries to the user on a display 140. For example, user queries may be

transformed into a combination of SQL commands for producing one or more tables of



the programmed instructions may be enbodi ed on a conputer readable nmedi um
(such as a CD disk or floppy disk) which may be used for transporting the
programmed instructions to the nmenory 130 of the provisioning system 100.
Alternatively, the programred instructions may be enbedded in a
conput er -readabl e, signal-bearing nediumthat is uploaded to a network by
a vendor or supplier of the programmed instructions, and this

si gnal - beari ng nmedi um may be downl oaded t hrough the interface 150 to the
provi si oning system 100 fromthe network by end users or potential buyers.
100341 The CPU 120 of the system 100 is typically coupled to one or nore
devices 110 for receiving user conmands or queries and for displaying the
results of these conmands or queries to the user on a display 140. For
exanpl e, user queries may be transfornmed into a conbination of SQ
commands for prggucdatgwhine mey bebrcerpbalBdes ond orf9more display paat forwindsehativayo be

i ncor porated i L spl ages f resentation to he yser.
The CPU 120 | s%’ceg{}%r The ?gbﬁéﬁﬁsrc@“%%%r ‘g?m%%ﬂ?%?%"ﬂ’&alﬂwéé?%‘"’é“l‘?é 25 87 dat a
such as base t abihes bose teblest eradirttahindbes ssdicds vasvswir@Evadrales ity estntiakbiese As
mentioned, the . i_ncl.ude vari ety of storage devices

i ncl udi ng inteﬁﬁgﬁgﬁ%ﬁ%#gygﬁd%egxa&?ﬁéﬁ%ﬁ§¥§(§¥%?h 8M§V§F%§P%Yn§FF§ﬁ&%d in
a hi erarchy of estwplages sisragndeicsipathngal inhds@archkof di@bd A vhbie@stddd o hdIO35] A
user may inter agh. MR 4he provisioning system 100 and its software
nmodul es 170 using a graphical user interface (GU ) 180. The GU 180 nay be

Web- based and may be used for nonitoring, managing, and accessing the
provi si oni ng sY¥8&m Aowser @ysingrest svifip thet wdvisigniop rersem of¥dr ai ity sssrens
and provide a giognbyrof QiR orphibARENARIES (%tﬂf?@h%e%@oﬁ% rﬁ%&%@%ﬁ
execut e appl I catlion prograns manage. COITpU_t er | ES,' an per. rm ot her
functions by sktsetindpay ecwest foamopidpsingswimaging.omd akasswme thaprovisionisg swteni t ens
froma menu t hygu@uvsR Qbp@Rd s fa'ap% O ARV A6 SHE Aplly RHEE
110. In general, a GJ is used fo convey Information to and receive
commands which enables a user to choose commands, execute application programs, manage
computer files, and perform other functions by selecting pictorial representations known
as icons, or items from a menu through use of an input or pointing device such as a
mouse 110. In general, a GUI is used to convey information to and receive commands
from users and generally includes a variety of GUI objects or controls, including icons,
toolbars, drop-down menus, text, dialog boxes, buttons, and the like. A user typically
interacts with a GUT 180 presented on a display 140 by using an input or pointing device
(e.g., a mouse) 110 to position a pointer or cursor 190 over an object 191 and by

"clicking" on the object 191.

[0036]  Typically, a GUI-based system presents application, system status, and other
information to the user in "windows" appearing on the display 140. A window 192 is a
more or less rectangular area within the display 140 in which a user may view an
application or a document. Such a window 192 may be open, closed, displayed full
screen, reduced to an icon, increased or reduced in size, or moved to different areas of the
display 140. Multiple windows may be displayed simultancously, such as: windows
included within other windows, windows overlapping other windows, or windows tiled

within the display area.



fromusers and generally includes a variety of GU objects or controls,

i ncluding icons, toolbars, drop-down nenus, text, dial og boxes, buttons,
and the like. A user typically interacts with a GUT 180 presented on a

di splay 140 by using an input or pointing device (e.g., a nouse) 110 to
position a pointer or cursor 190 over an object 191 and by "clicking" on
the object 191. [0036] Typically, a QU -based system presents application,
system status, and other information to the user in "w ndows" appearing on
the display 140. A window 192 is a nore or less rectangular area within
the display 140 in which a user may view daff application or a docunent.
Such a wi ndow 192 may be open, closed, displayed full screen, reduced to
an icon, increased or reduced in size, or nmoved to different areas of the
di splay 140. Multiple wi ndows may be displ ayed sinultaneously, such as:

wi ndows i ncl udé@7iv t G Dishe bloek didemws, ilvétndeys vawest agponge®irbhenini2z0alowns,

ai agram 111 ust Sl Bevbrodfiebes Relm oo Frenhise Bbon PRERERG e
provi si oni ng syspliemichO@n IRGagc dredanadonhd Rysdin aobdsilsRrd Wfthih he distributed
application. In FlG .2 the ovi si.oni,ng system 1 is located within a
bcihus il ok TR LA T Bifadd S St
client sys 1 at@nshipsinoBhent te3y e age e obda ase
system 230, and r‘%cgwljﬁé Srm,bi Iﬁ d@Ea sef. vifce S PE,’/PS%E Eéls efn 222. g]f cour se,
the functional Ity of t PRr Ry 24y St s e WeBonadi € ‘§@§T%ﬂ?2§§ﬁ‘%ﬁM
dat abase syst enic@Bystcan28PVRS! satsifaeimy2E22 230yaddePNIDS Isydladl 22 Whiah iba idch@ed

provi sioning s .. 0038]. The CRM dat abase system 230 i ncl udes
servers for stﬁﬁﬁﬁg&é%%”%%%“ %%%ﬂnﬁgubscriber billing, service provider

and related informati on. The CRM dat abase system 230 may include CRM
appl i cations alf#38nt eFlr CBYM detslnae ewtepl adhinsld¢sERPYera ppl stongi adsiccaaviag | abl e

from SAP(1)  AGubIfieFilYnd akARASRoRYG! &I GRa FRNGLALE SThb W4 S PRE SRS
230 may include CRM applications and enterprise resource planning (ERP) applications
available from SAP® AG. The CRM database system 230 generates invoice messages
250 for service providers 214 (i.e., carriers, VARs, MVNOs, and other SPs). The
provisioning system 100 is coupled to the CRM database system 230 and passes updated

and newly created service contract messages 254 to the CRM database system 230.

[0039] The Web client system 228 includes servers for providing an Internet-based
email interface for wireless device subscribers. Through the Web client 228, email is
directed to wireless devices or handhelds 210 over the wircless network 212. The Web
client 228 allows subscribers to add email account services for operation through their
wireless devices 210. Email is redirected wirelessly to subscribers’ wireless devices 219
so that subscribers can send, receive, forward, and reply to messages wirelessly. In
addition, the Web client system 228 allows subscribers to access their email account over
the Internet with a landline-based PC. Each SP 214 may have its own Web client system
228 site (1.e., a “Web client site™) for its subscribers. Services provided by the Web client
site arc configurable based on the SP 214. Advantageously, not only can carriers access a
Web client 228 site to manage subscriber setting 246, but so can VARs, MVNOs, and
other SPs. The Web client system 228 is coupled to the provisioning system 100 for

exchanging enable/block service access messages 252, 253.



250 for service providers 214 (i.e., carriers, VARs, MVNCs, and other SPs).
The provisioning system 100 is coupled to the CRM dat abase system 230 and
passes updated and newy created service contract nessages 254 to the CRM
dat abase system 230. [0039] The Wb client system 228 includes servers for
providing an Internet-based enail interface for wrel ess device

subscri bers. Through the Wb client 228, email is directed to wreless
devi ces or handhel ds 210 over the wireless network 212. The Web client 228
al l ows subscribers to add email account services for operation through
their wireless devices 210. Email is rediliected wirelessly to subscribers'
wi rel ess devices 210 so that subscribers can send, receive, forward, and
reply to nessages wirelessly. In addition, the Wb client system 228

al | ows subscribers to access their email account over the Internet with a
| andl i ne- based [mm Eadhe SeH’a;Zs’l_y@ten‘ﬁmmﬁaw&ddstsﬁw@:\éﬁoﬂ%ﬁhs&hﬁr@ﬂhfo‘wgtoﬁrBetv&ZB site

(i.e., a"Wb i ent. .si.te for..its supscribers. Services provided by the
Wb client sit C%?‘ESI?:IB% ?%‘ﬁ?’a@f’ém FUEPsSH5vieRS 18 pva the W ﬂ%%ﬁ?%@gbg‘&t éf’ not
only can2£c1 gr r Ib @issusariCabsge, dhe Wibdless nbtentk 228 gtdeﬁliségwﬂwTﬁgI%pﬁtg&alcuyiahﬁfner
settin S client

228 i sgcoupl edliil %E lﬁg‘r%‘fggﬁsﬁegﬁls}‘f”éc’%%gﬁptg?‘hﬂiedﬁo‘f‘ﬁf’mn%%yéﬁa Py RSt o tﬁ%l ock
servi ce access m&sa@esorﬁﬁm T&b ZelaylshstenQQ4 Bindlh @ veedtayr BYSE@MbRZ2Hiohot udes
servers for trans ‘Izi}g Jgnfo [,rat jton gqet ween the row Si ogsg? syst m 100
and wirel ess dé&V S%ré $S Ve lay RESIR 2 @ggver?é?%?% DHFSISALS “SYTGPUEE

above, the w rétess 2@tandphsselPedesmeenes &l thy ppoviashigns seper@t adrdiyn,ahe
carrier 214. 1t | e rela m 226 that the i si,onin
Cystem 100 15 BisulshalrbegHER 00 eE BbaRAR RS rt e ra 230 o bEaHRT 6

handl es a vari etsyenof26l ow | evel operations for subscribers 210. The relay
system 226 receives registration nmessages 258 fromwrel ess devices 210

and passes t heﬁ@4ﬂessggc@lsspt ﬂﬂlﬁ? a B%rﬁgx' %\lstgg 83 %&E?n%% Whlcﬂ i gotugfeg ’toz%he

provi si oni ng system 100 passes ena Servi ce access nes
the relay syseaH§r2P®isioning system 218. The carrier customer service system 216 may be similar

in component configuration to the provisioning system 100 (see FIG. 1). The carrier
customer service system 216 provides the carrier provisioning system 218 with activate
subscriber messages 260. In turn, the carrier provisioning system 218 provides activate
network service messages 240 (o the wireless network 212 for transmission to the
distributed provisioning system 224 and/or wireless devices 210, In addition, and as
mentioned above, the carrier customer service system 216 of the SP 214 receives invoice
messages 250 from the CRM database system 230. Furthermore, the carrier customer
service system 216 provides manage-service configuration 261, subscriber service
provisioning 262, and handset service assignment 263 messages to the provisioning
system 100. Moreover, the carrier provisioning system 218 provides subscriber service
assignment 244 and handset service assignment 242 messages to the provisioning system
100. Lastly, the camrier customer service system 216 provides update Web client site
subscriber settings messages 246 to the Web client system 228. Note that additional
options beyond activation and service assignment are available to carriers including, for

example, suspend, resume, deactivate, modify services, modify subscriber data, etc.

[0042] The PMDS system 222 includes servers for providing data services for

wireless device subscribers. Through the PMDS system 228, data is directed to wireless



[0041] Each SP 214 has a carrier custoner service system 216 which is
coupled to a carrier provisioning system218. The carrier custoner service
system 216 may be simlar in conponent configuration to the provisioning
system 100 (see FIG 1). The carrier custoner service system 216 provi des
the carrier provisioning system?218 with activate subscriber nmessages 260.
In turn, the carrier provisioning system 218 provides activate network
service nessages 240 to the wirel ess network 212 for transmi ssion to the

di stributed provisioning system 224 and/ or wi rel ess devices 210. In
addition, and as nmentioned above, the carlkier customer service system 216
of the SP 214 receives invoice nessages 250 fromthe CRM dat abase system
230. Furthernore, the carrier custonmer service system 216 provi des

manage- servi ce configuration 261, subscriber service provisioning 262, and
handset servi cde‘as@iljﬂ et the 68rchessagas 210, Tireprpyiavnisg eystang 1006 ystidem the0.

Mor eover, the .Sk ani stem 218 provid subscri ber service
assi gnrrent 244(1\')§{nl§1s ﬁfswﬁ ?"Vétlle1 re{}?b@gblgéc s hcﬁﬁﬁ“tessiﬁ(’fsﬁggssiséges to the

provisioning system 100. Lastly, the carrier custoner service system 216
provi des updat é0048b c i enstatigitusing thebsestdharsest systiys 21esFages cadeg irovia he

Veb client systeggafed '\Q&refntt%%& 2019k 14Nk red Q[B‘BYiﬁgglﬁ %%¥§89 ﬁﬁtéoVﬁ%ﬂaBQ and

service assi gnmant are aval to carriers Inc exa
suspend, resunBroviwagiagpace, ofntbelt f@%p@:evws@e@ibcmahtfsy thmdaﬁubutttﬁeprowialpang etc.

[0042] The P %Swm%%%zaﬂ ﬂ%ﬁ%ﬁﬁﬁ%& &B%ﬁé?ﬁ axﬂf\gl\fnél%ggw%a 18 s3REY ges for

wi rel ess devi ce subscri bers tais |récted
to wirel ess 12Pprogisngeawil faro amshing reﬂ«’ﬁ@ Wm@Ipéyﬁlmmvmdwt@IQCWlmelnwfml %¢ oni ng

system 100 proyj@®sted {ﬂ?ows%}{@é S¥Shamh %2; EI i CEBL%/ r@is‘ﬁ%ﬁal?z@(ﬁ gl!l Gt %ﬁ(‘f’ €ss

messages 255. [00431 I'n operatiron, using service systens
216, SP users &aricesder wirelgssaleviges\aph bragiesc; has@eldis nbeBP ay frovidehmodpisnipg but ed

provi sioni ng s¥f RMAniRs TRAGES bRERYIsSVRE! §1@h APRER! s%n&%EmE??éférreH% pective

subscribers. Thus, the distributed provisioning system?2 acts as an
i nter medi ary betlvewldedmvio proxiders ﬁéﬂ’@s@fd@viﬂﬂ:@lezsmﬂ%mgcb@ brelprended and

offered by other SPs to their subscribers.

{0044] In addition, enterprises 220 may have their own enterprise server system 221
for providing wireless device 210 based email services to their employee subscribers. The
enterprise server system 221 is managed by the enterprise 220. It is coupled to the relay
system 226 and though the relay system 226 to the wireless network 212. The enterprise

server system 221 receives synchronization messages 257 from the relay system 226.

[0045] Enferprises 220 may also have a dedicated “prosumer” server system (not
shown) integrated with the distributed provisioning system 224 for providing wireless
device 210 based email services to their employee subscribers. A prosumer (also referred
to as professional consumer) server system is system having specifications which fall
between those of professional systems at a higher end and consumer system at a lower
end. In this case, the prosumer server system is managed by the VASP. It is coupled to
the relay system 226 and though the relay system 226 to the wircless network 212. The
prosumer server system receives synchronization messages (not shown) from the relay

system 226.



providing email forwarding, related billing, provisioning, and other
services. In effect, the distributed provisioning system 100 is a form of
SP providing specialized support and services for wirel ess devices such

wi rel ess handhel ds. An SP may provide provisioning and related services

t hrough a branded service. Such SPs are sonetines referred to as

val ue- added service providers (VASPs). O course, the service nay be
re-branded and offered by other SPs to their subscribers. [0044] In
addition, enterprises 220 may have their own enterprise server system 221
for providing wireless device 210 based enddil services to their enployee
subscri bers. The enterprise server system 221 is managed by the enterprise
220. It is coupled to the relay system 226 and though the relay system 226
to the wireless network 212. The enterprise server system 221 receives
synchr oni zat i onfit0#8s s ages abat of Hemréshe apgicayonsyehenthe 28lity Jdf 804d1l tkRbfopr i ses
220 may al so have a i ' ver.systen1gnot h

ve agemCMe ;%mww%V_SW fich &m)
i ntegrated wit A°CHe™AFEY PR SBHEUFEY SHPHG Seyist amepaust srilistoln gy
wi rel ess (dlevi de ?b@isibgjﬁgdyﬂmii 1oos]gnaviqeese :pﬁ:s&nh&bﬁlicﬁtm‘l pxRRlcs WbsehodRrS. A
prosuner (also referred to as professiognal copsymer) server. systemjs
syst em havi ng g%nglé)l PRSP ol AT PSP IO?&BQP%MIS'h@%emBY‘SIB‘PI% é@?fl’onL b
systems at a hiheéy uesddbarstts CXIASWMRLvAY/AlagdPebactvat©WabscriBdi Cservlides t Béisic€ase,
t he prosuner server syst n1|s.nan%$edk§§gﬁpg%VASP.,IL IS Fled to. the

_ ou
relay system 298 ARGt Ko TP HEOPRE 55 4 &% apivaling agd Paraslig sRRISKHY k
212. The pr ostaetheskave libssiytst e The @i keminrgERah Q00,238 ipesvid¥e §8agesy ¢iiot
shown) fromthe,rel ay. system 226. 13 . [0Q46] One aspect of_the pr.esent
ool bat i on extionbisPHive “SRES s it ere, sTurR SOPCEen e HALSSERYI ces
and to dynam csisteyn HOs2dabsogeswides ulgsisheg MtBlionaedthdsi t6 tige. CRM dgRbeEt ajstem t he
orovL 2 onLne, =¥ BTHRR, e PR PRET e APBLGL SOeBHR S B I 0
provi si oni ng sydueahidt@fhces Gi2d a3 HTNEe&XMIy, ablPWNIL4ort &Ps 214 and subscribers to use.
activate/ rmnagﬁ/lu(g,e ﬁl]%tplre\éggteapghlc%agnr I;}i%%fdess gﬁsvﬁlczle%iih gz? riﬁ/clre%ged level of confrol and

management of wireless device 210 subscribers.
[0047] The expressions defined below will be used in the description to follow:

I “Default XML/Web Subscriber Services™: If no service is specified
through the Web or XML interface 216 when a transaction is
submitted, a default service is implicit in every request. This setting is

managed as an element of the SP’s service configuration 261.

2. “Default Registration Subscriber Services™: If no services are enabled
for a particular subscriber when registration 258 occurs, the default
registration service (or services) are assigned. This setting is managed

as an element of the SP’s service configuration 261.

3. “Default Handset Services™: If no services are assigned for a particular
handheld 210 when registration 258 occurs, the default handset service
(or services) are assigned. This setting is managed as an element of the
SP’s service configuration 261. Default handset services may be based

on device type, manufacturer, software revision, etc.



subscri bers use the provisioning system 100, 224 for activating and
managi ng services that they have subscribed to. The provisioning system
100, 224 provides the VASP with adm nistrative capabilities for managi ng

t hese service subscribers. The provisioning system 100, 224 al so provides
subscri ber activation records to the CRM dat abase system 230 for billing
pur poses, etc. Furthernore, the provisioning system 100, 224 provides
external interfaces such as HTM,, XM., and WML for SPs 214 and subscri bers
to use. Thus, the present application provides SPs 214 with an increased

| evel of control and managenent of wirel éés device 210 subscribers. [0047]
The expressions defined below will be used in the description to follow 1.
"Default XM./Web Subscriber Services": |If no service is specified through
the Web or XML interface 216 when a transaction is submtted, a default
service is inmplicit inr evefServiedquesiciliaibi socees tvhﬂgsei'\&ccs m&@adacﬁﬁat&l‘lfor

el ement of the SP's service ¢ uration. 26 e lstrat
Subscriber Services": I|f no S@%V%%e?“%r@”@ﬂ ﬁ%da P@W %H éyﬁ frafe ¢
subscri ber when registrati smbscﬁﬁa&/f@mthgxst&hfg xef seite reécﬁagihaiﬁdraha}%ve&e& vi ce

(or services) are assigned, This n managed .as.an elenent of the
SP's service configuration Y&t 3! @ %F%ﬂllfquﬁﬁr?ggﬁfm%@f’wnéég"Cnsulr‘f SHyce

services are assigned for acgaistupdaddappropanehel d 210 when regi stration 258
occurs, the default handset service (or services) are assigned. This

setting is managed assan el N Vi nf | i 261
Defaul t handset services né@ﬁﬁﬁ‘%gé“% %CW ‘%P§§&H§%§)&§%hﬁ%§%?§%%3?‘°
sof tware revision, etc. 14ettings “Sedaicted JTQecaomderibaIt poh'h Ipedigt S1ivh&avice

servi ces have been activatg?9£§ gﬁgiqﬁlpg&m% %@?'%G@gc&ﬁmﬁrggﬁﬂﬁ?ld

e
210 prior to the subscribe set regrs
reconciliation may reveal pglicy information.
6. “Service Conflict Resolution Policy”: SPs have the ability to decide
whether a service conflict results in the handheld 210 or subscriber
service assignment taking priority. This setting is managed as an

clement of the SP’s service configuration 261,

7. “Handheld Service Type Assignment”: SPs can determine the default
service type for their handhelds 210. By assigning a service type to a
handheld 210, the SP is able to determine the provisioning experience
the user will have on their handheld 210 when first turned on. SPs
have the ability to change the service type assignment for any

handheld 210 at any time.

8. “Service Access Control”: Service access confrol provides SPs with
the ability to manage and control the services their subscribers have
access to. By using service access control, subscribers can be limited
to a particular service, regardless of the wireless handheld 210 they are

using.

9. “Enterprise service”: Enterprise service subscribers (i.e., enterprises
220 having an enterprise server system 221 and their subscribers) have

their wireless cmail service enabled through their enterprise’s



service conflict or may require additional actions to ensure service

access i s updated appropriately. 5. "Service Conflict": Service conflicts
occur when conflicting service settings are detected for a subscriber and
a handset 210. Service conflicts are resolved by applying the SP' s service
conflict resolution policy information. 6. "Service Conflict Resolution
Policy": SPs have the ability to decide whether a service conflict results
in the handhel d 210 or subscriber service assignnent taking priority. This
setting is managed as an elenment of the SP's service configuration 261. 7.
"Handhel d Service Type Assignnment": SPs cdfA determ ne the default service
type for their handhelds 210. By assignhing a service type to a handheld
210, the SP is able to determ ne the provisioning experience the user wll
have on their handheld 210 when first turned on. SPs have the ability to
change the service type assif@mamint tebidologpYIT)hapahednd R1&hat waay dniciRise 8.

"Service Access Control": Service access. contr ol rovides SPs with_ the
ability to manage and cont 0% 85§%ﬁ§?%B@MBﬂﬁg?mgﬂﬁgﬁwpﬁgH?Q%ﬂﬁﬂdﬁﬁﬁess

to. By using service accesslichimntdi®hssigheth&Cihi REESricARrAS tybfhieadt piodidad

particular service, regardless of the wireless handheld 210 they are
using. 9. "Enterprise serv‘fvgkéaqu’f':’ﬁ‘ishé 'l?a??é’r%vésr‘%l%gem%tﬁ%gélf’?rbaé’méat P e.,

enterprises 220 having an enterprise server system 221 and their
subscri bers) have thdir wikredumssseensi’'| Pre@mer seviersabdceiblert firequgthrptifve 220

enterprise’s 15 i nformati g, eehnelagvicheyASPaR TR sunkingk Flve "REAS
wireless email service enabled through a handheld-based provisioning
model, providing an easy to use method for subscribers to set-up their
email service. Handhelds 210 that are assigned to the prosumer service
type are provided with the handheld-based provisioning methods as

configured by the SP at the time of handheld activation.

[0048] FIG. 3 is a flowchart illustrating general operations 300 of modules 178
within a provisioning system 100, 224 for managing subscriber services in accordance
with an embodiment of the application. Handheld service type assignment and service
access control arc both managed through the provisioning system 100, 224. SPs 214 can
use either the HTML or XML interface to manage their subscribers and their handhelds
210.

[0049] SPs 214 manage their profile and default settings through their customer
service systems 216 which include Web interfaces to the provisioning system 100, 224.
Interfaces are provided to allow for the management of service setting profiles and for
the configuration of service conflict override rules. Override rules are used to
automatically resolve service conflicts between subscribers and handhelds 210 when a
manual override is not specified. Override rules can be specified at the subscriber or

handheld level or at the individual service level.

[0050] At step 310, the operations 300 starf. Users such as SP managers and
administrators have access to their profiles through the provisioning system’s Web
interface 216.



servi ce does not use a handhel d- based provisioning nodel. Handhel ds 210
that are assigned to the enterprise service type are not provided wth any
handhel d- based provi si oni ng net hods upon activation; 10. "Prosuner
service": Prosuner service subscribers (i.e., enterprises 220 having a
prosuner server systemand their subscribers) have their wreless enai
servi ce enabl ed through a handhel d- based provi sioning nodel, providing an
easy to use nethod for subscribers to set-up their email service.
Handhel ds 210 that are assigned to the prosuner service type are provided
wi t h t he handhel d- based provi si oning nethdfls as configured by the SP at
the time of handheld activation. [0048] FIG 3 is a flowhart illustrating
general operations 300 of nmodules 170 within a provisioning system 100,
224 for managi ng subscriber services in accordance wth an enbodi nent of

t he appl i cati of05HandAekilpsIA0y B30e 344,[360.259] JTopests andnsesyddalt ragaessn
control are both managed thrg%%? hQitggo isioning.systen1100, 224.VSP§ 214
can use eithef t R’ "G T ETY AL SPY RS PARET SEURSTIIBRIY and

t hei r handhel dsetti@i0maj048gistGRsn Dbhciepnagsaect fetice Psodf cktthganghddef astlice
settings throu?qﬁﬁggggmggst?ner seryuce systens 216 which include Wb
interfaces to the provisﬂb%ﬁ%ﬁ&§?gﬁgﬁ?¥oo, 224. Interfaces are provided to
al l ow for the nanagenent of service setting profiles and for the
configuration §05%er vAtetapodBl,i te opeeationd @00 udnds witlvibe r caotgpletioh esf ameicased

to automatically..tesqlbve vice conflicts between subscribers and
handhel ds 210 aéﬁ a ﬁéhﬁ%@%bverride is not specified. Override rules can

be specified at the subscriber or handheld |evel or at the individual
service | evel . [(1%8850] Ofer atnsgs p{ghe prrsend pepliriionarosdi syarlt mpysengnisieh as
SP managers angireld@Nidics teAQr ﬁow@aéﬁing%%ﬁow TG EseR! Qfpit&Rnt F6AGN, t he
provi sioning systemis Wb, interface 216. _ L
generic provisioning system 100, 224 that supports service provisioning and access
control on disparate networks including CDMA (Code-Division Multiple Access), GPRS
(General Packet Radio Service), Mobitex, and Motorola’s iDEN (Integrated Digital
Enhanced Network) and DataTAC™ networks. The present application provides SPs 214
with means to control service access without requiring additional development or
processes. The present application provides SPs 214 with means to restrict access to
services at the individual subscriber or handheld Ievel, The present application provides
SPs 214 with means to control service access to a group of subscribers or handhelds
without requiring different hardwarc. This addresses the “two SKU problem”, that is, the
problems created when an SP must maintain more that one stockkeeping unit (SKU) for a
handheld 210. Finally, the present application helps prevent fraudulent use of
unauthorized services without introducing any additional development or processes on

the part of SPs.

{0054] In more detail, the provisioning system 100, 224 provides generic interfaces
216 to SPs 214 that are independent of any specific network technology. These interfaces
include a standards-based business-to-business (B2B) interface (c.g., WebService with
SOAP, XML, etc.) as well as a Web interface to manage their subscribers, handhelds, and
account profiles. Each SP 214 is able to define unique identifiers for their subscribers and
handhelds 210 based on the parameters inherent in ‘their technology. For example, if an

SP is GPRS-based, then it may use network-specific identifiers such as IMSI



16 [0051] At steps 320, 330, 340, 350, 360, 370, users can manage default
registration service profiles, manage default Wb/ XM. service profiles,
manage servi ce nanagenent settings, nanage registration policies, manage
servi ce book settings, and set service conflict resolution policies,
respectively. [0052] At step 380, the operations 300 end with the

conpl etion of service nmanagenent processing. [0053] O her aspects of the
present application provide several inprovenents in wreless device
service provisioning as follows. The present application provides a
generic provisioning system 100, 224 that 1upports service provisioning and
access control on disparate networks including COVMA (Code-Di vi sion

Mul tiple Access), GPRS (Ceneral Packet Radio Service), Mbitex, and
Motorola's MEN (Integrated Digital Enhanced Network) and Dat aTACTM
networ ks. The gheseibnapotile fubanibar kivhtles ISBS Adderaivh tdircdBansd [@nEHAaY, r ol

service access W t ui Lin ditignal develo or .. progesse The
present appl i cé\%fgl %ﬁﬁg r(lg{ﬂg sé%@gl gl%t&g%}'aﬁ hgﬁ’é’é‘fﬁ% IjP‘éﬁ?qgﬁefo{()’ aé?,dg%"s %}?’@‘I
servi ces at t hélntengiiviad 0ddbils Hhmiphicheldeattity)h anels eletvdrieviekific TIatieR seN then
application pr%yi e acces

es SPs.214 wth neans to_control servi, tp a
group of subscrﬁB{%go3Pmﬁgﬁﬁﬁﬁﬁ%§3m&ﬁPﬁzﬁtapﬁgﬁﬁ??%ﬁad???gﬁﬁﬁPnWﬁaﬁ%g?e.
Thi s addr esses ubiversdlt awoesSKidnpslokl endentrdlinad pbist (tdiethe preRb! 888BmceEALi@dihwhen
an SP nust maintain nore th ockkeenpi unit (S for a_.  hanghel d
00 Final 1y Pl ol RSt 3 28, PRnernot Bt et Ghetiedae
unaut hori zed sesnfigoRgomi dnkotit mappiRpdbavag AdyoRAgédifio nehtifley eho pmpaierior
processes on . part..of . SPs. .[.00%4],. In nore detail, e ovi si oni ng
syst em 100, 22%Q§?€§Fag§"8@#%?#%mPﬁf%?¥Qﬁggwmﬁﬁﬁgfﬁmﬁﬁia%iﬁ{that are
i ndependent of ané specific network technol ogy. These interfaces include a
st andar ds- baselPf08¥si nébsrelay-dystein 786 sis¢sBRBEd pmhwetade phe. ayegisvéoBencsiage Wi t h

SO, XMt Cad @ShYBlovising sY¥tbin 108,026 3i6udt On U BRARBl A o UIBHLIRES S
’ interface (not shown). This information may be passed by an HTTP post. For Mobitex

and DataTAC registrations, the relay system 226 may pass the following parameters
(strings) to the provisioning system 100, 224: Relay ID (a string in decimal format); PIN;
ESN  (Electronic Serial Number); and, Invalid PIN (a string which can be “0” or “1”,
with “1” indicating that the PIN is blocked in the rtelay system 226). For a GPRS
registration, as mentioned above, the relay system 226 may pass the following parameters
(strings) to the provisioning system 100, 224: Relay ID; PIN; IMEL IMSI; ICCID;
MSISDN MDN (a string representing the phone number); and, Invalid PIN. For a CDMA
registration, the rclay system 226 may pass the following parameters (strings) to the
provisioning system 100, 224: Relay ID; PIN; ESN; IMSI; MSISDN MDN; and, Invalid
PIN. And, for an iDEN registration, the relay system 226 may pass the following
paramcters (strings) to the provisioning system 100, 224: Relay ID (a string in decimal
format); PIN; IMEI; MSISDN MDN (a string representing the phone number); SIM ID
(Subscriber Identity Module ID); and, Invalid PIN.

[0056] The relay system 226 is able to determine the network type for ecach
registration packet. It provides an interface to the provisioning system 100, 224 to block

registration flow on a per network or carrier basis. The registration interface of the



account profiles. Each SP 214 is able to define unique identifiers for
their subscribers and handhel ds 210 based on the paraneters inherent in
their technol ogy. For exanple, if an SP is GPRS-based, then it may use
net wor k-specific identifiers such as IMSI 17 (International Mbile
Subscri ber ldentity), ICCID (Integrated Circuit Card Identifier), MSISDN
(Mobile Station Integrated Services Digital Network), and/or I M
(I'nternational Mobile Equi pnent lIdentity). These network-specific
identifiers are then mapped to a service-specific identifier (i.e., a PIN
or personal identification nunber) for wuh¥versal access control at a
centralized point (i.e., the relay system 226) in the provisioning system
100, 224. Managenent of the generic interfaces, the carrier profile
configuration, and the mappi ng between network-specific identifiers and a
% 8 8 er |2 <2: . S F (r) \6 |5 gm_&fﬁﬂﬁﬂgfs%@erﬁ den 4 isg%i t8 d&t&fﬂﬁﬁcﬁﬁ% BY fdrhecpvand &iiemiteg asy st em
: : ere system uses naned paraneters to pass a
regi stration nﬁ%@gﬁgdmﬁgggF%%F?ﬂ?nﬁPéfF%$Qﬁﬂmﬁg system 100, 224 through the
provi sioning systemis registration interface (not shown). This information
may be passed B3053n HFW, pastSPsRPad aiotat bigxto taletbnDaitiaibACT deedipsicnabilansh t he

rel ay system 226 ass the follow.ng par tars. (strings).to the

provi si oni ng séé?gﬁg%ga?wﬁﬁ :téﬁﬁg effﬂ( mf%ﬁ%ﬁ§4fﬁnggiﬁﬁﬁ%e 5F BEEYS OB N
ESN ( El ect r oni con8eHé¢daby Nucdnealjzed andem.| MvalpiodisBhMg(aysteinr 100y 284isoppocarnhde " 0"
or "1", wth "1".indi.cating that the PI.N s blocked.in the relay system
296) . For a cotetiondf SR oF bl 8B OGERE phdenifnlby e CHib o8
may pass the f albbaibengnpdratieliets be @abted hgsdefdnt ke the evhssiterhanghedy 21em
100, 224: Rel a : I INVEL . MBS ; SDN MDN (a strj .
representing t eglsgﬁo‘gggmﬁlﬁrﬁ)l}/g‘ﬁl?m%El)fStefng@aqPiQa“‘%gﬁl.Ca'f—'éfr’t'ué’ %ﬁﬁ}% erj%g’f’rsvfc?sati on,
the rel ay syst tny 226idnike pasdasshvé hfelhblow bggpaedmediatiser @sdass offshdiedistihe
provi si oni ng syst o Relay. 1.D. PIN . ESN | VBl :. M5l SDN ; d,
Pval o P KT B bea S SR, s Pkt oy el Brng ShE B Do
the foll owi ng squaramaisgngon skesi plge) Tho chiseofraodticsi may bg bsyedtaandciBO tyrR24:
Relay ID (a St&hﬂ@acﬁﬂergﬁmlmvision, ete.

[0058]  In addition, the provisioning system 100, 224 provides several real-time
interfaces for SPs to manage service access control for their subscribers or handhelds.
SPs 214 have the ability to identify individual subscribers and to activate specific
services for these subscribers as part of their own provisioning process. Access control
and billing of services are tied together to ensure accurate accounting for all services. A
database table 160 maintains mappings of service “CLASSMASKs” that are used to
identify certain classes of service in an efficient manner as each packet of data flows
through the provisioning system 100, 224, A bit-wise comparison can be performed to

quickly determine if access to a specific service has been granted.

[0059] Furthermore, SPs 214 may find it inconvenient to maintain a separate
inventory of hardware for different service offering (¢.g., Web client service, enterprise
service, prosumer service, etc.). Previously, separate “branded” wireless devices were
distributed to subscribers for these services, requiring two different SKUs. To move
inventory from one SKU to another often required returning stock. This was a tedious
process. However, the provisioning system 100, 224 of the present application provides a

service assignment interface to allow SPs 214 to upload batch files to enable a subset of



format); PIN, IMEI; MSISDN MDN (a string representing the phone nunber);
SIMID (Subscriber Identity Module ID); and, Invalid PIN. [0056] The rel ay
system 226 is able to determ ne the network type for each registration
packet. It provides an interface to the provisioning system 100, 224 to

bl ock registration flow on a per network or carrier basis. The
registration interface of the 18 provisioning system 100, 224 is able to
determ ne the SP for every valid registration and is able to discard a
registration on a per SP basis. [00571 Now, nmany SPs 214 are not able to
take on additional devel opnent to | aunch 1& particular service. At the sane
tinme these SPs 214 demand that service access be controlled by a
centralized system The provisioning system 100, 224 supports the creation
of "carrier service profiles” so that SPs can define the services they want

their subscri bﬁﬁcﬂleﬂﬁldlm&ﬂdi’lﬁﬁedﬁc tsavie DicaRtvesds Rysighed @k thavdherd 210Qan be
subscrlber/hand eld %%O |§¥ers Wi th the provisionin systen1100 224.
SPs can set - up B%8EY By SINRY UReiRE 4 STHEY A0 ke SReiugquloags The

handhel d to be pgivasiungtd spsterihed, |224 mRin€liiAS a2 bash AFTIbRI g8 1t 's&§v1c@9§mghﬂeﬂi§for

Joon a5 ey ot FaTRil s Rebpiacl ik asEib ISRy e badE e
devi ce type, Iﬁl&@iﬁﬂﬁbxﬂﬁ@Eyste&piﬁw\ﬂﬂsﬁaiﬁcﬁz\élaﬁhg)fbth@‘h@ndh[}l@@@%&orﬂ5& afddbdnien, the
provi sioning s 100 2% rovides several real-tinme interfaces for SPs
to manage servi 3 é%@?”% HF‘@PmFo13?%%?P“@&B§%W?b@%%zﬁmnﬁﬁﬁéﬁﬁlH%W“hSPs

214 have the alficl nmmytm tibest b&twe¢m@lnr\ah@luadens@b%fghﬂeﬁtsa@nthts&lb@ﬁtsérva&e
specific services t hese ,subscribers aigggrt of their own provisioning

process. Acces§“83WW98@e%ﬁﬁfﬂﬂq%?ﬂ ICHPCCIs PRAVERLSSHINGS 1 | ed t oget her to

ensure accurate accounting for all services. A database table 160
mai nt ai ns mappit¥g8] of Myesovere SPY QUASSMABHKS Subbikize lamﬁleuseedest depehdigmntonf the

certain cl asse%rﬁf:es%%fh 'eﬁ?olédrfmame %Ii ()Iug Ih%l’%}jel %eﬁ%ae%ax%elp 8h6§p80?5 W1 ata

flows throu i st oni ng art son can
be perforned t gnterprlse service may be puced at $400 whereas a handheld sold w1th prosumer service

may be priced at $200. The SP 214 needs some way to ensure that the lower priced
prosumer service handheld is not able to use the higher priced enterprise service. The
provisioning system 100, 224 provides a means to identify the handheld type (based on
pre-activation or service assignment) and ensure that only certain services are accessible
by that handheld by setting and communicating a CLASSMASK to elements of the
provisioning system 100, 224. Once the CLASSMASK has been set, fraudulent use of
unauthorized services becomes impossible. The provisioning system 160, 224 provides
interfaces 216 for allowing an SP 214 to change the service profile for a particular
subscriber or handheld 210 to allow access to a desired service (perhaps after a premium

is paid).

[0061] FIG. 4 is a flowchart illustrating operations 400 of modules 170 within a
provisioning system 100, 224 for subscriber service provisioning in accordance with an
embodiment of the application. Subscriber service provisioning encapsulates the process
of activating and managing subscriber access to services. It controls which services are

available to subscribers.

[0062] At step 401, the operations 400 start. A service provisioning request 262, 244
is submitted to the provisioning system 100, 224 by a service provider 214, Note that



qui ckly determne if access to a specific service has been granted. [00591
Furthernore, SPs 214 may find it inconvenient to maintain a separate
inventory of hardware for different service offering (e.g., Wb client
service, enterprise service, prosuner service, etc.). Previously, separate
"branded" w reless devices were distributed to subscribers for these
services, requiring two different SKUs. To nove inventory fromone SKU to
anot her often required returning stock. This was a tedi ous process.
However, the provisioning system 100, 224 of the present application
provides a service assignnent interface £6 allow SPs 214 to upl oad batch
files to enable a subset of 19 handhelds 210 for a specific service. The
services assigned to a handheld 210 can be changed by sinply updating the
service assignnent in a subsequent upload. The provisioning system 100,
224 mai ntai ns acrdiat abiadorl 6Quests definatt rose b e casicgoment snal e dadivéred

handhel ds and I 8 t he pr e CLASSMASK to data flow ng

t hrough the pﬁgﬁf °§%rﬁ5X§§slgﬁﬁfg@ﬂm' ﬁggid relating to the handhel d as
soon as a recogni zed handheld registers. Furthernore, the provisioning
system 100, 2240063bovi desteiSig2, 2 Hdtemiindtion ifwaadebis i tirether achons & dpedifisieh is

handhel d servi G& I%@ﬁ}egqg%nstmmg w ?f%db%fo%%\éffcte engu% 'tha‘?t' Oﬂlte-ér%aé[sha?e case

where a conflict occurs between settings reover,
typically subsp@nm@bhan&heﬂ@rﬂah@sOﬁspendnmgmamnghﬁmmgervices bei ng enabl ed
for the various handhel ds 210. For exanple, a handheld sold with

enterprise seryoef My Q& A %Qeﬁﬁce%‘lﬁg ﬁ{_@&%&%ﬁmaa H@f@ghﬁ:l[ e ldgcﬁﬁﬂntxcta

prosumer service rmay be priced at he SP needs sonme way t
ensure that th@eﬁ6%é¥wﬁ$@6éﬁwnﬁmﬁébﬁ@¢0%%W§Pé@ﬂﬁﬁﬁhﬂeld is not able to use
t he higher priced enterprise service. The provisioning system 100, 224

provi des a neafi®6s]o iﬁleﬂ&ﬂéf(bt,ﬂfb@erhi@ﬁdhﬁéoﬁieﬂym s r@fhest Y Ridaéd vati on or
service assignnent) and ensure that on certain services are accessible

by that handh SK t.o el f
Che provi oi onlheay el T ooE TG et R ShaR b g & °

f raudul ent usealwfwed.

[0067] At step 406, if the service and action are not allowed, then an error response is
formatted. A service request may fail validation if a dependency is not met or if a conflict
is detected between cxclusive services. Operations then proceed to final sicp 414

discussed below.

[0068] At step 407, if the service and action are allowed, then a determination is
made as to whether service reconciliation is required. Service reconciliation may be
required if the subscriber is associated with a handheld 210 that has triggered default

services on registration,

[0069] At step 408, if service reconciliation is required, then service reconciliation is
performed, Service reconciliation may require deactivation or modification of existing

services. Operations then proceed to step 409.

[0076¢] At step 409, continuing from step 407, if service reconciliation is not required,

then a determination is made as to whether services require access control.



unaut hori zed services becones inpossible. The provisioning system 100, 224
provides interfaces 216 for allow ng an SP 214 to change the service
profile for a particular subscriber or handheld 210 to allow access to a
desired service (perhaps after a premium is paid). [00611 FIG 4 is a
flowchart illustrating operations 400 of nodules 170 within a provisioning
system 100, 224 for subscriber service provisioning in accordance with an
enbodi ment of the application. Subscriber service provisioning encapsul ates
the process of activating and managi ng subscri ber access to services. It
controls which services are available to2éubscribers. 100621 At step 401,
the operations 400 start. A service provisioning request 262, 244 s
submitted to the provisioning system 100, 224 by a service provider 214.
Note that 20 service activation requests originate froma service
requestor and nelipe delsieydl@df sdrhit@uiphreqiifehREesaBontidl, By seklidd adctrk @bdtace

216. [0063] At .step,.402, determnation is .mde as to whether a service is
specified. 1t PROTRGET FotiFaalHetoss coriad® BROGHE dbmdt on fif STGteg T s t o
ensure that theximilgnicaclay sateen 22000 HaL jria@y Yéibtvreakthdl &5 Wer dicaf)sntebriser vi ce
provi si oni ng sgﬁ&mare. #g? 4%'At E}gp.40 , 1f a ervigflis not specified,
then a defaul t “SerVi'ERe PEESERIH MRHA OSSR dP ¢kt ar e det er i ned
based on the SP's profile 261. [0065] At step 404, if a service is
speci fi ed t henltRd serviterdlledueasices & naldqdat adess cpODGBhenAbe stem 4O, is a
determ nation hﬁi‘ de as to whether the service and action are allowed.
[0067] At step 20 , if the service and action are not allowed, then an
error response is formatted. A service request nmay fail validation if a
dependency is H873Inet Abten $12gscebisfinyaieing inforijetionds endletsdt ween excl usi ve
services. Operations then proceed to final step 414 discussed bel ow

{0074] At step 413, a success response is formatted.

[0075] At step 414, operations 400 end with the return of either a success response or

an Crror response.

[0076] FiG. 5 is a flowchart illustrating operations 500 of modules 170 within a
provisioning system 100, 224 for handheld service assignment in accordance with an

embodiment of the application.

[0077] At step 501, the operations 500 start. A default service assignment request
263, 242 is submitted to the provisioning system 100, 224 by an SP 214. Default service
assignment requests originate from an SP and may be delivered through either an XML

or HTML interface as single requests or in batch format.

[6078] At step 502, the service profile for the handheld 210 is updated. The handheld
service profile is used by default if specific services are not provisioned for a subscriber

at registration,

[0079] At step 503, a determination is made as to whether the handheld 210 has been
registered. If the handheld 210 has been registered, it must be determined if any action is

required,



[0068] At step 407, if the service and action are allowed, then a

determ nation is nade as to whether service reconciliation is required.
Service reconciliation may be required if the subscriber is associated

wi th a handhel d 210 that has triggered default services on registration.
[0069] At step 408, if service reconciliation is required, then service
reconciliation is perfornmed. Service reconciliation may require
deactivation or nodification of existing services. Operations then proceed
to step 409. [0070] At step 409, continuing fromstep 407, if service
reconciliation is not required, then a déterm nation is made as to whet her
services require access control. 21 [0071] At step 410, if services do
require access control, the service access control information is updated.
How access control is enforced depends on the service. For exanple, the
relay system 22@}8'0]5 t I?he s&pimr j/f t}h@ihlaﬁdhafd TIoNkasalot foedn MeRteddi @th,a success
enterprise, and (Fb rV|ces Cger ions then proceed to step
411. [0072] At SP%BG nrjy 8?@W%§ “ﬁ@“ﬁﬁ?t? T te access control, then

the service status is updated. [0073] At step 412, service invoicing
i nformation islth8tlat edt stpGOFAF thathasdhesl 103as bees ueptesal, Iﬂ&B[aGhE’Bninstion is

formatted. [00fnk, A 10> E.rﬁahéjtﬂe hglpcﬁlr ﬁth%”% a?%gl?g? VE}IMC-% h é[twg shifs fIger %e I ther

a success response or an err response. I'sa
illustrating opadagl él&lsmﬂamclmdmﬂﬂem 470 wibbduiber, then ppostions proceny tsytsp em
100, 224 for h hel d service assignnment in accordance with an enbodi nent
of the application. [0077] At step 501, the operations 500 start. A default
servi ce assignnment request 263, 242 is submitted to the provisioning

system 100, 220083 anAbierp3ld, if Brsrhanheldsd Py aseociatadayifravenstive subiseiBersthen a
originate fromiafmaRieNds MBve b8 debhMBietlc tREAUAvEL tBBHicRNWAMthe service

allocation. If the active service does not conflict with the service allocation, then

operations proceed to step 507,

[0083] At step 500, if the active service does conflict with the service allocation, then
a warning response is formatted. Thus, even if the handheld 210 has registered and is
associated with a conflicting service, the service profile is updated for future

registrations. A warning is returned in this case. Operations then proceed to step 508.

{0084] At step 508, operations 500 end with the return of cither a success response or

a warning response.

[0085] FIG. 6 is a flowchart illustrating operations 600 of modules 170 within a
provisioning system 100, 224 for reconciling subscriber services in accordance with an
embodiment of the application. During registration, subscriber information (see FIG. 4),
provided by the SP 214 via the XML or Web provisioning interface 216, is reconciled
against handheld information (sce FIG. 5) by the provisioning system 100, 224, A
handheld 210 may be assigned services or associated with an account maintained on the
Web client system 228. Also, for certain SPs 214, registration may trigger the activation
or deactivation of services depending on the SP’s registration policy and default service
profile. If a service conflict exists between the handheld and the subscriber, the SP’s

override rules dictate behaviour,



or HTML interface as single requests or in batch format. [0078] At step
502, the service profile for the handheld 210 is updated. The handhel d
service profile is used by default if specific services are not provisioned
for a subscriber at registration. [0079] At step 503, a determnation is
made as to whether the handheld 210 has been registered. If the handheld
210 has been registered, it nust be determned if any action is required.
22 [0080] At step 507, if the handheld 210 has not been registered, then a
success response if formatted. Operations then proceed to step 508. [00811
At step 504, if the handheld 210 has been 23egi stered, then a determ nation
is made as to whether the handheld 210 is associated with an active
subscriber. If the handheld 210 is not associated with an active

subscri ber, then operations proceed to step 507. [00821 At step 505, if

t he handhel d 21[0086§ assacpaledhevbpdiatns 6k itme ASteaReitidnefenttoh Biksfage 258 is

determ nation i.S_mm s to.whet her, t tiye service conflicts wth the
service allocad Clegﬁggy ﬁ R IAETRAA St?é’?@?@%t‘d% STCRSTAtER §Y9R Brreski el YhRa

servi ce al | ocathandheldtfhe megisopewih ihe psoviianrestén 1680, 2p4 i/t viidR8 3Pinhlin Gk ep
506, if the acti%ﬁ ser i%e %oq conflict with the service allocation, then
h eld and subsert taregoecy us

a warni ng respoﬁ%e i oA even if the handhel d 210 has

registered and is associated with a conflicting service, the service
profile is updd®dd] f ot pige 9% therseyics treqatstaifise., SR) waideitifigd arsl thetaresedding t hi s
case. Cperatio%ﬁﬁﬁpggﬁ@&ggeed to step 508. [0084] At step 508, operations
500 end with the return of either a success response or a warning
response. [00851 FIG 6 is a flowhart illustrating operations 600 of

nmodul es 170 wi tHI8Rl o Abpier P&} Hisi stgrssaf sheesbseaber ipgetermined Mete Hhat propigioning
subscriber ser yiq@ass reétidg @RbEANEEXMI! & HIML interface take precedence over any service

defaults.

[0089] At step 604, a determination is made as to whether the event is a new

aciivation.

[0090] At step 605, if the event is not a new activation, then the default service

assignment for the handheld 210 is checked. Operations then proceed to step 606,

{0091] At step 606, a determination is made as to whether the default service

assignment is available,

[0092] At step 607, if the default service assignment is not available, then the default

service profile for the service requestor is checked. Operations then proceed to step 608.

[0093] At step 608, if the default service assignment is available, then a
determination is made as to whether all default services are active for the subscriber. If all
default services are not active for the subscriber, then operations proceed to step 616

described below.,

[0094] At step 609, if all default services are active for the subscriber, then no action

is required and operations 600 end,



enbodi nent of the application. During registration, subscriber information
(see FIG 4), provided by the SP 214 via the XM. or Wb provi si oni ng
interface 216, is reconciled against handheld information (see FIG 5) by
t he provisioning system 100, 224. A handheld 210 nmay be assigned services
or associated with an account maintained on the Wb client system 228.
Al so, for certain SPs 214, registration may trigger the activation or
deactivation of services depending on the SP's registration policy and
default service profile. If a service conflict exists between the handhel d
and the subscriber, the SP's override ruPés dictate behaviour. 23 [0086]
At step 601, the operations 600 start. A registration event or nessage 258
is received by the provisioning system 100, 224. The registration event is
recei ved when a handheld first registers with the provisioning system 100,
224 and at var il¥\98] poidstsp i G10t ¢ratimhagfibms|stbp 64 i thb seamit ber ndw fegstygioe, th 00871
At step 602, the AV . rads SP) is identified and the
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corresponding pro e Is retrie "At step 603, the status of the
subscriber is determ ned. Note that provisioning requests received through
the XML or HTMI0GOfk er Phetep Bhkdl Preaseirsiemesvetegisiiion dpligycis “nefify athansthe

oo Lttt Tl reguddel RUBlAL EQ o Sl Rodfalith WAPLABI UL BBRYRIb e, 2
then the def aureigis@étécwea@n typicaily Frrah hoyra pfiar didhAbrobicabe voll pithes heattioaed

Operations theg: paosard dﬁ&ngﬁlggn @%er@&%&]ast@’ﬁ%&? s808s. Bpd@ldRat Bha @k OnA![ S

made as to whether the default service assign is avail able. [0092]
step 607, if t A defaul t service assignnment is not available, then the
default service profile for the service requestor is checked. Operations
then proceed t @o09tjlep AOBep 620, if the service requestor registration policy is “deactivate”, then

the service is deactivated. Operations then proceed to step 621.

[0098] At step 612, if the service requestor registration policy is “activate”, then a
determination is made as to whether the handheld is branded. If the handheld is not
branded, then operations proceed to step 614 where the default service assignment for the
handheld is checked. If the handheld is branded, then operations proceed to step 613
where the default service profile for branding is checked. At step 615, continuing from
step 613, a determination is made as to whether the default branding service is found. If
the default branding service is found, then operations proceed to step 616. If the default

branding service is not found, then operations proceed to step 614.

[¢099] At step 618, continuing from step 614, a determination is made as to whether
the default service assignment is available. If the default service assignment is available,

then operations proceed to step 616.

[0100] At step 619, if the default service assignment is not available, then the default

service profile for the service requestor is checked. Operations then proceed to step 616.

[6101] At step 616, continuing from steps 608, 618, 619, or 615, a determination is
made as to whether service reconciliation is required. If service reconciliation is not

required, operations then proceed (o step 621.



[ 00931 At step 608, if the default service assignnent is available, then a
determ nation is made as to whether all default services are active for the
subscriber. If all default services are not active for the subscriber,

t hen operations proceed to step 616 described bel ow. [0094] At step 609,

if all default services are active for the subscriber, then no action is
requi red and operations 600 end. 24 [00951 At step 610, continuing from
step 604, if the event is a new registration, the service requester
registration policy is checked. [00961 At step 611, if the service
requester registration policy is "notify" 25then the service requester is
notified (e.g., by email). Notification may delay the processing of the
regi stration event typically for 24 hours after which the subscriber wll
either be activated or deactivated depending on the service requester's
pol i cy settingd010@per dttisiop61%B0Dsctviemeconnitlatidn0ORqhiredlf thet egpvib2feoricfliatidres
service requestole registration policy is "deactivate”, then the service is
deacti vat ed. erations then proceed to step 621. [00981 At step 612, if
the service requester registration policy is "activate", then a

det ermi nat i on i(¥0%hde Adsstro 6hheetainuing efrdnarstipel €0 $1Br anddd, abdesy lentrol

handhel d is nOQMb@&ﬁgggqpmﬁ&@n operations proceed to step 614 where the
default service assignnment for the handheld is checked. If the handheld is

branded, then ﬁﬁﬁrationsaﬁroceed to step 613 where the default service
profile for br&Hdithg PASSEhECK eV Icefatay igfrmation icypdetrdiui ng from step 613, a
determ nation is nade as to whether the default branding service is found.

I f the def aul {01Bflandidngstape623,C epdraicho usd, chderithopedahp ONS spf 6 erdoitige St ep
616. If the degg Itti brandi ng service is not found, then operations proceed
to step 614. | ﬁgf A step 618, continuing fromstep 614, a determ nation
is made as to whether the default service assignnent is available. If the
defaul t servi c@188lsi gArramntionsd abewel atsileble services include the enterprise and prosumer

services. OTA activation is an option for enterprise subscribers as well as prosumer
subscribers. However, different provisioning mechanisms may be provided for both types
of subscribers which can be controlled by the services provisioned for an individual

subscriber or handset.

[0107] Service assignment and service access control can be set for either of these
services or both, meaning a handheld 218 or subscriber can be assigned access to
enterprise-only, prosumer-onlty, or both. As such, service types include the following:

enterprise-only; prosumer-only; and, enterprise and prosumer.

f0108]  SPs 214 have the ability to assign a service type to their handhelds 210. This
assignment will determine which handheld-based provisioning model will be exposed to
the subsecriber. It is important to note that service type assignment is “overridden” by the
service access control set for a subscriber when present. This means that a handheld that
was assigned to the enterprise service type would receive the prosumer service type

experience if the subscriber were given access to the prosumer service.

[0109]  The present application provides for pre-assignment of services as foHows.
SPs 214 select a default service type for the handhelds 210 that they sell. When a
handheld 210 is first activated in the provisioning system 100, 224, the handheld 210 will



t hen operations proceed to step 616. [0100] At step 619, if the default
service assignnent is not available, then the default service profile for
the service requester is checked. Qperations then proceed to step 616.
[01011 At step 616, continuing fromsteps 608, 618, 619, or 615, a
determnation is nade as to whether service reconciliation is required. If
service reconciliation is not required, operations then proceed to step
621. 25 101021 At step 617, if service reconciliation is required, then
service reconciliation is perfornmed. [01031 At step 621, continuing from
steps 620, 617, or 616, access control irfformation is updated. [0104] At
step 622, service status information is updated. [01051 At step 623,
operations 600 end with updating of service invoicing information. [0106]
As nentioned above, avail able services include the enterprise and prosuner
servi ces. OTA &¢tulent fote pwvainogtnais] ddmedby the HPi 8¢ foubscrivivetgpeasnlewel | as
prosuner subsggd \ i r r OVl Sj Onj chani snms nay be
P ovi 0ed for b A ber SAUEY Sl ol B LBl P LAY Rl Ol RS PR A A SR TR o
servi ces provi difemadsdrgec tne fomdisvisatueThandhelds, G is biele todo thartggetvidip®d 0 bE
Servi ce assign n LVEC tro| n .S for. either of
these servi cegggfélelgé%ﬁ?ﬁ%geﬁ ’nlgﬁggﬁlgﬁ@%gleé&zafg oerslgglﬂ cgtg?el e m&%‘rﬁ?%égat

assi gned accessuls®. enterprise-only, prosuner-only, or both. As such,
service types include the following: enterprise-only; prosuner-only; and,
enterprise and[@IeSUNMBhe nleQhP&k; . AR . ' :
service type té tﬁzir haﬁdhel%% §¥%?%%ﬁ?§%%§§§?gﬁﬁgﬁ%’ﬁ%?ﬂgﬁ€§§$ﬂgﬁ§a&hich
handhel d- based$e¥vi Fsot# v dhbuiel subimitito e raxpoene wyetemt 198, 2xosgrdltierc, alt s
i nportant to nebeiffelidh of Ble\Hahdheldy PR FARSEINIBMenkiRnt. OMEY & iddany dby duRGe

the subscriber provisioning process, although it can also be done at any other time. SPs

may choose to not update the service type assignment and simply use the service access
control setting to dictate which provisioning experience the subscriber will have with

their handheld 214, since it overrides the service type assignment when a conflict occurs.

[6111] With respect to subscriber service access control, SPs 214 are able to submit
to the provisioning system 100, 224 during the subscriber provisioning process which
service type a subscriber has access to. Once assigned, the subscriber will not have access
to any other service type. The subscriber scrvice type assignment can be changed at any

time using the provisioning system 100, 224 (via HTML or XML).

[0112] SPs 214 can use the provisioning system 109, 224 to manage handheld service
type assignment and service access confrol. Using either an HTML or XML interface,
SPs are able to define service types for both handhelds and subscribers. In addition, the
HTML interface supports the uploading of batch files for groups of handhelds or

subscribers.

[0113} Now, for example, consider the case where a subscriber purchases a
“prosurncr-only” handheld 210 but subscribes to “enterprise-only” service. In operation,

the following steps are performed:

[0114] 1) The subscriber has a handheld 210 that is assigned to the prosumer service
type only.



service access control set for a subscriber when present. This neans that a
handhel d that was assigned to the enterprise service type would receive
the prosuner service type experience if the subscriber were given access
to the prosuner service. [01091 The present application provides for
pre-assi gnment of services as follows. SPs 214 select a default service
type for the handhel ds 210 that they sell. When a handheld 210 is first
activated in the provisioning system 100, 224, the handheld 210 will 26 be
subj ect to the provisioning nodel defined by the SP 214 for that service
type, unless the subscriber service accesd control specifies otherwise. If
the SP wi shes to pre-assign a different service type for a subset of
handhel ds, it is able to do this by providing a |list of handheld
identifiers (e.qg., PIN, ESNNIMEl, etc.) and the service type assignnent for
that subset. [lglﬂfb] Phdppnasiéntiomppihe B2l nnabsotiprioyicsesiafBiME eaKMLi) me
assi gnment of SELYALES AR sulgsggitgeg)gﬁmldsfg% &b W Gud rl's%o%Br.s-rlilr%@ t to the

provi sioning system 100, 224 in real-tine, a odi 11 carion 6f the

handhel d' s defiglt service assignment. This is typically done durin t he
subscri ber proWdebni Ay pp oewdlst oxrrigpotrging: hachasn apablsdby o AR 244, anthot her
tinme. SPs Ny agh@a&erdhfesh YeciiBddheirtiGe 3£ Chiifict!iY ROURSH GRIRALL, ARt SLP!Y
use the service access control setting to dictate which provisioning
experi ence t he PEYBERIBLEEteR F40: Hadewili fufomatisaily chamgeltkd dazibeld sshviesetybe
overrides the agignies: tbvR@passigIment when a conflict occurs. [0111] Wth
respect to subscriber service access control, SPs 214 are able to submt

to the provisigpi sys 100,..224 dyring the subscriber provisionjng
process which ﬂ@é?@icé)?gg% confligf SXeTfR Fetgs hagpeidcn gnabled @g thesd] defwdt t he

subscri ber wi | thenot cinawnesageeibe rt@rmatyo é BBr service type. The subscri ber
servi ce type assignnent can be changed at any tinme using the provisioning

system 100, 2244xi @ RIM : J0112] SPs, 214 can,use the provi sioning
syst em 100, 22§)t§ nanagbcﬁgﬁ eed“%%P%F%%aSP?%%éﬁé%?%ﬁﬁ%ﬁi %ﬂ§m§899?ce
access cont r ol handhglé gndeiprdsemersonl FEktvicerouXiMshésrtd elidhge ®, “enterprise-only™ service.

In operation, the following steps are performed:

[G119] 1) ‘The subscriber has a handheld 210 that is assigned to the prosurner service
type only.

[0120] 2) The subscriber is currently assigned to the prosumer service type only.

[0121] 3) The SP 214 submits a deactivation request for prosumer-only service and

submits activation request for enterprise-only service.

[6122] 4) If the “conflict override setting” has been enabled as the SP default, or if
the activation request specifies that if there is a conflict it should be overridden, then the
provisioning system 100, 224 will automatically change the handheld service type

assignment to enterprise-only.

[0123] 5) M the “conflict override setting” has not been enabled as the SP default,

then an error message will be returned to the SP.



SPs are able to define service types for both handhel ds and subscribers. In
addition, the HIM interface supports the uploading of batch files for
groups of handhel ds or subscribers. [0113] Now, for exanple, consider the
case where a subscriber purchases a "prosuner-only" handheld 210 but
subscribes to "enterprise-only" service. In operation, the follow ng steps
are perfornmed: [0114] 1) The subscriber has a handheld 210 that is assigned
to the prosuner service type only. 27 [0115] 2) Upon activation by the SP
214, an activation request (via HTM. or XM.) specifies that this

subscri ber shoul d have access to enterprig&-only service. [0116] 3) If a
"conflict override setting" has been enabled by the SP 214, or if the
activation request specifies that if there is a conflict it should be
overridden, then the égrOV|S|on|ng system 100, 224 will automatically

change the hand®B4l sdinallp.econsifes thasask grivent stbocrént pupliseen OmityprispORL7] 4)
I f the "confli gt Ruenlige.Set » en he SP. defaul t,
then an error négsage &%ﬁf % ﬁ?@%ﬁ?neg tgwtﬁ%%@§ h%&%i@]ﬁﬁbh Op?ﬁﬁﬁ %er t he
case where a s dpsuvingweps pemetfersed: a " prosuner-only"  handhel d and
"prosuner-only" service but wishes to change to "enterprise-only" service.

I n operation, tinesfol |I9)V‘1‘H39;ul§stc§$?§ haéd h&@flmw&%o QA s \#%d?$ﬁe§%§1ﬁ 1‘ ber

has a handhel d 210 that is assigned to the prosumer ser e on
[0120) 2) The SBBSENBEPSi s currently assigned to the prosumer serV|ce type
only. [0121] 3) The SP 214 submts a deactivation request for

prosuner:-only $ER26] ce2nnthe seddbibel B cagértly aldiDBd foaBU@pds@lonBRERIR Epse- onl Y
service. [0122] 4) If the "conflict overrlégrsettlng has %éen eﬁgﬁled as

the SP default 0199) ! f 3) The provisioning system does not allow this subscriber to have access to
his/her enterprise service on this handheld 210 due to a service access control conflict.
The outcome here depends on the carrier’s service conflict policy. Either subscriber

service or handheld service could prevail.

[0128] 4} At the point of sale, the subscriber would need to specify that he/she wants
to use this handheld 210 with enterprisc-only service or the subscriber would need to
contact the SP 214 and request to be enabled for enterprise-only service on that handheld
210.

{0129] 5) The SP 214 submits a request to change handheld service assignment from

prosumer-only to enterprise-only.

{0130] While this application is primarily discussed as a method, a person of ordinary
skill in the art understands that the apparatus discussed above with reference to a
provisioning system may be programmed to enable the practice of the method of the
application. Moreover, an article of manufacture for use with a provisioning system, such
as a pre-recorded storage device or other similar computer readable medium including
program instructions recorded thercon may direct the provisioning system to facilitate the
practice of the method of the application. It is understood that such apparatus and articles

of manufacture also come within the scope of the application.



the activation request specifies that if there is a conflict it should be
overridden, then the provisioning system 100, 224 will automatically
change the handhel d service type assignment to enterprise-only. [0123] 5)
If the "conflict override setting” has not been enabled as the SP default,
then an error nessage will be returned to the SP. 28 [01241 Finally,

consi der the case where a subscriber purchases a "enterprise-only" service
and places a "prosuner-only" SIMin his/her handheld 210. In operation, the
followi ng steps are perfornmed: [01251 1) The subscriber has a new handhel d
210 that is assigned to the prosuner- only9service type. 101261 2) The
subscriber is currently assigned to the enterprise-only service type.
[01271 3) The provisioning system does not allow this subscriber to have
access to his/her enterprise service on this handheld 210 due to a service
access control @Bl | i dhe enbadimsos cdntbe heplecatiop dedsbanatione acaintinded o $er vi ce
conflict polic Lith S i by i.ce or ke er.vi I

revai | {01260 97 tie orne: of oD sfimRy <P MEloRT ey iRatl

speci fy that he&psgienivimtte padculgrecmbidimngndtibbed &parting tirone nhes@ipe sd- bal y
service or the Ll : Lact .t he. 14 .and, r 5t to
be enabl ed fora@%?éﬁ%ﬁ?@%fbHﬁﬁqgggggggﬁgﬁqgﬂ%f%ﬁg%3%5§§a%%%dam%5f§g§&%) The
SP 214 subni t s 3&d ¢refgarssil spitnblsvhimges nderdihadbgl. ser vi ce assi gnnent from
prosuner-only to enterprise-only. [01301 While this application is
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as a pre-recorded storage device or other simlar conputer readable nedi um
including programinstructions recorded thereon nay direct the

provi sioning systemto facilitate the practice of the nmethod of the
application. It is understood that such apparatus and articles of

manuf acture al so cone within the scope of the application. 29 [0131] The
enbodi nents of the application described above are intended to be exanples
only. Those of skill in the art may ef ¥kt alterations, nodifications and
variations to the particul ar enbodi mnents w thout departing fromthe scope
of the apgk”ggb&on. The subject matter described herein in the recited
clains int cover and enbrace all suitable changes in technol ogy.
[0132] A p rtion of %ﬁ di scl.osure of this patent docunent, contain

mat ol al whi ch fgncl F)é@tovtlscsor&%v#rﬁ%ﬁft (‘pyrl%?ﬁé%wc’s"?f USFRE SUBISHY PigHEd Bifer has

no obj ect i QvitOpiRRIcE BRUPSIIE (iR ss Y waik (Pmecaﬁ pdiey- pat ent  docunent or
pat ent dlsclosure as it appears in the Patént and ~ Tradenark Cfflce patent

file or records, but otherw se reserves all gyrlghts what soever.
CLAIMS 1. A netkedvingratpy BRPVEFI QB e &SI él@ssnd Viosed yipdey dayice @do )oﬁ

services %fr@l"e&ddem/cea}derﬁﬁrey ' tﬁ@wﬂ%@%@ @&kl @1‘6)) ha@?l%cbsg\fgégd ? si REHPEKME212) |

conprising: receiving at provi sioning s roma wrel ess
devi ce (21@)viees; Wi rel ess deV|ce identifier, the wirel ess device (210)
havi ng assigned a first subset of the services identifying fromthe

wirel ess deviceqldaollider f SHRRCL LBAL: 8S08LAL Shutibh Lo ) Lihegs

devi ce (210), havi ng vat'ed a secon
servi ces; Wbdﬂﬁakhng(IMBJhtm&kmﬂﬁﬂhSﬁﬁ@Hdh&uh5£kﬁombmﬂ£ﬂmﬁHkﬁkﬁnaﬂﬂ if the
first and second subsets conflict, enabling none, one, or both of the first

and second suq%etsﬁgfﬁ%eﬂstm] mxond Ses fﬁﬂ%ﬁ%tﬂﬁdconfl'Ct resol ution
i nformation for  fHE™E

if the first and second subsets conflict, enabling none, one, or both of the first and
second subsets of services in accordance with conflict resolution information for the

service provider (214),

2. The method of claim 1, further comprising transmitting to the service provider

(214) an error message if the first and second subsets conflict.

3. The method of claims 1 or 2, wherein the wireless device identifier is stored in a

memory device of the wireless device (210).

4. The method of claim 3, wherein the memory device is a subscriber identity

module (SIM).

5. The method of any one of claims 1 to 4, wherein the services comprise electronic

mail services.

6. The method of any one of claims 1 to 5, wherein the provisioning system (100,

224) is operated by a second service provider.

7. A system for provisioning wireless devices (210} for use of services offered by a

service provider (214) on a wireless network (212), comprising;



service provider (214). 2. The method of claim11, further conprising
transmtting to the service provider (214) an error nessage if the first
and second subsets conflict. 3. The nethod of clains | or 2, wherein the
wirel ess device identifier is stored in a nenory device of the wirel ess
device (210). 4. The nethod of claim3, wherein the nenory device is a
subscri ber identity nodule (SIM. 5. The nethod of any one of clains 1 to
4, wherein the services conprise electrdnic mil services. 6. The nethod
of any one of clains | to 5, wherein the provisioning system (100, 224) is

operated by a second seryjce vider. 7. system f ar I, si,oni.n

wirel ess device%pfﬁiﬁ?rééb)ﬂ%@ﬁﬁﬁo§5WWFEé§ﬁ%F¥€?%H“ﬁ&wﬁefﬂéﬁ%h?éwl$8§ider
(214) on anmvbed @33) HAtagestkd fo212) , conprising: 31 a processor (120)
coupled to nmenory (130) and an interface (150) to the wireless network
(212) and adapted for: .receiving at a provisioning systenaéloo,_224 froma
wirel ess device (210F°CIHNGRF 2PRYSIRERE Dateryd A ¥4 oty hwirgiessefexics (Vi ce

(210) having asgignashsaichiceSitieniFBSAL WhelbREISRLVIEEP haéiﬁlgagéigaéhneg fikgom t he
w rel ess device identifier a subscriber associated wth The Wreless

devi ce (210), tHwseihshersepescshavi ng activated a second subset of the
services; conparing the first and second subsets for conflict; and if the

first and second SUbehfyaRohl bl wifNARLLAG NAASHANBPhaDRLiA LiE

first and second subsets” of services In accordance w ict resolution
i nformation f ortheherdess vieciee (F16V,i te sul{s2didr. having activated a second subset of the

services;
comparing the first and second subsets for conflict; and

if the first and second subsets conflict, enabling none, one, or both of the
first and second subseis of services in accordance with conflict resolution

information for the service provider (214).

8. The system of claim 7, wherein the processor (120) is further adapted for
transmitting to the service provider (214) an error message if the first and second subsets

conflict.

9. The system of claim 7 or 8, wherein the wireless device identifier is stored in a

memory device of the wireless device (210).

10. The system of claim 9, wherein the memory device (210) is a subscriber identity

module {(SIM).

11. The system of any one of claims 7 to 10, wherein the services comprise electronic

mail services.

12. The system of any one of claims 7 to 11, wherein the system is operated by a

second service provider.



8. The systemof claim7, wherein the processor (120) is further adapted
for transmtting to the service provider (214) an error nessage if the
first and second subsets conflict. 9. The systemof claim7 or 8, wherein
the wireless device identifier is stored in a nenory device of the

W rel ess device (210). 10. The systemof claim9, wherein the nmenory device
(210) is a subscriber identity nodule (SIM. 11. The system of any one of
claims 7 to 10, wherein the services cdﬁbrlse el ectronic nmail services.

12. The system of any one of clains 7 to 11, wherein the systen1is oper at ed

by a second sepvice rOV|der 13. A conputer rogr am pr pduct
conpri si ng g coﬁﬁﬂ?&?‘?é&ﬁﬁﬂpénﬂéﬁ4ﬁﬂW?ﬁﬁ@$Bﬁ§“W@ ﬁ%ﬁﬁ@lggﬁﬂﬂﬁ@ﬁ9@8de
execut abl eedyodyiiey sytehesm @cfdcaé)éécuﬁﬁblé hs GbalyiBm/of thyldf tiR clhiRl Ba@Nnd thhe

met hod of any of the clains | to
implement the method of any of the claims 110 6 .



