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[ WY~I I t1 ~NNWn *159159* SYSTEM AND I\/ETH(I) FOR
CENTRALI ZED SOFTWARE MANAGEMENT | N RTUAL MACHI N
BACKGROUND OF THE | NVENTI ON Fi el d of the Invenﬂm mm m ""mmm
present invention relates in general to the fi
i nformati on handling system virtual machi nes, and *159159
nore particularly to a system and net hod for

SYSTEM AN METHOB FOR GENLGRARAZED'SOFTWARIMMANAGEMENT IN
10 Description of theviEeTEAOMACHRSEShe val ue and use
of information continues to increase, individuals and
busi nesses seek additional ways to process and store
i nformati on. One option available to users is
i nformati on handling systens. An information handling

conpi |l es, stores, and/or

BACR + B R data for business,
personal , or other 15 purposes thereby all ow ng users

Fiéld of slkeclmdudom age of the val ue of the information.
Because technology and i nformati on handling needs and

req renments var ween dif ers. or . .
oot B Ba e abB AT BhesRarUR 6 el Siuntormagon angling system
vu’tﬁ?a‘l YnatKigad, dhd ﬁlo‘f‘@ﬁértlbtﬂﬁl‘l’%f% §Rfnk Snd Ml 26k cehRNYidel Sofiware
information i s hand ow rfuch information is
mapagoees éuvirgimlbmechingsr  conmuni cat ed, and how qui ckly
and efficiently the informati on may be processed,
Dst or ed O ni cated. The variations in
&8 ahdiMg systens allow for information
handl i ng systens to be general or configured for a
spedisfthe valae andusesqfenfothatidns@neitgds tasncréasedndivRiuals and businesses
tra sactjon processin airljne reservations,
dgiftwls\@awwr%& tors.mfjar%gxn QusiRRAP @Xiablfsto usgrs is
d B9 h
‘“@2‘?#‘&{“3&3?““%%’ (ks ARS8 hARiE S R ch a1 PRociises
cotmpiles; sforgyuareiiort conpnwteses, mﬁxrmaeon andht2for bosimess| pasanal, or other

pulg{;)g%) ] te g g]tl(gvglglg% éon tcag Véﬁgaege girt; Hle @fl{%&ﬂ?ﬁh]éﬁormatlon Because
te&mbgyand {nFb B Ihaﬁulh@nfékamasrw&l%n&wary Bbtwien different users

process information with one or nore applications
or ppplivatignse mfemmagion handling syyisme mayredio oy ratiardangwhat information is

ha&ﬂ?& q’ltok\ptﬂe %f gﬁ%ﬁ‘@ﬁﬁ Eanﬁc{)ﬂg&%c% @Inrn t?&gg p%ﬁ%ggeﬁt ﬁored or

agrmation éns are e
communicated, and how quickly and efficiently the mformatmn may be processed, stored,

or communicated. The variations in information handling systems allow for information
handling systems to be general or configured for a specific user or specific use such as
financial transaction processing, airline reservations, enterprise data storage, or global
communications. In addition, information handling systems may include a variety of
hardware and software components that may be configured to process, store, and
communicate information and may include one or more computer systems, data storage

systems, and networking systems.

Information handling systems typically process information with one or more
applications running on an operating system that coordinates operation of hardware

components. Although discrete information handling systems are effective tools for
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1 A *@0002* managi ng i nformation associated wth
specific locations or activities, often the processing
capabilities of an information handling systemare
underutilized during inactive tinme periods. For
mdnaging efermaton REsviaed With spevifild ioogti s aonvdtenofted @ processing
Wi th a particular business function may stand idle .
capabylitissof ap gHoeatioprandling sysem gre uadgryihiedlugingfpggtive time
peﬂ@@sq%r.irg‘t’efn'ca%ntihﬁnﬁaﬁ(m ﬁarﬁﬁﬁ% Qﬁem hiscRRYSLER 8articular business
processi ng conponents, such a e processor an
fursttion agpey standnplerfent:sended pstiods soahsrit iandaitkbbr eherateeded.t Buring the

. imted added val ue for the business. . Busi nesseg have
idlg aRepds 15 pilé%}&ﬂtpéw%g EQJEPORSTILS; SHCB 45 41 RIRECSHy and storage

cofpBRGII Boh el fdSver ARY 8ErEA%E witlf 1iHAM Al SARR T Athe business.

information handling systems on line and ready for
Busimesses hane geperaly iacereptedAhe east nf iddhpdriods aweraisngefer theeonvenience

f .resource.virtyalization has allowed .busjnesses fo .
of By R SRR ol indRBA 3G P4 SR IR rPortaRt operations.
handl i ng systens w thout the expense of maintaining

and popee@ishiTotoNaRRItAE BseiTtsdousde vinsdlaton REHIMEE businesses to
virtualization decouples software applications from

hayathgwareeniaice phaisersis inforaptiomhanding Rystays pitheutile epense of
ma?ﬁtfatrl\é\?é;]aglr(iso?)@%ltibg r@%ﬂuag:{lg Rggsﬁcl:a\f 'sﬁ;stté‘fﬁ% IQ?S?)P%ACIE rQ/I(i;rtualization decouples

con ne’1s a so
sofityaterappli¢aviono fromt Haed e divfarmeatiomyteindlifpdy senovbydstaciag the software

of the functionality of a physical hardware system 15 |
pRRATIARS 6\3&#@@? Agchipst %ala*?{a Apprival al@a}cgﬁrg,f it pS4/4p g bstraction of
thd st which8yeR lu&wﬁavm:s all r&?%éﬁhét%ahﬁ%!a%%icﬂ%&ﬁ%re stem

conventional virtual machine can 6 ysi y be thougnht
havihg @petating §ystanss angd appbéatioas sstahtad gisthke aplysinel information handling

o A AR P SR o T B8 58 S
soft@Rfeamaps Snd N Eerleft Raivite E0TiALRArdtRN HOMhich\hay bifbased on Extensible
machi ne, typlcall¥yreferred to as a "virtual disc".
t

Markup .pngugat (¥MIo. Thpreftvarg imagn wpreseothgherddisndrive for that
. | 1.ati.on fi | i i Jd 1, ) .
BT RRENBE, PRt SR ARl oM GhL TR S Rty comain

OpeedtingTkasllsen \fidés, applicaiondiés dndlieaDaia filed. ePlued virtuabfachines
a virtual data center so that a desired, virtual
arggieied 2 neWORkad| sghies epyrongisat BiPiHY seferrerbtosasiaatual data center so

thdt BIRKFKLArBA MRAIRs ayaflable4dt opBARINMESh&5&vEHEsRRMHIYs needed.

to specific resource Instances so that resources nay
Vitteal machuies aomed bamut] toesped d rafpwmaerinstdncgs sothat resources may be

applications as, required an vi ce versa, appl.ications . .
ProB e g e e el o Betatet s ViR aBR Rape rsa Sipticaions
me[yelﬁ%b'a{té BetweRs Fesbiircd as dénfdnt@for FEONRRisa WAV ftual machine

configuration files include sizing and current-binding

haggyase ponfigusaiop dies inpludergiping and current-binding detail to support movement

of virtual machines across hardware and vice versa.

Typically, a virtual data center manages virtual machines with data-center-wide data
models, such as Microsoft System Definition Model (SDM) and EDS Data Center Markup
that allow configuration sharing across software lifecycles, management systems and
virtualization systems by using static and non-distributed data. However, within a virtual

data center, software remains tightly coupled to management and control systems, which in
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of virtual machines across hardware and vi ce versa.

Typically, a virtual data center manages virtual

machi nes with data-center-w de data nodels, such as

M crosoft System Definition Mddel (SDM and EDS Dat a
turkighey cdifylksanap@mehiadys@is VitiCinlwakelaal ugets.S ipéth&¥dwords, the

across software |ifecycles, nmanagenent systens and
fleyibility 9f virgual @ﬁcfgy@stt@ fan Wvggqqqge%)pg{ep és rgftgicted by the management of

[ a

AR A LER s MRS L B M B B,
pedohanoativocdtiony, Jrientics aid Iﬁrh'lleges 2A4 an ﬂ(am;gé]mll ' damutphtes

nanag errengssterrs Wlthg war e Egﬁ“j}ﬂ [ n othe{3 )
enyjgrdent  qEwarq panagement s drstrfyted Wit pREgablgsystam Baving to be
\
s O R TR rhdel S o SR FRGRER s e
mamsgeraeTs gEhieustand fimepabat@ning. peofder ademftwape atstatiaon, patch

riorities and r|V|Ie As an exanpl e, in.a dat

meSgEGTRSnt G ACFRFBPRAMISS. QISP EVRITE ThAAAGERER: Mgl be upgraded and
se@lirity bét@l‘x’és%istéﬂ’lédrbn%qm@mlal GRRL & %bf)%a?fﬁtﬁ‘ i tBhds thhﬁands of

managed individually. This makes software managenent
VIrwé rrattchm&;SOStb@hewrmmlnama@éwmatc eldi wurtyal machin¢sas the same
" gl % h der to do s Iﬁ wap e atlondcpﬂgf
‘“Pf‘aﬁeéﬁ et 2 ﬁtﬁr °§88iﬂ SF?“&‘HH%? M esé?E}? S§ §‘E‘é wppraded gk some using
ol ®ttiBhs. MHatkiRe syHidhh apeddand enSige tak EN sPdBd@e upgraded presents a

install ed on an individual basis. pi cal data
sulssantial logisgical iseldemdkat és ofin rvpeqt%ffev {hmﬂéé yeas ag [patiches are

u r

rel%ragsgg §g§&g{é \fi}] éﬁggﬁngﬁ??ﬁa%gntglgggcf %Inﬂaéﬁﬁ t}rghgl&léghpled to users and
uséreilersegécespsish any tiotiimhihewsé bf sdivenrs with sofwhiRGipptiedions

d .some usin ol d, ver si ons acki ng, system upgr ages
mafched,fQ treas fon Snsusing thgrsp wgreaanékﬂ phyyaseiadheprsds apqrespacific
préf‘e&*%ﬁ&é%dcﬁ'as E&ﬂh%? i QtioR! &hﬁfaﬂbﬁ had bllllﬁ‘lg?é tmegg,bgcqpeat ed

several tines a yéar as patches are eased

Software within a virtual data center also remains
SUMYMRY OB IHEANVENEEON and 15 user-1like services,

such as by limting the use of software with software

ggflt"l'vl\léggorgﬁ gﬁé \(/:\agnr%en go usgte %‘%ngéﬁgdé p&élgcgfutsgsa\tnrtual machines to
dem@lﬁoéuwaeefrommbrsamdsa@wes.t y, isolation, utilization

and billing/chargeback. SUMVARY OF THE | NVENTI ON

There ore eed has arisen for a system and

i & s SertaRtas ora ch b dnd GretBy WBLb e & e rRdpiges to
debuPIB d6FFaPe O/ rﬁﬁ{a‘gbx‘ﬁ&% anf cbHrdINGEeged exists for a

syStem and met hod whi ch uses virfual machines to

decoupl e software from nmanagenent and control systens.
A further need exists for a system and method which simplifies software

management of virtual machine software across a virtual data center.

In accordance with the present invention, a system and method are provided which
substantially reduce the disadvantages and problems associated with previous methods and
systems for managing virtual machines of a virtual data center. Runtime instances of virtual
machines are generated from management configuration information and user/service

configuration information coupled to the virtual machine. Thus, virtual machines are
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A further need exists for a system and net hod which
sinplifies software managenent of virtual nachine
software across a virtual data center. 25 In
accordance with the present invention, a system and
effoeieddusedeo fecvvptadrtidlidata cestebaianteintint ynd @thuocbsyiskens from user
i?ﬂl%‘sa vant ages and probl ens associ ated with previous
an k& ssfédressyst ems for managi ng virtual machines of
a virtual data center. Runtime instances of virtual

mac W&%%p@(ﬁﬁcéylgnﬁﬁ'ﬁﬁ%a&ﬁ%mm% 6} indiiaakisBiware image
i nformati on and user/service configuration information

and wpelelmrql\@arc leenfyguratical thaterohion @ervfhhasrdwanentmrceﬁas: hysigeed by a

re 3effect|ve se e, vi rt.ual ta
reS&&WFéﬂ“‘r‘?&‘ﬁ%‘E}ﬁ’rﬂ g%‘h?? dcLy &“&h’%‘a?}}l%?ﬁ“ﬁg’g?s a §gpgrate
mah88émét ‘é@nﬁgfré(thcﬁﬂﬁavn{%}h&la‘g@ﬁ@htf ﬁréfékén)ées drdskiddervice configuration
machi nes of a virtual data center include a software

haying geer paelgrenessy thehaar@gan@ltmﬁﬁregcﬁrsamludﬁ mlﬁarmatlgn fgrmanagement

Ser, hardware resourc as.a by a
reliE0 Fi00L U S TRURERR GRyPRI U EoRaE kol fEN Tt e,
polteies)infi@irhias, WeBSmams Op Bimadk On ukEH,3QEWRRE ordRRIWAH! AtreSiurce use
havi ng managenent preferences and user/service

MQIARF PRgipgmoBHors H&R‘/Yaﬁf‘gji Vil mackines dhe elosedrieap wathagelplead policy
PRI R ] PRERALOR e FRRORETRogey e
regoomwes accoodihg trgtha mthnhgdnaent ipreg?eremﬂsj Usa&er%mbn&fﬁmces mclude

, Xi [ or, I|mts on _users tware rdwar e.

mga Q)tmngfgr puwrity pd gostiof 8V 1%?"}?@ Ro AP W8ﬁ§s 8@‘9? B%rﬁ@ster s, such as
baMiupt t&ferdiRE Qﬁ&‘ﬁéqdeﬂcfoﬁée@én% %\%‘Pso Pl eﬁseg iP0&hd ABhd )ﬁent

engine to adjust allocation”of virtua i nes acr
copfiguratsaismopke onmign erichines sedBcontained &sons rgcamcza&mdmahenlgsers and

to the man ment pref.erences. User./ servi
SYHPBPEAEROBOT N RIS PeaRom O ACETPE FOTBRTeR(s g mpet desired
mdihg@nditahd sdrvitegBhlee as wel |l as other paraneters, such
as backup preference and frequency or security

| evel s. The user/service and managenent 15
confli §0¢ sNPeHECHR e DAnaRERENtPRERISPIAST e andightatipperaintain

1n1?g¥15}§§1ntg%n'3€v aﬁ%flg%{l% GirtudSEL RN Hstarmbs koM ngtread only

am c ocation to processing conp
1mth cdesstar[ed theraraag@memtt canfozusaion tmkgﬁmlapphdaﬂon igpe and the
nbodi nen ement and .user/servj ce

usg&qwl 1g51%1§8ﬁgr% %yﬁtemI ynigeRiormatien, Insteadpf having a separate

Vil @fs@tfd)lclﬁcl‘i’tnrtﬂaf &Hﬁhn%%hﬁﬁod NEhANESKRS's BE&%@Plural virtual
wg ication read y 20 image. For instance
maghng

gehabshare thqfsalgg pacnabng systewk and mllagipmsmtth ) ﬁenayfpe virtual disc
usecp %&%Zes thé'{s ?%él?l%%é’ toclﬁ%lgi)dglgf \%gflaat | a?crl]lhrt&rs as%gi BSS g gata files. An
1nstance of a particular virtual machine runs from a copy of the common virtual disc
populated with unique information from the unique virtual disc. Information generated by
the instance is written to the unique virtual disc with the common virtual disc maintained as
read-only to protect the integrity of other virtual machines that use the common virtual disc.
Access to alter the common virtual disc is limited, such as limited to a patch manager that
has write permission to install patches or security updates to applications on the common
virtual disc. For example, a patch is installed across plural virtual machines by shutting

down all running instances that use a common virtual disc, applying the patch to the
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virtual disc for each virtual nmachine, a conmon

virtual disc is used for plural virtual nachines that

share the sane operating system and applications, with

a separate virtual disc wused for files that are
cothmapudrthal disedand sttingithé plakal virohil Arshinesfibmake Wsd¥ted common

.data files. An 25 instance of a particular virtual
virkgad disp €0 thah instanges ran vathe patehe common virtual disc

popul ated with unique information fromthe unique

Vi r gl di.Sc I B i

o R ErCEin oo AR MRS Bt Gliocant [kl Soifkes. One
exampleudlan ginpertam itevhaicaled vaistage is dlakt oitkyal tackines &re tus¢dte decouple

Lhtegrity of other yirtual machines that use th .
sofs§ifrory apegmaiy end contisl sl ot vighel s St ecoupling of
maHabéi@lt afl 86nttdl allbWh b Stbre ALEBIAR0ddI MR BtAtdHRs haRBSHibnt to generic

manager that 30 has wite permission to install _
sygteme hEwsees, seféwanciang hagduvares snanagesppiliipketsystams,callomséndependent
common. virtual disc. For ex e, a patch is . . .
ehiRRE P mige g Usaltrer BARee Ry Aol B o vigeal machine
and e¥dured that' atigBRehtHheres ﬁﬁpdlfégtrul'@,%uéh EQAROnMeAth l&mpliance,

di sc, applying the patch to the -4 common virtual .
angd hadwaghaiiherestta manpggmenespacificalimits, isuelaps prlisisisos smakinawm physical
. t.he i i t r
i PRI GRS K0 et 4B oMl o PRL BTG Chihges
indepeidsnt of mhmgemearn updaehoira@lingahwbsthafig sofrkdre whikanglagement

of an inportant technliéé%l advantage is that virtual
SYSEIRP PSS Cessine dsay gplificsdugnagemerisy sigmy wpdateg, such as for manager

q r t . .14 .
oINS AP ERS AT pRaRcl HoatdhS, Ry o JHUAAR). VAR machines ar
selfwpatained aciokegenede hatdwate, msdrs hied systenapaenegeinenotogroeide a

systens, of users, software.and_har.dwar manage .
cofias i BrdREhE srampob el SHERERIUHLS G o cateeories, such
as ARIBASRITE, Theckpofilt ShacREY, ik, HispBAd/EBME aRY SRarkdtabR/billing.

runni ng a Vi rtual machine and ensures that managemnent

Vesgipeing of filss yathie g virthabmachine simplifien trackirgrefmanagement updates and
thé &ﬁg ggeqngrg]lfdge%hgnﬁ #&%g@araﬁﬁ@fe zgg)gﬁrrglz?-gpag?cll agegss tg rconﬁ gurations

e ESpeci 1 ey
withiiX b Fitfnapashiaal Virhialiiaghinées0 v@lf-cogtaipbd sabtsasnerié h@dware,

managenent and control allows software chan’%es
USErg a@%mmaaegméwf@ﬁ@:e aseERlede andyreprpdyeiRly spapshot that
SrEDE ituct O LOAEr 801 e dSRR0 JEPI ciaRh 8 PRty backup
claund) sespefidresmma age chargétankybdling) Vemiomjngpefifiles wihiae, virtual

| ocat i ons rioriti.es,and prjvileges. Virtual machines
maghe B s Ring o oK s ahe ema s B i Bows role-
badichcBdS ¢ BANTRARARNE WithirCa PE@Xl HSckine. cONpPl et e and

repr oduci bl e snapshot that sinplifies virtual data

center tool categories, such as diagnostics, )
checdkshenexapplelol pn inpestanhtechrigalsdmaitagesia that yivtnal machines are

usgyér&gg\?pqgé&*vlliré ?3m users and services of a virtual data center. Decoupling of
users and services allows a more flexible model that matches software applications to users,
ensures that software adheres to user-specific preferences, such as security, and ensures that
hardware adheres to user-specific preferences, such as isolation, utilization and
billing/chargeback. Decoupling of software from users and services allows software

changes independent of users, updates to running and stateful software while users are

-5-
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Versioning of files within a virtual machine
sinplifies tracking of managenent updates and the
separ at e managenent configuration file all ows
rol e-based access to configurations 20 within a
acodssihg étl andiinplified MWek Upddtesacidwis perdortnaned, locatiohsg ipfieflties and
across generic hardware, users and system nmanagenent
privlegesoyi de a conpl ete and reproduci bl e snapshot t hat
simplifies virtual data center tool categories, such
aS . . .
sty Skt E AR oo BEN e ORI Dsual machines is tht
softwhresnaviagérentacsaiss & watual date hemer is simmliffeide g\ patelctoi angappfication is

dates and the separate.user configuration file o
apiidiog oty soptebihe andiselion Vi mgsines Bkingfogn s sgplication
bo¥i fréH Fhe FBEOhRAMaPE & MBTudeXRPAkh s%fthélrhpgm th@phtch to the

techni cal advantage is that virtual machi'nes are used
applicatien @ singls téo¢ effeativelyrupdaigs ell yiraad machinesthat inelude the

vi rt.ual ~dat a ter, coupling of  .user nd, servi,ces, .
i’ TGRSR Fhd BB BHRE 1] RurBort iR am BRI A Sithines
rediepd bverdll QOSgE Bt the irfual QA SeHteSsifideahe FANONRY pFBTEESplication

to user-specific preferences, such as security, and

mayrheypaigtainedias S oy pornascidwey et thegpplieatios sad aH ivirtual machines

[ td it gl i . s
oS csBh SR BB D i L oo, g aciin,
cleniep cferintiad esachineohsviag tHewame configuratsn is peepmmddnin adeduced time
,users, updates to running and stateful software whijle
singg ghedisgy %rv-lse sfieyEatiog file assgeiated Wit tﬁ? ARl 1caten is fepied dgthout

i ‘ . ti DT Lani L . _
el B ATACEIBOSEIGAGE' ORI ARG o oained i
sutitiean irdgrenation o beé indapdndestodfispesfic bintlhas to ssefd amrservices, system
nanegggﬂenh across a virtual data center is sinplified.
magagy Of 8343 ppl i cation is 5 applied to a read-only
copy of the application. Virtual machi nes that include
BRIEF BESCRIZTION OFOPHE(DRAWINGSEead-only i mage to
I nclude the patch so that applying the patch to the

application a single ti effectively updates all_,

vi r tIRgIPTSSERtN YROSION gy he:EFt%‘é“dFFﬁéOOdab?ﬂ it BymeIAuUS qbjects, features
oo Bl P R 1o RO SURPRE by RIGeniibg T dcbatfanying
drawingu alhedat af dersase referanee hinmaberahrbughdut tlsogeyemat figives designates a
1ik2R l.ic ti%n 10 may be mmintained as the only pernmanent
‘88B?nﬂ Te%@ehpl i cation and al | virtual machines

using the read-only copy share a common state with

r es [pegire 1 @leﬁi_hﬁ 2K didgra@iof al virtasl diatal @hter halifg ada@iment

virtual machi nes having the sanme configuration is _
coplaguraiiangigne upes/ sarvp@cf@egaurﬁlw assqcipted WHB cadeyirtyemmachine;

configuration file associated wwth the application is

COPiFggrd WBAEs a block diagram of a virtual data center having an application read

only image that supports runtime images of plural virtual machines having application

system preparation files; and

Figure 3 depicts a layered view of virtual machines having a common image.
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requiring copying of the entire application. In
addition, applications are self-contained with 15
sufficient information to be i ndependent of specific
bi ndi ngs to users and services, system nmanagenent or
DERAIVEDDESEREPTIESCRI PTI ON OF THE DRAW NGS The
present 1 nvention nay be better understood, and its
nu ous obj ects, features dvant ages made
apgg’rlgH% Rgs Jhm‘?dg%arsq@ﬁ Plree%fnf:rﬁteﬂweg AHQnItgYE B peigH idaig center by
#& CRTTRA deRAonfi
o Lt € O RO L IBUE Bl pb e A onfiguration
asxd;estte@rwmlesach vittudt emaphinsi fhe aranegeamanbnd Bsegsereic configurations aid

t | ock di agram of a rtual. dat.a center
in RS s SR Cerine e et o R s atioh FER) P system
pr&@%ﬁ@#&%@ﬁrb&q§ aé‘lﬁE@@die%lr@&j 53‘&1§ hF&ﬂﬁl‘i‘pd‘ébi btudls d'fm&iuﬂ;'e an

Figure 2 depicts a iagramof a virtual data
infoynatim haadhm@syatenappy uméudecamyanen&h@nblyagglng afhat

inFARRA Tt PR b PR o plest B Frip dRceiigy firieve

origingte! wﬁcm@wr@tdsﬁspw AMBITed, dé't&Wr@Jord”rE% redhca &I @$ utilize any
avi ng a common i mage. DETAI LED DESCRI PTI ON' Vi r t ual

formnehinframatien.dnigBizgenses oydate forthagingssd saigmificoearal.rpr gther purposes.
' e t.Q r
FoY E)Eaﬁ'néﬂla a%?ﬁ@gﬁl?ﬁ&nufria&la}/m% E)thegn %&:ogr /pseé%%lglccg)%ﬂu?& éHetwork
sthgefdegu:éam any otlees SOiCdbdd @lick dnld ne@yC¥ary i dikg Ishapee pérftdmance,
nagenment andﬂgser/serV|@g configurations aid 5

fuqqﬁloagﬁvmtceaﬁae prnasionhgnding AysiemanayHichids aandogn access
méggi? (KRMd)g Hn@@’(}qbfe g&%f@ih RsocOEER Rl ?Q cﬁlﬁﬁ@ M&%&lﬁé)umt (CPL)

eve deésir purposes o
or ﬁaISIWaCESQITSBft\MarB cqntrbbkogw; R@Mhmddirlotig:r syet efmormylatile memory.

nCluean i ns rurIEtaIt ateQ
S ShueRher e oGt dation b il nindadpds one or more disk

drlpé§ ©88 85 mbfARSWbik pdrRESI é&nmﬁﬁ&étin%v\ﬁth exQErngl db@’k‘%s as well as
switch, store, display, manifest, detect, record

van@lpﬁrlcﬁmc:a@d ohtdl (140) daviaes, Surly s @hcyybperdf, @nrrmug@ and a video display.
Thlg gﬁf‘éyrgﬁion%diu?ﬁ Slos}el’ngglrg§ %% grﬁcllgc%ﬁ o%gsogs orckfI '%Ibl%l: g)igrglﬁ]le et(,) transmit

communidation@bdt @Berth8 Ghii\g l&y&b@ﬁbmpomtsa per sonal
computer, a network storage devi ce or any ot her

;glr %l%;?&lrfgﬁg gg\lv(%g g%:?; gar%lplpayglal A gcg%a vrrﬁxél data center 10 having
mdn3 b QIR bR AN 18%nd ¥1§érf‘s€}vn&yco'nﬁ§bﬂdg§nsr ﬁf‘&@&@nﬁ@&m each

menory (RAMj, one or nore processing resources such
virtuat exachiat 1pr ¥iread imaghinas 12 0ERulE obSever haxdmrrescmrces 22 by calling

a sﬁﬁ%%%ﬁrg{%gg ngi&%k&;g&i ofa s%(rj\\/«!:r harcijwaPre conth guratl(}{l% Inactlve virtual

machines are stored in global data 24 and activated by assigning a stored virtual machine to

desired processing components of server hardware resources 22 through a resource
virtualization engine 26. For instance, a data processing function is performed at the end of
a business day by calling a virtual machine 12 that performs the data processing function
once the data becomes available. Resource virtualization engine 26 assigns the virtual
machine 12 to a CPU of server hardware resources 22 and boots the operating system of
virtual machine 12 on the CPU to run the function. Upon completion of the data processing

function, resource virtualization engine 26 deactivates the virtual machine 12 for storage in
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Addi ti onal conmponents of the information handling

system may i nclude one or nore disk drives, one or

nore network ports for comrunicating with external

devices as well as various input and output (1/0O
glahavdai@24. Soaventional Vklelyd])datfad:cntﬁrsl'ttghﬂ@ coapled softwagte @o the

di spl ay The |nforrmt|on handg temna al so
mqnﬁgm% agghgongpol spstempswell gpert %P%ertaa weaﬂé%swws performed,

Vi

e laP Uy R AR D RLIONE ST sty spupling,
mathegémers spsteths tvith harlivtae a:mhnsers 1\0rﬂualvdatzgcenltmr19gﬁ I’f‘h?gltre 1 includes a

configuratjons. 14 r/service confi tions.16
el BRI OB WP e FerdRurRopaS Wik pdgivirtial machine

12%‘?5@6&3% s%%“fﬂ[:éefr@rh‘?n nééﬁéﬁ{%hd Q@ﬁt%%ﬁerﬁ? SRS @S uséladMuser-like

ling a software | to run based on a server
smwamdﬁunemanmﬂmgmmummdﬂezmﬂnynact|ve virtual 25
machi nes are stored in gl obal data 24 and activated by
assié\gnl ng_a sto ed vir

o iR bR f Eaed L4 BloyBE IhASY AP eS8 B ounting,

mdnBg@heh idofrRSUIN 16 RachWiFthaladhdchatd IPoeM@ivBaté®ing bOMmanagement to
i nstance, a data Er ocessing function is perforned at

geneTic YRgMTOT ugers, seftwaresand hardyyare.4p alleyy raangging gfmultiple systems, to

aBRGRIEn R e PR BB LG R L ARG SRP %A bR 12, o

once €conmes  aval sour

allowrihdepehdant titange @i users 2o @Bt ginsartiWeare\eiverd Whlle Bthning, to ensure that
machine 12 to a CPU of server, hardware resources 22

maaﬁaera%@éhqr%tow&ﬂmrﬁahwg f'elps & suchias epyronmeatgl sgmpliance, and

ggh&é"ﬁar@@hte a‘ﬂh&‘é?%ot ﬂ&naf Hﬁ‘l@ﬁﬂ Eclﬁl‘:’ﬁ’lﬁﬂtscsﬂl?ﬁ’hﬁdlf&ibs%fr iRk fmum

ta processing unct lon source virtu zat1 on
phgsical himisclefiead by palﬂ@s:ompélancer Itullﬂsl28rrd\ddmagem&m cbnﬁguratlon 14 may

| obal data 24. Convent Vi, .t ua
be g X dite Tt ot e Rt pclerebrRE R stepftipéd FOrHRL. The coupling
of FRNAEANEH F)reffél'gn&:@'fﬁ VituaSMadHEReS with MBhdgeaRni @nliBratidB N4 supports
and user-like services perforned, thus limting

mapageriaputete drtbelivatien lyersdhiogalap résouser ys¢ mopitorspgineal) and

o, PSR IR Lo R cnnc
in maﬁag‘ﬁi npdeeiotused)Yofigaraindlinrdware Wd'ulé&&tmlleﬂ @ia¢hines are running. For

configuration 16 with each virtual machine 12 to
CXBBE GuiPRASSBIR ARSI eHIAgAN i e ReFeIECERECSIERY icys: RFormaRce.

lo@REnf rRﬁ"'n!éf EIH @E\ﬁkﬁ?&e&f 4 H‘tﬁal &Y Bhe r{?éfefem%s%%dbe updated

oper dat 1 ona Ity. Managenent configuration
thrpugiva desagamumo weet fdck Skivdiileia yirthyl roavhpiei in gunniveyizgdmaging the

on to each vi
valut B e MRS E g G Pl cpdftenaropie gutpty to
ch@pleti@agerdbit cBAfigWaich vdlResHabQMor R BRI 1B Pippidredity! g%bal policy
systens, to allow independent changes to nmanagenent
engie A2witice nranAgeIARNt predergnges aed maimisngdeas part of ghe virtual machine

itself, complete reproducible snapshots of a virtual machine simplify tasks for a number of
tools, such as diagnostics, checkpoint, backup, cloning, suspend/resume, and

chargeback/billing, and versioning may be tracked in the management configuration.

One example of management configuration preferences is environmental goals such
as relating to power, cooling and task balancing within a virtual data center. Resource use

monitor engine 30 monitors virtualization runtime based on environmental goal
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al | ow i ndependent changes to users, software or
hardware even while running, to ensure that
managenent adheres to policy conpliance rules 28 such
as environnental conpliance, and to ensure hardware
mzﬁﬁg@ﬁ@ﬁ pmfemmgeuﬁe:nmw pieedt mchitotifg b h&deAreatndel divdnedrtual
maxi mum 15 S|cal limts defined by policy
re%@}fﬁ&m%& exist Bléysrz@ YNEPRAY R nwg@m% %ﬁlsche%ywmtormg

f

ang ;?naa‘;i]ﬁg%e?ﬁynz egle u:r%g%se ét%iig% @ﬂl;p @ﬁggﬁ Ql%eafr%g % é‘@e&iﬁg&el%ob Wifh global

poficpémimnd2z® d}mamlaaﬂlyaﬂjunmnh aHemtioh oh vn'mabgnecrtmﬁs 12 across the
conf.i guration 1 lgh manager g ?uts to

PR OrDBRTDHS O ésfé ARV GFFOHTGER S6u f RleinglaRcenfhvpEkloads and

ri%ﬂ%é‘@f dRud Qﬁac‘ﬁﬁﬁ@ﬂﬁﬁn&%&éﬁs% JlRua“I 'dﬁfa%hﬂe? Bérhﬁﬂ léaﬂé’ @feSalanced

through a gl obal policy engine 32 to avoid conflicts

wilOpawer gpelad en ang diftagesodes to sasaesenergtyfand/gra@eﬁlhld degradevpower

whi | e. virt ual machln re.runni ng. For. ex le, ..

coRTioets LT G IR pherbifopmen R cosHains WK B cdaling are met,
resoufiSSuse RRMIOF ERINGE30 AAFBES PiioritRisia@ddciadt@SwRR Betive virtual machine

privileges of a virtual machine. The preferences may

mMgm@ameﬁereneﬂsdgghﬁtslqbahadmgmﬁ Rangdyasstectyelyitvidtinize lower

pr10r1 %:]é" t% r{:@&%%ﬁg r&glonr?zillyrl)a {]v%gﬁx_bg%&ﬁeél%b g\égaéje?nent preferences

gumdaalbeamrcﬂ\mdsal mbhmés lbWreE@Jr%u@hﬂﬂlgﬁ)rlﬁiFh g80®RAd global policy
conflguratlon val ues based on access | evels approved

engxyeép cbg;eebgqa,lscrylateélﬁg ivadouspol 13}eﬁcxglwﬁg@etn@ﬁfnums or limits on
usBrs om%&s‘n M‘atn?%{fﬁgxt A3nfh; r£t1 a?éqﬁlc}&p{]édt“ﬁlr r(%le -based

I ne |tse e reproduci bl'e sna
sewurrty uefileorstb-fike lsvemhmdy/erslaséds for a nunber of tools,
such as di agnostics, checkpoi nt, backup, cl oning,

V er 58 ﬁc{{gl%ﬁﬁngﬁfbgélrzzt}o&lclgaé{{gylﬂg%: ﬁ/épt%h%elhilatg%*@ﬁ{ydby coupling user/service

infoRAti EioRhéIPRirtudOm s XBRIIIB WihatdRINE G € g@ﬂﬂ\fvare af)phcatlons to users,
configuration preferences is enV|ronnentaI S such

to gesurethat sofivare adhsvgsrto usessipedifjc arrdereresik shell @rﬁ@i:urgy and to ensure

[ C6
R M3 s P BERRU 5, TR, o
bileiﬁg/icha}gaﬁakaUsgmkwee&mﬁrga@aﬁﬁ n6 1$):ireXMIeﬂteaﬁatfsadrlagpreferences for

than direct nonitoring re since a give
users pd, a?erel&eé@mfeé Ih§ta 95{ g)trmﬁhy?}eccavpbng of t&s%ﬁqrvce
pré¥ereh®9o Q/ﬁ'@ﬂég hatRn&d \%Rﬂvugéré&q’/‘i’c%r%nﬁ BRALisP16 BhpoRtS glanager inputs

managenment. Resource use nonitoring engi he 3 Per eat
to alrwaMMHaYanmhrwghh @bxﬁim%ceqantelrﬂhye 2handheerdle t/mtuahzatlon engine

d nam.cal | ust th of , virtual
SR G B e e sonBeaOE ke adthict Sapg R aton T with a
vutﬂ@dl dvRhRe PRSAIGEBIIY Self-EtainBE S ARGS that'fs WRRMICARS G
priorities of virtual machines Tunning across a

disgiibutakie sl ﬁtaaamémmmpé arvityal maghine may yakenesegeneris hardware and
us@ar ?Jﬁ% %el‘?gon?tal d gxr&f m%éhl ogl%§entt§) a ?’e%\r/oedu%ﬂ)? %pgﬂ)q to simplify

gracefu egr a e power
tools, such as diagnostics, checkpoint, backup, cloning, suspend/resume and

chargeback/billing, and allows simplified tracking of version changes over time.
Decoupling of virtual machines from users and user-like services with the service
configuration allows software changes independent of users, including updates to running

stateful software while users are accessing it. Users are update by updates to user/service
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consunption. As another exanple, if environnental
constraints such as cooling are net, resource use
nonit or engi ne 30 anal yzes priorities associated with
active virtual machine 10 managenent preferences so
préfeidhceglofiiial uspobdroiye emngfidi@atda, SRY as Ab&lid W byrfdtintinc#lildctions,
lower priorities to reduce cooling demands. In .
prigyitigy angnrivalegssh SeAniesied Usernwih dersheached states arcaypdaigd by apdating
i ' Rl se nonitor
e LB Lol icrien SRRG AR IOUBRE Toal s
related to various policies, mninuns, nmaxinmns or
| i mMQre examplesdiuser/sofitarpreterarcehstostdan e usdvbsengenenfiguration is a
uragions _.are, enc ted for. rol e-based 15

fi. r . .
uSSESETHITE RFelerener ol RSiordy,pid sqskassatjaied Wik \iEhal asbipe. For instance,

a USSIEdr S8 Mt CRr ANt S paike B dddt PArabRESTor ARIAME Fhachine 12 into
flexibility by coupling user/service information to

userésetvies qontighratian b through wser/sdrviewintertfadei 3og Sefvisovirmalization

enfiif b 68§ Srafot BEE v pdrRE ol et TtnliaetBieG p prionty and
codtipilefbRnOdISY tRat réddatceRBE EHUAIEr GRS FParldOp]blsed boﬁ?‘?&igﬁﬂ%2 adjust
preferences such as isolation, utilization, and 2

thanssignmgnicHfahe eisuakmachies oghe piogessigrrompenents ehthe gerver hardware
st BBb RS PR LRALAIRSR Asondf eG4 compiinc

ruleoDP| ARothei exag@ilé SR Wdet/Berviee picdéreNGES thetadyustdbl@detting of backup
machi nes with user/service, configuration 16 supports .
PrefasaeRsang fisguancy e ensurg datp infegrityprithg adi ustatle sine security levels to
_ ; . o STl i :
SRAS PR LTE A HbsnRE AR bl ol
changingissery adrustegates arfei rghouat] ito chab@ing sofivar2mdvsofttvaed states.

machi.ne .pravides a fully self-contain systemthat is
Selfimiraizaaon Gy gt asdhs gt ot anSernL PO RGP ol p atital
mAhin pébl dndd pdTReNRes ARV Ik PieSs BRRAT VistuMAHLMMR as a utility
and users. Afully self-contained virtual machine

resopess eimckidimgrpepopalinatioh ef aprdisstiis. to sinplify tools,
such as di agnostics, checkpoint, backup, cloning,
sus - KDL LR .
Si R R a Blnf 27 OB0CHAE A i S0RAP Y f W gring an

appleadiop réad®ndf invdgetd0ahat sappuresntirme® imagge b plaral virtual machines 12
user-1j ke services with the servic confi gurlgti on

haying 3RRlicelpr ftem FRAGESN fifgdp EYFC (ages 18, As a virtual
mdcAfleUii98a1adRR §loq:)91i c{d‘t'ap%lsﬂﬂ opbiali6h H}é &L RACarbhidoBrees 22,

users are accessing . ers are update by updates to
respume/virtyalizatgon éngprecitencadscapplicdtionead mdy irpageAlcte boot virtual
configuration, such as user views erformance,
e 2 aen gy e dnliiGhey 40 PnBES bRTRE Ton frope
applidafioh @¢siém prpAREiof il §bredlif sofPlat fagy1 8! PEbihdighce! dpPlication
user/service configuration even whil e the user
reaglandy; eagedOris aagad-only copy of a WINDOWS operating system with

configuration information unique to each virtual machine’s use of the operating system,
such as IP address and system name, removed with an appropriate tool, such as running the
sysprep program. The application unique configuration information isolated with the
sysprep tool is stored in user/service configuration 16 and the version or class of the
operating system or application is stored in management configuration 14. Thus,

application read only image 40 acts as a gold image to support population of system-unique
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One exanpl e of user/service preferences stored in a

user/service configuration is a 5 user/service

preference for priority and cost associated with a

virtual machine. For instance, a user or user-|ike
infoerhMiEin®tuBtiBe MisttRe SHncleiple HahAMichines h&osPa VirtuhLddta center

machine 12 into wuser/service_ configuration 16 through
withswrifes @erfprared; t e yssteergise capfignration lioraliihe visael machine.

engi ne 38 requests creation of a runtinme instance of

t he

pr of op Uity ofBEHRAG R Lot el R iy Sferk Sl ipformation
prgjtiddsasi mplafi¢deapplicagionemd teaaljcessuch 130 intstedlirpsigidgtesen patohes for the

the .virtual nachj to, the pracessj ng cqnponent
P HGUEBAVER HAP LA POt SRS S YT BATRG - o GaRgted by Figure
2, AMiatedBiRudt ARRRINEY 1 2RV eRIrle O REbréE Qﬂﬂkﬁﬁbﬂkt@ ﬁﬁﬁm@bn an operating

conpliance rules 28. Another exanple of
sysietardhsad (P B4 Updatemioappkcatios read-ondy ithage ‘H)eart: ipagormied by an

P REdgR peSh s ER 2R S ab RO SOt g SRR 2y s grie
aumarxga@mbp@r dpﬁbl%ls ¥r p;ﬁéﬂefs it6 hplea®sSrehd oﬂ]@'tlfhagEMO I B@fore application
detail is dated at runtinme as 15 changi ng

pa%@a@aa@fd*&@@he%&rwré@teép appligssion ecad Onbhigige 4§, gl@twkfmacénnes
rurﬂﬁﬁ'% ﬁ:@f Pﬁﬁ({aﬁoﬁ LA Sther shf Elif\'/vﬁ Or XA ({lJQ(L {h%lfafe gparg%t %ﬁﬁested from
I me envi ronmen or ances om a

applicatioa keadrm(}hllrr@e goduriag d)eamﬂatel Gmf:hmg ®f an &'ﬂa’ge of the application
E;er I| ﬁrVICGS to treat virtual machines as
be atp é

¢ Ihetlgv B etical Mirfuahimaghipesrte SABITUS APETng Mhile the update
I I
o<GHE RS TP SRR AR P IRSEL AR ot gy vinun
maghimes matres.‘oartedetadumnhty tharegatedGipphiction mgmhmtl;; 1mmgt1 4(reVirtual

[ es of ual hlnes 12 havin
magRF Buriingtp 08 e e SRR inda apRTRARH maydiepiged from
uplared 8splik8tior¥ead oNlyifnd3é 4@@9&"‘&d’iﬁeﬂignﬂ tfm& alTh@eksefdr@Atingle point for
| obal data 24 for operation on server hardware
softwaisumanagemeont enms&ﬁhﬁt@l virtpel madhinesiusing épplicasion eadeqdy image 40
eﬂ@fgﬁ{eﬁgﬁ Lixgﬂl\%l[ef(ﬁ%raq{&h Ca gsﬁus?ég)f é%é%%géslo\r(%%éu Skﬂilarly, leverage of
thmmubm@dehyomlpﬁmag@durmg dloring bhe viztmabipptiisaby @thtual machine

system preparation file stored in software i rrage
clopgy 59 rediregscthe time ang gespnses nedaditogsriprmpiopung oCoRy tame is reduced

oy SBAREILORARN: g MDA Rl s BBLATIE o coping
applicahipmecad onbeingige e oper ati ng system such as IP
addr ess and syst em nane, renoved with an appropriate
tool, ~such_as nni n r.e
app Rt TBROT AP EIRHEE A R r Y B Bl Vel Sartjpss pavine
cottinioh itriage.3Q HAWERTE Pyt OS2 hdsthé pRysasl hzﬁdWﬁﬁ:r tb%ﬁ%pﬁr@i%stances of
configuration 16 and the version or class of
virgisé raehings, sydtasmresiessop ghd sgmosy rasgursesorieat expmple, a data center often

1né1@tfze§%mr15foglgl%%r?¥efngislhg Q}é%ﬁé}% I‘Ogl% ’thz}t %%pzllio%gtgél o v1rt%§1 machine
1ns}txﬁ10t:d ar hedmrdlfzars Y/ee mcludes stered storage 54, such as one or more

interconnected hard disc drives. Shared storage 54 stores the application read only image

that is cloned to create instances of virtual machines 12. A resource virtualization layer 56
allocates the hardware resources of hardware layer 52 for use by virtual machine layer 58.

At virtual machine layer 58, plural virtual machines 12 run as clones of application read
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-10 information into runtime instances of nultiple
virtual machines across a virtual data center wth
wites perfornmed to the user/service configuration 16
of the virtual machine. Popul ation of a conmon read

onBninyaga@p lpopaticd it dliqeyiafemation (ireacniigtuaBhadhine 12. Application
FYOVIdeS sinplified application nmaintenance, such as

pajchdnanagenftd rupHa 2 ¥irypl paghinedbathas agerss o apphipatioateahonly image
<05 SRR Wl PR iRl SRR, K Wilhoper g s

dowao/hnttmad snatRinkha V2 thaneseor clomy & tha pdaldcomy nERe %ptymua ipagh to the
er at stem 44 and CPU 46, Updat es t
reaéipcm Y i 8%?94@3@ reafifigee ﬂi‘ﬁab‘étuﬂ NS THRRY Wi asfone of the

ima@gp! i cation patch manager 48, also running on a
virtual machine 12, which has wite authority to
appl y updates or patches to application read on
i magdtheogh wamnmnhlppmtmthas heelodqsaulvid ltmlntagen shkslld be understood

ppl.ies.an upd ion r ma

o R et B Tl 1 ER OB i e sy ¥ e eparting

fropiltHe sPRWANG Eccﬁ)@@ﬁ&ﬂ: iBPeritidatas HEmEt t?’ftﬁe BffentieOtlemiLd
from application read only imge 40 during the
update. Caching of an image of the application before
the update allows critical virtual nmachines to
conti nue operating while the update occurs. After the
update is perforned by application patch manager 48,
the shut virtual 15 machines are restarted to run with
t he updated application read-only inmage 40. Virtua
machi nes running off of a cached copy of the
pre-update application my be restarted from updated
application read only imge 40 at a convenient tine.
The use of a single point for software nanagenent
ensures that all virtual machines using application
read-only inmage 40 are updated in a single operation
with | ess use of storage resources. Simlarly,
| everage of 20 the application read-only inmage during
cloning of a virtual machine by a virtual machine
cl oner 50 reduces the tinme and resources needed to
performcloning. Copy time is reduced by copying the
software image with the application system preparation
file without copying application read only inmage 40.
Referring now to Figure 3, a |layered viewis depicted
of virtual machines having a 25 common inmage. A
hardware | ayer 52 has the physical hardware to support
i nstances of virtual machines, such as processor and
menory resources. For exanple, a data center often
i ncludes plural information handling system servers
that are allocated to virtual machine instances. The
har dwar e | ayer includes shared storage 54, such as one
or nore
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i nterconnected hard disc drives. Shared storage 54

stores the application read only inmage 30 that is

cloned to create instances of virtual machines 12. A

resource virtualization layer 56 allocates the

har dwar e resources of hardware | ayer 52 for use by
WHAT IS CLAEMEDASE ayer 58. At virtual nmachine | ayer

58, plural virtual machines 12 run as clones of

appl.ication read -11 only i.mage 40.popul ated. with

oy due T i B (g O i eR GL A ) Gach Sent, the system
compkingat i on patch manager 48 runs as a virtual

machi ne that has access to application read only inmage

40. glabehdgiapperable 40 sorgniabuirtual maghings; onl y i nage,

5 R O s . PRA il Ehing baving o

apply t h@apiigdcdrdigubiftion ahg adofwhit ithaRE&he suTtlvdrd Bhage having at
reinitiate the virtual machines 12 running with a

cl one of leaseons appljeationsystengrierasdionrfdeent i nventi on

has . ' ' i Ly I e under st ood

t hatan\%ggl f%ﬁéﬁ gér?gﬁogle}‘sf?na%gtgg){ %‘1 lgttlfl%gfsgggﬁn%tégl terations

can phealpadesstiag ediapondnsoaperabbp@rrun tg: viftaalmadhines;mndi t

and sco%e of. the i.nvention as defined by the appended

ol AP FESOUREAT R0 SAEES perable g ryn aXidyal maching instance on the
mai nt ai ni j; [ ot jol, .
The. Syst Shs et ont AR T pftr HepptquR Pl Hhoge it
pl ural vithe applicatenrisystesy, prpparatain filiete gerlerateemimiase instance of the
stored in_the .global data, each virtual machi ne havi ng

a har d\Aé‘PBl“i?Hﬁ'F'i guration and a software image, the
software i nage having at |east one application system

preparation file; .application read.only inmage )

stored i SEstn &b Zﬂa‘fi‘af‘é(,&‘erﬁ%‘%lap FaHeR S ‘H@“Sﬁg an operating
sy@i@gponent s operable to run the virtual machines; and a

resource virtualization engine operable to run a

virtual machine instance on the processing conponents

by Bopul athkRPstt &R £AIHNRNcIRAKIAY appiR&tforn'patdh manager

the application systempreparation file to generate a
opemahleitorspdats therapelicationvdth erepiringert ipatehes by applying the patches to the

application read only image.

4. The system of Claim 3 wherein the patch manager comprises a virtual

machine operable to run on the processing components.

5. The system of Claim 3 wherein the application patch manager updates the
application by closing all virtual machines accessing the read only image, installing the

patches on the read only image, and restarting the closed virtual machines.

6. The system of Claim 3 wherein the application patch manager updates the
application by storing a copy of the application in cache memory, running from the cache
memory one or more virtual machines accessing the read only image, installing the patches

on the read only image and restarting the virtual machines accessing the cached memory.
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2. The systemof Claim1l wherein the application
conprises an operating system 15 3. The system of
Claim1 further conprising an application patch
manager operable to update the application with one
or nore patches by applying the patches to the

appl4 cati.Qn read L e..4. Th stem o aim 3.
aherer n (8 st iy ERgs i pe SRl R b eatse o
mdHagEradtt Qoﬁt@gdr&tibrﬂfhvﬁr%%mﬁ@&@%&le%rpmmﬁBﬁ.S . 20 5.
The systemof Caim erein the application patch
manager updates the application by closing all
vi rigual mfszmﬁ ACIARS] Weleliftht §AhaP Ma¥hihEP@Bher comprise a
installing the patches on the read only imge, and
USErESTVAS ¢Qﬂggumon E@‘Qéﬂ sepurityaacessasiormation @sociied syibtthen
a olf.C gl:l aim 3 wherein the application patch manager
pﬂr})(ﬁl P8s the application by storing a copy of the
application in cache nenory, running fromthe cache 25
menyry o or .nmor i.rtyal machi ne ccessin he read
on 2 rmd e SrsigRa Gleigt | RbedRt h et tuad o Raes ahersamgprive
uséVRBBcAMRIEBRIBA bEEbIL RS sthld dydidin FREIC REdrAs kdi§ated with the
the cached nenory. -13 7. The systemof Caiml
opesatior phthe apphidatipn at thewihiaheachioet her conprise a
managenent configuration having application version
information. 8. The systemof Claim1 wherein the
vi rtl@al rbelsistens of Gilainel fusthepedsprising aisigtuebmpchinecloner operable

configuration .haying secyrity.access informatio
to G385 b bl il A bk S0 56 il pli AR S Boeer gduioB Tl
Caim1 wherein the virtual machines further conprise
a er/sgervi.c onfiqur.ation erable to.stqre syste
Speditti c A MEBOAET Baniae vifeligrines ofe vigpd it GRicgfthe
mdth&) @Pirisedt i on at the virtual machine. 10. The system
of daim1l further conprising a virtual nmachine cloner
openstising a re@l ey dmagreofaanapplicasion phthigivisua atgspytieng t he
appl [ : 1 ragi file, 11, JA. hod, . :
For etk Nt B MRERE Bk Ol 8t e posty VAR hine having

center, taltardwat bodhigestvn idagoftsaay imige ahé eeflvaBlinage having a

i mage of an application at the virtual data center;
system preparation file associated with the application; and

generating a runtime instance of a virtual machine by populating the read only image

of the application with the system preparation file of that virtual machine.

12. The method of Claim 11 wherein the application comprises an operating

system,

13.  The method of Claim 11 further comprising:

copying an update patch to the read only image of the application to update the
application; and

populating the updated application with the system preparation file of a virtual
machine to generate a runtime instance of that virtual machine running the

updated application.
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storing plural virtual machines at the virtual data
center, each virtual machine having a hardware
configuration and a software i mage, the software image
having a systempreparation file associated with the
application; and generating a runtinme instance of a

vi r tyal chi opul at.i the r.ead only inmage of
t he 1zliliiopl ﬁg]gtn?egﬁoﬁft@ahéélg@%éﬁ? IBPréifgg'ati on file of
t hatshittihg dawn GBE Bt Mere vidual hechifk fied afdf rubhiak Tﬁheja}) lication before

wherein the application conprises an operating

system 28 copympnd theupdste pchgirBd m 11 furt her

co I.S4:ng; ' r

oLl B e R AR ATk Sobllf b AL B pach
and popul ating the updated application with the system

preparatiQn fide a. vikt.ual  machi.ne to generate a
Rar at 19 meﬁilod (())ff Cltaxrl]lzmjl t1 5 glilr?}er gomprt

runti'ime i'nstance of u h¥ne runni ng the

updatoeihgap phdhe aldn@dty ond ér dvdre ViRQalBadhes Phat Greiuithihg the
further conprising: shutting down one or nore virtual

machi nes appligatian &elormiiesgPYing ohisupdaieipatshbef ore  the
Op%ﬁ}gng{he%a"ll @Bﬁe?ﬁ?@?hef* ﬁ’r{e}ﬂe& ﬁi%&riad'& h%%@l@ Sgg%ib% of the

c

down virtual machines a copyl ng’ o

pat ch. 5 upBate phehyaidnod of C aim 13 further
conprisi.ng; storing tqQ cache nory one or nopre

i r FERTIRG i cAehed Rethal gpas hing Agthe Hédat%‘g?ﬂﬂheé&l%n
bef ore the copying of the update patch; running the
virtual machines fromthe cached nenory during the
copylPng dihempahod pffalaun bh fiukher gompasngest arti ng t he

S

one or nore virtual machi nes by copying the system

preparat i"[‘?l@ n(étﬂ)(?d of Claft? 11 further comprising;:

tracking the version of the application associated with a virtual machine in a

management configuration stored with the virtual machine.

18.  The method of Claim 11 further comprising:

generating information at the virtual machine for writing to the application image;
and

writing the generated information to a user/service configuration of the virtual

machine.

19. A virtual machine comprising:

a hardware configuration;

a software image having a system preparation file associated with an application, the
system preparation file operable to populate a read only image of the
application, the read only image stored separate from the virtual machine;
and

a user/service configuration operable to accept writes generated by the application

during runtime instances of the virtual machine.
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25 17. The nethod of Caim 11l further conprising:
tracking the version of the application associ ated
with a virtual nmachine in a managenent configuration
stored with the virtual machine. 18. The net hod of
Caim1l further conprising: generating information at

the irt machi ne, for It tp the application
mmgt: " i B agind ot Sl At eotmRame g prsegmen
coHﬁg?\frétﬁﬁ{ dﬁe%l&férhftdrg %@fanHfo‘?lfnaﬁ&?aééb&ﬁtH@l\Vlthr[RﬁQﬂeE'fb the read only
. A virtual machine conprising: a hardwareé
nmamftg@amhcamn a software image having a system
preparation file associated with an application, the
system preparation file operable to populate a read
only image of the application, the read only inmage
stored separate fromthe virtual machine; and a
user/service configuration operable to accept wites
generated by the application during runtime instances
of the virtual machine. -15 20. The virtual nachi ne of
Claim 19 further conprising a managenent
configuration operable to store version informtion
associ ated with updates to the read only image of the
appl i cation.
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