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Portable data storage device using a memory address mapping table
Field of the invention The present invention relates to portable data
storage devices, and methods of employing the devices for storing and
retrieving data written to them, 5Background of Invention During the past
couple of years, there has been much interest in providing a data storage
devices containing a flash memory and which can be connected to the
serial bus of a computer. A leading gocument in this field is WO 10
-01/61692, which describes a one-piece device subsequently marketed
under the trade mark "'Thumbdrive”. in one of the embodiments described
in this document a male USB plug mounted on the housmg of the device
conn@oisathiiee diy:t ¢ to fensads SOk et MeaCunpine B2 (119}
computer is able to transfer data to and from the flash memory of the
cRestabissSioraggevice 15 under the control of a USB controller. Various

|mprovements have been proposed to this device. For example,

%’Qeﬁﬁ ﬁ@&t?%setee% o(?f'a\ﬂ%e gy Qﬁeageg'asmgh Afingenpint

access to dat store int vice is only allowed in
OM%&MWM@WW%W@@WMWW@ edheip-
comparing the user's scanned fingerprint to pre-stored 20data, The

Bdisedesute of batrdbthese documents is incorporated herein by reference.

The structure of such a portable storage device may be as shown in Fig.
1. The portable storage device is labelled 1 having a housing shown
Diashetheip2strmsiudes of YSBscdimreller2hericimsaitioleR ) SErInedace23

s BB BIR AR ARSRSFEHE B hIBReEALE Ak dodted
to the serial bus of a computer. A leading document in this field is WO
01/61692, which describes a one-piece device subsequently marketed under
the trade mark "Thumbdrive". In one of the embodiments described in this
document a male USB plug mounted on the housing of the device connects
directly to a female USB socket in a computer, so that the computer is able to
transfer data to and from the flash memory of the portable storage device
under the control of a2 USB controller. Various improvements have been
proposed to this device, For example, WO03/003282 discloses that the device
may be provided with a fingerprint sensor, and that access to data stored
within the device is only allowed in the case that the fingerprint sensor verifies
the identity of a user by cemparing the user's scanned fingerprint to pre-stored
data. The disclosure of both of these documents is incorporated herein by
reference.

The structure of such a portable storage device may be as shown in Fig. 1.
The pertabte storage device is labelled 1 having a housing shown dashed. It
includes a USB controller 2 which controls a USB interface 3 (e.g. a USB
plug) which directly connects to the USB interface 4 (e.g. a USB socket) of a
host computer 5. Data transferred to the USB interface 3 from the host
computer 5 passes through the USB controller 2 to a master control unit 7.
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- host computer 5. Data transferred to the USB interface 3 from the host

computer 5 passes through the USB controller 2 to a master control unit 7.
2 Data packets are of various sorts. They include WRITE data packets,
which contain WRITE instructions to write an amount of data which is a
multiple of 512 bytes to a specific logical address. They include also

\READ data packets which contain a READ instruction to read data from a

specific logical address. 5The WRITE instruction typically contains a
logical address of the location at which the first part of the data has to be
written, an indication of how much data is to be written, and then the data
which is to be written. It may take several data packets to communicate

PRGWRITG nFygtion: iodady, #REA ascf%‘ef)sg heh

ryGH
address from which to start readlng a?%%g}% |nd|c ation o éow mLIc
RSV IR Beneladciairtie empamisnauatea! dataroineiitis mpldiinae’
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toI umt?co rols the NAND flash memory 9 by command symbols
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ENABLE signal which has to take a certain value for t h memary to
&%}Q@éﬁrgfpﬂon mdlcates a logical address from which to start reading, and

an indication of how muoh memory is o be read starting there.

The master control unit 7 implements these instructions by controlling a:
NAND flash memory 9. The master control unit 7 controls the NAND flash
memory 9 by command symbols which are passed by one or more lines
shown schematically as 12. Typically these lines 12 include a line which
sends a WRITE signal when data is to be written to the flash memory 9, a line
which sends a READ signal when the flash memory is to send data to the
master control unit 7, lines which send an address signal indicating a location
in the memory to which data should be written or from which data should be
read, and an ENABLE signal which has to take a c;ertain value for the flash
memory to operate at all.

When the master control unit 7 needs to store data in the flash memory 8, it
sends it there via an 8-bit bus 8, at the same time as a WRITE command,
ENABLE signal, and address are sent. The address is a physical address (i.e.
a specific address in the memory unit 9) corresponding to the logical address
according to a mapping stored in RAM memory in or accessed by the master
control unit 7. When in response to a READ command, data is transferred out
of the device, it passes in 512 byte packets from the NAND flash memory 9,
through the B-bit bus 8, fo the master control unit 7. The master control unit
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When the master control unit 7 needs to store data in the flash memory 9,
it sends it there via an 8-bit bus 8, at the same time as a WRITE
command, 25 ENABLE signal, and address are sent. The address is a
physical address (i.e. a specific address in the memory unit 9)
corresponding to the logical address according to a mapping stored in
RAM memory in or accessed by the master control unit 7. When in
response to a READ command, data ig transferred out of the device, it
passes in 512 byte packets from the NAND flash memory 9, 30through
the 8-bit bus 8, to the master control unit 7. The master control unit 3
sends the 512 byte packets to the USB controller 2, which sends them out
sfike theyBE2lytropgbitite tdSBeiniSBacenB tiidhe hoisich. sBre slevies isit of
n jon h e interface, 3, so that 5 when the
ﬁ%églr?t%rfizqg @?yﬁrﬁﬁguggé%%gﬁatﬁ%%%ghseo@ 8{ %f the computer, the
device powers down. All data stored in the RAM of the master control unit

THs lostiddgs %&Méﬂ@@%@p@f&pm FRANOSE s menQly Ra

The device is 10configured to store 512 byie sections of data in respective

VRS ES (REtdRARSM S DUSSIbRASS diagt 1acHSR serfebabbewrmyuter.

2i6ldeyies)p eaesai oviic RIS £ QeSS A RS PELtiVereRatho siatasstaragenit
;e{gﬁg&%l which stores control data (typically up to 16 bytes)._ The data is
arranged in "blocks" 10 (i.e. the respective rows of Fig. 2), with for

example 64 pages 6 to each block 10. 15Conventional NAND flash

PIEILRSHENRIHERURIGHRRSG tne MANRS AHEDRRARBI 8 1AL A& e is
erased' state, in which data can

configured to store 512 byte sections of data in respective "pages" 6 (note that
other possibilities exist, such as each page storing 2kilobytes), each of which
also contains a respective control data storage sector 11 which stores control
data (typically up to 16 bytes). The data is arranged in "blocks" 10 (i.e. the
respective rows of F ig. 2), with for example 64 pages 6 to each block 10.
Conventional NAND flash memories have three limitations:

1. Any given page is either in an "erased" state, in which data can
be written into it, or a "non-erased" state in which data is stored in the page
and different data cannot be written into the page. Pages can only be
changed from the non-erased state to the erased state on a block-by-block
basis, i.e. all the non-erased pages of a given block must be erased at once,
losing all the data stored there,

2. A given block or page has a limited life-cycle. In other words, it
can only be changed from the erased to the non-erased state a limited |
number of fimes, such as 10,000 or 10,000 times. This limits the lifetime of the
memory device.

3. The NAND flash memory contains occasional biocks which are
"bad" in the sense that data cannot be reliably written there,

As mentioned above, the address in the NAND memory device 9 into which
data is written, or from which data is read, is determined by a logical address
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be written into it, or a "non-erased" state in which data is stored in the
page and different data cannot be written into the page. Pages can only
be changed from the non-erased state to the erased state on a
block-by-block 20basis, i.e. all the non-erased pages of a given block
must be erased at once, losing all the data stored there, 2. Agiven
block or page has a limited life-cycle. In other words, it can only be
changed from the erased to the non-epased state a limited number of
times, such as 10,000 or 10,000 times. This limits the lifetime of the 25
memory device. 3. The NAND flash memory contains occasional
blocks which are "bad" in the sense that data cannot be reliably written
ghevdled ensatigal m&d&t&mvbﬂtﬂi@m@i&mr@@@nﬂﬂgd;!&@gnterface 3,

| h
S s e e R e e et n
meephysieaiwesmandsparesvinitredosinitid dieskspatreame noajicteyindhe
HDiSE xarRRRHNSheAitdniakIe L & ithe b?@é’!?é‘:@% E@Fﬁéﬁm‘&t@@v the phich

memory) SpeC|f|caIIy each block is mapped to a respective Tegion o

%%ﬁféﬂ&%ﬁ@b&?&@%ﬁﬁn&“& neRvsiceh Red ERESSHE BRI WS INber
Shargeally s ehanpigdissixedeliuss aglagiRlodg e nelasspeated

Wctipes s%fa*tgg irlxo %%%' aa?\ctl}r;% B ofl addresses equal to the number of pages.

This mapping is fixed. Thus, the bad blocks are not associated with any of the
logical addresses.

Apart from the bad blocks, there are other blocks which are not associated
with the logical addresses. These are "reserved"” blocks which are used for
storing other data the portable storage device may need. For example, the
dirty address table itself is stored in the reserved biocks.

The master control unit 7 includes a file management system, including a
block allocation table, which indicates whether and how much of each of the
blocks are in the erased state or the non-erased state. When the master
control unit 7 receives data to be written to a location in the memory which is
within one of the blocks, the master control unit 7 uses the block allocation
table to find whether the block is in the erased state. If it finds that the block is
in the non-erased state, it conventionally copies any data in the block which is
not to be overwritten to a different location, erases the block, and then writes
back to the block both the new data which is to be stored in the memory and
the data copied to the different location.
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Apart from the bad blocks, there are other blocks which are not associated
with the logical addresses. These are "reserved" blocks which are used
for storing other data the portable storage device may need. For example,
the dirty address table itself is stored in the reserved blocks, 15 The
master control unit 7 includes a file management system, including a block
allocation table, which indicates whether and how much of each of the
blocks are in the erased state or the hon-erased state. When the master
control unit 7 receives data to be written to a location in the memory which
is 20within one of the blocks, the master control unit 7 uses the block

SaIIocatlon tEbIe to flndOwhether the block is in the erased state. If it finds

n-erased state, it conventionally copies any data
in the block which is not to be overwritten to a different location, erases

ThrerstsntHnuanBanAiEs BaerddRanicek Hothsriyardarie WaigrsiotRoe

4B&stored in the memory and 25the data copied to the different location, 5
Summary of the Invention The present invention aims to provide a new

d usef ;
BRI [HODBe LT b DS o e e Rl Bpheen

regldressbacelagidakbgiddecnstise sy At nrsiensy spale iBhurigrjegemory
HE&'%*&QR@@P%m‘ig%hﬁwgeaﬁ&a{rbﬁﬂ&?rtM@f@éw%erw%m@mwards there

ne-to-one mapping between Ioglcal address reglons andéawgsm

reReRHEHAreBRIR B IRRPRIBEDIRY R A GIadfrrs STIREAGR andunialca!
b ABYRARLAEASs, but this mapping changes over time.

~ This has a number of advantages.

Firstly, the present inventors have noticed that generally the logical addresses

“generated by a conventional operating system or the host computer tend to

be statistically correlated, which means that if the logical addresses have a
fixed relationship to the physical addresses, then some physical addresses

are used much more frequently than others and therefore tend to wear out
quickly.

Furthermore, being able to vary the relationship between logical and physical
addresses means that the number of write operations which are required to
write data is reduced. Eésehtia!ly, when an instruction is received to write data
into a page for which, according to the present mapping of logical and
physical addresses, is in the non-erased state, the mapping of logical and
physical addresses can be changed so that a new block in the erase;i state is
associated with that logical address. The new data is written o the new block,
ahd any data stored in ‘che‘ cjid block that is not to be erased is also written to
the new block. Thus the old data only has to be copied once, not twice as in
the conventional method discussed above. This makes the total operation of

4he device faster.
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10Firstly, the present inventors have noticed that generally the logical
addresses generated by a conventional operating system on the host
computer tend to be statistically correlated, which means that if the logical
addresses have a fixed relationship to the physical addresses, then some
physical addresses are used much more frequently than others and
therefore tend to wear out 15quickly. Furthermore, being able to vary the
relationship between logical and phystcal addresses means that the
number of write operations which are required to write data is reduced.
Essentially, when an instruction is received to write data into a page for
which, according to the present mapping of logical and 20 physical

HorirkesReris iR pbe-Selueeaihe tReinmregioe IaGaranadsiysran is
@ehtiegsy camperdiangedeasthahpiiey Rlprk irthesprasedsiaiadistion the
associate(g ith that logical abdress. Tpe W q(ata s, wrjtten to the ne .
0 Y I SRS A IR R IS et 1 P BT ok RGP A
tvattendEtheonew! blodkitFadl)s e the datapinly hizsaovbéebopeéideandeisnaito
Bea a8 o e fomentenahmstoddieusaed Aha gl HSIASER, o

total operation of the device faster, e temporaty mapping between
BeVRIgHAY A siYREPhysical addresses is defined by a memory address
mapping table. For speed of operation the memory address mapping table
ia peetenalbly toredritrdR Atarstorage (segtdn tifcomasiemenatpaleritatselfiven

ing data whigch q,g\];i?n it is also Spreferably stored in th .
T R e R e, R SRR e ddioe
migs@nidy s sarated vt dtdso ithgedsadver isf comnectatbte pduest obaputer,
ShemBlacksmaesiarsidair iBsairadviichogisal addrers rRaigBdNR:s data
block is presently associated with. When the device is connected to a host

%ﬁﬁg@@ip the mapping table (which may be stored in its cache memory). As
the mapping is changed, such that the physical address corresponding to a
given logical address region changes from a first block to'a second block, the
data in the mapping table and the corresponding data stored in the flash
memory device are kept updated. In the case Qf the data stored in the flash
memory, this may simply be by copying the data defining the mapping from

the first block to the second block before the first block is erased.

As mentioned above, in conventional systems the logical address space is
smaller than the physical address space, since there are blocks which are not
associated with any of the logical addresses. These are the reserved blocks
and the bad blocks. In embodiments of the present invention, in addition to
the reserved blocks and bad blocks, there are at any time a set of further
blocks (here referred to as "queuing blocks") which are available to become
mapped to one of the logical address regions in place of blocks which are
presently mapped to that logical address region. When the mapping is to be
varied, one of the queuing blocks is selected to become associated with one
of the logical address regions. The queuing blocks are preferably in the
erased state while they queue, rather than being erased just before they

" become associated with one of the logical address regions.
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10 and the master control unit is powered, the master control unit uses
this data to generate the mapping table (which may be stored in its cache
memory). As the mapping is changed, such that the physical address
corresponding to a given logical address region changes from a first block
tore second block, the data in the mapping table and the corresponding
data stored in the flash 15 memory device are kept updated. In the case of
the data stored in the flash memory, this may simply be by copying the
data defining the mapping from the first block to the second block before
the first block is erased. As mentioned above, in conventional systems the
logical address space is smaller than the physical address space, since
Threkpdréngoekshehiesrapey rsidrosss sosfitiad ity dny oflgalidogidain erased
s8ehassrsid RESA-Ae e 6R8I Ve BIOGKSROG NG BRE PIackS Hlo B%r(f:?(rsmed

embodiments of the present invention, in addition to the reserved <
WARGDE BIGRY W&Er ErdnstyRiosimie sessivduienerinoiaie (nere lrsripsyin
the pisy'sicaiuintripbeckahisthichet s availaklede Hegogme mapped to one of

the logical address regions in place of blocks which are 25 presently
tRBReddo Biatasieal alrass (ealan (IR MaARINGIRIO e YaKetla

one oOf the queuing blocks is selected to become associated with one of'

AFRMEYNY adiire3sRERIFRY TIRENRIBGRY Blothe drEcprateriapaNtiPhea write

operagersiséerohiledhey ausuassticetipbeny emsel B%ﬁtab@rf@é%tmmw&
. become assoma:‘éed with on c()it e logical address regions, 7 The
‘Qfg%‘a?g?ﬁ& of fRé Sm%ﬁpe?@gl% s MaBpifg7ie, Meedidh SPERERESe PRIy
pseddad Blatkrto ieptactiafirsebtoek i theduimpingnmiasitheerformeidh the
. e B instructionds. recejved t ite data to a locatio
e B el BN AL RSPt of tne
VBERRARAHES SB GNaRP inds talre THsipussrdi b vee deiveetivalrt npaiiblybinthe

- oBSURIERCIFRANRIHRAT AUHIBUESSHINVEAINLIR WHRO0EGAUAR refinement

. performed by the master control unit based on a given WRI'TE instruction
Itn PHEARE p i forrhsenaliopetiodt dFrrpeRtymiBs i ptevidudithare
racelnstiugtidn geetiegaaveigdefioad serdarivr ctitedonrwitbuieid@ulirsttrongly
instrlugtig)n IS rteCﬁ_il\éed gluringnthat §eriodggjust s the concept of th
CVartabie address napping table HetlisSBHEHEVE BIRGRAR dqﬁgﬁ?@?fy than
strmoiisbrvatios thaployiogl Hudressed anaditatidifietithecofrétateshfisie data
' i ivat | t ently instructionss. .
e e U TR e
virsRgly i arstetpiadn&RERR biestorsiefficsiitseprocesiisten guhtirer
itBapsieRraRtaky dbustimBravaaibe, SRershangd(oblfeilag giihs PItablpe of

data storage device. This concept of suspending a write operation to
e iavalenAEIREI b IRG e RRRR WRITE ivRtiakitomapainsstable.

constitutes another independent aspect of the invention, which may be
Aiiesl wihinopiersledion &f ftathiecinventiprs utives tiem write nabinatimneishecify
(R yareRle RAPRINAdARIR. RSt Ul e MIellnD [BANAN IERUBNYS adaress
successive write instructions specify that data is to be writtéfi into
tRisnsgititeetToasiRfeoRichIdR YR ITeRitRsrastrst instruction specifying that
data is to be written info a logical address region corresponding under the
memory address mapping fo a given first block of the physical memory, the
master control device preferably suspends at least one of the operations
which cause data stored in the first block which is not to be overwritien to be
copied into the second block. If during that period, the master control device

receives no packet containing an instruction to write data into the successive
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this, when the master control device receives a first instruction specifying
that data is to be written into a logical address region corresponding under
the 25 memory address mapping to a given first block of the physical
memory, the master control device preferably suspends at least one of the
operations which cause data stored in the first block which is not to be
overwritten to be copied into the second block. If during that period, the
master control device receives no pagket containing an instruction to write
data into the successive 8 page of the block, then it may continue with the
operation of copying the data in the first block into the second block.
Alternatively, if during the period it receives one of more packets
regecioyitoeoiesid dre toitbmayricemtimte otierthecatiorstibrtios sapyitpgieatata

iaddre iongthen i ' a fr L 50f t ackets into the | .
B B R ST driRe e o
Brehee b%‘é_k‘i’ﬁtﬁ‘ﬂfé tPbRbeeliNinacotiiesdetectsrmtientisrttiatp asther
e sAsEnt iy 8BIES IbgaNAleRA S TRgUs KRG BAS T B MO LARY K6 al
v%n]C receiv v¥|th|r% a %hogi sa?ce of tlm%_

of the packets into the block, and in this case only needs to copy the data
from other portions of the first block into the second block.

A second such correlation is that, as the present inventors have noticed,
frequently the master control device will receive within a short space of time
packets containing WRITE instructions specifying exactly the same logical
address. Rather than at once resetling the memory address mapping
whenever each of these instructions is received, embodiments of the present

invention preferably suspend this operation during a time period. During this

“period the data is stored in a data cache operated by the master control

device (e.g. its internal RAM cache memory). If no instruction relating fo the
same logical address s received during the fime period, then the master
control device proceeds with writing the data to the flash memory as
discussed above. However, if, during the period, a WRITE instruction is
received (or, in alternative embodiments, not one relating to the same logical
address), the master control device instead writes the data fo its cache
memory (and normally resets its clock). If during the period a READ
instruction is received in respect of the same logical address, that data is read
from the cache memory, not from the flash memory device. |

Optionally, the cache memory may be large enough to store data in respect of
multiple logical addresses. That is the cache memory may be divided into a
plurality of sections, each being for storing data in respect of a corresponding
logical address, and each being associated with a respective fimer for
measuring the time since a WRITE instruction in respect of that logical |
address has been received.
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packets containing WRITE instructions specifying exactly the same logical
10 address. Rather than at once resetting the memory address mapping
whenever each of these instructions is received, embodiments of the
present invention preferably suspend this operation during a time period.
During this period the data is stored in a data cache operated by the
master control device (e.g. its internal RAM cache memory). If no
instruction relating to the 15 same logical address is received during the
time period, then the master control device proceeds with writing the data
to the flash memory as discussed above. However, if, during the period, a
WRITE instruction is received (or, in alternative embodiments, not one
Hisitainglyo the datmettogical dadiessy, thpahiestel distimgLiddwze wistkatbgical
' y 1S IS, C AL
e e pe e T R e Lo

PRUREIRadE_Mscagnitioreaty idthrhbasschemmdnp uidesiomiines), so
thash memansseyiss: @ptannalls MR CBICHRRINE6 PRUNEIE IERO W
to ‘ftore gﬁé\a in r%s ect of multg\pélglogjcal ad?resses. That is the cache
PRERDIPHES BBV RE TR 3" S RiGFRE O BB dIGITE A FHOeRRGABFaPNs.
storing data in respect of a corresponding logical address, and each being
ThsseeradeinitARpresreetivecinieaftherrisariegrastimersinping farraaeh of
tHeSBlsiRNwRicRSRRCIP Bahadienlad dipss 1BaR-RPaRJREGIMioRs, but this

Preferably, the data storage device is capable of distinguishing which

WoyicaTesitie 2 MR BaF iRy SiERRR M TBRIsdPWiivenab irRsh R many
siftenr(. asittherfarmissa pattBlodiecaghidiorapdoeridiraiased el inRs. An

T T A8 B S BN 8.
W@&édif@ftﬂb&ﬁﬂﬂ_ﬂ@g ipshsh Dok esayiptiengabupedidsugresihaothiay)s ur
JERRE B ARG forER N ahibR Diackeuais a0, Dy Aseanialed aitlss

gical address regions, but this would require ory address

rREPHINYEbISREeE Bvdhst errrRERY B dAckY trethdRiser Dhelomory
aubiekareapaigblatier sipsing datanty désalteramiveds Jaaesesiatenapping
logical address_ regions with respective groups of blocks. For example, the
I RE R S I DErR PR O L S FOCh {R0BRE (15 RiaRirafiess
regample, 4x64=256 pages), and logical address regions would be larger

by the correspor!ding factor_ (e.g. four). The memory address mapping
TRBIgWapidmngFase KeTiBsRanRIR AR MBPRIROHIBRRIVEED Ragh Uase

these groups and a fespective one of the logical address
that there are any bad blocks, @ more sophisticated way of setting blocks is

preferable in which the blocks which are not bad are grouped. The groups of

blocks can then be treated as the regions of physical memory which are
associated with regions of the logical address space. The master control unit
has access fo a grouping table indicating this grouping, so that given a logical
address it can use the memory address table to determine a corresponding
group and the grouping table to identify the blocks constituting this group.

Since bad blocks are relatively rare, the majority of the groups could be set
according to a simple rule (e.g. that the groups are respective sets of four
consecutive blocks), and the grouping table would only store data in respect
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regions. The groups may simply be consecutive ones of the blocks, but in

the case that there are any bad blocks, a more sophisticated way of

setting blocks is preferable in which the blocks which are not bad are
grouped. The groups of 20 blocks can then be treated as the regions of
physical memory which are associate(i with regions of the logical address
space. The master control unit has access to a grouping table indicating

this. arouRi t.gi ical a ' :
R e e R R A R PRI szt the
terRianng iaéeblocks constituting this group. 25Since bad blocks are

relatively rare, the majority of the groups could be set according to a

simple rule (e.g. that the %roups are respective sets of four consecutive.
M@o‘aﬂﬁvﬂ%%faabma RS SRR Bh BT ERAIN I8 Grseciatpdpvith one
o ehese letefsimthiqfolpy thiddwe.iddigian g setiugtmthe negpinad) ideress
9 ine orpyeing able, Convenisaiy, thefactihatp olvenogialaddiaes, i o
region is associated with one ese exceptional groups cou Fod
inelcehsdryste feansvthdheapping et debls tabketEhugehthen@mysigal address

@@Q&{;ﬂ&dﬁﬁ%sg %ngigg&q@ggwhen it Is necessary to consult the

grouping table to determine the physical address associated with a given
logical address. 10 The master control unit may associate logical

aﬂﬁgeﬁﬁ%iéd'ﬁ doglityen mcr]ﬁiah@ddé@aaié@gimifm Eitlﬁj%igﬁﬁ o teegiven lodgical
correspondain roup,, S at nsecutive logical addresses correspond .

R RS P SRS HRokS AR 57 Lrsah T SCPo P HiuatSonsecutive
cogiespaddressegicalrasiirasd tedmisnant ob pagesiaidicarmemptive’ providing
logical addr, ithi ical ad regi it n .

SRR RS W U RS & TS SR RIETAY & posociate
neaysssuibed ogiam aridsesins oFithls iaviestel egidiessaremaibiMbnasibinns of

Wity dhe vaiahlpsnaprite takipendene siRsiicexpeensionieh theritat may be
aspect of the invention is a portable data 20storage dev,lcellnclu,dln%: _
used within the scope of the invention other than in"combination with the variable

mapping table.
One specific expression of the first aspect of the invention is a portable data
storage device including:

(1) a data interface for transferring data packets into and out of the
portable data storage device,

(i) an interface controller,

(iiy  a master control unit, and

(iv)  atleast one NAND flash memory unit,

the interface controller being arranged to send data received through the
data interface to the master control unit, and
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(i)a data interface for transferring data packets into and out of the portable
data storage device, (h)an interface controller, 25 (iii) a master control
unit, and (iv) at least one NAND flash memory unit, 11 the master
control unit being arranged to recognise certain data packets as encoding
READ instructions and other data packets as encoding WRITE
instructions: (a) upon receiving a READ instruction indicating a logical

addres% to access a memory address magirgg table which géaso%l%es

logical adaress ?ergclgﬂsr?/vi hin %efgaigglarrﬁ%mory §ep%1° MR T ﬁ C 8&%?(8"3

ey sivadbaidrdis Ay itny valtibirstiaadnetherydaiit, padketd detaefiomliag WRITE
RRYs(a|aAdress in the memory unit corresponding to the logical address
according to the memory 10 address mapping table, and to transmit to the
data interface one or more data packets including the data which was

read, agg)  UBOpeEeraagWREWR i Einsticictiondagicpine goadierlress, to
address and data to bc? dWritten to that I?a%iFaI a}c"idhess, to determine if| th% q
p?ﬁ?sﬁégl a4AIRQry address ‘mapping e which associates logical address

regions within a logical memory space with respective first physical address
regions within the memory unit, to read data from a physical address in the
memory unit corresponding to the logical address according to the memory
address mapping table, and to transmit to the data interface one or more data

packets including the data which was read, and

(b) upon receiving WRITE instruction indicating a logical address and
data to be written to that logical address, to determine if the physical address
corresponding fo the logical address according to the memory address mapping
table is in the erased state and:

if so, to write the data to that physical address, or

if not, to modify the memory address mapping table in accordance with a block -
queue listing a plurality of queuing physical address regions, the block queue
comprising a pointer to indicate a location of a second physical address region
at a head of the block queue, to locate the second physical address region in
accordance with the pointer to thereby associate the second physical address
region with the logical address region containing the logical address, to write
the data to a physical address in the second physical address region to copy
any data stored in other portions of the first physical address region, originally
associated with the logical address region containing the logical address, to
corresponding locations of the second physical address region, to write the
location of that first physical address region into the location to which the
pointer points, and to move the pointer in a round-robin manner to indicate a

location of a next one of the plurality of queuing physical address regions in the



15 corresponding to the logical address according to the memory address
mapping table is in the erased state and: if so, to write the data to that
physical address, or 20 if not, to modify the memory address mapping
table in accordance with a block queue listing a plurality of queuing
physical address regions, the block qu?e comprising a pointer to indicate
a location of a second physical address'region at a head of the block

1o locat n S| 10N | e Wit
e e e T B DV (Ngrest Byl e
visthowwin i gioidl medibeatieiohtbe msmag/ thd doessarairiesstaplovrab atiear of
daate,airhysical address in the second physical address region to copy
any data stored in other portions of the first physical address region,
originally associated with the logical address region containing the logical
addyespetasasretpentinglocativrscohtbet o coathpntRieathadsrass be WRITE
realpn i uita the 20, Jonalion. abthiat listphysical address regiqpinto the o
ocation to which'the pointer points, and tTo move the 'pointerin-a
reirAlr olaiia aciieds whikdicatwestatationont mubidepagdshin sithaliasds, the

QMO P RYSitRIRAIESS EL NS BiNS AP HeaueesBaiRgt Wfiress of a

location of the first physical address region Is placed, following said
ModHiBREEOrIAR MenREKP icalirssE SRR SRR table, at a rear of the block
qgueue. 5It is to be understood that within the context of the intention there
may be WRITE instructions which contain data to be stored in multiple
ones of the pages, or READ data packets which request data from
multiple pages. In other words, the address mentioned above may for
example be the starting address of a multi-page portion of a physical
address region. Brief Description of The Figures Preferred features of the
invention will now be described, for the sake of illustration only, with
reference to the following figures in which: Hg. 1 shows a first
configuration of a known portable data storage device;
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Fig. 2 shows the physical memory space of a NAND flash memory device
of the known device of Fig. 1, Fig. 3 shows a memory address
mapping table in a first embodiment of he invention; 10Fig. 4 is a flow
diagram of the steps performed in the first embodiment of the invention;
Fig, 5 shows the memory address mapping table of Fig. 3 after a certain
data write operation; Fig. 6, which is composed of Fig. 6(a) to 6(e),
shows a second 15embodiment of the invention; Fig. 7, which is
composed of Figs. 7(a) to 7(e), shows the state of a physical memory of a
third embodiment of the invention at respective times; Fig. 8 is a flow

dja am af the operatign of the embodiment of Fig. 7; and 20Fig. 9, which
'*rs—c@ﬁ%s@g@gﬁggb@&@%(c) illustrates a fourth embodiment of the

invention. Detailed Description of he embodiments 25 A first embodiment
Poetpasrveatisasal thewverdest B diavrhayikscsthd Jantbpbypsical

iIRlsuctig asphonidrighch RNhiordNakIgasRHRE FRiRRRONding

"~ elements ?f he embodiment will be given the Same reference numerals

e ke Rlﬁfﬁbcé?lféf‘ﬁé'ﬁéﬂg’rﬁb%? VR ReriEkIfedriie & lorgie

as uséetFin

-dkeitsing, e.g. one on Wthh the USB connector 3 is mounted. The USB

Fig. 2 shows the physical memory space of a NAND flash memory
device of the known device of Fig. 1;

Fig. 3 shows a memory address mapping table in a first embodiment of

~ the invention;

" Fig. 4 is a flow diagram of the steps performed in the first embodiment
of the invention; ‘

Fig. 5 shows the memory address mapping table of Fig. 3 after a
certain data write operation;

Fig. 8, which is composed of ng 6(a) to 6(e), shows a second
embodiment of the invention;

Fig. 7, which is composed of Figs. 7(a) to 7(e), shows the state of a
physical memory of a third embodiment of the invention at respective times;

‘Fig. 8 is a flow diagram of the operation of the embodiment of Fig. 7:
and .

Fig. 8, which is composed of Figs. 9(3) to 8(c), illustrates a fourth
embodiment of the invention.

Detailed Description of the embodiments

A first embodiment of the invention will now be described. It may have the
same physical structure as shown in Fig. 1, and for that reason the
corresponding elements of the embodiment will be given the same reference
numerals as used in Fig. 1. All the elements shown may be contained in a

single housing, e.g. one on which the USB connector 3 is mounted. The USB
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14 connector 3 (e.g. USB plug) may be connected directly to a host
computer (e.g. a personal computer (PC)) by plugging in to a USB socket
4 of the host computer 5. Alternatively, a cable may be attached between
them. It should be noted that this device may have many features which
are not shown 5explicitly in Fig. 1, but yyhich are known in other
publicly-avaiiabie portable data storage devices, such as password
protection, access controlled by fingerprint verification, etc. The
implementation of such features will be clear to one skilled in the art.
10Fig. 3 shows the memory address mapping table used by the first
embodiment. This table is storeéi in the vola |Ie RAM memory of the

CONAREEY colftrd1 PP B9 ek %BRIrﬂﬁ% ST FRGICER TabiHhicg ol

(eagiwemsr@monsmdmH@)rrgpm@@mqﬂigrt& @ueH;Bgsmﬁ@iMStﬁéth@st
re sspacew on dto ose logi
?égsi%l rgéro%ts %%’r sr%g} 8&‘ g{)WE?I %%agﬁs%ﬁ%“{ a the nurfrgr%er 6
b@d@ﬁt@d Herlribés deyionsne ave neanyyfendnssicesichterg)nahshbanthe

xﬁrm@@ [-aEBlocks s dRidakeladBipdndicrRP dediply 1 Bvaalis Botkels

ese numbers will be very much higher). Thus, the amount of data which

ARz Eads ey IReSa Yo R ToSRUPHIATRESHRloAS 8 21 20p} R d bY

fxr(gemrmm@xﬁhaéﬁmﬁ istheTsizdropibe 20 pngesy bmesitheemRer ok RRAES
per bI § 64)cmEach row of the right column stores only an index
a correspondrng block. The number of logical address regions
corresponds to the number blocks which will be used for storing data at

n I e 64 pages
e e e %@%e%%g.ca? B ress

eMRRGIENTHIS IR BotairsigrepiyieorsiieRdddragsnegion thaavester
cdpgrisphsed f@@@ﬁé)leﬁ cchdanc therpauas<f @B&%@%{jm sgaied

2R CHCE el s BT, AR S GRS i B i, 3,
adedey kalddiesk ergiond-is-orappebteblckt@e logical address
regions. For simplicity, it will be assumed that the number of logical address
regions is 8 (labelled by the indices 0 to 7), and that the number of blocks is
16 (labelled the indices 0 to 15). In reality, both of these numbers will be very
much higher). Thus, the amount of data which can be stored in each of the
logical address regions is 512 bytes (assuming that this is the size of the
pages) times the number of pages per block (e.g. 64). Each row of the right
column stores only an index labelled a corresponding block. The number of
logical address regions corresponds to the number blocks which will be used
for storing data at any one time.

For example, since it is assumed that there are 84 pages per block, the logical
address 67 relates to a page in logical address region 1. This is because the
pages of logical address region 1 have logical addresses 0, 1, ...63 and the
pages of logical address region 1 have logical addresses 64, 65,...127, so
logical address 67 is the fourth address.in logical address region 1. Under the
mapping shown in Fig. 3, the logical address region 1 is mapped to block 10.
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“=In addition tome blocks which are mapped to the logical address regions,

the physical address space includes a number of other blocks (5 in the
example shown above). These include blocks 6, 12 and 13 which are
reserved, and 5bad block 7 which is "bad" (not functional). Thus, these
addresses do not appear in the mappipg table of Fig. 3 (though preferably
the embodiment does also have a dirty block table and a table of reserved
blocks, which may be used in conventional ways to perform other
operations conventional in portable storage device). This leaves a number
of blocks (four in this 10 example) which are available to become mapped
to the logical address regions. These blocks, referred to as "queuing
blocks", are shown as 25 in the memory address mapping table of Fig. 3.
in BEHdiiebiodks afe dkshetdchsad statepat/hetndIayblicdirsenaxgdrfsotne

pr%/@c %@i&% @g%ﬂ.ﬁ&%@ghsmm%@ %%e?{ﬁgv%gﬁs% frfede R,

lock is then inserted into the bottom row of the section onvenie

shiHs) RBSVB: MERMEMBEIB PR GintRientblBIaditdomsanasaiepdoraid

- bepsbeHorgRoR Bf thaindisestandiénBpveRuROIMEL dndigating.one akihe

four locations. The locatjon 1o which the pointer points is logically
R i i s RER R Ui S AR s
altbehdop aalirhobithelsabion b atuth wriiheg sonresdiblekdnieHiae rhajtom
row" of [ h orr nds,to overwriting the new.index into the
R e SR R R T
PaGRIpIg-sEBRUMEAVErab Poiatiat whaaxnonber ieblockidfirds fire control
oSRiBIIRLS SRSIaNAhATithe Bisthageplsach Rlagk which isfpapred to
" a corresponding logical address region includes the index of the
regtiteésponding logical address region (if the number of bits required to
store this index is greater than the number of bits available in the sector

ihghe 0 st 0anes Ui RSP ARSI g sesrs

more
address mapping table of Fig. 3. These blocks are in the erased state. When

a block is removed from the top of the gueue all the other blocks are moved
up by one; a new block is then inserted into the bottom row of the section 25.
Conveniently, this may be implemented by arranging for four locations in a
memory to each store one of the indices and to have a pointer indicating éne
of the four locations. T he location to which the pointer points is logically
equivalent to the “top row” of the section 25. Removing the index and the “top
row” of the section 25 aind writing a new index into the “bottom row” of the
section, thus corresponds to overwriting the new index into the location to
which the pointer points and changing the pointer in a round-robin manner o
point at a next one of the locations. '

The control data storage sector 11 of the first page of each block which is

mapped to a corresponding logical address region includes the index of the

‘corresponding logical address region (if the number of bits required to store

this index is greater than the number of bits available in the sector 11 of the

first page, the index may be coded and stored in the sectors 11 of more than
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16 one page of the corresponding block). Thus, if the device is
powered-down (so that the memory address mapping table of Fig. 3 is lost
from the RAM), when the device is powered again the master control unit
7 can regenerate the memory address mapping table in its RAM using the
indices stored in the 5contral data storgge sectors 11. We now consider
the operation of the first embodiment, with reference to the flow diagram
shown in Fig. 4. In step 1 an instruction is received, and in step 2 the
master control unit 7 determines whether it is a READ instruction or a 10
WRITE instruction. Suppose the instruction is a READ instructionto read
data startmg from logical address 67. In step 3 the master control unit 7

O BEYRC MR G EEARTSENA ARATY thBHS off Hig: detdasie PR eledown

(W@ﬁﬂ@&@%@p&&@gﬁsmybm@kémm gical addiensragioR AN,
ontt':}a Hg\/\ elo ical ad ress %?I ), and withjn_that block the

page(s corr%esap)lor?é) KgEetReal @&3 8§§?Pémﬂﬁé‘fb'(]ﬁﬁfb5%%3”€rfﬁéﬁ in
thetepemthy robdrope rationing ;wvfenmeks ackbrdisig datibenkitayensteckiguae

cdRednastsr-eanial upik Jissues a command to the memory unit 9 to extract

the data stored fourth page from block 10; this data is 20 transmitted from
the memory unit 9 to the master control unit 7 via the bus 8; the master

V\@ﬁ&ml ot faensdisiigenesPHEAIR PasIg AR IransMilRiaLEabtie

f \%ce Su ng ose the aster control unit receives a WRITE instruction to
i AUAT] P B b rifly 'Re3iRR 1 AEHNSYREd gy raceiessand makeer

2 toatrotatait Godétefmﬁﬁdbemméﬁmm osraspEAdingsatRlogical

Mgﬁq:% Step 3), and in step 6 the master control unit determines
whether thi s page is in the erased or non-erased state. This may be done
using a file management system (e.g. employing a block allocation table

SappBdbeH A desriibetkBlRPAM&Hctionto read data starting from logical |
address 67. In step 3 the master control unit 7 uses the memory address
mapping table of Fig. 3 to determine the corresponding block corresponding
to the logical address region containing the logical address (i.e. block 10), and
within that block the page(s) corresponding to the logical address (i.e. the
fourth page). Then in step 4 the read operation is performed according to the
known technique: the master control unit 7 issues a command to the memory
unit 9 to extract the data stored fourth page from block 10; this data is
transmitted from the memory unit 9 to the master control unit 7 via the bus 8;
the master control unit forms this into one or more packets and transmits it out
of the device.

Suppose the master control unit receives a WRITE instruction to write certain
data beginning at the logical address 67. In step 5 the master control unit 7
determines the block and page corresponding to the logical address (as in
step 3), and in step 6 the master control unit determines whether this page is
in the erased or non-erased state. This may be done using a file management

system (e.g. employing a block allocation table as in the prior art described
above).



10

15

20

25

U If the fourth page of block 10 is erased, then the master control unit?
just sends a write instruction to the memory 9 to cause the memory to
store the data in the fourth page of block 101 according to conventional
techniques. Alternatively, if the fourth page of the block 10 is not-erased,
then in step 8 the master control unit igstructs the memory unit to copy
any data stored in the first three pages of block 10 and in the last 60
pages of block 10 to a new block. This new block is the first of the queuing
blocks 25, that is block 4. 10 Then in step 9 the data included in the
WRITE instruction is written to page 4 of block 4. Then in step 10 the
‘memory address table is reset to the form shown in Fig. 5. That is, the
block 4 is now associated with the logical address region 1, The block 10
Ifiherseth pagepidcistiat heshack ofithesugue BasBincenthsirarare fosy
blocks in the ue, the block 10 will he reused on the 15 next-but-three
o B R R B e R e sy L
d@dantinteedosdthNegsthbl ihekoperatmesbing tepsBive o na yelob g fesmed
in any other order, according to the implementation. Note that an -
alternative to usinE?J a file manaé;ement f?%stem is for the device to omit

AlRipet s TP ipraee a6Ps dHPRE AP R pat-f5ased, Bhen Btifier 8 the
rr%iaawrl @%ngwm;mmagetmgswmwh ' 'sumeb/%dpygmaw@? Stepg &itehe
ou e periQrmeaq. . OWS a Seco empodai nt the
s s RS kL B e B B B e S b b e
blegionkhis mawpedds & tespdictvebithek dnahimgevonkiseBihdtimdntidach 4.

i . Lo e :
TR M e IO VORI BT & TARRR K hE0e «

obklpshiet-tHoFuiAbaRB Hoks iBerIRMReE easdiriisnfs reset to the form

shown in Fig. 5. That is, the block 4 is now associated with the logical address
region 1. The block 10 is erased, and placed at the back of “c'ne queue 25,
Since there are four blocks in the gueue, thé block 10 will be reused on-the
next-but-three time that the master control unit is instructed to write data to a
page which is non-erased. Note that the operatibns of steps 8 to 10 may be
performed in any other order, according o the implementation. |

Note that an alternative to using a file management system is for the device to
omit steps 6 and 7, and to proceed straight from step 5 to step 8. In other

words, every time a write instruction is received, the copying steps 8 to 10
would be performed. |

Fig. 6 shows a second embodiment of the invention. Whereas in the first
embodiment, each of the 8 logical address regions is mapped to a respective
block, in the second embodiment each of the logical address regions (still 8 in
this example) is mapped fo a corresponding group of blocks (in this example’, _
four blocks). In this example, the number of blocks is equal to 64, labelled by
an index 0 fo 63. Blocks 60, 61, 82 and 83 are taken aé reserved. Blocks 9,
17, 18, and 27 are assumed fo be bad. The bad groups are given in a "dirty
table" which is shown in Fig. 6(a). This table may be generated the first time
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an index 0 to 63, Blocks 50, 61, 62 and 63 are taken as reserved. Blocks
9, 17, 18, and 27 are assumed to be bad, The bad groups are given in a
"dirty table" which is shown in Fig. 6(a). This table may be generated the
first time 18 the device is powered by testing all the blocks and finding
the bad ones; following this the reservegd blocks can be defined ensuring
that they do not include bad blocks. The bad block table is then typically
stored in one or more of the reserved blocks; alternatively it may be
regenerated whenever the 5device is powered. The memory address
mapping table is shown in Fig. 6(b), In this case each of the logical
address regions 0 to 7 (in the left column g}é(ls shown mapped to a group
thedgbie (id frRVMBHIELIRHMNSH I Therdlee 2ago dkvaias s hanes;

follBapRedHe Eﬁé%@@\/@e@ns@@kmé@gb‘@lceémr@és@r@qmng ﬁml th@§e:io not

g e h R e e i PR b G e g oumare

of4th8, ré&eZvadoneEs,l—laiWemﬁ\thmmamdM ocks mgmmdnvdmmmn o=

dett)‘lg g‘;% , because if the rule were followed that group would include
one or more blocks which were bad. The blocks which define such groups

TR RSB BERAC, 08 dha AR A0f 81 Rb LhABRASEE R0

| thbl&@(s:ﬂaﬁd&sﬁ S8, ﬂanweweammtcmacks 81 Disléhamch Mapped to a

SRR e BRI a e 8 e
manﬁ@ﬁ@wczm@ aa@(grafngw@n pmicrRrddiRs stheditoskand, these4grpsps

ax@ﬁ%@ll‘édsbf rﬂeggé%mg@mg)lmﬁaggr@{gdwle (because blocks 17
and 18 are bad), and according to the clean table is made up of blocks 16,

57, 19. Group 6 |sa ain_reqular, i.e. blocks 20, 2 22 and 0
M3 S TR AL R R A R R e B e e

4&@&;@:«2@@@% PEme 25, 2BardeEse. lﬁmokmmmlameaae aoeepiiog to thds
siHﬁH@la‘Wé?’because if the rule were followed that group would include one or
more biocks which were bad. The blocks which define such groups are given
in a “clean fable", shown in Fig. 6(c).

For example, group 1 is simply the first four blocks 0, 1, 2 and 3. Group 2 is
the second set of four blocks 4, 5, 8, 7. Group 3, however, is not blocks 8, 9,
10 and 11, however, because as mentioned above biock'Q is bad. Instead, the
clean table of Fig. 8(c) indicates that group 3 is made up of blocks 8, 59, 10
and 11. Group 4 is, according fo the usual ruié, the blocks 12, 13, 14, 15.
Group 5 is, again, an exception to the general rule (because blocks 17 and 18
are bad), and according to the clean fable is made up of blocks 18, 58, 57,
19. Group 6 is again regular, i.e. blocks 20, 21, 22 and 23. Group 7 is again
irregular (since block 27 is bad), and according to the clean table it is blocks

24, 25, 26 and 56. Groups 8 fo 11 are according 1o the usual rule,

Thus, the clean table defines the members of only three groups in this
example: groups 3, 5 and 7. In fact, in more typical embodiments the
proportion of bad groups is very low, so that the clean table is much smaller
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Thus, the clean table defines the members of only three groups in this
example: groups 3, 5 and 7. In fact, in more typical embodiments the
proportion of bad groups is very low, so that the clean table is much
smaller 19 than the memory address mapping table. The maximum
number of rows of the clean table is thg number of bad groups. To
indicate that group 3 is not according to the rule, the memory address
mapping table contains a flag in the third column 37, and a corresponding
5 indication in the fourth column 38 of which row of the clean table of Fig.
6(c) to refer to obtain the exact membership of the group (in Fig. 6(b) the
values in the fourth column 38 are respectively 0, 1, 2, and these three

thgRItss TBBRIARG FESHRREVERANEINRRITowE D TiRe HE4R BIBTRST Mg 8te)°f
th¥\dieamthebmpastecanitokburit bageives s WRITE instruction instructing it to
10 write certain data to logical address 67, in this case it identifies that the

TAO%@E@Q%%%_%@W@“@%&%ie%?&%ﬂ 35 kREIGNQ, (siRceogisA) address

region O is logiCal addresses 0 to 255). The mapping between logical
maapissdeBlarPoiRipsantiee, B(BYSABI BoithR éfrré@ﬁoﬁo‘ﬁ‘?&%?@@ﬁqg‘g
ingl@R R il ﬂ@&@ﬂ@slmnémr?g ﬂlat@fomgdwmwﬂ _d fit_swffcaﬁ@@b{c},mlié isfFog. B(c) to
ecess .o consult the clean.ta to 1dentify t 0 .
e SR 5 BT L Tl By S AT B o el
theddrets GUsthas dre fempkgbgl/id block Bt thisspaihess imthesdrissiing
rgada andhediaie, L aribe H T 09l ystiog o puriten nto that
page, 201f thi n,

s page Is not In the erased condition, thén the data in the
in¥§1l-lt-klmze master control unit receives a WRITE instruction instructing it to
write certain data to logical address 67, in this case it identifies that the logical
address is within the logical address regi‘on 0 (since logical address region 0
is logical addresses 0 to 255). The mapping between logical addresses and
groups in Fig. 6(b) shows that the corresponding group is group 2. The
corresponding flag of column 37 is not set, so it is not necessary to consult
the clean table to identify the blocks corresponding {o group 2: the rule gives

them as 4, 5, 6 and 7. The logical address 67 is thus the fourth page in block
5.

if this pagé is in the erased condition then the data from the WRITE
instruction is written into that page.

If this page is not in the erased condition, then the data in the WRITE
instruction is written into the fourth page of the second block of the group at
the head of the queue 25, which happens to be group 7. The memory address
z"napping table of Fig. 6(b) is then updated to be Fig. 6(d) by moving the group
numbsr at the head of the queue (i.e. group number 7) into the column 33 at
the row corresponding to logical address region 0, and also copying the flag
indicating that block 7 is irregular into the same row of the third column 37,
and the corresponding data indicating a row of the clean table into the new
row of the fourth column 38. Any data stored in other pages of the blocks 4, 5,
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instruction is written into the fourth page of the second block of the group
at the head of the queue 25, which happens to be group 7. The memory
address mapping table of Fig. 6(b) is then updated to be Fig. 6(d) by
moving the group number at the head of the queue (i.e. group number 7)
into the column 33 at 25 the row corregponding to logical address region
0, and also copying the flag indicating that block 7 is irregular into the
same row of the third column 37, and the corresponding data indicating a
row of the clean table into the new row of the fourth column 38. Any data
stored in other pages of the blocks 4, 5, 20 6 and 7 is copied respectively
to corresponding pages,of the group 7 (i.e. the respective pages of the
y %ﬂ%t’c s’szﬁ?‘i‘é)fg)z@%ﬁ%ﬁ%%f\%&%gﬁi\%ﬁﬁP%@&d@ﬁﬁﬁé’féﬁﬁ FHStRRctidhe:
thésrespeivibe: fpagies ofgleabineiady, afdessmid Seerossiaresptrol unit 7

again determines that this corresponds to logical 5 region 01 and

If SuereforeqxpaReR therecisanendingyow i thaemesy AdHEss address

i ble of Fjg. 6(d). This time it finds f ol 33 that
S e LBOH B OFSORG 7, SN A IG IRD L S FefEates Hatiniogics
regioujs amdgtilareoiumedihinditate sdhes s ga0up isin IR idh@ry
f i of Fig. . The master coptrol unit therefor
e BTG SR e T GRS T 56800 o o i
CORERRE VIFT. BRYPIiTdadntdhvaiadrincehe fouli peijetithieas¢amngrblocks
irr@h GERUR GG BIOGk RS aenerales ?%%‘?; gﬁﬁerg&‘%&é F{e/?e?‘;ﬁé _“r‘é‘s‘%o%aﬁjsof

that data, and transmits the gacket(s the device Via the interface’3.

g SEaR PRGNS AIG iShecBIBEToPeRENelyidal iairipjadireests e

bwﬁesl&mmmmgrw@smgb_@g@églgaasg_pez%gfﬁﬁr@ém%wd@pﬁg%ée).
emor ress mapping ta 1g. IS time 1t fin St_ at

I {:%gr?g‘]‘s?ﬁo%%aég%ﬂﬂoﬁ“pe@o .r%\rﬁ%’%?eol S %&B%%?%ch%@%&ﬁa@tﬁrsb’mk'

2Qrarnsiateguiare Thenomstiatzqrankiaimietheselio e acts: framdcotumsits

' i obtains to the blocks of this
th%(?ﬁ%ﬁf%%l%%ﬁ?%%%%%ﬁgg &%ﬁ%gc ean table of Fig. 5(c). It

inspects the fourth page. of the_ second block of group 7 (i.e. block 25) to
1 SR AR CETRTIRRAS (RATMFEr EbiliGe  SHEH IHERISAERBRARE he

makievecthee ishitt therghimecraoveealiithe soressgatrindhediiehpagese
O o Gbus S0 G ELArolh 4 dnl HGs A he YRR
COsaReABNITIREIJE Th et o el sectnohbl Gk infiitisegring. thilsemroup is
e (it RGP BRADS ' WAAMCINIES U (Ao 3.
corresponding to group 4 into column 37 at the top row, copies the (blan
CRIPBHESHBIIRY TRl £InBEonniairss t the Rpckowsfibisrteomei.e.
bliwtkex04,in®, e, Batfdrarafihesesianns efthegtable). it inspects the fourth
page of the second block of group 7 (i.e. block 25) to see if data is stored
there (which of course, given the history explained above, there is). It
therefore, moves all the stored data in the other pages. of the group to the
corresponding pages of the group which is now at the head of the gqueue 35
(i.e. group 4) and writes the data of the WRITE. instruction to the fourth page
of the second block of this group. Then inserts the number 4 into column 33 at
the fop row, copies the (blank) flag corresponding to group 4 into column 37 at
the top row, copies the (blank) data corresponding to group 4 into column 38
at'the top row, inserts the index 7 into the bottom of the section 35 of the table
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21 (having moved the other rows up one),copies the corresponding flag
into the bottom row of column 37, and copies the corresponding data into
the bottom row of column 38. Note that the flow corresponding to this
process is almost identical to that of 5 Fig. 4. However, it should be
understood that steps 3 and 5 now are pow more sophisticated. Instead of
the block being determined just from the logical address and the memory
address mapping table (e.g. of Fig. 3), it is determined by obtaining using
the memory address mapping table (e.g. of Figs. 6(b) and 6(d)) to obtain a
corresponding group, and determining the 10 blocks of the group (from
the rule, or if a flag is present in column 37 of the memory address
(hAvipH NG YaHI& B EP - RESLGIRIES (oS8 B RABY A A AdDIE D e
bdtienblen- AlseiinsEpsahdchnselierenssriodberitisioaystaingtdloek bottom
should jn thig case be understood as a reference to the corresponding
‘%&5?8‘%‘8% t queuing group (i.e. the group at the top of section 35 of
the 15memory address mapping table). This describes how the second
Neliasoaithenflepeetesranish niifeRveersi dicalnert-dentisabic had of
FikeSPeriivg-geuRssebblacks. dhirgisedyccepar aeissae dsdaviib® are now

bodiment logical add ithi iven logi dd .
S T e S
adgriresibiliyds fos theecwrgspddaescertappinghabinvie Wil galbthiigzor®al”jt is

darais e Cﬁe\ﬁhoar}tgﬂ%n @%?&gggxsr@%ﬁg?sg tawgggg,h%%ﬁcg%ag%aeréd .. of

consecutive logical address age o (except’
Figst Blbckeotiifddidappeisiresponierraiogicicatdresd csisepinivelyhe
bn%%f&r%ﬁhﬁéMW&W%&%@S@W@% thefrsinage ebienext b
oup.

of the 25 gr hus, for example, an amount of data which is slightl
BRI (R RS IR fRleyek O s SR GISRA 8 BB o the the
cleeinapisueiFigas e Peginmingsb e, dathés nafittends @ iageisgdegifadng
a logical address, then 22 consecutive pages of the block are written.
D (b R A e o et e e iAing
blorkeri thetiesfirgtpene wobuhdirextirogtowontciher taniofssestitre #nigf the

PRSI 18R RiglRiRrkian) of the second

This describes how the second embodiment operates the mapping between

logical address regions and respective groups of blocks. A logically separate

issue is how the embodiment maps logical addresses within any given logical

address region to respective pages in the carresponding group of blocks.

One possibility is for the correspondence to be what we will call “horizontal’.
This means that the consecutive pages of the blocks to correspond fo
consecutive logical addresses, The final bage of each block (except the last
block of the group) corresponds to the logical address consecutively before
the logical address corresponding to the first page of the next block of the
group. Thus, for example, an amount of data which is slightly larger than the

number of pages of a single block, will be written to the memory such that the

 beginning of the data is written to a page specified by a logical address, then
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embodiment of the invention, the master control unit may operate such
that 5 the logical correspondence of addresses to pages of the group of
blocks is "vertical". Specifically (assuming, for the sake of example, that
there are four blocks in a given group) the first four logical addresses may
be mapped to the first pages of each of the blocks (i.e. the first logical -
address to the first page of the first bIoch of the group; the second logical
address to the first page of 10 the second block of the group; and so on),
the next four logical addresses may be mapped to the second pages of
each of the blocks (i.e. the fifth logical address to the second page of the
first block of the group; the sixth logical address to the second page of the
CQRRRAHIBTORRASIHRE grRobIOCrRISY ORI T patithisabhtbieisvashdbeted then

trmastesienyrobHIh bitRRLaSAI%ALRN1S gansacylive logical addresses
as corresponding respectively to respective pages Fihe respecﬂvé '
T; g ogj with a .given set of logical addresses all
H??\%ﬁ%ﬁ’eé@%ﬁ% (r)?égﬁ%a%uy r%gsa%%m%'cﬁhﬁtiﬂﬁﬁﬁf%f&ﬂ?‘a%n@@héecond
epagesstthe’rép dovvetiolckg. endwise aaged farm migobmensds $ieh that

tHeh skl adFressS SRAGR: | ws_what happens when a certain
. amk?)% ,t[ fdatra |§s to be Wﬁe%%%%ﬁ% ta ger%)u(:)p{gl gg(?taq%f&lg‘}?%c 1S
VENF %?; 1%?@ fiirelly 48ard5aRg WRIcH theaegminm@ ottise thatatisverittenfour

bleaksain eftsetofdtdug aztiaeﬁt@ttﬂﬁxﬁqa@aéag&qeé%y@thagpggﬁq%gﬁgdt%t;&
Mé@ﬁg&e&fé}#ﬁko?gehg{ iskth lo icalfaddress to which the beginning o
the data is written Is the 17 pages after i 99 Fral pacesseitr eoiipst page
offfhes&gdefestant thwiotedvetticalbcionBido Gl (meidhisssdewRdhgdtdlage of
theoiari-af S t ext.c . Thus, the page with an
~offset of 1$ %%ﬁ]g ﬂ}nﬁeg igigic t’e?%%/ -é/i’--.‘Swﬁ%hS?ﬁitfﬁaféﬂ?ﬁﬂaﬁbﬁéaﬁaws
MFSPRABRAG R R Es0ed B estanbasdh ofitinp Rlinchsdted thetfih logical
adwisbedarpa 32cFhe dsiarBe | Is written to the pages
a‘ i rthe r%a§R]ed area Arfb flt@? tartingﬁg‘%tlvc\)gc’g%ig)r;6 i@%h%"gﬁy téaetasi)rﬁ‘%he %’)'I‘E]al
%r%o%isw iy 2GR Qagberéﬁ)‘ﬁ%‘%@lﬂﬂifow HyeHEPegicNgsison).
-_5copied to region 34. We now turn to a third embodiment of the invention.
TorHaniiempetiate s sdhebl swsterfistrmbodinitern, bebwitkere of four

cditpaitaatsifiesencrrbadhe thidsmbasimant following a WRITE
instruc%igc)n which causes the mapping %%Hb ?egpe vely 10" respecive
pages of the respective blocks. The pages associated with a given set of
logical addresses all have the same offset value, measured counting
horizontally along the pages of the respéc‘cive block (i.e. these pages form a

‘column” in the physical address space)

Fig. 6(e) shows what happens when a certéin amount of data is to be written
to a location to group 2 (i.e. blocks 4, 5, 6 and 7). The iogica! address fo which
the beginning of the data is written has an offset of 17 relative to the logical
address which corresponds to the first page of block 4. That is, the logical
address to which the beginning of the data is written is the 17 pages after the
first page of the group. These pages are counted vertically in Fig. 8(c) (i.e.
first down the first column of pages, then down the next column). Thus, the
page with an offset of 17 is the one indicated by “A”.
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10 defined in the memory address mapping table to be changed, and data
contained in the WRITE instruction to be written into a location of the new
block which becomes associated with the logical address, the operation of
copying data from the rest of the old block into the new block is partially
suspended for a pre-defined time to seg whether any new WRITE
instructions 15 in respect of the same region of the memory space are
received. Specifically; suppose that a WRITE Instruction is received
indicating that data A is to be written a certain logical address. Suppose
that that logical address is in a logical address region presently
corresponding to block O. Suppose further that the logical address :
in ¢oeresitiogdp o aiage dadh Hlockide Ridtbersuisp ospittht sHecatisesdibloaip
f.the 16Fp3) Fig. 7 rii
e e A e A UG A
to|Hirenegessix s Radhepay G oo startiseird acaticstdred'aepRfey £iata
indatadabelied &idtrages fiouhpashteredier esbobiavingciis iadibe 34 is
erased condition (shown as "0"). 25 According to the first embodiment,
CHRRAWREECIMSFuction would immediately cause the physical memory in
blocks 1 and 3 to be as shown in Fig. 7(b). That is the new data A is
stored at page 4, and the data X and Z is stored at the pages of block 3
corresponding to their previous pages in block C. Block 0 24 would be
Werased {@ndtaraitidiex eepbesémting dfvilealthbe @idhe Dodtdhirdf settooin@snt

R T

eaa Initia yreva e e as shown atIS,.
thing elmtzodinseBivitiowiopagd/RidEbibek B lian weichheaxsechifetepring

© 48R9es 93 RBhgHaladkds Al HSRGPISEIR RBIBS THRAARLPICSISdata

The system remains In this configuration for a time period given b

a
camainad by the dNR JRniRsFEREIMEPBRNYFARITRERignladien&ithe new
bleseivakinsesperiobiw ingionladdress legitespandiegdo thagedeeftiNackf

, th h [ ion i i he d h
RN S7 BT, o E e L8 SURTE i, R el
stepetwiztvitrichprslitaies thahddtasBdsntbdiiecstary aeth¥BYicalrsddretisns
DAECR Sm%?g'met%@g&%% fPinsk3nhen tisdata B jsayriten to page

0 e data

ock 3, giving th storage shown'in Fig. 7(d). The timer is then

started again to define a new time. period, 15]f by the end of this period no
S e S T L R
Acarespongingria pagah db ikt lkeddthes. thepwdeofferatiat isgiom Hdtess
.to. give the data storag own in Fig. 7(e). However, if, during, this peri

S T e oS e e e o € R B
fsttied thetHbeolyigital daidsessovetaneepthdin o2y to hafedtook block Biher
sg%@%mﬁééﬁaw&%& RAGSG.E Blogk 3, 20988 menis siaderbek 5.
Fig. T(é) shows a portion of the physical memory inciuding blocks 0 and 3.
That is, block 0 has data labelled as X stored at page 0 to 3, data labelled as

Y stored at page 4, data labelled Z at pages 5 to 7 and then the rest of the
block is in the erased condition (shown as “0".

According fo the first embodiment, this WRITE instruction would immediately
cause the physical memory in blocks 1 and 3 to be as shown in Fig. 7(b).
That is, the new data A is stored at page 4, and the data X and Z is stored at
the pages of block 3 corresponding to their previous pages in block 0. Block O
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This process may be continued until the last page of the block 3 is
reached, or a time period goes by without a WRITE instruction being
received indicating data to be stored at the page following the location
specified by the preceding 25 WRITE instruction, Note that it means that
data A, B, ... can be written to the memory device much more quickly
than in the first embodiment, since there is much reduced need to copy
data. For example, during the sequence of steps described above, the
data X only needs to be copied once at the very 25 beginning no matter
how many WRITE instructions are subsequently received in respect of -
consecutive pages. The flow diagram is shown in Fig. 8, and differs from
WEIg|h leh g s titht andteps i8dexl eare seplingdibystéps8 tat 1Belbstems of
o e gplyléhg&?ages 5in _the oldlblack (i.e. blpck 0) before. the page in
respect of which the WRITE instruction was received, are copied to the

block (i.e. block 3), and. th in the WRITE i ion is written to,
R T R At R hEh SN oo Yo Ararlofscel Meggy
ifs thewrimitizigl vehvertienthe bestpageonithia ey, biosk Taaie heeratittanis
v&(j’ittgr??o §%§zg %"Wﬁc@&%?%&%’ i&gﬁ 15 O%gg{e"ﬂ%%' ;f'f?ﬁsgts? i Jﬁ% V%‘,eb ut the

evice determines whether, within t pre%le mine
dafr i s iRstiRieAPIS Ydearasas P respeet biowie hekbesistarntieepinseiofthis

dberigaviagh: ?e@mén?eﬁiftbgﬂﬁéﬂ% wriggstherdaiadberRiBaieR hLasWine

logps k to step 9. It not, in step 12 the embodiment copies the rest of
ftﬁﬁ%&%@%‘jﬁhﬂ 8'bitck tEEalFRRIRR AR, TPaRGChértive logiralt pagiess
dorrespeotiiofjvibiphge\WRITHIos B ¢HaM Wes (eteiveshr=8tenid Tompleted to

t f Fig.,.4: t Id, block (block,0).i d th
e e A e e TR T T e Mow
iRl emibodiknsianidsrete a0 vehRE Amriiostas fbatisiaboéivedinrespect dfat
tAdagigahagdiess 'Hﬁv'@@ﬁé&%ﬁ@st@%@é‘e‘@%ﬁ?ﬁ%&?%@f‘w Neita B is

subject of the flow of Fi%, 8, then the device sho he data from the
iRt eResm tRE DIRGSiCa g SRRt SHPIRE M eRPBIB AR iFibe Tédicaine
tedgreshearsespondg sntherdgesseswiitendsripstep 8, or if the logical
address corresponds to an. address which was written to in a preceding

BIEP thLBRMIBSHIOPINELILHAHKE: WRITE signal has been received in

respect of the logical address corresponding/ to page 6 of block 3, then the

write operation is completed to give the data storage shown in Fig. 7(e).

However, if during this period a new WRITE instruction is received which
indicates that data C is to be stored at the logical address now corresponding

to page 6 of block 3, then this data B is written to page 6 of block 3, and the
timer is started again. '

This process may be continued until the last page of the block 3 is reached, or
a time period goes by without a WRITE instruction being received indicating
data to be stored at the page following the location specified by the precedihg
WRITE instruction. Note that it means that data A, B, ... can be written to the
memory device much more quickly thah in the first embodiment, since there is
much reduced need to copy data. For example, during the sequence of steps
described above, the data X only needs to be copied once at the very
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25In certain forms of this embodiment, the device may proceed from step
10 to step 12 also in the case that in step 10 if it determined that a new
WRITE instruction is received which instructs data to be written to any
logical address other than the next consecutive page of the new block. In
this case the 26 processing of the newsWRITE instruction can be begun
after the flow of Fig, 4 is completed. Note that the timer is typically set to a
period of a few milliseconds, such as about 3ms. If the device is
disconnected from the host within the 5 predetermined period after the last
WRITE, instruction is received, then there is a danger of data being lost.
However, by setting the predetermined period to be of the order of
milliseconds, this should not occur, and thus all the data will be securely
bfRrRsy Note that thehita-sbrrimeniidhersvarsiondesticesitp ihesfirst
embodiment in the |imit of the predetermined period going 10to zero. We

N {GP ROVt G RATNERGIGE ent of the invention. Like the third

embodiment, the fourth embodiment employs a timer. The master control

' Thanltawirdibi aasis inbRwe dm Pattdrnaeesiirisnfuiem ke fresek &3 that in

stieRl pgresSRRMERCI L LY e 1B asiercaairobustitheon, dRIYMRETBages
_instructions. If, during a certa%ph se of operation, t%eﬂl?atgern r co%w_.grl%
in AR ABLEES At ERRAI I GHEAr A6 289 SRaaRPFTIH HBIE T aney
infhanriveuchberexpeste chrthenptariiesithatdogicab crefinarpladiréys amd the

"frequentl gical address” e.g. gdefined in t M REMAB6K
d% r?@ %%tgk?%gl;l ro %ﬁﬁ%ogre%ggﬁﬁagﬁy,f%e%e%qﬁgﬁ%ynfsgﬁogical' °
corresponding to the logical address. In step 9 it is determined whether the
last page of the new block has now been written to. If so, the device proceeds
to step 13. Otherwise, in step 10 the device determines whether, within the -
predetermined time, a new WRITE instruction is received in respect of the
next consecutive page of the new block. If so, the embodiment writes the data
there in step 11 and loops back to step 9. If not, in step 12 the embodiment
copies the rest of the pages of the old block (i.e. all the pages, if any, after the
last page in respect of which a WRITE instruction was received). Step 13
correspands to step 10 of Fig. 4: the old block (block 0) is erased and the
memory mapping address table is updated.

Note that if, at a time when the embodiment is in step 10, a READ instruction
is received in respect of a logical address in a logical address region which is
currently the subject of the flow of Fig. 8, then the device should read the data
from the correct place in the physical memory (ie. from the new block if the
logical address corresponds fo the addresses written to in step 8, or if the
logical address corresponds to an address which was written fo in a preceding
step 9; otherwise from the old block).

in certain forms of this embodiment, the device may proceed from step 10 to
step 12 also in the case that in step 10 if it determined that a new WRITE
instruction is received which instructs data to be written to any logical address

other than the next consecutive page of the new block. In this case the
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of

20 address space may contain a plurality of such identified logical

~ addresses having a high frequency. The pattern recognition unit may be

programmed to strike logical addresses out of this space when their
frequency reduces, and/or to replace it in the space whenever a logical
address is identified haying a yet high%r frequency of usage. Thus, the
space continually stores the logical ad ?esses which occur most
frequently in WRITE instructions. The master control unit 7 maintains a
cache RAM memory for each location in the frequently used address
space. Upon receiving a WRITE instruction in respect of one of the
addresses stored in the frequently used logical address 27 space, the
PReSSRS RD A BIURRW MR NG insiriRbRneah dadrastonadise thin e \WIRTTEE4
idnsdrastnBadnto the flash memory device. Instead, it writes that data into
the corresponding cache. The master control unit 7 then waits for a time

i timer ing. that tirr fuither WRITE instructi
N e H T 0 ¢ R i
et Bfa diffdtentdsivier), thedifromrasttactofeo utitavritest thevithita ithe

pier SReANaloshR Hashem@osk RACRIAIR O eI 6e 58 d8SSPaL fhere
_abo[%e in rel .t!geﬁaa%of the first to third embodiments of the invention. If,

&SP B Piffe PRURMEFmREHE b anBiREsiRMRINEd period
tnbtrudtite isrdecelvedlisctdnaspédsaiitbaigarme degieal asiiass, MeRdhents

ter unjt writes the dat ntajned in that WRITE instructionto
o LS T RN e e et on
recisieedde toatfiestinhedinsiiatha Hertihodtistbendatstaniedd Hardt gathg -
tbeseen that if the device 1 receives a large number of WRITE 15
instructions in respect of the same logical memory address, spaced apart

n average time which is lower than the predetermined time set by the,
\}til}é(aetrt,l henﬁﬁmé%r%ﬁ%%ﬁé Wﬁ%&'ﬁﬂ?ﬁécﬁﬁn@ﬁm%ﬁ%ﬁiﬁuwﬁ the third

gebegmatibribgyexpeasivelimiet epaptipn adithermemory device 9 will
be low. The structure of part of the master control unit 9 is shown

Tehatdeithigo? AR Themmass CHIohuoiL P SARIAINS & SERULN Rk Which
rastlr%a a WRITE |§§tructlon into a logical address and data to be
to

sepa .
rﬁﬁ%\é% ﬁa‘ﬁ%‘@ﬁéa R3S Rl By dieesmrastar eratplemt from
Watdghitiosiruniiods, vihichutisgsat isddiecphipsiate aFeaRAllYHE Battarn

Tt P LR S A
frequently than would be expected, then it writes that logical memory addrass
into a "frequently use_d logical address" space, e.g. defined in the RAM
memory of the master control unit. More generally, the frequently used logical -
address space may contain a plurality of such identified logical addresses
having a high frequency, The pattern recognition unit may be programmed to
strike logical addresses out of this space when their frequency reduces,
and/or to replace it in the space whenever a logical address is identified
having a yet higher frequency of usage. Thus, the space continually stores the
logical addresses which occur most frequently in WRITE instructions.

The master control unit 7 maintains a cache RAM memory for each location in
the frequently used address space. Upon receiving a WRITE instruction in
respect of one of the addresses stored in the frequently used logical address
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25 instruction just received is in the frequently used address space 55. If
not, the data and logical address are written at once to a unit 57 which
writes them to the flash memory 9 according to the method of the first
embodiment. If so, the data is written to a cache memory 59 and a timer in
timing unit 61 is set running. If the timeg in timing unit 81 reaches the end
of the predetermined 28 period withou%7being reset again, the data and
corresponding logical address are passed by switch 57 from cache 59 to
the unit 57. Note that although Fig, 9(a) shows only a single timing unit 61, -
that timing unit 61 typically contains a respective timer for each respective
ical addresses in the frequently units 5logical address space, and for

;
T of 1 BNt R T Bhebanth O o Rarbbpisite i oathio mrorongd m he

WBEBrinshalRIEA Dninstrictiasrisnieseireciayiuait AR detarmines whather,
tored in the frequently used =

: i ress.is one, of ones
e B el T Eo P e bl s rferastims
daisimiged &, ibretiethl, derieatiaithg corespradingReAchanEmBY is
refepthernise i i he data from the flash memory 9
cgo, iJ%oﬁh%%c?r?@ﬁr?&%n%%%&?ﬁeeﬁ lb)? e ?ﬁr&ﬁ Iy Sigiked in respect
Q?h& ?F%%%BF@O(?‘@.’ Hepiingnasive Arstioduotitheifiest émhidimente loache
isithéreciiaehirencodesitie datg it PaekekWhish dsitragsitted out of
éﬂ? gte%i‘-ethnioycggjth interf ,c% 3.?[%’he flp\%vgg%iqgggr?rﬁggg tég‘gﬁ%gdﬁﬁ%?ﬁ?”
is’that 0 FfféS 3, exé{aptefﬁgf’%g’gf%s‘%fﬂﬂ?g‘.“g@f@f’é-irﬁ%e@fé@?l@e@mmand,
&tdpg Mé@dﬁf@f@]i@e@mp’edo&nﬁﬂ;@yWRgﬂ@t&%r?%g&??a@dQémd i
) sert een steps 2 and 5 of Fig, 3 (and
et e e BRI E Saa LA Wi s e

FERERLR ithel VR NTE Rlianictibe reneisetb a@onerpeaipktip.
dw@imﬁagdfﬁasaa%é/hﬁﬁ@v%@%ﬁgéﬁn@@BMS%@tPéi?ﬁ' S%’I%te?ag%g e e

f{requg%g/ use%i ical address space (i.e. updates un

the corres?)B% ﬁ{%g cation of the cache 59 is written to the memory 9
according to the steps 5 to 10 of Fig. 3. o

Thus, it will be seen that if the device 1 receives a large number of WRITE

instructions in respect of the same logical memory address, spaced apart by
an average fime which is lower than the predetermined time set by the timer,
the number of those WRITE instructions which will cause a (computationally
expensive) write operation to the memory device 9 will be low.

The structure of part of the master control unit 9 is shown schedule in Fig. 9.
The master control unit 9 containg a section 51 for separating a WRITE
instruction into a logical address and data to be written to that logical address.
The logical address is sent fo a patiern recognition unit 53, which uses it is to
keep updated a frequently used address space 55. The master control unit
has a switch 57 which determines whether the logical address of the WRITE
instruction just received is in the frequently used address space 55, If not, the
data and logical address are written at once to a unit 57 which writes them fo
the flash memory 9 according to the method of the first embodiment. If so, the
data is written to a cache memory 59 and a timer in ﬁming’ unit 61 is set
running. If the timer in timing unit 61 reaches the end of the prede’cermined
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25In either the third and/or fourth embodiments of the invention, the timer
may be arranged such that the predetermined period which is only a few
milliseconds, such as about 3ms. If the device is disconnected from the
host within the predetermined period after the last WRITE instruction is
received, 29 then there is a danger ofz%ata being lost. However, by
setting the predetermined period to be of the order of milliseconds, this
should not oceur, and thus all the data will be securely stored. Note that
the third and fourth embodiments of the invention each reduce to the first
embodiment in the limit 50f the predetermined period going to zero. Note
that none of the embodiments described above require a block allocation
PesBfe Wilret §R sthesehgriim i stata powsibleriehitndmngdegoshaidress

ar@RiRsAltBouatanly anien eRchedimenis-Rf [hfBYERHAR haMeRE80gh Fig.
QQ?P?%HIbed in detajl here, many variations are possible within the scope of
e

QARSI & SBAGIHBUNE 4146 B sk drringeinit & dainplly, srstains a
refgadviies tifthefsecant, thirkatickiovieivnaliodiaestsisanseraiiyditly units

b!ﬂﬁg in.any.combination, and indegd the combination of all the |

lo%e%%wes dé%%rl é‘ in?l:f‘ué(:‘:ii}frlggr t%gécverctgljffa%‘ itin %?lﬁﬁi Ségé%%ﬁﬁqgf‘&f&uﬁs a

resPBRIvIesTasat@mady Toriicin embodiment of the invention can be
formed in which logical address regions are mapped to 15 respective

If gif_cﬁqmmqmm@mﬁ@ (ﬁuwﬁx& ok bigeksdn d@ﬂ%ﬁ%ﬁh@?mi@édr_@g%ﬁs@cai
thin a given lqogical address regjon correspand to column within a group |
R bk BES e Thna Ty RO R raas 1
sdrdaiaimbidsgrdginer dheeroyesponaidgdrimaichsarsenong (Dptioitatyads the
asiffersnttimer - signahisise Al 1138 i plaingd
20 WRITE instrruct?on toﬁge%fa%rm% %%e’vé:g%%gg%%ggs J Dﬁg 67%
read the data from the flash memory 9 according to the correspondence
defined by the memory address mapping table (i.e. according fo the method
of the first embodiment). In either case, it encodes the data into a pa'cke’c‘

which is transmitted out of the device through the interface 3.

The flow diagram of the embodiment is that of Fig. 3, except that the steps of
Fig. 8(b) are inserted between steps 2 and 3 in Fig. 3 (and performed by the
units 51 and 57), and the steps of Fig. 9(c) are inserted betwee'n steps 2 and
5 of Fig. 3 (and perfarmed by the unit 63). In steps 7 and 9 the data which is

written to the page is the data in the last WRITE instruction received in
respect of that logical address.

Whenever the unit 53 removes a logical address from the frequently used
logical address space (.e. updates unit 55), the data in the corresponding

location of the cache 58 is written to the memory 9 according to the steps 5 to
10 of Fig. 3.

In either the third and/or fourth embodiments of the invention, ’zhé timer may
be arranged such that the predetermined period which is only a few
milliseconds, such as about 3ms. If the device is disconnected from the host
within the predetermined period after the last WRITE instruction is received,
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Furthermore, in the embodiments above there is only a single NAND flash
memory device. However, the invention is not limited in this respect, and
there may be more than one NAND flash memory device which is
operated according to the principles of the invention described above. For
example, 25 each of the NAND memoyy devices may be associated with a
‘particular respective portion of the logical address space, and there may
be a variable mapping for each NAND memory device between blocks of
that memory 30 device and respective regions of the corresponding
portion of the logical address space. As mentioned above, the invention
may be implemented via a USB connection - although it is not limited in

themis feriSedt 18is PreRsfePthatife PaNgsirstandipaRploh¥d tifine the
prétffaonierlleeisoversion YSBE . Ordait shenpleseahayemniparvay het occur,

=L e WAich e MIDR SN B8 I PR i My oty
sobtiumisviveishminimittidwitaih tiesiscepe thentrimmtiodintentin the fimit

ofreferablyat least %M@ 8[?% moyg typically at least 1010Mbytes, at
least 100Mbytes or even ag least 1Gbyte.

Note that none of the embodiments described above require a block allocation
table (although other embodiments are possible which do use such a table).

Although only a few embodiments of the invention have been described in
detail here, many variations are possible within the scope of the invention as
will be clear to a skilled reader. For example, the features of the second, third
and fourth embodiments can readily be combined in any combination, and
indeed the combination of all the features described (including the vertical
filling of the pages of the groups of blocks) is preferred. Thus, an embodiment
of the invention can be formed in which logical address regions are mapped to
respective groups composed of a plurality of blocks, in which the logical
addresses within a given logical address region correspond to column within a
group of biocks, in which a first timer signal is used to suspend copying of
data from an old group to a new group, and in which a second (optionally
different) timer signal is used fo suspend the writing of data contained in a

WRITE instruction to the flash memory device 9.

Furthermore, in the embodiments above there is only a single NAND flash
memory device. However, the invention is not limited in this respect, and there
may be more than one NAND flash memory device which is operated

according to the principles of the invention described above. For example,

each of the NAND memory devices may be associated with a particular

respective portion of the logical address space, and there may be a variable
mapping for each NAND memory device between blocks of that memory
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MCSLLP 31 Claims 1.A portable data storage device including: (1)
a data interface for transferring data packets into and out of the Sportable
data storage device, (ii) an interface controller, (i) a
master control unit, and (iv) at least one NAND flash memory unit,
the interface controller being arranged;to send data received through the
10data interface to the master control unit, and the master control unit
being arranged to recognise certain data packets as encoding READ
instructions and other data packets as encoding WRITE instructions:

(a) upon receiving a READ instruction indicating a logical address, to 15
access a memory address mapping table which associates logical _
e {3 SEHRE Wn A VU] et R SIRES A rBSp e fie fogioal

adphysicgladdress regions within the memory unit, to read data from a
physical address in the memory unit corresponding to the logical address
As2GeRrIBade thednemeny addressdnapRing wbleiapdieHaRsWEodhe)sE
data interface one or more da}.ta,ZOgacket,s includin }he data which was
copggéz’txgﬂor although it is not limited in this respecf. It Is preferred that the
USB standard employed by the USB confroller is version USB2.0, but the
present invention may be implemented with any other versions of the USB

standard, such as any versions which are infroduced in the future.

The total memory capacity of the device is not limited within the scope of the
invention, but is preferably at least 1Mbyte, and more typically at least
10Mbytes, at least 100Mbytes or even at least 1Gbyte.
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(b) upon receiving a WRITE instruction indicating a logical address and
data to be written to that logical address, to determine if the physical
address corresponding to the logical address according to the memory MCSLLP
address mapping table is in the erased state and: 25if so, to write the data
to that physical address, or if not, t8 odify the memory address
mapping table in accordance with a block queue listing a plurality of
physical address regions, the block queue comprising a pointer to
indicate a location of a second physical address region 30 at a head of the
block queue, MCSLIP 32 to locate the second physical address

fegion fh %‘&é@ﬁﬁﬁ’@éﬁﬁﬁWﬂ@?t@M% associate the second

physica))agderas regiasehrdretlasisrl addrertdepiikeantaitingieout of the
logical address, to write the data to a physical address in the second

BRy&RIS Qamggré%%%v,icea to copy any data stored in other portions of

the firstiphysigat sedecssrgaiien, originally associated with the logical
address region containing the |ogical address, to corresponding locations
of the 5? Q%B‘Bﬁ&%ﬁ&%@ﬂr‘é’%@» I%E; n, 10to write the location of that first

physicghacddresstregioNiaND R catandeywinith the pointer points, and

the interface controller being arranged to send data received through the
data interface to the master control unit, and

the master control unit being arranged to recognise certain data packets
as encoding READ instructions and other data packets as encoding WRITE
instructions:

(a) upon receiving a READ instruction indicating a logical address, to
access a memory address mapping table which associates logical address
regions within a logical memory space with respective first physical address
regions within the memory unit, to read data from a physical address in the
memory unit corresponding to the logical address according to the memory
address mapping table, and to transmit to the data interface one or more data
packets including the data which was read, and

(b) upon receiving a WRITE instruction indicating a logical address and
data to be written to that logical address, to determine if the physical address
corresponding to the logical address according to the memory address mapping
table is in the erased state and:

if so, to write the data to that physical address, or

if not,

to modify the memory address mapping table in accordance with a block
queue listing a plurality of queuing physical address regions, the block queue
comprising a pointer to indicate a location of a second physical address region

at a head of the block queue,
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to move the pointer in a round-robin manner to indicate a location of a
next one of the plurality of queuing physical address regions in the block

gueue so that the location of the first physical address region is placed, MCSLLP

following said 15modification of the memory address mapping table, at a
rear of the block queue. 2. A device ac®drding to claim 1 in which data
defining the memory address mapping table is stored as mapping data in
the fladR neaieAnarfieaprREYDRA LBt SR eeiopdihgerrifigaaaavith the

Aibt tﬂaem@@@@ms@atﬁdw%m&ﬁag)ﬂﬁi%%|raem%@g4€§fsﬁwlﬁ@ﬁmgaca|

able. 3. A device according to claim 2 in which the memory contro
address (RAIGe &98@@@,&%'%9@ RAGERSS, to extract the mapping data

from the iasie MeMeRmE YO h K SieaeERIGrEe m%@%@@ﬂ@ﬁﬁzy@wié@dress
table within RAM 25 memory. 4. A device according to claim 2 or claim 3

FHBIEh the portion of the mapping data defining the mapping between

each regpegivamhysicrbaidters sewppandislogicdl AtdIpRsieaidtifress
stored within that physical address 30region. MC S LLP 33 5.A device

RUORRG W BN A AP RIERYIB e pHicPhateresRifgao R cRtAIPRGSRS!
Ritficesadaeies isostoieddpdheingnuchiaig statrgecsrmiar shyeaPa iR s

ngglgﬁ,c’f the physical address region.

to write the location of that first physical address region into the location
to which the pointer points, and

to move the pointer in a round-robin manner to indicate a location of a
next one of the plurality of queuing physical address regions in the biock queue
so that the location of the first physical address region is placed, following said
modification of the memory address mapping table, at a rear of the block queue.

2. A device according to claim 1 in which data defining the memory address
mapping table is stored as mapping data in the flash memory unit, the memory
control device being arranged to modify the mapping data upon modifying the
memory address mapping table.

3. A device according to claim 2 in which the memory control address unit
is arranged, upon being initiated, to extract the mapping data from the flash
memory unit and generate the memory address mapping table within RAM

memory.

4, A device according to claim 2 or claim 3 in which the portion of the
mapping data defining the mapping between each respective physical address
region and a logical address region is stored within that physical address

region.
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5 6.A device according to claim 1 in which the queuing physical address

regions are in the erased state. 7. A device according to any preceding

claim, further including reserved physical memory regions which cannot MCSLLP
become associated with the logical 10addresses under the operation of

the master control unit which modifies & memory address mapping

table. 8. A device according to any preceding claim in which the physical

addresd ARYSSsaneoradpe tawaiio i orhirh riervapomg tsta relalingde a
gRAATPRgsieAnatclainbirid dordiGh the BRYSIERHARGSRISIQISA6f one

groups of blocks in the memory unit, the groups being defined according
&S Dgr8RAEE I 1o ey Scabard ase 6R%iIg to claim 9 in which the
majority of groups of blocks are defined according to a rule, and the
grouping table defines groups which are exceptions to the rule.. 11. A

evice AGDHEMGESUEIRT 18 FaANRILHTNYRBIHS,PHEHIBE PR IpRh Gddress

rsire aanipifseaciiagdn sesrect of any logical address region which is
associated with one of the groups which are exceptions to the rule. 12.

A device according to any of claims 9 to 11 in which the master control

unit asgogiatiee ersediity elydalprine dogicalashd resirs vdndindoaisatved
SRaddr SS re%ion with respﬁcth/e e{)agesbin different ones of the blocks. .
physical memory regions which cannot become associated with the logical
addresses under the operation of the master control unit which modifies the

memory address mapping table.

8. A device according to any preceding claim in which the physical address
regions are respective blocks of the memory unit.

9. A device according to any of claims 1 to 7 in which the physical address
regions are groups of blocks in the memory unit, the groups being defined

according to a grouping table.

10. A device according to claim 9 in which the majority of groups of blocks
are defined according to a rule, and the grouping table defines groups which are

exceptions to the rule.

11. A device according to claim 10 in which the memory address mapping
table contains a flag in respect of any logical address region which is associated

with one of the groups which are exceptions to the rule.

12. A device according to any of claims 9 to 11 in which the master control
unit associates consecutively following logical addresses within a logical

address region with respective pages in different ones of the blocks.
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MCSLLP 34 13. A device according to claim 12 in which the master
control unit associates consecutive logical addresses into sets, each of

the sets of logical addresses having a number of members equal to the MCSLLP

number of blocks in each group, and for each given set the master control
unit associates the logical 5 addresses% that set with corresponding

pages of the respective blocks. 14. A device according to any preceding
¢him i WRMRaRCAAdiBE doriiNuNR 19 drhiely doe impsiporeatiel rdeliving

adistiNEd TeiralsualiendgitaPrp ke M MStAISER D OIMY YBRNof logical

determining that, within a predefined period, a 10second WRITE

aridrasass RavigeaBEdebel MeahsEuefHabIS RRYMRRERERIOKS Ap each
gRyipe acaatieadn g Sdtimehidstéellnethaimadieriies #idhsgical

memory address modification table in relation to a given logical address

Adgiess Ses-Aldhirloreh WG ERARG o 4: REES T Bh TR FRBRSHY I D Cks.

address region to the new second physical address region, said criterion
is whether the second WRITE instructi%[) relates to a logica| address

{BrrespbABMIGE A BT B Bh A ARSI g R MG R e S R ro!
dateisbesgeiednasdioriee aaseckiaingusHissVWRRTEENaktadtoSto implement

received aborting said copyin tj d 20i d writing_dat _
U e B3 HE R SRR RETIEHRR 14heMERya P drinestprgiod. 2
pbysiealERITES higgietion is not received obeying a predefined similarity

criterion.

15. A device according to claim 14 in which, following the modification of the
memory address modification table in relation to a given logical address region,
and prior to said copying of the data from the first physical address region to the
new second physical address region, said criterion is whether the second |
WRITE instruction relates to a logical address corresponding to the location
within the given logical address region of the data to be copied, and in the case
that such a WRITE instruction is received aborting said copying operation and
instead writing data specified by the second WRITE instruction to the location of

the second physical address region.

16. A device according to claim 14 in which the master control unit has
access to a data cache and in response the first WRITE instruction writes the
data to the data cache, said criterion being that the second WRITE instruction
relates to the same logical address as the first instruction, in the case that the
determination is positive the data specified in the second WRITE instruction

being written to the data cache.

17. A device according to claim 15 in which the master control unit has
access to a data cache and in response to the first WRITE instruction writes the

data to the data cache provided that the WRITE instruction relates to one or
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16. A device according to claim 14 in which the master control unit has

access to a data cache and in response the first WRITE instruction writes

the 25 data to the data cache, said criterion being that the second WRITE ~ MCSLLP
instruction relates to the same logical address as the first instruction, in

the case that the determination is positi¥e the data specified in the second

WRITE instruction, beigg written to the data cache, 3017.A device
S SIS e 4n0iad) afdiaeranesRidtEiaiRrBRInG has thecegsaad WRITE

frigUARICraNHdR fe3Rensmie 156issLWHREEE RstHectrn WalRscHshdRMahe case

to the data cache provided that the WRITE instruction relates to one or

Meidhesieterinauaicieriyednerfia spscdlind intbirosaseng W Tife
fesansiv Eindnatittetion rakai@stiodhsheame logical address as the first
instruction, in the case that the determination is positive the data specified
in the second WRITE instruction being written to the data cache. 5 18. A
device Achoribiohteslding 18 Mavhialr ihaidiarethdisié)aqiisaitigede eisd
lﬁ?%iﬁ%gl o‘dressgs. %9. A device according to claim 17 or 18 further

ﬁ% 395R2I46% & Ynition unit for recognising logical addresses
encoded in the WRITE instructions which arise with relatively high
g o 05 LReP PP SPARISRETRLRRRRS 55
recognition unit for recognising logical addresses encoded in the WRITE

instructions which arise with relatively high frequency, and for setting said

recognised logical addresses as said selected logical addresses.



