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'SC}TI'V\ARE PAY PER USE SYSTEM Fi el d of the Invention This inventi ongpghalestes
snerallly to the protection of conputer software fromillegal copying. Mre
articularly, this invention relates to a ,ay per use protection technique

in which a user nmust nmake a tel ephone cal} in order to use protected

sof tware. Background of the Invention Sqof yware piracy, the illegal copying

of commercial conputer prograns, is a magpr problemin the personal '

computer industry. Software §erelaRR PATUPERNUIGYE ResarEr ee

Field of the Invention
This invention relates generally to the protection of

computer software from illegal copying. More particularly,
5 this invention relates to a pay per use protection technique

1
in which a user must make a telephone call in order to use
;rotected software.

Background of the Invention
Software piracy, the illegal copying of commercial

10 computer programs, is a major problem in the personal
computer industry. Software developers currently have three
.co@moh techniques to prevent illegal copyving of their
:software. The first is the use of hardware "keys". These
EkeYS are devices that attach to a computer’s printer port.

15 Before starting, the software attempts to query the key. If
thére is no response, or an incorrect response, the software
will not start. The second téchnique is the use of a key
disk. This is like a hardware key, except the key is a
floppy disk that must be in the computer’s disk dfive. A

20 third technique is to sell copy-protected software. In this
technlque, the developer puts the program on a floppy disk
in such a form that a direct copy of the disk will produce
an incorrect copy of the software.

All of the above mentioned techniques have problems.

25 They require developers to incorporate piracy protection
into their programs. They are brittle, meaning that once a
single copy with the protection circumvented exists, the
protection is useless. Also, they cause inconvenience to
legitimate users of the software. An ideal protection

30 scheme would make it impossible for people to use commercial
software illegally, without posing any inconvenience to the
developer or the user of the software.
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€ommon techniques to prevent illegal copying of their software. The first
i s'the use of hardware "keys". These keys are devices that attach to a
conputer's printer port. Before starting, the software attenpts to query
the key. If there is no response, or an incorrect response, the software
will not start. The second technique is the use of a key disk. This is
| i ke a hardware key, except the key is a floppy disk that nust be in the
conmputer's mgﬂmﬂgfywalkﬁgiiﬂvaﬁehahque is to sell copy prot ect ed
software. Inthis tﬂm&g}? Ee develo ﬁuts .the pro monafloi)(gg
disk in such a forfRRFERLaYdit ‘Etpfﬁﬁ?n ERGLOR RO fedechnique

which is close to the ideal. It is based upon distributing

software in such a way that users must call a telephone

5 number to get the software to work. If the telephone call

is to a number which results in a per call service fee, such

as a "900" number, then making the call guarantees that the
users pay for the use of the software.

~ More specifically, an encryption program converts any

10 existing program into a new program called the secured

software. The secured software is a program that contains

the original software in encoded form. The encryption

e—
;

program, when constructing the secured software, both
compresses and encodes the original program. The
15 compression removes most of the redundancy, making code-
breaking difficult, and reduces the size of the secured
software. The resulting program contains the original
software in a completely unreadable form.
The developer may then distribute the secured software
20 freely. To use the software, the user calls a telephone
number, from which the user gets a number that the secured
software uses to decode the encrypted computer program.
This telephone number may be a number that results in a per
call service fee, in which case the act of making the call
25 guarantees that the user pays for the use of the software.
Several variations are possible. For example, the
secured software may control dialing the telephone number
through a modem and running the code transaction
automatically. A single call might increment a counter in
30 the software to allow multiple uses. Free telephone
service, such as an "800" number, could readily be provided
through which potential users can download secured software.
Additional services might be readily provided.
To the éoftware developer, the present invention
35 provides an additional distribution source for which there
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&n incorrect copy of the software. Al of the above nentioned techniques
hat.e probl enms. They require devel opers to incorporate piracy protection
ihto their programs. They are brittle, nmeaning that once a single copy with
the protection circumvented exists, the protection is useless. A so, they
cause inconvenience to legitinmate users ofythe software. An i deal
protection schene woul d nmake it |np055|ble for people to use conmerci al

sof tvare ||| qaahliee W U3QY -RRBENEnBRYpkABANSEBLEARC1HO: 8% HYELERCE 0P
does not have to be incorporated into the software. To the

user, there is no difficulty with backups and no danger of

losing a hardware or floppy disk key. All that is needed to

5 run the software is a phone call. The user also has the

~option of trying out the software before spending a

considerable amount to purchase it.

Description of the Drawings

Fig. 1 is a block diagram of an implementation of the

10 system of the present invention.

{ Fig. 2 1s a block diagram illustrating software
) registration and generation of secured software.
Fig. 3 is a block diagram of a first embodiment of a
pay per use software validation technique.

15 Fig. 4 is a block diagram of a second embodiment of a
pay per use software validation technique adding random
number generation by the validatidn system.

Fig. 5 is a block diagram of a third embodiment of a
pay per use software validation technique adding encryption

20 of the generated random numbers. '

Detailed Description
o This invention is described with reference to various

data encoding and aecoding techniques. Thus, a brief
explanation of basic cryptography follows.

25 Cryptographic systems generally transform data through
the use of two basic elements, a cryptographic algorithm and
keys. The cryptographic algorithm contains procedures for
encoding and decoding the data. These encoding and decoding
procedures are generally identical or may consist of the

30 same stepé performed in reverse order. The keys, which are
selected by the users, consist of a sequence of numbers or
characters, which are used by the cryptographic algorithm to
code and decode the data. In the following detailed

-
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£2-" Summary of the Invention Generally, the present invention provides a
Lechnlque which is close to the ideal. It is based upon distributing
software in such a way that users nust call a tel ephone nunber to get the
software to work. If the tel ephone call is to a nunber which results in a
per call service fee, such as a "900" nunper, then naking the cal
guarantees that the users pay for the use of the software.

description we discuss two types of cryptographic systems.

The first type of system is the single key system. In

this type of system a single key is used for both data

encoding and decoding. Thus, in order to ensure protection,

5 this key must be kept secret. In this description we refer

to the Data Encryption Standard (DES) single key technique.

This is a data encryption technique which has been accepted

as a standard by the National Bureau of Standards, and is
well known to one skilled in the art of cryptography.

10 Another type of system is a public key system. In this

type of system, instead of using one key for both data

{ : encoding and decoding, two keys are used, one to encode the

| data and one to decode the data. Generally one key is made

public and one key is kept private. If the public key is

15 used to encode the data, then the private key is used to

decode the data, and vice versa. An important aspect of

this type of system is that it is impossible to deduce the

private key from the public key. Public key cryptography is

, also well known to one skilled in the art of cryptography.

20 The data encryption and decryption techniques we

discuss here are for illustrative purposes. Various other

techniques could be substituted for those'described herein

without departing £from the scope and spirit of the

- invention.
: 25 Fig. 1 illustrates one possible implementation of a
system according to the present invention. The software

validation system 100 comprises a central processing unit
102, a memory unit 110, and a modem 104. The central
processing unit 102 is connected to the modem 104 and the
30 memory unit 110. The memory 110 contains software
registration program code 111 to implement the functions
required during the software registration process, software
validation program code 112 to implement the functions
required during. the software validation process, and a
35 storage area 113 for the storage of software identification

[

Has Been Replaced

R



Mre specifically, an encryption program converts any existing programinto
a_'new program cal l ed the secured software. The secured software is a
programthat contains the original software in encoded form The
encryption program when constructing the secured software, both conpresses
and encodes the original program _ _ The conpression renoves nost
of the redundancy, neking code- breaking difficult, and reduces the size of

the secured sofl¥abeion ARG LESWHiRPY Hhdlerh N LTI &
software in conp%e%gn unrga§ S for#?gé g@%%lo er nag %en %%strlbute
t he secured %Jgﬁ.l’tlm}.g data to and receive data from the software

developer system 120 and the software user system 140.
The software developer system 120 comprises a central
5 processing unit 124, a modem 122, and a memory unit 130.
The central processing unit 124 is connected to the modem
122 and the memory unit 130. The memory unit 130 contains
original software 131, an encryption program 132, and
secured software 133 after it is generated. The original
10 software 131 1is the software the developer wishes to
register and protect. The encryption program 132 is the
program which interacts and communicates with the software
validation system 100 during software registration and
generation of the secured software 133. The secured
15 software 133 contains an encrypted version of the original
software 131 along with user validation software. This user
validation software is program code that will interact and
communicate with the software validation system 100 during
software validation. These functions are described below in
20 conjunction with Figs. 2-5.

The software validation system 100 and the software
developer system 120 communicate with each other over a
communications network 160 through the modems 104 and 122.

In one embodiment, the communications network 160 is a
| 25 public telephone line.

The user system 140 comprises a central processing unit

144, a modem 142, and a memory unit 150. The central
processing unit is connected to the modem 142 and the memory
unit 150. The memory unit 150 contains a copy of the

30 secured software 151, which comprises both the encrypted
original software and the user validation software as
discussed'above. This secured software 151 is a copy of the
secured software 133 which was generated by the software
developer system 120.

35 . The validation system 100 and the user system 140

-
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freély To use the software, the user calls a tel ephone nunber, from which
t he user gets a nunber that the secured software uses to decode the
encrypted conputer program This tel ephone nunber nay be a nunber that
results in a per call service fee, in which case the act of making the cal
guarantees that the user pays for the usegof. the software. Several

variations are possible. For exanple, the secured.software may contr ol
dialing the ésinﬁah%%t@lma{ht@aeﬂgbtﬁego%@xarw ESRRhRIc PEoR8UB e twork
transacti on autonatlcall . A si_ngl e cal ﬁht I ncrement a cqunter in the
software tolaP| Bhraueh phe E§@§m3 1&4e%ndt @phdweone embodiment, this

communications network 170 is a public telephone line, and
the communication is initiated by the user system 140
5 dialing a telephone number which results in a per call
service fee (e.g. a fee set for dialing a "900" number).
This call would ensure that the user pays for each use of

the software. |
The generation of the secured software 133 and the
10 registration of the software with the software validation
system is described with reference to Fig. 2. The broken
{ o line 202 represents the separation between the software
) developer system 120 and the software validation system 100.
Figure elements shown above line 202 represent functions
15 which are performed by the software validation system 100 by
execution of the software registration code 111, and figure
elements shown below line 202 represent functions which are
performed by the software developer system 120 by execution
of the encryption program 132. Data which is sent between
20 the two systems must Dbe transmitted across the
communications network 160. The transmission of data over
the communications network 160 is represented in Fig. 2 by

lines crossing dividing line 202.

The first step 210 is for the software developer to
25 collect software identification information. This
information consists of the name of the software, the name
of the software dewveloper, the address of the software
developer, and any other information which may be desired.
This information is transmitted across the network 160 to
30 the software validation system 100. In step 204 the
software wvalidation system 100 will store the software
identification information in memory 113 and will select the
next ID number for the software. This ID number is any
unique identifier for the software. The validation system
35 100 then generates a random public/private key pair and

\
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ervice, such as an "800" nunber, could readily be provided.through which
pot-ential users can downl oad secured software. Additional services nmight be
readi |y provided. To the software devel oper, the present invention provides
an additional distribution source for which there -3- is little cost
--the encryption programin its sinplest-fprm does not have to be
I ncorporated into the software. To the

generates a random DES key in step 206.

The generated random private key and the generated
random DES key are stored in the software registration
system memory 113 along with the software ID number in step

5 208. Returning now to the software developer system 120,
the original software 220 is converted into a packed file in
step 218. Thé method used to pack the original software may
be any suitable data compression technique, such as Huffman
encoding, which is well known in the art. This compression

.10 removes most of the redundancy in the software, making code
breaking difficult,‘ and reduces the size of the secured

£ software. The file header from this packed file is then
encrypted in step 212 using the DES key generated by the
software validation system. Only the file header is

15  encrypted since the packed file cannot be unpacked without
the file header. Thus, sufficient protection is ensured by
encrypting only the file header. The packed file body and

the DES encrypted header which were generated by the
software developer system 120, and the public key and the

20 software ID which were genefated by the software validation
system 100, are .then used to build the secured software in
step 214. The secured software 216 may then be distributed

to users for use in accordance with the invention. In order

for a user to use the secured software, it must be converted

25 into an executable module in accordance with the present

invention.
A first embodiment of a pay per use wvalidation
technique is described in conjunction with Fig. 3. The

broken line 302 represents a separation between the software
30 wvalidation system 100 and the user system 140. Figure
elements shown above line 302 represent functions performed
by the software validation system 100 by execution of the
software _vaiidation code 112, and figure elements shown
below line 302 _represént functions performed by the user
35 system 140 by execution of the user validation software

gopas®®
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fiser, there is no difficulty with backups and no danger of losing a
hardware or floppy disk key. Al that is needed to run the software is a
phone call. The user also has the option of trying out the software before
spendi ng a consi derable anount to purchase it. Description of the Draw ngs
Fig. 1 is a block diagramof an inplenentagtion of the systemof the present
i nvention. Fig. 2 is a block diagramillustrating software registration and

gener ation OPO&QQW%ﬁoi:h\éa@iacﬂé}i SoEswarbl asq di aghgmddta whish is
enbodi ment Opa%sed.between the pay per use validation system 100 and the
user system 140 1is represented by lines crossing dividing
line 302 and must be transmitted over the communications
5 network 170. Data is most vulnerable to unauthorized access
by an unauthorized user when it is transmitted over the
communications network 170.

The first step 316 is to transmit the software ID
number to the validation system 100. This is the unique ID
10 number which was assigned to the software during the
generation of the secured software (described in conjunction
f'; with Fig 2). In step 308 the validation system 100 will use
| this ID number to credit the software developer‘'s account
for the use of the software. As discussed above, in one
15 embodiment of the invention, a user must call a per call
service fee telephone number in order to initiate
communication over the communications network 170. Thus,
the ID number allows the validation system 100 to credit the
account of the developer of the software which is being
20 validated. This ID number is also used to look up the
private key in step 304 and the DES key in step 306, both of
which were generated and stored in the validation system
memory 113 during the software registration and generation

- of the secured software. |
o 25 The user system generates a random number (R1l) in step
320 and encrypts that random number with the public key in
step 318. The random number is encrypted so that when it is
transmitted to the wvalidation system 100 over the
communications network 170, a person attempting to
30 circumvent the protection scheﬁe could not intercept the
random number. The validation system 100 will use the
private kéy obtained in step 304 to decrypt the random
number generated by the secured software in step 310. The
decrypted random number (R1l) is then exclusive ORed with the
35 DES key in step 312. This results in a DES key maskedﬂby_

-
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pay’ per use software validation technique. Fig. 4 is a block diagramof a
sécond “enbodi nent of a pay per use software validation techni que adding
random nunber generation by the validation system Fig. 5 is a block
diagram of a third enbodi nent of a pay per use software validation

techni que addi ng encryption of the generaged random nunbers. Detailed
Description This invention is described with reference to various data

encodi ng ande e Cogh ién trAGRNE fURSneraddd by thdiir eyirarat | @Rial mhakiee
cryptography fO|Lg$515 then encrypted with the private key in step 314
and transmitted to the user system 140 over the
communications network 170. The user system will then use
5 the public key to decrypt the masked DES key in step 322.
The result is the DES key masked by the random number (R1).
This masked DES key is then unmasked by exclusive ORing it
with the random number (R1l) in step 324. The result is an
unmasked, unencrypted DES key. This is the same DES key
10 which was used to'eﬁcrypt the original software. The DES
key is then used to decrypt the encrypted file header in
step 326. The result is an unencrypted file header which is
then used to unpack the packed file body in step 328. The
result is a software executable file which may then be
15 executed 330 on the user system.

As discussed above, the weakest points in this
validation process are where data is transmitted across the
communications network 170 because it is at these points
that an wunauthorized user could most easily attempt to

20 intercept and record the data that is being transmitted.
One way to circumvent the secured software protection would
be to alter the random number generation portion of the user
validation code in the secured software 151 so that the same
random number is always generated. Then the user calls the

25 telephone number once, giving the fixed random number and
records what comes back. Since the program has been altered
to always generate this same random number, the information
that was recorded is provided to the secured software upon
each subsequent execution. One scheme to prevent such

30 unauthorized use is described below in conjunction with a
second embodiment of a pay per use validation technique.

This second embodiment is described in conjunction with
Fig. 4. In this embodiment, a second random number is
generated in the validation system 100. This random number

35 1is concatenated with the random number from the user system
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Tryptographlc systens generally transformdata through the use of two basic
erenents a cryptographic algorithmand keys. The cryptographic algorithm
¢ontai ns procedures for encodi ng and decoding the data. These encodi ng and
decodi ng procedures are generally identical or nmay consist of the sane
steps perforned in reverse order. The keyg, -which are selected by the
users, consist of a sequence of nunbers or characters, which are used by

the crypt ogriafh caalg@Hd hdohieisede ramdidiecodebéhe idatgsed £B twhasi ohhawi ng
detailed unmask the DES key. This will be clear from the following
description of this embodiment in conjunction with Fig. 4.
This second embodiment is similar to the first embodiment
5 shown in Fig. 3. Thus, only the differences between the two
embodiments will be discussed here. Like numbered elements
in Figs. 3 and 4 perform like functions.
In the second embodiment, both the validation system
100 and the userlsystem 140 generate random numbers at steps
10 320 and 332. In step 334 the wvalidation system 100
concatenates the random number (R1) it generated and the
random number (R2) generated by user system. The resulting
random number (R1R2) is then exclusive ORed with the DES key
in step 312 to produce a masked DES key as discussed in
15 conjunction with Fig. 3. The user system 140, like the
validation system 100, concatenates the'random numbers R1
and R2 in step 336. The resulting random number (R1R2) is
theﬁ used to unmask the DES key in step 324 as discussed
above in conjunction with Fig. 3. The remainder of the
20 functions of embodiment two are the same as described in
conjunction with. embodiment one and Fig. 3.
This second embodiment as shown in Fig. 4 adds extra
protection to the first embodiment discussed in conjunction
. with Fig. 3. Since the validation system 100 also generates
- 25 a random number and then concatenates that random number
with the random number generated by the user system 140, the
masking of the DES key depends upon both generated random
numbers. Thus, even if a user could fix the random numbered
generated by the secured software to be the same each time,
30 the random number generated by the validation scheme would
be different and therefore, the user could not correctly
unmask the DES key.
A third embodiment of a validation technique according
to the present invention is discussed in conjunction with
35 Fig. 5. This embodiment adds several features to the
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£4-" description we discuss two types of cryptographic systens. The first
type of* systemis the single key system In this type of systema single
Key is used for both data encodi ng and decoding. Thus, in order to ensure
protection, this key nust be kept secret. In this description we refer to
the Data Encryption Standard (DES) singl ekey technique. This is a data
encryption technique which has been accepted as a standard by the Nati onal

Bureau of Stamesddsen8Bdshéwnelih Fagwn Boaade4ski fhedrandbhenambedf (R1)

crypt Ographyg'enerated in the validation system 100 is encrypted before

being transmitted to the user system 140. Also, the random

number (R2) generated by the user system 140 is not itself

5 transmitted to the validation system 100. These details

will become clear from the following discussion of Fig. 5.

The elements of the embodiment shown in Fig. 5 which are the

same as those already discussed in conjunction with Figs. 3

and 4 will not be discussed in detail here. Only the

10 additional steps of the embodiment shown in Fig. 5 will be

described below. Elements in Fig. 5 with like numbers to

elements in Figs. 3 and 4 perform like functiomns.

Referring now to Fig. 5, the random number (R1)

generated by the validation system in step 332 is encrypted

15 with the private key in step 340 before being transmitted to

the user system. The encrypted random number is decrypted

by the user system in step 346 and is then concatenated in

step 336 with the random number (R2) generated by the user

system in step 320. The resulting concatenated random

20 number (R1R2) is then encrypted with the public key in step

318 and transmitted to the validation system. The encrypted

random number is then deci'ypted by the validation system in

step 310. The validation system, in step 342, then checks

to determine whether the random number it generated in step

25 332 (R1l) is the same as the R1 portion of the random number

returned by the secured software. If Rl has been modified,

it indicates that the random number has been manipulated in

some way by the user in an attempt to defeat the protection,

and the process is halted. Otherwise, the validation system

30 uses the concatenated random number to mask the DES key in

step 312. The system then continues in a manner similar to

that explé.ined above in connection with the embodiments of
Figs. 3 and 4. : :

In the embodiment of Fig. S,. the random nmnber (R1) is

35 encrypted before being transmitted £from the validation

\
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JAnot her type of systemis a public key system 1In this type of system

i nstead of using one key for both data encodi ng and decodi ng, two keys are
Used, one to encode the data and one to decode the data. Generally one key
i's made public and one key is kept private. |If the public key is used to
encode the data, then the private key is qysed to decode the data, and vice
versa. An inportant aspect of this type of systemis that it is inpossible
to deduce the,ypebmat® keMel iart heypubhi ¢ keymi Publ{¢ keie céyptageanbed s

al so well known_to one_skilled in the art of_c tography. The data
encryption aﬁﬂnﬁ%@ryﬁﬂbﬁFt%ﬁﬂ%i&Ee?%ﬁ?ypted beord’ Yelhig ‘Crandmittea

from the user system to the validation system. Note that
the random number (R2) generated by the user system is never
5 itself transmitted to the wvalidation system. These
technigues make it more difficult for an unauthorized user
to defeat the protection scheme by altering the random
number generated by the user system 140.
There are other possible techniques for the prevention
10 of piracy by altering the random number generation. One
technique is to not generate or keep a direct, complete copy
{ of the random number in the user system. This approach will
make it difficult for a user to determine exactly what the
current random number is by directly examining memory. For
15 example, the random number could be provided by adding or
exclusive ORing several bytes in memory. The random number
is then generated in the user’s system only when needed and
only one byte (or word) at a time exists in a readable form
in the system. Another technigque to prevent the altering of
20 the random number generation is to do a cyclical redundancy
check of the secured program code to make sure it has not
been modified to provide a fixed random number. Another
technigue is to include as part of the random number some
easily verified information, such as the approximate time.
25 Then, when the secured software code uses the random number,
it can determine if the time information is correct. If
not, the random number may have been altered and the system
could abort. These techniques for preventing piracy through
the random number generation are given as examples only and
30 are not exhaustive. One skilled in the art could implement
these, and other techniques in order to prevent piracy
through manipulation of the random numbers generated by the
user system 140 and the software validation system 100.
_ Another possible way to attempt to circumvent the
35 software protection could be to examine memoxry of ‘the user
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discuss here are for illustrative purposes. Various other techniques could
bheé-substituted for those described herein without departing fromthe scope
and spirit of the invention. Fig. 1 illustrates one possible inplenentation
of a system according to the present invention. The software validation
system 100 conprises a central processingignit 102, a nenory unit 110, and
a nodem 104. The central processing unit 102 is connected to the nodem

104 and the ppe®ien aftér L4 DES TRey Tfdceiddd e@dt aidtfodsdf t wameis
registration program R0t L dSed LB Hed MRl Gti°%3u1a render the
security features of the system ineffective. There are
several techniques which would prevent this piracy. One

5 technique is to split the program code into several segments
each with a separate DES key. The above described
decryption technigues could be repeated several times to
prevent having all necessary DES keys in memory
simultaneously. Another technique would be to store

10 segments of the DES key in several placés in memory so as to
make finding the entire DES key more difficult. Another
technique makes use of the fact that storing segments of the

DES kéy in indirect form in memory will make determining the

key difficult. For example, by exclusive ORing sections of

15 the key with other random sections of memory when needed,
would prevent an exact copy of any part of the DES key from
ever existing in memory. Examination of several locations

in memory would be necessary to détermine each byte of the

DES key. One skilled in the art could implement these and

20 other techniques to prevent piracy by examining memory to
determine the DES key. '
Another possible piracy technique could be to examine

and copy the memory of the user system after the secured
software has been decoded. At this point, the original

25 software exits in an‘executable format in the user system.
There are several possible techniques to prevent this type

of piracy. For example, an interrupt routine based on a
timer interrupt could be added to the secured software.
This routine would examine the program counter in the user

30 system central processing unit and would eliminate or
overwrite the program from memory once the program counter
information indicates that the program is no longer running.
Another technique is to arbitrarily complement sectors on
the disk where the program is stored to indicate that the

35 program is running and to complement those sectors again
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?eqU|red during the software registration process, software.validation
progran1code 112 to inplenent the functions required during, the software
Val i dation process, and a storage area 113 for the storage of software

i dentification -5- information and associ ated keys. The nodem 104 is
used to transmt data to and receive datajfjromthe software devel oper
system 120 and the software user systenllh

when the program is finished in order to restore those

sectors. This would make a copy of the program from memory

that does not go through the normal startup/finish sequence

damaging to the information on the disk. The program state

5 could not be captured at an arbitrary point, saved to disk,

and later restored for further executions. The disadvantage

is that power outages, resets, or other abnormal

terminations would leave the disk in the altered state.

Another technique would be to encode the system time into

10 the program’s memory image, and check it with the current

_ system time on a frequent basis. The program could be

i_- eliminated if the system time has large discontinuities that

indicate the program may have been saved and restored for

later execution. Yet another technique would be to encode

15 sensitive information about the user into the program’s

memory image. This could be a credit card number or the

user'’'s phone number. This would not only discourage giving

away copies of executable memory iméges illegally saved, but

would also allow traceback to the source of the de-secured

20 or altered software. One skilled in the art could implement

these and other techniques to prevent piracy by copying an
executable copy of the program from memory.

In addition to the above, various other security

enhancements are possible. For example, a developer’s

25 toolkit could providé methods of charging other than on a

per use basis. This might include charging by the number of

files created, by the hour or day, etc. Also, it might be

possible to allow single calls to more expensive telephone

numbers to authorize multiple uses. For example, if each

30 use cost $0.75 on a per use basis, a call to another number

might cost $5.00 and authorize 10 uses, while another number

might cosE $50.00 and authorize 500 uses, giving the user a

substantial volume discount. These "developer’s toolkit"

. derived versions of the secured software would have to be

35 able to save themselves on disk in a semi-~secured form with

\
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ZThe software devel oper system 120 conprises a central processing unit 124,
a’'nodem 122, and a nenory unit 130. The central processing unit 124 is
connected to the nodem 122 and the nenory unit 130. The menory unit 130
contains original software 131, an encryption program 132, and secured
software 133 after it is generated. The.ofiginal software 131 is the
software the devel oper wishes to register and protect. The encryption
program 132 igs EBEcRheer abuhtel | thet adidepd teaFINbEAL €5e WHnb&E of
sof tware validatiaon sys enlloo.durgﬂg software r s&ratgon and .gener.ation
£ also

i
of the secur &FSIHk opegatlong, Bur et® woufd' : e considerably

easier to make unauthorized copies and illegally distribute

copies with the "counters" set to high values. Embedding

5 the user’s verified credit card number and phone number

would probably prevent most people from distributing illegal

copies. Another way to trace illegal copies of semi-secured

discount volume usage software would be to randomly, for

example once every 5 - 10 executions, erase a byte of the

10 program’s image from memory and disk, and then require the

user to call a telephone number. The user would then

: provide the number displayed on the screen, for example the

program ID and the erased address, and the telephone

response system would give back what was missing. In this

15 way a record of telephone numbers is generatéd of users with

semi-secured volume usage software. If a comparison of this

number list generated large call volumes from numbers that

were not on the per call service fee number list, then those

numbers may have illegal copies of unsecured software. With

20 a developer‘s toolkit, random combinations of security

methods might be applied to a particular piecé of software

so that the methods for securing different pieces of

software are different. Developing a method to break one

software package would not be applicable to later versions

25 of the same or different software packages. These and other

security techniques to prevent the unauthorized decryption

of the secured software could be readily implemented by
those skilled in the art.

'In each of the embodiments described above, there are

30 several possible variations for the transmission of data

between the validation system 100 and the user system 140.

In the simplest, a user may call a telephone number and

speak to a person who has access to the validation system.

The two human operators could communicate the information

35 orally. The software user would then provide the required

[
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softmare 133 contains an encrypted version of the original software 131
aI ong With user validation software. This user validation software is
program code that will interact and comunicate with the software

val i dation system 100 during software validation. These functions are
descri bed below in conjunction with Figs.12-5. The software validation
system 100 and the software devel oper system 120 comruni cate with each

other over ajf@aFwAitdan oS chel week $08tehN. Ouﬁhdth%ﬁmé@ﬂ&ti% waihllﬂae In
one embodi meptl, the comunicatigns nelwork 160 13n3 PURLLE LeheRRRe ine.
user to an automated response system connected to the
validation system. In this case, the user could use a
5 telephone keypad to pass information to the wvalidation
system, and the validation system could pass information
back to the user by voice synthesis or recording. A further
variation would be to transmit data between the systems via.
modem. In this way, the user system would communicate
10 directly with the wvalidation system via electronic
communications. Thus, the validation of the secured
software would be almost transparent to the user.
It is to be understood that the embodiments and
variations shown and described herein are illustrative of
15 the principles of this invention only and that various
modifications may be implemented by those skilled in the art
without departing from the scope and spirit of the

invention.
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The user system 140 conprises a central processing unit 144, a nodem 142,
and a menory unit 150. The central processing unit is connected to the
nodem 142 and the nenory unit 150. The nmenory unit 150 contains a copy of
t he secured software 151, which conpriseg7both the encrypted original
software and the user validation software as discussed above. This secured
software 15d1a$m@:copy of the secured software 133 whi ch was generated by
t he software devel oper system 120. The valldatlon system 100 and the user
system 140

1. A system for the valldatlon and use of secured computer

software comprising:

a software validation system;

5 a software user system comprising secured software;

a communications network connected to the software
validation system and the software user . system for the
transmission of data between the systems;

said software validation system comprising:

10 means for storing at least one decryption key,

means for receiving from said user system over said
communications network an identification of said secured
software,

means for recording the receipt of said identification

15 of secured software, and

means for transmitting to said user system over said
communicatioﬁs network a decryption key chosen from said at
least one stored decryption key, wherein said chosen
decryption key is capable of decrypting said identified

20 secured software;

said software user system further comprising:

means for transmitting said secured software
identification to the software validation system over said

i communications network, |
25 " means for receiving said chosen decryption key capable
of decrypting said identified secured software from said
software validation system over said communications network,

L
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communi-cate with each other over a communications network 170 t hrough the
nmpdens 104 and 140. In one enbodi nent, this communications network 170 is a
public tel ephone line, and the communication is initiated by the user

syst'em 140 dialing a tel ephone nunber whichgesults in a per call service
fee (e.g. a fee set for dialing a "900" nunber). This call would ensure

that the user pays for each use of the software. The generation of the
secur ed sof t waremri83fondderrypting said secured software using said chosen

. decryption key.

2. A software validation system comprising:

means- for storing at least one decryption key;

means for receiving from a commmications network an
identification of encrypteé software;

maans for recording the receipt of said identification; and

means for transmitting to the communications network a

-

decryption key chosen from said at least one stored decryption
key, wherein said chosen decryption key is capable of decrypting
said identified encrypted software, and

wherein a fee ig charged for the establishment of

communication aver the communications network.

3. The software validation system of claim 2 further comprising:
méana for-masking said decryption key with a random number

prior to transmitting it to the communications network.

4. The software validation system of claim 3 further comprising
means for receiving said random number from the communications

network.

5. The software validation system of claim 2 further comprising:

means f£or generating a first random number;

Wi



fegistration of the software with the software validation systemis
deScribed with reference to Fig. 2. The broken line 202 represents the
separation between the software devel oper system 120 and the software
val i dation system 100. Figure el enments showg above |ine 202 represent
functions which are perforned by the software validation system 100 by
execution of the software registration code 111, and figure el enents shown
bel ow | i ne 20meangr saniracgiving sa wectndr sapdefonupdesy frem stitewar e
devel oper system 120 by execution of the encryption program 132. Data

whi ch | Fommnbeakdons: metwaxle; systens nust be transmitted across

t he .
means for producing a third random number by concatenating

said first random number and said seéond random number; and
means - for masking said decryption key with sald third random

number prior to transmitting it to the communications network.

6. The software validation system of claims 3 or 5 further
| comprising means for encrypting said masked decryption key prior

to transmitting it to the communications network.

7. The software validation system of claim 6 wherein said means

for encrypting is by use of a public key encryption algorithm.

8. The software validation system of claim 2 further comprising:
means for generating a first random number;
means for encrypting sald first random number;
7 - means for transmitting said encrypted first random number to
| the communications network; |
means for receiving an encrypted second random number from
the communications network, wherein said second randém numbexr
comprises a first section and a .second section;
means for decrypting said secend random number; and
means for masking said decryption key with said second
random number prior to transmitting it to the communications

network.

This Sheet Has Been Replaced

T

',/"Wmm :



<communi cations network 160. The transm ssion of data over the
comuni‘cations network 160 is represented in Fig. 2 by lines crossing
dividing line 202. The first step 210 is for the software devel oper to
collect software identification inforpmtion. This information
consists of the name of the software, the nane of the software devel oper
the address of the software devel oper, and any other information which may
be desired. This information is transmtted across the network 160 to the
software validation system 100. In step 204 the software validation

system 190 wrhp gbFterde $21148E8on system of claim 8 further comprising:
means for determining whether said first or second section
of said second random nﬁmber is'equal to gald first random
number; and
means for masking said decryétion key with said second
random number prior to transmitting only if said first or second
section of said second random number is equal to said first .

\_“ . random number.

10. A software user computer system for the axecution of secured
software, the system comérising:

encrypted computer program code;

means for transmitting an identification of the encrypted
computer program code to.a communications ﬁetwork:

means for receiving a decryption key from the communications
network, said decryption key capable of decrypting said enéryptéd
computer program code; and

medns for decrypting said encrypted computer program code
with said decryption key:

wherein a fee is charged for the initiation of the

communication over the communications network.

11. The software user computer system of claim 10 wherein said

received decryption key has been masked prior to receipt, the

system further comprising: //eet/,/;;
A \\\\\\\\\\\\\\\\\\\\\\\\
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‘Midéntification information in nmenory 113 and will select the next |ID nunber
for the software. This ID nunber is any unique identifier for the
software. The validation system 100 then generates a random public/private
key pair and -7- generates a random DES key in step 206. The generated
random private key and the generated randon1DES key are stored in the
software registration

means for generating a random number;

means for transmitting said random number to the
communications network; and

means for unmasking said masked decryption key with gaid

random number.

12. The software user computer system of claim 10 wherein said
received decryption key has been masked and encrypteq prior to
receipt, the system further comprising:

means for decfypting said encrypted masked decryption key;

- means for generating a random number;

means for transmitting gald random number to the
communications network; and

means for unmasking'said encrypted masked decryption key

with said random number.

13.. The software user computer system of claim 10 furthef

T comprising means. for preventing the unauthorized decryption of
said encrypted computer program code if communication over the
communications hetwork has not been initiated by a telephone call

which results in a per call service fec.

14. A software user cémputef system for the execution of secured
software, the system comprising:
encrypted computer program code;

T
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System.menory 113 along with the software I D nunber in step.208. Returning
now to ‘'t he software devel oper system 120, the original software 220 is
canverted into a packed file in step 218. The nethod used to pack the
original- software may be any suitable dat @ canpression technique, such as
Huf f man encodi ng, which is well known in the art. This conpression renoves
nost of the redundancy in the software, making code breaking difficult, and
reduces the size of the secured software. The file header fromthis packed

file is then Raans g@n%é§ﬁi€%$9§3%hgokgﬁﬁ é§§é6¥¥¥ﬁégfghbYdEHElfylng

sof tware vallﬂﬁ?l
the encrypted computer program code to a communications network;

means for generating a f£irat random number;

means [or receiving a second random number;

means for combining sald first énd second random numbear to
produce a third random number;

means for receiving a masked decryption key capable of

| decrypting said encrypted computer program code;

means for unmasking said masked decryption key with said
third random number; and

means for decrypting said encrypted computer program code
with said decryption key, |

wherein a fee is charged for the initiation of the

communication over the communicatilons network.

1S. The system of claims 1, 2, 10 or 14 wherein communication .
‘over the communications network is initiated by a telephone call

.which results in a per call service fee.

16. The software user computer system of claim 14 whereain said
masked decryption key is encrypted prior to receipt, said system
further comprising means for decrypting said encrypted masked key

prior to unmasking said key.

17. The software user computer syaiem of elaim 14 whexein said

second random number is encrypted prior to receipt and said

_
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éncrypt ed since the packed file cannot be unpacked without the file header.
Thus, sufficient protection is ensured by encrypting only the file header.

The packed file body and the DES encrypted header which were generated by

t he software devel oper system 120, and thegfublic key and the software ID

whi ch were generated by the software valid 3 on system 100, are then used

to build the secured software in step 214. The secured software 216 nmay

or der 1 o APKAS (A HBE 1ER. KeSe b F TR @, BTLOR 6. BECEdRer ML rrgetam
executaMfaggﬁgnecégpggcgrggnce wi th the present
means for decrypting said encrypted masked kef prior to
unmasking said kéy; and
means for decrypting said encrypted second random numbex
prior to combining said f£irst random number and second random
number.
{;ﬁ - 18. A computer system for the registration of software and the
generation of securad software comprising:
means for transmitting software identification information
to a communications network;
meaﬁs tor receiving at least one key and a unique software
identification from the communications network; and
means for encrypting an executable software file using said
at least one key ts create a secured software module,
wherein said exscutable software file is capable of beigg.

e executed by a user only after receipt of said at least one key.

19, The computer system of claim 18 wherein said secured
software module comprises the encrypted executable software file

and computer ﬁrogram code, said computer program code comprising

said means for decrypting the executable software file_using said

at least one'key, and
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rnvéntron A first enbodi ment of a pay per use validation technlque S

described in conjunction with Fig. 3. The broken line 302 represents
a separation between the software validation system 100 and the user system
140, Fi gure el enents shown above |ine 3Q2 azepresent functions perforned

by the software validation system 100 by execution of the software _
val i dati on code 112, and figure elenents shown below |ine 302 represent

functions perfr by e t 1 cutd t he r
functions per(oLued by, Ifie 43eTodut! Gl KRyPU 1S5 P0 Oy HOulES' only
after said user places a telephone call which results in a per

call service fee.

20. A software validation system for the registration of
protected software, the system comprising: |

means for receiving software identification'igformation frém

i;' a communications network; |
. means for gemerating a unique software identification code

for said received software identification; |

means for generating at least one cryptogréphic key;

means for transmitting sald unique software identification
code and at least one cryptographic key to the cdﬁiﬁnications
network; and :

means for storing said uhique software identification and at
least one cryptographic key, ' L

wherein said at least one'gryptcgraphic key will be used to
generate a secured saftware module, said secured software module
being execﬁtabla by a user computer system only after receipt of
said at least one cryptographic:keg over a communications
network, wherein said receipt oé;said at least one cr&ptbgraphic
key is initiated by a telephdhe call which will resu;t.in a per

call ssrvice fee.

Ty
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<8- pontion of the secured software 151. Any data which is .passed between
t he pay’ per use validation system 100 and the user system 140 is
represented by lines crossing dividing |ine 302 and nust be transn1tted
over the communications network 170. Dataggs.nost vul nerable to

unaut hori zed access by an unauthorized user when it is transmtted over the
communi cations network 170. The first step 316 is to transmt - the software

I D

21. A method for the validation.and use of encrypted secured

- software comprising the steps of:

a user of secured software initiating a telephone call which
will result in a per call service fee, said telephone call
establishiﬁg communication ovexr a'commnnicationb network between
said user and a software validation system;

said user of secured software transmitting secured software
identification to the software validation system over the
communications network;

said software validation system tranemitting to said user
over the communications network a decryption key capable of
decrypting said secured software; and

decrypting said secured software with said decryption key.

22. The methed of claim 21 further comprising the steps of:
generating a random number in the user computer gystem;
- transmitting said random number to the software validaticn-
ayatém;
masking gaid decryption key with a random anumber in said
software validation system prior to transmitting the decryption
key to the user; and
- unmasking said decryption key with said@ random number in the

user's computcr system.

23. A method for validating secured computer software comprising

the steps of:
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~nuirber. to the validation system 100. This is the unique |ID nunber which was
assigned to the software during the generation of the secured software
(described in conjunction with Fig 2). In step 308 the validation system
100 will use this ID nunber to credit thegogftware devel oper's account- for
the use of the software. As discussed above, in one enbodi nent of the

I nvention, a user nust call a per call service fee tel ephone nunber in
order to initiate ¢omunication over_the copmmunjcati ons network 170. Thus,
the | D nunber SFPERASt BE JeasFaWh A9 L 100 keYéredit the account of the

devel oper of the software which is being
receiving from a communications network an identification of

‘encrypted softwage;
recording the receipt of said identification; and
transmitting to the communications network a decryption key
chosen from said at least one stored decryption key, wherein said
chosen decryption key is capable of decrypting said identified
encrypted software, |

{; wherein a fee 1s charged for the establishment of

communication over the communications network.

24. The method of claim 23 wherein said establishment of
communication over the communications network is established by

placing a telephone call which results in a per call service fee.

25. The method of claim 23 further comprising the step of
masking said decryption key with a random number prior to

transmitting it to the communications network.

26. The method of claim 25 further comprising the step of

receiving said random number from the communications network.

27. The method of claim 23 further comprising the steps of:

generating a first random number;

receiving a second random number from the communications

_—
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validated. - This ID nunber is also used to | ook up the pri-vate key in step
304 and the DES key in step 306, both of which were generated and stored in
the validation systemnenory 113 during the software registration and
generation of the secured software. The uuser system generates a random
nunber (R1) in step 320 and encrypts that random nunber with the public key
in step 318. The random nunber is encrypted so that when it is transmtted
to the validation system 100 over the comunications network 170, a
person attenpraducingcar divhrehtraddon rmoumioer doy schroztenat iingosaiad efiest
t he ’

random number and said second random number; and

masking said decryption key with said third random number

prior to transmitting it to the communications network.

28. The method of claims 25 or 27 further comprising the step of
encrypting said masked decryption key prior to transmitting it .to

the communications network.

29. The method of claim 28 wherein sald step of encrypting is by

use of a public key encryption algorithm.

30. The method of claim 23 further comprising the steps of:

generating a first random number;

encrypting said first random number;

transmitting said encrypted first random number to the

- communications netﬁork; |

receiving an encrypted second random number from the
communications network, wherein said second random number
comprises a f£irst section and a second section;

- decrypting said second random number; and
masking said decryption key with said second random number

prior to transmitting it to the communications network.




I andom nunber . The validation system 100 will use the private key
obtained in step 304 to decrypt the random nunber generated by the secured
software in step 310. The decrypted random nunber (R1l) is then exclusive
ORed with the DES key in step 312. This reﬁgéts in a DES key nmasked by

-9- the random nunber generated by the uSe

ystem This nasked DES key is

then encrypted with the private key in step 314

31. The method of claim 30 further comprising the steps of:
determining whether said first or second section of said

second randow number is equal to said first random number; and
masking said decryption key with said second random number

prior to transmitting only if said first or second section of

said gsecond random number is equal to said first random number.

32. A method for the execution of encrypted secured software
comprising the steps of:

initiating communication over a communications network which
results in a service fee;

transmitting an identification of the secufed‘software to
the communications network;

receiving a decryption key from the communications network,

~said decryption key.capable of decrypting said secured software;

and

decrypting. said secured software with sald decxyption key.

33. The method of claim 32 wherein said received decryption key
has been masked prior to receipt, the method further comprising
the steps of: - |

generating a random number;

transmitting said random number to the communicationse

network; and.

unmasking said masked decrypﬁion key with said random
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cand transmitted to the user system 140 over the conmunications network 170.
The user systemwill then use the public key to decrypt the nmasked DES key
in stép 322. The result is the DES key masked by the random nunber (R1).
This masked DES key is then unnasked by-exgldsive ORing it with the random
nunber (RI) in step 324. The result is an unmasked, unencrypted DES key.
This is the sane DES key which was used to encrypt the original software.
The DES key is then used to decrypt the encrypted file header in step 326.
The result is an unencrypted file header -which hf t hen usgd to unpack the
packed Bil.e Mdy nethedpofoglatme 32 wherein sai received decryption key

has been masked and encrypted prior to receipt, the method
further comprising the steps of:
decryptihg said encryptéd masked decryption key;:
generating a random number;

transmitting sald random number to the communications

network; and

unmasking said encrypted masked decryption key with said

random number.

35. The method of claim 32 further comprising the step of:
preventing the unauthorized decryption of said encrypted
.computer program code if communication over the communications

network has not been initiated by a telephone call resulting in a

per call service fee.

36: A method for the execution of encrypted secured software
comprising the steps of:

ipnitiating communication over a communications network which
results in a sezrvice fee;

transmitting a software identification identifying the
- securecd softwére to the communications network;

generating a first random number;

receiving a second random number;
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qesult-is a software executable file which may then be executed 330 on the
user system As di scussed above, the weakest points in this validation
process are where data is transnmitted across the communi cations network 170
because it is at these points that an unaughori zed user could nost easily
attenpt to intercept and record the data that is being transmtted. One way
to circunvent the secured software protection would be to alter the random
nunber generation portion of the user validation code in the secured
software 151 so that the sane random nunber is always generated. Then the

user calls thgombining said first and second random number to produce a
third random number; |
receiving a masked decryption key capable of decrypting said
secured software;
unmasking gaid masked decrypéion key with said third random

number;

decrypting said secured software with said decryption key.

37. The method of claims 32 or 36 wherein said step of
initiating communication over a communicatiens network comprises
the step of placing a telephone call resulting in a pear call

gservice fee.

38. The method of claim 36 wherein sald masked decryption key is
encrypted prior to receipt, said méthod furtherx comprising the
step of decrypting said encrypted masked key prior to unmasking“

- gaid key.

39. The method of claim 36 whereln said second random number is
encrypted prior to feceipt and said masked decryption key is
encrypted prior to receipt, said method further comprising the
steps of: |

decrypting said encrypted masked key prior to unmasking said
key; and '

decrypting saiﬁ encrypted second random number prior to
combining said first random number and second randqm'number.'

\\
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. tél ephone nunber once, giving the fixed random nunber and records what
ctomes back. Since the program has been altered to always generate this sane
“random nunber, the information that was recorded is provided to the secured
sof tware upon each subsequent executi on. One schene to prevent such
unaut hori zed use i s described below in Eoéjuﬁbtion wi th a second enbodi nent
of a pay per use validation technique. This second enbodi nent is described
in conjunction with Fig. 4. In this enbodinment, a second random nunber is
generated in the validation system 100. This random nunber is concatenated
wi th the random nunber fromthe user system

40. A method for the registration of software and the generétion
of secured scoftware compfising the steps:'

transmitting software identification information to a
communications network;

receiving at least one key and a unique software
identification from the communications network; and

encrypting an executable software_file using said at least

 ona key to create a secured software module,
wherein said executable software file is capable cf being

executed by a user only after receipt of said at least one key.

41. The method of claim 40 wherein sald at least one key is
received by a user only after said user initiates a telephone

call to a telephone number which results in a per call service

fee.

42. A software validatién method for the registration of
protected software comprising thé steps:

receiving software identification information from a
communications network;

generating a unique software identification code for said
received software identification;

generating at leastloné cryptographic key;

transmitting said unique software identification code and at-
least one cryptographic key to the communzcatigffijgggfgﬂinggi__u
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» -10- 140, and the conbi ned random nunber is used to nmask and unnask the DES
Key. This wll be clear fromthe follow ng description of this enbodi nent
~in conjunction with Fig. 4. This second enbodinment is simlar to the first

enbodi mrent shown in Fig. 3. Thus, only e differences between the two

enbodi ments will be discussed here. Lik&ninmbered el ements in Figs. 3 and 4

performlike functions.

storing said unique software identification and at.least one
cryptographic key,

wherein said at least one cryptographic key will be used to
generate a secured software module, said secured scftware module
being executable by a user computer system only after receipt of
said at least one cryptographic key over a communications
network, wherein said receipt of said at least one cryptographic
key is initiated by a telephone call which’wiil result in a per

call service fee.

LT '
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“In the second enbodi nent, both the validation system 100 and the user
Syst'em 140 generate random nunbers at steps 320 and 332. In step 334 the
val i dati on system 100 concat enates the random nunber (R1l) it generated and
t he random nunber (R2) generated by user system The resulting random
nunber (RLR2) is then exclusive CRed w53 he DES key in step 312 to
produce a masked DES key as. discussed in conjunction with Fig. 3. The user
system 140, |ike the vali dogOPTWARE! PAV]1BER OSECSygmEMS t he random nunbers
R1 and R2 i s{__e %36 The resulting random nunber (RLR2) is then used to
unmask t he &%—E&?ﬂ n step 324 as di scussed

A pay per use system for the prevention of the

unauthorized use of computer software. An encryption
5 program encodes original software to produce secured
software. The encoding is accomplished by using
cryptographic techniques. In order to use the software, a
user must call a telephone number to receive the
cryptographic keys necessary to decrypt the secured
10 software. Thus, users must pay for each use of the secured
software. The system allows software developers to freely
distribute the secured software. Copies of the secured
software may be freely made, because payment is based on
each use of the software not on each copy of the software.
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~above in conjunction with Fig. 3. The remainder of the functions of

enbodi nent two are the sane as described in conjunction with enbodi nent one
and Fig. 3. This second enbodi nent as shown in Fig. 4 adds extra protection
to the first enbodi nent discussed in conjunction with Fig. 3. Since the

val i dation system 100 al so generates affBndom nunber and then concat enat es

t hat random nunber with the random nunber generated by the user system 140,
t he maski ng of the DES-key depends upon both generated random nunbers.

Thus, even if a user could fix the random nunbered generated by the secured
software to be the same, each tine,
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i nvention is

3 and 4. The random

Thi s enbodi mrent adds sever al
in Figs.

s2Hn

enbodi nent s

11-

the user could not correctly unmask the DES key. A third

(R1)

enbodi ment of a validation technique according to the present

di scussed in conjunction with Fig. 5.

features to the

nunber

St he rrandom nunber generated by the validation schene woul d-be different and
t-her ef or e,
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cgenerated in the validation system 100 is encrypted before -bei ng
transmtted to the user system 140. Al so, the random nunber (R2) generated
by the user system 140 is not itself transmtted to the validation system
100. These details will become cl earvérgm the follow ng discussion of Fig.
5. The el enents of the enbodi ment sho / n Fig. 5 which are the sane as
those already discussed in conjunction with Figs. 3 and 4 will not be Q
di scussed in detail her.e. Only the addltlonal steps of the enbodi meng;\

shown in Fig. 5 will be described bel|ow El errent'gln,.Elg 5w+ h ke
nunbers to elenents in Figs. 3 and 4 lperform |1 kgg f r@tions,.‘a_
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S Referring nowto Fig. 5 the random nunber (R1) generated by the validation
systemin step 332 is encrypted with the private key in step 340 before
‘being transmitted to the user system The encrypted random nunber is
decrypted by the user systemin step 34 d is then concatenated in step
336 with the random nunber (R2) generated by the user systemin step 320. .

The resulting c nated random num?er (R1IR2) is then enerypted with the
public key in s 31B and transmtteg to. the valgdati on system The
~encrypted rand ng%unber I's then decryptedaby the $alla'ﬁt|on sé/_stevfh i n} stlep
310. The valid mrgsystem in step 342, &en ch — S o o
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#'to~determi ne whet her the random nunber it generated in step 332 (R1)
. saire as the Rl portion of the random nunber returned by the secured
software. |If Rl has been nodified, it indicates that the random nunber
béen mani pulated in sonme way by the user in an attenpt to defeat the
protection, .and the process is halted. & herw se, the validation system
uses the concatenated random nunber to 983k the DES key in step 312. The
systemthen continues in a manner simlar to that explained above in

is the

has

connection with t nﬁ:geﬁdeodi ments of Figg. 3 and 4. _In the enbodi @{t of Fig.
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“encrypted before being transmitted fromthe validation
system

t he user

Simlarly, the concatenated random nunber RIR2 is

éncrypted before being transnmtted fromthe user systemto the validation
system Note that the random nunber (R2) generated by the user systemis

never ‘itself

transmtted to the validation system These techni qu

nmake it nore difficult for an unauthorized user

SOFTWARE PAY PER USE SYSTEM

Field of the Invention

This invention relates generally to the protection of
computer software from illegal copying. More particularly,.
this invention relates to a pay per use protection technique
in which a user must make a telephone call in order to use

protected software.

Background of the Invention
Software piracy, the illegal copying of commercial
computer programs, is a major problem in the personal

computer industry. Software developers currently have three

common techniques to prevent illegal copying of their
software. The first is the use of hardware "keys". These
keys are devices that attach to a computer’s printer port.

Before starting, the soﬁtware attempts to query the key. If
there is no responsé,'or an incorrect response, the software
will not start. The second téchnique is the use of a key
disk. This is like a hardware key, except the key is a
floppy disk that must be in the computer’s disk drive. A
third technique is to sell copy-protected software. In this
technique, the developer puts the program on a floppy disk
in such a form that a direct copy of the disk will produce
an incorrect copy of the software.

All of the above mentioned techniques have problems.
They require developers to incorporate piracy protection
They are brittle, meaning that once a
the

they cause inconvenience to

into their programs.
single copy with the protection circumvented exists,
Also,
legitimate users of the software.

protection is useless.
An ideal protection
scheme would make it impossible for people to use commercial
software illegally, without posing any inconvenience to the
developer or the user of the software.
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to defreat the protection schene by altering the random nunber generated by
Ehe user system 140. There are other possible techniques for the prevention
o6f piracy by altering the random nunber generation. One technique is to not
generate or keep a direct, conplete copy of the random nunber in the user
system This approach wll make it difficyt-for a user to determ ne
exactly what the current random nunber is by directly exam ning nenory. For

exanpl e, the 4 Nefbehe COr@nbEofir ovi ded by addi ng or exclusive ORing

severa Oﬁr;emf‘%n TEIDL Y. Jhe [Andom nunber s 08D Gengas d tddpase S
which is close to the ideal. It is based upon distributing
software in such a way that users must call a telephone
number to get the software to work. If the telephone call
is to a number which results in a per call service fee, such
as a "900" number, then makirig the call guarantees that the
users pay for the use of the software.

More specifically, an encryption program converts any
existing program into a new program called the secured
software. The secured software is a program that contains
the original software in encoded form. The encryption
program, when constructing the secured software, both
compresses and encodes the original program. The
compression removes most of the redundancy, makiﬁg code-
breaking difficult, and reduces the size of the secured
software. The resulting program contains the original
software in a completely unreadable form.

The Ideveloper may then distribute the secured software
freely. To use the software, the user calls a telephone
number, from which the user gets a number that the secured
software uses to decode the encrypted computer program.
This telephone number may be a number that results in a per
call service fee, in which case the act of making the call
guarantees that the user pays for the use of the software.

Several variations are possible. For example, the
secured software may control dialing the telephone number
through a modem and running the code transaction
automatically. A single call might increment a counter in
the software to allow multiple uses. Free telephone
service, such as an "800" number, could readily be provided
through which potential users can download secured software.
Additional services might be readily provided.

To the software developer, the present invention
provides an additional diétribution source for which there



only one byte (or word) at a tinme exists in a readable formin the system
Anot her technique to prevent the altering of the random nunber generation
I*'s to do a cyclical redundancy check of -the secured program code to make
sure it has not been nodified to provide a fixed random nunber. Anot her
technique is to include as part of the ranglom number some easily verified
I nformati on, such as the approximate tine. Then, when the secured software

code uses {ha g AMaEY - thecancigbengigr i t) Tos! stplas totorm
nu nma ave_peen a {
Goul d abort . cRs AT I B rkReRs FER oL R ke iR gpare -« TYSHRE!

user, there is no difficulty with backups and no danger of
losing a hardware or floppy disk key. All that is needed to
run the software is a phone call. The user also has the
option of trying out the software before spending a
considerable amount to purchase it.

Description of the Drawings .
Fig. 1 is a block diagram of an implementation of the

system of the present invention.

Fig. 2 is a block diagram illustrating software
registration and generation of secured software.

Fig. 3 is a block diagram of a first embodiment of a
pay per use software validation technique.

Fig. 4 is a block diagram of a second embodiment of a
pay per use software validation technique adding random
number generation by the wvalidation system.

Fig. 5 is a block diagram of a third embodiment of a
pay per use éoftware validation technique adding encryption
of the generated random numbers.

Detailed Description
This invention is described with reference to various

‘data encoding and decoding technigques. Thus, a brief
explanation of basic cryptography follows.

Cryptographic systems generally transform data through
the use of two basic elements, a cryptographic algorithm and
keys. The cryptographic algorithm contains procedures for
encoding and decoding the data. These encoding and decoding
procedures are generally identical or may consist of the
same stepé performed in reverse order. The keys, which are
selected by the users, consist of a sequence of numbers or
characters, which are used by the cryptographic algorithm to
code and decode the data. In the following detailed
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t he random nunber generation are given as exanples only and are not
exhaustive. One skilled in the art could inplenment these, and other

t'echni ques in order to prevent piracy through mani pul ation of the random
nunbers generated by the user system 140 and the software validation system
100. Another possible way to attenpt to-cigrcumvent the software protection
could be to exam ne nenory of the user . - 13 -

description we discuss two types of_crybtographic systems.

The first type of system is the single key system. 1In
this type of system a single key is used for both data
encoding and decoding. Thus, in order to ensure protection,
this key must be kept secret. In this description we refer
to the Data Encryption Standard (DES) single key technique.
This is a data encryption technique which has been accepted
as a standard by the National Bureau of Standards, and is
well known to one skilled in the art of cryptography.

Another type of system is a public key system. In this
type of system, instead of using one key for both data
encoding and decoding, two keys are used, one to encode the
data and one to decode the data. Generally one key is made
public and one key is kept private. If the public key is
used to encode the data, then the private key is used to
decode the data, and vice versa. An important aspect of
this type of system is that it is impossible to deduce the
private key from the public key. Public key cryptography is
also well known to one skilled in the art of cryptography.

The data encryption and decryption techniques we
discuss here are for illustrative purposes. Various other
techniques could be substituted for those described herein
without departing from the scope and spirit of the
invention.

Fig. 1 illustrates one possible implementation of a
system according to the present invention. The software
validation system 100 comprises a central processing unit
102, a memory unit 110, and a modem 104. The central
processing unit 102 is connected to the modem 104 and the
memory unit 110. The memory 110 contains software
registration program code 111 to implement the functions
required during the software registration process, software
validation program code 112 to implement the functions
required during. the software validation process, and a
storage area 113 for the storage of software identification



system after the DES key is received and decoded. = This approach m ght
reveal the DES key and could render the security features of the system

i*nef f ecti ve. There are several techniques which would prevent this
piracy. One technique is to split the programcode into several segnents
each wth a separate DES key. The abegve described decryption

techni ques could be repeated several times to prevent having al
necessary DEQfdigibtid arfe®EyosiatédaRepss! yThe médetthd04 tischusefieto
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: developer system 120 and the software user system 140.

The software developer system 120 comprises a central
processing unit 124, a modem 122, and a memory unit 130.
The central processing.upit 124 is connected to the modem
122 and the memory unit 130. The memory unit 130 contains
original software 131, an encryption program 132, and
secured software 133 after it is generated. The original
software 131 is the software the déveldper wishes to
register and protect. The encryption program 132 is the
program which interacts and communicates with the software
validation system 100 dufing software registration and
generation of the secured software 133. The secured
software 133 contains an encrypted version of the original
software 131 along with user validation software. This user
validation software is program code that will interact and
communicate with the software validation system 100 during
software validation. These functions are described below in
conjunction with Figs. 2-5. |

The software validation system 100 and the software
developer system 120 communicate with each other over a
communications network 160 through the modems 104 and 122.
In one embodiment, the communications network 160 is a
public telephone line.

The user system 140 éomprises a central processing unit
144, a modem 142, and a memory unit 150. The central
processing unit is connected to the modem 142 and the memory
unit 150. The memory unit 150 contains a copy of the
secured software 151, which comprises both the encrypted
original software and the user validation software as
discussed above. This secured software 151 is a copy of the
secured software 133 which-was generated by the software
developer system 120.

The validation system 100 and the user system 140



techni que nmakes use of the fact that storing segments of the DES key in
indirect formin nmenory will make determ ning the key difficult. For
exanpl e, by exclusive ORi ng sections of the key with other random sections
of nmenory when needed, would prevent an exact copy of any part of the DES
key fromever existing in nenory. Exam natg an of several |ocations in
menory woul d be necessary to determ ne each byte of the DES key. One

skilled in themfiniaudd wmhea&&h tdtqf@:acwle@taercommhacamnso e everk
D1 Facy tschnidlh Al Ehs Redane, 404 and” 140" "Bl oAl UriSdafitent Pl this
communications network 170 is a public telephone line, and
the communication is initiated by the user -system 140
dialing a telephone number which results in a per call
service fee (e.g. a fee set for dialing a "900" number) .
This call would ensure that the user pays for each use of
the software. '

The generation of the secured software 133 and the
registration of the software with the software validation
system is described with reference to Fig. 2. The broken
line 202 represents the separation between the software
developer system 120 and the software validation system 100.
Figure elements shown above line 202 represent functions
which are performed by the software validation system 100 by
execution of the software registration code 111, and figure
elements shown below line 202 represent functions which are
performed by the software developer system 120 by execution
of the encryption program 132. Data which is sent between
the two systems must Dbe transmitted across the
communications network'160. The transmission of data over
the communications network 160 is represented in Fig. 2 by
lines crossing dividing line 202.

The first step 210 is for the software developer to
collect software identification information. This
information consists'of the name of the software, the name
of the software developer, the address of the software
developer, and any other information which may be desired.
This information is transmitted across the network 160 to
the software validation system 100. In step 204 the
software validation system 100 will store the software
identification information in nieméry 113 and will select the
next ID number for the software. This ID number is any
unigque identifier for the software. The validation system
100 then generates a random public/private key pair and



and copy the nenory of ‘the user systemafter the secured software has been
decoded. At this point, the original software exits in an executable
fformat in the user system There are several possible techniques to prevent
this type of piracy. For exanple, an interrupt routine based on a tinmer
interrupt could be added to the secured software. This routine would
exam ne the program counter in the user systemcentral processing unit and
woul d el i M nakeénerafEsr &r rhadohe DEXSo ey il @BeieBoe. once the program

courter 1ot Ofel 1) S 5 i g S AMRL 5100 | S04 i Gbbracea
random DES key are stored in the software registration
system memory 113 along with the software ID number in step
208. Returning now to the software developer system 120,
the original software 220 is converted into a packed file in
step 218. The method used to pack the original software may
be any suitable data compression technique, such as Huffman
encoding, which is well known in the art. This compression
removes most of the redundancy in the software, ‘making code
breaking difficult, and reduces the size of the secured
. gsoftware. The file header from this packed file is then
encrypted in step 212 using the DES key generated by the
software validation system. Only the file header is:
encrypted since the packed file cannot be unpacked without
the file header. Thus, sufficient protection is ensured by
encrypting only the file header. The packed file body and
the DES encrypted header which were generated by the
software developer system 120, and the public key and the
software ID which were generated by the software validation
'syst:em 100, are then used to build the secured software in
step 214. The secured software 216 may then be distributed
to users for use in accordance with the invention. In order
for a user to use the secured software, it must be converted
into an executable module in accordance with the present

invention.
A first embodiment of a pay per use validation
technique is described in conjunction with Fig. 3. The

broken line 302 represents a separation between the software
validation system 100 and the user system 140. Figure
elements shown above line 302 represent functions performed
by the software validation system 100 by execution of the
software validation code 112, and figure elements shown
below line 302 represent functions performed by the user
system 140 by execution of the user validation software



the di sk where the programis stored to indicate that the programis
running and to conpl ement those sectors again - 14 - when the programis
fsi ni shed in order to restore those sectors. This would nake a copy of the
program from nmenory that does not go through the normal startup/finish
sequence damaging to the information on-lge disk. The program state coul d
not be captured at an arbitrary point, saved to disk,

portion of the secured software 151. Any data which is
passed between the pay per use validation system 100 and the
user system 140 is represented by lines crossing dividing
line 302 and must be transmitted over the communications
network 170. Data is most vulnerable to unauthorized access
by an unauthorized user when it is transmitted over the
communications network 170.

The first step 316 is to transmit the software ID
number to the validation system 100. This is the unique ID
number which was assigned to the software during the
generation of the secured software (described in conjunction
with Fig 2). In step 308 the validation system 100 will use
this ID number to credit the software developer’s account
for the use of the software. As discussed above, in one
embodiment of the invention, a user must call a per call
service fee telephone number in order to initiate
communication over the communications network 170. Thus,
the ID number allows the validation system 100 to credit the
account of the developer of the software which is being
validated. This ID number is also used to look up the
private key in step 304 and the DES key in step 306, both of
which were generated and stored in the wvalidation éystem
memory 113 during the software registration and generation
of the secured software. '

The user system generates a random number (R1l) in step
320 and encrypts that random number with the public key in
step 318. The random number is encrypted so that when it is
transmitted to the validation system 100 over the
communications network 170, a person attémpting to
circumvent the protection scheme could not intercept the
random number. The validation system 100 will use the
private kéy obtained in step 304 to decrypt the random
number generated by the secured software in step 310. The
decrypted random number (R1l) is then exclusive ORed with the
DES key in step 312. This results in a DES key masked by



and later restored for further executions. The disadvantage is that power
outages, resets, or other abnormal term nations would | eave the disk in
the altered state. Another technique would be to encode the systemtine
into the progranmis nmenory image, and check it with the current systemtine
on a frequent basis. The programcould e elimnated if the systemtine
has | arge discontinuities that indicate the program my have been saved and

restored for g @aneeac nunber Yehedadidde byt eBBNLgEE swstembe Tiniememiced

ol s SR aEe e St Rkeb el BSOS B P s
and transmitted to the user system 140 over the
communications network 170. The user system will then use
the public key to decrypt the masked DES key in step 322.
The result is the DES key masked by the random number (R1).
This masked DES key is then unmasked by exclusive ORing it
with the random number (R1) in step 324. The result is an
unmasked, unencrypted DES key. This is the same DES key
which was used to encrypt the original software. The DES
key is then used to decrypt the encrypted file header in
step 326. The result is an unencrypted file header which is
then used to unpack the packed file body in step 328. The
result is a software executable file which may then be
executed 330 on the user system.

As discussed above, the weakest points in this
validation process are where data is transmitted across the
communications network 170 because it is at these points
that an unauthorized user could most easily attempt to
intercept and record the data that is being transmitted.
One way to circumvent the secured software protection would
be to alter the random number generation portion of the user
validation code in the secured software 151 so that the same
random number is always generated. Then the user calls the
telephone number once, giving the fixed random number and
records what comes back. Since the program has been altered
to always generate this same random number, the information
that was recorded is provided to the secured software upon
each subsequent execution. One scheme to prevent such

- unauthorized use is described below in conjunction with a
second embodiment of a pay per use validation technique.

| This second embodiment is described in conjunction with
Fig. 4. 1In this embodiment, a second random number is
generated in the validation system 100. This random number
is concatenated with the random number from the user system



user's phone nunber. This would not only discourage giving away copi es of
execut abl e nenory images illegally saved, but would also allow traceback to
the source of the de-secured or altered software. One skilled in the art
coul d inplenent these and other techniques to prevent piracy by copying an
execut abl e copy of the program from nenor In addition to the above
various other security enhancenents are p%gsTble For exanpl e,

soverope s g 1 ol Mgl e ook 1AL 00 o EBShogh e

the hour or @mmash(theMDEs keyn1gﬁmlsew111 be clear from the following
description of this embodiment in conjunction with Fig. 4.
This second embodiment is similar to the first embodiment
shown in Fig. 3. Thus, only the differences between the two
embodiments will be discussed here. Like numbered elements
in Figs.'3 and 4 perform like functiomns.

In the second embodiment, both the validation system
100 and the user system 140 generate random numbers at steps
320 and 332. In step 334 the validation system 100
concatenates the random number (R1l) it generated and the
random number (R2) generated by user system. The resulting
random number (R1R2) is then exclusive ORed with the DES key
in step 312 to produce a masked DES key as discussed in
conjunction with Fig. 3. The user system 140, like the
validation system 100, concatenates the random numbers R1
and R2 in step 336. The resulting random number (R1R2) is
then used to unmask the DES key in step 324 as discussed
above in conjunction with Fig. 3. The remainder of the
functions of embodiment two are the same as described in
conjunction with embodiment one and Fig. 3.

This second embodiment as shown in Fig. 4 adds extra
protection to the first embodiment discussed in conjunction
with Fig. 3. Since the validation system 100 also generates
a random number and then concatenates that random number
with the random number generated by the user system 140, the
masking of the DES key depends upon both generated random
numbers. Thus, even if a user could fix the random numbered
generated by the secured software to be the same each time,
the random number generated by the validation scheme would
be different and therefore, the user could not correctly
unmask the DES key. - |

A third embodiment of a validation technique accordiné
to the present invention is.discussed in conjunction with
Fig. 5. This embodiment adds several features to the



possible to allow single calls to nore expensive tel ephone nunbers to
authorize nultiple uses. For exanple, if each use cost $0.75 on a per use

basi s,

a call

to anot her nunmber m ght cost $5.00 and aut horize 10 uses,

whi | e anot her nunber mght cost $50.00 and authorize 500 uses, giving the
user a substantial volume discount. Thesqq"developer's toolkit" derived
versions of the secured software woul d have to be able to save thensel ves

on disk in a GPBASRENEEIshO YhiPigs. 3 and 4. The random number (R1)

generated in the validation system 100 is encrypted before
being transmitted to the user system 140. Also, the random
number (R2) generated by the user system 140 is not itself
transmitted to the validation system 100. These details
will become clear from the following discussion of Fig. 5.
The elements of the embodiment shown in Fig. 5 which are the
same as those already discussed in éonjunction with Figs. 3
and 4 will not be discussed in detail here. Only the -
additional steps of the embodiment shown in Fig. 5 will be
described below. Elements in Fig. 5 with like numbers to
elements in Figs. 3 and 4 perform like functions.
Referring now to Fig. 5, the random number (R1)

génerated by the validation system in step 332 is encrypted

with the private key in step 340 before being transmitted to
the user system. The encrypted random number is decrypted
by the user system in step 346 and is then concatenated in

'step 336 with the random number (R2) generated by the user

system in step 320. The resulting concatenated random -
number (R1R2) is then encrypted with the public key in step
318 and transmitted to the validation system. The encrypted
random number is then decrypted by the validation system in
step 310.. The validation system, in step 342, then checks
to determine whether the random number it generated in step
332 (R1l) is the same as the Rl portion of the random number
returned by the secured software. If R1 has been modified,
it indicates that the random number has been manipulated in
some way by the user in an attempt to defeat the protection,
and the process is halted. Otherwise, the validation system
uses the concatenated random number to mask the DES key in

" step 312. The system then continues in a manner similar to

that explained above in connection with the embodiments of
Figs. 3 and 4.

In the embodiment of Fig. 5, the random number (R1l) is
encrypted before being transmitted from the wvalidation



- 15 - a software counter that keeps track of the nunber of

executions/operations left. It would al so be considerably easier to make

unaut hori zed copies and illegally distribute copies-with the "counters" set
to high values. Enbedding the user's verified credit card nunber and phone
nunber woul d probably prevent nost peoplLejbromdistributing illegal copies.
An?Eher way fo trace illegal copies of sem-secured di scount vol une usage
sof tware wou gg% otga@ﬁgﬂ orjgﬁggple [y, Sthel@oneeidnamsd
erase a bytes% ram 1)sis<|-ﬂr:nalgi$e from rre%oi?[gl?r?q%g andtthen .reqe&re
t he random n er RIR2 is encrypted before being transmitt

from the user system to the validation system. Note that
the random number (R2) generated by the user system is never
itself transmitted to the wvalidation system. These
techniques make it more difficult for an unauthorized user
to defeat the protection scheme by altering the random
number generated by the user system 140.

There are other possible techniques for the prevention
6f piracy by altering the random number generation. One
technique is to not generéte or keep a direct, complete copy
of the random number in the user system. This approach will
make it difficult for a user to determine exactly what the
current random number is by directiy examining memory. For
example, the random number could be provided by adding or
exclusive ORing several bytes in memory. The random number
is then generated in the user’s system only when needed and
only one byte (or word) at a time exists in a readable form
in the system. Another technique to prevent the altering of
the random number generation is to do a cyclical redundancy
check of the secured program code to make sure it has not
been modified to provide a fixed random number. Another
technique is to include as part of the random number some
easily verified information, such as the approximate time.
Then, when the secured software code uses the random number,
it can determine if the time information is correct. If
not, the random number may have been altered and the system
could abort. These techniques for preventing piracy through
the random number generation are given as examples only and
are not exhaustive. One skilled in the art éould implement
these, and other techniques in order to prevent piracy

- through manipulation of the random numbers generated by the

user system 140 and the software validation system 100.
Another possible way to attempt to circumvent the
software protection could be to examine memory of the user



user to call a tel ephone nunber. The user would then provide the nunber’
di spl ayed on the screen, for exanple the program I D and the erased address,
and the tel ephone response system woul d gi ve back what was missing. In this
way a record of tel ephone nunbers is generated of users with sem -secured
vol ume usage software. |f a conparison of 13hiss nunber list generated Iarge
call volumes from nunmbers that were not on the per call service fee nunber
list, then thegetamnadtermayhdabEsi IKeagals capicedveld sk cdeeadeds.t waFRis
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security features of the system ineffective. There are
several techniques which would prevent this piracy. One
technique is to split the program code into several segments
each with a separate DES key. The above described
decryption techniques could be repeated several times to
prevent having all necessary DES keys in memory
simultaneously. Another technique would be to store
segments of the DES key in several places in memory so as to
make finding the entire DES key more difficult. Another
technique makes use of the fact that storing segments of the
DES key in indirect form in memory will make determining the
key difficult. For example, by exclusive ORing sections of
the key with other random sections of memory when needed,
would prevent an exact copy of any part of the DES key from
ever existing in memory. Examination of several locations
in memory would be necessary to determine each byte of the
DES key. One skilled in the art could implement these and
other techniques to prevent piracy by examining memory to
determine the DES key.

Another possible piracy technique could be to examine
and copy the memory of the user system after the secured
software has been decoded. At this point, the original
software exits in an executable format in the user system.
There are several possible technigues to prevent this type
‘of piracy. For example, an interrupt routine based on a
timer interrupt could be added to the secured software.
This routine would examine the program counter in the user
system central processing unit and would eliminate or
overwrite the program from memory once the program counter
information indicates that the program is no longer running.
Another technique.is to arbitrarily complement sectors on
the disk where the program is stored to indicate that the
ﬁrogram is running and to complement those sectors again



so that the nethods for securing different pieces of software are
di.fferent. Developing a nethod to break one software package woul d not be
applicable to |ater versions of the sane or different software packages.
These and other security techniques to prevent the unauthorized decryption
of the secured software could be readily inplenmented by those skilled in
the art. In each of the enbodi nents deserlded above, there are several
possi bl e variations for the transm ssion of data between the validation
system 100 amthetnhethiseproogxteem 140.£ilmi ghedd sinplesier atosearesegrealthase

tel ephone nu@%@id@@i This would make a copy of the program from memory
that does not go through the normal startup/finish sequence
damaging to the information on the disk. The program state
could not be capturéd at an arbitrary poiht, saved to disk,
and later restored for further executions. The disadvantage
is that power outages, resets, or other abnormal
terminations would leave the disk in the altered state.
Another technique would be to encode the system time into
the program’s memory image, and check it with the current
system time on a freguent basis. The program could be
eliminated if the system time has large discontinuities that
indicate the program may have been saved and restored for
later execution. Yet another technique would be to encode
sensitive information about the user into the program’s
memory image. This could be a credit card number or the
user’s phone number. This would not only discourage giving
away copies of executable memory images illegally saved, but
- would also allow traceback to the source of the de-secured
or altered software. One skilled in the art could implement
these and other techniques to prevent piracy by copying an
executable copy of the program from memory. '
In addition to the above, various other security
enhancements are possible. For example, a developer'’'s
toolkit could providé methods of charging other than on a
per use basis. This might include charging by the number of
files created, by the hour or day, etc. Also, it might be
-possible to allow single calls to more expensive telephone
numbers to authorize multiple uses. For example, if each
use cost $0.75 on a per use basis, a call to another number
might cost $5.00 and authorize 10 uses, while another number
might cost $50.00 and authorize 500 uses, giving the user a
substantial volume discount. These "developer’s toolkit"
derived versions of the secured software would have to be
able to save themselves on disk in a semi-secured form with



speak to a person who has access to the validation system The two hunman
operators could communicate the information orally. The software user woul d
then provide the required - 16 - information to the user system Another
variation would be for the user to call a tel ephone nunber which connects
the user to an automated response system connected to the validation
system In this case, the user couldusé a

a software counter that keeps track of the number of
executions/operations left. It would also be considerably
easier to make unauthorized copies and illegally distribute
copies with the "counters" set to high values. Embedding
the user’s verified credit card number and phone number
would probably prevent most people from distributing illegal
copies. Another way to trace illegal copies of semi-secured
discount volume usage software would be to randomly, for
example once every 5 - 10 executions, erase a byte of the
program’s image from memory and disk, and then require the
user to call a telephone number. The user would then
provide the number displayed on the screen, for example the
program ID and the erased address, and the telephone
response system would give back what was missing. In this
way a record of telephone numbers is generated of users with
semi-secured volume usage software. If a comparison of this
number list generated large call volumes from numbers that
were not on the per call service fee number list, then those
numbers may have illegal copies of unsecured software. With
a developer'’s toolkit, random combinations of security
methods might be applied to a particular piece of software
so that the methods for securing different pieces of
software are different. Developing a method to break one
software package would not be applicable to later versions
of the same or.differént software packages. These and other
security techniques to prevent the unauthorized decryption
of the secured software could be readily implemented by
those skilled in the art.

In each of the embodiments described above, there are
several possible variations for the transmission of data
between the validation system 100 and the user’sYstem 140.
In the simplest, a user may call a telephone'number and
speak to a person who has access to the validation system.
The two human operators could communicate the information
orally. The software user would then provide the regquired



t el ephone keypad to pass information to the validation system and the
val idation system could pass infornation back to the user by voice
synthesis or recording. A further variation would be to transmt data

between the systems via nodem In this way, the user system woul d
comuni cate dirtectly with the validation syst emvi'a el ectronic
conmuni cat i ons. Thus, the vali dat | on the secured software would

be al nost transparent to the user. lto be understood that the

embodi ment's and vaniablops s evv&ssgd ypségfn' Dog BRBENyRESak bHSUbREY BeOf

t he principl 18 i'STinventron onl f hat vari
for the user to call a telephone number whlch connects the

user to an automated response system connected to the
validation system. In this case, the user could use a
_telephone keypad to pass information to the validation
system, and the validation system could pass information
back to the user by voice synthesis or recording. A further
variation would be to transmit data between the systems via
modem. In this way, the user system would communicate
directly with the validation system via electronic
communications. Thus, the wvalidation of the secured
software would be almost transparent to the user.

It is to be understood that the embodiments and
variations shown and described herein are illustrative of
the principles of this invention only and that various
modifications may be implemented by those skilled in the art
without departing from the scope and spirit of the
invention. '



nodi fications may be inplenented by those skilled in the art. w thout
departing fromthe scope and spirit of the invention. -17- W claim 1.
A'system for the validation and use of secured conputer software, said
secured conputer software |nclud|ng encrypt ed comput er program code and
user validation pro- 17

1. A system for the validation and use of secured computer
software comprising:

" a software validation system;

a software user system comprising secured software;

a communications network connected to the software
validation system and the software user system for the
transmission of data between the systems;

said software validation system comprising:

means for storing at least one decryption key,

- means for receiving from said user system over said
communications network an identification of said secured
software,

means for recording the receipt of said identification
of secured software, and

means for transmitting to said user system over said
communications network a decryption key chosen from said at
least one stored decryption key, wherein said chosen
decryption key is capable of decrypting said identified
secured software;

said software user system further comprising:

means for transmitting said secured software
identification to the software validation system over said
communications network,

means for receiving said chosen decryption key capable
of decrypting said identified secured software from said
software validation system over said communications network,

gy
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gram code, said systemconprising: a software validation system a software
user system a communications network connected to the software validation
system and the software user systemfor the transm ssion of data between
the systens; said software validation system conprising: nmeans for storing
at | east one decryption key. nmeans for receiving fromsaid software user
system over sid comruni cations network an identification of secured

sof t war e.

. means for decrypting said secured software using said, chosen

decryption key.

2. A software validation system c&mprising:

means' for storing at least one decryption key;

means for receiving from a communications network an
identification of encrxpted software;

means for recording the receipt of said identificatiom; and

means for tranamitting to the communications network a
decryption key chosen from said at least one stored decryption
key, wherein said chosen decryption key is capable of decrypting

- said identified encrypted scftware, and
wherein a fee is charged for the establishment of

communication over the communications natwork.

3. The software validation gystem of claim 2 further compriaing:
means for masking said decryption key with a random number

prior to transmitting it to the communications network.

4. The software validation system of claim 3 further comprising
means for receiving said random number from the communications

network.

5. The software validation system of claim 2 further comprising:

3
-\\\s\\\\>\\\\\>\\\\\\\s

means for generating a £irst random numbex;



means for recording the receipt of said identification of secured software,
and neans for transmtting to said software user system over said
comuni cati ons network a decryption key chosen fromsaid at | east one
stored decryption key; said software user system further conpsing: neans
for transmtting said secured software identifi- cation to the software
val i dation system over said conmuni cations. network, neans for receiving
sai d decyption key fromsaid software validation system over said

comruni ca- . e :
means for receiving a second randem number from the |

communications network;
means for producing a third random number by concatenating
said firgt random number and said second random number; and
méans.for masking said decryption key with said third random

number prior to transmitting it to the communications natwork.

6. The software validation system of claims 3 or 5 further
comprising means for encrypting said masked decryption key prior

to transmitting it to the cqmmunications network.

7. The software validation system of claim 6 wherein said means

for encrypting is by use of a public key encryption algorithm.

8. The software validation syatem of claim 2 further cohprising:

means for generating a first random number,

means for encrypting said first random number;

means for transmitting said encrypted first random number to
the communications network;

means for receiving an encrypted second random number fxrom
the communications network, wherein said second random number
comprises a first section and a .second section;

means for decrypting said second random number; and

means for masking said decryption key with said second

random number prior to ﬁranamitting it to _the communications

| !“““‘*~‘--~—--\
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tions network means for decrypting said encrypted conputer program code
using said chosen decryption key; processor neans for executing said
decrypt ed conput er program code; and nmeans for preventing the decryption of
sai d encrypted conputer program code and execution of said decrypted
conput er program code unl ess said secured_ tware identification is
transmtted to the validation system over the connunlcatlons network prior
to each and every executlon of said decrypted '

<

9. The software validation system of claim 8§ further comprising:
means for detérmining whether said first or second section
of said second random number ia'equal to gald first random
number; and
means for masking said decryﬁticn key with said second
random number prilor to transmitting only if said first or second
pection of said second random number is equal to said first o

random number.

10. A scftware user computer system for the execution of secured
software, the system compriaing:

encrypted computer program code;

means for transmitting an identification of the.enc:ypted.
computer program code to a communications network;

means for receiving a decryption key from the communications
network, said decryption key capable of decrypting said encrypted
computexr program code; and

means for decrypting.said encrypted computer program code
with said decryption key:

wherein a fee is charged for the initiation of the

communication over the communications network.

11. The software user computer system of claim 10 wherein said

received decryption key has been masked prior to receipt, the

system further comprising: | | m

eet Has Been Replaced
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conput er program code. -18- 2 The systemof claim1l wherein the

communi cation over said comunications network is initiated by a tel ephone
cal.l to a per call service fee tel ephone nunber. 3. An end user conputer
systemfor the controll ed use of secured software, the system conprsing:
secured software including encrypted user ggogran1code

means for generating a random number;

means for transmitting said random number to the
communications network; and

means for unmagking said masked decryption key with gaid

random number.

12. The software user computer system of claim 10 wherein said
received decryption key has been masked and encrypteq pricr to
receipt, the systém further comprising:

means for decrypting said encrypted masked decrypticn key;

means for generating a random number; '

means for transmitting saild random number to the
communications network; and

means for unmasking said encrypted masked decryption key

with said random number.

13.. The software user computer system of claim 10 furthet
comprising means. for preventing the unauthorized decryption of
said encrypted computer program code if communication ovar the
communications network has not been initiated by a telephone call

which results in a per call service fee.

14. A software user computer system for the execution of secured

software, the system comprising:

-
encrypted computer program code; ““\“1\\\‘\““}}\\\\!\“‘*‘\

_/.
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and user validation code; neans for transmtting to a software validation
system an identification of the secured software; means for receiving a
decryption key fromthe software validation system neans for decrypting
said encrypted user program code with said decryption key; processor neans
for ‘executing said decrypted user pro- gramcode; and wherein said user

val i dati on code conprises enforcenent mean 2for preventing the deception and
execution of

v

means for transmitting a software identification identifying
the encrypted computer program code to a communications network;

means for generating a first random number;

means for receiving a second random number;

means for combining said first and second random number to
produce a third random number;

means for receiving a masked decryption key capable of
decrypting said encrypted computer program code;

means for unmasking said masked decryption key with said
third random number; and

means for decrypting said encrypted computer §rogram cade
with said decryption key,

wherein a fee is charged for the initiation of the

communication over the cowmunicatione network.

15. The system of ciaims 1, 2, 10 or 14 wherein communication .
over the communications network is initiated by a telephone call

.which results in a per call service fee.

16. The software user computer system of claim 14 wherein said
masked decryption key is encrypted prior to receaipt, said system
further comprising means for.deczypting said encrypted masked key

prior to unmasking said.key.

17. The aoftware user computer aystem of claim 14 wherein said

second random number is encrypted prior to receipt and said

Replaced
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said encrypted user program code unless said identifi- cation of the
secured software is tansmtted to said software validation systemand said
decryptlon key is received fromthe software validation systemprior to
each and every attenpted use of the secured software. 4. The end user
conput er systemof claim3 wherein said neans for transmtting further
conprise neans for transmt- ting over a coprunications network, and
wherei n commu- nication over the communications network is initiated By a
tel ephone call to a per call service fee.tel ephone nenber. 5. The end user
conput er syshamkes decxiyptionhkeyi ks seickypted prior to receipt, sald’system

further comprising:

means for decrypting said encrypted masked ke? prior to
unmasking saild kéy; and

means for decrypting said encrypted second random number
prior to combining said first random number and second random

numberx.

18. A computer system for the registration of software and the
generation of secured software Eomprising:

meané for transmitting software idantification information
to a communications network;

means for receiving at least one key and a unique_software
identification from the communicationg network; and

- means for encrypting an executable software f£ile using said

at least one key t$ create a secursd software module,

whereiﬁ said executable software file is capable of being'

executed by a user only after receipt of said at least one key.

19, The computer system of claim 18 wherein sald secured
software module comprises the encrypted exascutable software file

and computer program code, said computer program code comprising

said means for decrypting the executable software file using said

BT
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recei ved decryption key has been nmasked pior to receipt. the systemfurther
conprising: neans for generating a random nunber; neans for transmtting
said random nunber to the soft- ware validation system and neans for
unmaski ng sai d masked decryption key with said random nunber. 6. The end
user conputer system of claim 3 wherein said decryption key has been nasked
prior to receipt, said enforcenent neans furdher conprising:

wherein said at least one key is received by a user only
after said user places a telephone call which results in a per

call service fee.

20. A software validation system for the registration of
protected software, the system comprising:

means for receiving software identification information frém
a communications network; .

means for gemerating a unique software identification code
for sald received software identification;

means for generating at least one cryptographic key;

means for transmitting said unique software identificaticn
code and at least one cryptographic key to the communications
network; and

means for storing said unique software identification and at
least one cryptographic key,

wherein said at least one cryptographic key will be used to
generaté a secured software module, éaid secured software module
being executable by a user computer system only after receipt of
said at least one cryptographic key over s communications
network, wherein said receipt of said at least.one cryptbgraphic
key 43 initiatcd by a telephone call which will resulf: in a per

call ssrvice fee.
-—_——
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-19 - neans for generating a pseudo-random nunber with includes verifiable
information; means for transmtting said pseudo-random nunber to the
sof tware validation system and neans for unmasking said masked deccryption
key with said pseudo-random nunber only if said verifiable information is
verified. 7. The end user conputer system of claim3 further

-25 ~

21. A method for the validation .and use of encrypted secured
software comprising the steps of:

a user of secured software initlating a telephone call which
will result in a per call service fee, said telephone call
estahlishiﬁg communication over a communications netwozrk between
said user and a software validation system;

said user of secured aéftware transmitting secured softwarg
identification to the socftware validation system over the
communications network;

said software validation system transmitting to said user
over the communications network a decryption key capable of
decrypting said secured software; and

decrypting said secured softwaze with sgaid decryptioh key.

22. The methed of claim 21 further comprising the steps of:

generating a random nﬁmber in the user computer system;

- transmitting said random number to the software validaticﬁ

ayatém;

masking said decryption key with a random number in said
software validation system prior to transmitting the decrypﬁion
key to the user; and

unmasking said decryption key with said random numbexr in the

usexr's computcr system.

23. A method for validating secured computer software comprising

- the steps of:

-
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conprising: a nenory unit connected to said procéssor means, said nenory
uni.t conprising a plurality of nenory locations, wherein said enforcement
nmeans further conprises: nmeans for storing a first portion of said
decryption key in a first menory |ocation; and nmeans for storing a second
portion of said decryption key in a seCond menory | ocation. 8. The end user
conputer system of claim3 further coanszeg_a menory unit for the storage
of the decrypted
storing at least on= decryption key;
receiving from a conmunications network an identification of
\
encrypted software;
recording the receipt of said identification; and
transmitting to the communications network a decryption key
chasen from said at least one stored decryption key, wherein said
chosen decryption key is capable of decrypting said identified
encrypted software, | |
wherein a fee is charged for the establishment of

communication over the communications network.

24. The method of claim 23 wherein said establishment of
communication over the communications network is established by

placing a telephone call which results in a pexr call service fee.

25. The method of claim 23 further comprising the step of
masking said decryption key with a random number prior to

transmitting it to the communications network.

26. The method of claim 25 further comprising the step of

receiving said random number from the communications natwork.

27. The method of claim 23 further comprising the steps of:
generating a first random number;

receiving a second random number from the communications

Wy \\\\\\\\\\\\\\\\\\\\\\\\\

network:;



user program code wherein said enforcenent neans further conprises:

neans

for determ ning whether said execution of the decrypted user program code
has .st opped and neans for deleting said decrypted user program code from

said nmenory unit when execution of said user program code stops.

9.

An end

user conputer systemfor the controlled exec- tion of secured software, the’
system conpri sing: secured software incluadffg-encrypted user program code

and user validation code;

producing a third random number by concatenating said first

random number and said second random number; angd

masking said decryption key with said third random number

pricr to transmitting it to the communications network.

28. The method of claims 25 or 27 further comprising the step of

encrypting said masked'decryption key prior to tramnsmitting it .to

‘the communicatione network.

25. The method of claim 28 wherein said step of encrypting is by

use of a public key encryption algorithm.

30. The method of claim 23 further comprising the steps of:

generating a first random number;

encrypting said first random number;

transmitting sald encrypted first random number to the

communications netwoxrk;

receiving an encrypted second random number from the

communications network, wherein said second random number

comprises a first section and a second section;

decrypting said second random number; and

masking said decryption key with said second random number

prior to transmitting it to the communications network.

-
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means for transmting to a software validation system an idenification of
the secured software; nmeans for generating a first random nunber; neans for
réceiving fromsaid software validation systema second random nunber
means- for conbining said first and second random num ber to produce a
third random nunber, neans for receiving fromsaid software validation
system a masked decryption key; - 28 -

31. The method of claim 30 further comprising the steps of:
determinihg whether said'first or second section of~said

second random number is equal to said first random number; and
masking said decryption key with said second random number

prior to transmitting only if said first or second section of

said second random number is equal to said first random number.

32. A method for the execution of encrypted secured software
comprising the steps of:

initiating communication over a communications network which
results in a service fee;

trénsmitting an ldentification of the sacured software to
the communications network;

receiving a decryption key from the communications netweork,
said decryption key.capable of decrypting said secured software;

and
decrypting sald secured software with sald decryption key.

33. The method of claim 32 wherein said received decryption key
has been masked prior to receipt, the method further éomprising
the steps of: .

generating a rYandom number;

transmitting said random number to the communications

network; and

‘unmasking said masked decryptian key with sald random
—_—
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-20 - neans for unmaski ng said masked decryption key with said third random
nunber, neans for decrypting said encrypted user programcode with said
décryption. key;. processor neans for executing said decrypted user pro- gram
code; and wherein said user validation code conprises enforcenent neans for
preventing the decryption and executlon(ﬁ ﬁfid user program code unl ess
said identification of the -

34. The method of claim 32 wheréin said received decryption key
has been masked and encrypted prior to receipt, the method
further comprising the steps of:

decryptihg said encrypted masked decryption key:

generating a random number;

transmitting said random number to the commnications
network; and

unmaskihg said encrypted masked decryption key with said

random number.

35. The method of claim 32 further comprising the step of:
preventing the unauthorized decryption of said encrypted

computer program code if communication over the communications

network has not been initiated by a telephone call resulting in a

per call service fee.

36: A method for the execution of encrypted secured software
comprxising the steps of:

initiating communication over a communications network which
results in a sezrvice fee;

transmitting a éoftware identification identifying the
securcd software to the communications network;

generating a first random number;

receiving a second random number;

/
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secured software is transmtted to said software vali- dation system prior
to each and every attenpted use of said secured software. 10. The end user
conput er systemof claim9 wherein said neans for transnitting further
conprises neans for trans- mtting over a communicati ons network and
wherein com nunication over the conmmunications network is imtiated by a
tel ephone call to a per use service fee telZphone nunber. IL.- The end user
conput er system of claim9 when said masked decryption key is encrypted
prior to receipt, said systemfurther conprising neans for decrypting said

combining said first and second random number to produce a
thixrd random number; |

receiving a masked decryption key capable of decrypting said
secured software;

unmasking gaid masked decrypéion key with said third random
number;

decrypting said secured software with said decryption key..

37. The method of claims 32 or 36 wherein sald step of
initiating communication over a communications network comprises
the step of placing a telephone call resulting in 3 per call

service Eee.

38. The method of claim 36 wherein said masked decryption key is
encrypted prior to recelpt said method further comprising the
step of decrypting said encrypted masked key pr;or to unmasking

gald key.

35. The method of claim 36 wherein said gsecond random number is
encrypted prior to feceip: and said masked decxyption key is
encrypted prior to receipt, saild method further comprising the
steps of:

decrypting said encrypted masked key prior to unmasking said
key; and '

decrypting saié encrypted second random number prior to

combining said first random number and second random number.

as Been R laced
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masked decryption key prior to.unmasking said decryption 12. The end user
conputer systemof claim9 wherein said second random nunber is encypted
prior to-recei pt and said nmasked decryption key is encrypted prior to
rccei pt said. systemfurther conprising: neans for decrypting said masked
decryption key prior to unmasking said decryption key; and neans for
decrypting said second random nunber priof Zlo~conbining said first random
nunber and second ran- dom nunber. 13. A nmethod for the operation of a
sof tware validation .

40. A method for the registration of software and the generétion
of securéd'scftware comprising the ateps:'

transmitting software identification information to a
communications network;

receiving at least one key and a unique software
identification from the communications network; and

encrypting an executable software file using said at least
one key to create a secured software module,

wherein said executable software file is capabie of being

executed by a user only after receipt of said at least one key.

41. The method of claim 40 wherein said at least one key is
received by a user only after said user initiates a telephone
call to a telephone .number which results in a per call service

fee.

42. A goftware validation method for the registration of
protected software comprising thé steps:

receiving software identification information from a
communications network;

generating a unique software identification code for seid
received software identification;

generating at least one cryptographic key;

transmitting said unique software identification code and at

least cne cryptographic key to the communications network; and
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conput er system and an end user conputer systemfor the validation and use
of. secured software, said secured soft- ware including encypted user
program code and user vali- dation code, said nethod conprising the steps
of: transmtting secured software identification fromthe end user conputer
Systemto the software validation com puter systen1p|or to each and every

use of the secured software; -
—9 -

storing said unique software identificaticn and at least one
cryptographic key,

wherein said at least one cryptographlc key wzll be uged to
generate a secured softwars module, said secured software module
being executable by a user computer system only after receipt of
said at least one crypﬁograpbic key over a communications
network, wherein said receipt of said at least one cryptographic
key is initiared by a telephone call which wlll result in a per

call sexrvice fee.

et
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-21- transmtting a decryption key fromsaid software valida--tion conputer
systemto said end user conputer systemprior to each and every use of the
secured software; decrypting said encrypted user programcode with said
décryption key in said end user conputer system executing said decypted
.user program code in said end user conputer system and preventing the
decryption of said encrypted user progral de unl ess sai-d step of
transnmitting secured software identificati”on has occurr ed.

SOFTWARE PAY PER USE SYSTEM
- Abstract

A pay per use system for the prevention of the
unauthorized use of computer software. An encryption
program encodes original software to produce secured
software. The encoding 1is accomplished by wusing
cryptograﬁhic techniques. In order to use the software, a
user must call a telephone number to receive the
cryptographic keys necessary to decrypt the secured
software. Thus, users must pay for each use of the secured
software. The system allows software developers'to freely
distribute the secured software. Copies of the secured
software may be freely made, because payment is based on
each use of the software not on each copy of the software.

FIGURE 1.
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14. A method for the operation of a end user conputer systemfor the
controll ed use of secured Software, said seured software including
~~encrypted user program code and user validation program code, the net.hod
conprising the steps of. transmtting an identification of secured software
to a software validation system receiving a decyption key fromthe
software validation system decypting spid encrypted user program code with
sai d decryption key; '
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executing said decrypted user program code; and preventing the unauthorized
decryption and execution of said encrypted user programcode if said
i*dentification of secured software is not transmtted to said software-
val i dati on systemprior to each and every execution of said user prognmam
code. 15. The nethod of claim 14 wherein said steps of trans- mtting
further conprise the step of transmtting over a connmuni cati ons networ k.
Wherein the establishnment of commrunication over the comuni cations network
com prises the step of placing a tel?phone call to a per call service
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the nmethod further
transmtting said

16. The method of claim 14 wherein said received
generating a random nunber
random nunber to the software valida- tion system and unmasking said
masked decyption key w th sai drandom nunber.

decryp- tion key has been masked prior to receipt,

fee tel ephone nunber.
conprising the steps of:
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random nunber

with said pseudo-

rified.

P

said step of preventing the unauthorized decryption and

The nethod of claim 14 wherein said decryption key has been masked

transmtting said pseudo-random nunber to the software validation system

ekecution of said encrypted user program code further conprising the steps
of generating a pseudo-random nunber which includes yeri- fale informtion;

and unmaski ng said nasked decryption ke
only if said verifiable information is

prior to receipt,

18.
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19.- A met hod for the controlled execution of secured software in a coﬁ‘ﬁﬁf B s
system sai d secured , includ- ing encrypted user program code and
~dE et hod conprising the.steps. of: transm fting a
¢ntifying the secured ST AT e ok k
iVig a first random dlEkessiy: ,ac fng a, saecmd
random n ar & Wl Tdation sys(em-’- chnbl g;,am ng@t ar d
second raNd§ ! duce a third rando-- urher. oy

We claim:

1. A system. for the validation and use of secured computer
software, said secured computer software including
encrypted camputer program code and user validation pro-
gram code, 3aid system comprdsing:
a software validation system;
a software user system;
a commugications network commected to the software
validation gystem and the software user system for the
transmission of data between the systems;
said software validation system comprising:
means for storing at least one decryption key.
means for receiving from said software user system
over said communications nctwork an identification
of secured software,

mecans for recarding the receipt of said identification of
secured software, and

means for transpiiting to said software user system
over said communications network a decryption key
chosen from said at least one stored decryption key;

~ said software user system further comprising:

means for transmitting said secured software identifi-
cation to the software validation system over said
communications network,

means for receiving said decrypuon key from said
softwarc validation systcm. over said commumica-
tions network,

means for decrypting said encrypted computer program
code using said chosen decryption key;

processor means for execnting said decrypted computer
program code; and.

means for preventing the decryption of said encrypted
computer program code and execution of said
decrypted computer program code unless said

- secured software identification is transmitted to the
validation system over the commmnnications network
pricr to each and every execution of said decrypted

computer program code. i
A o



recei vi ng a masked decryption key fromthe software vali dat'l on system
unmaski ng sai d nmasked decyption key with said third .
decrypting said encrypted user program code with sa mﬁﬁﬁm&m
executing the decrypted user program code; and =~ - :
05 AUG 199;

- 18 -

2. The system of claim 1 wherein the communication over
said communications network is initiated by a telephone call
to a per call service fee telephone number.

3. An cnd user computer system for the controlled use of
secured software, the system comprising:

secured software including encrypted user program code

and user validation code;

means for transmitting to a software validation system an

identification of the securcd software;

means for receiving a decryption key from the software

validation system;

means for decrypting said cncrypted user program code

with said decryption key:;

processor mcans for cxccutmg said decrypted user pro-

gram code; and

wherein said user validation code comprises enfarcement

means for preventing the deception and execution of

said encrypted uscr program code unless said identifi-
cation of the secured softwarc is transmitted to said
software validation system and said decryption key is
received from the software validation system prior to
each and every attemnpted use of the secured software.

4. The end user computer system of claim 3 wherein said
means for transmitting further comprisc meags for transmit-
ting over 2 communications network, and wherein commu-
nication over the communications nctwork is initiated by a
telephone call to a per call ‘service fec tclephone mmber.

5. The end user computer system. of claim 3 wherein said.
received decryption key has been masbcd prior to receipt,
the system further comprising:

means for generating a random number;

means for transmitting said random number to the soft-

ware validation system: and

means for unmasking said masked decryp&on key with

said random number.

6. The end user compater system of daun 3 wherein said
decryption key has been masked prior to rcccxpt, said
caforcement means furtber compxising:

I
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prebenting t he unaut hori zed decryption and execution of said encrypted user
program code if said identification identifying the secy t
transmtted to said software validation systemprior to|eg Lﬁgﬁmm
attenpted execution of said user program code. 20. The retlhod of cl ai m 19
wherein said step of trans- nitting further conprises tHe |st@p AMG 1997 -

initiating communi cation over a copmgiicati ons network Ry jpl acing a
tel ephone call to a per call service fee tel ephone nunbgr 21. The nethod ¢f

claim 19 wherein salds %?kfgnquﬁﬁé’pa' pseudo-random. number whict
inclndes verifiable information;

means for transmitting said psendo-random oumber to the
software validation system; and '

means for unmasking said masked decryption key with
said pseudo-random number only if said vecfiable
information is verified.

7. The end user computer system of claim 3 further

comprising:

a memory unit coneected to said processor means, said
memory unit comprising a plurality of memory
locations,

wherein said enforcement means frther compises:
means far storing a first portion of said dcaypuon ey

in a first memaory location; and
means for storing a second portion of said dcuypuon
key in a second memory location.

8. The end user computer system of claim 3 further
comprising a memory unit for the storage of the decrypted
user program code wherein said enforcement means further
comprises:

means- for detenmining whether said execution of the
decrypted user program code has stopped; and

means for deleting said decrypted user program code from
said memory unit when execution of said user program
code stops. '

9. An end user computer system for the controlled execu-

tion of secured software, the systam comprising:
" secuxed software including encrypted user program code
and user validation code;

means for transmiiting to a software validation system an
idcntification of the secured software;

means for generating a first random. number;

means for receiving from said software validation system
a second random aumber;

means for combining said first and second random. num-
ber to produce a third random number;
- means for receiving from said software validation systcm

a masked decryption key;

) A0 B



ti.on key is encypted prior to receipt, said method further conprising the
step of decrypting said encrypted masked key prior to un

The nethod of claim 19 wherein said second random nunber W&@E}W SiJ]EESI‘
to receipt and said masked decryption key is encrypted pr Ot to-trecet -

said nmethod further conprising the steps of: decrypting spi
o BB @%’

masked key prior to unmasking said key; and decrypting sald
second random nunber prior to, conbi2ong said first rando unber_ and

second ran-

means for unmasking said masked decryption key with
said third random number;

means for decrypting said encrypted wser program code
with said decryption key;

processor means for execnung said decrypted user pro-

gram code; and
wherein said user validation code comprises eaforcement
means for preventing the decryption and cxccution of
said user program code unless said identification of the
secured software is transmitted to said software vali-
dation system prior to each and every attempted use of
said secured softwarc.
10. The end user computer system of claim 9 wherein said
means for transmitting further compriscs means for trans-
mitting over a communications network, and wherein com-
munication over the communications nctwork is initiated by
a telephone call to a per use service fee telephone number.
IL. The end user computer system of claim 9 wherein said
masked decryption key is encrypted priar to receipt, said
systcm further comprising means for decrypting said
masked decryption key prior to unmasking said decryption
hy,. R .
12. The end user computer system of claim 9 wherein said
sccond randormn. mumber is encrypted prior to receipt and said
masked decryption key is encrypted prior to receipt. said.
systemn further comprising:
means for decrypting said masked decryption key prior to
unmasking said decryption key; and '

means for decrypting said second randomn. number prior to
combining said first random number and second ran-
dom number.

13. A method far the operation of a softwarc validation
computer system and an end user computer system for the
validation and wse of secared software, said secured soft-
ware including encrypted user program code and user vali-
dation code, said method comprising the steps of:

transmitting secured software identification from. the end

user computer system to the software validation com-
puter system prior to each and every usc of the secured

software;
__————'—_‘_—_—_———_——___—_——‘
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dom nunber. 23. A storage nediumfor storing data accessible by a conputer
system during a usage session, said storage nedium conprising. a first
storage area for the storage of encrypted data; a second EREPEAQEW fSHrEET
the storage of a validation program said validation progralp-eofpirtSthgre .|
conputer programinstructions for execution on said conputer Sdstﬁ% 35.1d
conputer programinstructions canmp{is- ing: b Y9 W7

transmitting a decryption key from said software valida- -
tion computer system to said end user computer system
prior to cach and every use of the secured software;
decrypting said encrypted user program code with said
deayption key in said end user computer system;
- exccuting said decrypted user program code in said end
user computer system; and
preventing the decryption of said encrypted nser programm
code nnless said step of transmitting secared software
identification has occurred.

14. A method for the opesation of ar end user oomputcr
systcm. for the controlled use of secured softwarc, said
secured software including encrypted user program code and
user validation program code, the method comprising the
steps of:

transmitting an idemtification of secured software to a

software validation system;

receiving a decryption key from the software validation

system;

decrypting said cncrypn:d user program code with said

decryption key;

exccuting said decrypted user program code; and

preventing the unauthorized decryption and execution of

said cacrypted nser program code if said identification
of secured software is not transmitted to said software
validation system prior to each and every execution of

said user program code.
15. The method of claim 14 wherein said steps of trans-

mitting further comprise the step of transmitting over a
communications network, whercin the cstablisionent of
cofumunication over the communications netwark com-
priscs the step of placing a telephone call to a per call scrvice
fee tclephone number. -

16. The method of claim 14 whercin said received decryp-
tion key has been masked prior to receipt, the method further
comprising the steps of:

generating a random. number;

transmitting said random number to the software valida-

tion system; and

unmasking said masked decryption key with said random

sumbe: A O




- 24 - afirst set of instructions for transmtting an identfica- tion of
.sai d encaypted data to a validation system a second set of instruction,

for decrypting said encrypted data with a decryption key REPE €M§

val i dati on system and for produci ng unen- crypted data ag¢c

2 1

3

d

conput er system during said usage session; and a third se¢t f instructiohs
AUG 1997

for. preventing the execution 05

17. The method of claim 14 wherein said received dearyp-
tion key has been masked and encrypted prior to receipt. the
mcthod further comprising the steps of:

decrypting said encrypted masked decryption key;

* " generating a random number;

transmitting said random number to the software vahda—

tion system; and

unmasking said decrypted masked decryption kay wnh

said random namber.

18. The method of claim 14 whercin said decryption key
has been masked prior to receipt, said step of preventing the
unauthorized decryption and execution of said encrypted
user program code further comprising the steps of:

generating a pscudo~random. number which inclades veri-

fiable information;

transmitting said pseudo-random mzmber to the software

validation system; and
unmasking said masked decryption key with said pseudo-
random number only if said verifiable information is

verified.
19. A method for the controlled cxccution of secured

software in a compater system, said secured software includ-
ing encrypted user program code and user validation codc,
the method comprising the steps of:
transmitting a software identification identifying the
secured software to a software validation system;
generating a first random number;
recciving a second random pumber from the software
validation system; :
combining said first and second random aumber to pro-

duce a third random. number;

receiving a masked decryption key from the softwarc

_ validation system;

unmasking said masked decryption key with said third
random number;

decrypting said encrypted aser program code with said
decryption key;

exeauting the decrypted user program code; and

i




of said second set of instructions during a usage session if said first set
bf instructions has not been executed prior to said usage session. 24. The
storage nedi um of claim23 wherein said storage nediumis a magnetic disk
25. The storage nedium of claim 23 wherein said storage nedium is an '

optical di sk.
- 23 -

preventing the unauthorized decryption and execution of
said encrypted user program code if said identification
identifying the secured softwarc is not transmitted to
said software validation systern prior to cach and every
atternpted execution of said user program code.

20. The method of claim 19 whercin said step of trans-

mifting further comprises the step of:

initiating communication over a communications nctwark
by placing a telephone call to a per call service fee
telephone number

21. The method of claim 19 wherein said masked decryp-
tion key is encrypted prior to receipt, said method further
comprising the step of decrypting said encrypted masked
key prior to unmasking said key.

22. The method of claim 19 wherein said second random,
sumber is encrypted prior to receipt and said masked
decryption key is encrypted prior to receipt, said method
further comprising the steps of:

decrypting said encrypted masked key prior to unmasking
said key; and

decrypting said encrypted second random number prior te
combining said first random aumber and second ran
dom number.

23. A storage medium for storing data accessible by a
computer system during a wmsage session, said storage
medium comprising:

a first storage area for the storage of encrypted data;

a second storage arca for the storage of a validation
program, said validation program comprising computer
program. instructions for execution on said computer
system, said computer program instructions compris-

ing:
REPLACEMENT SHEET
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a first set of instructions for transmitting an identifica-
tion of said encrypted data to a validation system;
a second set of imstruction, for decrypting said
cacrypied data with a decryption key received fram
said validation system and for producing unen-
crypted data accessible by said computer system
during said usage session; and
a third set of instructions for preventing the execution
of said second sct of instructions during a usage
session if said first set of instructions has not been
executed prior to said nsage session.
24. The storage medium of claim 23 wherein said storage
medium is a magnetic disk.
25. The storage medinm of claim 23 whexein said storage
medinm is an optical disk.
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SOFTWARE PAY PER USE SYSTEM

Abstract

A pay per use system for the prevention of the
unauthorized use of cbmputer software. An encryption
program encodes original software to produce secured
software. The encoding is accomplished by using
cryptographic techniques. In order to use the software, a
user must call a telephone number to receive the
cryptographic keys necessary to decrypt the secured
software. Thus, users must pay for each use of the secured
software. The system allows software developers to freely
_distribute the secured software. Copies of the secured
software may be freely mé.de, because payment is based on
each use of the software not on each copy of the software.

" FIGURE 1.
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