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This presents a challenge regarding user rights on the records of multi-modal
20  communication sessions.
SUMMARY
[0003] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This summary is not
intended to exclusively identify key features or essential features of the claimed subject
25  matter, nor is it intended as an aid in determining the scope of the claimed subject matter.
[0004] Embodiments are directed to providing rights management for multi-modal
communications. Through physical and/or software components, multi-modal
communication sessions may be preserved based on default or user defined rights
attributes in portion or in entirety. Access to preservation of actual records of various
30  modes of a communication session as well as associated documents / data may be limited
based on assigned rights attributes.
[0005] These and other features and advantages will be apparent from a reading of

the following detailed description and a review of the associated drawings. It is to be



[ 0005] These and ot her features and advantages will be apparent froma
reading of the follow ng detail ed description and a review of the
associ at edodoevissigs. It is to beunderstood that both thecrarsegoiomgy7gener al
description and the follow ng detail ed description are explanatory and do
not restrict aspect s, cl.ai mred. BRI EF DESCRI PT THE DRAW NGS [ 0006]
FIG 11 dindorsongdanoel t!}%ﬁqragq%g%mr@i@a%w&wﬁﬁ? e O LOMEATCHES one system

wher e eﬂ%@'&gﬁ B%ré@bblat?ﬁtdrﬁ@ﬂll@ﬂ@ﬁéﬁgstﬁeﬁalsﬁ%?é@sr(ﬁﬁh{eﬁ.n rights nmanagenment;

[ 0007] FIG is a conceptual diagramillustrating a basic exanple system

for managi ng rights to B&APDAEHRRIBTIANCNFEE RRAVBING®Sssi on; [0008] FIG 3

is an action_gi illustrating. interactions between different conmponents
of o communi BB ERE At v T e SRS e T a0 bR
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conversation rights in a conmunication application; [0010] FIG 5is a
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FIG 7 illus{00@8pSiG I 8ahacfidridvaghiangitlasading inenagomdbeoosenalifakchon rights in
a communi cati on system according to enbodi nents. DETAI LED DESCRI PTI ON
[0013]  ASOBIOBENY 0Lk SUPMBBIGaEHHWELCIEAAGORHREI0 HIPOdBHES ey be managed by
COMPADent S SjumoPRITUNGRHLANCAKLER o AShA ACCRRSHESKE hEhLANE 00
preserved conponents of conversation sessions. In the tollowmng detail ed
descri pt iconyersa@forrnreshtaia aaoemmedentioo applécafioc,onpanyi ng drawi ngs that form a
part hereof, ' ich are shown by way of illustratipons specific

brbodi menc s SRHIER T SRS SRt e o haorBEREr "aspect s may
be utili ze%gbodﬁﬁgl@ﬁl@%%%ﬁllenﬁﬁéages may be made without departing fromthe
spirit or scope of the present disclosure. The follow ng detailed
description {®1dhEKefise etk diegrbm af ak enarhple gomppiing eppraiggsamyiramdenthe scope

of t present jnyentjon i.s defined b he appended cl ainms and their

equi Ugl en"?‘%e.re f’@b‘i%fle{}é‘?iqlaé' ?%@pé%%g?cﬁéﬂés will be described in the general
context of prEWIRPFIGUOUESatéRlogRXBSMURg M 62 MhabAghk @BnWridlioARigaRph hcat i on
programthat runs on an operating systemon a personal conputer, those

skill ed icemmmenigationywystpmupsesdmie cimhedingspect s may al so
DETAILED DESCRIPTION

[0013] As briefly described above, conversation rights may be managed by
20  components of a communication system placing access restrictions on preserved
components of conversation sessions. In the following detailed description, references are
made to the accompanying drawings that form a part hereof, and in which are shown by
way of illustrations specific embodiments or examples. These aspects may be combined,
other aspects may be utilized, and structural changes may be made without departing from
25  the spirit or scope of the present disclosure. The following detailed description is
therefore not to be taken in a limiting sense, and the scope of the present invention is
defined by the appended claims and their equivalents.
[0014] While the embodiments will be described in the general context of program
modules that execute in conjunction with an application program that runs on an operating
30  system on a personal computer, those skilled in the art will recognize that aspects may also
be implemented in combination with other program modules.
[0015] Generally, program modules include routines, programs, components, data
structures, and other types of structures that perform particular tasks or implement

particular abstract data types. Moreover, those skilled in the art will appreciate that
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be inplenmented in conbination with other program nodul es. [0015] Generally,
program nodul es i nclude routines, prograns, conponents, data structures,
and ot herwOyepe#8sfo4st ruct ures that perform particul ar t a€karses1oiopgirement
particul ar abstract data types. Mrreover, those skilled in the art wll

appreci at e .t hat enbodi nents .may be practi ced with other co stem
conf i gur ST RENCHHERY Hbacﬁa‘?%wﬁlé P%GH%Q}PE‘E? SYRGPY ‘i%‘? E@Eglg%p %C;éq%%s
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mai nframe conputers, and conparabl e conmputi ng devi ces. di rents may aI SO
be pract icweshmar eéhcgpmcmunmcboummtfmi, innegn lganoé eampprders sandrvonatabbkeongnising

per formed, b ocessi evi ces .that |nke t hr au
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nodul gs Wer@&sk@ﬁab@ﬂoﬂrﬁbdb@xﬂanioﬁec@fbce%@ﬂg HeesthAEN®liMk &l tAFAgR adevi ces.
[0016] Enbodi nents may be inplemented as a conputer- inplenented process

( met hod) , commaygheAtions BCtepEs. elha (bﬁ?tﬂhgteéﬁmaptﬂiﬂtg E@vaPngRly Peagtam s1odglgs mays a
corput ef RIBUATMAMED 2 SRS AlaR & Ipdi o The computer program
product na uter storag m readabl’é by a conputer system and
encodi ng a cqole6} Embpdmgxnwmhﬁaé m}ﬁlamémts&ashas@meﬁ-nnpimémed pRdSdsNg a
conputer or conputing systemto perform exanpl e process(es). The

conput er -(FISHIPLD| AECOTIBHBY 8YTHER Ui GRATHN O@M@%urﬁeswﬁﬁéﬁ@mp@arw a one or
nor e (@gf t 0 ive,

11 2oh P by e Gk OBl e TRt B B P Oy b b DB R o PR el ' The
comput er qompgteamOmgadnmhumgadabbd)ytnecomgmm@pygadesncgnlaﬂg ocompuwtarrier (e.g.
a frequenc ghase nodul at ed. si %nal or nmedi um readabl.e b}y a conputing
system arfi %fﬁ@ot TR MRrISEIBRHUSIIOPBS (Y CAHINE 2 PHTRRYIEF QT CORRURRT S i ng a
conput er fr@eR$RampRGEddess(B) OPBNQIMpudH Ba BBRGH S @b @M daiGof &laMplPbat f or nf
may be a conbination of software and hardware conponents for managl ng
conver satimpemdnggtt g2 ofx anpbreslafvobdtde Eanpriei mehages nbutvoktiee memotyi, ai ted t o,

cxooued B S1EF ARET LR a7 oPl B Ruitifonnte Uy RANE e BP AR B or-

general | ycoﬁqfuw'r rdg@ara pewmuﬁlwglsawhcpeoﬁg@t@atsigﬁg (erbecd?ﬁeﬂ’(@rgea sRfjlioMay e
prograns ty |ca @Xuél n a networked environnment. However, server may al so

be inpl erfi atgd pigpal) osmpdigm T@%@bﬁ@@%ﬁl@@%rﬁwte@)@@é@p@@lwaone or
nore co v Mo More detail on
these tZ‘é%ﬂ%r%@r% 3 LSRR T S RS PR el o [o018]
Referring to[(ﬁ]lG] Tlhrough@gnl&mﬁ&m@ﬁomnhewﬁﬁp‘bﬁtﬂannf g be arastibiresivh ons

20  software and hardware components for managing conversation rights. Examples of
platforms include, but are not limited to, a hosted service executed over a plurality of
servers, an application executed on a single server, and comparable systems. The term
“server” generally refers to a computing device executing one or more software programs
typically in a networked environment. However, a server may also be implemented as a

25  wvirtual server (software programs) executed on one or more computing devices viewed as
a server on the network. More detail on these technologies and example operations is
provided below.

[0018] Referring to FIG. 1, diagram 100 of an example unified communications
system, where embodiments may be practiced, is illustrated. A unified communication

30  system is an example of modern communication systems with a wide range of capabilities
and services that can be provided to subscribers. A unified communication system is a
real-time communications system facilitating instant messaging, presence, audio-video

conferencing, web conferencing functionality, and comparable capabilities.



system where enbodi nents may be practiced, is illustrated. A unified
communi cation systemis an exanple of nodern conmuni cation systens with a
wi de rangwoahiompsbi | iti es and services that can be proPCaat2410/020779
subscribers. A unified conmunication systemis a real-tinme comrunications

system facili [ hg instant nessagi ng, Rresence, audjo-video conferencing,
web conf er enl‘fﬁéi P%elel?lsﬁa?mw}ncaﬁ%rl CAMpAPSETE Shelpitahy peg OIIBLHEIR o
uni fi ed CIUMKRLCRhY B6mfnukiea VY $ {548ty HP&@&Vida_@(m,el OWich Rrdéipgf am 100,
users may communi cate via a variety of end devices (102, 104), which are

client delevresoithe{esyyg@nsyEBadmlicEadsviasimaynte dgeble of meagubieg capabihercof
executing one or Jore connun%cation applic tioqf for voieﬁ.connqucation,

vi deo co Wiegtigh 2PPIE SN °ﬁé8‘§8§?%§‘,(‘)m§6§?1?’8é SOSHTEREPTANG™ WEFY shari ng,
and tBe IhkRagihg) applidatioRRhdrhgt DAL khamtganeedle ke Cld QRaldntty thdihaivanekddevi ces
may also facilitate traditional phone calls through an external connection
such as thndiggplitpthepd deyces mapbilpe fasiljtate Heditmailahnaneallsdhigugl ag " PSTN' ) .

End deyl Ce?;? rfm)éoﬁ&%lug ?uc%@é tﬁr%ﬂ%ﬁ){%%% a%%ﬂ{? SW?t?ﬂlédJi- &éph%ﬁg tw y .
conputi ng devi ce eXxecuting a co nicati on application, smart autonobil e
consol e, (4PSITNYy dicaityiRbonmay desludeesyw pdofaddirt phonal ceflulac pharpiryt y. [ 0020]
UC Network(s) 110 i.ncludes a nunber of servers performng different tasks.
For exanPBIPulRE d@yigeexscating Hesymyricalinss ApHegtiogna s eRBWDila penselsut i ng

f unCtl'OOnaa!n'dta'cl@as.rlceBPh'&L?rkﬂ:V[cEQWith%ﬂ@ilti'oﬁM GRaRh&syt he systemto route calls to
a user to anyone of the client devices assigned to the user based on

defaul t and/ 00205 &IC Netwoplak) tileaclufara exalqulo€ serivérs tphfomsieg diferarottashivai | abl e

t hr ough regul ar one, t cal.l, may be forwarded to the _user's.cellular
hone e inR: O SR [ ey e b aroane ShL SinE TR PBL Eny ba

utili zed.Rciine FuddiSnSNg ASNECES s G:8dn RARMECALD § LN afRMBYP{aILAN nodes,
UC servers 114 nmay provide access to these additional communi cation nodes

(e.g. ingleaites asimadinde usérdescdeondaimiltand/@nisertet pylidi¢s: dioghxaepess theer ver

112. Access server . 112 resi,des in a perineter network an abl es

connddt | Jrey oAl SagirbetRRHEFoeb by Pade IR e BEEp R W TBRENER ¢ e

addi ti onaleligaPphdteC@td i@ halRARS andderHEaMRinel dflvdTBYmAINEHtIAE nBgTHéaHSizED at
perform conbi nati ons of the above described functionalities or specialized

servers t¥iaee Baryd gevocasgan harnshe eddiiionat coamenicatien meges, Bérseeveanplemanone
servers RAbohog.HoTRRRetatina bARALdaton LRUL 10 SRAEELRSBELRY dlaag T outi ng
functionall y, rirghts managenent servers, and s n. aéll m-l arg , acCcCess
server 1ldnimyhigition] €le.) thiblighadceedsyactt bital Addessseswuet h 12scsides @nabpérimpétet ect i on

and caonnectivity, or, only specific functionalities. [0021] Audio / Video
(A V2O orirely ek dng gn%t%?wnna%lsﬂtpsrﬂwpﬁégcawwk@ d/lewvr{hi Qilagg users 1 one of

the additional communication modes. UC servers 114 may include servers that perform
combinations of the above described functionalities or specialized servers that only
provide a particular functionality. For example, home servers providing presence
functionality, routing servers providing routing functionality, rights management servers,

25  and so on. Similarly, access server 112 may provide multiple functionalities such as
firewall protection and connectivity, or only specific functionalities.

[0021] Audio/ Video (A/V) conferencing server 118 provides audio and/or video
conferencing capabilities by facilitating those over an internal or external network.
Mediation server 116 mediates signaling and media to and from other types of networks

30  suchas aPSTN or a cellular network (e.g. calls through PBX 124 or from cellular phone
122). Mediation server 116 may also act as a Session Initiation Protocol (SIP) user agent.

[0022] In a UC system, users may have one or more identities, which is not

necessarily limited to a phone number. The identity may take any form depending on the

integrated networks, such as a telephone number, a Session Initiation Protocol (SIP)
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conferencing capabilities by facilitating those over an internal or

external network. Mediation server 116 nedi ates signaling and nedia to and
from ot hewotzypessyft net wor ks such as a PSTN or a cel | ul acTristewofoko7¢e. g.
calls through PBX 124 or from cellul ar phone 122). Medi ati on server 116 may

al so act as_.a Session |lnitiati Pr ot ocol .( SI.P) r_agent . 022] In a UC
syst em d@t@ﬁogmf%%ﬂwédweb&%r@ oy QS cBhlite W Eife fEy 0C%E‘@é_§£“éri ly
limted tQ.@iPPOTSyMIRDSIP is Helcf8dhidinodmay take any form depending on the
i nt egrated networ ks, such as a tel ephone nunber, a Session Initiation

Prot ocol (SI B023] SH maRegpplivatiendlgentorftiod (signaling) protocahipor otdating.i denti fi er.
Whi |l e any_pr.otocol .nay.be used.in a,UC syste [P 1s referred nethod.
{0023 “SiehEig Sag S SENisyE rhogme Rt more Parawris) TsPoBo st Por

cr eat isng, créméliwdparly, ndiMdpdr§ 67 Maltichd sSREohk S inkildde I19REPIcldPbRe calls,
participants. It can be used to create tvvo-partl}/, mul tiparty, or multicast

sessi ons myamediacdisigbutian ardewltinetdepeiercaces] SIP mdesigpediiodedndapendant i on,
and mul tiorﬁl?éﬁlﬁﬂgfn?rtﬁﬂgfo%la? P is designed to be independent of the
f ayer.

under |l yi ng transp 024] SIP clients may use Transport Control
Prot ocol (" T(U¥2)] SIP canneaiy (e TShiRpsarcmitsl Brdodol HEAICES) B endpaitaSse SIP i s
primarily used in setting up and tearing down voice or video calls.
However , SPEveEssmdpheisdR cndposiy Al PEETIbNUSHH P sctdvsup ol CATRg @Wbn is a

" equiipeERfice FRERS dallE] HEGe RS barbPREHTPhECAbRES M Ak CAMATnih T nal
mobi lity, and0 so on. Vol ce and/or video co i cations are typically done
over separ@tersessi Phegprintlododvent suppirgailoh pnReatifidation, tFmainslpootiliBr; endcol

(" RTP").as%OOZS,& A conversation as. used herein refers to a nultinodal
conmuni caPio8n ¥EEEARHOT Vife? SoumHRiCEIs AL WRiFaly PCREPAAIRPCSHOBl ural ity

of devi cso1oaBR! ( FikilPRS:I-ARITRATHNPGRILOPRTPESS Si nul t aneously or

sequenti al ly. IE:)’or exdanpl e, two subscribers nmay 1nitiate a conversation by
exchangi ng i H2&hA qoeseagem ashsaligdreinhelers tdagkeloprodalmemreygcatioatsessjon, he

co [ catlilon ng%g .beeS el e\(/:altned to aOqui o] ﬁan i ?Fit aVn(t:eSnes%agtﬂe wi th one

subscri bet gy FYESTHRS S CPMARRIAE o P PROTIHY ShaedCosyiilisaiqns Hidher uses t he
desktop comuiRéatbamddes tidlltahfBRSBUrReq@Rtalidy. SPEckaRPRN&ydaibk&ebctdmay he

audi o node. O her subscribers may join or |eave the conversation other
nmodes andnidiets s versytigebyaerdbengdig melgplaessagidhiopghiies deskiop eeripeiarst hese

comm n! ¢ aﬂéftt&p eicgmg{u%%%{i&? %ag%e%?e%ia%gg& Lu?cgo 4 (!l 1ntsﬂtﬁ§ &e&sgg@%h Gab i ons as .
bel ongi ng"t 0’ t he same conversati on. nversati ons nay assi gned a uni que
i denti fi eubsanbecitil@iabthes dsskagefor bethsmbdesyiveile the @t dsesbelddsktopshar e, and
g Yeomni for e mesoagina snd s Shiait phonc dbvice Tor 1he A5dio Sroder Otfer™ ¢ Ot Ner
dat a p ging p
subscribers may join or leave the conversation other modes and devices may be added or
removed. The commonality between these communications is preserved by designating
all these communications as belonging to the same conversation. Conversations may be
assigned a unique identifier, which enables subscribers to view, record, modify, share, and
25  generally manage aspects of the conversation including documents and other data
associated with the conversation (e.g. documents exchanged as attachments in one mode
of the conversation or recordings of other modes of the conversation).
[0026] Conversation rights assigned or selected for a particular communication
session or one or more modes of a communication session may be managed and enforced
30 by one of the UC servers 114 in the UC system as mentioned above. According to some
embodiments, the conversation rights may be managed by a digital rights management
server. A digital rights management server may coordinate encryption of data exchanged

during a conversation (the communications themselves as well as any associated data such

as attached or generated documents). Participants may be issued decryption keys based on
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associated wth the conversation (e.g. docunents exchanged as attachnents
in one node of the conversation or recordings of other nodes of the
conver satwornp10/qss8®26] Conversation rights assigned or secCaaiseaofer77a
particul ar comuni cation session or one or nore nodes of a comunication

session nﬁ%iébe managed .and enforced by one of the servers 1%4 .ig t he UC
syst em adHEREFHHEE bV PIRISELFSAP T © the SamETation e At Ccusis alghiy BS at i on

rights ”Bdéeﬁﬁrégm@&eﬁlmﬁa}abéj&ﬁblfo%d {o fgmi%térmﬁﬁﬁ%maseﬁe&\(ﬁﬁerwﬁedi gital
ri ghts managenent server ‘may coordinate encryption of data exchanged during

a conver gaarageméntig thronghiniocthe consrdaliemsel ves as wel | as any associ at ed
data such as hed or geperated. docunents). Participant i ssued
decrypt 1 on kERTRAS St BlseRERT ol B TR TSRSt BRI ABEARS of the
convenrsatseRraMii4l S diah AESPIiSn Meclni@i fdriscRabliRg el BhRTemnathicaBbi Ay be
enpl oyed to facilitate encryption based or otherw se nmanagenent of the

ri ghts t dctameplexsdvie pssdgn ol coffgoe rstrgsionrighisoadhc egypmanicatiensng s s

.114 i
Tochant eePBERGS. FOTRARGI sy REP Koy RN UL AL B AN i on

and enf onged f@sheidyptioQn thusgédmpaprnt ey eanrathhcal-tleagcaddr irght mangpedent s.
For exanple, secure RTP keys fromthe rights nanagenent server nay be used

for encryPhYgrations are iy Bedpeivest clienf cadrints thay sprlgrm 19 e medibrightyr 1 ght
manageqd i [e.0 . R i i -hat form
o TR e R B G Lo e NP RO SR S HRSRT ey e
SI P to trmmsgentntvaformarsorr foghtsssranageationt SiPntbdemmtd athef pre-assessi mnl- and

allow SIP to be used eit.her. pre-session or. m dsession. Various user
"nter facoCTIYy YIS AeEranSHAC CHIN e RoVidite SeHBrng eBeTHug® BeY Resoci at ed

Wit h usi ngeddi Ak witFaGag SIFRRImard & RSsucR 8t Fdskiding cG@pb’pE(stepélsiﬁylyiﬁg appl yi ng
ri ghts managenent informati on from docunents when they are part” of a
docunent redhdy inprpgswssi iofrmpOeR BpmWriclimenty avher dlmyl e pars pemdoqunEnGshatingas
been Sescri bed with specific conponents such as nedi ation server, AV
servar, afd @ milar devices, embodinments are not limited to this system of

the exanpl e ¢oUIBPMEDLcShBhngROEYsgihi & FITNS. habbs& ddsebddovitlc giredTcsat i on
ri ghts nmanagenent may be inplenented in other systens and configurations

enpl oyi ngFoRWABENtS Puchddimddatian sevap SH¥rHesver.Rud sivaifarsiceices guRodyrANE e do not
have to &g)t gﬂﬁ‘%& (et 61‘%&5 S X%&%ﬁ@n [l 98 Eiftaf@lls. A SeriBOTEHN cation
nodes. Enbodi ments nay al so beée’l enented I n syste aC|I|a|ng
di f f er entcoaosrsativnaaihtomandesnidngt badiplymbted dostémabtcmy ahdpbrefigiritins on of
the rules across different

employing fewer or additional components. Furthermore, such systems do not have to be

enhanced communication systems integrating various communication modes.

Embodiments may also be implemented in systems facilitating different communication

modes distinctly by coordinating implementation of the rules across different

communication modes using the principles described herein.

25 [0029] FIG. 2 is a conceptual diagram 200 illustrating a basic example system for
managing rights to components of a communication session. While a system according to
embodiments is likely to include a number of servers, client devices, and services such as
those illustratively discussed in FIG. 1, only those relevant to embodiments are shown in
FIG. 2.

30 [0030] As discussed previously, a capability of modern communication systems is
that conversation sessions may be preserved and made available in whole or partially. For
example, documents shared in a video conference may be stored in a searchable fashion

along with a recording of the conference. This presents a challenge regarding user rights

on the records of multi-modal communication sessions. Another aspect of such multi-
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comuni cati on nodes using the principles described herein. [0029] FIG 2 is
a conceptual diagram 200 illustrating a basic exanple system for nanagi ng
ri ghts tovoenpmssssts of a communi cation session. Wil e acIyst@nioawcor di ng
to enbodinents is likely to include a nunmber of servers, client devices,
and services such as those illustratively discussed in FIG 1, only those
el evant ToHAAYBEIHEATEN sHeaoRHS B PAMEPE of &f@e%d@f ey bgiPSEQaley

previ ousl yfpericaBaRIdhY arRf ustRAS o nOANHIRY SR WRR 8 YRLERE al rSsthifl@n
conversation sessions nmay be preserved and nade avail able in whole or
parti al | yattribote agscamédewith deurmintudarghedean allwf ghojodeersatiomf ehartbe sesaipnie
stored in, a archabl e fashion along with a recording of the conference.
Thi s pre§gﬁ?§ gcﬁwg'lenge regardi ng user rights on the records of

mul ti snodal eI RicesHin@no S6HS bABSdinANARL BekioaIRRiGti 0P Protéton (S hiagddal
conmmuni cation sessions is that sone or all of the nodes may be personal or

ot her wi se!sedHf jetBpf icamprehensisesodutn 1o MaAZ eanveryatiorayeity Bh crsoripe dwdthce a
restricti i hu ) i i ] (e r. r all of the
conver sat s B AIRERL S Ul AR P S 3 iR asBshisng 1o
sone enbodiviEntis, reSaind onltl-motaladon o¢rsdiontroléadl on(tht Rphtwayanbgemsedervizeset up a
conprehensi ve sol ution to manage conversation rjights by ensuring that the
real ti meSDHRIPE FestisHan ok bsvessdifig and Blambacktper uscE i SPPHHATOTURS AEABIZAQYIL s

manaqgma%nﬁgﬁr\ﬁi&?goﬁé}?aﬂcﬁﬁ% r&d1 e%ﬁihfoﬁﬂ%hy&@ﬁ%?rct%ﬁ%t% k& i&siron the

ri ghts managénent Service to enforce restriction o e recording and
pl ayback quéer pesrinshesedlleletidosn tooinvokveandtodathiczatdrdhsdnvesatfiomgiecaatd.on pol i cy;

and the real ti | ti modal cqnversation cannot be recorded if either
party i n ¢ he T Redai S fompitlsRey diRgs F i Hals beBr e ecRshy e
feature. JQQ3zhedf@Rhy bl MRpRHIchicd TRIGde, 6ANYEhSAIRABIMISHRL MbARSiHg Mnagement
according to enbodi nents may be inplenented include, but are not limted
to, inst amalgesisagilenhonprmaddo cxelinge, applieplrorsparing, de@ sbxergamdete-twppling at i on
sharing, data shatin i te-boardin and sim|lar. Such real.tine

i 115 Buf e Wl ek AT BUE P T T e e Bftickndpor nt
devi ces filtiphendpsiBt dSfics (@Sh¥edrhe @@r, M kel Ids @A QPR @OBPbSenlt Nkt MEY bde
preserved in different nmanners. [0033] The basic conponents of a system

accor di ngressrestbdiffsentananielsude cli ent devi ce 238 executing a
comun o= | AP B 8ty 3 8en LT SO SEIRESHORNNG,
The commuirvizatB®rxefuphg a@bmansidadon uggicatidBfor and 2344clfeacddvidest42 nul ti - nodal
20  executing a communication application for user 244, and rights management server 234.
The communication applications for users 236 and 244 facilitate multi-modal
communication sessions 240 (over one or more networks) between the users 236 and 244
(as well as other users) based on organizational, system, and user selected parameters
associated with quality, quantity and other aspects of the communications. For example,
25  the parameters may include video resolution, voice quality, attachable document
limitations, and similar factors. Modes of a communication session may also be
determined based on organizational, system, or user selections at the beginning or during
an existing communication session.
[0034] According to one embodiment, the client applications provide a core of the
30 rights management solution. Client applications allow the user to access a rights
management feature prior to or during conversations. During a bootstrapping process,
client applications receive provisioning/rights management capability information from a
communications server (e.g. a UC server). When the conversation rights feature is

invoked, client applications communicate with the rights management server 234 to
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comuni cati on sessions 240 (over one or nore networks) between the users
236 and 244 (as well as other users) based on organizational, system and
user sel evoedipmsaet ers associated with quality, quantiPCy/tsaaoordrey
aspects of the comruni cations. For exanple, the paraneters may include

vi deo resol uti OH, VOoi ce quaLit , attachabl e docunent. |imtations aﬂﬁd
simlar fEBYEIeSNC RRYBRMYF g t SRR Ko BEEPRYFTIEGN AP PeUgdbU bl ned
based on gfgpm &@éshgélaslent (_%)g$’Eh?crReaQﬁniéSl%ns%@h@’%&t’o%lS‘thP”?oﬁ‘ ScARGRRAIL R OF
during an existing conmuni cation session. [0034] According to one

enbodi menkrangplg Frblioeelt “SRIPT) eratcnonyptegvoth degalicmses. dflienhepplicgitts managenent
lution. d.i. licati I th t i gh t

eature prrontedaPbaeBRuER Dok el ok Bl futl 555 2 Sl i cecs.

client apRtdgidkiriRRs hamety Rchod Kights RthhsGing sereaaBaRIks faPRRinki ty

information froma conmuni cati ons server (e.g. a UC server). \Wen the
conver satlicenscsitqplicnt ppplicatiensiandica{ostasdisags ights  Whph p cHentonplicdafruni cat e

with the i ghts TRIGHRTPOUIPELYRL A3 HRBRISLALS i D% ARRYARLLFL&SLhIN S

m‘:magemsnf2 eys for a tonversation and to ensure e real tine
messages th@nthe ey mdyh@nBealhetrigh® nagspeoitseReo2dEaid reRkVe tlarussgeur e

Real -ti me. Transport Protocol " SRTP"I)2 are encryﬁt ed wi.th usage. |licenses.
dient appercatlisaehisapgiagemgnt wecpidt Bey agripontiehe clianistharied 9 ght s
managgne e HegLYPl; ; S.

R ont e mose e onf o Por SR RO 18 e Sn PORAG b TERRAGE

appl i cat itbeisliaun chagnméjoctabs IN'E BJewithghpeprihernoacaldel ent appl i cati on recei ves

an i ncom ng _LTE with an SDP that indjca it is.a rights protected
Session t nelPRE T et bt ater LB SR Srk Boviige bt Salveie85e and

retrieve fhepdgagfed 0GONE& coﬁ@&eﬁdegmlﬁwﬁﬁaﬁgﬁﬁﬁl@tfeﬁﬁfe\’rf‘aéedzéf‘th%xl%%ﬁitiyf y
that the cliient is authorized to access the content and provi de the usage

| i censes.oflthicit Henudagess|(ukbemsemezpsion dpplicasions)aped joiting of kitkeind usenyhat ej ect

the I.NVITE Wi th i ate. . code,. .[.00 , | io,
user 4 720 ishy 18 43P RSB EH PR RpgBnipr e Sh GBI Mevac ed 1o a
vi deo condogfriéntith tsBssihl they BORbimRg td St 6-HeRedrin hilemeagdlidribly of

their client devices (and comuni cati on applications) upon joining of a
third usesct sebaction.sRisgly hedaming ofdbe tird wipi may boallaweddasepeabibeiassignd@ased on
this Cha’l%?r seie*&?edcrfgﬁ%-'ﬁ{rﬁog[és%?ﬂ?eelﬁﬁ::af’é‘ n%lysatl?%l. ”i?%}ui bF? th Q¢ ks 74 Jifq mode
versi on automatical®y or by user se ection  Fr'st 2 e j oI ni g of the

t hi rd useX4rdgylabd thé t@nwetsatias pdva thdwhirdssérgngdndt besowselejoireghlédsght s
attributes of the initial conversation. If one or both of users 236 and 244

decl @ed Praliedmpsraitsdsy the Hipat €30 a4 thedhind Bier Mgy Gsdirordedt | owed to

join unl &RRy/unavailable signal or put on hold while the users 236 and 244 are notified of the
request to join). Secondly, different aspects of the communication session may be
recorded for later retrieval purposes (video recording, voice recording, white-board
captures, and so on), which may be assigned permission attributes based on default or user
25  assigned rights to the conversation. For example, the “private” declaration of the initial
voice communication may be carried over to the additional modes, as well as any records
(and attachments) created to preserve the conversation.
[0036] The rights management restrictions may also be applied based on an
association of the different communication modes with particular people, groups, or
30  organizations. As discussed above, the rights may be adapted for each communication
mode being applied to different aspects of each communication mode (e.g. recordings of
video communication, attachments of emails, and similar aspects).
[0037] According to some embodiments content (e.g. media) and shared files at a

hosted sharing service may be escalated to a conference or similar communication
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specifically permtted by the users 236 and 244 (the third user may be
provi ded a busy/unavail abl e signal or put on hold while the users 236 and
244 are mwDI2hioad59f t he request to join). Secondly, difPeTarstoia®peces of
t he conmuni cati on session nmay be recorded for |ater retrieval purposes

(video recording, voice recording, white-hoard captures, and so. on), which
may be aggxp&w%ag Pﬂ?‘?%ia&ﬁn HEepts %G’E %’?“B’i% éﬁa B‘PPVB’_@P%?H B %Pﬁifg@ﬁtrﬁ?gi gned
rights t %éh'?s‘;‘ sER8Y Bl atdoPRtedRRith @ﬁﬁé@ﬂv@r_’saﬁé}ﬁnﬁy hlsY 8k Qﬁpléﬁ%iﬁ{ atkiigp of the
initial voice conmmunication may be carried over to the additional nodes, as

wel | as angtricteosriidsvifafrdmahe aatvemsatien) tacthe stoead filos/do@emmise t he conversati on.
[ 0036] The ri agene restrictions y.als e appl ied .based on an
associ ation L@%E%%@@F@E&he&ﬂ}%ﬂﬁ%% 9%%@2‘9@% {Dehgﬁgg?ﬁi%%lb ?tﬁ?)eopl e,
groups, Qfrgig@idhA3olieRs or By a dbGGHiSSs fh elR¥Ratidh) s McahbsedBrYorbothglapt ed for
each communi cati on node being applied to different aspects of each

cormuni caypesrmapehangebaged pecordiiiengd caf user aelectioorwing eaphunsatiant achnent s of
emai |'s, ga:ﬂgy&{u lo?%i ﬁ%g@f&fe)mocieotg%q]evﬁf gcgf{e(alnquetb%sg&)%comﬁgfc M Regont ent
and share i oste g

(e.g. ne es at a sharing Service nmay be escal at ed
to a configpgrne). Mowbver| @plicabiiyrufad fights Mahs&rearht RGtricabreik $at limied tght s.
For exanple, if a conversation is applied restricted rights, shared files
associ at €@MNYHCAIRERPRIgHRERS LY o %ﬁ@gﬂ%@@ﬂwra%ﬂon@épw ychas pmagly

restripcti 1 . r | 1 ocunents.
003a) TS Se Rl b G QD GRcAB: 8L oAb SRS 0 et med
by t he orajachczlataiagnaordingsi cicemapbe bylizdbyearthgrapplicationalilcorai@risat i on) as

mentioned before, other. t s may chapge based on conditio e.g. user
el o | orfPRHGS aoeeityas ST RERo ca RO aETOREaP GRS SPEIgRY rode To a
new y ad%ﬁﬁnéﬂ%ﬁs,%ﬁ%gse%?ﬁmwaﬁafcbﬁﬁaﬂmé%ntey%ch%bﬁliéatioi‘{?ﬁﬁg);ﬁ@go%ag

applicabil'ity of the rights managenent restrictions is not linite
conmmuni cappbeatiappbi diatriboted sorvioes ckevutedvarcedireloserien andadoossedtifesglsauch as

emai |, i te-boardi. ata sharin nd so .on. conmponents, of the
commlii ooy B Shen BEn Faind o Bk Aabs s e RS SRR 28T | zed by
ot her appidchatin@R8ordides) SRRy oPRRbdifBd IWRS, cof CaeAlLtni rﬁ%r E@%Hréi@t@ﬂ i ons,
word processing applications, spreadsheet applications, database

appl i cat i vl sush do@wrgpsy ap censymed by i roragpimeaicitimsapitigatisas| ocal

applications ' j: ' I ver and
accessed thrBﬁgﬁﬂga%%%@§§§g8§&§$%ff%?ﬁég%ﬁ?§§?@§ﬁ%” §§%éﬁgﬁﬁ§ﬁ%ased
restri ct imasigassntgnechdpoindothunaatspablanefl undengnd@gandicomplyiigenil agte by or
associated wth a_conversatjon_pay be per iiiys,t ed when such docunents are
consdfed RSYMUsHENH Y 2CoRYRTFALOAL TlHT edppink Gahygpal or software) is incapable of

understanding or complying with the set conversation rights, that endpoint may be denied
participation in the conversation or the rights management feature may be disabled
notifying subscribers that requested the rights.

[0040] FIG. 3 is an action diagram illustrating interactions between different

25  components of a communication system according to embodiments. According to an
example scenario, client application 352 for user 1 begins with obtaining a license or
certificate for a requested rights status from a rights management server 356 for a
conversation about to be initiated (358). Client application 352 then originates a SIP
INVITE that contains usage information relevant to the conversation rights (e.g.

30  encryption keys) to client application 354 of user 2 (360). These may be included as part
of a Session Description Protocol extension. Receiving client application 354 may ensure
that the INVITE is accepted only when appropriate mechanisms are in place to ensure the
conversation rights restriction(s) requested by user 1 can be enforced. If those

mechanisms are in place, client application 354 obtains right / decryption information
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[ 0039] Essential conmponents of a systeminplenenting conversation rights
managenent are endpoints that are capabl e of understandi ng and conpl yi ng
wi th set woerniwssiyas for a conversation. |If an endpoi nt PCphuisge10ako709
software) is incapable of understanding or conplying with the set
conversat on rights, that end be de i ed cipatjon. in the
conver sat'f %HT@L%rﬁ%“ﬁ@ﬂﬁ?§mﬁﬁ£§%gbég? 16 VPE%{ heasgidsdndiot i fyi ng
subscri beA@CEP@Enés@&'é%éEﬁélltfa 1Jahelhﬂz,§2 3[6Q§>4@ﬂus'f§ fStlowed B ﬁ{ee%mﬂge ofi agram

illustrating interactions ween fer ent conponents o a conrmuni cati on
system acﬁ@olry@ierdgnma@mbo@vmrthescheAt:&ppﬂldattngwt362 and éhfaollgatggghardqoested i ent
application 352 alnlﬁ a license or certificate

o ey Rt S S Pt i it rent Caerver 956 for -
conversat i on[EAePAIhey T%ﬁ;dt@hé\ivﬁlhﬁﬁe @SR diaghhn e RRPrEARNIrRPAts3oAriEMAR

originates a SIP | NV hat contains usage information relevant to the
conver sathanbg ¢rgtied/ m@dgﬁedélﬁ@rlg Brei convieeation teo fallomang siapler plept OaAtigBY of

user 2 (38Q) 360185 4b%hé !E'e% %ﬂ] 2 %Bﬁ %%?efd 8 %@gﬂﬁg@oftﬁe o%érp{) difot

Pr ot ocol “éxtension. cei vi ng e sure

| NVI TE i shacasptsatdon rahy dmhﬁﬁbm@mmuoahecmeﬂamlsmg aidc crtapldalteing theensur e
the conversation rights restriction(s) requested by user 1 can be enforced.
| f those SPB¥HIEAI08 A8 Cxehameed 3 aé@éhm@}tﬁ éthgeﬁBE PR §aEAN 3 8% el fargerdsioght /

decr gt | Qe LLRFARGA NG ATHG 1003 IRORISUR (SEENENin RPuLIRRersloh e

application 3 en sen eto c I"ent application 352
(364). The}satadsdobminbmmwbp dudabledxﬁtﬁlangmvemsfanemwwmwe ressladeBeiiattivesn t he

client ap ca 352 litatin th request ed commlcatlon

Sub] ect - TB WeUCBRg SR Bros ROl bR Sotes. SOMST SAHR HSC shown
in the a%h@&s:ﬁioﬁgfr%EPerréJ['?roﬁlQﬁ\é%'bﬁ@bhﬁﬂ f('Sﬂ tﬁ@%&efs%tgr hé&ﬁgﬁ’%‘éheﬁﬁy Re created
/ nmodified during the conversation'too followng simlar steps to actions

358, 360,hig6, oranuil@dgacord héthﬁ@gnvqrmtnoom@yrimhrbléedatpmerretﬂtedcuserreoomil ngs of a
ortgsn or..al nversation

P o 80 athtans gt S SRR SR AR nER P Brel o Rl Cioamerny e

attachne rtﬂl%ntfupéll&glcﬁlb €hat GRY FSAL tpadle cBhaiinl tRScIRERAGEEH @Ehts.NE one is
conversati on or_exanpl e, copying and pasting functionality for the

conver satineapabla@f pandimgdh @@ﬁuwﬁdt@nwyatb@ reghdsgbtaigtipns, theeorigginiag shenton i s

not to be ﬁgga‘%lgﬂ%%ylﬁ%é t'h ?%,Jog 9@%}Q@l&%ﬁb%ﬁmﬁ&?ﬂf&%‘e& Jie | ndi vi dual

corrponentag e conversa R or inhferred from
one conpaneanrsdtion (t. Igereoéﬂnaf goiteoly ftosi Mgoide snhgpphicatich dhiafih®ymbihasonyl | ar
record of the cqonversation may be limted to permtted users _or not

mai nt?di ned al0%¢] | llil?rf{l?‘ﬂéfr‘%?ﬁ?“%fsathonsr&’é]éﬁ reptrichgns g rRlss a1y 56 elnehioEst abl i sh
trust betyf&Rnt modes of communication and communication related documents, some example

Eb 1Y

ones may include “off-the-record”, “private”, “restricted distribution”, “limited-time-
preservation”, and comparable ones.
[0043] In addition to conferencing based UC systems, conversation rights
25 management may also be applied to peer-to-peer communications. For example, in a
conversation employing CCCP, the protocol may be modified to inform the focus that
conversation rights are being applied. In such an example system, only leaders may be
enabled to apply conversation rights; once the rights are applied, they may apply directly
to the participants in the roster; and some rights may be disallowed when people join the
30  conference anonymously or through a system incapable of complying with the requested
rights (e.g. PSTN).
[0044] Moreover, in a conventional digital rights management scenario, rights are

applied and enforced to documents individually or in groups. In a system according to

embodiments, there are multiple physical endpoints and communication modalities. Thus,
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client applications that they are all capable of handling the conversation
rights. If one is incapable of handling the requested conversation rights
restrictiwopidsesseri gi nati ng client application may rejpettuskéie/oeercapabl e
client application or nodify an aspect of the conversation (e.g. revert to

A E R T T e e
di f f er entp, pglesmpPby &P”F’H%fék% h%nﬁ@gc E&Rkk@hof AR gqlaqﬁsgs%@ztb% sone
exanpl e onés may |nc ude ' he- recor “private", “"restricted

di st ri butdefined that mmtlwmapp&spbbs@nmmmbn ngrigs, cpdimaalabﬂpomﬁae@uatﬁc@MB] I n
addi tion ho confe encin g%ifg UC. s stens conversation rights management
may al so %C%BﬁFP @1@8588' 6@% *° @muni cati ons. For exanple, in a

conversat i on[g¥8| P HEove@iRusdeh 8cdafbyeRAmpPRYyREMERBh{dradioh@ighttf or m t he
focus that conversation rights are being applied. In such an exanple

system dnstictiagdadsoniguissorsrap Ferdllesraipp Pyrpestsy dnzhediments figHOs; * once t he
ht th
;'Og ‘ ef ar &P}E’@h 08 bs%{k%&rpa”é%y R@Ji fégﬁ {;)tarl‘%%}h m}]%n%, %Je}lghlgﬁ%&l%h%o%ﬂﬁﬁrﬁcdt{% €

sone ri e conterence

anonynnushymﬁrmtmkamghsau@y&hsadnmmqmﬁ&mangko@ﬂﬂpthmghwuﬁMmgaﬁmﬁemuested
rights (e.g. PSTN). [0044] Moreover, _i a conventional digital rights
nanageneﬁﬂn§@éﬁﬁFW6u“?$HﬁﬂgmﬁwgﬂéﬁﬁFﬂﬁé aiyd-enf orced to docunents

I ndi vijpdual | ygﬁf46 M@ Li B&raté&c?eeﬁ%@@b?ﬁ%%h@% 1B &%}ﬁgb#ﬁﬁhﬁna@ﬁgr e are

nultlple physi ca endp0|nts and conmmu dalities us,a schema for
i nt egrat |crmgvemmioarrmlts ion qonginlmcalmntapp]scandnf T'be eletnents ped tenfofur@ion of
conversat on W th each gg%igd conversation

e enpl oye
T S Mool Bler e R BTN A2D o o TS s LGRS At & Bt | o

nmodes,  phyghiatonSRdRdiifentd UA%hﬁﬁhrﬁéatﬁoH%pﬁl%‘ﬁ@ﬁ %éﬁa'b%f h%ﬁ&lﬁfg ated data,
and so on. [0045] The above di scussed scenari os, exanpl e systens,

conver satdooversitigtreghtsemay ﬁmploa gy uaendnt@tfaﬁq Wil athﬁodsmamte ahd conﬂguucmonat i on

pur pgses estrl ose ornms of
Festrot ons GNP Brduete S BRI EE B R iep Pl “be- uee
i n i mpl enBellivIgcEAMULTE@SH MBAdsiif éen Gﬁﬁé\@&dﬁelﬁlhs lec@ccﬁhtﬁ’ﬁhh@ﬁudmm?@ﬂnls' ng
the principles described herein. [0046] FIG 4 illustrates screenshots

(400) of aadakgseacident. |Annréwau@§h£ftc§maym~ralgw@ fenisoedings nahothiegtrsaciptad o
conmmuni caf . Qlﬂel?tQB{a:}{Go%t %fﬁgs/e ?*aem?{gr ﬂ%? é’ﬁ%h%li a&b&’ﬂm‘ﬁh Lg user

i nterface on scree are |on purposes ont y and do not
const i t ut@nfighrativd abtions amcmﬂd&dutmmcarrelﬂ doﬁmmioﬁe(é igomngplupcat i on capabl e

of handling i ) .
20 conferencing another user, sound options, and comparable ones) may also be displayed as
icons (e.g. icon 476) or in other forms. A textual (478) and/or graphic (480) warning
regarding a status of the conversation rights (e.g. “off-the-record”) may be presented along
with a listing of the participants and their status (radio buttons 482, 486 and icons 484,
488). In the example screenshot, icon 488 indicates that user “John Doe” is the one
25  requesting the conversation be “off-the-record”.

[0048] The user interface shown in screenshot 490 is a menu for selecting among
predefined permissions for an aspect of a conversation. Upon selecting a set permissions
command (492), the user may select among several tiers of permissions 494 such as no
restrictions, forwarding or reply restrictions, company confidential, company confidential

30  with read-only restriction (e.g. 496), divisional or departmental restrictions, and
comparable ones. Other example permission levels may include “Do not escalate to

conference”, “Do not record”, “Allow persons only” (no conference rooms), “Restrict to

Fulltime Employees”, etc. A conversation may also be created without participants
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conversation rights may enploy any user interface with other elenments and
configurations. [0047] The user interface of screenshot 470 incl udes

gr aphi calwoeprogssistat i ons of avail abl e conmuni cati on no@es/usrooOrIWof | cons
such as voi ce conmuni cation icon 472 and those next to it. Applications

t hat may be rel evant fo% recordi ngs, and ot her assocj at docunents. may be

r epr esent®SEOTHHEAS SHE FMPRGRCNEy BH ole VARG PAN BN AN A e&ﬁgte%"r’ff‘}lﬁtﬂnét i on
options ags@gi ated with the current conversation (e.g. hanging up,

conf erenci ng anot her user, sound options, and conparabl e ones) may al so be
di spl ayed as[0088h8 yser gierfage for4z@mrowni¢ationtapphication wapabk eofdhendlang (478)

and/ or graphic .(480)  warning reqgar.di st at ys .of .t he, conversation rights
(oo g, " of PRy HrsatioR draup iy fug Renl s et SliApsh exppical s ego - 4Pfle

parti ai panipcapdy Vhgbus ghpHists, dol@ddiml QMRS gd8Ron dBOmRHh digNmsdidBhont 488) .
In the exanpl e screenshot, icon 488 indicates that user "John Doe" is the
one requdynstipgakities and pesocwiad eghthaanagemeptieasedresiigtiony 0048] The user

interface sh ' ' - lLect ing: defi ned
per m sei one. TURROLRIG SRR RhR Rl iy R, ARG ATRC Bl
perm ssi dapleasmRind phdZ)m ptdiediug eommiyiicatbiesdrviaengh semeraliod rights of

perm ssions 494 such as no restrictions, forwarding or reply restrictions,
conpany dBHREBRILMIY, bipmbansniehyinisabnaicarceiedoyeE 2BC Bhmore SBHs 4§ on (e. g.

496) ,10di Wy5h 9@@110&&1 %\‘r}@?%“?ﬁ&ée’y‘éléﬁforﬁﬁ@%& fpﬁ%hﬁﬂ?cate% EI?éEPtQ%ﬁREE?I%QﬁS- Q her

exanpl e perm ssi on Inclu not escal ate conference", "Do
not r ecoriddiyiduAl doowpupieg sovisesarukcly as § ndludanthene ft® arlgwmop fompiResi 2, evd t o

Ful I'time | oyees” , c. .A conversation ma | so be created w thout
participéﬁggaﬁSQPHWﬁb?bdbgﬁﬁégﬁﬁ%%dﬁ%%ﬁqQ?“éﬂgsyﬁpevant partici pants may be
added after pssT) 33idRREssRl 8bSRL moldB48 S Eion 'té%hﬁ&lf)@i‘é?sﬁdhrasﬂjc

communi cati on application capable of handling conversation rights may

i ncl ude addiitsisenalile substahars tot Wilizaal widadange ap boroputing denisatagd appldtatiey enpl oy

er confi enes to |63%Ila§]y

variqus graphj.cal., col or, and oth figuration.sch

di 1 1 drent Pk dh P aloninth SuBrEady 1dRes TR igahehttu
restricti@esnc bORBR] ddvides (Hg.iaSre@ila | £srhget prRdricesl canpiteQaRBRAk, where
enbodi nents nmay be inplenmented. A platformprovidi ng conmunication services
wi t h convaetaaqlilsironsaihicte. hiardag BistarrontrayniersionfmPeprndtiecon,the capsbilities of

execut ed QUE e R0 a gﬁ&ﬁioﬁ?%yﬁ{aﬁléojn%aalﬂﬁ&i ,.aﬁdiﬁgﬁa{l%grv§ QLYhEC: The .

pl at f or m Ay CoRNUNI At e Wi cl'rent applTcations on PRdivi dual conputi ng
devi ces swelmascaioaehddss afaypoensbled.3, a | aptop conputer 512, and desktop

computer 5 11 (cli devi ces) through network(s) 510.
P 20 [0052] C?' i I)— 513 aregused to facilitate ():ommunications through a

nt

tent devices 51
variety of modes between subscribers of the communication system. One or more of the
servers 518 may manage conversation rights based on default definitions or user selections
for currently used communication modes. Information associated with subscribers and
facilitating communications with conversation rights enforcement may be stored in one or

25  more data stores (e.g. data store 516), which may be managed by any one of the servers
518 or by database server 514.

[0053] Network(s) 510 may comprise any topology of servers, clients, Internet
service providers, and communication media. A system according to embodiments may
have a static or dynamic topology. Network(s) 510 may include a secure network such as

30  an enterprise network, an unsecure network such as a wireless open network, or the
Internet. Network(s) 510 may also coordinate communication over other networks such as
PSTN or cellular networks. Network(s) 510 provides communication between the nodes

described herein. By way of example, and not limitation, network(s) 510 may include

wircless media such as acoustic, RF, infrared and other wireless media.
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[ 0051] As di scussed above, nodern comuni cation technol ogi es such as UC
servi ces enable subscribers to utilize a wide range of conputing device and
appl i cat iwo 208p8B3%i ties in conjunction wth comuni cat iPOm/UGSeewi0e&39? Thi s
nmeans, a subscriber may use one or nore devices (e.g. a regular phone, a

smart phone, ut er rt.autonobile console, etc.) to facilitate
comuni cat | 0@541%&%%&% %@loeaags?mwtf eeﬁce%aﬂeah%fél@%%éla%aurces

appl i cat i QpsiaavaLtisRic é%z@teﬁﬁ%hydf‘eVén%oyeﬁqghﬂéFQ%ht & €6rﬂinﬁﬁ§aﬁ‘&{jsystem
comuni cati on nodes may "be enabl ed ient devices 5 11°- 513 are

used to fwith ¢onvatsetigonghinimasgeorst. tlﬁmrﬁucgmom, thamiceygrked emoemehist ween

subscri bers of .th tion system t he .serv 518 may
manage. conureder BC T TR B Bo B YRk T B RaRerb P BRIt T one
for CgrrQﬂhhﬁkyﬁ?ﬁaﬁ@ﬂyuﬂ@@ﬁ@jQWp@@Q@% I nformati on associated with

subscri bers an acilitating communi cations with conversation rights

enf or cenent WSbBI%tQﬁr@dhis assepiated disepsseorngaie antendse e proaidg a bisafagonet e 516) ,

whi ch may I 5 ase server
514. [00 E? gﬂﬁﬁgﬁﬁéﬂ?%6$V%&§8a§ﬁ¥%?%h€%§XBLH$Xse?%ers clients,
| nt er net 1ﬁ@tennsheedprwuhdﬁb&nceamcﬂc;omwnlioclaﬁiagfanﬂe@hmexaﬁquaﬁ@m@gcor ding to

enbodi nents nmay have a static or dynam c top olog Net wor Kk ( 510 may
i ncl ude PPSEHINE SMHEIRSIK @@@Wpagc%lﬁnéﬁ%%ihﬂg ite gmpedipishis s élﬂsta%%éu%a%et wor K

such @S acoﬂighﬁﬂ%ﬁéw&’@@db rlﬁta\ﬂgll&coﬁﬁgﬁrg@oﬂ B&s su dé\’?&e Kﬁ%%’begalﬂq%ﬂf?y al so

coor |nate ni cation over other~networ as P
net wor ks.mavezwoekt(ss)vebdOpaot afd cbesmenationi systtmamd bedlvdeent 1¢dseomqotesessiegcr i bed
ti.on, network(s) 510 na

herein. B of, exanmpl e, not limt i ncl ude
W T ol oss TS Sl ok QS o4 Chapullhg foy Gto UG e R amuaty of

medi a. [O%édesi\(ﬁgﬁm@stﬂﬂﬁtr co%B&fateQHreﬁéduﬁﬁg pﬂfgré&ﬁsrfplg&ﬁeﬂgm‘g%\ﬁ'tﬁ@éxacﬁpm i cations,
data sources, and data distribution systens nay be enployed to inplenent a

connun|camnﬁgm@y@n@miMPchf@ummémgabvmnAhcgMi@nnnmagﬁﬁ@%nmyﬁnwphsknore t he

ol y I ATt LUy T RNl B o bt Rk S Bl oo o

pr ocessesghe (W) 5Gstdnh GenforR ool typecals sti®t el opéraGusSistih 60EsuibrMEed t o .
provide a brief, general description of a suitable conputing environnent in

whi ch entvodiraling sheneperaiienjofphepletierad sualy astthe SfIRH¥AWS ® @pRiating Gystembl ock
aceor di ng v MREEIRER FEROR R R Rey M af ok e b R P SRR G50, T o
basi ¢ corfoughdyadiiPiclud® FREIb MBrdRYineae: SBcains RecPas gregthd modules 606,

20  communication application 622, and rights management module 624.

[0056] Communication application 622 may be part of a service that facilitates
communication through various modalities between client applications, servers, and other
devices. Rights management module 624 may manage and enforce conversation rights
associated with different communication modes and related documents as discussed

25  previously. Rights management module 624 and communication application 622 may be
separate applications or integral modules of a hosted service that provides enhanced
communication services to client applications/devices. This basic configuration is
illustrated in FIG. 6 by those components within dashed line 608.

[0057] Computing device 600 may have additional features or functionality. For

30  example, the computing device 600 may also include additional data storage devices
(removable and/or non-removable) such as, for example, magnetic disks, optical disks, or
tape. Such additional storage is illustrated in FIG. 6 by removable storage 609 and non-

removable storage 610. Computer readable storage media may include volatile and
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managenent server as part of a conmunication system and include at |east
one processing unit 602 and system nenory 604. Conputing device 600 nmay
al so i nclwoeon/gsbisnal ity of processing units that cooperaTAS2M0MECULI Ng
prograns. Dependi ng on the exact configuration and type of conputing
device, the sy fentne ry 04 ma voI tlle éﬁ .as RA non-vol atil e
(such as AN RIC oo n@tese%f rsPRaed dhant meRd Oho.  Syst em

menory GQ&ﬁEMRJ9%$ﬂMmh@&bpﬂﬁﬁnﬁﬁm9%ﬁ&9&§&ﬂmﬁw§kéﬂhﬁQﬁnéﬂkﬁ§&J@mﬁor
control ling the operation of the platform 'such as the (r)

operat|n@HngM§nmﬂgﬂmnnmﬂﬂEQSGEchﬂﬂmxfWmemnmﬁmﬁ@ﬂﬁunUMVMdsh@n@@&ﬁ9 The

oL o e toage b AT AT RS o Bafr B 3SR SRRk fRpLC" U
nmanaggnentommded afidfb stbraOSRk LML CRltiPRotaRplddast R AM, @@wrrgtzpkawar t of
a service that facilitates communication throggh vari ous nodalities between

client appishewnansr oder memsry geknobagdye FDHBOM abgitakvgisetslc dishageMBhor modul e
624 may é’%%%n Qto?%]gﬁl%gﬁl {%’%EJSOCU”E%P& cgt% n?a?ilgt% 1?9to¥¥g5 R ﬁ{helt Sl

connunlca I on previ Ri ght s

rranagerrenhagmdu kterap24icaioek, comtmmhaahecbmmaﬂpbh cat beanecd ?&stmayhmesae@ar at e
applications or integral nodules of a hosted service that prOV|des enhanced
comuni cdffosRadr v}dc\@%wb 6EPG %Q%SSQ%BY CeRPHgHEIYEsEi 608s Anyrush pepapyter

conf ij ur QRR@&R hed
Iine q%?%gggfltgiHﬁé%ﬁ% €§ t§%8$u9¢g%§8§9%§§|tl na%%f%gﬁgbggq%
functlonaﬂmﬂyweﬁqnndmanﬂ@duzmhdlmdnpmbmﬂgmdeuipﬁl@Gmemnyndhsa:MMEhude

addi ti onal a stora e deyj ces (renovahl e and/ or n nov such as,
o exanghei dralgheti coaperble iapdesiecr; Qur Gl T Srdatmfona
storage | eM&%&%hﬁ@P%ﬂdbﬂth@ks@f@Mp&ﬁﬁPM@?ﬁﬁy§k8%@9ﬁm§ﬁ% qmgﬁﬂﬂﬂuk§”0V3b|e
storage 610. Conputer readable storage nmedia may include volatil

andnonvokm@M&éknownmw&bwﬁfmdmeﬂbmﬁﬂ@wmmaﬁwéahbd@élwnplenented in any met hod
or technol og st or age , of. ornatlon such as co

Crst get s onolodsal cBBLARE Rles loBEPAS Ron b T IR b Sincb G A oot
menory 6Qdiow BIAVAN ® RhEh@gent®WARhdihr ABVicEIMBY Althas st & 2gielBdsthotkerkal |
exanples of conputer readabl e storage nedia. Cbnputer readabl e st orage

medi a i ndh@diesribyed compying dnvirprisents dsatadate linkoncel kikprioly atd epsrpaseior y or
ot her ’@é%aﬁ@&@”@)‘tﬁ&ﬁewgg&@?ﬁ%ﬂ ngfutdg oﬁﬁ?ﬁt%fﬁ‘{lé\)mee(ﬁ'tﬁh%X§JBYP) or other

opti cal or age, netrc ca magneti ¢ di sk storage

or other(mmgmmnunmﬁmppm@modgwﬂeeauaﬂmyampohﬁhaﬂwﬁadmumbmﬁmahwaﬁnwbe used to
store the desired,infornatlgn and whi ch can be accessed by, conputing device
600. 2ﬂny %‘H’élﬁuﬁlﬁﬁtﬁfﬁ][ gonnection(s) 616 1s one example of communication media.

Communication media can include therein computer readable instructions, data structures,
program modules, or other data in a modulated data signal, such as a carrier wave or other
transport mechanism, and includes any information delivery media. The term “modulated
data signal” means a signal that has one or more of its characteristics set or changed in
25  such a manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network or direct-
wired connection, and wircless media such as acoustic, RF, infrared and other wircless
media.
[0059] Example embodiments also include methods. These methods can be
30  implemented in any number of ways, including the structures described in this document.
One such way is by machine operations, of devices of the type described in this document.
[0060] Another optional way is for one or more of the individual operations of the

methods to be performed in conjunction with one or more human operators performing
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readabl e storage nedia may be part of conputing device 600. Conputing
devi ce 600 may al so have input device(s) 612 such as keyboard, nouse, pen,
voi ce i npwD 2deMiss®4 t ouch i nput device, and conparabl e POpaIS2aew2@es.
Qut put device(s) 614 such as a display, speakers, printer, and other types

of output devices may al so be in¢cluded. These devices are well known in the
art and né8- S%‘@“%ﬁ“s?ﬂﬁ’?é‘_éranﬁ?dcﬁl%rdﬁ)ﬁtcﬁuﬁ‘&teé‘.wd% olenPi P ce 600
may al so &W%h@rﬁé?ﬂiﬂéﬂh&t%{eﬁ@ﬁn&&@&%ﬁ'o@ﬂr% Rdgakhat allow the device to
communi cate wth other devices 618, such as over a wireless network in a

di stributed WepLEIGg doviratermiogtc, lav dagein farerédesk]000{aedragingr | i nk, and
conpar abl e nechani sns.. Ot her devices 618 may .incl ud 0 t device(s)
Ehat - execIPar Sy A HTEHP o ST SorEh rdiEdy FEBedRTTr PRty Cer ver s,
and c@npPahaPbEingRMhERS] 2GRN Gairh@flcARANRGGEMAR4tThcifith@sintulgpie exanpl e of
comuni cation nmedi a. Conmuni cation nedia can include therein conputer

r eadabl e dopyRyeatiosmeodeglat a structures, program nodul es, or other data in a
nodul at ed da i I carrli V. . n: chani sm
Tra' i not udes B3] PAZLss RIGRAAS st FELA D M6 AL o JELL KATRERRETERD
signal " ratignsapplisatpndbr ébaingh@sn@iy ity coweBatidn figiss thameet @nhvatitm et or
changed in such a manner as to encode information in the signal. By way of
exanpl e, %rffHHE CPW@F%&PFOE@@&%@F%’&?%@ bl GG eQnYSEsatiQ PletPHERR a such

as a\w reg:net . i i T i 1 i h as
coual] o i o A O e At BB TRF UL Mot
al so i ncl2feretm¢chaasmuiibass meddsadd/oc aompenchtypire deomnaded, rspoiallgufither  of

ways, including the st.ruc%@ées descri bﬁg i.n this. docunent.. ?)%ﬁ(? such way is
by machi A89455EF 49, pRTione! e gpregsaiony fae dytgamigadon sioRarafign ¢ /Y @Y ocument .

[ 0060] AnQLInes 2 QRLiON dhelt@Yiol HplyQhe Mife RlqubREreQfictifR b KlduBho@Rer ati ons
of the nmethods to be perfornmed i'n conjunction with one or nore human

oper at or sopgohentsiumbsontn apphethestitieay apbr ke appbicd dedexrmplpacawilingcat ed wi t h
each .ot her, .but each can,.b Iy with a machine that perforns,a tion of
Che g i G b ST PRyt doRs TR Reh D Rl PRbP B8 ceot S00
of managi ng (OVESERAS3pération 7PN hJickiked cE@IMILB inGABcosisd RIthaeepedingg to

enbodi nents. Process 700 may be inplemented as part of a communi cation
syst em t Hienfapplirgtioat(es. sreryntisn&erpeaniimeiag thocaentence of doeRghtPr ocess 700

g1 15 BB A A MIBEE KSR u FERLIGR, R B
conver satthese redtrictions. At operation 740, a request may be received for the license / certificate
20 (e.g. decryption keys) by a participant of the same conversation, which may have received
an invite message from the original client application. According to some embodiments,
the rights management server may confirm that the participant client application is capable
of enforcing the conversation rights and/or is a trusted application, before providing the
license / certificate, which enables the participant client application to exchange messages
25  with the original client application and facilitate the conversation while enforcing the
rights requested by the original client application.

[0064] The operations included in process 700 are for illustration purposes. A
communication service for managing conversation rights may be implemented by similar
processes with fewer or additional steps, as well as in different order of operations using

30  the principles described herein.

[0065] The above specification, examples and data provide a complete description of

the manufacture and use of the composition of the embodiments. Although the subject

matter has been described in language specific to structural features and/or methodological

acts, it is to be understood that the subject matter defined in the appended claims is not
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an existing conversation. The request may pertain to the entire
conversation or a portion of it (e.g. certain nodes, select conponents, or
a defi nedwbDenpasaio4porti on). At operation 720, rel ated eomruseéi0ari7on nodes
and/ or components are deternined especially if the request is for a

portion of the.conversation. . deternlna on 720 i ncl ude
a deci si d}?c%%%fﬂlﬁgﬁmlieét%b‘tﬂ et e ci%rgbeﬁe@e? ?%th?fsthw?% rel at ed
nmodes / GRARRNENY 8ct80&ROMW iR vRRR! disa&%a%s leaéa dﬁl@yoﬁ{seofﬁﬁ ReéncalRg ied (for
exanpl e, recording restrictions nay be applie dlfferent y to voice

conver satdloms anthambpdinentsi | exchanges). [0063] At operation 730, a license
/| certificate may be provided to the requesting client application (e.g.
encryption keys) confirm ng the acceptance of the rights managenent request
and providing the requesting client application with a tool to enforce
those restrictions. At operation 740, a request may be received for the
license /| certificate (e.g. decryption keys) by a participant of the sane
conversation, which may have received an invite nmessage fromthe original
client appllcatlon Accordi ng to sone enbodi nents, the rights nmanagenent
server may confirmthat the participant client application i s capabl e of
enforcing the conversation rights and/or is a trusted application, before
providing the license / certificate, which enables the participant client
application to exchange nessages with the original client application and
facilitate the conversation while enforcing the rights requested by the
original client application. [0064] The operations included in process 700
are for illustration purposes. A comunication service for managi ng
conversation rights may be inplenented by simlar processes with fewer or
additional steps, as well as in different order of operations using the
principles described herein. [0065] The above specification, exanples and
data provide a conpl ete description of the manufacture and use of the
conposition of the enmbodi nents. Although the subject matter has been
described in | anguage specific to structural features and/or nethodol ogi cal
acts, it is to be understood that the subject natter defined in the
appended clains is notnecessarily limted to the specific features or acts
descri bed above. Rather, the specific features and acts descri bed above are
di scl osed as exanple fornms of inplenenting the clains and

enbodi nents. CLAIMS WHAT |S CLAIMED |IS: 1. A nethod to be executed at | east
in part in a conmputing device for inplenmenting conversation rights
managenent, the nethod conpri sing:
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receiving a request for creating a conversation rights based restriction
for a conmuni cation session at a rights managenent server 710; providing a
| i cense twoaormagsssti ng first client application 730; r®C&Us2eng/ 020704 her
request froma second client application for the |icense, the second client
application being invited to parti cigﬁé i.n the conmuni cati on session with
the first client application (740); ﬁﬂﬁoviding the license to the second
client apphiggtisei AMEBsgonse to confirm ng the second client application
is a trusted application and is capable of enforcing the conversation

ri ghts based rlest ri4nicghwdftobe checutmimmlraisiciatpagnn g esgipoimg deddde. fop. The net hod
of claim.l, wherein the |l.icense is at | t one encryption key for use by
Uhe T1 rstMRIPQURE ST RY TEBRIT BB BHY P BB R e cr ypt messages
(360, 5362, 364) exgbadag adeuchidor ARateAREHyERLi i S8S Based resBictibigon®t hod
of claim1, wherein the request for creating conversation rights based
restri cticommunieasionisowtdnat agighisrpaggpmentsaaer ¥ ;one of : before the
conmuni cat i on sessi - 8. Lt I i cation session
240, and wherein t ggvclgﬁlgélrlicaeb%%&% a%%@%@@%%%ﬁ@"%ﬁ@@%@ﬁ?%s applied to at
| east one from a satcadfing anstheatgidlgiromh at deoiooligunapplicatton bedsilednsea record
associ ated with the comruni cation session, and a docunent associated with
the commih¢ ssendplicns appligationbeing gvied HoPRIBEIPRIE &1 e CONMUYEEON SBTN si ng:
receijw ng,: r . - fr 0 of the first application and the
seconlg ag%]lﬁll @gtfﬁggﬁﬁl?%@%gg?%tyht(??)é%ﬁiver sation rights based restriction; and
provi di ng a nodi f i goovidmgnbelitanst toethe egpoed tliory applpdatioain wsponse tofThe et hod
of claiml1, wherein the épnnunication sessi.on §40 is &scal ted.from one of

stored cdRPBRRINGAY serandeicghapplicaion siadrustdvepicitiopAnd isgiapedlpEed

restrictiQf@RgAed &nSersiidlrigeb £ GRKIfONKS 85:5hRRiAA §3siBRPI405d tO the
one of stored content and shared data, from which the comruni cati onh sessi on

240 is escal atZed. 6lheThethodkohddinot, wheagimthi lisshes siahlepsteone snugpigert kon ri ght s

based_.restrictiaon i.s enployed to determne at | east, pne froma s of :
ohetnar - ot ugoBe biy AT 1R ol FRORRIbRn e EORH PG ul bR B 60 et her
the conmmps2c3éd)@Rciamssd AitigSihPesmifuhReiéOsdigon ecor ded, access perni ssions
for at least one froma set of: a recordi ng of thecomrunication session, a
record associ ated wihehngthed ebetpimi cuhdaren theregiesh forgrating deeveraton sgbisci at ed

wth the b%‘é’é’&*i‘é%%ﬁ‘&ﬂ 8r}e§e?\$e%i a2 time point that is one of: before the communication

session 240 is initiated and during the communication session 240, and wherein the

20  conversation rights based restriction is applied to at least one from a set of: a recording of
the communication session, a record associated with the communication session, and a
document associated with the communication session.

4, The method of claim 1, further comprising:

receiving a further request from one of the first application and the second
25  application to modify the conversation rights based restriction; and
providing a modified license to the requesting application.

5. The method of claim 1, wherein the communication session 240 is
escalated from one of stored content and shared data, and the conversation rights based
restriction associated with the communication session 240 is applied to the one of stored

30  content and shared data, from which the communication session 240 is escalated.

6. The method of claim 1, wherein the conversation rights based restriction is
employed to determine at least one from a set of: whether a user is permitted to join the
communication session 240, whether the communication session is permitted to be

recorded, access permissions for at least one from a set of: a recording of the
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7. The nethod of claim1l1l, wherein the conversation rights based restriction
is applied to a docunent associated with the comruni cati on session 240 such
t hat the we=prwmssi9en i s persisted when the docunment is ®CmalsewEd/0ky77a

non- conmuni cati on application including one froma set of: a word

processi ng appl.i cation, spreadsheet appl j cati on, resentation

appl i cat i lgﬂf?éuoaﬁaennn@ %ﬁﬁ?sé%lﬁtﬁﬁ’w“)ofg t@%%’&i‘&?ﬂ“ﬁ@“‘g‘p‘lﬁﬁﬁl%ﬁfl@)ﬁ and an
i mage prQﬁﬁ§§kﬂﬂmﬁﬁﬂh&9@&h9&nx%nn&ﬂ&ﬁﬁﬁ%@&ﬂnpf claim1, wherein the
conmmruni cation session 240 is a nultinodal communication session including

at | east one % om alleanetbdd ofacleoini tevivwermtlm cavewationariglitsleased oastrintiosas i on, a
whi t e- board sion,. a data s

h
st on. i R B L AR I bR TR b B A SR LR RS el

t he cgnveeﬁﬁ&m@ns e WasaHe He&inidne td @Asurfed®f A A cdamuaRetisPpde of the
comuni cation session and applied to all nodes. 9. The method of claiml,

wher ei n_tapelieasionandledingang frgmtasschal eavare praceesinopplintiandaspisadshestom a set
of : "of f aﬁ)Bg%e{tlﬁ)gl?J re’sefnta[ﬂo V%éﬁca’tlonre? §al hﬁg géh%ta{lbrp létslcfﬂ%luhn" gﬁol&%ﬁ Illal

f orward", con

mﬁth readmomhymagspbbocmgmpph&ﬁMﬁtr|butlon restricted to leISIOﬂ"
"distribution restrlcted to departnment”, "do not escalate to conference
"do not record, "alhedurtpet @%‘H%mbhlWherelﬂﬁléfs‘%q{il@%‘nlﬁ%ﬁeﬁkﬂeﬁsﬂ?W(blﬁﬁ reles”

and Hll()' m 1}18’&1 Ebrﬁﬁmﬂfcﬁﬁgﬂ é’e@glbﬂ ﬂwlu at/i‘ea(éi)molﬁaat§ep@f §¥3kE IEbfcnﬂ{umca‘uon

i npl ementing conversation right fhagenment e systemconprising: a
comuni catvideo senmeicaomt ag»dnutedaoamhr[@@sshom atctatmhlatmg nosdiah, amtpphmtomt i ons

bet ween e ints of the system. a rights manag. serv configured to:
provi de agﬁ @%?@ﬁ??&ﬁlﬁsé@‘ltt%eséagﬁ%%eﬁﬂ d‘BSlaHten} S?rsaé‘ "Gleée”? est from

the fir 5tcoﬁ@@ﬁioﬂtrlgzl%ooasé@f%@!rl‘éﬁoﬁ‘1src%‘ﬂi‘ﬂ@§ forfon@ m(ﬁe%?%r%nﬁﬁ'ﬂﬂ@dtfoh sBYsRympt ed
by an invite sent by the first endpoint to the second endpoint 740;

det er mi nemnidfappligsl ts@tlonetieendpoi nt is a trusted endp0|nt and capabl e of

enf or,ci ng convgrsatj,on r equest ed the fir and if so,
orovilde deoryrei on TRTBFEPERAREY VLG e iSpbr e lEPRREEeuRPy ot e
messages ia¢led&xcnkanpesd sézeifmnthbl}eccfrd’r,%riadte sREettbdedgdpBIidS, td not

b 1

forward”, “do not reply”, “company confidential”, “company confidential with read-only

restriction”, “distribution restricted to division”, “distribution restricted to department”,

% ¢

“do not escalate to conference”, “do not record”, “allow persons only”, “restrict to fulltime
20  employees”, and “limited time preservation”.
10. A communication system for implementing conversation rights
management, the system comprising:
a communication server configured to facilitate multi-modal communications
between endpoints of the system;
25 a rights management server configured to:
provide an encryption key to a first endpoint in response to a request from
the first endpoint 730;
receive a request from a second endpoint prompted by an invite sent by the
first endpoint to the second endpoint 740;
30 determine if the second endpoint is a trusted endpoint and capable of
enforcing conversation rights requested by the first endpoint; and
if so, provide decryption information to a second endpoint such

that encrypted messages are exchanged between the first and second endpoints to

facilitate a multi-modal communication session 740; else

18



facilitate a multi-nodal comuni cation session 740; el seprovide an error
nessage to the second endpoi nt preventing the second endpoint fromjoining
t he nul t iwoodeoss3amuni cati on session. 11. The system ofPCtlts2omoH77%her ei n
t he conversation rights information is exchanged between the first
endpoi nt, the second endpoi

and the ri hts manag nt server enploying
Sessi on Description Prot BE‘WF&G(WOT&FF% s€ %@%ﬁe?lar Pife}i‘ﬁlt’élﬁ&%%l nt

attenpting to Js&ioﬂd%ﬁ@pcﬁﬂ’flﬂdm TRRiAL tmm%eaéuceﬂm%@ca%ﬁ séBpapabl e of
conplying with the applied conversation rights is denied access. 12. The

system of clailh 12,T h@fsefstemmftcmmslé)cwhdreandip@omersagonlengbisnnﬁqadattcm 1be a

trusted endpoi n throu uth nt. tion erv 518 of t
omun SR hmeRd be@her e A R B anteRebl Sha 38 el BafuRimshl
i nstruyct ieR%r shplogthgt L6 De@&fpﬂ@ﬁ@@&b&g (sppy@s&&@sﬁd@ Narldi Widrsintal le@dgdin@
mul ti-nodal communi cati on application, the instructions conprising:

provi di ngtlampyiag tq jeinethe audtiprelal eoramupicetion At insapatile pgamplyi@gmvitni cat i on
session qu Ihga%bﬂgxgﬁmk§%ﬁg1938n&9£¥¥&|catlon node, wherein the user is

further ena conversatron rights status for the

conmuni cat i on 1QessiThg; sy@tbmajfmlm 12t whee#t theRecoad enypiintdn dkeymihedtate 4 1 ght s
management server to be enployed for enforcing the speci fied conversation
rights sttasted e@ﬁp‘?lﬁbth{fb%hﬁﬁih@%lqa@ﬁn §¥ §§m§hsem9 S18 ehHicrrgmanmi¢ilicfle nessage
to aqgth%glggpnunlcatlon application including the at | east one encryption
key 740; and upon receiving a successful acceptance nessage fromthe other
connunication]dpplutaMmpmﬁrﬁmdﬂﬂemangﬂ@kmh&n@mmnunnmabmnnmséﬂ&nﬁmiby
exchangigg nessa es encry ast _one encryption ey 740. 14.

gtb{ﬁd Wi t at
The conput'@FEiéd BB?réatWé‘dF 1Bfoug &lI?H Ezmo EBMHMCAROLHNGH Patlion sessi on

240 i s hegh@dniclofs REGristdy: Peer comuni cation system and wherein a portion
of applicable conversation rights are disabled based on capabilities of
partici pating endpdiravidingeSisciingr@oerhil @rennabladtabbetone@mm @rmmlluacaﬂonz

T it TRk e O B 00 D S s AT SBeblst s on of

t he comupispetiflytone&Satn réghds stasl fcﬁ&ﬁ@@drﬁhﬁﬁicﬁﬂinasessmn
obtaining at least one encryption key from a rights management server to
be employed for enforcing the specified conversation rights status on the communication
session 730;

20 sending an invite message to another communication application including

the at least one encryption key 740; and

upon receiving a successful acceptance message from the other
communication application, facilitating the communication session by exchanging
messages encrypted with the at least one encryption key 740.

25 14. The computer-readable medium of claim 12, wherein the communication
session 240 is held in a peer-to-peer communication system, and wherein a portion of
applicable conversation rights are disabled based on capabilities of participating endpoints.

15. The computer-readable medium of claim 12, wherein with each applied
conversation right, a schema is defined introducing applicable communication modes,

30  physical endpoints, duration of the communication session 240, and associated data.
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