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METHODS AND APPARATUS PROVI DI NG AN Al RBORNE E- ENABLED
ARCHI TECTURE AS A SYSTEM OF SYSTEMS CROSS REFERENCE
TO RELATED APPLI CATI ONS.[ 0001] This application clains
the benefit of U S. Provisional Application No.

60/ 741,819, filed Decenber 2, 2005, and U.S.

Provi siNapelioAP ANERAPPR RIS BRORATRS: AN ABGORRECH

6, 2006. BACKGROUND OF THE I NVENTI ON [ 0002] This

i nvent EeBNASILA> A RGHIAEATURE & Sah S SAM d8s 5 i 8 TEMN
nore 5 specifically, to nethods and apparatus that

i nclude an architectural inplenentation for providing

croSS iR CE T B AR L A TIONS oy P Curar - o
e Enabl ed environnent is defined which accompdates a

" syst e['t'd)BOP]f ?Mﬁtaﬁﬂﬁcau‘bh%\l‘élﬂfs thdBenekie 3F U SPisEdhal Appllcatxon No.
ul ti bring value to airlines, including, one

60/741n®¥% fdéd ;Delcanb@r 2.l 2%t andtl. §nBeovisionakemdistdeny No. 60/779 760, filed
gers, airline engineering, airline maintenance
Nhnm&géﬁg'ions, and flight 10 crew training. [0003]
Et hernet based networking and w rel ess technol ogi es
BACKGROURES OFETHE INWBNTION0es, of fices, public places,
and even airplanes. In recent years, aircraft

install ati ons have incorporated a nunber of Ethernet
t echnol0882kesThis Heventiant elatas ogeneralbn toreieplpmgedesign, and more

es .of, such aircr t al nclude 1
specifigG s giies A Apssh i ksl 2 e B, Bt rp Bl o providing
an e-Eh&bl8d PRAFdnm et Fdr%‘lmé“é?&ﬁﬁoﬂsV iR IR ELAitidrfd opbhtics€ I8 particular, an

connecti ons fromair pl anes to alr port sto connect
e-Enaled howwinmnmrdcﬁnecb whiieh ascvemmandates kas |‘systenesl ef systemS” view of the

e B T SO E e R ol e o i, i

attend&ﬁt!i %&%§n1c§ %‘élﬁ’s%ﬁéér? Nrlink @H@ﬁ@&ﬁi hl?h&oﬂﬁi‘ﬁ%ﬁh& é;ﬁrzﬁrons and ﬂlght
|g ht data recorders) to portabfe airline devices for

crewtr:immgoadl ng data, on-board network file servers
managi ng Et hernet networks and providing 20 shared

and usuoDH EEErHE bas BTk B aRE S ITIGR SRR Rgave become
commbﬁ’gﬁt RShed, ' 6@ictd oﬂ?dhcai:ﬂae&' C‘ﬁldc@%u%ﬁ'ﬁlﬁnésoooﬂﬂ recent’ Jears, aircraft

Nunmerous I'ndustfy foruns afe devel opi hg specificati
installatiohs shawa dacatporatedr a aiumtdreafaf Ethemnat It@hncﬂbgles nethd@seath information

erfGESE KGR oS eene (e g AT
conne®{¢ %?ﬁss@ﬁ f_l%@f!se{oo oft Nn@fHet g% eﬁ%ﬁflé sdtellif hgnwglﬁfg‘e'gé‘bonnectmns

mar ket ['enment ati on an ynent c
from aﬂmtamemtmmmmtatto egnieichen-bedrd nefwdhks Rﬂﬂﬂlribm@&ks wireless delivery of
PCT/ US2006/ 045593 ..t.echnol 0 % es on airpl anes has not

mov1eoqﬂn§,en6é%rpni bpard in |ﬂd¥ht qpéexz ent sryagg)édylg, a)anfpﬁg network, wireless
conneGRIMEBor ShccHic components (e.g., flight data recorders) to portable airline devices for

downloading data, on-board network file servers managing Ethernet networks and providing
shared resources which host airline developed applications, and use of Ethernet-derived networks

for connecting together traditional avionics computers

[0004] Numerous industry forums are developing specifications and standards
for aircraft installed Ethernet based networking and wireless components (e.g., ARINC 763,
ARINC 664). These standards leverage off of the products being developed in non-aircraft

commercial markets. The implementation and deployment challenge for incorporating Ethernet
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derived conponents for the aircraft environnent and in
ensuring conponent and network conpatibility, but has
al so been in defining a holistic end-to-end strategy
&ﬁr 4ntegrati ng the features that bring value to
PSS 5 [ 0005] Traditional avionics (e.g.RCTUS2¢MG4045593
managenent conputers, air data systens, inertial data
technologies lemai,rplﬁm?sgia:] noki anda;cbe&lném eanfigpiihg(esg., mg'gegﬂmingjené(commercially-
. i spl ays ight .control. conputers, and mai nt enanc
cerivec B dhERts o 408 B ESOroP BRI Hetilae Compogy Bismetvork
compatiili§N but N&i 184 been! MCdefielfhgCe ABlic A dielestV i fRegy for integrating the
peri pheral sensors and/or actuators, operatiig
features that fring valugrig aighessi cati on software. OQther airplane
systens, such as the in-flight entertai nment system
10 el ni api dr ' .
R L e e
systems, yinentink dita\systeingi flight diventers/aatopiats,cRigh O@R6disfiaysh flaght control

hese al rpl ane systens s ijnstalled opto the airplane .,
compuifis 4pd, Bapleray SRmpAES) RV o3 dryeiopes o docidep o sFsietns which
typicalyPiRElade comnetingeeddWdre,, peliph@hll seBdtR ARdrBNhctEAGMUbRrating systems,
systens _optimze aircraft flight profjles and reduced
and appliqagipn §pfiwarea Othen igpiane sypiems)| sueh @p thecindflighfcontertainmegt system,
) p N
oS 56 SRR NS 3 Ll onos, e e
system$ bavesinailar charhdtenisticslat a f or subsequent anal ysis, and
reduce mai ntenance costs. In-flight entertainnent

syste e a [.00Q7 I se.
syst e@(}gﬁr ‘r%%%} y %g%n{era\iavlg %ﬁg%gﬁ‘%gd“%%@lﬁ ioP{é’D@%?@ I%Qdus to the
value th&ﬁﬂbpieﬁdetnbyhef gifline @pekatdat For exhﬁpfeaﬂiglﬁt in@nageinest computelé %ystems
. .on-board. air ne sysieng., Each airp e systemis (
optimig e Bisbb PIBI Ao perd P rcrk e f FRaH soen Sytpbiepinorease
controll $re@4104 aRd 'IRRESLRETE welphhddabtidns! YMaf2HadcBs§8HMmb Yrack on-board
ypically, these systens are connected via Irndustry

failures; t coblaetr dater fqsr eybsequentr pnalysis omnd meduge reinteaange, cospy NGn-flight

9 data busses, and ARI NC 485
enteﬂa@é%g@%@g@%?&%ﬁ%@?@% Wring is sometinmes

consi dered a systemunto itself, this is nore
- gener §1007] r dlllahesd systems trgreptly some withideBnednelquitesnents and defined

. susgeptibility to mage; or . undesi rahl e . .
physicd] B ARt P (BT B SafEBe Pl Faplpiplane system is
designé@iNd b RélRilely FORtedafrém Caléresybteins 2y Qinsird Gobudthess tavkildbdlity, and
) _between_t he hardware and applications, sonetines,
integrity e f Bypicaly+ Botessyaierma arh Fenmesied vimindgamvetiandagyer proprietary/custom

L .
T B B BRI 2% USRI PRI ] adefbusscs,
While thieiwairing ispdoaretiney sonsideredan sysiegrunié itskdf, shis ist mofesgeaerally related to

managenent ..does not.. |y to Ethernet .based net works. .
the phsFar a8 ay 15 pcemiiice FhBihes P mhdHeirtic efARRiaeRgic BlefRrence in
the airér@ft @hwifsienenBO THO deth chMtentOedvesRigliht nEtwoks Hoiwestbthe Gardware and

transference Petvveen onputers has led to the

applicafaRt, AOBLIeSIRICHRE 1@ abialt iniritase mpaRaemed viag gencra scheduled and

| ; i he -2 WO
ly e A AR S Bt

[0008] This airplane systems paradigm of data interface management does not
apply to Ethernet based networks. The use of the open systems interconnection (OSI) reference
model for conceptualizing information transference between computers has led to the

decomposition and isolation of the physical, data link, network, and transport layers of the
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protocol stack fromthe session, presentation, and
application |layers. This has led to the devel opnent
of the Et hernet based network itself as a system

vﬂ%ﬂ% m common i nformation delivery servi p m§ﬁ06/045593
er systerrs via switches, routers, and w reless

n on By extensi on Et.her et se ers al.s
protocg]cREkGARGRr e, S25tioR: HeIOSER Ao AR SRBUCHtioB, WOTR: Dk iy Jod to the
developRBINDE th@EtHeﬁey biseR nRMI A itSEHHPA sﬁm%rbn&n@%nﬁ%%fmanon

torage platforns to systens with software
delivery pmviceetou ather syst@ms, Wi SDHSIER) memmj:wrrelm denEiipGIN By extension,
0009 e.as ect r
Eiternp 08t il RS ERRECA panf 1R PRictoc bt S SyleRl a0 they
prowdaﬁbﬂihhecdiﬂputﬁgtaﬁd\laata Bmfhgb platforidto GYWerm with vaftware applications.
interface nodule (NIM. The EGM conprises an Ethernet

o nd is configured to provide
BREMN%@WCOHHGCH on to the network
architecture for a plurality of open data 10 network

devi ceg009T hén bhdvhdpsctC & Aétwatk fbhiteCtuby ﬂh"lﬁﬁlcﬁﬁniaﬁéﬂ A £4dehicle is
data network and conprises an_ Ethernet swtch,

provided, tha inclusles aa Bfheraciagateveyt mpduler RGH Hnd e netwinr mﬁerfaf«e module

(NIM)C .
(N0 9 K s R e BRI o
an open dhtatetivarb (ODPe manneommnodhmmlwgdnardntecmrd fioe a phinality ef open data

h r conf i.gur to terf e IDN.to .
network eyt T N3P Roiied o P AR iR 1S ot int S cimarises an
Ethernét dwiih, d'bufedgidi @%htévaayﬁe&te;r NTHeeEtHéth@switch isl&onBgitred @@ tdhnect a

fromthe ODN nma passedthrouhtotheIDNand
pluraligynfi sesuret devinse rt‘ataPolﬁf’lﬁtﬁ‘él data Retwerk @RNYf the fecupe dpwipes related to
operau\ﬁh Andl iﬂﬁv@&fdﬂr F5thé ev}éfuﬁlgs ﬂﬁr}H&&tE gggﬁég t(pi\ﬁ erfdd€ the IDN to the
gateway/Touter provides networ ess an protoco
open dataansmnk comnergorsand eomptisee alpBdket ﬁlta‘lmﬁmcmmwrﬂetmndmtvmw if

any, o 50 o, O R B 308 iy b B I B bl o Spftion ana

navigafi€) be Bt vebitld 9ia e Reditds\@vices edtine@tsd itd tHEDN DN HRNehtdwtairouter
related to operation and 20 navigation of the

ProvidesenTi 208 #ck IBTOROLCFEARSIRR forgoRRRet ioNIDN toce 5w ommon data
network Faséoofted with Jgﬁfcilogpehﬁfm.n did a@&ﬁ‘@&ﬁt:egﬁg Loftfigured to

a conputer architecture iIs provi e . The net
providé megreghtion éoh#qeg unetwagk adeviggshisr the tiDwand DN relatadh de operation and

. external VICStO an I sol ta network (I1DN),
navigafis 7O v, 58 RebRp B BF I BRAET on™wi thin & 17 st
router to connect external devices to an open data
net wo (60 10PDE) an(pthﬂvasﬂwngi method fds &Evaﬁﬂigmmndlts of a computer

.. protocol trans gat [ nnect t | DN
architote, 5 oo o it bR RO Holbagiet SHHE: spRonnect
externdl tdeVikds! t8@ndscifed Beta BERHRHNED Vﬁtﬂjﬁﬂlg cﬁeﬁﬁfeﬁﬁg function within a

router. [0011] In still anot er aspect, an_airplane

first rquéar\{e raenBace 1§ lﬂeecnet%%ome@t@ mgvork (PN provigling network
t t
s 1Pkt Bl B0 JRKAEPS, ol PV ol pranon cu

networkhandvhaviagiogthe @BY mlnziﬁg laseqoad Etheintet switah andrarsecsind router,
external devices to 30 an isolated data network (1DN);

10Ul OTR Ll hiindt BRI Sh obiblabé bl HORAARe ti%rovided tha
comprises a plurality of avionics devices, an Ethernet gateway module (EGM), and a network
interface module (NIM). The NIM comprises an Ethernet switch to connect external devices to

an isolated data network (JDN), a router comprising a packet filtering function to connect the

-3-



10

15

20

25

WO 2007/ 117285 PCT/ US2006/ 045593 |IDN to an open data
network (ODN) managed by the EGM and a gateway/router
providing network address and protocol translation to

FERRE A con  The i ncl udes an & hornet EGPESINMESS

router for manain the ODN, and _at |east a portion
IDN tefan cpen éittﬁélleﬁ&fP Newanaged by HkreBGM and waeway/touten providing
netwo&f ad'ijﬁﬁs ot Bsfbh tPcoAns @ e Sfdf\l & a s&:ﬁ?et aviohic oéommon data
Ioni cs tmor Service requlrenen avi oni ¢S devi ce
nctwonks((ilDN)l rhe B@duncledmrﬁnﬂthmmﬂ swuclnmctmutéeforcmanagmg the ODN, and

oA B I LS ST, s o

sausfybet llea@tn ofté ¢l afenRe %egmy Nbrvite ré bbbt U aQioRS Odevite €folation
e- Enabl ement of airline operations. [0013] Figure

requlrgnqngg, andvirmicsdiesige availabilitpsrequiremestsf unctional ity of a
network 10 interface nodul e and an Et hernet gateway

DR O & DRI ol o o The 1 WVENT! O

[0014] The net hods and apparatus herein described
i ncl ude0kR} diigwe r bl iane diEgrhmr ilbistriginge dothe tano pirplanes tagdn ground

e S o B PR 0B AR, 200

bandwi dt h connectivity, flexibility, and enable the 15
handl i[ﬁ@lﬁf H1g.u'gez Guanblotk dingmin aﬂihgh‘hﬁxig cﬂiaIc&omm @fita network

As descri in, the tradi ane, ..
inertalS OGRS 43Ty 1 (HOPREl A SE B PSS LR By Broviding an e-Enabled
envm@,%ﬂtpheral s, and secure networks are connected to the
EbNS. As such t he EbNS descri bed herein is sonetines
referred to as a S tem of S sterrs that provide an
DETAJLED DRSCRIBRL Ni ne operations. [0015]
The effective depl oyment of an e- Enabl ed envi ronnent

for aijphise Th%om%%@%hd) %ﬁpﬁﬂ@s weﬂi aesenbed include an on-airplane
comer ci al -transport cl ass of ﬁhane utilizes a

Ethemgibpsed nefworo sisstetie KEbl‘@S) miudmgrthq emﬁlphaswqélaaﬁ @vireless network
and iffaRMnit %c%niﬂr @ﬁi an%Etﬁ’M b?ht SYifid dble the

€ va envi ron ovT des.
handhEg Eﬂakgcl qugntitizs Wf idigltabdhtmammm As désetibed hnrem, thb ¢raditional airplane

f | ect f
T A aETEALE R ORI NI

the Ebt\*se A R I8e BBNS Webdribédhérein i@ §orhdidies eéieﬁ&d RNsG system of systems
i nformation to provi de val uabl e user services. 25

that prpvida &) e-Esatled enyatongentder sidine ppareiignsexi sti ng ai r pl ane
systens, the Ethernet- based Network System i ntroduced
above, upg I u t
i1 1001 PR GpRpie BF 6. EaEE Sy ESTnah BF airtine
operations encbwuhmpms@nmg:cladmm@mt slass ofsgigpdane, utiizeschn rrmpalrf@r congidering

both tr\zli\ﬁtitz)gaq o 11%3@ %E%TJDH%Q 919\41 gés%e%?sgbemg provided to leverage the value that

the e-Enabled environment provides. E-Enabling as utilized herein, refers to as the delivery of

electronic information using one or more of a communication backbone, network technology,

and the storage and utilization of that electronic information to provide valuable user services.

[0016] As further described below, existing airplane systems, the Ethernet-
based Network System introduced above, and ground tools and supporting processes at an airline

are actually building blocks of a broader, more encompassing, or holistic system, which spans
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t he above descri bed narrower systens. This results in
a systens of systens concept which appears as
busi ness information flows through these buil ding
vided by the narrower systens, bringi
vaégﬁﬁﬁéﬁg | evel of value to airlines. Mre pCY/u3Z00cilssos
specifically, Ethernet-based Network Systens woul d
the abps deferibasy maFromeer isyseras-| ddisonsswlisrip| apistemsaefl systams concept which

opf USSR Sy 00 ok e B0 W FBOLY B g e

systemd cbringitipdn atlditional lowvel W valme o airditesd, Mops specifivally,, Etharnet-based

eSS w0 5 A2 ) s 2L s e i

value inhﬁldd&’t tﬁelﬁé%’l\}eﬁcm&b‘r 1ah@ afRbgRFBAPRRE r@pSétecHW thé Fighte§ Bescribed
closely cougl ed with the airline ground-

below,rf@iw&p@ﬂ@e Josexample aaithasostied k@ﬁpmmbaaawmalcﬂma current in the

e B S 0 LA (A SR e

is mora itosely chapled Withethe rirlideogrotrueside Eamtdnmbeeyysnemoamam the @verhead
SUCCE fult%tutlllzedln ne an

cost Dgli?é{ teny a:gmey %gepnstwféﬁ‘gg NRIo Seals g:ﬁl éen get reconﬁgured is

reduced U&Cr@ﬁ:‘éfa%w Ewevbe fHhe e-ERabled bivirchMEMRAD Mei sBEefullyRilized in
data flow on and off an ai rpl ane nust be successful.

airline sandsaiveraft apepations, adr oy auush shsl BoNS: desien et weegssful, but the more

ot LRI G 5 O ad YRR p A s TS, A0 G,
airbortiehs-Emabledaarghiectutal implamentatiorbmdcessarily ad{@sses hn linteraded vsage of the

e- Enabl ed envi ronpgent.,. an st em.t hat uIt| tely
systous o PSS Tt SHAR LR SRAE SHORIE AR THiiag wrrent
system al so i ncludes an airline process for recei ving
dat a el esn fanO8Bnbisled eft@iréhnsdnf Phrye kFstdr® . that ultimately refreshes
ppesen), data handling and storaé?e at the airlin

nawgamaé Katadn theffighti saagement system alie dpcingles A aighine pracrss for receiving
)

e oo ot IR TRARHRE] (0L APUE B8 a0 gy e s

wirelessdradsinisgjor of the deaty the ainplate (.6 maraesupmowwbwgnbsscmmerk) any

.he d aarossth SeCUIt e .
aternaig, b Ghs oF PR il e for' Hopte oDnBlepb e faitres,
moven@dnt bhhe R@NRsS therEHNG] ReduRigy ﬁﬂlﬁn&gﬂﬁd cﬁuhaﬁata thﬁ)lé 111i blﬁrage or in

alrplane u5|ngthe data waiting on rage

transit iR velRement phihg Mechapiciinhanging tlwovﬁﬁurwg Oglﬂ?q e using the data
wamng B & RRRY, hia@&e & ﬁetaﬁslaw 'aﬁd mpmm?%@r th® ait ¥ en ?iﬂeer that started this
uccessful conpletionh. [0 Any system that nore
processtmﬁynemapﬂsﬁlécomplmma coI I ected by the on board 25
mai nt enance Syst emw th an airline ground-side
mal nt &%%&%dr@?ﬂo 5?@ s &’a? EQected bg the on board
retai |ng (vs verwiting on th e arp
maintetieyle Bysent with amiairfmsy ground—mﬂemrﬂme@ssypwnnalso mludas K@;CICS for

.subset of I, ROr Vi Ci Si an to insta
rtaini§h 03, pvre S B oot Ao R el Bl aoges poins
at a kelp'stio¥et &f/ai@brts ﬁl@ifﬁrhfdédzlﬁﬁn fFinsthle m&lﬁﬁ basddabru/ibantb codthitifications
data on/o f t he  airpl ane, gy%ar al ternate rocesses faor

systemsh g Prier] §f Fansmisting meinienare-Aag varals qibes flefangn/off the airplane, any
auemagg@ge%ggea%w Ifeaiowﬁg%ﬁe dabPor 187 hRANRS Edrshreht/deffork failures,

or 1 ting 1nto the ground-side nmaintenance
re-formgtanguﬂ thadata a@smgmumg tinto &fe greundesidsi ihaintendnss sysiteoh, and asségnment

ot e i 5 S YOPe T B O B S n o

data is flowing across the ﬂcet.
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-5 WD 2007/117285 PCT/ US2006/ 045593 [0019] Any system
that deploys digital flight operations or maintenance
manual s onto airplanes for use by pilots and nechanics

[ udes processes for receiving origi
@g@?’gﬁﬁgontent fromthe airpl ane manuf act urge'i‘mpggqngsws
and processes that allowthe airline to nodify this
cont efR01Ph Hay comsisms thaht deplays digielr flightroperations or maintenance

i f i o i ' -
manual§ S bthes 't ) SEBIONT b ool dhso”lao Ol BRI for receivng
originabdigitél?:@o?@nn:ﬁmﬁ 'rtlglwri@ldne maatfictuestStiools f.euml: Em:essés th@tl dllowshe airline
ata files, wireless trapnsnission of the digital, data _ .
to m"dﬂ% tp,gonignf Fﬂ berfonsistens Witheaeir ppgrations. selegiqn ‘% é‘g‘”ﬂ’ﬁ g %3“3 cockpit or

mecharfi® QbAGSs o0%sPRyiRe LA EdASH, LRRINGE %6 RbvillAE cBhfifrRfon #d version
mechani ¢, and/or a pilot), any uni'que seécurity and

controlitntlege datg filesqwirelessetransmission ofithe digitad dain te tietadplane.cnprocess for

0 i.shi nq. | al. e full t
instal e 58 Sor e (P CHTRcr it it incBl ot Bihenty v Uos, any
unique\smuhtk i mdal(ijtegﬂtgi reyuiremert I silforilﬁs %gg gﬁmnénA t,faBl pricess fb?i:lt:omp]ishing
., make at a_unavaj | ahl e. ain, successfu
partial @@ﬁ%bﬂﬁ 4ata gplogs O these B8 s ikt ADRESS o Working arotnd on-board
equipnfeR{ Bltred bt hitel the'@AiRhkahillibe, OPET at i ons envi r onment.
requires a system of systens nodel for understanding
and addressi ng the on-airplane and_ off-airplane ]
aspec{®28F Apgain; Fpecssabitlt deploymens of)mpgerdinableth sgnvirgnment in a

b, ) . .
comme3 kB b Rhe oPRAGHENGAL A SEaiRE b SR W el fidtcl for
understahding andeatigessing shet dnenivpéene raed off-ditpkane bspeets o Heritripieahentation. A

. Syst of tens . con t ich is reflected in.t .
oo A e SRAEBh ot Sl ek e, o
provide &b eglirRiikntOVhick? FecbiiigdsBd nktasast tNehbuve e bb@ §ystem of systems

Specifically, the sub-networks that have been_sel ecte

concept, gyhick isereftacked inibe parapassip seleqied fof thooharpia depaiibed embodiment of
an E&&Hét%ﬁlﬁéwger%t g chigz's}}lg,nthé SapLh&teronkl rtﬂ%'h‘é@fgbeen selected for

across t l e to systens hosted on
the EbNS read iBreoooestisitn 61 therdtlser cartsbatdheetiverks) the ebm@ibn services provided

e ncy prayvjded within the EDNS to support th
scross {5 N e istle 15 ool 35 e onrem e BRE s apphe tevets of
redundintlySpraviéd #ahinPthe \BbMSStoastippaty tHeOlylRné sysbetts fhacdel haBBXS. In
successful utilization by the systens that use the

combinalings this @ppreschrprgyides ap enyirgnmens dhat &cilitates pugsessyl pElizagen by the
Systemg ﬁﬁfgggqyﬁg@gcr I bed system of systens concept and

I nc es an exenplary infrastructure 10, nore
specifically, a functional 25 illustration of an
ai r pl &1 hnHigyreolirigl ai fnnetional Wusteation (afi the abever despriledi system of

systemf Roficebl Ak AR bl SREAbey! REraRlubiokd) 70 b8 ebifically, a functional
oo 1 Do B e e et
for airl@iaror QPR dRTetHans 100 RR IS Bl IS h vl 6 cxample,

groundtBasédRfrasiRRfilid RRTEUBSIraNE pfdesdel, BRANEILEISNREDR] codb@flcate data to
.hetwork, and the ah‘%{)l ane systens. 30

0022
the airpigne,t angnen’ furthey descd Bﬁlewi@ni%b%ﬁkgt@[gﬂea-bﬁgeg JAegork, and the
airplanegyst&&r}surrer s 12,

[0022] Functional infrastructure 10 includes data providers and consumers 12,
airline infrastructure 14, airplane connectivity 16, airplane architecture 18, airplane systems 20,
and airplane new features 22, Data providers 12 identifies the traditional providers of software
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airline infrastructure 14, airplane connectivity 16,
airplane architecture 18, airplane systens 20, and
ai rpl ane new features 22. Data providers 12 identifies

YRG0 per) Usz006/ 045503 and data Lo aloTGRsSSS

for use on-board airplanes. These providers include
and datatte airimasftaruseogrboandfairplanesy dehest prowiders dnciydedhs manufacturers of on-

irc t. uf act ur d thi parti.es under
v b Bl LA TIRY SREH Bl @0 BB e i St 0 e
airline & prdpide sefvicdat @np exanple of data prodifed bpraQiataistbvider 125is thesoftware
sof twar e data,beinig delivered to the airline, for )
data beé%ﬁ%@@{fed&g) e it 104 S¥EPRIFUIL EdPE ad manyfachieers.hed den being
NASEE @HSF’th ji £ ! fubiupe dased on its
manag?%??ast r u?:t ur eg%gﬂd[l%g%d?ﬁﬁ lEAlé'lr [ I‘?lielkl nt r4gst ructure 14
identifies the role of the airline in managi ngnthe

sof t wd@@3pr dvitline infragtrapgurg 16 identifies the tole gfithe ahBng ipl mansging the
| rtai .1 0. .

softwaleip @l bf Gt brdFiiy Y4 Bk BRI &t 8 Widein FURMAID o da 1o
custontizer system) behaviom(e@y sonfiguring gilohdisplsy fomtats@riu @hstomhizingecharts and

aﬁonsligft ent with airline gract ifges or formtf%e. % :
manualste by consistent wih, airlige REASUCHS or1iGrmals (HRy MSHOY fRpanese language or
customwgg?gogﬁmesb_oozq Airpl ane connectivity 16 refers to

the nmethods for delivering the above described

software and data content to an airplane. Traditional

ACARS (641 pitpiase comnshitiiy Lexrefom o theapehads for datiyering the above

. j S ' f ; I angikibs Hamdneda i
descnﬂag&ng%f%"&&%féga%igg? %dnt%eﬁlgstgi ?%I a ea,’ntedue tohi&;ldsigﬁ@rﬁsggb @Alrhne
Commbaginationsl tAddesssing eddaRépoeting $ysteim)ds vseful Theirsfsmiting ACARSd amount

5.50.i$ _no fficient.for .novi l.arge .anmount,s, of
of cata ¢t sitglontt oyt s St v R A B RS TR Tocprep ACARS
50 is nidt efficikas fomMnichRSiarge QRidAAL 0f idhtd, tAh Arpl@ertbomindli wisldsh €ystem 52,
.. airplane is on the ground, provides . high bandw dth .
which proyifes;virgless copnegiiyity topipads pibgethe, airplaneys opghe ground, provides

high béﬁﬁﬁéthi&aﬁsﬁiéﬁ&ﬁi%r Aka RS AN BB thBigB1aRAN Sk‘ﬂéa?%ﬁtels%stem 56 provides

connectivity / e_the qlrcrgft I en-rout e. _
high bauitivitthosonngetivitynwhilenthe airopaft isren-newé.c snuasiditioni airlines sy have

ntrol _.di j -por t co S
e F b byl K s a5 ROHERR SR Bl s
to the gidplades whiiesthe MCHs 64 cad bepleysidally oo wirelekstyl commetibé to the on-board
on-board Ethernet network. [0025] Airplane
Etherngfnelyyqtkct ur e 18 addresses the airpl ane networ ki ng
architecture and reflects the nmethods for delivering
sof t wvgo@ 53N hiffddne ar¢hitadtwdi ISPARIRG sesURS hitlask Ssdivbi@iglarchitecture

and ata content being primarily received by a core

and refigats ke metigds feredeliyerin o1 apcriplang Pplinked software and
data c&?énm&hg ﬁﬁ&u\éﬁf ed%gltaaco,%é Hét@%ﬁﬁjﬁ] dTlﬁeetl,o?é:ﬁét%Erk 40 includes both
g, a al so provides Et

process , er net networ
netwonkeasavgssnion dataviterhgesanidt seleeBveaprgcessing casl, alddiplovidies Ethernet network

sof twar.e and .data js ulti e i ssen nat e . .
managRegt) Jafh, SRS & Forbed i BAEhY o U SEVAR 5, e g vitimately
dissermiyatdde 6 varishsi confiputedd)t incleding) fai evipiple, (dvidnicss yystetnyband in-flight

utilizing one of the ill usttrﬁ]teq ai rpcl ape connectivity
enteﬂag&qn{)r{ ‘E) systems, utilizing one of the Ulustrated airplane connectivity options,

including, but not limited to, ACARS 50, wireless terminals 52, a maintenance control display

54, aircraft manufacturers data services 56, and entertainment content 58.
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including, but not Iimted to, ACARS 50, wireless
termnals 52, a maintenance control display 30 54,
aircraft nmanufacturers data services 56, and

"%@%@ haaent content 58. -7 WD 2007/117285
3@6%6/ 045593 [0026] A rplane systens oBCT 000 s

vari o syste that utiliz he data, for exanple,

avi oniLf 6 o,mgﬁiaﬂswa&tﬁ%ﬂpdnﬁv%mn%a@yﬁgm that Nﬁ?%ﬂle data, for

NtaQiohRl NGE ' &2, 3N i Offhi
crampfe) 4FIonfts 1t e ALHAE 02, S AGH Sobimiginf 45 Bftntenanc
systema\6p rslataleadsysteasd8 2andplatioussiplege pointers 76n t he systens

which utilize the 5 software and data, as opposed to

the o rch: S : -
e o0} MR 5L ISR 88l s TR B i e
softwarh ?ﬂldlatgasz(ajs dﬂpbgaf:ltto t%smgmwmfnpntegsﬁ?anﬁzllvaag _CI‘hésEF steleinclude, for
ata l.oad system68 is utilized for |oading the
empgep#twﬁ%c HEBOEHEYS: Ry mapagement gpire AR Ik hiThe defa load
systerrﬁdfiﬂ R diied AorAYadifiMheaditWaRnd&lal fto ekl & rt}l%?si iethin an

_ of conputing hardware, peripherals, software,
airplanget fosystem, hast usedniroein, reprosents @ $e0 0 Sjomyiutipg shassiwacay peripherals,

e rovi des mmary and identification of
soﬁwa%c&i‘é&@%ﬁ?ﬁ%g@t@%g%%egﬁg%ﬂwm one enbodi nment of the
present invention. Particularly, new features 22
i ncl uded28hn Adiplaue aew fedtired) 22 provides e sumhmaryeamsicitientification of new
data .content, wreless connectivity, . an Et net
feaurel A1 pei6ER 1 sng SEPOIEHTL AR P IngEi o gl lptew features 22
includdsNgrl Widgignd QAICHN RSerhfta tthéR)eckeniél IataOxRkknt,! WirélddsCconnectivity, and

Ethemﬁtdaquv agstgggwe iy e:ug ﬁggﬁb%? Mbl i ni%%envizé g]og”f;lgﬁ fqawéqf orségag mlbg deployed
to take%kré#@é%?.‘iﬁc %Pﬁhﬁm@ Withrdhtnefit, ‘P&*Ex&ng%%%g{%(g l@gagéréi e-documents

W reléss in- ght “entert al nnent al rport
84, wirckess maihtearncedivels lsughead 20cabinhleghmiok @6, eidswirelpss, indlighd rentertainment

l.ectronic mm, and charts. 8 nd el ectronic.pil ot
88. DS pirbot B RO Aol dedio By (DR g SRRl and charss
82, anB&Menesd. pilod anddehibiefince tiuals q8{dooithehts 84) are also provided. In
.. 1 ogbook/ cabi n-1 ogbook 86 is used for reporting )
addltloangls igpiEome iqghefégcaawdos'aﬂok 86 4% 35 fprgreRrting Ap-doard failures and for

capmriﬂksrﬂ bhiks O Spostiond. N eme e Ogh ent! BR E%Réﬁ%oﬁrﬁm é—fb%book is
e-1 ogbook | 20 autonmatically and wrelessly

automaticallysaridt wisslessty trangmitted tb Hgrount-basedregeiverffor usgdy theairline.
airline. [0029] Further, the enbodi ment provides for
Wi rel 0 I VRLY . hani angd. PESSENRY .
t he aggtizgidg@%ﬁ%rbe Eoﬁl%%ar &njj?é/\‘/g‘?s ?grr accg%és%[)%n&f?vny by

mechanifs hinbpadseiigen to tie dbove descrited dnchoakendtwibrkrforaceoss to on-board data
airline network viag.the airplane' s, wireless .

or for @geRbEY 1) iptpmet QE atrlipg, peryorkovip 16, 2iplARe’s, Wklesy gopegivity. The

charts 83 tHeR @ot\Rly ItNEEMcQt of Ble@eli®ery BEAEA RUBE grovtid Rudbas thalcollected by
coll ected by 25 the e-|logbook and nai nt enance system

the e-lqgheok andmaiieaancelsysergh Thadatampprsdhough tiiairalane pghitegture 18 and
the ai co'hﬂ&:ﬁ?*t? b 3RE ar QRN RGild M\}\%X intPas a4 Whske e afhjﬁges receives

Irline | astructure 14, ere the airline receiv
and mavagesrthedaje sDatagraiadens ardedonsuprens; 1 2ieeflects tie dissermimatiorsofitBe data to

reflects the dissemnatipon of. the data tq,. the varjous .
the vt SPbfcteny of B8 R 3 B eilind N, 00t Ryind (M e genaiae
manuffhlirbis e SFihal1y) thereSid @irdle reflected in airline infrastructure 14, security maintenance

90, which reinforces the responsibility of the airline to manage the security aspects of the

process, which are inherent in any Ethernet based network.
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manufacturers). Finally, there is a role reflected in
airline infrastructure 14, security mai ntenance 30 90,
whi ch reinforces the responsibility of the airline to

%@%ﬁ"%&e security aspects of the processvﬁ@mgﬂo&hgs%

rent I n any Ethernet based network

2007/ 5 CT/ US2006/.045 003 The ¢ orie

oy et IOO3GF DTl (aieamriee B J AT B, 1Y GoREs b ah bt pgnre 2ad
unhza@a%fuﬁ birplamd é Eﬁa&fug%?stéi‘h kP HHVEr &f@é@@éﬂd%tagﬁb%x%mné sttems and

deliver software and data to airplane systens and

to proyidsyivaluable| frabires fteapliotes flightpattendants,f Imeghenics, and passengers
i AELS o5 B8 fer R B2 353580 3ne o BRACHA MM S v

data toathe ploamiformee U kirliey flighf ofelaions; lina neidtenanbe nguintergicd planning,
use by airline flight operat| ons, |ine nmaintenance,
enginegring,, %E%nnl ng, engineering, and crew training.
[0031] Figure 2 is a conponent view for one enbodi nent
of anjgsLp! Eigareez i€RadVnipdfer VidW FRCoHY’ SnBdmeR it MULifkne e
to provide segr ation between secure network devices
Enablipg. prghitegtore) 100 6prfigusnd tonproyide isegtesabian detweey SReure actworl devices

i 3 B LY Aoy LR ) B P

includea nehniphrents selented ftreches ebodimeéntoofkandaFbNE 0 amk dieirvassgciated sub-

serfyt A KL 5 B e R naRo S e ot
(NIM) 102l dh® art Effi¥dnet @éteﬁw»ﬁodmquqmgwuqﬂoﬁm béghegaitd swlidh @Ad router

| ayers to manage the network and forma portion of
layers tpgnanagrethoaetrvornandSAENA prisior phearenetyork WININFiguge 1).
i ncludes an Ethernet switch 110 to connect secure
devi Camaofl SN A0 shelde O BE ERGRR 3 3! tea&ohe&t Qhcutd Bevices
vehicle on a nore i1solated data network (I
related toopegation 1@ navigdtion of thelvehicleiontagrdre ydacndaiatmtwork (IDN), a router

onne
112 wifPf e i dsba' B EaRECRE BN 1T i ataBNor (oDIN)
managétﬁbwﬁ;ﬁdam ﬁﬁﬂ aalgdtewaﬁtdumal 114t pramaingt mmoﬂcOad&ma el protocol
t, e to e _[nore secure avi Onl CS
translabign {,fqong DM, 5 HgnmesNpesHiP 121Pnict ‘Wé‘PP&FPé‘? HNetwark (CDN)
through &ﬂwﬁﬁmﬁ ngeo @eﬁa;esamrfaf thcRR@E bofe BPﬁm Eftxﬁ-tstf@P{néchaﬁﬁ tools,
such as nmai nt enahce con di Sp a S, her net
such ag gudinsenangs contesd displaysoam &thesl;astcewlt plﬁéer and tithes sysiems.  The
V k. dgvi
ot BR 530S S Fnfeh SRR ARl ) A anfl (O related 1o
operatibin énditavigatien ofsthel veledleyand netemrlcdemoemmtth@ODDN [ 0033]
EGM 104 i ncl udes a conbi nati on Et hernet Switch and

open PPAT nEEE R H R e Smeton Btefhef St el iy 120 fo

managip thy ODINEfos Wi plehlig il ope iR ndikOrkodevides,oplié vttaPUANAMAnaged

data needing_to cross these virtual LANs passes

by the sWitelgd lpﬁtér 18R, axerpraconfigired nApY datp %@%Mﬁssr these giirtygy LANs
passes oGl BE Thité: #ﬁt \Qﬂlch g@ov?d&l ga&éﬁ fllteril:l'gol'ﬁ1 defmideNyviiRy, iP Endy data

pa ssed t hr oug nd applied to operation
from thecQPY andydre na‘p*sedhh;ough to the IDN and applied to operation and navigation of the

vehicle via the secures devices connected to the IDN. Peripheral wireless units provide

connectivity to airports 121 and wireless MCDs 122 'as described herein. Examples of these
peripheral units include Ethernet cabin printers 124, voice over internet protocol (VOIP)

telephones 126 and other systems. Wireless peripheral units are also contemplated.
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vehicle via the secures devices connected to the |DN.
Peri pheral wireless units provide connectivity to
airports 121 and wireless MCDs 122 as descri bed

gexanpl es of these 30 peripheral unit
vﬁ&e?’ng cabin printers 124, voice over inter 'igpgiob‘gﬁssgs
protocol (VO P) telephones 126 and other systens.
W r el E934heThe sencept @ usinga peWarks sWitehes cand| EQuéess in ogepgmal on

crplanf 3 Ho? R, el DARCK E0rtRned il EBRofaRiER o lctiteotre

100 is thair q:x]lamakdasxgnwducmmmlatebmem ODNwhizthali IsAN):the mpafficsthexing through

. through j enent.at. | archlte tur 00..i
torming] gk BARY RRT BIUDs L1 e Yirostn LARN Bt (G EDAty? and
broadbhriEsatellfté ﬁbﬁcé@l\% Neronh St ANDNHREEE 8 terﬁé il S ﬁéh‘,ms hosted on
units (TW.U) 130, crew wireless LAN uni'ts (CW 132

the Tsolpted Batp Netwsk (PN tsaeh ps fight deckeantry 3ddeor Srumﬂéﬁlm system 136, as

s 50 S0 6 A T D Gl s

and bwadbami sansllite| thdffien ¢ as yatleonzdBE addressi éﬂdupnrt mdoganetally w1thm a

Virtal, B, NebrAR PRD) B o ok 085 aneiDh Bmieats.  Such a
configlk@idRl plobRied sddulitf ab@ @hiralahhd Fenlelbadd Rétsvorld Systemn, while

port, and generally within a Virtual Private Network
prowdlpg/rﬂmpbﬂmwhe systerag thatusly emospseifls dpte roevirg tocand{ss dom the ground
a 10 configuration provides security and control
basedd%%%?she Et her net - based Network System while providing
flexibility to the systens that rely on specific data
movi n{085] abill eefefringntot Figurgr 2 andl architeatate ddi servers are provided

which ﬁcﬁgvar U3 @pé)hlgatg)%]éeg e‘}gﬁ@% e glu%gsapgﬁ}ia g:c?%}'?tgt?&nts lzja&:eprovldtzd to

both neRPisq@DN AR IBN) teXiRiPdreuniqecteevised) USpecHicallyled controller server
connections are proyided to 15 both networks (ODN and

modulq (M) HORIPYiges DGR FRANSgFNEIE S VICes(Eef {3 GRMALY nange server) to the

ODN, 58t gfﬂvkcﬁﬁ il Brti!ﬁg %Loﬁs GI{SSMN 149 nBIR Vb 48S caﬁﬁl\&ﬁ fdﬁta network
nmanagenent serv ces domal n nane server

(CDN)t mmugmmpN kwutCh t11p r\mluplu égsts awe tor meqre mudintgnance cssstemh avithin the

cons A TR bl A AR SALEH, o sy 172

and onémr froe cunaRoIb ¥ta asvork LRUS 174 ekneqeﬂamblemnﬂs)sats tl'@Ji‘@sem:atm of
An enhanced ai rborne fli é eco;cg cabi n

multh]§ él“\?ﬁge%y sieqns; t8eh B2Yp be genassipdoiet HChd gtcgnﬁgurauon

improva§ thaQadit 1§§5§on]t7aﬁat§1htyrl§f tﬁ@ﬂhﬁ&%ﬁ@e %?(éi&ht #Bth@ERe of a failure of one

representative of rul e aircraft systens that may
or morg ef NIV Beundsry RoutariN2 184.6. Such a configuration
i nproves the fault isolation capability of the

A P S a5 €13 o

moduld{s)c(FﬂM) 143 promeles data bpd s@wicés toaysitanemibe CD}MEMODN file transfer

and. defys i, petyiso HE oYSbs 2. PR SO RHDNV DR Ryifelts Hefitt fEftuot and

communictisisg land VIADAdikplay &hptiri. OThes serdiess i Al picRitedOfa the IDN

the CDN/ | DNV ODN, wirel ess device control. and
connection, to maximize isolation and the use of the router packet filters, except for the wireless

device control and communications which are accomplished using a VPN directly on the ODN.

[0037] Passenger internet traffic, which originates in the in-flight entertainment
(IFE) system 150 and utilizes the broadband satellite services is isolated to the ODN to maximize
security. This use of direct connections of the Servers to one or both of the IDN/ODN, or the
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comuni cations, and MCD di splay support. These
services are all provided via the IDN connection, to
maxi m ze isolation and the use of the router packet
filters, except for the wireless device control and

i-Sat i ons which are acconplished using
W?@?ﬁ-’gﬁon the ODN. 30 [0037] Passenger intgﬂY{E 006/045593
traffic h originates in the in-flight .
overt desiiasy ik PG it pBccLE suioanpng oY gedk it any systems tht

need toRb@aHRaRAeSREg! | i te services is isolated to the ODN to
maxi m ze security. This use of direct connections of

the Servers to one or both of the IDNNVODN, or the -10
VO 2019938)1 7Bwstilectrnsicp semice And dbe asoeiated cvirelass/satellits: downlink
: G
sorvice pfbyRlef o i CISCIS FSAP 18] WEB Rl Hinab i S613aREA o of the irplane
Airplans eyst¢rnean sple€i3bd préfeered ivtireldss/satelliterdowalink path anchnt dhese to default

o the (PR, e REBREP RS- HE M gt Ealiof e hesed on

airline fnefer@kehdwt efcf AtterhdtiveBi el BUNS doeg pRHhiRldRBE asve&t W&m wireless
can select the preferred W reless/satellite downlink

and satellifelgornections, fon sustemsoviielt prgfer ta establith thein pen dewnlink patiyeriteria.
determ ned by the CI S-M5 FSM provi ded downl i nk

Servi @Rzl a?ﬁ@rf%rﬂelaté%ﬂfzb e ot ﬁés%aﬁﬁli e-ER3H1ed &lchitecture 100 do

Al t er hat I ve NS does perm rect access to
so to gatuhen won@'mé:sneﬁ; rior theaigline twmmm ttersysteme ntikzigg thes-Enabled

conneci{ih? P Enffpplsors” Y et 8 bt B oS¢y’ Gispfiind avchiteorcal

compoﬁiﬁ&&ihd h&pboemlinmlvﬁﬁs g hhﬁxﬁhhgl fad Qteﬁ.gel at tht Quidiae od dﬂalrébelved
conom ¢ benefit for theﬁﬁlrl VWhi |l e some, of th

from thgyigp Gninet by Alpwaddtodmpagihe ebility g dispately A yrplape. Generally,
compoxfeRi3! [li.rll?iéﬁemt orstrh&ftin %Pftﬁé Yo-Eh#dHA Rfchitd@ir® "wilP¥edsingle thread

e-Enabl i ng architectural conponents and supportin
componestsi WHat iis sthese will havema| tedundancy. sﬂ@iW&g@ aecoghition of | the)éntended

utilizatigh p Behod SERT: R Nebdi LA Ao buidfion decisions.

Ceneral ly, "~ conponents utili zed | n constructr on of the
e- Enafiiod@] aRefkiring @gsindo Higure B,edisjcnﬁihmhwamg i Pprovided between

the eleqipia/ment tag (ERR) 1 od, Afahy Beqi pribfef g0 int SRR e pgpectiviy

prowdeﬁ%bﬁ%mth‘é){@!\ﬁﬁiﬁtdhasﬂﬂh" is\8 @u;gﬂi’tﬁtﬁ@hblﬁ@%f ﬁlgplane problem reports as
architecture confjguration decisions

gatheregdlrye tiej B dgstedh erloghmakusssten, aariraéeqcmadhepﬁm RaintppaNea; repair

actlons, fo ﬁ'rfﬂgﬁ&l-ﬁ dfg%E ?ﬁ;{lgl#ee%g]? 'E'v&ntfd ﬁ%ﬁlog&?’gﬁﬁ@ satefifle failure,

and/or d‘BNn emcb’mn/DQN fpluwr dba;bkirtg tugy hthe lneloglmukswsteuh wobld swot have a

satstacy SRR e otepRemante o B @bty RS ahfne Siptene

records@ataBgdeat ed reported nai ntenance repair actions, to be
of fl oaded fromthe airplane in the event of

anl of OB RAPPEREed Se: Ffiple, ot cpRGBLRPLS et been
provided0 Yhdudify it awirdlés | BANC Uity (TWLOPAI300kcrew wireless LAN units

synchroni zing the on-board digital data content with

(CWLU)hI@Zam hreasband spgpeélﬁg 134 trprevide awitiplpepsions to aitlines in how to move
data to/from the airplane. The alternative is for the mechanic to physically connect a portable

MCD 166 to the airplane for moving data to/from the airplane. Providing multiple options for
moving data to and from the airplane allows an airline maintenance function to fulfill the
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25 [0041] As described above, nultiple off-board
connectivity options have been provided, including
termnal wireless LAN units (TWU) 130, crew wireless
LAN units (OALU) 132, and broadband satellite 134 to

W Sieh/fiBg¥ul tiple options to airlines in how

dat a toﬁsﬁom the airplane. The alternative iis’&,g?%?%)éﬁﬁs

. mechanic_to physically connect a portable MCD 166 to )
requireingit tﬁih"pﬂbl?n‘@ kesp W\%@c gegragiangl or g Feeayer BANIADARGS data, even if
part of 36 Q. dliplMhe Eitdsirtlefre O faflg® for SO moving data to and

romthe airplane allows an airline maintenance
function to fulfill the -11 WO 2007/117285
PCT/ U4zl / bussembodimsnt, espeand MY-CObe FEM E/(r i utilized agan aitline-

L rpl. atg I . [ 6C [ i t.aa:
selectatl, SRUBRT ERBE * £r60Rae 3p SAioR SR HReizRy B o8 tines may
consider ahd data Helpdclletted @necthizndeoet ¢ high énough oalie NG-win® t& Sibure its

. 70 is utilized as an airline- sel ectable optional
availabdigt¥.yer . Provi ding an optional server recognizes that
sone airlines may 5 consider the data being collected
on t h[mgfrmé f&fo“m%hh gnapeliry af Yaridi NN ldedith SREIELE of the
_its availability. [0043] The follow ng is a Sunmary _
architeqipral, gpplementation dalspigrides apraiberne £-Engbled gpwimmmeast. u As| described
i gpl [ . r,Qyl i e .e- e
above, e{rﬁgi r%c%%{l e es%tfiz%g%ﬂﬁa a?)é\}e,% £ %érg- gﬁagﬁgegk qlpproach to
airline/drplane@peomtion awmanagela¢nts a system of systens approach
to 10 airlinetairplane operation and nmanagenent.

0044 i fically, I ecton. of aprb
Et ner IR SVRRE Sarviiuy &, SoBToRCb 3inBie CetheRelBased. network

systems UBmpieHS) Kfb-nebWORS, Cdonkidctiyity, Coiiiich Sevivdss@fd réifidancy provides
redundan'gc%/T provi des the support for _end-to-end )
the supppsk Fs cRsbjoeend; vustemsy gpjeetiiesm for, eXPler O e pre of refreshing

navigatidbh! & e ﬂF@Y inﬁﬁ&é'e%g:ﬂ{ s(;@ﬁiﬂ? cBﬁe’pliBE Sniboh:A thailRAARE %gﬂém data

systen1 coup ng on- ar mal nt enance systen1¢gta
with aivlinehgraund-hased gramienantsasystemsaiand dieadeptoyment efrdigitahthanieds onto

irers 5P AT i flaton SO By sPALE bl g brovie

maximérh fvalde e @Blididrat provi de maxi mum val ue to the
airline. [0045] The Ethernet-based network systens

appro I or l.ayered onfi gurations, that

e T Bl i deheRbentB BewaBh gt sppsiich stise dor Tayered
configui@iods BRE Wilide siitdhadtoBs o maBagddoth DEbyYReH dath MEFwRIPY and an open

providing isolation to the data traffic nmoving through

data neiwprkl dBerebin grayiding iseltion dodthe jdata Halficcmavipg Jhioygh gyireless and

brondb ok ARG A G o ODNNRRSyERe A8 0 PRimlhooted on the

isolatechdata hedwarkd Traffit icontrad is provifléd yspre@dedbionTigeratomfiles) | er
server nodule (CSM 140 utilizes a dual connection.

Thi > by SRADRGTR: BEON 53R UR K1 AP OAEN R uat comecton

servi . g., maln nane Serv

- This dual connection provides network management services (e.g., a domain name server) to the

ODN, but also provides fanlt reporting across the IDN, and hence to the CDN, which hosts the

maintenance system.

[0047] The crew information system / maintenance system (CIS-MS) 142 file
server module(s) (FSM) is also dually connected to provide data load services to systems, file
transfer and data retention services. Other services are allocated to only one of the connections.

For example, an in one embodiment, MCD display 166 support is provided via an IDN
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25 ODN, but also provides fault reporting across the
I DN, and hence to the CDN, which hosts the
mal nt enance system [0047] The crew informati on system
ance system (CI S-Ms) 142 file serv
Iﬁtﬁ# (FSM is also duall y connected to €¢w§m6m45593

dataloadreier\ucestosst , file  transfer and data
conneclien, o4 Friredess devics, centioh rand o FPRERIcaLiaS 18| BrOXided Yia an ODN

connec@«?}joy TR 01t nens &%Fe? b QRS- mﬁ%%so%@mﬁl%ﬁlga&]ﬁteo&ﬁmhnk
: e a via an

odi ment di splay 166 support 1s provi
service| ipbyvided] by Wil: m&m& F5285elpCw UBRegs 144 568uwding i of konjrplane.

and wi rel ess devi ontJs ol nd co 0
Aisplac Kl RS ol e oS e breed SRR iRl gt path or can
chose thrdefublteto the prefefedapith W&etﬁ&ﬁﬁlﬁl ESI ¢ QISCMISEESVISRbAldd d®wnlink
down] i nk service provided by the C S-M5 FESM hel ps to

servicenbaseden, dax @cmw we%*epceomdém ogpte phligapatively; thmEéh?énet-based

I
Networms%?ess/ sgt e | te ownslstlS ﬁg?ﬁssoa?ﬂg g%ﬂ%@é nigcnons for systems

which ptefertol estabbsh their pwa dewnlak patht driteria. det er m ned by the
G S M5 FSM provi ded downlink service, based on, for

A cor [T Pire Bt REBEFor LA BB Mt pag GFRIAGQ and o
flight dpdnsﬂxftercllﬁz,emtadamoﬁa ssthé ooﬂnbmmy Ipﬁi\&ieﬂ thiodgls the EDNI st»etch, supports
connections, for systens qrgtf prefer to estahl

sh
an abilfty ot mamedgmmemepaaﬁt fs gathared by, an[%méqos te edpgbook system and
assomal%fd'}%dﬁéh ﬁ%ﬁtbﬁ'ﬁw@ %ﬁ‘éﬁ QBdS. ThRGhieRidhkectibh Qﬂéw@?x%bkﬁ%boﬂs to
0 and a t deck printer 162, in addi
be ofﬂcnalded fronribe tairnlaneymgih@wemt qni rop aryite ohe witBlessfyvoadiiand satellite 134

e YO g AR, S AEER BB SRR b ncting

both teAniagloviedlesd (THANtand brmdmndmamﬂﬁe conpedtivity q:t-mdxismumplea:puons to

... i.nterconnection a robl mre orts, to

srlines  BOTIRGHVE Caihte ARG ook A BipRe, VORRAENEIYof tefhed gf moving data

using armyﬁca@fy RdnMéctel Reabie MY bsaeugb ;Israhaéd | Bigalf3 éonffg%hh aeecond MS-
failure,  or an ODN failure I\/UItlp e off-board

CIS FSM) h?{ba,et anairlipesplestable optionel ssenen gecmgumstthat Semepisiges may consider

C AR
the dathreﬁJfg dcsosile&tﬁf\logl) Sél@g%t Q%%g%@@ %Jécgutgﬁ vn\}%t \'gbﬁf b ensure its
avallabﬁﬂjra to and/or froman airpl ane AI ternatively, a
nmet hod of noving data u5| ng a phyS| cally connected

porta i S. Iso id Fi n nf i .khg a ..

seconﬁﬂo%gi\m@rl Eaﬁ(ﬁlﬂg’ft\”ie dra‘? %’8?1 8@?‘%%&‘ its Cofpliment

of netvitkd @idah eaezmdescgfegate@ ruymatchésaancsmrgl dlorig@/4th 'BY selection and
consider the data being collected on such a server to

alignmefi of perkiogh A SRGRALPIGE (o PI6ER Sorb e dpEvarkss and e selection of
redund%ﬂgg'cﬂrl&fégg%brh% had ROARH lJ Q r(ﬁiuﬁipﬂhﬁtnﬁ G W et g :{(tﬁ‘éi'ta%h?tecture

ove, Wth s conplinent of networ
conﬁgumimgmthmhwgw@gdﬂud by switches and routers, along
with the selection and alignment of services and

ext er ey i N
t he sgfﬁescfl o%lco rédu a%dc%ﬁetﬁaﬁl}lg%ﬁ% le%ﬁ? ?&%‘ utilized,

where alh servwemductbxibi'rai de\scemweee efrinected e atdoamnant $weitch. However, this
architectu

configuration requlres Fhore extensive use of encryption and authentication of the messages
between the system devices to protect integrity and confidentiality from unauthorized or
maelicious access. A unified network would also make all of the services and external devices
more directly accessible to an unanthorized or malicious user and hence more vulnerable to
direct attack.
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25 configurations that have been consi dered. [0050]
For exanple, a unified network architecture m ght have
been utilized, where all services and external

re connected to a conmon switch. However
v?(ﬁ dgx;lﬁ?%%el guration requires nore extensive HSHUSA006/045593
encryption and aut hentication of the nessages between
the s@ﬁb}n Addatlo&lyt @ pctmoek:tarthte@gleu cquldriive been defined and

i L. rom hr zed or, 30 liciaou
utilizeeC sk R0 bttt R BB bR Sipeail ey BitRpg CsMs-
FSM) ﬁﬁlﬂd:d:ﬁ&eBMai@(iaﬂﬂlﬁt&coﬂmthﬁ@ﬁonsmb %Iﬂhfcsﬁﬂdcﬁon to the IDN rather
accessible to an unauthorized or i ci ous. user

than though a crpfestion, tonbe AMPN. Howeyrr, eanpecing dhg wireless and saetlite devices
(tenmnMél@% /48w \fﬂésy%%ﬁér@r%és% et£> %%g’%bg%glg Jggﬁﬂ (#‘ Yhe rButing of

work  architecture co
these culnniumx:enion&mér@ghrthe cousey frorh cher@iDN rto stpresﬂbhh | The above described

\ i nt.ena file server Cl
axchitedfiip MIERE M CRYRISTRNG O Suabie by P TR -act B PN to
the wirdle§sOduveses,i (@d thén rdieraﬁdmiesero@himrmcahb@withm @bryption via the IDN
connection to the ODN. However, connecti n%the
I

connectipn 19| thassysigms using dhg dataontds TN or on theaavianics CINN, Lhis senfiguration
sunphﬁéﬁ B Qi of $he sﬁ{e i ngﬂ%%é@i |Anﬁtg§ﬁe El?ﬁ! Ca1mng3§|thc"ﬁél:‘é ?ch r these

esult 1Th the rout ese t1ons thr
systems oartilizeisesnrityrcortifichtes, BB, ¢reryption,| dipital Jignatutss,etc.
described architecture allows the C S/ M5-FSMto

TEANAGRRHCT XRLES: SN ALLRNP AGERSA NSufie! Bkl Cwhere

W r el evl ces ese
portable MTDsare always Toihected llb eithiee thepIDN 6r 10l the ODN,| ibfiépendent of whether

connecti on the sin t.he | DN or
the conggction v aév‘i‘"n'i"rﬂo @%WM%?’%H%&% eyver, provides a

capabilith $or0e fleSanRY tof rﬂﬁcﬁ;‘/ ﬁéc%é’&sthé‘ Sh/B8ark HRaifRhdhce 3flem using a physical
generally elimnates the need for these systens to

(wired) ponnectien,switheut the reqiiementdar @ Sunclienjeg emt@ptmf@hamsm, consistent

with ol SR8 Uh Bt e 06 b SHRET oo L GRATEL Bpoog e

airpland/iflight aleck ahdvalys electirunios tagshs tppovddd hdevel Imé akdobhnoe t]han thehaccess is

o G OSSR O MG UG L STECL oD WIS MTC

prov1déaloxyi@‘ﬂﬁr ODR' RQViaAile thead¥mtA3RT et drl séRfitPpritehion hﬁcﬁaalsms The
directly access the on-board mai ntenance system using

auhnesaerpplyglpg avirelgsg; Mg&s ean additiongh resppasihilitiest fpg ensuring that security
t
S TER ol KGR R0 8 SRRl oty

Howevet, manethed foFtservindtigs the rairiplane edtheutrtbest merhandsms peiog @ pliacegis still
the airplane flight deck and the el ectronics areas

necessaf¥-ovi de a | evel of assurance that the access is

authorized. At the sane tinme, the nore flexible but

pot en{003B] yFinallp, Seawbik arthilttarswiae additiogd rédundéht components
provi ded w(gthe ODN to gain the advag@’eof net war k

or wirige oA B9ViPd e A O e RGPS 4@ Impio¥e Teliabiftyoas considered. 'The

architeG&R! @¥EAEd Merdh CESwVEDrREdRS MOMiphdpiaR) level of redundancy to meet

respon3|b|I|t|es for ensuring that security
aitline pgpir¢ments mehoutamduly ingrepsing Sysjem Fept sof tware are
properly deployed and functioning correctly.

[0054] While the invention has been described in terms of various specific

—

embodiments, those skilled in the art will recognize that the invention can be practiced with

modification within the spirit and scope of the claims.
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However, a nethod for servicing the airplane wthout
t hese nechani sns being in place is still necessary.
25 [0053] Finally, a network architecture where
addi ti onal redundant conponents
provided as part of the network to inprove reliability
was consi dered.. Ther architecture described herein,
however, prOV|des an appropriate |evel of redundancy

mfii ne reqU| rements,
tem cost.

ar chi t ect ure corrpaS| n8.

det er ni ne whiactoptsr f

or Wiring was

wi t hout unduly

[0054] Wil e the invention has

been described in terms of various specific 30

enbodi ment s, A hewerkskililagte i for

Qéggmépe i nyention can be practiced with nodification
trit and scope of the clains. -14 | | |

VWHAT | S CLAIMED IS: 1. A network architecture for

| mpl emenjpRhadet gitetay HodRs

Clatintarfhca ciin DN GDMeoyen biata pstwork

i id a rw‘%ﬁi@lg,n $alE network

an Et Eer%et gat eway rrgwttflhemd
Eprowideras: openidaia metwrk (QDND rconnection to said

%W%%QWWMM%%man open data

arch|tecture for aplurality of open data network

devi ces; neiwiatk inserface module QM) cenfigurerditocprovideosn isadaiéd datarnetwork,
Q. d E\_n I sol ated data network, aai dNDM

%‘?ﬁ%? %r#ﬁm an Ethernet switch to connect a phnality

of secure devices to an isolated - data network (IDN),

the secure denEBthemet sytiteh tdconuecopphamlitycf

o tegRE QERE) i e B bl i S o 18 58,

router conprising a packet filtering function to

semnbdrahesgﬂtantmlatad .

ﬁas%ed %ou h to the :P%Wﬁl ied ta ggratl n, and

R AOTN by béfas &e@him o e TN

m rk addre s. and ro ocol

associ at ed W th veh| cl e operation,

provi di ng segr
I DN and_CDN re ated to
wmet B 0 2 SoFRie ARRIRER

gk

b eﬁuﬁoewmwauon of the
don to 15 connect

‘Iﬁletwork ( CDN)

said architecture

tw%ﬂeww &?ﬂnﬂonm
erat] o n navi on.o
apekd veljile operation,

?H%m!ﬁ ggnam&tddﬁ d%&kmémmﬂf N 2dlétad to
Ethernet tch router are configured to Iso ate

OpFEAtion And A

QDMNss devi ce

and a 20 broadband satel lite devi ce from ot her

devi ces Boat efnork RREENHRhdif T IR 100 ERrdi0 Bl switch

and router are configured to isolate data received from, at least one aof a wiraless devics and a

broadband satellits device from other devices hosted on the ODN and from systems hosted on

the IDN.

3. A network architecture- according to Claim 1 further comprising a
controller servics .module, said conmtroller service module configured to provide network

menagement sarvices {0 the ODN and to provide fanlt reporting across the IDN,

4., A network architecture according to Claim 3 whegein the IDN is
configured to provide the fault reports to a common data network (CDN), the CDN configured to

host an sircraft maintegance systam.
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the IDN. 3. A network atchitectnre according to Caim
1 further conprising a controller service nodul e,
said controller service nodule configured to provide
network nanagenent services to the ODN and to provide
fault reporting across the IDN. 25 4. A network
architect re according to aim3 wherein the IDNis
configured to provide the fault reports to a comon

dat a net rk ((r , the CDN confi gur_ed to'. host an

si rct a8 i a\aars%@%&mw m@mme arew
#é&ﬁfﬂlb&ﬁ-vefﬂﬂ&ﬂé %19 confignred

|nforrra I on systent rfai at ensnce syste I e server

tfrodul e, said fie server nodul e confi gured to: provide
at | east one of data |oad services, fi l e =aft

services 2 ! dFQHate lﬁads n'mﬂf Cfeui

cont r ol %"’gﬁ aylsgiug%odrt Vi a connect| on to tEe P%RI
sexvicts, andmaigiensnce wsplnmsuppmmmoammmménuomdr ol

and eommni cafoas via a connection to the ODN. 6. A

Crow | (IR Bl G BRet bl GOl 0 ﬁﬁﬁ@&ﬁ%@ i o

congectian tote @D conprises a wireless/satellite
downl i nk service that includes a file taut serV| ce for

managi nge t he ,t a [LCleO . 7. A

net wor k 6arch %M%%%i @“an?ahﬁaﬂd crew
Infarmation| swmhainmmwd | h ysystesd frhi mmwah_ sgemipeisest i fwirelsse/sateliite
ser.ver € S s _selectjo one_or re,. .
ORI oo it docTiee 115 e Scis B matgigabe s o deth fom an
ajwddfic| e&satellite downlink path or a default to a 15

praf exred downl i nk path as determ ned by a downli nk

servi ce thin sai new i nformatjon systerah txaance
systemfl/vI P&'fﬂﬂ‘ﬁ%d‘“&dﬁ‘y éﬁﬁ"ﬂ/ &H‘FF@@(

Wﬁymﬁpﬂl& Indrer GhodRle RMabled - selfctdR! ¥Pbde or more
arebl tecture according to CI aim1 further_ conprisi
Mmd&mﬂk@%@ dofaslt to &

aigpraf) gystems, obprdoagt o of A
EU| mipgnr emgéedrg e as an neril no Se%ﬁ%t aﬁqnfomon
ysiemimaintengnee systast filo serves madnle wed#-physicxdly connecjed portehla maintenance

cégﬁglrcﬁépﬁxsa' d network architect re conprises at |east

m ot ~an el ectronic flight bag MM and a flight deck
printer, said NIM Ethernet switch configured to
provi de 8i r e ndework mrebitecturs segonding onCluine f Buthed corpgrising at least

o 8 afiod e nilfigBitots BB BB ARG ol Bl st 0 see

moduls configared to operate 35 an aldine selectable server.

9. A petwork architectnre according to Claim 1 wherein said nstwork
architecture comprises at Jeast one of an electronic flight bag (EFB) aud a {light dsck printer,
said NIM Bthernet switch configured to provide direct Ethernet wiring to said EFB and said
flight deck printer, said erchitecture further comprising at least one direct connsction between
said EFB and the flight dsck printer configired to address any failures of said NIM Ethamet
switeh,

10. A network architecture according to Claim 9 wherein the direct Ethernet
wiring and the IDN are configured to provide a connection to support tirplane problem raports as
gathsred by & e-loghook system within said EFB upon a f2ilurs of said NIM Ethernet switch.
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25

25 said Egg and the flight deck printer configured to
address any failures of said NIM Et hernet swi tch. 10.
A network architechrre according to Caim9 whertan
the direct Ethernet wring and the I DN are confi gured
to provide a connection to support airplane problem
reports as gathered by a e-|ogbook systemw thin said
EFB upon a faRi a of sai d NIM Et hernet switch -16 11.

-t- meth fof . t rrponents of a comput er
ar chi tecﬁg'r e%% ?ﬂ% of & epmapAL] Aachitaotore, said

ottt ietgiprisingl t ch to connect external devices to an

| sol ated data network (IDN); 5 utilizing a packet

filteri n%o nct i on within ,a first router to connect

ext er nal togeenaech extonaadl devbRBIo 2n isolated data
i netvodc address and protocol translation

W th a gateway to connect the |IDN to aseene conmobn

data networig and nmanagi ng the ODN utilizing a second

Bt henet $thizingha packetafikasiap fonction  within 4 @irst 2eutek toedokmdt external -

ABASER ki &a%oﬂl b@mﬁerel n managi ng the CDN
utilrzin secono‘ 'ernet swift h and a second
router corrprl ses i sol ati ng data received fromat | east

one of netw/orkcnddxessandipratocal tiamstatiodowithila gatewayith connact the
&ILE hosted on the ODN and from
Dgls\&% %@Wl& A nmet hod according to

G aim 11 father conprising providing network 15
manage e menaging dhiscOBN utilizing e sebbd Ethenst awitch and pseetndignter,
across the MN utilizing a control’ler service nodule.

cont i gur 18q. (REERe) Mg kG el lFhyRiOBP BN Hikoog o

smmmmthosmcawmmmm dnwﬂcﬁteﬂ@ni@ lenst ane of

ARl bl Etnai Ak om0 A et B i BN s

ondBé ON.oad services, file t anafer
servi ces, data retenti on services, and nai nt enance

Egin:]go[a ﬁspl port.. vi a@ cognﬁc{]l on tg t he 4igHN;natwork

&&ﬁﬁm@&&bﬁNﬂﬂﬁuﬂ bty Bdosk h8 TN A o BahirdTIar service
a%ste ~|l mai nt eaence systemfile server nodule to 25

ide at | east one of w reI ess device control and
eoanoar nraceRans via a connection to the ODN. 16. A

met hod aggor di Bithb®adshing e Eiakh 1PHmEQ bt holMtRek B8 IDN

the transfer
to provide fault reports to a common data network (CDN), which is configured to host an aircraft

maintenanca system.
15. Amethod sccording to Claim 11 further comprising:

providingatlnﬁoncofdamiéadsuﬂm,ﬂcmsfﬂserﬁoes,dmmﬁm
servicss, and maintenance control display support via a connection to ths IDN uvsing a crew
information system/maintenance system file server module; and

utilizing the crew information system/majntcnence system fils server module to
provide at least one of wireless device control and commumications via a comection to the ODN.

16, A method acoording to Claim 15 further comprising managing the transfer
of data from an aireraft using a wiraless/satellite downlink service within the crew information
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of data froman aircraft using a wirelessleateflite
downl i nk service within the crew information -17
systenh oai ntenaace systemfile server nodule, the wr
| ess/satellite downlink service including a file
transfer service, 17. A nethod According to C aim 15
further conprising. configuring the crow information
syst erm nai nt edance systemfile server nodule to enable

o ot ocs R e ¥t o ettt SR By

afle tansfrefegvite, to a preferred downlink path as
detenrined by a downllak service within the crew

modul 6 ol o PAPATLARFGHEU TR B RnEf tonind &l Brng oo

infrenition s Mﬂhﬁmm@s sém ' fepvic ROGDE @i cdablé electic, By dde or more

further cow&gg %Méﬁ&!ﬂé&&ﬂf cr

R 8dwAlRk ?Srhaﬁ dileithiodleby ASdoRRInA0bBiROwifRA melaewﬁmmmon

net hod acco ng to d ai m 11 wherein confi-gurin

syBteminainsenance stk file serees mndule audca physically senmeeiod parts nnlnmmce
i ycorrprl ses: configuring the Ethernet switch to

provi direct Ethernet wiring to at | east one of 15

an el ectrom c flight bag (EFB) and a flight deck

print er, 1&and Apmethediscoqding td Claim dhGritier compriving eoaliguring at least

bet ween the EFB and.the Siaht C rint.e tQ .

ook PR Sopon DR RaeE e SECHerval oSl anf gy g e

geleatabibs garver:19 further conprising configuring the direct

El canot wiring and the IDN to provide a connection to

support airplane problemreports as 20 gathered hy a
e | 0ghooK95Ys tAcHiethbd iwoordingeo ICieih 18 wherein ¢canfi mmeébﬁﬂ“
M& tlc\)“;ﬁnn%gtherﬁ S t’gohan]ﬁﬁ fm‘ﬁnor comprises:

configuring the Brhemet switch to provide dirsct Bthernet wiring to at least ong of
an electronic flight bag (EFB) and a flight deck printer; and

providing st least one direct connection between the EFB and the flight deck
ponter, to address any Bthernet failares.

20, A mothod according o Claim 19 further comprising configuring the direct
Bfhemnet wiring end the IDN to provide a connection to support eirplane problem, reporis as
gathered by a e-logbook system within the EFB upen a failure of the NIM Ethernet switch.
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