
METHODS AND APPARATUS PROVIDING AN AIRBORNE  E-ENABLED
ARCHITECTURE AS A SYSTEM OF SYSTEMS  CROSS REFERENCE
TO RELATED APPLICATIONS [0001] This application claims
the benefit of U.S. Provisional Application No.
60/741,819, filed December 2, 2005, and U.S.
Provisional Application No. 60/779,760, filed  March
6, 2006. BACKGROUND OF THE INVENTION [0002] This
invention relates generally to airplane design, and
more  5 specifically, to methods and apparatus that
include an architectural implementation for providing
an e-Enabled environment for airline operations,
including airborne operations. In particular, an
e-Enabled environment is defined which accommodates a
"systems of systems" view of the  features which
ultimately bring value to airlines, including, one or
more of pilots, flight  attendants, mechanics,
passengers, airline engineering, airline maintenance
operations, and flight  10 crew training. [0003]
Ethernet based networking and wireless technologies
have become  common in homes, offices, public places,
and even airplanes. In recent years, aircraft
installations have incorporated a number of Ethernet
technologies to help with information  management.
Examples of such aircraft installations include one or
more of wireless 15 connections to passenger laptops
to support internet access (via satellite), wireless
connections  from airplanes to airports to connect
on-board networks to airline networks, wireless
delivery of  movie content to on-board in-flight
entertainment systems via the airport network,
wireless  connections from specific components (e.g.,
flight data recorders) to portable airline devices for
downloading data, on-board network file servers
managing Ethernet networks and providing 20 shared
resources which host airline developed applications,
and use of Ethernet-derived networks  for connecting
together traditional avionics computers [0004]
Numerous industry forums are developing specifications
and standards  for aircraft installed Ethernet based
networking and wireless components (e.g., ARINC 763,
ARINC 664). These standards leverage off of the
products being developed in non-aircraft 25 commercial
markets. The implementation and deployment challenge
for incorporating Ethernet  -1 WO 2007/117285
PCT/US2006/045593  technologies on airplanes has not
only been in configuring (e.g., ruggedizing) the
commercially- 



derived components for the aircraft environment and in
ensuring component and network  compatibility, but has
also been in defining a holistic end-to-end strategy
for integrating the  features that bring value to
airlines. 5 [0005] Traditional avionics (e.g., flight
management computers, air data  systems, inertial data
systems, flight directors/autopilots, flight deck
displays, flight control  computers, and maintenance
computers) have been developed for decades as systems
which  typically include computing hardware,
peripheral sensors and/or actuators, operating
systems,  and application software. Other airplane
systems, such as the in-flight entertainment system,
10 electronic elements of the mechanical/hydraulic
systems, electronic engine controls, and other
systems have similar characteristics. [0006] Each of
these airplane systems was installed onto the airplane
due to the  value that it provided to the airline
operator. For example, flight management computer
systems  optimize aircraft flight profiles and reduced
pilot workload. Flight control computers increase 15
control precision and drove aircraft weight
reductions. Maintenance systems track on-board
failures, collect data for subsequent analysis, and
reduce maintenance costs. In-flight  entertainment
systems keep passengers happy. [0007] All these
systems currently come with defined requirements and
defined  physical and data interfaces to other
on-board airplane systems. Each airplane system is  20
designed to be relatively isolated from other systems
to ensure robustness, availability, and integrity.
Typically, these systems are connected via industry
standard or proprietary/custom  networks (e.g., ARINC
429 data busses, ARINC 629 data busses, and ARINC 485
data busses).  While the wiring is sometimes
considered a system unto itself, this is more
generally related to  the physical wire and its
susceptibility to damage-or undesirable
electromagnetic interference in 25 the aircraft
environment. The data content traversing the networks
between the hardware and  applications, sometimes
referred to as data interface management, was
generally scheduled and  fully characterized prior to
the system being installed on the airplane. [0008]
This airplane systems paradigm of data interface
management does not  apply to Ethernet based networks.
The use of the open systems interconnection (OSI)
reference  30 model for conceptualizing information
transference between computers has led to the
decomposition and isolation of the physical, data
link, network, and transport layers of the  -2 WO
2007/117285 PCT/US2006/045593  



protocol stack from the session, presentation, and
application layers. This has led to the  development
of the Ethernet based network itself as a system,
providing common information  delivery services to
other systems, via switches, routers, and wireless
connections. By extension,  Ethernet servers have also
become a part of the Ethernet-based network system
(EbNS), as they 5 provide common computing and data
storage platforms to systems with software
applications.  BRIEF DESCRIPTION OF THE INVENTION
[0009] In one aspect, a network architecture for
implementation in a vehicle is  provided that includes
an Ethernet gateway module (EGM) and a network
interface module  (NIM). The EGM comprises an Ethernet
switch and router therein and is configured to provide
an open data network (ODN) connection to the network
architecture for a plurality of open data 10 network
devices. The NIM is configured to provide an isolated
data network and comprises an  Ethernet switch, a
router, and a gateway/router. The Ethernet switch is
configured to connect a  plurality of secure devices
to an isolated data network (IDN), the secure devices
related to  operation and navigation of the vehicle.
The router is configured to interface the IDN to the
open data network connections and comprises a packet
filtering function to determine which, if 15 any, data
from the ODN may be passed through to the IDN and
applied to operation and  navigation of the vehicle
via the secures devices connected to the ON. The
gateway/router  provides network address and protocol
translation to connect the IDN to a secure common data
network (CDN) associated with vehicle operation. The
network architecture is configured to  provide
segregation between network devices in the IDN and CDN
related to operation and  20 navigation of the
vehicle, and network devices in the ODN. [0010] In
another aspect, a method for networking components of
a computer  architecture is provided. The method
includes configuring an Ethernet switch to connect
external devices to an isolated data network (IDN),
utilizing a packet filtering function within a  first
router to connect external devices to an open data
network (ODN), providing network 25 address and
protocol translation with a gateway to connect the IDN
to a secure common data  network, and managing the ODN
utilizing a second Ethernet switch and a second
router. [0011] In still another aspect, an airplane
network architecture is provided that  comprises a
plurality of avionics devices, an Ethernet gateway
module (EGM), and a network  interface module (NIM).
The NIM comprises an Ethernet switch to connect
external devices to 30 an isolated data network (IDN);
a router comprising a packet filtering function to
connect the  -3 



WO 2007/117285 PCT/US2006/045593  IDN to an open data
network (ODN) managed by the EGM, and a gateway/router
providing  network address and protocol translation to
connect the IDN to a secure avionics common data
network (CDN). The EGM includes an Ethernet switch and
router for managing the ODN, and  at least a portion
of the external devices are connected to one or both
of the IDN and the ODN to 5 satisfy at least one of
avionics network service requirements, avionics device
isolation  requirements, and avionics device
availability requirements. BRIEF DESCRIPTION OF THE
DRAWINGS [0012] Figure 1 is a diagram illustrating
both an airplane and ground  infrastructure associated
with e-Enablement of airline operations. [0013] Figure
2 is a block diagram illustrating functionality of a
network  10 interface module and an Ethernet gateway
module utilized in providing an e-Enabled
environment. DETAILED DESCRIPTION OF THE INVENTION
[0014] The methods and apparatus herein described
include an on-airplane  Ethernet-based network system
(EbNS), including the Ethernet physical and wireless
network  and infrastructure, which provide high
bandwidth connectivity, flexibility, and enable the 15
handling of large quantities of digital data content.
As described herein, the traditional airplane
systems, with their own computers, software,
peripherals, and secure networks are connected to  the
EbNS. As such, the EbNS described herein is sometimes
referred to as a system of systems  that provide an
e-Enabled environment for airline operations. [0015]
The effective deployment of an e-Enabled environment
for airline  20 operations and within a
commercial-transport class of airplane utilizes a
model for considering  both traditional airplane
systems and any new systems being provided to leverage
the value that  the e-Enabled environment provides.
E-Enabling as utilized herein, refers to as the
delivery of  electronic information using one or more
of a communication backbone, network technology,  and
the storage and utilization of that electronic
information to provide valuable user services. 25
[0016] As further described below, existing airplane
systems, the Ethernet- based Network System introduced
above, and ground tools and supporting processes at an
airline  are actually building blocks of a broader,
more encompassing, or holistic system, which spans  -4
WO 2007/117285 PCT/US2006/045593  



the above described narrower systems. This results in
a systems of systems concept which  appears as
business information flows through these building
blocks provided by the narrower  systems, bringing an
additional level of value to airlines. More
specifically, Ethernet-based  Network Systems would
not normally be installed on airplanes, as their
components do not add 5 value in and of themselves.
However, and as described with respect to the figures
described  below, value is provided, for example, as
the cost of keeping the navigational data current in
the  flight management computer system is reduced, as
the data collected by the maintenance system  is more
closely coupled with the airline ground-side
maintenance system, and as the overhead  cost of
having in-flight entertainment systems installed into
seats that often get reconfigured is 10 reduced, to
name a few. However, for the e-Enabled environment to
be successfully utilized in  airline and aircraft
operations, not only must the EbNS design be
successful, but the more  holistic integration of the
data flow on and off an airplane must be successful.
As such, any  airborne e-Enabled architectural
implementation necessarily addresses an intended usage
of the  systems of systems as further explained in the
three example utilizations below. 15 [0017] In an
e-Enabled environment, any system that ultimately
refreshes  navigational data in the flight management
system also includes an airline process for receiving
data updates from their data suppliers (e.g.,
Jeppesen), data handling and storage at the airline,
wireless transmission of the data to the airplane
(i.e., via an airport-owned wireless network), any
alternative methods for non-wireless delivery or for
handling component/network failures, 20 movement of
the data across the EbNS, security and integrity of
the data while in storage or in  transit, involvement
of the mechanic in changing the configuration of the
airplane using the data  waiting on a storage device
on the airplane, and an ability for the airline
engineer that started this  process to confirm
successful completion. [0018] Any system that more
closely couples the data collected by the on board  25
maintenance System with an airline ground-side
maintenance system also includes policies for
retaining (vs. overwriting) the data on the airplane,
deployment of airport wireless access points  at a key
subset of airports visited, a decision to install
satellite based broadband communications  systems, a
priority of transmitting maintenance data versus other
data on/off the airplane, any  alternate processes for
physically removing the data or for handling
component/network failures, 30 re-formatting of the
data for importing into the ground-side maintenance
system, and assignment  of responsibilities within the
airline for selecting the data to be collected and
ensuring that the  data is flowing across the fleet. 



-5 WO 2007/117285 PCT/US2006/045593  [0019] Any system
that deploys digital flight operations or maintenance
manuals onto airplanes for use by pilots and mechanics
also includes processes for receiving  original
digital content from the airplane manufacturer, tools
and processes that allow the airline  to modify this
content to be consistent with their operations,
selection of devices in the cockpit or 5 mechanic
devices for displaying data content, a method for
providing configuration and version  control to these
data files, wireless transmission of the digital data
to the airplane, a process for  "installing" this
content (by an authorized engineer at the airline, a
mechanic, and/or a pilot), any  unique security and
integrity requirements for this type of content, any
process for accomplishing  partial (versus full) data
uploads of these data files, and the process for
working around on-board  10 equipment failures that
make the data unavailable. [0020] Again, successful
deployment of an e-Enabled environment in a
commercial airline/airplane operations environment
requires a system of systems model for  understanding
and addressing the on-airplane and off-airplane
aspects of the implementation. A  unique e-Enabled
architectural implementation has been developed, which
is described herein, to 15 provide an environment
which recognizes the nature of the above described
system of systems  concept, which is reflected in the
components selected for the herein described
embodiment of  an Ethernet-based Network System.
Specifically, the sub-networks that have been selected
for  the EbNS and its connectivity to the other
on-board networks, the common services provided
across the EbNS and accessible to systems hosted on
other on-board networks, and the levels of 20
redundancy provided within the EbNS to support the
holistic systems that use the EbNS. In  combination,
this approach provides an environment that facilitates
successful utilization by the  systems that use the
EbNS. (0021] Figure 1 is a functional illustration of
the above described system of  systems concept and
includes an exemplary infrastructure 10, more
specifically, a functional  25 illustration of an
airplane and ground infrastructure utilized to provide
an e-Enabled environment for airlinetaircraft
operations. Infrastructure 10 illustrates the
relationship between, for example,  ground-based
infrastructure and supporting processes, the methods
used to communicate data to  the airplane, and as,
further described below, an on-board Ethernet-based
network, and the  airplane systems. 30 [0022]
Functional infrastructure 10 includes data providers
and consumers 12,  



airline infrastructure 14, airplane connectivity 16,
airplane architecture 18, airplane systems 20,  and
airplane new features 22. Data providers 12 identifies
the traditional providers of software  -6 WO
2007/117285 PCT/US2006/045593  and data to airlines
for use on-board airplanes. These providers include
the manufacturers of on- board computers, avionics,
the aircraft manufacturer, and third parties under
contract to the  airline to provide services. One
example of data provided by a data provider 12 is the
software  data being delivered to the airline, for
example, by vendors and manufacturers, and then being
5 managed and modified by the airline based on its
infrastructure 14. [0023] Airline infrastructure 14
identifies the role of the airline in managing the
software provided by data providers 12 and the role of
the airline in modifying certain data to  customize
system behavior (e.g., configuring pilot display
formats) or in customizing charts and  manuals to be
consistent with airline practices or formats (e.g.,
use of Japanese language or  10 custom landing
procedures). [0024] Airplane connectivity 16 refers to
the methods for delivering the above  described
software and data content to an airplane. Traditional
ACARS 50 (Airline  Communications Addressing and
Reporting System) is useful for transmitting a limited
amount  of data to the airplane, due to its limited
bandwidth and relatively high cost. Therefore, ACARS
15 50 is not efficient for moving large amounts of
data. An airplane terminal wireless system 52,  which
provides wireless connectivity to airports while the
airplane is on the ground, provides  high bandwidth
transmission of data to and from the airplane. A
satellite system 56 provides  high bandwidth
connectivity while the aircraft is en-route. In
addition, airlines may have  mechanics use maintenance
control displays (MCDs) 54 (i.e., portable computers)
to carry data 20 to the airplane, where the MCDs 54
can be physically or wirelessly connected to the
on-board  Ethernet network. [0025] Airplane
architecture 18 addresses the airplane networking
architecture  and reflects the methods for delivering
software and data to an airplane, uplinked software
and  data content being primarily received by a core
network 40. The core network 40 includes both 25
network servers for data storage and selective
processing, and also provides Ethernet network
management, with switches and routers. Much of the
software and data is ultimately  disseminated to
various computers, including, for example, avionics
systems and in-flight  entertainment (IFE) systems,
utilizing one of the illustrated airplane connectivity
options,  



including, but not limited to, ACARS 50, wireless
terminals 52, a maintenance control display  30 54,
aircraft manufacturers data services 56, and
entertainment content 58. -7 WO 2007/117285
PCTIUS2006/045593  [0026] Airplane systems 20 include
various systems that utilize the data, for example,
avionics 60, an electronic flight bag 62, in-flight
entertainment 64, maintenance  systems 66, data load
systems 68, and various airplane printers 70. [0027]
Airplane systems 20 places the focus on the systems
which utilize the  5 software and data, as opposed to
the on-board computers themselves. These systems
include, for  example, the pilot controls and
displays, flight management, printers, and IFE. The
data load  system 68 is utilized for loading the
software and data into many of the computers within an
airplane. A system, as used herein, represents a set
of computing hardware, peripherals,  software, and the
networks that connect them. 10 [0028] Airplane new
features 22 provides a summary and identification of
new  features associated with one embodiment of the
present invention. Particularly, new features 22
includes an airplane which leverages the electronic
data content, wireless connectivity, and  Ethernet
infrastructure herein described. New features 22
includes features that may be deployed  to take
advantage of the e-Enabling environment, for example,
maps 80, charts 82, e-documents 15 84, wireless
maintenance tools such as a cabin logbook 86, and
wireless in-flight entertainment  88. Detailed airport
maps 80 are displayed on the pilot displays, other
electronic maps and charts  82, and electronic pilot
and maintenance manuals (e-documents 84) are also
provided. In  addition, the electronic
logbook/cabin-logbook 86 is used for reporting
on-board failures and for  capturing mechanic
dispositions. In the embodiment, the content from the
e-logbook is  20 automatically and wirelessly
transmitted to a ground-based receiver for use by the
airline. [0029] Further, the embodiment provides for
wireless connectivity by  mechanics and passengers to
the above described on-board network for access to
on-board data  or for access to the internet or
airline network via the airplane's wireless
connectivity. The  charts 82 then convey the concept
of the delivery of data to the ground, such as that
collected by 25 the e-logbook and maintenance system.
The data moves through the airplane architecture 18
and  the airplane connectivity 16 and arrives at the
airline infrastructure 14, where the airline receives
and manages the data. Data providers and consumers 12
reflects the dissemination of the data to  the various
consumers of the data at the airline or to other third
parties (e.g., engine  



manufacturers). Finally, there is a role reflected in
airline infrastructure 14, security maintenance 30 90,
which reinforces the responsibility of the airline to
manage the security aspects of the  process, which are
inherent in any Ethernet based network. -8 WO
2007/117285 PCT/US2006/045593  [0030] The categories
within infrastructure 10 convey both the architecture
and utilization of an airplane e-Enabling system to
deliver software and data to airplane systems and  to
provide valuable features to pilots, flight
attendants, mechanics, and passengers.  Infrastructure
10 also conveys the gathering of data on-board the
airplane and delivery of that 5 data to the ground for
use by airline flight operations, line maintenance,
maintenance planning,  engineering, and crew training.
[0031] Figure 2 is a component view for one embodiment
of an airplane e- Enabling architecture 100 configured
to provide segregation between secure network devices
related to operation and navigation of a vehicle, and
other non-secure network devices. Figure 2 10 includes
components selected for one embodiment of and EbNS,
and their associated sub- networks and connectivity.
As further described herein, two devices, a network
interface module  (NIM) 102 and an Ethernet gateway
module (EGM) 104 provide segregated switch and router
layers to manage the network and form a portion of
core network 40 (shown in Figure 1). [0032] NIM 102
includes an Ethernet switch 110 to connect secure
devices  15 related to operation and navigation of the
vehicle on a more isolated data network (IDN), a
router  112 with a packet filtering function to
connect the IDN to the more open data network (ODN)
managed by EGM 104, and a gateway/router 114 providing
network address and protocol  translation to connect
the IDN to the more secure avionics Common Data
Network (CDN)  through CDN switch 116. Peripherals may
include one or more wired ports for mechanic tools, 20
such as maintenance control displays, an Ethernet
cockpit printer, and other systems. The  architecture
provides segregation between network devices in the
IDN and CDN related to  operation and navigation of
the vehicle, and network devices in the ODN. [0033]
EGM 104 includes a combination Ethernet Switch and
Router 120 for  managing the ODN for a plurality of
open data network devices, where virtual LANs managed
25 by the switch and router 120 are preconfigured. Any
data needing to cross these virtual LANs passes
through the router 120 which provides packet filtering
to determine which, if any, data  from the ODN may be
passed through to the IDN and applied to operation and
navigation of the  



vehicle via the secures devices connected to the IDN.
Peripheral wireless units provide  connectivity to
airports 121 and wireless MCDs 122 as described
herein. Examples of these 30 peripheral units include
Ethernet cabin printers 124, voice over internet
protocol (VOIP)  telephones 126 and other systems.
Wireless peripheral units are also contemplated. -9 WO
2007/117285 PCT/US2006/045593  [0034] The concept of
using network switches and routers in general on
airplanes is not new. However, what is accomplished
through implementation of architecture  100 is that a
layered design which isolates (via an ODN virtual LAN)
the traffic moving through  terminal wireless LAN
units (TWLU) 130, crew wireless LAN units (CWLU) 132
and 5 broadband satellite devices 134, from other
ODN-hosted Systems, and from systems hosted on  the
Isolated Data Network (IDN), such as flight deck entry
video surveillance system 136, as  illustrated in
Figure 2. Only pre-specified, for example, per a
loaded configuration file, wireless  and broadband
satellite traffic to an authorized IP address and
port, and generally within a  Virtual Private Network
(VPN) tunnel, is allowed to pass to other components.
Such a 10 configuration provides security and control
at the Ethernet-based Network System, while  providing
flexibility to the systems that rely on specific data
moving to and/or from the ground  based devices.
[0035] Still referring to Figure 2 and architecture
100, servers are provided  which host various
applications. For example, where value is added,
connections are provided to  15 both networks (ODN and
IDN) to deliver unique services. Specifically, a
controller server module (CSM) 140 provides network
management services (e.g., a domain name server) to
the  ODN, but it provides fault reporting across the
IDN and hence to the common data network  (CDN)
through CDN switch 116 which hosts one or more
maintenance systems within the  common core system
176. An enhanced airborne flight recorder 170, cabin
services system 172, 20 and one or more common data
network LRUs 174 (line replaceable units) are
representative of  multiple aircraft systems that may
be connected to CDN switch 116. Such a configuration
improves the fault isolation capability of the
maintenance system, in the case of a failure of one
or more of NIM Boundary Router 112 or EGM 104. [0036]
A crew information system / maintenance system
(CTS-MS) file server  25 module(s) (FSM) 142 provides
data load services to systems on the CDN/IDN/ODN, file
transfer  and data retention services to systems on
the CDN/IDN/ODN, wireless device control and  



communications, and MCD display support. These
services are all provided via the IDN  connection, to
maximize isolation and the use of the router packet
filters, except for the wireless  device control and
communications which are accomplished using a VPN
directly on the ODN. 30 [0037] Passenger internet
traffic, which originates in the in-flight
entertainment  (IFE) system 150 and utilizes the
broadband satellite services is isolated to the ODN to
maximize  security. This use of direct connections of
the Servers to one or both of the IDN/ODN, or the  -10
WO 2007/117285 PCT/US2006/045593  overt decision not
to provide such, has aligned the services being
provided with any systems that  need to access these
services. [0038] The file transfer service and the
associated wireless/satellite downlink  service
provided by the CIS-MS FSM 142 also helps manage data
forwarding off of the airplane.  5 Airplane systems
can select the preferred wireless/satellite downlink
path or can chose to default to the preferred path as
determined by the CIS-MS FSM provided downlink
service, based on  airline preference, cost, etc.
Alternatively, the EbNS does permit direct access to
the wireless  and satellite connections, for systems
which prefer to establish their own downlink path
criteria. [0039] Systems that utilize the above
described e-Enabled architecture 100 do  10 so to gain
an economic benefit for the airline. While some of the
systems utilizing the e-Enabled  connectivity may
contribute to flight safety, loss of the on-board
e-Enabling architectural  components and supporting
activities (e.g., handling and storage at the airline
of data received  from the airplane) can not be
allowed to impact the ability to dispatch an airplane.
Generally,  components utilized in construction of the
e-Enabled architecture will be single thread 15
components, that is, they will have no redundancy.
However, recognition of the intended  utilization by
certain systems has driven several specific
architecture configuration decisions.  [0040]
Referring again to Figure 2, direct Ethernet wiring is
provided between the electronic flight bag (EFB) 160
and flight deck printer 162, in addition to the
connectivity  provided through the IDN switch. This is
to support the ability for airplane problem reports as
20 gathered by the EFB hosted e-logbook system, and
associated reported maintenance repair actions, to be
offloaded from the airplane in the event of
wireless/broadband satellite failure,  and/or IDN
and/or ODN failure. Lacking this, the e-logbook system
would not have a  satisfactory method for
synchronizing the on-board digital data content with
the airline airplane  records database. 



25 [0041] As described above, multiple off-board
connectivity options have been  provided, including
terminal wireless LAN units (TWLU) 130, crew wireless
LAN units  (CWLU) 132, and broadband satellite 134 to
provide multiple options to airlines in how to move
data to/from the airplane. The alternative is for the
mechanic to physically connect a portable  MCD 166 to
the airplane for moving data to/from the airplane.
Providing multiple options for 30 moving data to and
from the airplane allows an airline maintenance
function to fulfill the  -11 WO 2007/117285
PCT/US2006/045593  requirement to be able to keep an
airplane operational or to recover maintenance data,
even if  part of the off-airplane infrastructure has
failed. [0042] In one embodiment, a second MS-CIS FSM
170 is utilized as an airline- selectable optional
server. Providing an optional server recognizes that
some airlines may  5 consider the data being collected
on this server of high enough value to want to ensure
its  availability. [0043] The following is a summary
of various new design elements of the  architectural
implementation that provides an airborne e-Enabled
environment. As described  above, the e-Enabled
environment accommodates a system of systems approach
to  10 airlinetairplane operation and management.
[0044] More specifically, a selection of airborne
Ethernet-based network  systems components,
sub-networks, connectivity, common services, and
redundancy provides  the support for end-to-end
systems objectives, for example, one or more of
refreshing  navigational data to the flight management
system, coupling on-board maintenance system data 15
with airline ground-based maintenance systems, and the
deployment of digital manuals onto  aircraft for pilot
or mechanic utilization. Such an approach results in
efficiencies that provide  maximum value to the
airline. [0045] The Ethernet-based network systems
approach allows for layered  configurations that
utilize switches/routers to manage both an isolated
data network and an open  20 data network, thereby
providing isolation to the data traffic moving through
wireless and broadband satellite devices from other
ODN-hosted systems and from systems hosted on the
isolated data network. Traffic control is provided by
pre-loaded configuration files. [0046] The controller
server module (CSM) 140 utilizes a dual connection.
This dual connection provides network management
services (e.g., a domain name server) to the  



25 ODN, but also provides fault reporting across the
IDN, and hence to the CDN, which hosts the
maintenance system. [0047] The crew information system
/ maintenance system (CIS-MS) 142 file  server
module(s) (FSM) is also dually connected to provide
data load services to systems, file  transfer and data
retention services. Other services are allocated to
only one of the connections. 30 For example, an in one
embodiment, MCD display 166 support is provided via an
IDN  -12 WO 2007/117285 PCT/US2006/045593  connection,
and wireless device control and communications is
provided via an ODN  connection. Inclusion of a file
transfer service and the associated wireless/satellite
downlink  service provided by the CIS-MS FSM helps to
manage data forwarding off of an airplane.  Airplane
systems are capable of selecting the preferred
wireless/satellite downlink path or can 5 chose to
default to the preferred path as determined by the
CIS-MS FSM provided downlink  service, based on, for
example, airline preference and/or cost.
Alternatively, the Ethernet-based  Network System does
permit direct access to the wireless and satellite
connections, for systems  which prefer to establish
their own downlink path criteria. [0048] Direct
Ethernet wiring between an electronic flight bag (EFB)
160 and a  10 flight deck printer 162, in addition to
the connectivity provided through the IDN switch,
supports  an ability for airplane problem reports as
gathered by an EFB hosted e-logbook system and
associated reported maintenance repair actions. This
interconnection allows problem reports to  be
offloaded from the airplane in the event of one or
more of a wireless/broadband satellite 134  failure,
an IDN failure, or an ODN failure. Multiple off-board
connectivity options, including 15 both terminal
wireless (TWLU) and broadband satellite connectivity
provide multiple options to  airlines in how to move
data to and/or from an airplane. Alternatively, a
method of moving data  using a physically connected
portable MCD is also provided. Finally, configuring a
second MS- CIS FSM 170 as an airline-selectable
optional server recognizes that some airlines may
consider  the data being collected on such a server to
be of high enough value to want to ensure its  20
availability. [0049] The airplane network architecture
described above, with its compliment  of networks
managed and segregated by switches and routers, along
with the selection and  alignment of services and
external devices to one or more of the networks, and
the selection of  redundancy mechanisms has resulted
in a product that is more efficient than other
architecture  



25 configurations that have been considered. [0050]
For example, a unified network architecture might have
been utilized,  where all services and external
devices were connected to a common switch. However,
this  configuration requires more extensive use of
encryption and authentication of the messages  between
the system devices to protect integrity and
confidentiality from unauthorized or 30 malicious
access. A unified network would also make all of the
services and external devices  more directly
accessible to an unauthorized or malicious user and
hence more vulnerable to  direct attack. -13 WO
2007/117285 PCT/US2006/045593  [0051] Additionally, a
network architecture could have been defined and
utilized where the crew information system /
maintenance system file server module (CIS/MS- FSM)
provided wireless and satellite communications through
a connection to the IDN, rather  than through a
connection to the ODN. However, connecting the
wireless and satellite devices 5 (terminal wireless,
crew wireless, broadband satellite) to the ODN, would
result in the routing of  these communications through
the router from the ODN to the IDN. The above
described  architecture allows the CIS/MS-FSM to
manage encrypted communications across the ODN to  the
wireless devices, and then forward these
communications without encryption via the IDN
connection to the systems using the data on the IDN or
on the avionics CDN. This configuration 10 simplifies
the design of the systems using the data, and
generally eliminates the need for these  systems to
utilize security certificates, keys, encryption,
digital signatures, etc. [0052] Another alternative
network architecture could be utilized where  portable
MCDs are always connected to either the IDN or to the
ODN, independent of whether  the connection was wired
or wireless. The architecture described herein,
however, provides a 15 capability for a mechanic to
directly access the on-board maintenance system using
a physical  (wired) connection, without the
requirement for a functioning encryption mechanism,
consistent  with maintenance tools used on existing
aircraft. The personnel access restrictions protecting
the  airplane flight deck and the electronics areas
provide a level of assurance that the access is
authorized. At the same time, the more flexible but
potentially less secure wireless connection is 20
provided via the ODN to gain the advantage of network
security protection mechanisms. The  airlines
employing wireless MCDs bear additional
responsibilities for ensuring that security
certificates, keys, and encryption software are
properly deployed and functioning correctly.  



However, a method for servicing the airplane without
these mechanisms being in place is still  necessary.
25 [0053] Finally, a network architecture where
additional redundant components  or wiring was
provided as part of the network to improve reliability
was considered. The  architecture described herein,
however, provides an appropriate level of redundancy
to meet  airline requirements, without unduly
increasing system cost. [0054] While the invention has
been described in terms of various specific  30
embodiments, those skilled in the art will recognize
that the invention can be practiced with  modification
within the spirit and scope of the claims. -14 I I I
WHAT IS CLAIMED IS: 1. A network architecture for
implementation in a vehicle, said network
architecture, compasin8. an Ethernet gateway module
(3GM) comprising an Ethernet switch and router
therein, said EQv1 configured to provide an open data
network (QDN) connection to said  5 network
architecture for aplurality of open data network
devices; and network interface module (1A2) configured
to provide an isolated data network,  aaidNDM
comprising. an Ethernet switch to connect a phnality
of secure devices to an isolated - data network (IDN),
the secure devices related to operation and navigation
off the vehicle; 10 a router configured to interface
rice IDN to the open data netwo>ir  connections, said
router comprising a packet filtering function to
determine which, if any, data  from the ODN may be
passed through to the ION and applied to operation and
navigation of the  vehicle via the secures devices
conoxtedto the IDN; and a gateway/routes providing
network address and protocol trztWAdon to  15 connect
the IDN to a secure common data network (CDN)
associated with vehicle operation,  said architecture
providing segregation between network devices in the
IDN and CDN related to  operation and navigation of
the vehicle, and network devices in the ODN. 2. A
network arrhitecturn according to Claim 1 wherein said
Ethernet switch  and router are configured to isolate
data received from at least one of a wireless device
and a  20 broadband satellite device from other
devices boated on the 0DN and from systems hosted on  



the IDN. 3. A network atcbitectnre according to Claim
1 further comprising a  controller service nodule,
said controller service module configured to provide
network  management services to the ODN and to provide
fault reporting across the IDN. 25 4. A network
architect re according to Claim 3 wherein the IDN is
configured to provide the fault reports to a common
data network ((r)N), the CDN configured to'  host an
sircta8 mainuaaace system. -15 S. A network ai*tecbue
according to Claim 1 further comprising a crew
information system/maiatensnce system file server
module, said fie server module configured  to: provide
at least one of data load services, file =aft
services, data retention  5 services, and maintenance
control display support via a connection to the IDN;
and provide at least one of wireless device control
and eommnnicafoas via a  connection to the ODN. 6. A
network architecture according to Claim S wherein said
crew  information system/maintenance system file
server module comprises a wireless/satellite  10
downlink service that includes a file taut service for
managing the treader of data from an  aircro . 7. A
network architcmre according to Claim 5 wherein said
crew  information syatem/maintemance system fife
server module cash] es selection, by one or more
W=aft systems, of at least one of a pr+efeaed
wirele&satellite downlink path or a default to a 15
prafexred downlink path as determined by a downlink
service within said new information  systerahntxaance
system file server module and a physically connected
portable maintenance  control display. 8. A network
arebitecture according to Claim 1 further comprising
at least  one crew information syatemlmaintensace
system file server module, each said We server  20
module confignredto operate as an merino selectable
server. 9. A network architwtone according to Claim 1
wherein said network  architect re comprises at least
am of an electronic flight bag MM) and a flight deck
printer,  said NIM Ethernet switch configured to
provide direct Ethernet whing to said EFB and said
flight deck printer, said architecture further
comprising at least one direct connection between 



25 said Egg and the flight deck printer configured to
address any failures of said NIM Ethernet  switch. 10.
A network architechrre according to Claim 9 whertan
the direct Ethernet  wiring and the IDN are configured
to provide a connection to support airplane problem
reports as  gathered by a e-logbook system within said
EFB upon a faRia of said NIM Ethernet switch -16 11.
-t- method for netwoddng components of a computer
architecture, said  method comprising configuring an
Ethernet switch to connect external devices to an
Isolated data  network (IDN); 5 utilizing a packet
filtering function within a first router to connect
external  devices to an open data netwodc(ODN);
providing netvodc address and protocol translation
with a gateway to connect the  IDN to aseeme common
data networig and managing the ODN utilizing a second
Bthemet switch and a second router, 10 12. A method
according to Claim 11 wherein managing the ODN
utilizing a  second Ethernet swift h and a second
router comprises isolating data received from at least
one of  a wireless device and it broadband sarcUite
device from other devices hosted on the ODN and  from
systems hosted on the N. 13. A method according to
Claim 11 father comprising providing network  15
management services to the ODN and fault reporting
across the MN utilizing a controller service  module.
14. A method according to Claim 13 further comprising
configuring the IDN  to provide fault reports to a
common data network ((r)N), which is c adigured to
host an aircraft  maintenance system. 20 15. A method
according to Claim 11 Anther comprising: providing at
least one of data load services, file t anafer
services, data retention  services, and maintenance
control display support via a connection to the IDN
using a crew  information systeaNmainteaance system
file server module. and utilizing the mm information
ayste~lmainteaence system file server module to  25
provide at least one of wireless device control and
eoamoarmaceRams via a connection to the ODN.  16. A
method according to Claim 15 Slier comprising managing
the transfer 



of data from an aircraft using a wirelessleateflite
downlink service within the crew information  -17
systemh oaintenaace system-file server module, the wir
less/satellite downlink service including  a file
transfer service, 17. A method According to Claim 15
further comprising configuring the crow  information
systemlmainteaance system file server module to enable
selection. by one or more  5 aircraft systems, of at
least one of a prefmed whrtess/aateillte downlink path
or a default to a preferred downlink path as
detemrined by a downllak service within the crew
inkounadon  system/mainteuance system file server
module and a physically coimected portable maintenance
control display. 18. A method accordiag to Claim 11
further comprising configuring at least  10 one crew
information systadmaiatensnce ayatem fie server module
to operate as an airline  selectable server: 19. A
method according to Claim 11 wherein configuring an
Ethetaet  switch to connect external devices to an IDN
further comprises: configuring the Ethernet switch to
provide direct Ethernet wiring to at least one of  15
an electronic flight bag (EFB) and a flight deck
printer, and providing at lent one direct connection
between the EFB and the Sight deck  printer, to
address any Ethernet failures. 20. A method according
to Claim 19 further comprising configuring the direct
Elcanot wiring and the IDN to provide a connection to
support airplane problem reports as  20 gathered by a
e logbook system.witbin the ls"['B upon it failure of
the NPA Ethernet switch. 25 -18 




