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" DESCRI PTI ON ELECTRONI C COWWERCE SYSTE ~QQE&§#%
FI ELD The present invention relates to an electro e 0 rece

system for allowi ng users or consuners to conduct conweuﬂ%ﬂxtﬁﬁﬁﬁﬁﬁ%P5hs

via on-1line communi cations on the Internet, personal conputer

conmuni cation networks, etc., and nore particularly to an electronic
comrer ce system whi ch uses payneRESHIPTIEICh as credit cards, debit
cards, etc. for settling paynents. BACKGROUND ART Recently, a

growi ng nunber of users of computer networks including the Internet,
personal conputer comrunication networks., etc. are placing online orders
to buy nerchandi se from sé& EF§ONHSIGG¥HBRQFe§¥$%W¥C malls on the

I nternet and shops on the personal conmputer conmunication networKks.

In order to conduct such an on-line commercial transaction, it is
custonaryﬁ? buyer..to have readily available a paynent card such as a
credit ca %§¥&§38e§¥$£9

The present invention relates to an electronic
commerce system for allowing users or consumers to conduct
commercial transactions via on~line communications on the
Internet, personal computer communication networks, etc.,
and more particularly to an electronic commerce system which
uses payment cards such as credit cards, debit cards, etc.

for settling payments.

BACKGROUND ART

Recently, a growing number of users of computer
networks including the Internet, personal computer
communication networks, etc. are placing online orders to
buy merchandise from sellers including electronic malls on
the Internet and shops on the personal computer
communication networks.

In order to conduct such an on-line commercial
transaction, it is customary for the buyer to have ieadily
available a payment card such as a credit card or a debit
card, and transmits various data about the name, address,
and telephone number of the buyer or card holder, the type,
quantity, and other details of the merchandise to be

purchased, and the card number and expiration date of the



card, and transmts various data about the nanme, address, and telephone
nunber of the buyer or card holder, the type, quantity, and other details
of the merchandise to be purchased, and the card nunber and expiration
date of the card, fromthe term nal of the card hol der through the
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bill the card npany f price o e nmerc I'se on the data
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aut hentication of the card holder to t sel'l er e data sent

fromthe ggtéetnaboutd ther e s1a¢IReSES mez%mnasg@paenssﬁuabsélﬁfzeirfe card
hol der and the card nunber and expiration date of the card. The cd

conpany ak&Pvidé tdstipwey fatndhify ARt hrrateaditeQf ahfepsal dehel d8Fdqt 0
settle the paynent based on the data of the price of the nerchandise sent

fromthe sehpfiy for the phHlRCiIORMNe aRPFREAEiIsSESHEEBJIf6n €pAdEEtd Ng such
on- |ine conmmercial transactions have heretofore been open to various

dangers i psteied MacKia tdrmilvanc eft ikhe ekllegnmunheathed démpany Cracking
(substltutlon of conmmuni cati on

gives authentication of the card holder to the seller based

on the data sent from the seller about the name, address,

and telephone number of the card holder and the card number

and expiration date of the card. The card company also

withdraws funds from the account of the card holder to

settle the payment based on the data of the price of the

merchandise sent from the seller.

Electronic commerce systems for conducting such on-
line commercial transactions have heretofore been open to
various dangers including hacking (interception of
communication data), cracking (substitution of communication
data), and impersonation of the card holder, the merchant
server (the terminal of the seller), and the acquirer
gateway (the terminal of the card manager).

Of these attacks to the e;ectronic commerce systems,
the impersonation of the card holder can be prevented to a
considerable extent by a database of card numbers which is
possessed and managed by the card manager. Furthermore any
damage which the card holder may suffer is relatively small

even when a card holder is impersonated because an upper



data), and inpersonation of the card holder, the nmerchant server (the
termnal of the seller), and the acquirer gateway (the term nal of the
card nmanager). O these attacks to the electronic commerce
systens, the inpersonation of the card hol der can be prevented to a
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managed by card nmana ernore any hé“card hol der
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coll ect and use card information such as of a |arge nuriber of cards,

expirati ondaiRs1yelcdlliect and ubB 2Brat LaFPind©is0| MecH hes adowe probl ens,
It has been the general practice to carry out comrunications using the

identificatdmefe mdRr (Dcakdeer pxphdapassV\Qate®f aéccard hol der, or
correspondi ng data, and to construct a so-called closed user group for

preventing existi My Gametempt tbr soiaet thesabévd pheblargl, fitomaei ng
affected even if the _
been the general practice to carry out communications using
the identification number (ID number) and password of a card
holder, or corresponding data, and to construct a so-called
closed user group for preventing existing commercial
transactions with the card from being affected even if the
identification number and password'are stolen. However,
such a conventional system is not effective enocugh to solve
the above problems. -

Various efforts which have been proposed to
eliminate the above drawbacks individwoally include
encryption of communication data with a stream common-key
cipher using DES (Data Encryption Standard), authentication
with a public-key cipher such as the RSA system, etc.
Nevertheless, there has not been constructed an electronic
coﬁmerce system which is simple and versatile.

It is therefore an object of the present invention
to provide an electronic commerce system which uses payment
cards for settling payments via online communications with a

simple and versatile system arrangement to avoid the danger

of impersonation of sellers, etc. for secure online



i dentification nunber and_password are stolen. However, such a
conventional systemis npf ' h to solve the above problens.
Various efforts which hayeHgigggnggsgg%Nto el imnate the above drawbacks
i ndi vidually include en ' ication data with a stream
connnn-ke§ cigher u ing Dﬁgngata Encryption Standard), authentication
with a pubPree 8§a%igﬁ8 SAULHEE: t he RSA system etc. Neverthel ess, there
has not been constructed an el ectronic conmerce systemwhich is sinple and
versatil e. It is therefore an object of the present invention to

provi de aBIngB%ﬁQEi6chﬁy§ﬁffb§ysten1mhich uses paynent cards for
settling paynments Vvia onli'he communications with a sinple and versatile
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for secure online I
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object, there is provided in =~ accordance wth the present invention an
el ectroni gycPBHEESE conducting commercial transactions via online

communications on a network between terminals of parties
including at least a seller, a card holder who uses a
payment card to purchase merchandise from the seller, and a
card manager for managing payments made by the payment card,
comprising means in the terminal of the card holder, for
encrypting partial data with relative to the parties other
than the card holder with common cryptokeys which are
effective only between the card holder and the parties other
than the card holder, among order data produced when the
card holder purchases merchandise from the seller using the
payment card, and then transmitting encrypted order data
including the encrypted partial data through the terminal of
the seller to the parties other than the card holder, means
in the terminals of the parties other than the card holder,
for decrypting only the encrypted partial data relative to
the parties other than the card holder, among the encrypted
order data, using the respective common cryptokeys, means in
the terminal of the card manager, for allowing commercial
transactions, including issuance of an authentication of the
card holder to the seller, to be made with respect to the
card manager, based on the partial data decrypted by the
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system for conducting cpnmer ﬁﬁtions via online comunications on
a network between termpn Mbﬁ%ﬁﬂgééggég itncl uding at least a seller, a card
hol der who uses a - ayne t 0o_purchase nmerchandi se fromthe

seller, and a card manager for nanaglng paynents nade by the paynent card,
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respect to the card holder and respective parties other than the Car

hol der, fQel89ehyobst BRel RSPERANYEsPAHd G miHE WERY Bﬂétsb@&tt ke Raetial
dat a mhlch was reproduced for each of the respective parties with comon

crypt okeygethiegh Baeedebheehé Vigaord ) heiveeled g ted dyhehdekezignhine
respective parties other than the card holder, and then transmtting
encrypt edodr d¢he dalldeinghtdiing ddechancioqtiect [IﬂTt’dh%J caddahollegugh the
termnal of the seller to the parties other than the card holder, neans in
the term dskaedf frbm pheti&sd ahdedgert han the card hol der, for decrypting
only the encrypted partial data wth respect to the parties other than the
card hol der, ano@jetbaréntolgdrd wiaerishes taugurghblse mesphahdise common
crypt okeys, neans in the termnal of the card

from the seller using the payment card, encrypts the partial

data relative to the other parties including the seller and
the card manager, etc. with the common cryptokeys effective
only between the card holder and each of the parties, and
then transmits encrypted order data including the encrypted
partial data from the terminal of the card holder through
the terminal of the seller to the terminals of the other
parties. The order data thus encrypted are securely
protected from unauthorized access.

Each of the parties including the seller and the
card manager, etc., who has received the encrypted order
data, decrypts a part of them relative to itself using the
common cryptokey shared by the card holder. It is unable to
decrypt and comprehend other's encrypted data since each of
the parties does not have a common cryptokey for decrypting
the partial data relative to the other parties. Stated
otherwise, each of the parties can comprehend details of the
order data only within a range that is concerned with the
party, and hence cannot steal any partial data that do not

involve itself. The card manager effects commercial
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manager, for allow ng comercial transactions, including issuance of an
authentication of the card holder to the seller, to be made with respect
to the card nmanager, based on the partial data decrypted by the termna

of the card nmanager, and neans in the termnal of the seller, for

all owi ng commercial transacti ons, |ncI di , del jvery of, the nerchandlse
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the encrypted order data fromthe termnal of the car rough the

termnal ghrihpangbbe! tonteid aRdidd s Sfedti@®nmidf ofterbhghudi ng the
seller. The order data thus encrypted ‘are

transactions are conducted via online communications.

The security of the order data are maintained since
the order data are encrypted before being transmitted. Each
of the parties other than the card holder is supplied with
minimum necessary data among the order data. Even if a
third party impersonates the seller, the false seller is
unable to access information involving the card manager,
e.g., the card number and expiration date of the payment
card, and hence can not achieve anything from the
impersonation of the seller. Therefore the electronic
commerce system is effective to ensure security of on-line
commercial transactions through the network while
eliminating the danger of illegal impersonation of the
seller or other parties. The encrypted order data generated
by the terminal of the card holder are transmitted through
the terminal of the seller to the other parties. Therefore
the card holder has only to transmit the encrypted order
data only to the seller in purchasing merchandise wvia online

communications. It is thus relatively simple to conduct on-



securely protected from unauthorized access. Each of the parties
including the seller and the card manager, etc., who has received
the encrypted order data, decrypts a part of themrelative to itself using
the comon cryptokey shared by the card holder. It is unable to decrypt
and Co”prﬂﬁadc%&ifaf“&é&g%‘&ﬂﬁ{sa ug t@%c*él%fctgb § cPaLn8g cdoes not
have a conmon cryptokey for decrypting the partial data relative 1o the

ot her par%&ggemgtated ot herwi se, each of the parties can conprehend
details of"the order data only within a range that is concerned with the
party, and hence gpanetdst eddt@Mhdidldd AatdaloF Bhaksd9nAlioni PwAk¥R itsel f.
The card manager effects comrercia

may not necessarily be the address of the card holder) of

delivery of the merchandise, and the parties include a
delivery service company.

In this case, the data of the destination are
encrypted using only a common cryptokey which 1is effective
only between the card holder and the delivery service
company, and the delivery service company is allowed to
deliver the merchandise based on the partial data, including
the data of the destination, decrypted by the terminal of
the delivery service company and instructions given from the
seller. The privacy of the destination is protected since
the data of the destination are comprehended only by the
delivery service company.

The order data include data of a card number and
expiration date of the payment card, and the data of the
card number and expiration date are encrypted using only the
common cryptokey effective only between the card holder and
the card manager. Therefore the data of the card number and
expiration date, which are the most important in settling
payments for online commercial transactions using the
payment card, are comprehende& by the card manager only when
the card manager decrypts the encrypted order data. Stated
otherwise, any parties other than the card manager and the

card holder are unable to know the data of the card number



5/1 . transactions related to itself, which include issuance of an
aut hentication of the card holder to the seller, based on the partial data
decrypted by the termnal of the card manager. The seller effects
commercial transactions related to itself, which include delivery of the
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against online commercial transactions, is effectively
prevented.

The common cryptokeys may be separately established
and distributed between the card holder and other parties.
Preferably, however, identifiers which are public and
peculiar respectively to the parties other than the card
holder may be entered into a secret private key peculiar to
the card holder to generate the common cryptokeys which are
effective only between the card holder and the parties other
than the card holder, and an identifier which is public and
peculiar to the card holder may be entered into respective
secret private keys peculiar to the parties other than the
card holder to generate the common cryptokeys which are
effective only between the card holder and each of other
parties. The identifier may comprise any attribute which is
public and peculiar to each party, e.g., the name, address,
mail addressor domain name on the network, or their
combination of each party.

Consequeﬁtly, each of the parties including the card
holder enters the identifier of another party, with which a
common cryptokey is to be shared, into the secret private
key of its own to generate the common cryptokey. Therefore

each party can generate the common cryptokey required for



third party inpersonates the seller, the false seller is wunable to access
I nformation involving the card manager, e.g., the card nunber and
expiration date of the paynent card, and hence can not achi eve anything
fromthe inpersonation of the seller. Therefore the el ectronic commerce

system i s cehiBebliue keaRBaLEfoRPolil Oy inldieg GGl iggansact i ons

t hrough the network wn el 1mnati t he danger o egal i npersonation

of the S%Laebtaéroga pﬁﬁid: eBts Thigh et §ekiQiadRr k@? ¥igeperated by the
term nal of the car der are transmtted through e termnal of the

sel l er toekitabotBAinganhiiesi st e tideddich ehgebkbys ianly to
transmt the encrypted order data only to the selléer in purchasing

mer chandi a@vénaeon! The elestidnidtdeniferdd s}&ﬁémmcbeka&n\geltb gheple to
conduct on- : | i ne commerci al

transacti pmesestngnveatibrcts othws dm’gte]ryces:uugas emd versatileTheTheder data
i ncl ude data of a destination (which may not necessarily be the address -of
the card bekbdeiryobf demmweigatofor hdateerichamdiisdlyamdinheipedt whdlencl ude a
del i very service conpany. In this case, the data of the
desti nat i thearemmunication data are being transmitted through the

network since there is no need to distribute common

cryptokeys in advance, so the safety of the electronic

commerce system is high.

The above process of generating common cryptokeys is

disclosed in "NON-PUBLIC KEY DISTRIBUTION/Advances in

Cryptology: Proceedings of CRYPTO ‘82/Plenum Press, 1983,

pp.231 - 236" by Rolf Blom, "An Optimal Class of Symmetric

Key Generation Systems/Advances in Cryptology: EUROCRYPT

'84/Springer LNCS 209, 1985, pp.335 - 338" by Rolf Blom, and

Japanese patent publication No. 5-48980, for example, and

hence will not be described in detail below.

Preferably, each of the parties communicates with

other parties to which the encrypted order data are to be

transmitted prior to the transmission of the encrypted order

data for thereby confirming the other parties. Such advance

confirmation of the parties is effective to prewvent damages

which would otherwise be caused by impersonation of the

seller, the card manager, or the like. Therefore the safety

of the electronic commerce system is further increased.



encrypted using only a conmon cryptokey which is effective only between
the card holder and the delivery service conpany, and the delivery service
conpany is allowed to deliver the nmerchandi se based on the partial data,
including the data of the destination, decrypted by the term nal of - the

del i very IC HELNRR Nl hons given fromthe seller. The
?ﬁ?ﬁ% Sgstina?%8§ ?g g§%$g§%%d since the data of the destination

privacy o
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data i nclude data of a card number an

expiration date of the paynent
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using only the

common cryptokey effective only between the card hol der and

the card nanager. Ficerefier e £hewdnipr obf t HedLvd ooy ndnGegiiiceat i on
date, which are the nost inportant in settling paynents for online

comrer ci alat rARSAC hicdderushnghé helepaysmit catmbrdy &yeasa ¢horgednby the
card manager only when the card manager decrypts the encrypted order data.
Stated ofFTegy.Gi;se, any parties other than the card nmanager and the card
hol der are unable to know the data of the card nunber

7

FIG.3 is a flowchart of data processing sequences at

parties other than the card holder in the electronic

commerce system shown in FIG.1.

BEST MODE FOR CARRYING OUT THE INVENTION

. A preferred embodiment of the present invention is

described below making reference to FIG.1l and FIG.2.

As shown in FIG. 1, an electronic commerce system

according to the present invention comprises a terminal 1 of
a card holder who owns a payment card (not shown) such as a
credit card, a debit card, or the like, a terminal 2 of a
seller, a terminal 3 of a card manager (card company) which
manages payments by way of payment cards, and a terminal

4 of a delivery service company which delivers merchandise
handled by the seller. The terminals 1, 2, 3, 4 are
connected for communication with each other by a network 5
such as the Intérnet, a personal computer communication
network, or the like. The card holder, the seller, the card
manger, and the delivery service company are parties to an
electronic commercial transaction described later on.

Each of the terminals 1, 2, 3, 4 comprises a

10



and -expiration date of the paynent card. As a consequence, security of the
el ectronic commerce systemis effectively naintained, and any unl awf ul

i npersonation by willful parties of the seller, which is the nost
dangerous act against online comercial transactions, is effectively

prevent edeomputer madiihe FHEN o WPRkEVHaTB ¥ oRBuEEPaLRt €hy €$kab! i shed
and distributed between the card hol'der and othéer parties. Preferably,

however, ggemtofiens whingihhaarse publ,i @ ,aadcopesithsas £88pest pyebyrso the
parties other than the card holder may be entered into a secret private

key peculkey 6p whieh ciy b haimthen caypeokegt gehbeaton08yStymt f&Lys whi ch
are effective only between the card holder and the parties other than the
card hol dgnemaidiran 4 demnidn exrypitiokkyi £fopublipheatdxt peomhnaicaviome card
hol der may be entered into respective secret private keys peculiar to the
parti es dtdereamarhiieranyapdfidleder and genenargptientdecnypicigpt okeys whi ch
are effective only between the card hol der and each of other parties. The
i denti fi esyswesm chnffor ssucnyptdingr iabdt dewiiyphing combhnbcaniompedata ar to each
party, e.g., the nane, address, nmil addressor domain name on the network,
or their wieniibaatdommay cxygkokayt ¢. as softwareopsehaedwaye each of the
parties including the card_ holder enters the identifier of another party,
with whi cHiRlenssirdiansypt Jeepe §YE5eBE 8hal cBave nprevieuskyrkeepri vat e

key of its own to _generate the conmon chEtoke .. Therefore
sent to the parties from a central organization (not shown)

which issues cryptokeys and performs other tasks.

As can be seen from the articles by Rolf Blom and
Japanese patent publication No.5-48980 referred to above,
the secret private key 6 is peculiar to each of the parties,
and generates a common cryptokey with respect to another
party to communicate with when an identifier which is public
and peculiar to each party, such as the name, address, or
the like of the other party, is entered through each of the
terminals 1, 2, 3, 4.

The encryption/decryption system 7 serves to encrypt
communication data with the common cryptokey using known DES
(Data Encryption Standard), or the like (at a transmission
side for the communication data) and decrypt communication
data which have Been encrypted (at a reception side for the
cémmnnication data).

An electronic commercial transaction is conducted
using the above electronic commerce system as follows:

It is assumed that each of the parties communicates
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each- party can generate the common cryptokey required for

8 commercial transactions sinply by entering identifier of the
other party into its own secret private key w thout establishing and

di stributing the comon cryptokey in advance. The el ectronic comerce
syst em aceddi rectherh@arpyesenwhiokeshtoyptsd tdtdehi iy o et
versatile. The
t he comudiacatdi om)datre awebbetmgnsmatised t tiecbudir othghit hee rmigtaies KL-s§ nce
there is no need to distribute comopn cryptokeys in advance, so the safety
of the el everoihe Indbewsete $hetpersendl glomputer commiireicaiichom process of
generating common cryptokeys is disclosed in "NO\NPUBLI C KEY

DI STRI BUT REWWREKan ©&s the 1Ckept ardgyhaPrerce dvh gohe fpagrREObegaeRinenum
hpp.231 - 236" by Rolf Blom "An Optimal O ass of Symetric

Press, 1983,
Key Gener &%

security of comunication data is reliably nmaintairned while

§ps tERBFRdTaRBREYPHEd 95N clfta BuROCRYHELmegU/Agpr i nger LNCS

209, 1985, pp.335 - 338", by Rolf Blo and Japanese patent publication
¥

No. 5-48989vaage &kakpltde g

Preferably,

the encrypi&destdeprtad: &

er hpRERY wegiistatrl @sdstised 1@ -det@sl  bel ow.

ach,of the Barties comuni cates with other parties to which

Gr8ther pearty.

The card holder has acquired beforehand merchandise

information of the seller through either communications

between its own terminal 1 and the terminal 2 of the seller

to see a home page of the seller, for example, or a browse

of catalog data of the seller based on a recording medium

such as a CD-ROM, a magazine, or the like.

The card holder asks the seller to send the data of

an order form before purchasing merchandise from the seller.

Alternatively, the card holder may obtain the data of an

order form from a CD-ROM or the like.

Then the card holder enters order data to purchase

the desired merchandise with its own payment card through

the terminal 1 using the order form. As shown in FIG.2, the

order data which are entered through the terminal 1 include

the name, address, telephone number, and FAX number of the

card holder, the card number and expiration date of the

payment card owned by the card holder, the name, quantity,

and item number of the merchandise, the amount due, the type

of payment (installment, full payment, etc.), and the

destination of delivery of the merchandise (including the

12



transmtted prior to the transm ssion of the encrypted order data for
thereby confirmng the other parties. Such advance confirmation of the
parties is effective to prevent damages which would otherw se be caused by
i mpersonation of the seller, the card manager, or the like. Therefore the
safety ohaibe slidcésopi steonmlritiee adieimatichyr.t her increased.

9 BRI EF DESCRI PTI ON OF DRAW NGS FIG1 is a block diagram
of an el ectroni c thenerder &3t eameaquoyr diimg.ted ttoe theeabntei deeailsp;

FIG2 is a flowhart of a data processing sequence at a car holder in the
el ect r oni butonagr centyin cmEdomation maa@sbary for theFs&llers thél owchart
of data processing sequences at parties other than the card holder in the
el ect r oni eargomprager syatémkangiglivemy Gervice BEgPanpDECFPRIEARRYI NG OUT
THE | NVENT| ON- A preferred enbodi nent of the present invention is
descri bedtheiswtageks nielafbrenee & Famerrigdd trpgsaction, e.qg.,

identification by the seller of the card holder who has
placed an order and details of the order, authentication of
the card holder by the card manager, settlement of the
amount due, delivery of the merchandise by the delivery
service company, when the card holder is going to buy the
merchandise using its own payment card.

After the above order data are entered, the card
holder extracts predetermined partial data relative to the
seller, the card manager, and the delivery service company
from the order data, and duplicates the extracted partial
data. The partial data related to the seller are duplicated,
which specify the card holder and the details of the order,
i.e., the name, address, telephone number, and FAX number of
the card holder, the name, quantity, and item number of the
merchandise, the amount due, and the type of payment, etc.
The partial data relative to the card manager are
duplicated, which authenticate the card holder and settles
the payment, i.é;, the name, address, telephone number, and
FAX number of the card holder, the card number and
expiration date of the payment card owned by the card
holder,lthe item number of the merchandise, the amount due,

and the type of payment, etc. The partial data relative to

13



As shown in FIG 1, an electronic commerce system according to the present
Lnvention conprises a termnal 1 of a card holder who owns a paynent card
(not shown) such as a credit card, a debit card, or the like, a termnal 2
of a seller, atermnal 3 of a card nmanager (card conpany) which nanages

paynments kppdneds18fycR9y BRI i6ar EsmpaRy &rd e 'ﬂféatéh,ofwrﬁcqﬁlaLféery service

conpany whi ch deli1vers nerchandi se andl ed by the seller. The terminals 1,

2, 3, 4 anRquitRietcdcialeedMinEi fatiRindi dd), epcd), Oy kel nNetwork 5
such as the Internet, a personal conputer communication network, or the

li ke. The agirésagl deiephbaesahhbér, t Hgd CEAY ndMRgerof ahd dagael i very

service conpany are parties to an electronic comrercial transaction
descri bed Hodider ,0mnd the destbnsbiod dhedéEivemalst khe? me¥chénddspr,i ses a
10 conput er machi ne such as a personal conputer or the |like. Each
of the teeticnals 1, 2, 3, 4 contains a secret private key 6, which is a
common cryptokey generation systemfor generating a common cryptokey for
ci phertext conmuniacatriocerdurbéetocenmalsldi thargaphrialeler aod exttract and
encryption/decryption system7 for encrypting and decrypting communication
data wi t dupidcesenthec apprekpyréiab data e drsdfiwdwer grogram for
automatically carrying out such a procedure has been sent to
the card holder before the data of the order form have been
sent from the seller to the card holder. Therefore, the
card holder extracts and duplicates the above partial data
according to the procedure or the software program which
have been given tc the card holder. The partial relative to
the above parties are not limited to the data illustrated
above, but some of the illustrated data may be dispensed
with or additional data may be added thereto. For example,
the data of the FAX number of the card holder may not be
needed by any of those parties, the data of the item number
i of the merchandise may not be needed by the card manager due
to the law and custom in the country in which the electronic
commerce system is used, and the data of the destination of
delivery of the merchandise may be needed by the seller.
The common cryptokeys for ciphertext communications
between the card holder and the seller, the card manager,
and the delivery service company are generated by entering

respective identifiers of each of those parties into the

secret private key 6 at the terminal 1 of the card holder.
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I nplenmentati ons. These systens 6, 7 have previously been sent to the
parties froma central organization (not shown) which issues cryptokeys
and perforns ot her tasks. As can be seen fromthe articles by Rolf
Bl om and Japanese patent publication No.5-48980 referred to above, the
secret prirhat édeayifiies pecthe adeliveachsafvidee dumpangs or and generates a
common cryptokey with respect to another party to conmunicate with when an
i denti fi einfbrmhtisnpubl gc, bl pewaldfartie deddivenyr isprvieeh caspbhyg , nane,
address, or the like of the other party, is entered through each of the
ter m nal sreéguired, £4r the card Whbdesndry mdangideer whei ddesystféar7oferves to
encrypt communi cation data with the common cryptokey using known DES
(Dat a Encitygt feaivemrdaeayicercenpany kay feen iyeantositbe carde for the
comuni cati on ‘data) and decrypt conmunication data which have been

encrypt edhPafes PeEepei bhe sidfed 1of thf oxdemmividatia¥s bgen) sent from An

el ectronic_commercial transaction is conducted using the above electronic
commer ce §)&t 8MLAST 6P| BhY:card holdeqy isingepddensleldNaryesenvadret he parties

communi cat es ) wi { h anot her par%g to which encrypted order data
(descri beBOMPAREr 1§nfes+endtrdh Y fhl&F -t hTBGgRakRePPlEeEPAElI s 1[err] 4

already recognized the identifiers of the seller and the
card manager because the seller and the card manager have
been designated by the card holder itself,

The card holder duplicates the partial data relative
to the sellexr, the card manager, and the delivery service
company from the order data, and generates the common
cryptokeys for communications between the card holder and
each of those parties. Then the card holder instructs the
encryption/decryption system 7 to encrypt those partial
data with the common cryptokeys, and transmits one set of
communication data comprising encrypted order data including

! the encrypted partial data and the identifier of the card
holder from the terminal 1 through the network 5 to the
terminal 2 of the seller as indicated by the broken-line
arrow "x" in FIG. 1. The identifier of the card holder
which is transmitted together with the encrypted order data
is not encrypted. The information (the name, address of the
card holder, etc.} which enables the other parties to
specify the identifier of the card holder may be transmitted

together with the encrypted order data instead of the

15



over: the Internet, the personal conputer comruni cation network, or the

11 ke, and that each of the parties between which to transmt encrypted
order data has confirned in advance that the other party legitimtely
exists, i.e., has authenticated the other party. The card hol der
has acqui iéentéfarehatfidtirer caaddhskdes nf ormati on of the seller through

ei ther communi cations between its own termnal 1 and the termnal-2 of the
seller to see a Rbeecpagenbtatihen sédtarard crecnmiyl groveciedr dwoe  of
catal og data of the seller based on a recording nedium such as a CD-ROM a
magazi ne, Woautherizrd. access whileln spepiamigerions khroughsdhieer to send the
data of an order form before purchasing nerchandise fromthe seller

Al t er nat i ReLYOorkhé eapgehbhaeenemyPasd Ardamdatdta whiicinmagedep florm from a
CD-ROM or the like, Then the, card hol der enters order data to

pur chase PRAETJREFFeAfnERR NGABTRRIGAYHPY (datevm haspndrenc gngryptedgh t he
termnal 1 using the order form As shown in FI.G 2, the order data which
are ent er 88Yt kRoGEhPREELIES WRHAR ars MAtudde 85ed Iesne thedga&ss, tel ephone
nunber, and FAX nunbgr gf %h .__card holder, the card nunber and expiration
date of tRENAGRTNeARICLRY SOREYPTY YHY R PARPAIG: CaphaokareadqbhAt i ty,

and item nunber . of thenggfchandise, t he anount due, the type of paynent

(i nst al | nERPMURLFATH2D HBAE2

_ _ [ ,'etc.), and the destination of delivery of the
mer chandi se ('nC|Eﬂéngeif§f, who has received the communica%%on-data,

i.e., the encrypted order data and the identifier of the
card holder at its own terminal 2, generates the common
cryptokey in common with the card holder by entering the
identifier contained in the communication data into the
secret private key 6'in the terminal 2. The seller decrypts
the partial data relative to itself among the encrypted
order data with the encryption/decryption system 7 in the
terminal 2 as shown in FIG.3, by using the generated common
cryptokey. The seller now acquires necessary data, i.e.,

{ the name, address, telephone number, and. FAX number of the
card holder, the name, quantity, and item number of the
merchandise, the amount due, and the type of payment.

The partial data relative to the parties, i.e., the
card manager and the delivery service company, other than
the seller, have been encrypted with the common cryptokeys
different from the common cryptokey for communication
between the seller and the card holder. Consequently, the

seller cannot decrypt the partial data relative to the card
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nanme, address, etc. of the destination). The order data are not
limted to the above details, but may contain information necessary for
the seller, the card manager, and the delivery service conpany to perform
their tasks relative to a commercial transaction, e.g., identification by

the sel |l emafhgéheandrehdodebiverip dwsridd aoaghady ,Ohgar handedehahbs of the
order, authentication of the card holder by the card manager, setil enent

of the acomptrenerd tediverd mimbddre amy axpidiatd oy dahe ,dehivar greservi ce
conpany, when the card holder is going to buy the nerchandise using its
own paynedataacdncerned widli tthe tdeerdalmaragerdeandatheadesennetidn bfie card
hol der extracts predeterm ned partial data relative to the seller, the
card manadeiivernyl oficthie|nerghantisg, carbdelpdsy dateorrnbernedewitht a, and
duplicates the extracted partial data. The partial data related to the
sel | er arthgupelieeeyr, Sefiesh eqaMyy t he card hol der and the details of
the order, 1i.e., the nane, address, telephone nunber, and FAX nunber of
the card hol der, FhetherRoreudie Sellerd treasmigsbsheoenenpptadr chandi se,

t he anount due, and the type of paynent, etc. The partial data relative to
the card ﬂﬁﬁ%ﬁe@aﬁﬁeanéhﬁﬂﬁ(%ﬁ3§ilﬁgﬂﬁcWfaﬁpﬁeﬁ?Féabélﬂﬁé €aed hbeder and

settles terminal 2 through the network 5 to the terminal 3 of the
card manager as indicated by the broken~line arrow "y" in
FIG. 1. While the seller may transmit all the received data
to the card manager, the seller may transmit only the
partial data relative to the card manager among the
encrypted order data, together with the identifier of the
card holder to the card manager.

The card manager, who has received the encrypted
order data and the identifier of the card holder at its own
terminal 3, generates the common cryptokey in common with
the card holder by entering the identifier of the card

e holder into the secret private key 6 in the terminal 3.
Tﬁen the card manager decrypts the partial data relative to
itself among the encrypted order data with the encryption
/decryption system 7 in the terminal 3 using the common
cryptokey as shown in FIG.3. Therefore the card manager now
acquires necessary data, i.e., the name, address, telephone
number, and FAX number of the card holder, the card number
and expiration date of the payment card owned by the card

holder, the name, quantity, and item number of the

17



the paynent, i.e., the name, address, tel ephone nunber, and FAX nunber of
the card hol der, the card nunber and expiration date of the paynent card
owned by the card holder, the item nunber of the nerchandi se, the anount
due, and the type of paynent, etc. The partial data relative to

13 mergﬁﬁnﬂﬁgéyeiﬁesﬁﬁaﬁﬁ@ didPalhg Are ﬁé@néa%? ‘iﬁgglgrﬁ'tcr‘ aLe

required to delivery'the nerchandise, 1.e., t ess, telephone

number, ar&@hiEA%iﬁuUbegteg&aw%&ﬁé&r had dgfapianad f&%neﬁ%&lbﬂat k@Bs@f delivery

of the merchandi se, A procedure to enable the card holder to

extract agdtadefl k@at enthPpEEVErder tdada dier Mhad 0kt pAreigtogaam f or
automatically carrying out such a procedure has been sent to the card

hol der befretattire dat atsélf hee ngdertiordadidvationn ofsdellikeen bhetgel ler to
the card holder. Therefore, the card holder extracts and duplicates the
above par meathdatidse acwhich nis tthe hiate aoethermedr wiltd saflywahe program

whi ch have been given to the card holder. The partial relative to the
above partdeg@dverg setviteic¢embdmythe data illustrated above, but sone of

the illustrated data nay be di spensed
The card manager, who has acquired the above data,
authenticates the card holder i.e., determines whether the
card holder is a legitimate card user or not, based on the
data of the name, telephone number, the card number and
expiration date of the payment card, etc. and transmits the
result of aunthentication to the seller. If the card holder
is a legitimate card user, then the card manager will carzry
out a process of withdrawing funds from the account of the
card holder based on the data related to the amount due and
‘the type of payment.
The seller, who has received the result of
authentication from the card manager, transmits the
{ encrypted partial data and the identifier of the card holder

from the terminal 2 through the network 5 to the terminal 4
of the delivery service company as indicated by the broken-
line arrow "z" in FIG.1 if the result of authentication
indicates that the card holder is a legitimate card user.

~ Then the seller tramsmits a request for delivery of the
merchandise to the delivery service.company based on the
acquired partial data. If necessary, the seller lays in the

merchandise. The seller may transmit only the partial data

18



with or additional data nmay be added thereto. For exanple, the data of the
FAX nunber of the card holder may not be needed by any of those parties,
the data of the item nunber of ‘the merchandi se nay not be needed by the
card nmanager due to the |aw and customin the country in which the

Gl [ very SPLERTVELES, BHE SLLICHE S O Uil affonhy e ShleBgk g, o

del i very e nerchandi se may ‘be nee

common cf Yphigk el OboL PHEE teKin COEMNLAL RS dretyRe R at-e neawd hol der

and the seller, the card nmanager el 1very service conpany are

generatedtgytggtgéhggerfegéfﬁgéémbdéga%gjiers of each of those parties into
the secret private key ' 6 at the termnal 1 of the card hol der.

14 The | ggathblepedf ddieridRl ioRIPARSAST WhE@nC AEBARKCBE velinkAEMBL i ON,
e.g., the nane of the delivery service conpany, required for the card

hol der toeheeppBedeottieri derd idnerelf iddmeiddlirvery taer vhed GeMEary has
been given to the card holder before the data of the order form have been

sent frongtt hegsewhetetRiddE CArdhildRs Hhec ecki®ndeliypesykegeini ce
conpany is designated by the seller. The card hol der has already

recogni zedoieni Wethi thersaxd Hdikiexeldyerentedinke theatdengngger bgcause the

seller and the card manager have
the card holder into the secret private key 6 in the
terminal 4. Then the delivery service company decrypts the
partial data relative to itself among the encrypted order
data with the encryption/decryption system 7 in the terminal
4 using the common cryptokey as shown in FIG.3. Therefore
the delivery service company now acquires nécessary data,
i.e., the name, telephone number, and FAX number of the éard
holder, and the destination of delivery of the merchandise.
At this time the delivery service company 1is unable to
comprehend those data of the encrypted order data other than
the partial data relative to the delivery service company,

{ e.g., the card number and expiration date of the payment
card.

The delivery service company, who has acqguired the
above data, carries out a process of delivering the
merchandise to the destination based on the data and
instructions from the seller.

In the above electronic commerce system, the partial
data relative to the seller, the card manager, and the

delivery service company, among the order data generated by
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been. desi gnated by the card hol der itself. The card hol der
duplicates the partial data relative to the seller, the card nanager, and
the delivery service conpany fromthe order data, and generates the common
crypt okeys for comruni cati ons between the card holder and each of those

parties. [hanchke 8816eP0l 488 édk
to encrypt those partial data wth the comon cryptokeys,

S ddihg N Wlnn@R/ @%%gﬁgk%?@ system 7

ansmts

one set Okffeefivai pativedndohe CLFPNSIdEr &M WHREG Padehedat andnehrdi ng
the encrypted partial data and the identifier of the'card holder fromthe
term nal &nbhypough pherhel Waika Saitd dtensniidiiddialo Zhef phkeisel.l er as

I ndi cated by the broken-line arrow "x" in FIG 1. The identifier of the
card hol deherefioch thet sacsnity esf tidgetdmieniddtat He emadayptieddowtieledat a

is not encrypted. The infornmation (the nane, address of the

card hol der,

etc.) whidh érmabhbmisshenotheouglartiendtwordpdci f Rarheoifdehei pagties t he
card holder may be transmtted together with the encrypted order data

i nst ead ofist Able to acquire necessary data amontbthe orderi damhki wiieh of the
card hol der. The conmuni cation data are securely protected from

unaut hori £be covmes @hypeokey timrmomman oitihrtdegieardeholder.

Stated

otherwise, each of the parties can acquire those necessary

data only. Therefore the seller and the delivery service

company, for example, are unable to know the card number and

expiration date of the payment card, which are the most

important data for commercial transactions using the payment

card. Even if a third party impersonates the seller or the

delivery service company, the third party can not achieve

anything from the impersonating act because the third party

is unable to comprehend the important data of the card

number and expiration date of the payment card. Accordingly

the electronic commerce system is effective to prevent any

( third parties from impersonating the seller or the delivery

service company.

Each of the parties including the card holder

communicates with other parties to which encrypted order

data are to be transmitted prior to the transmission of the

encrypted order data for thereby confirming the other

parties. Therefore the electronic commerce system is also

capable of preventing any third parties from impersonating

the card manager as well as the seller or the delivery

20



netwerk 5 since the encrypted order data, which nmake up a mgjor part of
the comuni cation data, have been encrypted, any third parties which are
not the seller, the card nanager, and the delivery service conpany can not
read the communication data. The seller, who has received the
communi catdeliridat @ompang.. the encrypted order data and the identifier of
the card holder at its"own termnal 2, generates the conmmon crypt-okey in

conmmon with the camé hakdatobyofntks i peeddier AgieTidddivn COHRIREG ian the

conmmuni cation data into the secret private key 6'in the termnal 2. The
sel | er deajegpt on the paettabniateommdtde veydien tiseIrfakameag idue encr ypt ed
order data wth the encryption/decryption system7 in the termnal 2 as
shown i n REit@agksbypnuthegelbetgensr atemnexrersysteny.pt Giseya rBsaltelifter now
acquires necessary data, i.e., the nane, address, tel ephone nunber, and
FAX nunbewasf fohad thet hbedelectimnivansgmuprad |gysteandrast eapabikeeofof t he
nmer chandi se, the anobunt due, and the type of paynent. The partia
dat a rel amitbstentiiegpahosesattaeks. the card manager and the delivery
service conpany, other than the seller, have been encrypted wth the
comon crypt okeys Thei fisaenf thendestinahimh aangsiokey cooprebemdadcat i on
between the seller _and the card hol der. Consequently, the seller cannot
decrypt tBY¥ paet sgllast anfetheirrd dranpgepmpcause the data of the

16
destination of delivery of the merchandise are encrypted

using only the common cryptokey common to the card holder
and the delivery service company in the embodiment. Thus
the privacy of that person is protected when the card
holders sends the purchased merchandise to a person other
than the card holder.

When the card holder buys merchandise the encrypted
order data are transmitted through the terminal 2 of the
seller to the seller, the card manager, and the delivery
service company. Then the card holder has only to transmit

( the encrypted order data to the terminal 2 of the seller, so
is able to purchase merchandise through online
communications easily.

The partial data relative to the seller, the card
manager, and the delivery service company respectively are
encrypted by the card holder, and the common cryptokeys used
by the seller, the card manager, and the delivery service
company to decrypt the partial data are generated simply

when each of the parties enters the identifier of a certain
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manager and the delivery service conpany, and hence cannot conprehend the
card nunber and expiration date, which are data concerned with the card
manager, and the destination of delivery of the nerchandise, which is data
concerned with the delivery service conpany. Furthernore, the

sel | er trﬁﬁ%\tq%géhé@eéﬁ&ygf%té)r@ 1913 ARG il Bah dgDyLfi er of the card

hol der from term nal t hrough™the network 5 to the termnal 3 of the

card nanagetoa8ih§y Cat efs ot Nedusdleah Ifiore tak! prtYesi Bo BEkGaplisithile
the seller may transmt all the received data to the card manager, the

sel | er magolhensorypeokeysd hexr mavdivel cbiman elrgbkyReys theteapdtsanager
anong the encrypted order data, together with the identifier of the card
hol der toftbm aacdntrahgerganization cHoh ¢ime mmoagmercihd has received the
encrypted order data and the identifier of the card holder at its own
term nal Sragsaethdesis heo dematiecr yThek paritiesonims $ih8 itheimple hol der
by entering the identifier of the card holder into the secret private key
6 in the terocondicB.cornfircidle oandackiager vdacoypplldngéhe partial data
relative to itself anmong the encrypted order data with the encryption

/ decr ypt i comsysieations. t he ternminal 3 using the common

The electronic commerce system according to the
present invention, therefore, is secure, simple, and
versatile.

The electronic commerce system may be constructed
without the participation of a delivery service company, or
may be constructed so as to include a gateway manager such
as an Internet service provider, a key authentication
office, etc. as parties to the electronic commerce system
while the parties to the electronic commerce system include
a delivery service company in this embodiment.

Each of the parties generates a common cryptokey

{ when it enters the identifier of a certain party into the
secret private key in its terminal in the embodiment.
However, the parties may.use separately established common
cryptokeys, or may receive common cryptokey distributed from

a central organization.

INDUSTRIAL, APPLICABILITY
The system according to the present invention is

available preferably as a commercial transaction system
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cryptokey as shown in FIG 3. Therefore the card nmanager now acquires
necessary data, i.e., the nane, address, telephone nunber, and FAX nunber
of the card holder, the card nunber and expiration date of the paynent
card owned by the card holder, the nane, quantity, and item nunber of the
17 usifi@r ehanghidfont Reari® URic1didengattiet becliypec@tapayasmit At this
time, the card manager is unable to conprehend those data of the encrypted
order dat@apisipretdanvideompdiinelcdaaicaetiansveith theetérmendlls the
destination of delivery of the nerchandise, which is the data concerned

wi th onl yetge perdonel warputiers ca@tganyn a networkThechass tleager, who has
acquired the above data, authenticates the card holder i.e., determ nes
whet her thetexnet, hol pRrsdmla doagiuttieracompandcaston onetredrk pasedtlom t he
data of the name, tel ephone nunber, the card nunber and expiration date of
t he paymehikeard, etc. and transnits the result of authentication to the
seller. If the card holder 1is a legitimte card user, then the card
manager will carry out a process of withdrawi ng funds fromthe account of
the card holder based on the data related to the anount due and the type
of paynent.
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-The.selIerj-mhd“ha§“received the result of authentication fromthe card

manager, tr ' ypted parti al d.the identifier of the
card hol derﬂ!ﬂmmnmﬂmm al 2 through | RHIOWSHEEY kAR toyfhe terninal 4
of the delivelycServirce sconpany as indica}ed byﬁﬁhgggroKﬁh- line arrow "z"
in FIG1 if the result of authenticatd rrrdh e card holder is
a legitimte card user. Then the seller transmts a request for delivery
of the nerchandise to the delivery service conpany based on the acquired
‘partial data. If necessary, the seller lays in the nerchandise. The seller

may transnit onlyj hen paiddtondat @ommerce system for conducting 18
relative to the delivery service conpany anong the encrypted ©Order data

t oget her ogdnetdial derdrnddatiionls Wia ealdnBobdefunieathengdebhvery service

conpany. The delivery service conpany, which has received the

encrypt echetwterk dedtawesnd Herminddst offi parefeshéncandihgl 8erlegétids own

termnal 4, generates the common cryptokey in comon with the card hol der

by enterisglldre, idlerdnd ilgrldefr whbeusasdahphgmentntardiheosperetagpsi vate key

6 inthe termnal 4. Then the delivery service conpany decrypts the
merchandise from the seller, and a card manager for

managing payments made by the payment card, comprising:
means in the terminal of the card holder, for
encrypting partial data relative to the parties other than
the card holder with common cryptokeys which are effective
only between the card Holder and the parties other than the
card holder, among order data produced when said card holder
purchases merchandise from said seller using the payment
card, and then transmitting encrypted order data including
the encrypted partial data through the terminal of the
seller to the parties other than the card holder;
means in the termiﬁals of the parties other than the
( card holder, for decrypting only the encrypted partial data
relative to the parties other than the card holder, among
said encrypted order data, using the respective common
cryptokeys;
means in the terminal of the card manager, for
allowing commercial transactions; including issuance of an
authentication of said card holder to the seller, to be made
with respect to said card manager, based on the partial data

decrypted by the terminal of said card manager; and
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p 1 li3gmi ve to itself anpbng the encrypted order data with the
eﬂmmmmmﬂwm on system7 in the termnal 4 using the comon

crypt okey a8 showh in FIG 3. Therefore the delivery service conpany now
acquires necessary data, 1i.e., the nanme, tel ephone nunber, and FAX nunber

of the card hol dansanidh i@ desininali of ehedsbivery %rtmwm@andi se.
At this time the delivery service conpany is unable to conprehend those

data of themenerill edaisdertidaisy dhbeudihgndelheeppréf athglata relative to
the delivery service conpany, e.g., the card nunber and expiration date of

t he paymmdrchandise, to be mikde Gdkhveegpsetvtoesaddpsayleinhobddsd acquired
the above data, carries out a process of delivering the nerchandise to

t he dest iomattlen gmasdEdlomlattae déatrgpard bynsheutérnisal rofn $dabd sedllerr

In the above el ectronic commerce system the partial data relative to the
sel l er, tamsd cehral anbiegdricagidnt b€ sdéti card lseldenelsmmhn@/:ommngi t he

or der data gener ated by the card
hol der, arardemanagesd usi ng t he common crypt okeys effectlve bet ween t he
card holder and those parties, and the encrypted partial data are
transmtted to the parties.

2. An electronic commerce system according to claim
1, wherein said order data include data of a destination of
delivery of the merchandise, and said parties include a
delivery service company, said data of the destination being
encryptéd using only a common cryptokey which is effective
only between the card holder and said delivery service
company, further comprising:

means in a terminal of the delivery service company,
for allowing the delivery service company to deliver the
merchandise based on the partial data, including the data of
the destination, decrypted by the términal of the delivery

J service company and instructions given from said seller.

3. An electronic commerce system according to claim
1 or 2, wherein said order data include data of a card
number and expiration date of the payment card, and said
data of the card number and expiration date are encrypted
using only the common cryptokey which is effective only

between the card holder and said card manager.
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'Therefore the ty of the order data is maintained while in
H“ m& the network 5. Each of the parties is able to acquire

Ir
nec g the order data with the common cryptokey in common
W|th the card holder. Stated ot herwi se, each of the parties can acquire

those necessary gatg, o deor iRt $9sken aeeokaﬁngelcbVéixlﬁerV' ce

conpany, for exanple, are unable to know thé card nunb expiration

date of theopayrefirwdd coMpGlsiage the nost inportant data for comerci al
transactions using the paynent card. Even if a third party inpersonates

the seller or theneditd i Merihes ajetini@adomgarhe thedt Abldepar E¥rcan not
achieve anything fromthe inpersonating act because the third party is

unabl e t cememieh eindbritiief ienzombdiah datapablibeandr geclfber and expiration
date of the paynent card. Accordingly the electronic conmerce systemis

ef f ect i verasparteinasity any thehipadtpast oebefrr cirannmpbesocaatli hgldée Setder or
the delivery service conpany. Each of the parties including the
card hol dersecmstmpricattes eyt peonfidnrpaot the terdhhohdenctypyegenster data
are to be transmitted prior to the transm ssion of the encrypted order
data for saiel eymmgonidoyptekeyise waikbr arpaefifestiTaconlyrbetimer! €ine r oni c
comerce systemis also capable of preventing any third parties from

i nper sonatdndy halfer &Andl deapartieswethensthps the| eardrhobderel andry

20
means in the terminals of the parties other than the

card holder, for entering an identifier which is public and
peculiar to the card holder into respective secret private
keys pecnliar to the parties other than the card holder to
generate said common cryptokeys which are effective only

between the card holder and the parties other than the card

holder.

5. An electronic commerce system according to claim
1 or 2, wherein esach of said parties communicates with 6ther

! parties to which the encrypted order data are to be
transmitﬁed prior to the transmission of the encrypted order

data for thereby confirming the other parties.
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service conpany. The inventor of the present application conducted
a test on the electronic commerce systemto nmake various attacks on the
el ectronic commerce system As a result it was found that the el ectronic
commer ce system was capable of w thstanding those attacks. The
data of the destination camBSITRAETCOFprEReDEsdL.OBYREhe seller and the card
manager because the data of the destination of delivery of the nerchandi se
are encrypted wusing only the conmon cryptokey common to the card hol der
and the delivery service conpany in the enbodi nent. Thus the privacy of
that person is pr#hest edcandnhohderavhio ddhgier sppraist tderdpoitisesds

mer chandi se to a person other _than the card holder. . When the card
hol der buPeTebRERARG §E0Mha 8ALi9PtEiR QRdbing fummrHaatdens thhawudlr ough
the termnal 2 of the seller to the seller, the card manager, and the
delivery 3s8ekMeEkeoRrpakal THRRAt FRlaklve He? debbeaPanhiiesio tveansiibe the
encrypted order data to the termnal 2 of the seller, so is able to
purchase FeddREndRsE2LAr BABAIOR! | 3o 2 diediVEl | Y igssiqompany, The
partial data relative to the seller, the card nanager, and the delivery
service céﬁﬁ&ﬁytpésBEQ?Fngﬁaa?g the purchase, are encrypted by the

terminal of the card holder using common cryptokeys which
are effective only between the card holder and the other
parties, and then transmitted through the terminal of the
seller to the terminals 2~3 of the other parties. The other
parties which have received the transmitted data decrypt the

partial data relative to them using the common cryptokeys
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encrypted by the card holder, and the common crypt okeys used by the
seller, the card manager, and the delivery service conpany to decrypt the
partial data are generated sinply whief3each of the parties enters the
identifier of a certain 21 party the
secret private key in its termnal 1-4. Accordingly it is not necessary
for the parties to establish conmmon cryptokeys or receive common -
cryptokeys distributed froma central organization each time a comercia
transaction is to be made. The partieg thys ﬂlnd it sinple to conduct
comercial transactions via on-line %anninic tions. The
el ectroni c commerce system accordi ng LXa.d nt invention, therefore,
is secure, sinple, and versatile. ectronic commerce system
may be constructed w thout the partijcij delivery service
conpany, or nmay be constructed so ag t¢ gat eway nmanager such as
an Internet service provider, a key gut office, etc. as parties
to the electronic comerce system wHii¢ es to the electronic
comer ce systeminclude a delivery 9 nggin t hi s enbodi nent.
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Each of the parties generates a common cryptokey when it enters the

identifier of a certain party into the
in the enbodi ment .
crypt okeys,
or gani zati on.
according to the present

connon
central

transacti on system

paynent cards including the credit cards,

or

| NDUSTRI AL APPLI CABI LI TY

communi cations with the term nals
networ k such as the

or the |Ilike.

FIG. 2

i nvention is

avai l

secret private key in its term na
However, the parti%’s$ may use separately established
may receive comon cryptokey distributed from a
The system

| e preferably as a commerci al
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(Amended) An

transactions via
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on a network bgyween termnals of parties including
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|G OGS g B AL Cl Sy o

managi ng paynents made by the paynent card, conprising: Troms\atrarea®s in -
the termnal of the card holder, for generating order dataypesescts iwifeR
said card hol der purchases nerchandi se fromsaid seller using the paynent
card, reproducing fromsaid order data partial data with respect to the
card hol der and respective parties other than the card holder, for each of
sai d resﬁ%ﬁ?W%ﬁ?ﬁ%i%ﬁ?%?Fagﬁ Ofg@ncrypting said partial data which was
reproduced for each of said respective parties with conmon cryptokeys
which are effective only between the card hol der and said respective

parties der, and then transmtting encrypted order
RS TRE ShcAgrRgeo of the

data inclu partial data through the term nal

seller to the pamj %%cBhBiﬁ.ﬁﬁhﬁﬁﬁaﬁﬂtSE%aBﬂ;%ﬂgtfh'cferre i ey jf the

. S .
termnals of the parties~other than car o;n:ecryp ing only

ol dor e R e B P aRERE St (ol e R S omineRRer 1 o€

gzy Pt okeXSstem for cBRAQStiflg! BEmhEFAL AR+ nd o i CH VRN imef OF
communications on a network between terminals of parties
including at least a seller, a card holder who uses a
payment card to purchase merchandise from the seller, and a
card manager for managing payments made by the payment card,
comprising means in the terminal of the card holder, for
generating order daéa produced when the card holder
purchases merchandise from said seller using the payment
card, reproducing from the order data partial data with
respect to the card holder and respective parties other than
the card holder, for each of the respective parties, and
encrypting the partial data which was reproduced for each of
the respective parties with common cryptokeys which are
effective only between the card holder and the respective
parties other than the card holder,'and then transmitting
encrypted order data including the encrypted partial data
through the terminal of the seller to the parties other than
the card holder, means in the terminals of the parties other
than the card holder, for decrypting only the encrypted
partial data with respect to the parties other than the card
holder, among the encrypted order data, using the respective
common cryptokeys, means in the terminal of the card
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. all'ow ng commerci al transactions, including issuance of an authentication
of said card holder to the seller, to be made wth respect to said card
manager, based on the partial data decrypted by the term nal of said card
manager; and means in the termnal of the seller, for allow ng
-commercial transactions, ipcluding delivery of the nerchandi,se, to be nade

with resPeBRILE, s&PY g%@p@}ggtﬁgﬂﬂngLal tﬁgnsactlons, including

issuance of an aunthentication of the card holder to the

seller, to be made with respect to the card manager, based
on the partial data decrypted by the terminal of the card
manager, and means in the terminal of the sellér, for
allowing commercial transactions, including delivery of the
merchandise, to be made with respect to the seller, based on
the partial data decrypted by the terminal of the seller-and
the authentication of the card holder issued from the card
manager.

The card holder who wishes to purchase merchandise
from the seller using the payment card generates order data,
and next reproduces from the order data partial data with
respect to the card holder and respective parties other than
the card holder, for each of the respective parties, thereby
generating partial data. In addition, the card holder
encrypts each of the partial data with respect to the card
holder and the other parties using common cryptokeys
effective only between the card holder and the parties other
than the card holder. Such encrypted partial data is made
into encrypted order data which is assembled from the
partial data. The card holder then transmits the encrypted
order data from the terminal of the card holder through the
terminal of the seller to the terminals of the parties
including the seller. The order data thus encrypted are.
securely protected from unauthorized access.

Each of the parties including the seller and the
REPLACEMENT SHEET

16 JAN 1998




o 24/1 means in the termnal of the seller, for allow ng
comerci al transactions, including delivery of the nerchandise, to be made
with respect to said seIIer based on the partial data decrypted by the
term nal of said seller and t he authentication of said card hol der issued
fromsaid ard nmanag . An electronic co rce8§¥stem

accor di n§2f ’BT‘%Z?ITI f.L e"v%e'][ é’f";}? £a%q I(?‘-‘c?é'r"e(?at & ﬁBFEHE t 9% o
dgff'vgratyfigﬁ?v.é%‘:&é%%r% AL P et aeﬂf%l LR R tﬁ%r;pf e§
hol der afdmlaf o %‘?@églﬁt%??dv@l’c?o' Sy ?‘t"}%ﬁﬁerogéﬁp??s}@ﬁg&é Eoo
means i ngg. Jt:ﬁ{n el c%mr%/fb?xeql?e otfler 13 ﬂc&?g@%@%ﬁ)ﬂa §RE aE%Q%Q‘heE t he

delivery service co ITver the ndi & Based o partia

data, | ”Eixé'?b&ﬂtié? L e e de Yot %%p{g%ﬁézpi??()%gg?ﬁtéxgém nal - of

the deliver service conpany and 1 nstructi glv | er.

3. An el @ﬁérﬂﬂﬁldﬁi)g%ac%ei%%@ AL U Bene? phatfbsl Ofriredherein said

order data i card
otherwise, each of the parties can comprehend details of the

order data only within a range that is concerned with the
party, and hence cannot steal any partial data that do not

involve itself. The card manager effects commercial
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_.nunmber and expiration date of the paynent card, and said data of the card
nunber and expiration date are encrypted  using only the comon cryptokey
which is effective only between the card hol der and said card nanager.

25 4. An el ectronic conmerce systemaccording to claim 1
or 2, further conprising: in the termnal of the card

hol der, for entering identifiers which are public and peculi ar
respectively to the parties other than the card holder into a secret
private key peculiar to the card holder to generate said comon cryptokeys

whi ch are effectiye &Hﬂ%ﬁoclié%t)"\@%“ehﬁétreﬁié E-Bﬁn‘ﬂéfcéﬂ%%%@&n%fi es ot her

than the card hol der; means in the termnals of the parties

ot her thagoddiect GRf EdaledRfiall @kagBhetiBAsagihdeAl ihié ottt sitdSidgndl i ¢ and
peculiar to the card holder into respective secret private keys peculiar
to the pashiLsnetiviark tHewrddne teandnhREder partgeseidéPudiid £OMBHst

crypt okeys which are effective only between the card hol der and the

parties of hes1ldwn 4 hardamdideel #Rb. uses a payment card to purchase

merchandise from the seller, and a card managexr for
managing payments made by the payment card, comprising: _

means in the terminal of the card holder, for
generating order data produced when said card holder
purchases merchandise from said seller using the payment
card, reprbducing from said order data partial data with
respect to the card holder and respective parties other than
the card holder, for each of said respective parties, and
encrypting said partial data which was reproduced for each
of said respective parties with common cryptokeys which are
effective only between the card holder and said respective
parties other than the card holder, and then transmitting
encrypted order data including the encrypted partial data
through the terminal of the seller to the parties other than
the card holder;

means in the terminals of the parties other than the
card holder, for decrypting only the encrypted partial data
with respect to the parties other than the card holder,
among said encrypted order data, using the respective common
cryptokeys;

means in the terminal of the card manager, for

{9t
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.. 5.0 An electronic conmmerce systemaccording to claim 1 or 2, wherein each
of said parties comunicates with other sparties to which the encrypted
order data are to be transmitted prior ﬁo the transm ssion of the
encrypted order data for thereby confirmng the other parties.

26 . : . . . .
allowing commercial transactions, including issuance of an

anthentication of said card holder to the seller, to be m;de
with respect to said card manager, based on the partial data
decrypted by the terminal of said card manager; and

means in the terminal of the seller, for allowing

commercial transactions, including delivery of the

merchandise, to be made with respect to said seller, based
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