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services based on t ext connunlcatlon have' beconme commpbn. Text connunica 20
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In telecommunication networks, e.g. GSM net-
works (GSM, Global System for Mobile communications),
heavy encryption of speech transmission is used in the

15 radio link between a mobile station and a base station.
Besides voice communication, the use of text messages
for communication via mobile stations has increased.
With a rise in the service standard, services based on
text communication have become common. Text communica-

20 tion can be utilised in various service functions, in
paying for services etc. At present, an obstacle to
easy encryption of messages is the fact that mobile
stations consistent with current mobile communication

‘ standards do not permit changes facilitating encryp-

25 tion. The only component that is sufficiently standard-
ised and allows encryption is the subscriber identity
module (SIM).

Mobile telephones consistent with a current
mobile communication standard, such as the GSM stan-

30 dard, do not directly provide a possibility to use en-
cryption in text communication by mobile stations. Text
communication can be used to implement services requir-
ing a high level of data security. However, services
requiring a high level of data security cannot become

35 common before sufficient encryption of messages is pos-

AR Koy

*1RA1ARY

sible.



1 ~Cc00002* *, ~~ ~~* ~ 6 OCT Q002 WO 99/39524 2 PCT/ FI 991 00019 Current|
known cl osed user group sol utions innobile comrunication netvvorks1$é]
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In the procedure of the invention for encrypt-

35 ing a message and/or authenticating the sender of a
message in a telecommunication network in a telecommu-
nication system, the transmission software comprises
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crypted messages to the SMS memory locations after the

mobile station has been restarted. The string used to
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‘advantage of the invention is that the messages sent between a é V
.provider and a nobile station can be encrypted while at the sane tine
ascert ai nigod i@ aut henticity of the information. 10 BRI EF DSy OF
THE DRAWNGS 1n the following, the invéntion will be described by way of
exanple with reference to enbodinents illustrated in the draw ngs, wherein
15 Fig. 1 presents a preferred tel ecommuni cation system according to the
i.nvention, Fig._2

regents a&ef ely d_subscri ber _i entit%/ rmgul e accqrding
Lo the i nvent | GHCEET8E s SHaoli o Greri@ T £or ckafpPE JreTREe30 126k driber
identity nodul esulbsgribepr esiemtsi oy prahelre editsomeapieaabiya fl ow chart
representing areal nessag t{gggm' [ on F}L SRre E0LS 5 refe red .
exanpl e of nessage encryp& on, and‘?%’ Flag. %%r 8sen€s b 5?3’& %I é‘éFSmls
illustrating a achievedd eRaeplstwingressagyasiogyprhonybetiwer/der ygstimrer
and a contegt poyy dgbe [BEJAEEE%gﬁ%%B'&?;'1@%1@1%&5’\'@[{' @y T cg -

t el econmmuni cati on system presented | 1 conprises a teleco nicati on

network 1 feat (i9@- a MIRFATPEs SdRFeskr ade qemVeshnenst the \aulsar ihs | e

comuni cation sidadeidy WdiRild Yoss 8l shepeaghtondi @51 4pSknt ed or
Unstructured Service Data), can be used. 35 Furthernore, 1nstead of SM5

nessages, it | CPOEEPHFE-to utilise the WAP (WAP, W rel ess Application
Protocol ). The tel econmuAncanonypeedomesisager efan abllpoa EEMtrainsmit thedOCT

2' 002 WD 99/,395 PCT/ FI 99/ 9,7 Kk of he i runiscat.ion
net wor ks, Zéch %ngl%ﬁgg ( I\/ﬁ:g%%rﬁ v%%ggl gl%/%g‘lh eiae%egg(}%%%%gm%dsﬁé azt]e:adar d)
networks, can dleeryptisedisComettrassidinel ithe|xecenven d@s dheemwor k
is a nobile 5&%&%@;{‘03 Widh5zetpised besri dart idecrRdul 8nSIdE cenaeGhedd to
. Al soconnect e o the nobil e communi cation network 1 is 5:ﬁfgssa e
swi t chi ng cent r¥R2e - WhiScH? minF ARE- 5 10P SPRREsMISC, 13hRASTAER LS gECSHSA ce
Centre) in a G3gystam el hebsagdcasitt c(fB)y feature3 comprised dmanched
forlOtranspittin | usive cl S in_a
pr edet er m nied é‘r‘%%%ﬁ%%g‘g‘ g&i)gc/a%%ﬁ/n%%as%gaeggw ?g’%gné ?é%%%%ag is to be
i, stransni ssi oree? t waRe areahtoh whdielr itdes meaaagel lisorial benglelivered
encrypting and/q4 &le€f¥ell Ngikd it fidsddied SP& oeLankd tlle P B SR Ore -
received froma servi ce\gﬁ;p-w der 5 Moreaqver, it co%ses neacrcl.’s.ncgﬁofor
sendi ng anencr Yt E¥PERd/ BT IR cr3nREh r?l?%’s‘&gfe FOFMHE 93 1 PRes ii® Fentre
3 and fromtherall cuséesnwlillle recdiven 2 hd-une sager eimuieaneshwshyconff ises
a service oviﬂg@E;Q . AN r Vi r Q| g n
25 eréi 8}_ Enef élicgﬁ?g g%kﬂgg(re§‘ % x Jlf"sn EF%eQ% ke Ydm .the

preferred subscri entity no aspresent conpri ses a

data processi nFRR%}E28d, agedt.ortdife AR TRRUTOR ohbLt BRLt & Herapgmitted
process-ing dewWsethdtanser dathet rignadriyistevi seappl idd#151 € 08- gonews eghd o

t he dat i devi 14, | ddi.ti t i jdentit dul
SIN o provi ded AN THOPHRRE, 5 480 5 A P aEp e Re FatRbedn IRPTESHT o
sta-tion 2 and tiwnsubkerebgd viederinifiormakiidre 5 ThY Sobhdr imade jatentlty

’ul e Sl Mgrefgiadl y30508BEIi$2H 6 for nonitoring a given nenory
ca-tion 1 n the subscriber identi nmodul € SIM and neans 7for activating

the encryption of a ness2GECTIME R-ERFpLAIFIGAM MRPyPEET MfsigBCon
the basis of ahik=, stateom reh sséhdgaskered den tdpugsyeiniy Yform of

ut omt 1 cally FortuPAOEhe T | kb HeBhoFAsh, (At FeE ROy Tocr arEERT
from t he subscrirnieymeripny fnsm| the| fervbreorsovider oapdi sod ean es-

30 cryption and/or decryption routine, which encrypts
and/or decrypts the message received from the service
provider and sends the encrypted and/or decrypted mes-
sage to the message switching centre and further to the
mobile station.

35 The system of the invention comprises means
for monitoring a given memory location in the sub-
scriber identity module and means for starting encryp-
tion of a message and/or decryption of an encrypted



! g OCT 2b02 WO 99139524 8 PCT/FI 99/ 00019 for automatically encrypting and
decrypt'i ng nessages stored and recei ved on the subscri ber identity‘l&ogﬁﬂ'ezmg
SIM The neans 6 -16 presented in Fig. 1 and 2 are 5 inplenented in a

manner known per se and they will therefore not be described in detail.

Fig. 3 prwosip8ss preferred exanpl e of cthe subscriber identiRGT/HEAPY S m
according to the present invention. The subscriber identity nodule SIMis
con 10 netted to a termnal, which in this exanple is a nobile station M
consistent wwth the GSM standard. An application in the DFx directory

expects that amaiciiriershnetheStBd$ibs Code d Spiddy edhhindd Jk¥eAnhoCatdPEqi N
the EFadn file. When thjs occurs, tﬂg EF,agpI,ica ionu&ro 1 ram | oads the
short messages i®ortF BV SH TRECEESAECATRED ATt fEeDE st‘é’di@&y w@Rpticy
processes themrioddlee. desired manner. Finally, the programreturns the
processed short nessages.into_ the EFsns conmmuni cati on between the

file ,The
mobi | e station ME and t he'SubS¥PFB%r POSESEAPEYy SS0RFE %&8v M afhsi 508t
with the G3V stardanat 1 ddkl gysemavpngstheedtringi gctd veoniply ssscrysender, a

sending end apalipal odeapdnds BA! Y9Ik A0RL | ERIOPinLD ARy, dASiREYS! oM

conprises a receiving application and a closed user gr ' Sender’
here nmeans a pMEFEPVERIKY of hehSYHHRM aCGTPIAGLEr REHNS cAPForf nANISML Behdd t he

messages accor gifgg meskhgel ¥Ry @b IhecT®SSRIASERY YLoBpY-irNa SN 9&n USSD
message. The sendi ng I@}g% recei ving end application is a functiopal™ 30
S t

entity which c8&E€&n RSERe IpRVR RIC ¥ RasnBepRs £9%odefedPt-
appl i cati ap sofihgprche lenddypted ampseagkhe physical apparatus conprises a
nobi | e tel ephone, a sub | .jdentit ect tq. it d_a.
ssi bl e parall el subscrs}le‘rf)éeér)xeﬁrlhgégt irEtoy ﬁ%gﬁﬁg"%&%é%dp ?ﬂ?e%%ﬁ%sé% “Rard
ternal to theoESMaxst aampihisepplmeans onfanf eakling |axatastcxyphengi n

the nobile tel gploRt kAot Ind NBostRaer iFBer thdeRbidY grdH & Prgkb the
paral | el subscryber J dentity module o, L1 A &Y e Mee 9l GrodtFel®
99/ 39524 9 YP g P

15 and means for sending an encrypted and/or decrypted
message further to the message switching centre and
from there further to a mobile station.

The subscriber identity module preferably com-
prises means for automatically encrypting and decrypt-

20 ing messages stored on the subscriber identity module
and received messages.

The invention also relates to a subscriber

identity module. It comprises a data processing device,

a storage device connected to the data processing de-

" 25 vice and a data transfer device connected to the data
processing device. Moreover, the subscriber identity

module is provided with an interface for data transfer

between the mobile station and the subscriber identity

module. The subscriber identity module comprises means

30 for monitoring a given memory location and means for
activating the encryption of a message or decryption of
an encrypted message on the basis of a predetermined
string stored in the given memory location in the sub-
scriber identity module.

35 As compared with prior art, the invention has
the advantage that it allows digital signature of mes-
sages as well as encryption and decryption. Thus it
makes it possible to reliably identify the sender of a



_PCT/'F199/ 00019 nunicating with these. The application software canlgepcr A0
di st.ri-buted between the various parts of the physical apparatus.' a
.receiver' neans a person and/or appara-5tus and/or application which

recei ves aveab/3pBdsagesaccording to the invention. To recei v&CQIAE9/00019
nmessages, nobil e users in the area need® sufficient hardware andsoftware
assenbly. This assenbly consists of a physical apparatus and the associ ated
application software. ThelOprinciple corresponds to that of the sending end
appli-cation, e i re ' t e | i -
functional pr oﬁﬁ?%%ﬁ%hﬁeﬁ%gﬁ{é‘gm iilg.%tsi %ﬁv%gggéfuﬁgti?%naﬁpeht%%t{}%%h
comuni cates w td rrackerdli Rusadispplafcatsens 15nNat weradefprmniaedordremy
refer 1o service; RaseancBlsny UM LienBXs tHaARPAALIDAULLIRE Shigare.
Thenetwor k application may consist of e.g. a short™ messageservice centre or
a Cel | Broadcastheenembersefs &hed/GrosSEteTRY GHPYMtXRIRcESCeiYe dshkreTt ed

Wi t h20t heses Thea gl InfeRahitadh e lldte MLV thapiheadn@napekude, IRESE Vi ng
t he nessages fromthe Seri"g’l g end a%-ygl i cat .on rqouting themto &Trhar%g
Swi t ching cent r'exomhi Ah AT S RERTS gBE L RS VSR Gihdt S ohiRty TR
rres-;agte_s to tlha?q;ssgétsersaetﬂm begveen argaer?:’manpabh‘egiaa- fata?gi hat tim&ems
can be tive soluti Lans [ i ol ed . usi
Wi rel ess techno?%%§£°?hg%€ssb}ge%€%ﬁ eegt ggngg‘eerg}:eghtléo %%Téé)neﬁm%r kag}:er‘
appl i cati onusi iepERgngdahe Avthentd cidit pfad- RO/ AR YIMECRL OfFF ans- i ssi on
Control Pregocol; 1P, Internet Protocol) of30X 25. In the follow ng, the
nunberi ng used J o] - Ls..r I e sender enters a nessage,
selects a cl ose%‘g#ggrn&és&ﬁb%goﬁlgﬁ%&&Awg]ndi cates that he 35 wants
send the nmessage. 42. _The sendi end appljcat,ion encrypts.the nessage
Qi ng its encryption keyIQnotl%%nggqaﬁ’é’%sabiéetd‘”tvr?é‘trfé?ry\of”ﬂ'l pp?cg‘?'on.
~ g 0 CT Q02 WePPbeaSB¢ MAyPOE lehSplcH i 8. rdfereretaot s empodiaierons
transmts the Nesy t S Qs re{}E Network transmtsthe
nmessage transpar en‘iggfe\nkgﬁogg %?%a?%#‘oﬁq{g[%’ contreen]th'gr the encryption used
with it.5445 The receivi R§9end appreentsons RFe harxqdseal asemmyndqat +Pe he
area decrypt thg,deshagecorAeheceiovehe rigdkritioessage in plain-1anguage
formFig. 5illustrates Ehe procedure _used to eg-c:rc t a messa}ge € o @0
SVB message. In bl ock 51FiBhe FOUBEFSERSFes® APEREPE T fits SHRS T L RAG, (T den-
messages on t hesityscmeogelei decordingmdd ehe ninredi&?, the user en-ters in
the Name field of a nenogygl ocqti &det enrdkpeded! réRSmbEEer HENG RO
encryption_or decrypt i_on.?x?nt h?s_ F‘e}%a%bﬁ, thebgtri ngelas " ba_n%". In the
Nunber 15f i @Pd, SyRScSéPegnidestity3mpdutfvese strings functionas the factor
whi ch starts encryption pigdear \idsents® ashere€xirrieldoexdmpld hefsystElow
checkswhet her the rl I | Lon.reaquire encryption
or decryption o&%%%sggggfg%?’tgg‘é %axgbg‘oﬁé(;ggéiy%é ?%%fﬁ%glégéﬁqﬂbl ock 52. If
the stored stringfuncti ofié9as SaPreaenth i RPYeEaErsdt pBAMBRedOd WMRSSAGE hen
the procedure ggesrgptionh! asg 54. I n block 54, acheck is nade to determne
ther there are any meg,—.sages to be encrya/ltgjged]ﬁor.decr{\g\ptg‘gL on the.
\sgscri ber 38i dent ity nodfi8: 6 BF&SeRtRf RiPSh 529EaMndd AR GHR 53.
If there are ngssafEesred exampdeesstdmeasages @nsmypidon deetwegnmadutes -
then these are | daa8- SOLdiRe oléloqpikdé_s_. I n bl ock 56, the stored

nmessage i sprocessed in the desire nner and using the

requi red30al gorithm For encryption, e.g. an RSA al gorithm orsone ot her
correspondi ng DHETKILED DESERIPTION G| BER| INVENEIGNSecurity can be used.
Finally, accordingto block 57, the encrypted or decrypted nessage is
re-turned ?ot 0 an EFsns frhke t&aeﬁmuﬂjmﬁgpnls)ﬁéﬁg. pGerhmﬁd alresrige
progress of a nes ervikce reques rop of, acnessage i s
sentfrom a mb{feégﬁ"égl%’n%$o§al;:\éé‘re\%/:loé“é“q%ﬁo%ﬁé eDrr.E %egg'g%rrelf sgﬁas 9 a2
request for theshonhsmesiage obernfioenn{SMS} G @G S0t WBidd! 385Mobile

PCT/ F1 99/ 00019 communication standard. Other types of message, such as

UsSsSD (USSD, Unstructured Service Data), can be used.
35 Furthermore, instead of SMS messages, it is possible to
utilise the WAP (WAP, Wireless Application Protocol).
The telecommunication network is preferably a GSM net-



tion to the nobile station user. The SMSC transnits (62) the request
further to the transm ssion software. The transm ssion software tSngeﬂ'tmgg
.the request into a formunderstandable to the service provider and trans
mts (63) it to the service provider. The service provider

informati SYOPY3HEY produced back to the transnmi ssion softwarsig&,?hgg%ﬁaw
transm ssion software calls (65) the encryption routine, which encrypts the
information by using an agreed private key associated 10 with the service
provi der and transmits the encrypted nessage to the SM SC switching centre
using a nunber RsgRGi dhed ctldr thebPléVvabemkAY cas ibhe rewlinkes | eseph0oae

nunber. The enc ion orithm ma e part of _the transm ssi.on sqoftware
or it may be Io@é?éd ﬂﬁggﬁ l%b’p‘éﬁ"%\%@f glr?g’tlirl&naFeEﬁFPf“mé‘F’d.ca 18& vgtr'fanThe
_SM SC transm t sdéfd) trerworksngecdrn ahso nbdi LsedseConfertwmbsagethe mo-

identified as proceedi fr. el unher_r S eLng,.
reliabl e, messaééggr gggf?“yg&%?r%n% ﬁ%g%er}'r r%s:iangﬁog}g’g?%/pgg%e cf/lt;ugi %étg

. public key X asseuibmcatiban hidént ity epbdwke n8fiMe conmemntest itom. iTheAdsloi | e
station display tRoa . k : Ué@t; asceftaign
its authentici t§°h§%§% a'%gagger g(@lvle%a{f;?‘g@nﬁﬁﬁ%gggl". T %&gﬁo?fe :([aéarirpl e
can be applied PesSERGENWENITHHIANT cRENBRE| Ast ¥ T BRY ORE- RayB 252 SM-S

i npl ement ati on agMdesqr iRkt Mesddyensépini s 0ehrkest HirftLdsd® Ehetem.
enbodi nents illustrated above b¥ﬁg§ans of .exanpl es, but instead

y
variations are pBEsiMTIFE nfHL B0 B S he IRMBR1SRS | BEANFefT n&QTi n
the clai n5.180 trangm@EE i2Q02a \WheXHRPH24xt2uBGCTeEY99£600a i cdoSledl MBsér
Procedure for t ?oﬁgcriﬁ)ta: g;r}e@‘et%fm%%qg%%(y_or aut henti cati on of the
Qnder of a message” i n5t el ecommuni cation network (1) in a _
| ecomuni cat i onsyst em @eNEIRE@FH LS dhe MessAIR oiRrRARG oReREXROBKEAD), a

nobi | et Sfﬁi O?h(:Ang,a\:i%%?b?g dFtaredad mﬁprét rigest inf[e\ér@()dllief@ M
connected to the i | estation ., a nessage, switchjng centre

connect ed10t o tﬁ@ﬁé@cmcﬁé@&ﬁ‘%&’ﬁ?ﬂf(ﬁﬁ?rﬁﬁﬂ% ECBHRBt ?%ﬁr &DEa)
connect ed tys t hproeesajagsvwf chi e ssmde enadedvedr iiwem prosaeri¢d) pro-
connected to thg, m i fts r&)ﬂg;xq s Ssion f 4
conpri si ngt he ag;l) F%gt%i'oﬁ?srlae?(}’e%gr al\rggt er oeSétie encesr'y%)tgi ‘Sﬁga%é@?%&’i %ar?m to
be used; and i neRAEYPLEEedHE/8%s s SRSFvRtAsendreITREANIEYERReENd tPec &fed
bK rre?ns of thesn_mbl:hq&tgatdegm(:(le)Z)s \éiﬁﬁ tﬂlﬁlw i scwiténai Rgbg e at l’sea(t&)orm:j

t het el ecommuni cati gn_net wor 2. 1he i cations_ an -raneter

by the encryptiotn HE~ r(Té’dTreypttlhoen HE Or T TS b8 %ggglgrge §t%(‘))r1é%%c{§n
t he subscridier Bdefhei sermice @rceSider #ndnayh hehee ;¥ ocedbarkt he nessage

tobe processed is stored 0 tdie SASCEibsEri dept iidenmdy! fod S M s1IM as
characterised in that aﬁ%v,en | ocatiion in the subscrib

DENOr er, .
i dent i t y25modul BFPEERGS orbd Hh %nEP?BF?'ﬁﬁsofa 3R sSBERCSREHBPdE&SYASS on
of an encryptedlspssage-arage sdetice ellS conhheclizsi T ofthe pdadet prmoiasss -

string stored i gaLhe glNaniRTLYa | 90ALLAN cklriR s WS EbeL ! I8HEL on-

,iule(SIl\/p 3 e as rned in clalm, .
d in that2% hengckedy &t Fhat dagaeRTS/RTHNANELYE C8eckd pt 1B A itdRRed

from the subscriher sulsddrfierofaéet {& Moaul ensiival s yproviBeacediie s
defined in claiml a that, a,cloged

user group Wthlgt&§&%‘3§2ﬁ C}%g-g?)gc?#'%a&%é%‘?gﬁ&oirp%@fafg%I PB?m@a.blle sta

tion 2 and the subscriber identity module SIM.
The subscriber identity module SIM preferably
30 comprises means 6 for monitoring a given memory loca-
tion in the subscriber identity module SIM and means 7
for activating the encryption of a message and/or de-
cryption of an encrypted message on the basis of a pre-
determined string stored in the given memory location.
35 In addition, the subscriber identity module comprises
means 8 for automatically removing the string used to
activate encryption/decryption from the subscriber
identity module SIM. Moreover, it comprises means 13



16 OCT 2"002 WD 991 39524 ~ ~ PCT/ F199/ 00019 4. Procedure as defi qgﬁ c'l[t 102
claimee1 - 3, _charactari sadinthat the nessage is [1/ rans
-mtted to a closed user group in a gl ven area. ' S. Procedure_as defined
claims 1 WO9385% h ar act ar i d in that the transnrfSEFHY/ %‘fgtware
" (4) calls an encryption and/or decryptlon routine, which encrypts and/or
decrypts a nessage received fromthe service producer (5) and sends the
encrypted and/ or decrypted nessage to the nmessage sw tchi ng centre (3) 10

and further to f&e mdnﬂats.{[@élﬂﬂ (&)cryqatfﬁ@c% e dRe P hBsE gé? 1

5, char act a,r i I'n that the nessage is a ort nmessag
Shor t Message SHrQAFeR) a@@nsﬁ%‘i%’n‘fe% PR aFrfﬁ)bFPESEﬁ‘PBﬁl c‘éfﬁrb‘hl"slt’aﬁme 15
7. Procedure assxyefined in clains 1 - ,charactarisadlnthat

the menory | ocation on t subscriber jdentit uIe SI M is
nenmory | ocation. 8. Pr ocgﬁﬁrg‘e?Esdéf % PﬁeégﬁFﬁg 9 20 caﬂdazr e t

ar i s a dsin-impk¢merssdgein storeanaad r}mc\env@amnsteh@xsdlbaﬁ-re)bemlll

i dentity nodul é%%ﬁogéepggﬁégggggggq%%eq pcleeéjafé‘ft omatically. 9.

Procedure as d in cla aracterised in that the nessage is
sent to a 25 closed userFggoup uprepeCB  CB, PeefeBreddomsatiple0.oSysthem

for the encryptg]tpas&l@ef%aéﬁele d‘n%ﬁu?'%'ﬁﬁ'&@é S0 R Eaetﬁsnﬁ%fes%fn@

message in a te] econmuni cat]on ne econmuni cat of syst em
whi ch conpri sestRRNE £PR ¢ ofieni THRF SR ARY wdiderdd () MoguiBhiSIM si gt icom{ 2)

connected {9 i theftted §@b§C£ébﬂinhdenEJhtmm|ﬁui§| é&a@pneeﬂbed medines

Lol ccommuni cat ISATHEANE. LORSSar S ek ne Bat it & (o4 chRe AP e

QSsage SWi tchlcu;mmt ia heanDFx stiveceopyowxctd$) thannert pdeﬁette}m-
ansm ssion s %Pﬁgt Egaémlsss'éﬁbéé’étlﬂ’ﬁr% g;fi)v%f”?éé%éfgn gﬁ

appl i cations and1 par arre er the ‘encryption al € use
the procedure fFadRefidee When Gltis ZOTRNAD 99 89 application pro—

15 gram loads the short messages contained in the EFsums
file in the DF directory and processes them in the de-
sired manner. Finally, the program returns the proc-
essed short messages into the EFsms file. The communi-
cation between the mobile station ME and the subscriber

20 identity module SIM is consistent with the GSM stan-
dard.

The system presented in Fig. 4 comprises a
sender, a sending end application and a network appli-
cation. In addition, the system comprises a receiving

. 25 end application and a closed user group. 'Sender' here
means a person and/or the apparatus and/or applicat?on
which sends the messages according to the invention.
The message may be e.g. an SMS or USSD message. The
sending and receiving end application is a functional

30 entity which contains both the physical apparatus and
the associated application software. In this example,
the physical apparatus comprises a mobile telephone, a
subscriber identity module connected to it and a possi-
ble parallel subscriber identity module, e.g. an intel-

35 ligent card external to the GSM system. The application
software is located either in the wmobile telephone
and/or in the subscriber identity module and/or in the

parallel subscriber identity module or in a system com-



.PCT/ F199/ 00019 generated and sent and received by neans of the nobile
station (2) via the message switching centre (3) of the tel ecormyg 0T @h02
‘network (1), the applications and paraneters needed for the encryption
and/ or dec‘;‘%%bg 5 aI gorithmto be used are stored on the spgarbéesory
identity no %é and in the procéedure the nessage to be processed is
stored on the subscrlber identity nmodule (SIM ( char actari sad
in that the system conprises 10 neans for nonitoring a given nmenory

| ocation in the subscriber identity nodule (SIM; and means (7) for
starting the entwyddadring witesthgseandher arrdripstiiom osofibwaner yatredbe
message on the BaghesiHutedr BEELEEHT L suw&mst 58€si o hengl HY SR Y

15 location in the subscriber identity nodule (SI'M. 11. System-as ned
.inclaim10, c APRaY3LYSt ar i s a d in that the systemconprises neans

) g 8) for aut O;fatl cally re][rwzrérgl ti‘l@c%iﬂzf\g m@agyaﬁlpergaﬁrﬁgui/ %’%é’fa-
ecryption of a_nessa romt he. subscri identity nodu
. System as defi n&4S n® 8§éf’ﬁ1 1‘%?&1’051'11013 %&Ci’ r%c?1¥e¥ i3%%% (“? SFIH3E°t he
" system conpri seaceeansindg) tborthe ahaventing.a Tressage ieecl ulseven{qssag@s,
lams Toon20 CHBEsTS G S AEAPLERecd 4y PHIETRES HEEAIG g
group-specific ﬁ@zfrtya(lle:))ai‘rﬁﬂ“%(:r y'bhiﬁgaaﬁe@hb}’yfp@éélﬁﬁ%é?éea rhysicakm
as defined in Ch?bﬁ&éghs adrid §9eca@§%did%éata Iidatsiéndsb?tlBdle .t Pphe
war e

transm ssi on sof ]ﬁ% r| ses_neans % or. calli an encrypting
and/ or decAbt i H@‘llr’(i}tﬂ %?@%‘ﬁ%r%t? At 2Rt/ BRegee Agd ey %§Sage
received from acaendrce fuwvitere (hdyabe defifisréddesl ah sendiredéimssem-

@0 aQﬂé"%}"%s? e R R et oy (o) (15, System s def i ned

inclains 10 - c h a Thex netwerk appliacationthatat ﬁ@natémalcmxsxes
means  ~ 6 OCTH?-&Q:@;Z M&h%%ﬁ%ésl SwEh 1'ehel 99608988 ' ddd) ) A OB C
encryption and tion Mes-sages stored_on the subscriber 1dentity

modul e (Sl M2and’ Nswﬁ%s me%m%al@ ANt S ERT dBPi RRFYIFR| RRSSS10°en-
15,5¢c h ar a cthiaing sha (bhy‘sidwl appaeatogptarod a.lr@)rsbhﬂwas-ean Hé

al gorithm or sopg .ok l}g{ﬁ?&ﬁﬂ {,é‘g%ieg?ié%f' Fh \Qrﬂ:l:%} e 4 ?gg a

| evel of data securl ty (SI corrprl S-
dat a processi ngsSga&viice ( Rentre sesr a@e gelilce BopRgFadinn &/ 3D 1FRNEEEA

|toL ogetSSI ng devi ‘é?xd(/(lj—:@ @éiﬁéa aﬁ@nsiﬂgegeacés (&6 . ;Ahldahné‘cﬂ:émnaoieﬂth 0
edat a process ev an . dae an 1 nter r e
transfer of¢9 nf %F‘%&ﬁ &;ﬁs \ﬁlé%‘r{’ g@ﬁﬁgﬁf’gsst%% gﬁe des‘ﬁar{‘heaps‘{gp%??b‘é?
identity nodul eifc3ide (recdiving asthetmessages érdml hhehsendicng end ap-
subscri beri dent iy JRGWUE, (%%@ﬁgrreaeaeirae% (@ﬁealﬁgmcre%f& Byl 4R

menory | ocation®i nthe subscri dentity nodul e I\% an means (7) for
starting the enPRsgrRTRa4 W@§§é§§2(§5ﬁ6‘ﬁ6}15§e‘8’yp§’? Sgp éﬁ‘gerfé?%/p'f‘éﬂ'
nessage on the Bag@ft@ thedeteedveed dir iangyister esirea.t lim girveslterna-

!‘rﬁryl ocatjon eu:g S SHREELA PEERET e TUIMEE I fhel fresBURRY 108 e

tity nmo ‘frnéd in claim ad

in that the25sub§@rhmnqeerbnvswgrrmn%r(5hw verslieRs heshsoloayor The

automatically rgedaifed NCast bene ragld fediridi wStﬁégaeQWﬂ@ta 1 864t 96n

decryption fromthe subscri r| dent| t nmodul e (S er_identit
m)du?/g (SI'M as§eP$0f¢nBd ﬁk%md Ygg #ar%@?é?# n' t haePfe Y

subscri ber |dentu1tsyslrmdulabr(t$1d\!) d?armp:ucsés nﬁ&ns(ﬂﬂt}etnetau?naabcol) of
encryption %e S pt| on of nes-sages stored on the subscriber identity
M an

nodul e ( SI nmessages received.
In the following, the numbering used in Fig. 4

is referred to.
41. The sender enters a message, selects a
closed user group as the receiver and indicates that he
35 wants to send the message.
42. The sending end application encrypts the
message using its encryption key and sends the message
to the network application.
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o8 ()__\(M_) E'Ie/l eﬂ;%%g/ﬁ ‘égt‘g%e(e% ?LOJS{}?%](F(%l%I{I%{SQ!ag)%SSl%IOaA) 3038 Omesdaded 0US the

(& ()-"1 031008 WPSCripPgTokdentity | mg '¥13.block 52, the user en-

Q (2)( f(109%& ()téis 100 8he) NaHEOWEE1Q -« 18%WMEmbYy 3160@ &1 6N W H¥ERederZ M

mined string referring to encryption or decryption. In
this example, the string is "bank". In the Number

15 field, the user enters "12345". These strings function
as the factor which starts encryption or decryption.

In the next block 53, the system checks
whether the strings stored in the memory location re-
quire encryption or decryption of messages. If not, ac-

20 tion is resumed from block 52. If the stored string
functions as an activator of encryption or decryption,
then the procedure goes on to block 54. In block 54, a
check is made to determine whether there are any mes-
sages to be encrypted or decrypted on the subscriber

" 25 identity module. If not, then action is resumed from
block 52. If there are messages to be processed on the
subscriber identity module, then these are loaded ac-
cording to block 55. In block 56, the stored message is
processed in the desired manner and using the required

30 algorithm. For encryption, e.g. an RSA algorithm or
some other corresponding algorithm creating a high
level of data security can be used. Finally, according
to block 57, the encrypted or decrypted message is re-
turned into an EFsms file as shown in Fig. 1.

35 Fig. 6 illustrates the progress of a message
when a service request in the form of a message is sent
from a mobile station to a service provider. A customer

sends (61) a request for the transmission of informa-
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W& ()-*) f\&é%& ) - (& ( 10%2&' ()-*)f( 10%2&' ()-* . PCT/F199/00019
<st ux”?(f( & (2) *FL10%Z& () -*(f(109%®& () - *f(10°/<Z& ()-*(f(10%Z& () -
FARC(F(10%Z& () -*f(10%Z& () -*(f(10%Z& ()-*f(10%& ()-*( T UVDbcd
ul] C(f(10%Z& () -*(&F (10%Z& ()-*)f(10%Z& ()-*(& (10%Z& ()-*)f(10%Z& () -
' tion to the mobile station user. The SM-SC transmits
(62) the request further to the transmission software.
The transmission software converts the request into a
form understandable to the sexrvice provider and trans-
S mits (63) it to the service provider. The service pro-
vider sends (64) information it has produced back to
the transmission software. The transmission software
calls (65) the encryption routine, which encrypts the
information by using an agreed private key associated
10 with the service provider and transmits the encrypted
message to the SM-SC switching centre using a number
. associated with the private key as the sending tele-
phone number. The encryption algorithm may be part of
the transmission software or it may be located in a
15 separate functional unit, e.g. a server. The SM-SC
transmits (68) the message to the mobile user. The mes-
sage is identified as proceeding from a telephone num-
ber recognised as being reliable, messages received
from this number being decrypted by using a public key
20 associated with the telephone number in question. The
mobile station displays the message in a way that per-
mits the user to ascertain its authenticity, e.g. "Mes-
sage received from N. Read?". The above example can be
applied to two-way communication instead of an one-way
' 25 implementation as described.

The invention is not restricted to the embodi-
ments illustrated above by means of examples, but in-
stead many variations are possible within the scope of
the inventive idea defined in the claims.

30
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generated and sent and received by means of the mobile
station (2) wvia the message switching centre (3) of the
telecommunication network (1), the applications and pa-
rameters needed for the encryption and/or decryption
5 algorithm to be used are stored on the subscriber iden-
tity module (SIM); and in the procedure the message to
be processed is stored on the subscriber identity mod-

ule (SIM), characterised in that the system com-
prises
10 means for monitoring a given memory location in the

subscriber identity module (SIM); and

. means (7) for starting the encryption of a message
and/or decryption of an encrypted message on the basis
of a predetermined string stored in the given memory

15 location in the subscriber identity module (SIM).

11. System as defined in claim 10, charac-
terised in that the system comprises means (8) for
automatically removing the string activating encryption
and/or decryption of a message from the subscriber

20 identity module (SIM).

12. System as defined in claim 10 and 11,
characterised in that the system comprises means
(9) for transmitting a message exclusively to a closed
user group in a predetermined area.

. 25 13. System as defined in claims 10-12,
characterised in that the system comprises user
group-specific means (10) for decrypting an encrypted
message.

14. System as defined in claims 10 - 13,

30 characterised in that the transmission software
(4) comprises means (11) for calling an encrypting
and/or decrypting routine for the encryption and/or de-
cryption of a message received from a service provider
(s) and means (12) for sending an encrypted and/or de-

35 crypted message further to the message switching centre
(3) and from there to the mobile station (2).

1S. System as defined in claims 10 - 14,
characterised in that the system comprises means
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15 (SIM), characterised in that the subscriber
identity module (SIM) comprises
means (6) for monitoring a given memory location in
the subscriber identity module (SIM); and
means (7) for starting the encryption of a message
20 and/or decryption of an encrypted message on the basis
of a predetermined string stored in the given memory
location in the subscriber identity module (SIM).
18. Subscriber identity module (SIM) as de-
fined in claim 17, characterised in that the
‘ 25 subscriber identity module (SIM) comprises means (8)
for automatically removing the string activating mes-
sage encryption and/or decryption from the subscriber
identity module (SIM).
19. Subscriber identity module (SIM) as de-
30 fined in claims 17 and 18, characterised 1in that
the subscriber identity module (SIM) comprises means
(13) for automatic encryption and decryption of mes-
sages stored on the subscriber identity module (SIM)
and messages received.
35



