CHALLENGE-BASED AUTHENTICATION WITHOUT REQUIRING KNOWLEDGE OF SECRET
AUTHENTICATION DATA BACKGROUND OF THE INVENTION 1. The Field of the Invention [0001]
The present invention relates generally to authentication. More specifically, the present invention
relates to challenge-based authentication mechanisms that do not require knowledge of secret
authentication data. 2. Background and Relevant Art [0002] Computing technology has transformed

the way we work@nd perNGETEAS D SYEIEME RMICLYIFON (herenaier NEQEiIRIfGo simply as
‘computing entities”) NRW ¢AWALE DICE G SHCOR IOTMUTHINNI dAFEONDRTPUters, laptop

computers, tablet PCs, Personal Digital Assistants (PDAs), household devices and the like. In its most
basic form, a computing system mcludes system memory and one or more processors. Software in
the system memory may be executBaEH R BN =Llse] FOEN other hardware of the computing
system to perform desired functions. In other computlng entltles logic is implemented using hardware,
or a combination or software and hardware. [0003] Networking technologies enable computing entities

to communlcf';\te even query ihgésltancnetsd thereby expanding on computer functionality. For example,

networking technol tions as e-mail, web browsing, file transfer, instant

messaging, EEBY\EmC >f/}tl1|teboard|ng1 et\{vgrrlk c%ellsf-\boratl L ﬁnd &f)le alut A rﬁ‘ﬁ% 1E)orlllngIyl\;[:(())rrglputer
networks en |

despreac.rl’ communication an Iﬂ?OI’%’IaF ccess

specifically, the present invention relates to challenge-based authentication

mechanisms that do not require knowledge of secret authentication data.

2. Background and Relevant Art

[0002] Computing technology has transformed the way we work and play.
Computing systems and devices (hereinafter also referred to simply as “computing
entities”) now take a wide variety of forms including desktop computers, laptop
computers, tablet PCs, Personal Digital Assistants (PDAs), household devices and the
like. In its most basic form, a computing system includes system memory and one or
more processors. Software in the system memory may be executed by the processor
to direct the other hardware of the computing system to perform desired functions. In
other computing entities, logic is implemented using hardware, or a combination or
software and hardware.

[0003] Networking technologies enable computing entities to communicate even
over vast distances, thereby expanding on computer functionality. For example,
networking technologies enable such applications as e-mail, web browsing, file
transfer, instant messaging, electronic whiteboarding, network collaboration, and the
like.  Accordingly, computer networks enable widespread communication and

information access.
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- Page 1 [0004] Unfortunately, computer networks also can potentially open up connected computing
entities to security breaches. One type of security breach is for one computing system or user to make
false claims about who they are to thereby access resources they should not have access to. In order to
guard against this, an authenticatee computing entity (i.e., a computing entity that requires

authenticatiopy oyl oftey rgsiiie: Ry aUhRIPIEAORRPSIRVTHILERER JdenBARMBPEHNTBNIEBLIRRIMUST
authenticate) to authenticate itself. The authenticatee computing entity may then make a more informed

decision regasglingiiaw darietaGkwith shaadihentioatorpenp ying 8N titkalA00Th One: Rartigulatly useful

form of authentication is often referred to as challenge/response authentication. In this form of

authenticatiogy g AN e Rikat el comptting e atityHbereinaftetaisertdle Haddo ARsdhRes they
"authenticator") is to authenticate to an authenticatee computing entity (hereinafter also referred to as the

“authenticateghputiecrithenticateasendsaghaliange tedheauthentisatemilhecawhiapticateathon

generates a response (also referred to herein as an "answer") to the challenge typically by applying a

one-way hasly.glgaritampaine chalenae uwaingaeaehsaicaavailabin orike Rdthantisateeanseator

authenticator. This secret data may be, for example, a password corresponding to the authenticator. The

authenticatordigviseds@ganer e hsusan endite Rl usitOaliBsainge hashingaigerithiie@nd using the
same secret data. The authenticator then provides its answer to the authenticatee. The authenticatee

then compareg@nsvwesshputhey anibericathegangiateshyvihifiernasveriiial fogauifiendeaiee
generated. If the answers match, then the authentication is successful. The challenge/response

authenticatiomisra@ vatiage aud datibabihe spataidatatgself is not transmitted, and thus may not be

intercepted.
[0005] One particularly useful form of authentication is often referred to as
challenge/response authentication. In this form of authentication, when an authenticator
computing entity (hereinafter also referred to as the “authenticator”) is to authenticate to an
authenticatee computing entity (hereinafter also referred to as the “authenticatee”), the
authenticatee sends a challenge to the authenticator. The authenticatee then generates a
response (also referred to herein as an “answer”) to the challenge typically by applying a
one-way hash algorithm to the challenge using secret data available to the authenticatee and
authenticator. This secret data may be, for example, a password corresponding to the
authenticator. The authenticator likewise also generates the same answer using the same
hashing algorithm and using the same secret data. The authenticator then provides its
answer to the authenticatee. The authenticatee then compares the answer that the
authenticator generated with the answer that the authenticatee generated. If the answers
match, then the authentication is successful. The challenge/response authentication is
advantageous in that the secret data itself is not transmitted, and thus may not be intercepted.

[0006] However, this challenge/response authentication requires that the authenticator

and authenticatee computing entities have access to the secret data used for authentication,

- Page 2 -



[0006] However, this challenge/response authentication requires that the authenticator and authenticatee
computing entities have access to the secret data used for authentication, -Page 2 and that the
authenticator and authenticatee computing entities generate the answer. In some environments this may
not be desirable. For example, many computing entities have limited processing power. The generation

of an answeram@hdegrasanbapeidpandnes &ittbaceemmpiingentiyl s shvpitingPiasssing paywer from
other processes. Furthermore, the computing entities may not be themselves secure. Accordingly, an

unauthorized.gntidhYaktERNEEN A adesssHiae Fﬁﬁ@bﬂﬂﬂé,%ﬂly%ﬁﬁﬂhQ%:@ﬂﬁtf@dqﬂﬂyeﬂiﬁ{i%icate-
ut

[0007] Accordingly, what would be advantageous is a challenge/response authentication mechanism that
does not reqyirsctRs BUHEREEAtaNRNE-ABGHMIGtes CAHPRLTRNE.oNEtesde BeNpsAR ARRBSYEHRI contain
the secret data itself. BRIEF SUMMARY OF THE INVENTION [00081 The foregoing problems with the
prior state of (Bgpitiate QYryCeMaibyrthe priveiRias pbiber HEeseRhRYgiitiossvhichueiRtentaa ahallenge

based authentication mechanism that does not require that the authenticating computing entities be

aware of the sagsetifiatantsrd tanjhadnibel methenticatien: {0009 diamenyirgnmentinelHee shavy

computing entities, an authenticatee computing entity, a supplemental authenticatee computing entity, an

authenticatorsmdHeei S8ty acabst ehsypplanieftahauthanticaiar wompelingi@etiticaldie authenticator
computing entity is to authenticate to the authenticatee computing entity, but does not have direct access

to the secretjgg¢aneedecttpdathertieate:ddlabirsttdbeoasibaniicalas:acelponscathiitingediom the
supplemental authenticatee.
mechanism that does not require the authenticator and authenticatee computing entities to

generate an answer or contain the secret data itself.

BRIEF SUMMARY OF THE INVENTION

[0008] The foregoing problems with the prior state of the art are overcome by the
principles of the present invention, which relate to a challenge based authentication
mechanism that does not require that the authenticating computing entities be aware of the
secret data used for the initial authentication.

[0009] The environment includes four computing entities, an authenticatee computing
entity, a supplemental authenticatee computing entity, an authenticator computing entity,
and a supplemental authenticator computing entity. The authenticator computing entity is to
authenticate to the authenticatee computing entity, but does not have direct access to the
secret data needed to authenticate.

[0010] First, the authenticatee acquires a challenge from the supplemental authenticatee.
This challenge may be solved by the supplemental authenticator, but not by the
authenticatee and authenticator. The authenticatee may also pass a secret key to the
supplemental authenticatee. The supplemental authenticatee encrypts the secret key using
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This challenge may be solved by the supplemental authenticator, but not by the authenticatee and
authenticator. The authenticatee may also pass a secret key to the supplemental authenticatee. The
supplemental authenticatee encrypts the secret key using - Page 3 secret data known to the
supplemental authenticatee and supplemental authenticator, but not to the authenticatee and

authenticatorsthesnasiyasohischrlangrand the seereldaia Ak i Ibasindrrihe Authentisatian, despite

the secret data being unknown to the authenticatee and authenticator, and despite the challenge being
unsolvable bythe autheniicateand Akbsnbiaaianeinsstiys 0P kIR adhaatiraiRe B videsdhee

challenge as well as potentially the encrypted key to the authenticator. The authenticator provides the

challenge anganyrenatypiaddieiiadhed sippiel emaptat pyihenticatahkhoe sYpRIRMeMHal @ukentigator
solves the challenge to generate an answer, and also decrypts the encrypted key. The supplemental

authenticatorapeavifieatdhe answekpind the dessypied keyite thaRItBRIGRIOkKA thit stagsictheor

decrypted key is known to the authenticatee and authenticator and may be used to secure future
communicatighhbetugendipe-aythenticatee and authenticator. [00121 The authenticator then sends the
answer to the authenticatee. The authenticatee then uses this answer to authenticate the authenticator

either by valigigging the answehdliiesibs pobieatringdhensypRIcFIeaigl Aulinaniaateantoypbidats the
answer. [00131 Additional features and advantages of the invention will be set forth in the description

that follows, agehi Ze@iknvil4e6r olMe usidiienti ¢he tpssigdioheuha B Le deams dediyyihR Prasticerd the
invention. The features and advantages of the invention may be realized and obtained by means of the
instruments angtembinatiatiepacics anyoipiehital authenticator solves the challenge to generate
an answer, and also decrypts the encrypted key. The supplemental authenticator provides
the answer and the decrypted key to the authenticator. At this stage, the decrypted key is
known to the authenticatee and authenticator and may be used to secure future
communications between the authenticatee and authenticator.
[0012] The authenticator then sends the answer to the authenticatee. The authenticatee
then uses this answer to authenticate the authenticator either by validating the answer
directly, or by causing the supplemental authenticatee to validate the answer.
[0013] Additional features and advantages of the invention will be set forth in the
description that follows, and in part will be obvious from the description, or may be learned
by the practice of the invention. The features and advantages of the invention may be
realized and obtained by means of the instruments and combinations particularly pointed out
in the appended claims. These and other features of the present invention will become more

fully apparent from the following description and appended claims, or may be learned by the

practice of the invention as set forth hereinafter.
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in the appended claims. These and other features of the present invention will become more fully
apparent from the following description and appended claims, or may be learned by the practice of the
invention as set forth hereinafter. -Page 4 BRIEF DESCRIPTION OF THE DRAWINGS [00141 In order to
describe the manner in which the above-recited and other advantages and features of the invention can

be obtained, a more particular dgsRIREAYEN G IMVRYNCO FOTiEflY PRSCWadAPove will be rendered by
reference to specific embodiments thereof which are illustrated in the appended drawings. Understanding

that these draggingp depichrivydyRisaiMBodineRisiPWAR IR andtAée Al hipseiRIealaRes
considered to be limiting of its scope, the invention will be described and explained with additional
specificity anghdetaitutbs @rahcthe bisgoaf the Reepmpaaying skapdnasiny whishptlSlukigrientisn a
diagram of a message exchange between an authenticatee, supplemental authenticatee, authenticator,

and supplempatalpgdbaisicaien ¢ MNRLBR e RIIEE 5 YN ceRaTEaRCce) vithdbe BsinaiBlRS BEiher RrERENt
invention; [00161 Figure 2 schematically illustrates a data structure in the form of a Simple Object Access

Protocol (SOAR)irvMeleReithatdnspeesS QAR hgadernirifignany afbilirg.andwsigRinghieadsrs; [00171
Figure 3 illustrates a message exchange in which electronically transferable items are transferred

between two aBpLEIBRNHEAS ibf Aigeaidainashwith adirsiteneRadinr botshsideresenbiNeiting oand
[00181 Figure 4 illustrates a message exchange in which electronically transferable items are transferred

between two igpgappiingccmiidasdn actvslanseivitnacegaathemberinaentiodhl specificity and detail

through the use of the accompanying drawings in which:

[0015] Figure 1 is a diagram of a message exchange between an authenticatee,
supplemental authenticatee, authenticator, and supplemental authenticator computing
entities in accordance with the principles of the present invention;

[0016] Figure 2 schematically illustrates a data structure in the form of a Simple Object
Access Protocol (SOAP) envelope that includes SOAP headers in the form of billing and
signing headers;

[0017] Figure 3 illustrates a message exchange in which electronically transferable items
are transferred between two computing entities in accordance with a first embodiment of the
present invention; and

[0018] Figure 4 illustrates a message exchange in which electronically transferable items
are transferred between two computing entities in accordance with a second embodiment of

the present invention.
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the present invention. - Page 5 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[00191 The principles of the present invention provide a challenge based authentication mechanism that
does not require that the authenticating computing entities be aware of the secret data used for the initial
authentication, and do not require the authenticating computing entities themselves generate an answer

to a challenge. [002@jgrguicEiliyERERFFANON GINTAT PRE AR RED IS IRODIMIINIRY entities 101

through 104. Specifically, the four computing entities include what will be referred to as an authenticatee
computing enprdPl, anRUSRaBitaiQraARPrEBE: Mkttt @ﬁ%@%%e%ﬁ&%&ﬁ&%ﬁmmﬂumg

entlty 103, and a supplemental authenticator computing ent|ty 104. In this description and in the claims, a

“computing epibhaisi AR YHAE \I6Es oS YetRic it MRY atgiahh chafde R FRPMALY BRGYRE Bormas. 3Tds capable
of electronic communication. [00211 For example, each of the computing entities 101 through 104 may

have access $eciits @wt intemabate andimayuerniRunisateNtionger Mpreokkbe RiReheampLting
entities. Such communication need not be across a network. For example, any two or more of the

computing endifigsuliad saraughntadenay bensithinthe saene.aledisnaigéeevice or computing system. As
an example, the supplemental authenticator computing entity 104 may be a SIM card, while the

authenticatorjgopaputingigatity i0asisateMabilevielerhone 00 ieataHieicRIge 6APRingeNTEY 1101 may

be a front end Web server, while the supplemental authenticatee computing entity 103 may be a back
end Web servigbubiel prinsipiesriehtiye tiy esent davantigneatrisotdinitedgathisiveRere 0024 lad he

authenticator computing entity 102 is to authenticate to the authenticatee
authenticatee computing entity 101, an authenticator computing entity 102, a supplemental

authenticatee computing entity 103, and a supplemental authenticator computing entity 104.
In this description and in the claims, a “computing entity” is any device or system that may
retain data in memory and/or storage, and is capable of electronic communication.

[0021] For example, each of the computing entities 101 through 104 may have access to
its own internal data, and may communicate with one or more of the other computing
entities. Such communication need not be across a network. For example, any two or more
of the computing entities 101 through 104 may be within the same electronic device or
computing system. As an example, the supplemental authenticator computing entity 104
may be a SIM card, while the authenticator computing entity 102 is a mobile telephone. The
authenticatee computing entity 101 may be a front end Web server, while the supplemental
authenticatee computing entity 103 may be a back end Web server. The principles of the
present invention are not limited to this, however.

[0022] The authenticator computing entity 102 is to authenticate to the authenticatee
computing entity 101. In the embodiment of Figure 1, the authenticatee computing entity
101 and the supplemental authenticatee computing entity 103 are in a first common sphere
of trust. The authenticator computing entity 102 and the supplemental authenticator
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computing entity 101. In the embodiment of Figure 1, the authenticatee computing entity 101 and the
supplemental authenticatee computing entity 103 are in a first common sphere of trust. The authenticator
computing entity 102 and the supplemental authenticator -Page 6 computing entity 104 are also in a
second common sphere of trust. The supplemental authenticatee computing entity 103 and the

supplementatgiphR HICAATEOMRULIR-BiItY 104 @i Sntlith ComenoR sphgte offeusippicariene of

trust” as used in this description and in the claims is defined as a collection of two or more computing

entities in WhighneaGbateoMAHENGHENHNHN T HRNGESs ah Hlesichas FaariNachaATBEmMssuaRaeEhabthe other

computing entities are who they purport to be, and that information from the other computing entities is

at least somewhat seldideolfRvalsphdhioeasstipionsghddn theustaimsistiei RuiReMicPRB0MAYHING entity
101, the authenticator computing entity 102, the supplemental authenticatee computing entity 103, and

the supplementatRithe N icRIECOIIPHtRGIEAEY BP4wdarr alserde safpiiath terarisimalywhith each
"authenticatee 101", the "authenticator 102", the "supplemental authenticatee 103", and the

"supplementabasphenticatay 194e iRRCHYalyst(RARAL Mg halsashawsan exampiecoassage flow

that results in authentication consistent with the principles of the present invention. The sequential order

of a messagentiaestat iwkeRRRFNIGDSe6 BeNkiad YHAY e riinbe fionihahead-Abthpanigwihaéy epresents
the message transfer. Using this message flow, an authentication method in accordance with the

principles of thedasesemtinyantiaapill now be described. The method allows the authenticator 102 to
authenticate to the authenticatee 101 using challenge based authentication and without requiring the

authenticator[8023and guthentiestefibh cRMPMIHENGclaims, the authenticatee computing entity 101, the
authenticator computing entity 102, the supplemental authenticatee computing entity 103,
and the supplemental authenticator computing entity 104, may also be referred to as simply
the “authenticatee 1017, the “authenticator 102, the “supplemental authenticatee 103”, and
the “supplemental authenticator 104”, respectively.
[0024] Figure 1 also shows an example message flow that results in authentication
consistent with the principles of the present invention. The sequential order of a message
transfer is represented sequentially by the number in the head of the arrow that represents
the message transfer. Using this message flow, an authentication method in accordance with
the principles of the present invention will now be described. The method allows the
authenticator 102 to authenticate to the authenticatee 101 wusing challenge based
authentication and without requiring the authenticator 102 and authenticate 101 computing
entities be aware of secret data used for the authentication.
[0025] The authenticatee 101 determines that the authenticator 102 is to authenticate.
This may be accomplished by, for example, the authenticatee 101 receiving a service request
(see arrow 111) from the authenticator 102. However, the authenticatee 101 may make the

determination that the authenticator 102 is to be authenticated in some other manner that
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entities be aware of secret data used for the authentication. [00251 The authenticatee 101 determines
that the authenticator 102 is to authenticate. This may be accomplished by, for example, the
authenticatee 101 receiving a service request (see arrow 111) from the authenticator 102. However, the
authenticatee 101 may make the determination that the authenticator 102 is to be authenticated in some

other mannegtiatnoPads 390y Rot QI QuANRARVIRE FeauasiomIte antentisalor #2%cAgeerdingly,

the service request represented by arrow 111 is not essential. [00261 The authenticatee 101 then

acquires a chaljgpdechads&Rea HieaskRIEMeNirk aydthenticatee 103. This may be accomplished in any
manner. However, in Figure 1, this is illustrated as being accomplished with two message transfers

represented lpyoegpws The anthehdidarpaciicalby theawbentitalre Ol propsiasachapprareguest

represented by arrow 112 to the supplemental authenticatee 103. The supplemental authenticatee 103

may then gepngiRigid.ehallengea il ity espeose pidhelchalsnaedequasbwind thanFrpeddesiigs
challenge 131 to the authenticatee 101 in response to the request as represented by arrow 113.

However, thengaiatadisBbripaiceligiahed walsiiphifis adthenitealeept&bimab paadike the ahallenge
131. The challenge 131 may have been provided by the supplemental authenticatee 103 without a

challenge request spekifaslfor @xamplentivhes the puthenticateniifderrgjstersopitidhe supniamental
authenticatee 103, or perhaps at predetermined times or time intervals. [00271 In one embodiment called

herein the "subgegu@etpppaiecanmunisations eobotinenppradhinnalacsinaycbeogndeytakaen such
that the authenticatee 101 and authenticator 102 may subsequently communicate without relying on the
supplementabenerate a challenge 131 in response to the challenge request, and then provides the
challenge 131 to the authenticatee 101 in response to the request as represented by arrow
113. However, there are a number of alternative ways that the authenticatee 101 may
acquire the challenge 131. The challenge 131 may have been provided by the supplemental
authenticatee 103 without a challenge request such as, for example, when the authenticatee
101 registers with the supplemental authenticatee 103, or perhaps at predetermined times or
time intervals.
[0027] In one embodiment called herein the “subsequent private communications
embodiment”, additional acts may be undertaken such that the authenticatee 101 and
authenticator 102 may subsequently communicate without relying on the supplemental
authenticatee 103 and supplemental authenticator 104. For example, in the subsequent
private communications embodiment, the authenticatee 101 may generate secret key data
132 that is likely not known to the authenticator 102, the supplemental authenticatee 103, or
the supplemental authenticator 104.

[0028] The authenticatee 101 provides the secret key data 132 to the supplemental

authenticatee 103 thereby informing the supplemental authenticatee 103 of the secret key
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authenticatee 103 and supplemental authenticator 104. For example, in the subsequent private

communications embodiment, the authenticatee 101 may generate secret key data 132 that is likely not
known to the authenticator 102, the supplemental authenticatee 103, or the supplemental authenticator
104. [00281 The authenticatee 101 provides the secret key data 132 to the supplemental authenticatee

103 thereby igfarming the,supelementalaxthentigaleardiOkahipe seeretiey plear® ifalR Iddelhe

secret key data 132 may, for example, have been provided in the same message as the challenge

request repraggges Ry @k enaliddPERRL thsr&dpRiementalautienticatee 103 then may encrypt the
secret key data 132 using secret data 133 known to the supplemental authenticatee 103 and the

supplementajoapdpentigatersipgisanpatingiRntiiescbld Nehdnawy hthepautlenicateeyl @itand the
authenticator 102. The supplemental authenticatee 103 then may provide the encrypted secret key data

134 to the auiipptisaire dkh. IFYs@o6hy Rtethsasfikeyvdatadddnnandeel ravidadatippisaritaime
and/or in the same message that the supplemental authenticatee 103 used to transfer the challenge 131

as representgdthynaigaer 116 [O83PhiIANe avifentieatesol Odnthien Ryoiideasithencbaliengelladdanbe
authenticator 102 as represented by arrow 114. At the same time and/or in the same message, the

authenticatee,uiitthiiay2lso2providesiip Racirpleshsasiet ey datathsd aihdvidenticatacd pieas
represented by arrow 114. [00311 The authenticator 102 then acquires an answer to the challenge 131

from the supplemerdal @shentieatorcarHutiogention. Thisisnay BpREcRIRlRReARANYAMANBE

However, in Figure 1, this is illustrated as being accomplished with two message transfers
provided at the same time and/or in the same message that the supplemental authenticatee
103 used to transfer the challenge 131 as represented by arrow 113.
[0030] The authenticatee 101 then provides the challenge 131 to the authenticator 102 as
represented by arrow 114. At the same time and/or in the same message, the authenticatee
101 may also provide the encrypted secret key data 134 to the authenticator 102 as
represented by arrow 114.
[0031] The authenticator 102 then acquires an answer to the challenge 131 from the
supplemental authenticator computing entity. This may be accomplished in any manner.
However, in Figure 1, this is illustrated as being accomplished with two message transfers
represented by arrows 115 and 116. Specifically, the authenticator 102 provides the
challenge 131 to the supplemental authenticator 104 as represented by arrow 115. The
supplemental authenticator 103 may then determines an answer 135 to the challenge 131,
and then provides the answer 135 to the authenticator 102 as represented by arrow 116. The
answer may be generated by, for example, performing a one-way hash algorithm on the
challenge 131 using the secret data 133.
[0032] In the subsequent private communications embodiment, the authenticator 103

may also provide the encrypted secret key data 134 to the supplemental authenticator 104.
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represented by arrows 115 and 116. Specifically, the authenticator 102 provides the challenge 131 to the
supplemental authenticator 104 as represented by arrow 115. The supplemental authenticator 103 may
then determines an answer 135 to the challenge 131, and then provides the answer 135 to the
authenticator 102 as represented by arrow 116. The answer may be generated by, for example,

performing a-prig-way ashcalempiioreBnRcaaHeNGe Ladrsied iheserest data 13Bi10032datRethe

subsequent private communications embodiment, the authenticator 103 may also provide the encrypted

secret key datrd3gddaihesuppiemns tal auih articaioe 184 to-MrgsuBpltisemay heracerielishad.by

including the encrypted secret key data 134 in the same message as was used to transmit the challenge

to the supplepsgriaihastigniicakor 1534 as represented by arrow 115. [0033] The supplemental
authenticator 104 may then decrypt the secret key data 134 using the secret data 133 known to the

supplementa|gysBenticairestpgi@aneniae supeienestal 0authsniicaAedBpt thrrebyrénfRemingthe 4
supplemental authenticator 104 of the secret key data 132. The supplemental authenticator 104 then

provides the geigretHeydataldlad io thevavibenticaplcdienthrietifieining he auibenpsriaed@p the

secret key data 132. The supplemental authenticator 104 may provide the secret key data 132 back to

the authenticaipediihpetemiatheisbnensamenyessagpilRaionas neaddaciansiol thethnse@ed sy to the
authenticator 102. At this stage, both the authenticatee 101 and authenticator 102 have access to secret

key data 1324dthis secrEikeypaimdid mandhisale usedien pribritchteseaech latherhin sebsequent
communications independent of the supplemental authenticatee 103 and supplemental authenticator
104. authenticator 102 thereby informing the authenticator 102 the secret key data 132. The
supplemental authenticator 104 may provide the secret key data 132 back to the
authenticator 102 potentially in the same message that was used to transfer the answer 135
to the authenticator 102. At this stage, both the authenticatee 101 and authenticator 102
have access to secret key data 132. This secret key data 132 may thus be used to
authenticate each other in subsequent communications independent of the supplemental
authenticatee 103 and supplemental authenticator 104.
[0034] The authenticator 102 provides the answer 135 to the authenticatee 101 as
represented by the arrow 117. The authenticatee 101 may then use the answer 135 to
authenticate the authenticator 102. There are a number of different ways that the
authenticatee 101 may do this.
[0035] In one example, the authenticatee 101 may acquire an answer to the challenge
from the supplemental authenticatee 103, potentially at the same time and in the same
manner as the challenge was acquired from the supplemental authenticatee 103. The
authenticatee 101 may then match the answer as acquired from the supplemental
authenticatee 103 with the answer as provided by the authenticator 102. A match results in

the authenticator 102 authenticating to the authenticatee 101.
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[0034] The authenticator 102 provides the answer 135 to the authenticatee 101 as represented by the
arrow 117. The authenticatee 101 may then use the answer 135 to authenticate the authenticator 102.
There are a number of different ways that the authenticatee 101 may do this. [0035] In one example, the
authenticatee 101 may acquire an answer to the challenge from the supplemental authenticatee 103,

potentially at fhgzspme ARG-AF #ythensamendhanes avihe shalleRagMasiAsabHegdiRohthE the
supplemental authenticatee 103. The authenticatee 101 may then match the answer as acquired from

the supplemegiiatthanticaiea&ibaoith §he Bhspek R oMdedRw the pghantigaiordbd2 vi nagich
results in the authenticator 102 authenticating to the authenticatee 101. -Page 10 [0036] Alternatively, the

authenticatee, 3@ eRutddeleorteHbisuppBRRHEI MiehtRicatePieMentak alhiaptcater sl R dateyiding
the answer 135 as provided by the authenticator 102 to the supplemental authenticatee 103. The

supplemental geithadtiratanatBInpandhennpiehita BpsenasRiRwded OV nehanthenrticateniol with
the answer that it internally generated. If a match is found, the supplemental authenticatee 103 may

indicate to thaauthentisateacOlithahauwhepticaionts supprsabuta[QRSdicardingymay thigisiage, the

authenticator 102 has authenticated to the authenticatee 101, and the service request may be honored if

appropriate. Tha cauiinentication is ehallemgahased BrRd@eagunot require the authenticatee 101 or
authenticator 102 have access to the secret data 133 used to generate an answer to the challenge.

Furthermore,[087¢ subseeniaiiddyivaie ganRwmicatienseivhadinoent ohehauthanssatateiOZoarsk

authenticatee 101 may authenticate in subsequent communications
authenticatee 101, and the service request may be honored if appropriate. The
authentication is challenge-based, and does not require the authenticatee 101 or
authenticator 102 have access to the secret data 133 used to generate an answer to the
challenge. Furthermore, in the subsequent private communications embodiment, the
authenticator 102 and authenticatee 101 may authenticate in subsequent communications
using the secret key data 132, rather than repeating the process described above.
[0038] Rather than simply securing subsequent communication based on the secret key
data 132 alone, the subsequent communications may be secured using a digest of the secret
key data 132 amongst one or more other items. The digest may then be used to secure
subsequent communications between the authenticatee 101 and authenticator 102. The
digest may also be based on the challenge 131 and/or the answer 135. Furthermore, the
digest may include data 136 communicated between the authenticator 101 and authenticatee
102 that is not also communicated to the supplemental authenticatee 103 or supplemental
authenticator 104. The authenticatee 101 and authenticator 102 may then communicate
using the digest to secure communications. When the digest is based in part on the data 136

that is not known to the supplemental authenticatee 103 and the supplemental authenticator

104, the supplemental authenticatee 103 and supplemental authenticator 104 are prevented
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using the secret key data 132, rather than repeating the process described above. [0038] Rather than
simply securing subsequent communication based on the secret key data 132 alone, the subsequent
communications may be secured using a digest of the secret key data 132 amongst one or more other
items. The digest may then be used to secure subsequent communications between the authenticatee

101 and authﬁaﬂpaé%@?eﬂ%rfifgﬁ% MRY H66rhe Pasesusbetir thalpndentcakians/eethecansuer 135.
ude

Furthermore, the digest may inc ata 136 communicated between the authenticator 101 and

authenticategq i@ thatls At #18Q&aBHEHIGated to the supplemental authenticatee 103 or supplemental
authenticator 104. The authenticatee 101 and authenticator 102 may then communicate using the digest

to secure conypYycatigRse W habHiRigeshis PasertitaRation theodatackaes thatis Rey kaewnstp the

supplemental authenticatee 103 and the supplemental authenticator 104, the supplemental authenticatee

103 and suppigegntapataeaticains i0daradrayventaehtidRage 84. fmp aasivsavasdippaing.asspoofing
on subsequent communications between the authenticator 101 and authenticatee 102. [0039] In one

embodiment, the asthgniicatosdle: alsy danerpes serpikey drtaedd(ptuhichis preyidach teothre

supplemental authenticator 104. The supplemental authenticator 104 encrypts the secret key data 137,

and passes theieatiyatadisecratkeydalmiaibe 1 ovthentisaies 102 chhig puthasticales 1R themheasses

the encrypted secret key data to the authenticatee 101, which uses the supplemental authenticatee 103
to decrypt the.gaergickey: 187 using hesewshpiftantall huteigiestonayIneiaispbembasegpsn this

secret key 137. [0040] Accordingly, a challenge-based authentication mechanism has been described in

which the dirggtpartigsHe shgcadihgnscatinn (igesthfaguthantisaty mredayibemicaiaget key 137.
[0040] Accordingly, a challenge-based authentication mechanism has been described in
which the direct parties to the authentication (i.e., the authenticator and authenticatee
computing entities) need not calculate an answer to a challenge, nor have knowledge of
secret data used in the initial authentication.  Furthermore, the authenticator and
authenticatee computing entity may subsequently authenticate and communicate
independent of the supplemental authenticator and supplemental authenticatee computing
entities.
[0041] In the embodiment illustrated in Figure 1, there are several communication
channels, one between the authenticatee 101 and the supplemental authenticatee 103
(hereinafter also potentially referred to as “the authenticatee channel”), one between the
authenticator 102 and the supplemental authenticator 104 (hereinafter also potentially
referred to as the “authenticator channel”), and one between the authenticatee 101 and the
authenticator 102 (hereinafter also potentially referred to as the “authentication channel”). If

the two computing entities are within the same device or computing system, the

corresponding channel may be a function call or local message mechanism. However, if the
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computing entities) need not calculate an answer to a challenge, nor have knowledge of secret data used
in the initial authentication. Furthermore, the authenticator and authenticatee computing entity may
subsequently authenticate and communicate independent of the supplemental authenticator and
supplemental authenticatee computing entities. [0041] In the embodiment illustrated in Figure 1, there

are several CREIMHGALIATY ChanrelsarentRRivsemthieauthpnticaies dfdiandgRuPRIgMantaly
authenticatee 103 (hereinafter also potentially referred to as "the authenticatee channel"), one between
the authentiGiQrolRid@pebtbgsupplemental authenticator 104 (hereinafter also potentially referred to as
the "authenticator channel"), and one between the authenticatee 101 and the authenticator 102

(hereinafter giggupptentiglhyereiaprd famsthe comanicaionshap nedatelf athestvnreaemytingprtities are

within the same device or computing system, the corresponding channel may be a function call or local
message mefhanighaiRWerahsidhandeparida vaveRRptOD ERas AR de0eahnlataied, the

corresponding channel may use a networking protocol. [00421 For example, if the two computing entities

are located agiessdiffprentisepsnasit leMaldRPAIRROR tansRAtindRPARAeNWEB UK REQOGR sRaY be
used to communicate. One such transport-independent network protocol is known in the art as "Web

Services" whigs $s@pISion) e QjesisAeoas RSP (rEAPEeRvelapes lifsonuedhinfermatiponn a

transport- independent manner. Web Services may also employ SOAP tunneling to transport across
networks thaigiRfaidditesthhsep P S QARiCHIOA3Y Asewdling B oncraspacting thetaMemieacss

modification to conventional Web
networks that do not directly support SOAP.
[0043] According to one aspect of the invention, a modification to conventional Web
Services may be employed to convey information important to authentication. For example,
a SOAP header may include a signing SOAP header as described in the United States
provisional application 60/515,461 incorporated by reference above. Figure 2 schematically
illustrates a structure of such a SOAP envelope suitable for performing billing and signing in
the context of Web Services. The SOAP envelope 200 includes SOAP headers 201 and a
SOAP body 202. The SOAP headers include billing header(s) 211, signing header(s) 212,
amongst potentially other headers 213. The signing headers 212 may include the
information for authentication. For example, the challenge 131, the secret key 132, the
encrypted secret keys 134 and 137, the answer 135, and the data 136 as well as any other
useful information may be included in the signing header(s) 212. However, the principles of
the present invention are not limited to communication using Web Services. It may be that
none of the authenticatee, authenticator, or authentication channels use Web Services in a
particular embodiment.
[0044] Once authentication has been completed, the authenticatee 101 is now in a

position to make a more intelligent decision regarding whether to authorize a service to be
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Services may be employed to convey information important to authentication. For example, a SOAP
header may include a signing SOAP header as described in the United States provisional application
60/515,461 incorporated by reference above. Figure 2 schematically illustrates a structure of such a
SOAP envelope suitable for performing billing and signing in the context of Web Services. The SOAP

envelope 200¢leesSAARIRMMRER0D AN SQAPHRAYs2A2 THaSQAR: haagrssdackgedailling
header(s) 211, signing header(s) 212, amongst potentially other headers 213. The signing headers 212

may include thehdtermstion fauashentisatiepnipatisXamplgssheothalings 1k hWaisearat keys2, the
encrypted secret keys 134 and 137, the answer 135, and the data 136 as well as any other useful

information mayseguaelurdseipihe sSiannguBeafri{s HAldnboveYelhioe RIiBEHYRS Rf atheoRipeent
invention are not limited to communication using Web Services. It may be that none of the authenticatee,
authenticatorgg@frguthentication channels use Web Services in a particular embodiment. [00441 Once
authentication has been completed, the authenticatee 101 is now in a position to make a more intelligent

decision regquigg) WhethesrtRawhariisera.servicgitatbe sehage 43 psmdendetneauthemptigataral 02,

Since the process has at this stage progressed beyond authentication to authorization, computing

entities 101 thsadgivd @dr wilkieasih dnitheosubgast et slssesintionahihe spbregueRhiawingshelseferred
to simply as a "computing entity". [00451 In order to authorize a requested service, the computing entity

101 may as ateeenditsm feesudmputhnrization regeire the paynaestaitibansiel aheleetronically an

transferable items from the computing entity 102. In this description and in the claims, an
“electronically transferable item” is any item, whether physical or electronic, whose
ownership may be transferred from one entity to another by sending an electronic message.
The electronic message need not be purely electronic during the transfer, but may undertake
other forms such as optical forms during the transfer. Such transferable items may include
money. However, the transferable items may also include any other item that is
electronically transferable. For example, the items may be frequent flier miles, movie or
opera ticket credits, train tickets, class registration authority, and so forth. Likewise, in
order to perform the requested service, the computing entity 101 may transfer electronically
transferable items to the computing entity 102.
[0046] Figure 3 illustrates the environment of Figure 1 in which there are four
computing entities 301 through 304. The computing entities 301 through 304 may be the
same as described above for computing entities 101 through 104, although this is not
required. Computing entities 301 and 303 are in one sphere of trust represented by the area
within the dashed lines. Computing entities 302 and 304 are in another sphere of trust

represented by the area within the dotted lines. Computing entities 303 and 304 are within

yet another sphere of trust as represented the area within the intermittent dotted/dashed lines.
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"electronically transferable item" is any item, whether physical or electronic, whose ownership may be
transferred from one entity to another by sending an electronic message. The electronic message need
not be purely electronic during the transfer, but may undertake other forms such as optical forms during
the transfer. Such transferable items may include money. However, the transferable items may also

include any ofwf7fem thatie elassronieally fransiesalie: Simexampiey bieulastsrimay e fFeseemy flier

miles, movie or opera ticket credits, train tickets, class registration authority, and so forth. Likewise, in

order to perfqmﬁgﬁ@amgumdb%@wé@ﬁ,d&%@ﬁfﬁgt@fngi@@tﬂml@&w.trmémﬁﬁiﬁgtr&ﬁigal504rﬁ51§ferable
items to the computing entity 102. [00461 Figure 3 illustrates the environment of Figure 1 in which there

are four compiiting-Aanstaa3Rhdhsauan 3y IecAmantneremitiempaiidhranad 304 mayhadhe same

as described above for computing entities 101 through 104, although this is not required. Computing

entities 301 gnehRABAIRIAD SPPatROLIS! tepreseniadbykeramRacyihintbefashssh ines a
Computing entities 302 and 304 are in another sphere of trust represented by the area within the dotted

lines. Compuging enidtiese3R3nane ROdaacEwithimayeicanatbeispheradgbirust as represented the area
within the intermittent dotted/dashed lines. -Page 14 [00471 Figure 3 also shows a message flow

showing a wayeaigyransfeiengestast anicaliiowansfer aleladtesisdostwaeb eosaping eatitee&Dimnd 302.
Computing entity 304 has authorization information 321 relevant to whether or not computing entity 302

may transfer taf ticuharn iferasse camputinsoaiii O nfigr FmmRienihthin € RMAYTE entityoR2 vsere a
SIM card, the items to be transferred may be, for example, money. [00481 The message flow shows how
items could he:tdiheyizeddRbatspsigsiea@ndtity 301 may inquire (see arrow 311) of computing
entity 303 as to whether or not computing entity 302 has authorization to transfer the items.
If the computing entity 303 does not already know, the computing entity 303 will make the
inquiry (see arrow 312) to computing entity 304 as to whether or not computing entity 302 is
authorized to make the transfer. If the computing entity 304 does not already know, the
computing entity 304 will make inquiry (see arrow 313) to computing entity 302 about
whether to make the transfer. The computing entity 302 may respond (see arrow 314) in the
affirmative. Upon receiving this message, or if the computing entity 304 had been pre-
authorized to make the charge due to prior communication with computing entity 302, then
the computing entity 304 responds (see arrow 315) in the affirmative. Upon receiving this
message, or if the computing entity 303 had been pre-authorized to make the charge due to
prior communication with computing entity 304, then the computing entity 303 responds
(see arrow 316) in the affirmative. The affirmative confirmations represented by arrows 314
through 316 may also include electronic transfer of the items itself, or an agreement to
enforce transfer at a later time.
[0049] An alternative embodiment of transfer is illustrated in Figure 4. In this

embodiment, computing entity 402 requests (see arrow 411) that the transfer of items be
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then actually transferred from computing entity 302 to computing entity 301. In order to authorize
transfer, the computing entity 301 may inquire (see arrow 311) of computing entity 303 as to whether or
not computing entity 302 has authorization to transfer the items. If the computing entity 303 does not
already know, the computing entity 303 will make the inquiry (see arrow 312) to computing entity 304 as

to whether orfRQf.compaiina MR8 ARUPRIIZeddo Mmake thetransien Kb cameuting Ratie 304

does not already know, the computing entity 304 will make inquiry (see arrow 313) to computing entity
302 about whgiieydeemaksying tansiethdhaaamRline:eMHitLFOMhMAYIESIBORE (aerfRFFaI 3t in the

affirmative. Upon receiving this message, or if the computing entity 304 had been pre- authorized to make

the charge dugga Psiab ¢RI HESIONNER SRMRHUHBE R AH A3 RRoWHE S PR RIS 8RN 84S
responds (see arrow 315) in the affirmative. Upon receiving this message, or if the computing entity 303

had been presgsithedized teunake i ehehes s ctues tonfiey FOManINIoation yuikEARRHIRYMNitH304, then
the computing entity 303 responds (see arrow 316) in the affirmative. The affirmative confirmations

represented ByoaitRwshlénthypredhapbomay(ssoaineidel elegirepiapiamsianeiinadiemaitseihar an
agreement to enforce transfer at a later time. [00491 An alternative embodiment of transfer is illustrated

in Figure 4. Ipihisd@nikodimeptcguppeiap Cainid02senuests tgaeiasremidl 1) har thecmpsiarof items

be - Page 15 made. Computing entity 404 responds (see arrow 412) with an approval to transfer the
items (see areautyt §20rgpe thengirbitsl aviaccettdt Bytihe Bems dehetanstaerecsolineoAppigualde transfer

may be encrypted using secret data 433 known to the computing entities 403 and 404, but not to the
computing erdfies 401 GNAA0%r GONPHBNGneit¢ 0D thanhe amount of the items being transferred.
Upon a subsequent reconciliation or in real-time, computing entity 403 may acquire a credit
for the items transferred from computing entity 404.
[0050] Thus, transfer of the electronically transferable items is made from the
computing entity 402 (or its user) to the computing entity 401 (or its user). Transfer in the
other direction from computing entity 401 to computing entity 402 may be accomplished in
the same manner as described above only in the symmetrically opposite direction.
[0051] The present invention may be embodied in other specific forms without departing
from its spirit or essential characteristics. The described embodiments are to be considered
in all respects only as illustrative and not restrictive. The scope of the invention is,
therefore, indicated by the appended claims rather than by the foregoing description. All

changes, which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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provides the encrypted approval (see arrow 413) to computing entity 401, which then provides the
encrypted approval (see arrow 414) to computing entity 403. The computing entity decrypts the approval
using secret data 433 and then credits the account of computing entity 401 or the user of computing
entity 401 in the amount of the items being transferred. Upon a subsequent reconciliation or in real-time,

computing enips4P3 mehacRWIa A< et dithestemsitiansferred from computing entity 404. [0050]
Thus, transfer of the electronically transferable items is made from the computing entity 402 (or its user)

to the computing entity 40J,{og s disgfonti@nsiaaintreuibesdirgeHomnitrage cosmpuiing eatifyA04 to
computing entity 402 may be accomplished in the same manner as described above only in the

symmetricallygpmpasisatsiractiondlQellcbhpiasenidnyeationmatatembadiadiiy othatyspacdfig forms

without departing from its spirit or essential characteristics. The described embodiments are to be

considered inpphresaaaisemyaftusttativuang Batirestidivodhe seapaeiihirifventiemputitiserefore,
indicated by the appended claims rather than by the foregoing description. All changes, which come

within the megfiRg andaianasieheduwvalencyueidhecataimsotsith Pecpippragat WHindheir saeRe. -Page
16 [00521 What is claimed and desired secured is: 1. In an environment that includes an authenticatee

computing entiftheatisiipiesne Miahautheqlicaig e OMENENE R8I Bh RRuBhenlicAEANAL g esity, and
a supplemental authenticator computing entity, a method for the authenticator computing entity to

authenticate te HigaplbTeBtGRRR GNP NG entihensiag s alle ngeHdaseshpikhpntieatnowamg without
requiring the authenticatee and authenticator computing entities
an act of the authenticatee computing entity acquiring a challenge from the
supplemental authenticatee computing entity;
an act of the authenticatee computing entity providing the challenge to the
authenticator computing entity;
an act of the authenticator computing entity acquiring an answer to the challenge
from the supplemental authenticator computing entity;
an act of the authenticator computing entity providing the answer to the authenticatee
computing entity; and
an act of the authenticatee computing entity using the answer to authenticate the

authenticator computing entity.

2. A method in accordance with Claim 1, wherein the act of the authenticatee
computing entity acquiring a challenge from the supplemental authenticatee computing
entity comprises the following:

an act of the authenticatee computing entity providing a challenge request to the

supplemental authenticatee computing entity;
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be aware of secret data used for the authentication, the method comprising the following: an act of the
authenticatee computing entity acquiring a challenge from the supplemental authenticatee computing
entity; an act of the authenticatee computing entity providing the challenge to the authenticator
computing entity; an act of the authenticator computing entity acquiring an answer to the challenge from

the supplemental ayihqpticaipe GapLkRa SNk &RiattOLHgRUINEAIGRIYLRMMEIAG RATENRrayiding

the answer to the authenticatee computing entity; and an act of the authenticatee computing entity using

the answer tgagthepiicate énallauwbesdicaiong@mputing entity. 2. A method in accordance with Claim 1,
wherein the act of the authenticatee computing entity acquiring a challenge from the supplemental

authenticatee compyiingt 8Nty GpRiisasdna iRdeNdnge 20Bsh @k dhadytpentiaaieecampuking entity
providing a challenge request to the supplemental authenticatee computing entity; -Page 17 an act of the

supplementatiauihgRiicRies: cOmMpuUting antityigeagaiiegarbalqnge in response to the challenge
request; and an act of the supplemental authenticatee computing entity providing the challenge to the

authenticatee computing entity in response to the request. 3. A method in accordance with Claim 2,
wherein the act of the authenticator computing entity acquiring an answer to the challenge from the

supplemental authepticatol, method in accordance with Claim 2, wherein the act of the authenticator

computing entity acquiring an answer to the challenge from the supplemental authenticator
computing entity comprises the following:

an act of the authenticator computing entity providing the challenge to the
supplemental authenticator computing entity; and

an act of the supplemental authenticator computing entity determining an answer to
the challenge; and

an act of the supplemental authenticator computing entity providing the answer to

the authenticator computing entity.

4. A method in accordance with Claim 1, further comprising the following:
an act of the authenticatee computing entity acquiring an answer to the challenge
from the supplemental authenticatee computing entity, wherein
the act of the authenticatee computing entity using the answer to authenticate the
authenticator computing entity comprises the following:
an act of the authenticatee computing entity matching the answer as acquired
from the supplemental authenticatee computing entity with the answer as provided

by the authenticator computing entity.
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computing entity comprises the following: an act of the authenticator computing entity providing the
challenge to the supplemental authenticator computing entity; and an act of the supplemental
authenticator computing entity determining an answer to the challenge; and an act of the supplemental
authenticator computing entity providing the answer to the authenticator computing entity. 4. A method in

accordance with Clagm 1, furthgfremprisingdhectolowingaian ackatibia ahrptigalee £eReRUERGLNtY
acquiring an answer to the challenge from the supplemental authenticatee computing entity, wherein the

act of the authgnfigatee sampulinge Rty #sinerthe anawatitaautheniicatadbaopUbeplicatorsamputing

entity comprises the following: an act of the authenticatee computing entity matching the answer as
acquired frogpihsrRepRiemeRRIAHthenticatee computing entity with the answer as provided by the
authenticator computing entity. -Page 18 5. A method in accordance with Claim 1, wherein the act of the

authenticatee computingeriity tsinguthenaoswer toapthpipticaigiheritpnicaieor aasRyting anbity
comprises the following: an act of the authenticatee computing entity providing the answer to the

supplementabashenticateaentobitea anittanehan agi®f the supplemental authenticatee computing

entity providing to the authenticatee computing entity an indication that the answer provided by the

authenticator an act of the supplemental authenticatee computing entity providing to the
authenticatee computing entity an indication that the answer provided by the authenticator

computing entity is a proper answer for the challenge acquired from the supplemental

authenticatee computing entity.

6. A method in accordance with Claim 1, further comprising:

an act of the authenticatee computing entity generating secret key data that is not
known to the supplemental authenticatee, authenticator or supplemental authenticator
computing entities;

an act of the authenticatee computing entity providing the secret key data to the
supplemental authenticatee computing entity thereby informing the supplemental
authenticatee computing entity of the secret key data;

an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;

an act of the supplemental authenticatee computing entity providing the encrypted

secret key data to the authenticatee computing entity;
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computing entity is a proper answer for the challenge acquired from the supplemental authenticatee
computing entity. 6. A method in accordance with Claim 1, further comprising: an act of the authenticatee
computing entity generating secret key data that is not known to the supplemental authenticatee,
authenticator or supplemental authenticator computing entities; an act of the authenticatee computing

entity providing the ggeratdEemsatanihiRaupignentalriihenticaiee e pruipe & Ritythergytinforming

the supplemental authenticatee computing entity of the secret key data; an act of the supplemental

authenticateq cRpuliRARAIY QLRI Hig/secret key data using secret data known to the
supplemental authenticatee and supplemental authenticator computing entities, but not known to the

authenticatee and aghratigalRy aGBBRIIRG ORI ANAtk PHIdQiGHRPIRGIS st heplicalee samputing

entity providing the encrypted secret key data to the authenticatee computing entity; -Page 19 an act of

the authenticejer-coputRateibhBRaVvIdBIG SAHenEsRIge secret key data to the authenticator
computing entity; an act of the authenticator computing entity providing the encrypted secret key data to

the supplemental authepticaide capLkRE NIl aftiasbetiigpaunplemeN i @y bippticrtes Gemiryting
entity decrypting the secret key data using the secret data known to the supplemental authenticatee and
supplementalj;athsinticaier «Rueputing ’ABtes therrdyupfremingtheuskanlemental Aulhipicains]
authenticator computing entities thereby informing the supplemental authenticator
computing entity of the secret key data;
an act of the supplemental authenticator computing entity providing the secret key

data to the authenticator computing entity thereby informing the authenticator computing

entity of the secret key data.

7. A method in accordance with Claim 6, further comprising the following:
an act of the authenticatee and authenticator computing entities communicating using

messages that are at least partially secured using the secret key data.

8. A method in accordance with Claim 6, wherein the act of the authenticatee
computing entity providing the challenge to the authenticator computing entity and the act of
the authenticatee computing entity providing the encrypted secret key data to the
authenticator computing entity are performed by the authenticatee computing entity
providing a single message that includes both the challenge and the encrypted secret key

data to the authenticator computing entity.
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computing entity of the secret key data; an act of the supplemental authenticator computing entity
providing the secret key data to the authenticator computing entity thereby informing the authenticator
computing entity of the secret key data. 7. A method in accordance with Claim 6, further comprising the
following: an act of the authenticatee and authenticator computing entities communicating using

messages that are af least patiallii SRGUEBSIMAIRAIR SREFF LKV tiRIR B A ARG R BRSAKIance with
Claim 6, wherein the act of the authenticatee computing entity providing the challenge to the

authenticator compuing esttitveanshiiriagtot dhpauibenticpiracamputingentiyneddingtheisncrypted

secret key data to the authenticator computing entity are performed by the authenticatee computing

entity providingrdisigieiimessagedhiatdnerdas hethsthe challenge and the encrypted secret key data to
the authenticator computing entity. - Page 20 9. A method in accordance with Claim 6, further comprising

the following: an actgfdheorutRentinaieRAomdmingiaptiiBe AN had fadige shotitbesseerat kRydata
combined with one or more other data items; an act of the authenticator computing entity also generating

the digest of the geerebnksiyiclpdaGambinedWitbrihenefh Mars oth@r data items; and an act of the
authenticatee and authenticator computing entities communicating using messages that are at least

partially secured usingdhie ligestithénthmethad inheearsianeenithitdainiGedoaiginidatRiga dihmore
other data items includes the challenge.

messages that are at least partially secured using the digest.

10. A method in accordance with Claim 9, wherein the one or more other data

items includes the challenge.

11. A method in accordance with Claim 10, wherein the one or more other data

items includes the answer.

12. A method in accordance with Claim 11, wherein the secret key data is first
secret key data, wherein the one or more other data items includes second secret key data
known to the authenticatee and authenticator computing entities, but not known to the

supplemental authenticatee and supplemental authenticator computing entities.

13. A method in accordance with Claim 9, wherein the one or more other data

items includes the answer.

14. A method in accordance with Claim 13, wherein the secret key data is first
secret key data, wherein the one or more other data items includes second secret key data
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11. A method in accordance with Claim 10, wherein the one or more other data items includes the
answer. 12. A method in accordance with Claim 11, wherein the secret key data is first secret key data,
wherein the one or more other data items includes second secret key data known to the authenticatee
and authenticator computing entities, but not known to the supplemental authenticatee and supplemental

authenticatorigRRRuiNene Niligsndchtée MRIaGHR AEGREH R HitheClatia &, wheredn R ehetertRore other
data items includes the answer. 14. A method in accordance with Claim 13, wherein the secret key data

is first secretkgydlatacVheneingbaQns OsmeIsRher satr e induges secangdsecret key data - Page

21 known to the authenticatee and authenticator computing entities, but not known to the supplemental
authenticatee and supplemental authenticator computing entities. 15. A method in accordance with Claim
9, wherein the secret key data is first secret key data, wherein the one or more other data items includes

second secret key dpga knQwietRdharautoenticrtes andCauthenticatosicomp ytinigantitigatdut ARk known
to the supplemental authenticatee and supplemental authenticator computing entities. 16. A method in

accordance wit&eIRé fativhereivithtsetiebkeldiaiaie finsta sesiat kel dalactiadetiedieytaga
comprising: an act of the authenticator computing entity generating second secret key data; an act of the

authenticatoreRmpuiinehe ndithpravidirgdhe se¢entdsesteldsyudata éatiths, stpplemenalauhengcator
computing entity; an act of the supplemental authenticator computing entity encrypting the second

supplemental authenticatee and supplemental authenticator computing entities.

16. A method in accordance with Claim 6, wherein the secret key data is first
secret key data, the method further comprising:

an act of the authenticator computing entity generating second secret key data;

an act of the authenticator computing entity providing the second secret key data to
the supplemental authenticator computing entity;

an act of the supplemental authenticator computing entity encrypting the second
secret key data using the secret data known to the supplemental authenticatee and
supplemental authenticator computing entities;

an act of the supplemental authenticator computing entity providing the encrypted
second secret key data to the authenticator computing entity;

an act of the authenticator computing entity providing the encrypted second secret
key data to the authenticatee computing entity;

an act of the authenticatee computing entity providing the encrypted second secret

key data to the supplemental authenticatee computing entity;

- Page 22 -



secret key data using the secret data known to the supplemental authenticatee and supplemental
authenticator computing entities; an act of the supplemental authenticator computing entity providing the
encrypted second secret key data to the authenticator computing entity; an act of the authenticator
computing entity providing the encrypted second secret key data to the authenticatee computing entity;

an act of the authenticaiee caBRuppeLRINIRIaYIiRG-IRe eRapRILS Saagnibesyiaickay dataiadne

supplemental authenticatee computing entity; - Page 22 an act of the supplemental authenticatee

computing eniibsA¢ceMmREnEctharRGRIRtEthsSecBdRReIal kel HRIRUSIPSItS-ARE Sl kiewmip the
supplemental authenticatee and supplemental authenticator computing entities; and an act of the

supplementatgsshensigaleatcentiebibne anptitiRsQyding thegsecond secret key data to the authenticatee
computing entity. 17. A method in accordance with Claim 16, further comprising the following: an act of

the authenticatee compidingr Rty gpraiaiing agigesicafdbediighang seaangeReaikeNdaéad@mbined
with one or more other data items; an act of the authenticator computing entity also generating the digest

of the first angbcsaaanddsactetikey datacambingabnithetbetene or more other data items; and an act of the
authenticatee and authenticator computing entities communicating using messages that are at least

partially secured using the digest. 18. A method in accordance with Claim 17, wherein the one or more
other data items includes the challenge.

17. A method in accordance with Claim 16, further comprising the following:

an act of the authenticatee computing entity generating a digest of the first and
second secret key data combined with one or more other data items;

an act of the authenticator computing entity also generating the digest of the first and
second secret key data combined with the one or more other data items; and

an act of the authenticatee and authenticator computing entities communicating using

messages that are at least partially secured using the digest.

18. A method in accordance with Claim 17, wherein the one or more other data

items includes the challenge.

19. A method in accordance with Claim 18, wherein the one or more other data

items includes the answer.

20. A method in accordance with Claim 19, wherein the one or more other data
items includes third secret key data known to the authenticatee and authenticator computing
entities, but not known to the supplemental authenticatee and supplemental authenticator
computing entities.
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19. A method in accordance with Claim 18, wherein the one or more other data items includes the
answer. 20. A method in accordance with Claim 19, wherein the one or more other data items includes
third secret key data known to the authenticatee and authenticator computing entities, but not known to
the supplemental authenticatee and supplemental authenticator computing entities. - Page 23 21. A
method in accordance with Claim 17, wherein the one or more other data items includes the answer. 22.
A method in accordance with Claim 21, wherein the one or more other data items includes third secret

key data known to the authgntisdis® ANk @+HHA0HGAOr CRIMPUNY IRAtIESSL KRRWBR tigta

supplemental authenticatee and supplemental authenticator computing entities. 23. A method in
accordance withhCladmded, tndhsiekethe one or more other data items includes third secret key data
known to the authenticatee and authenticator computing entities, but not known to the supplemental
authenticatee and supplemental authenticator computing entities. 24. In an environment that includes an
authenticatee computing entity, a supplemental authenticatee computing entity, an authenticator

computing entity, antha suRpiRmental astbrRtGAIEOMPIAIND eRtitrem Metbad demibeaiteeticatee
computing entity to authenticate the authenticator computing entity using challenge based authentication

and without reguifing e autherticaicr-anauhenticatarcaniutivaeiliesubR WA ebagrrgigata
used for the authentication, the method comprising the following:
entities, but not known to the supplemental authenticatee and supplemental authenticator

computing entities.

23. A method in accordance with Claim 17, wherein the one or more other data
items includes third secret key data known to the authenticatee and authenticator computing
entities, but not known to the supplemental authenticatee and supplemental authenticator

computing entities.

24.  In an environment that includes an authenticatee computing entity, a
supplemental authenticatee computing entity, an authenticator computing entity, and a
supplemental authenticator computing entity, a method for the authenticatee computing
entity to authenticate the authenticator computing entity using challenge based
authentication and without requiring the authenticatee and authenticator computing entities
be aware of secret data used for the authentication, the method comprising the following:

an act of the acquiring a challenge from the supplemental authenticatee computing

entity;
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an act of the acquiring a challenge from the supplemental authenticatee computing entity; - Page 24 an
act of providing the challenge to the authenticator computing entity, wherein the authenticator computing
entity acquires an answer to the challenge from the supplemental authenticator computing entity; an act
of the acquiring the answer from the authenticator computing entity; and an act of the using the answer to

authenticate the authienticaloySoRIRUING BRlili2S (A MO IR ARSPIANRRNIRISIM R4emhatein the

act of acquiring a challenge from the supplemental authenticatee computing entity comprises the

following: an aghehdravidignpaiallenas rﬁ‘arﬁ@st@d%@u&pis MeNEALALKEE THeRleRCRIpPURatANtity;
and an act of acquiring an answer to the challenge request from the supplemental authenticatee
computing entifhedfeAoMeShgrhim@egargiance with Claim 24, further comprising the following: an act of
acquiring an answer to the challenge from the supplemental authenticatee computing entity, wherein the

act of using the answesdooukReRtiGaiadhrcatbieaticatp IcoMPMING 26 B nsRIMARLAS tekallowing: an act
of matching the answer as acquired from the supplemental authenticatee computing entity with the

answer as provided hyathe pgithegticater aconpusingiratiyaid thAdmathed b Acsoislangeeawity Claim 24,
wherein the act of using the answer
25. A method in accordance with Claim 24, wherein the act of acquiring a
challenge from the supplemental authenticatee computing entity comprises the following:
an act of providing a challenge request to the supplemental authenticatee computing
entity; and
an act of acquiring an answer to the challenge request from the supplemental

authenticatee computing entity.

26. A method in accordance with Claim 24, further comprising the following:
an act of acquiring an answer to the challenge from the supplemental authenticatee
computing entity, wherein
the act of using the answer to authenticate the authenticator computing entity
comprises the following:
an act of matching the answer as acquired from the supplemental
authenticatee computing entity with the answer as provided by the authenticator

computing entity.

27. A method in accordance with Claim 24, wherein the act of using the answer
to authenticate the authenticator computing entity comprises the following:

- Page 25 -



to authenticate the authenticator computing entity comprises the following: - Page 25 an act of providing
the answer to the supplemental authenticatee computing entity; and an act of receiving from the
supplemental authenticatee computing entity an indication that the answer provided by the authenticator
computing entity is a proper answer for the challenge acquired from the supplemental authenticatee

computing entity. Z%H%B@Qihﬁfi)m(ﬁﬁiqmaﬁﬁ%v%% WaigupAehethar caneptising aongsiaidha@enerating
secret key data that is not known to the supplemental authenticatee, authenticator or supplemental
authenticatoraggmputing entities; an act of providing the secret key data to the supplemental

authenticatee computing entity thereby informing the supplemental authenticatee computing entity of the

secret key data; anaactaef the stiiplensemtahputRentippieaGrapaitneneititycerenplifigethergecrah key
data using secret data known to the supplemental authenticatee and supplemental authenticator

computing entiiRstidHttAst ke Awaxier the dutaentiaaiaataadsaihierinpien Lonipyiing pofieananaact of the

acquiring an encrypted secret key data from the supplemental authenticatee computing entity, the

encrypted segsetieeyhdntaheioguiheisesheties palanenarviteiizingsastpudatadsmgyvn to the

supplemental authenticatee and supplemental authenticator computing entities, but not known by the
authenticatee and authenticator computing entities; and an act of providing the encrypted secret key data
to the authenticator computing

28. A method in accordance with Claim 24, further comprising:

an act of the generating secret key data that is not known to the supplemental
authenticatee, authenticator or supplemental authenticator computing entities;

an act of providing the secret key data to the supplemental authenticatee computing
entity thereby informing the supplemental authenticatee computing entity of the secret key
data;

an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;

an act of the acquiring an encrypted secret key data from the supplemental
authenticatee computing entity, the encrypted secret key data being the secret key data
encrypted using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known by the authenticatee and authenticator
computing entities; and

an act of providing the encrypted secret key data to the authenticator computing

entity, wherein the authenticator computing entity provides the encrypted secret key data to
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entity, wherein the authenticator computing entity provides the encrypted secret key data to - Page 26
the supplemental authenticator computing entity for decryption by the supplemental authenticator
computing entity, and receives the secret key data. 29. A method in accordance with Claim 28, further
comprising the following: an act of communicating with the authenticator computing entity using

messages thate a§ﬁﬁ%ﬂé§%§hﬂaf§lﬁﬂhﬁ%%?dcuﬁiﬂﬁtm§ 96ESt ey datay R Bietied inRtsagiance with

Claim 28, wherein the act of providing the challenge to the authenticator computing entity and the act of

the providingAha @michted ies kaMilatadedngauiienticatorsogaputing entity are performed by
providing a single message that includes both the challenge and the encrypted secret key data to the

authenticator computing entity. 31. A method in accordance with Claim 28, further comprising the
following: an act of the generating a digest of the secret key data combined with one or more other data

items; an act of the ggmmunigating Withcte RUtaMiELQ EOT8PHIHALLESINPHSIAG MERSRgemghat are at
least partially secured using the digest. - Page 27 32. A computer program product for use in an

environment that inglidesatogiiheititaie & AaMRULiINBea Ao RS HRRISABRIHE! UG SEEE Yh AN

authenticator computing entity, and a supplemental authenticator computing entity, the computer
program progicitfRininplameitisausenelhipdiestie-arihenticatee computing entity to authenticate the

authenticator computing entity using challenge based authentication and without
30. A method in accordance with Claim 28, wherein the act of providing the
challenge to the authenticator computing entity and the act of the providing the encrypted
secret key data to the authenticator computing entity are performed by providing a single
message that includes both the challenge and the encrypted secret key data to the

authenticator computing entity.

31. A method in accordance with Claim 28, further comprising the following:

an act of the generating a digest of the secret key data combined with one or more
other data items;

an act of the communicating with the authenticator computing entity using messages

that are at least partially secured using the digest.
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requiring the authenticatee and authenticator computing entities be aware of secret data used for the
authentication, the computer program product comprising one or more computer- readable media having
thereon computer-executable instructions, that when executed by the authenticatee computing entity,
causes the computing entity to perform the method, the method comprising the following: an act of the

acquiring a challenggfrom Ahgsiprianeoiahaueatcatse GamMpUtRdeRRtEMRARHefiREAvIdinathe
challenge to the authenticator computing entity, wherein the authenticator computing entity acquires an

answer to theginalieinaedraBnpataipPiamental auphentieatar coOmputing entityy, anmachefdifiaagriring the

answer from the authenticator computing entity; and an act of the using the answer to authenticate the

authenticatoreaipREHRGRRINANES AFPIRIRLEE! RIPBEAM AR EIEINRECORHRN RSPl pazaierein the

act of acquiring a challenge from the supplemental authenticatee computing entity comprises the

following: an geldatprevigiigetehalienoméamie sionbhagHppiomaentympinanticaige sommdtingagntity;
and - Page 28 an act of acquiring an answer to the challenge request from the supplemental

authenticateqHzompHERGCRIIHYe cHp MRS M REAGF ABhATOsCt HRsagcardiartR MR Glaimvagioberein
the method further comprises the following: an act of acquiring an answer to the challenge from the
supplementaljitireiati¢ategthenticatee and authenticator computing entities be aware of secret data used
for the authentication, the computer program product comprising one or more computer-
readable media having thereon computer-executable instructions, that when executed by the
authenticatee computing entity, causes the computing entity to perform the method, the
method comprising the following:
an act of the acquiring a challenge from the supplemental authenticatee computing
entity;
an act of providing the challenge to the authenticator computing entity, wherein the
authenticator computing entity acquires an answer to the challenge from the supplemental
authenticator computing entity;

an act of the acquiring the answer from the authenticator computing entity; and

an act of the using the answer to authenticate the authenticator computing entity.

33. A computer program product in accordance with Claim 32, wherein the act of
acquiring a challenge from the supplemental authenticatee computing entity comprises the
following:

an act of providing a challenge request to the supplemental authenticatee computing

entity; and

- Page 28 -



computing entity, wherein the act of using the answer to authenticate the authenticator computing entity
comprises the following: an act of matching the answer as acquired from the supplemental authenticatee
computing entity with the answer as provided by the authenticator computing entity. 35. A computer
program product in accordance with Claim 32, wherein the act of using the answer to authenticate the

authenticator C0mIOL&E&”Qc@r%'ﬂYa@@ﬁiﬁﬂgeﬁaﬂh@ﬁQJ@nghea@&@Ieﬁ EW@éf% g thenanawelipi&8ental
supplemental authenticatee computing entity; and an act of receiving from the supplemental

authenticateq GORHIHRG oMY AR gIBRiRAtion that the answer provided by the authenticator computing
entity is a proper answer for the challenge acquired from the supplemental authenticatee computing
entity. - Page 29 36. A computer program product in accordance with Claim 32, wherein the method
further comprises: an act of the generating secret key data that is not known to the supplemental

authenticatee, authepticatof QosyRRIE LA AUPIeAtGAIAr £QHHULDE QntitieSann 36t GiRsRyiding the
secret key data to the supplemental authenticatee computing entity thereby informing the supplemental

authenticateg\z@Ropyting e by s dheseesabikerg data; an act of the supplemental authenticatee
computing entity encrypting the secret key data using secret data known to the supplemental
authenticatee and spippl@roeatuiring an answer to the challenge from the supplemental authenticatee
computing entity, wherein
the act of using the answer to authenticate the authenticator computing entity
comprises the following:
an act of matching the answer as acquired from the supplemental

authenticatee computing entity with the answer as provided by the authenticator

computing entity.

35. A computer program product in accordance with Claim 32, wherein the act of
using the answer to authenticate the authenticator computing entity comprises the following:

an act of providing the answer to the supplemental authenticatee computing entity;
and

an act of receiving from the supplemental authenticatee computing entity an
indication that the answer provided by the authenticator computing entity is a proper answer

for the challenge acquired from the supplemental authenticatee computing entity.
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authenticator computing entities, but not known to the authenticatee and authenticator computing
entities; an act of the acquiring an encrypted secret key data from the supplemental authenticatee
computing entity, the encrypted secret key data being the secret key data encrypted using secret data
known to the supplemental authenticatee and supplemental authenticator computing entities, but not

known by the authengjcateq apshayfaerpieaiam corniing endtiegRROAmMact ahproviding e aperypted
secret key data to the authenticator computing entity, wherein the authenticator computing entity
provides the gReryRtRFtEECEBHKRKEAta to the supplemental authenticator computing entity for decryption
by the supplemental authenticator computing entity, and receives the secret key data. - Page 30 37. A

computer program podidetdn arcoiRRAYitRGdairpaiihergindheotmelbed further sesprisasdhe

following: an act of communicating with the authenticator computing entity using messages that are at

least partially,gaasiechiesingin@seatetday sitandialheneRiiRbEesRMHY eptigtdn accordance with
Claim 36, wherein the act of providing the challenge to the authenticator computing entity and the act of

the providing the engrypied sRerRIikeYHdaie tor they atiiaabticatonnenmHinga iy RiBRISAPISA DY

providing a single message that includes both the challenge and the encrypted secret key data to the
authenticatoreg@inynting ¢ Mirmho A RO RPPISh BHedrAih Bhaduet IDoaesetlid aneeityidT Glaisecsé, negerein the

method further comprises the following:

data;

an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;

an act of the acquiring an encrypted secret key data from the supplemental
authenticatee computing entity, the encrypted secret key data being the secret key data
encrypted using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known by the authenticatee and authenticator
computing entities; and

an act of providing the encrypted secret key data to the authenticator computing
entity, wherein the authenticator computing entity provides the encrypted secret key data to

the supplemental authenticator computing entity for decryption by the supplemental

authenticator computing entity, and receives the secret key data.
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an act of the generating a digest of the secret key data combined with one or more other data items; an
act of the communicating with the authenticator computing entity using messages that are at least
partially secured using the digest. 40. A computer program product in accordance with Claim 36, wherein
the one or more computer-readable media are physical media. - Page 31 CHALLENGE-BASED

AUTHENTICATION3WITHRUch Rl | Bldtsank VW E G (Fd st REich AU ENT G RtEANIRATA
ABSTRACT OF THE DISCLOSURE A challenge based authentication mechanism that does not require

that the authgetitriingiaempripsantiiasigaMare of the secret data used for the initial authentication.
An authenticator computing entity is to authenticate to the authenticatee computing entity. First, the

authenticatee compyiingt @EdhRAAHIERE R Ghiah eRISuiIRIN iBa S RBIE ISR AL AEHGHRS LRBAULNT entity.
The authenticatee computing entity provides the challenge to the authenticator computing entity, which

has a supplegentabaythantigstasceemptipgrRnittaalve dhg challenge. The authenticator computing
entity sends the answer to the authenticatee computing entity, which uses the answer to authenticate the

authenticator computing entity. Figure 1 - Page 32

38. A computer program product in accordance with Claim 36, wherein the act of
providing the challenge to the authenticator computing entity and the act of the providing
the encrypted secret key data to the authenticator computing entity are performed by
providing a single message that includes both the challenge and the encrypted secret key

data to the authenticator computing entity.

39. A computer program product in accordance with Claim 36, wherein the
method further comprises the following:

an act of the generating a digest of the secret key data combined with one or more
other data items;

an act of the communicating with the authenticator computing entity using messages

that are at least partially secured using the digest.

40. A computer program product in accordance with Claim 36, wherein the one

or more computer-readable media are physical media.
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CHALLENGE-BASED AUTHENTICATION WITHOUT REQUIRING
KNOWLEDGE OF SECRET AUTHENTICATION DATA

ABSTRACT OF THE DISCLOSURE

A challenge based authentication mechanism that does not require that the
authenticating computing entities be aware of the secret data used for the initial
authentication. An authenticator computing entity is to authenticate to the authenticatee
computing entity. First, the authenticatee computing entity acquires a challenge from a
supplemental authenticatee computing entity. The authenticatee computing entity provides
the challenge to the authenticator computing entity, which has a supplemental authenticator
computing entity solve the challenge. The authenticator computing entity sends the answer
to the authenticatee computing entity, which uses the answer to authenticate the

authenticator computing entity.

Figure 1
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